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SWP2>
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Username:admin
Password:

SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving ...

Succeeded to write configuration

B NAU— N 3 Ak CRIEX 256, 1 oM 74 URfilRES g3, 1 ofiEE, ELW AT —FRa A
LTS,

o B UA BRI

Username: user
Password:

Q

% Incorrect username or password, or login as user is restricted.
Password:

[

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« Il A UHIRISNIZ—F =0, BUONRAT — RERIER D &R EF S E T,
o HIRREFFFGBRICIE LWSAY = RZ2 AT 5L TR A TS5 X920 9,

24 a2~ FANE— FIZDOWT

241 a~ FASIE— FOER

SWP2 DR EEFLRES R A TH5E, Mo~y FATE—RNIZEB LT, 2~ REEITTILERD
DET, I~ FOANETE—FREFLUTOL I REBICSPNTEY, £2xDEF— R TANTELa~v> RBRERD
F9, 22—V —lk, T N TH LT, BE, FOF—RIIWDIONMERT DI ENTEET,




O4- >/ EE
(/AT — BEAFIEm)

T exit, logout

IHFHEEXECE— =
(1—HE—R)

T disable

Dﬁfpmml

enable / administrator 1

I exit, end

20—)0UL
A JA40—<3a>F—K

I exit
{51

A4 9L—=3a>E—Fk

configure terminal 1

interface 7 & 1

end

R FFEEXECE— R T

exit, logout

a<w R T77 LU A | avy ROV |21

SWP2=>

SWP2#

SWP2(config)#

SWP2(config-if)#

a<wy NATTE— NOBERBICEET 2 KA o~ Nt U ERVES, Jue—Larr 47— al®
— RSl a7 4 S — g F— RAOBEBa~< Y NIZoWTiE, MEsay 74 77— a T — R 25

LT ZEN,

e exit IR

+ logout =<2 K

* enable =~ > [/ administrator =~ >
+ disable =~ K

+ configure terminal =~ > F

e end IV R

2422 7 4 FL—Y g E— R

fE@sl=> 7 4 7 v—3 3 »F— R EiE, LAN/SFP+R— F° VLAN A ¥ —7 = — A QoS 72 &, FFEDIEH |Txt
T 2FMARRELAT O 72DDE— FORITT, [Milar 747 L—vaE—FCADITE, Fr—Lary
47—y aryE— RCHEE—RNIBETLD0a~vy REFITLET,

SWP2 Dl 7 4 7 L—va b EB— RIZIRObLORH Y £9, a7 47 b—2 g F— ROFIZIERE
BibEMTWAEDEHY F4, Hlz2iE, RV —~yvFE—R o R —<v 7+ 7T 2F— RTT,

@Rl 747 — g E—R BBa~<vF

A =20788 N

B =T 2 —AF— K interface =~ K

SWP2(config-if)#

FAF—FR line con =<2 K
line vty =< > KN

SWP2(config-line)#

VLAN &— R vlan database =~ >

SWP2(config-vlan)#

VLAN 7 7 & A~w v 7 E— R

vlan access-map =~ >

SWP2(config-vlan-access-map)#

E—F
MST R ok

spanning-tree mst configuration =~ SWP2(config-mst)#




2|avr R 77 LyR | avy ROMFNT

B2 74 7 v—vaE—F |BBav K A=

JTASy TE'— R class-map =~ > K SWP2(config-cmap)#

RN v—vy7E—R policy-map =~ > K SWP2(config-pmap)#

RV —~vv7 7 T7AE—F class =< K SWP2(config-pmap-c)#
ERIRY P —F—F aggregate-police =~ K SWP2(config-agg-policer)#
LLDP =—Y =¥ hE— R lldp-agent =~ > K SWP2(lldp-agent)#
A—=NT T L—FE—R mail template =~ > SWP2(config-mail }#
AV a—NT T —hE—FR schedule template ==~ > SWP2(config-schedule)#
%DIUS B A R radius-server local-profile =~ > K | SWP2(config-radius)#

243 a< L R T OV T 4T A

g R7a sy RO VT 4T AF, RAMEFRRLTCWET, YIHMRETCIEIFTA MM ELT, T4 T
H5H ISWP2] #F 7L TWET, AKRIZ, hostname 2~ RTEHRA MNERETHI L TEETXET, SWP2
EHEEHEH L TWAEGEERE, AL v T4 DL4RTEHREL T Z & T, FHNA LTS ARY ET,
RANHDOERE

SWP2 (config) # hostname Switch-012
Switch-012 (config) #

244 B2 HANT)E— RDa~w RET

SWP2 TliE, T— RZ L ICHHATRE/ o~y RRRL D120, FEITARERT— FETERB L Ca~vr REFETLART
WX FH A, TNEMHMETERa~v L RELT, doa~vy a2l £4,
do 2~ REMHTEHE, T _XTHOary 74 7L — g F— RO HEXECE— RDa~vy REETT52 &
MNTEFET, ZHICEY, TR_RTOary7 47— g 0F— R BEHE EXEC B— NICBEIT A - & . RE
Moar 747 v—varviEslBE L0, REORGENAEEL 2 7,
72721, do TIXMisEmRIFFIH TE oz, ZD®%ICHE 2~y RE T VAL ETZITENER CTATIT 5 LEN
HoET,
o TNAAYULTANTBHES

SWP2 (config) #do show running-config
o BWEFETANT %G

SWP2 (config) #do sh ru

2.5 a2 — )VE RO X — R — NERE

2.5.1 oY — )V AS D EAREE

SWP2 TliE, =2~ KT A4 LT, LLTOEENTTRETT,
.« H—VILDOBE

R HRME PERA - B
— 1| XFRIBE L ET
- | CFECEB L ET

| HEEAICBEI L £ 3 (7 — Y LB S D Bk O Bt
DXLFOWITHBE L 7))

| HEEAEICBE L £ (0 — Y NMLEICH 5 HGED JEEH
FICBE L ET)

Esc i F#£IZ F

Esc ## T#%IZ B

Ctrl+ A TOSEEEICBEN L ET
Ctrl +E ITORRBIZBEHLET

o AJISCFOHIER
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F—R— FEE B - =

Backspace

H—=INVDECH D LT wHIBRLET

Ctrl + H

H— I NMLEO L FEHIER L ET,
Ctrl+D a2 RITRZEOIREETAREELZ L7256 1E, exit =
< RERUEMEE 720 £97,

_g——

Ctrl + K = I NANTENPITOREBEETEZHIRLET

Ctrl+U AT O FEZETHIBRLET

Z DAh,
F R FHRE B - 5

B = NMLED LT & FDEFO LT 2 AN 2 F

Ctrl+T 7
H—VIVHBTORRBIZH D & &, BERIDLF & Z D]
DXFw AN FT,
JERFHE EXEC £ — R L 7 EXEC £=— R TlX, A
Da< RERFEL TROITIZE D £97,

Cirl + C MRz 747 v —3arE—RKTClE, AAFoa~

v FATZ2MEE U CHHE EXEC £ — RICER L £,
BEFEITHOa~y RO Z TR LE7, (ex: ping =2
< R)

sz 7 4 7 L—3 3 »F— RS Fi#E EXEC & —
Ctrl+Z NIZ#ER LET,
end 2~ FERIUEMESE 220 9,

252 a<y R~
av S RIA L ETP"EATTHIET, METEa~v RERFIANATA— X —EHRBTETET.
SWP2#show vlan °?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWP2#show vlan

253 AJja~y RoOfiswE, ¥—V— FMefi—BEDFRR
ayy—) ETawy FAABRHPIZ, "Tab"F—Z2#+ L, a~r RaRfisshEd, /2. ¥—U— FAHEIC
"Tab" ¥ —ZHF L RICATAIBER T — VU — RO —E 2T LET, AEEZ, "Cul+I"$—Z2 M L THIREER
REMEL 720 9,
o< R4 OfisE

SWP2#con"<Tab>¥x—Z 4
l

SWP2#configure
F—U— FEfli—FoFRR
SWP2 (config) #vlan "<Tab>F—Z 4"

access-map database filter
SWP2 (config) #vlan
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254 < ROEEAT

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~vy RERFARIA—2—L LT
W TCE %A, F0a~y RRFEITERET,

a2 ROEMEAJ)Hil(show running-config)

SWP2# sh run

255 2~ REAXA Y —

a<v  Re R NY —Hped T 5L, BECAD Lo~y REMERBETHETLEY, BEICAHLEZ
< RO—EERE L CHETTAIIENTEET, avr FE XA M) —3, £F— FEROBRELE LTERIN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— NHE

T

Ctrl +P

o< RgRE Sh0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show] THEEBHa~<w K

261 FET 47747

BT 477 AT, show 2~ RRHITLHERE 7 4 v Z —IZiB L, LERIEFRICAFEK D Z & Tl A1

RROT<ERLET,
SWP2 TiX, show I~ FOET 4 77 A7 & LT, RO 3IFEELARM L E5,
ETTFTAT7AT FiHA
include
BE LA EEtiTiR 235
grep
exclude BE LTI EEER2WTE 15

BB, FETAT7ATIIH-TORMERWTRE T, BEIFET D LITTEEE A,

< (B

SWP2#show running-config
interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & T2 2 £~ 5,

< (B

SWP2# show spanning-tree

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

| grep vlanl

nl

| include Role

show running-config C VLAN #1 % & el 2 FrnT 5,

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 747 —Tay

3.0 REMOE
SWP2 %, U Foar7 4 V2R L CHREMEEHRLET,

av7 4 7O B! IR — P —HfE

L
FrEy /Ay T 47 (uing: | BAEBIERORIER, RAM LT é&;;iééfy74?“@@ﬁ
config) BT, '

—HHEBEDO Ny I T T AT 4 F
~OEIF(DANTE € — RHf)

USER & — R Tl&, Flash ROM {2k
AP — R NT w7 ar7 47 (startup- |17 LTZa%ETE,

config) DANTE £— R TlX, T 74/ b
7 4 7 L RRR DR ENE,

2
Sv=yrar 7 g N2k HEE
(USER & — KHF)

DANTE &— REFIZIRAT LTz, — 3Bk
REDFREME, Flash ROM | CTH& P-4
50

Fr=vrar 7 4 STk B EH
(DANTE & — F)

Ny 7T w7 a7 47 (backup-
config)

F 7 # )L s OFEME, Flash ROM E
. N TEHT S,
1% s - . 5
;;ﬁ’hj/j%7ﬁ&ﬂt BENEDT ¢ v F AL v F #H0M3 O | BfER
& WEIC L > TEIRS NS VLAN 7V

v hETIHER SN D,

SWP2 D 27 LifLd)iRe, LLF DL e 720 £77,
1. 747 AL v T #1l B L, CONFIG E— FZRET 5,
« T4 v T AL vTF #1 B EOFF)DH4A, DANTE £— K CE#{4 %
« T4 vT AL vF #1 N TFON)DOHE, USER £— R TEEIT S
2. £ CONFIG E— RZ LIz, A¥— T v T arv7 4 JERET D,
« DANTE E&— FOHBEE
s THUAVT AL T M3 OREILEL > GRBRENDT 74V har 7 4 7 EERTH
« USER E— FOHBE
e USERE—FNHDOARZ— T v T a7 4 IPFET D56, 47— 2 2HT 5
« USERE—FNHORZ = T o7 a7 4 VRFIELRWGE . T 4 v 7T AL v F #2H3 OFFEIC L - Tk
WEndr7 74N bar7 e 7E2ERTS

3. RAA— K Ty Far7 4 7% RAM kico = a0 7L LTRET S,
« DANTE ®— RWFIZNR v I T v 7T av 7 4 FBFET DG, 8T — 4527y =07 ar 74 i LEXR
B35

SWP2iEHHICa~vy RRETHREEZEHETLE, BRLIEARITTSICTZ =7 ar7 4 JICRKBENET,
Ty ar 4 FEER L%, USER £— R Tt write £721X copy 2~ RE2FEITTHI LT, AX—FT
v Tar7 4 FEHEINET,

F72. DANTE & — FTlid backup-config =~ > N&ZFITT 52 LT, Ny 7 v Farr s FREHINET,

RE - BELTENEZRELZ2NVTHER T L, RE - RENENEDRET, THEELTEEN,

32F 74V NREM

SWP2 Tid, TA v T AA v TF ML THRESNZ VLAN 7V y "B, FT74/L MREBERVET, T
4 TAAL v F #H DRTEICKTT S VLAN Uty N2 A FIZLTo LB T,




26| A~ R Ty LA |avrTI L —ray
ok, THHAREOREIL., ABICEHIN-K a2~y FOYMEREHA INAbIF T, UTFOF 741
FREMIZ/R > TWET,
o T4 VT AL T #2H DFRTE

— RIEALE - VLAN 7U &y k¥4 7
(OFF) _F(OFF) Normal
F(ON) _E(OFF) A
_(OFF) T(ON) B
F(ON) F(ON) C

EFETABLIOT ) £y MUBOBREEFR L, KICETATLOT Y By MEAOREMERLET,
e EFABIOF Yty MEEOT T 4L ]\EQTE(“/X?A/;WTK)

RESHER REHEHE 77 4V MR EE
ay ) —)VH A LT TR 600 sec
LiiE N VTY # 8
TR 24
I — o Aadmin, 52T
K:admin
=Y =T AT R BEME R AT — N admin
INAY — RO Ak ok L7au
A DY — UTC (£0)
2 & B NTP H—/3— L
NTP 587 )& 15 1 BFNC 1 [
RMON ik A5
sFlow HH{E B3]
firmware-update url http://
Z'm— K URL www.rtpro.yamaha.co.jp/firmware/
N revision-up/swp2.bin
7=y =T EH pop
VeV ardy O FFR L7220
2 A LT 7R 300 sec
EUN(E HEL)
LLDP - —
H B EHEARE L
B RN (ST A W)
L2MS -
el TVl NEEART)
debug L~y a JHI OFF
information L ~L 1 7 7 ON
SYSLOG -
error L'~yLa 7 H ) ON
SYSLOG #—/3— L
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N7 7 4 7 il

RESHH REHEE 77 /v MR EM
TELNET #—/3—1kHg L U )
TELNET ¥— =77 & A VLAN #1 O Z &)
SSH #— 3 —i{Kf& FLE) L7220
T U A TFTP #—/3—1kHE FLEh L7z
HTTP H— 3 —ikHE EET 2
HTTP % —/"—7 7 & A VLAN #1 O 3 7]
%27 HTTP Hh—/ S —IkfE L) L7220
f&~F VLAN VLAN A V% —7 = — A VLAN #1
MAC 7 R L % H#)¥# A%
S RLUS 35N
L2 AL v F o IQ;I?%CTFVXQQ%Ei 7 |0
A= T Y — A%
MEL— TR A%
DNS 7 747 b B{E A%
QoS A%

QoS DSCP-1%4{Z % = — ID Z#7 —

%

DSCP:8 — #fEF = —:2

DSCP:26 — =% = —:3
DSCP:34 — #fE ¥ = —4
DSCP:48 — i&fEF% = —:5
EFELS - EEF = —:0

= — il (IEEE 802.3x) Eii3n)
Web GUI S E HERE
ETFARBLOT VY MEEDOT 7 4L FRE (LAN/SFP+R— k)
RESHE REHHE 7 4V M REE
HE BT — NRE auto
7 aA/A R L— b EHERHE %)
MRU 1,522 Byte
FEARBE A— hDOFHH 7L
EEE LS
Port Mode 7Vt MRS
FITJ& VLAN ID Ty ML
L2MS L2MS 7 4 V& — 7ty MK
12 A s A= T Y — 7 Uty MIKF
ME L —T R A%
QoS FF A FE—F DSCP
T 7 4w 7l 7 v —{fill ) (IEEE 802.3x) ME5h
A — Al E5h

SWP2 ® VLAN 7" Ut v k Normal DF 7 # /L FRE (3 AT L4K)
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RESH RIEHEHE 77+ NREME
P~ L F 3 2 Ll e 1OMPIMLD 7 i 5 s
+ SWP2 ® VLAN 7'Vt v k Normal ®7 7 #+ /L F % & (LAN/SFP+7~— )

Interface L2MS Filter LAG(Static) Port Mode VLAN STP
portl.1 Disable - Access 1(default) x
portl.2 Disable - Access 1(default) x
portl.3 Disable - Access 1(default) X
portl.4 Disable - Access 1(default) x
portl.5 Disable - Access 1(default) X
portl.6 Disable - Access 1(default) X
portl.7 Disable - Access 1(default) x
portl.8 Disable - Access 1(default) x
portl.9 Disable - Access 1(default) X
portl.10 Disable - Access 1(default) x
portl.11 Disable - Access 1(default) o
portl.12 Disable - Access 1(default) o

« SWP2 ® VLAN 7'Vt v k Normal ®F 7 4 /L hi%E (VLAN A & —7 = —R)
*  VLAN #l(for Dante and Control)

» [Pv4 Address: DHCP

* IGMP Snooping: Enable
*  Querier : Enable
*  Query Interval : 30sec
» Fast-Leave : Disable
* Check TTL : Disable

« SWP2 D VLAN Ut v F ADTF 7 4/L FiRiE (VAT LEK)

RESH BRIEHH 77+ NREME
P L % e 1OMPIMID 780 5 s
+ SWP2® VLAN 7'U-t v b ADT 74 /L bi%E (LAN/SFP+7R— )

Interface L2MS Filter LAG(static) Port Mode VLAN STP
portl.1 Disable - Access 1(default) X
portl.2 Disable - Access 1(default) x
portl.3 Disable - Access 1(default) x
portl.4 Disable - Access 1(default) X
portl.5 Disable - Access 2 X
portl.6 Disable - Access 2 x
portl.7 Disable - Access 1(default) X
portl.8 Disable - Access 1(default) x
portl.9 Disable - Access 2 X
portl.10 Disable - Access 2 x
portl.11 Disable

sal Trunk I(native), 2 o
portl.12 Disable
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SWP2 D VLAN 7' Ut v b A DF 7 4/ iR (VLAN A > % —7 = —2)

*  VLAN #l(for Dante)
» [Pv4 Address: DHCP
* IGMP Snooping: Enable
e Querier : Enable
* Query Interval : 30sec
» Fast-Leave : Disable
* Check TTL : Disable
*  VLAN #2(for Control)
* IGMP Snooping: Disable

SWP2 ® VLAN 7 U+t~ h BDFT 7 4 /L F%E (3 AT L21K)

RIS REHHE 77 &V MR EME
y hAR | P —ZEH IO IGMP/MLD 27 "
IP v /LF % v A Ml N Zh(RF HIERT 5 sec
¥ A il T (SR AT HIF[H] )
SWP2 ® VLAN 7'V > k B D7 7 4 /L F % E(LAN/SFP+7R— )
Interface L2MS Filter LAG(static) Port Mode VLAN STP
portl.1 Disable - Access 1(default) X
portl.2 Disable - Access 1(default) x
portl.3 Disable - Access 1(default) x
portl.4 Disable - Access 1(default) X
portl.5 Disable - Access 2 x
portl.6 Disable - Access 2 X
portl.7 Disable - Access 1(default) X
portl.8 Disable - Access 2 x
portl.9 Disable
sal Trunk 1(native), 2 o
portl.10 Disable
portl.11 Disable
sa2 Trunk I(native), 2 o
portl.12 Disable
SWP2 ® VLAN 7'V > kB D7 7 4/ hi%E (VLAN A > ¥ —7 = —X)
*  VLAN #l(for Dante)
* IPv4 Address: DHCP
* IGMP Snooping: Enable
*  Querier : Enable
*  Query Interval : 30sec
» Fast-leave : Disable
*  Check TTL : Disable
*  VLAN #2(for Control)
* IGMP Snooping: Disable
SWP2 ® VLAN 7'Vt > b C DT 7 4 /L % E (LAN/SFP+3R— )
Interface L2MS Filter LAG(static) Port Mode VLAN STP
portl.1 Disable - Access 1(default) X
portl.2 Disable - Access 1(default) X
portl.3 Disable - Access 1(default) X
portl.4 Enable - Access 2 x
portl.5 Enable - Access 2 x
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Interface L2MS Filter LAG(static) Port Mode VLAN STP
portl.6 Enable - Access 2 x
portl.7 Disable - Access 1(default) x
portl.8 Disable - Access 1(default) x
portl.9 Enable - Access 2 x
portl.10 Enable - Access 2 X
portl.11 Disable - Access 1(default) X
portl.12 Enable - Access 2 x

« SWP2®D VLAN U tv hCOFT 74/ k

« VLAN

#1(for Dante)

» [Pv4 Address: DHCP
* IGMP Snooping: Enable

Querier : Enable
Query Interval : 30sec

» Fast-leave : Disable

+ VLAN

Check TTL : Disable
#2(for Control)

* IGMP Snooping: Enable

e Querier : Enable
*  Query Interval : 30sec

e Fast-leave : Disable
*  Check TTL : Disable

FRENVLAN A X 7 = —R)
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B4
{57 - BT

4.1 XA J— R

4.1.1 B/ AT — KOIRE

EEN
enable password password

5 =5 —]

password DO ERE R AT — R
PAFEFIBLO" L& &> &2 LT ERR AT SCFUL L 32 SCFHN)
WA DL ST TRI TN T 220

(AR E

enable password admin

[AJIE— F]

rua—)arz 4 L—varE' R

B

FikE EXEC & — FBATT 270D DAY — RERIET D,

W SAD — R Th 5 admin ICEE T 5 Z LITTE2RUY,

[/— 1]

password-encryption =21~ > | L7228 > T AL S NTZ/RA T — RDOEE, 2227 4 7 1 Cld"enable password 8
password"DIEAR TRR SN D,

A== Zav I NI Pbar T4 FRET D EE, ZORKNTANT LI LT TSR, £z, 81T FRIXT
ThoHTeH, NAT—=RIZ8DHERRET H I LIXTERUY,

[ EH]
B/ R AT — K& LT adminl234 2% T3 5,
SWP2 (config) #enable password adminl234

4.1.2 RA T — ROBFEAL
[EX]

password-encryption switch

no password-encryption

[2XT A —&—]
switch D NRT— REESLT 200G
REME B
enable e LT %
disable b L2
[FIHIER 2]
password-encryption disable
[AF1E— F]

Jsa—)ars 74—y g F— R



2| a~vr R 7y LA RS - EAMRE
[FEHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—}]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO/IA T — NI b b S iz ig=lic
EHEINDD, ARPLEMHIIER LI2SGEE, BRc Skt Tnd a7 4 ZHORZAT — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWP2 (config) #password-encryption enable
NAY — OB S 2 BT D,

SWP2 (config) #no password-encryption

42 22— —Tho v MNEHE

421 2 —YF—DOHE
[EFX]

username username [privilege privilege] password password

no username username

[F—TU—F]
privilege D a— W —DOWHEREEET S
password D 2=V —DRRT— REFRET D
[/XT A—&—]
username D a—Y—4%
P (32 SUFLAN)
privilege DR R AT B DR
X EME LA
FEHE EXEC E— RBATRFIIC N A T — RD A
o FIDRKD 70
Administrator #£fRC Web GUI 127 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RD A
off MRDEND
Guest #EfR T Web GUIIZT 7B ATX %
password D a—H—onr A RAT— R
PATHTEIO L | > L2 AT ERLS PAT S LT E 32 TFURN)
WD LT AT T TRIT L OIT 720
(18I E]
L
[AJTE— F]

Ja—\)nary7 4L —y g T — R



a2 RU 77 LA RSE - EAEEE | 33
[RLBA]
a—YP—FRERET D,
Z—WP—IERITR KT I3 ETHETE S, 7272 L, privilege off O — W — I K 32 {-FE T, privilege on DL —
P—lT LT 1L 72 D,
UTORGET2—Y—4 & L TBRERTERY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username password 8 password" DFE TR R Z 5,

=P Favr RIA o nbar 74 VRETHEE, ZOBXNTANT LI LIXTERY, £72, 8 T THRXF
ThdHID, NAT—RIZ8DAERETHZ LIXTE N,

ELENRFIZ, privilege on D —H—723 1 DHEHE STV ARWEEA L, P11 Bl = — ¥ —(admin/admin) Z 1813 %,
EEIRFIZ, NAT— RRREIN T RN —F—X, 22— =4 LR CLFHNE AT — RIZAEEET D,

[ EH]

Z—H— user1234 ZFHET D,

SWP2 (config) #username userl234 password user pass

ez 5 Lz — % — user1234 Z3RET 2.
SWP2 (config) #username userl234 privilege on password user pass

422 22—V —HERDOEE

[EF=]
username username privilege privilege
[F—T—F]
privilege =Y —DHEREIRET S
[NT A—=HF—]
username D a—Y—4
A (32 SLFLAY)
privilege D KR AT B D G
R EE A
FiHE EXEC E— RBATIFICNAT — RO A
o HHRD bR
Administrator #FE T Web GUL (Z7 7 Z AT
ERA)
Kt EXEC & — FBATIHZ N AT — RO A
off NWRHBND
Guest H[R T Web GUIIZT 7 EATX %
(WX E]
7L
[AFIE— K]
sa—\ a7 4 b—3a E—F
[RLBA]

BERGEH D2 — Y —OMHEREEET D,
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[/— 1]
RBGRD 2 —F —|TILRETE 2\,
[BREB]
B A D L— W — user1234 [ZHFHEA T 595,

SWP2 (config) #username userl234 privilege on

423 a /A va—YP—EROER

E&N
show users
[AJ1E— K]
HEEME EXEC B — R, MEEXEC E— R,/ u—\)Lary7 4/ L—3i g o F— R
[FA)
0y A RO —YF—ERERRT D,
IFOmEENFERIND,
HE B
074 FEEERRT D,
. con0 I U7 Ly —)LiR— |k
Line )
vty N /X VTY &R— k
http N (& Web GUI
Own H & O AR — b DITIZ * R T D,
User a7 Ao —Y—HERTT D,
Status 07 A REEERRT D, 22— =B ROEE
Login Z &/~ 9 2,
Login time 07 A U ERRT D,
IP address BHia—Y—0DIP 7 FLAEZERT D,
Bl

a—W—pu A4 MNERERTT D,
SWP2>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 = = =

vty 5 = = =

vty 6 = = =

vty 7 - - -

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 - - -

424 NF—DHRE

[EX]
banner motd word
no banner motd
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[78T7 A= —]
word COCPARET R K ONEATE R (256 SCTFEI)

(AR E]

no banner motd

[AS1E— K]

sa—\)var7 4 S L—varE— R

BN

ayvY—nnal A4 URICEREINDINNFT—EERET D,
[ EH

RF—FK~% [Hello World! | IZRET 5,

Username:
Password:

SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWP2>enable

SWP2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWP2 (config) #banner motd Hello World!

SWP2 (config) #fexit

SWP2#exit

Username:
Password:

Hello World!

SWP2>enable

SWP2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWP2 (config) #no banner motd

SWP2 (config) #fexit

SWP2#exit

Username:
Password:

SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWP2>

43 a7 4 T OER

431 7= 7T 4 T DRFF
EEy
copy running-config startup-config
[AJ1E— K]
FikE EXEC E— R
[
BUEEAFORE(T =7 a7 4 NEREIFOREAF— T v T a7 40 7) e LTRFET 5,
[/— "}
WRIFED RS — T v T a7 4 73, BEIRORET v T AL v F #1 TRET D,
Fr=r a7 4 VORI write 2 RSP save 272 RTHITH 2N TX D,

USER E— FOLED IR, Ka~vy RTREEZRFTH I ENTE S, DANTE E— FOHE X, backup-config =~
YR T—EORELZRGAETHIENTE D,
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[ EH]
Fom T arT 4 S RET 5,

SWP2#copy running-config startup-config
Succeeded to write configuration
SWP2#

432 5= ar 7 4 FOETE
(&)

write

save
[AFTE— ]
¥HE EXEC £— K, fBla> 74/ L—vavE—FK
[FHA]
BIEERTORET =7 ar 7 4 NERBKEOREA Y — T v 7Tar7 4 7)e LTHRFET 5,
[/ —}]
RAFTDAZ— T v T a7 7%, BEREOKRKT v 7 AL vF #1 TRIET D,
T = a7 4 7 ORTEI copy running-config startup-config =~ R THITH Z LN TE 5,
USER E— ROLPAE DK, Ka~ RTHREZMRFT S Z LN TE 5, DANTE €— KOA 1L, backup-config =~
VR TC—HMOREERGFETDHIENTE D,
[ EH]
Fo=v T arv g JERET D,

SWP2#write
Succeeded to write configuration.
SWP2#

433 KIBERED NN 7T v T EITH

EEN
backup-config

[AJIE— F]

F¢HE EXEC £— R

B

FERREDRTEE N I T v 7T 5,

RNy I Ty TRGHERRILLL T,

e IPV4T7 FL X

o REFIERE

o Z—W—THUL NORE

s Ty —AUxT HHFOHRE

+ SYSLOG O

e HTTP #——DHE

« TELNET ¥ — "—D&iE

+ SSH V— "— DK E

o TFTP — D& iE

ARawy REFATTHE, LilOBEMEDRTEE Ny I T v 7Tar 7 4 7 LTRIFT 5,
DANTE E— RCREI L7 XNy I T v Far 7 4 IREETLHEE. TOREX VA NTT5,

[/ —H]

USER &— RCEMEFICARa~Y REE[TTHLZS— L 5B,
[RXEHI]

Ny J T Tar7 4 T ERFT 5,



SWP2#backup-config

Succeeded to write backup configuration

SWP2#

434 5 =T a7 4 T OFER
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[EF2

show running-config [section]
show config

[T A—F—]
section S RSN IV
B
access-list 77 'AY A R
http-server HTTP H—/N—[5E
interface A UK —7 = — ARG
ip IP [
ipv6 IPv6 BH:E
key FARIE X — B
12ms L2MS B
11dp LLDP [4#
mail A — L@ B E
radius-server RADIUS #—/3— (5
schedule R Y 2 — /L
sflow sFlow [
snmp SNMP B
spanning-tree STP BH:#
ssh-server SSH #—/— [
telnet-sever TELNET H—/3— g
[AS1E—F]

Bt EXEC E— R, Rz 74 L—y g F— R

[@iA]

BIEEATOREG = a7 4 NeFrd b,
section R EAMEIHTT X TOREEERTT D,

[BEH]
FJr=vrarz g JERRT D,
SWP2#show running-config

|

interface portl.l
switchport

|

line con O
line vty 0 7
|

end

SWP2#
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435 AF— T v Far 7 4 JOER

[EFX]

show startup-config
[AJIE— F]
F#HE EXEC E— R

[FHEA]

REN AT HRER L — N T v T ar 7 4 NeFRRT5H,

[/ — D}

BT HAZ— T v T ar7 4 7%, BEROKRKT 1 v AL vTF #1 TRET D,

[ EH]
WEEEBRF DO A X — N T v T a7 4 T hEFrT 5D,

SWP2#show startup-config

|

! Last Modified: Mon Jan 01 00:00:00 UTC 2018
|

gos enable

gos dscp-queue
gos dscp-queue
gos dscp-queue
gos dscp-gueue
gos dscp-gueue

S whD R O
OO O oo

|

telnet-server enable
|

line con O
line vty 0 7
|

end
SWP2#

43.6 NI T v a7 4 TOFERR

[EX

show backup-config
[AJ1E— F]
F¢HE EXEC £— R

[FLHA]

Ny 2T oTar7 g TEERT D,

[/ — 1]

USER £— R CENEFIC AR~y REETTHLEZT— LD,

[ 2 H]
Ny I T o Tavr 4 T eFRnRrT5H,

SWP2#show backup-config

|

! Last backup: Fri Sep 7 00:00:00 UTC 2018
|

interface vlanl
ip address dhcp
|

interface vlan2
|

http-server enable

http-server language english
|

telnet-server enable
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!
end
SWP2#

43T AEZ— T v a7 4 FTOEE

[
erase startup-config
[AJTE— K]
F¢kE EXEC £— R
(@]
FLENRFIZE T D EAR Y — N T v 7 ar 7 4 7)Y ZUCHET HIEHREZEET 5,
[/ — ]
HETDAZ = T v T ar 7 4 7%, BERORET 4 v T AL v F #1 TRET D,
(B E B

AL =K T v Tar7 4 VEEET D,

SWP2#erase startup-config
Succeeded to erase configuration.

SWP2#
438 MRERED N> 7T v T & BT 5
[EF2
erase backup-config
[AJ1E— ]
FiHE EXEC E— R
B
RNy s Ty Far7 g 7 zllEt s,
[/— "}
USER &— RCEMEICAa~ Ly REETTH LT —L 5,
[BXE B

Ny 2Ty Tar7a 7 zllkd %
SWP2#erase backup-config

Succeeded to erase backup configuration
SWP2#

4.4 BEBEHROEH

4.4.1 BENFR O TR
[ER]

show boot num

show boot all
show boot list

[F—U— K]

all D EEEROBEEZRRTSHFETETRTD
list D EEEROBEARK TS hETHAERTT D
[R5 A—&—]

num ;o <0-4>

RE LB SOREAYFR T 5
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[AJ1E— K]

FEFrHE EXEC E— N, %§# EXEC E— N

[

EENEF R A RTRT D,

[/—h]

cold start =~ > K clear bootlist 2~ > N&Z(T3H L, ZOEEILZ VT b,
[ EH]

BIEOEEERE R TT D,

SWP2>show boot 0

Running EXEC: SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Previous EXEC: SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Restart by reload command

EENEIE D —F 2 RKRT D,

SWP2>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBVERDO I VT

EN
clear boot list
[AJ1E— ]
F#HE EXEC £— R
[
EENME OB Z RS 5,
[BEH]
EEEHRE 7 )T+ 5,
SWP2#clear boot list

4.5 EXRFEHRER

4.5.1 B EROFR

[ER]
show inventory
[ASE— K]
FERFHE EXEC *£— N, F#tE EXEC £— K
[FFA]
ARF L OSFP+HE Y 2 — L ORISR A2 FoRT 5,
UTOHEARERIND,

HH B

NAME 2L TR

DESCR G

Vendor N R —4

PID aX s ~ID

VID N— = v ID, EEHHOLAIX0

SN ST AEE




(B E B
Uiz £ 5,

SWP2>show inventory
NAME : L2 switch
DESCR : SWP2
Vendor: Yamaha

PID : SWP2
VID : 0000
SN : SMF00000
NAME : SFP1

DESCR : 10G Base-LR
Vendor: Yamaha

PID : YSFP-10G-LR
VID : V1.0
SN : Z5H00000YJ
NAME : SFP2

DESCR : 10G Base-LR
Vendor: Yamaha

PID : YSFP-10G-LR
VID : V1.0

SN : Z5H00001YJ

SWP2>

4.5.2 BEMERDOFR

A~y R 77 LA RS - EHIRKRE | 41

EN

show environment

[AF1E—F]
JEHFHE EXEC &— R, F##E EXEC E— K

[

VAT LOBEIEREFRT D,
DTFTomENERIND,

. ETIA

o T—hNR—=Vgr

s Jry—AhuxTVEVar
S e VAT BV

o LT EHE

« VUTES

« T34 ZID
 MACT FL XA

« CPU fliffi3%

o AEVUMHEHE

s Jy—AUxT T 7AN

« CONFIG £— K

+ VLAN 7'V ¥ v MDANTE E£— KD R)
o VUTINAR—L—F

o EBENRFA

o BIERFH

o EEID OB

B!

BEhEmae R~ 5,

SWP2>show environment

[Device]
Model : SWP2
BootROM version . 1.01
Firmware version : Rev.2.03.24

(Mon Sep

1 00:00:00 2025)
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Board version 00
Destination : 00 (=)
Serial : S00000000
Device ID : 0000000-0000000-0000000-00000
MAC-Address : ac44.£200.0000

[Status]
CPU : 8% (5sec) 4% (1min) 4% (5min)
Memory : 27% used

[Configuration]
Startup firmware : execO
Configration mode : USER
Serial Baudrate : 9600

[Time]
Boot time : 2025/07/07 07:11:33 +00:00
Current time : 2025/07/07 07:23:01 +00:00
Elapsed time from boot : Odays 00:11:32

453 7 4 A 7 EIRIL

[ER]
show disk-usage

[AS1E—F]

it EXEC E— R, %M EXEC £— I

[FFA]

VAT LTHEALTWDT 4 27 ORI EZ FRT 5,
o System: AT AMEHZ U 7 EEHHRE L)
+  Temporary : —HFT U 7

B!

T4 A7 DR ERTRT D,

SWP2#show disk-usage
Category Total Used Free Used (%)
System 160.6M 1.1M 154.8M 1%
Temporary 80.0M 2.4M 77.6M 3%

454 FFH 0T ek 2R DER

E&

show process
[AJ1E— ]
F¢HE EXEC £— R
[@iH]
TP O T nw 2 &2 EFRT S,
(BB
FAihoT e A ERRT D,

SWP2#show process

4.5.5 A F VU ERHOF R

[ER
show memory
[AJIE— F]
F#HE EXEC E— R
(@A
Tt A gD AT VENEEFTT D,
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UTOHEAZFTT 5,
HH B
PID 7rt A 1D
NAME Tut 24
%MEM WA EY O EFHR
SIZE W A £ U O fif (B fE)
PEAK WELAE Y O E(ZHE TORKIE)
DATA BIRAR A £ Y —fElY 1 X
STK AL AR
B

Tut A0 T VEHNEZERT D,

SWP2#show memory

4.5.6 T AR — MEBROFER

[EX]
show tech-support
[ASTE— ]
F#HE EXEC £— R
[RLBA]
Bl RN — MEME TR T D, BN R— MERIZIT, UTOa<xy FOETHRNPZEND,

A

|
a
|

a2 KR

show running-config

show startup-config

show environment

show system-diagnostics

show clock detail

show disk-usage

show dipsw

show inventory

show boot all

show logging

show process

show users

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

OlO|O|1O|IO0[O]O1O[O|O]OO[O[OIO[O[O]O0]0]0
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a<wv R

iy

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhcep interface

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

show sflow sampling

M
OOOOOOOOOOOOOOOOOOOOOOOOOOOOQ

[BXE B
B ¥R — MEmEZTT D,

SWP2#show tech-support
#
# Information for Yamaha Technical Support

#

*** show running-config ***
|

! - Running Configuration -
! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable

|
vlan database

vlan 2 name VLANO0O0O2

vlan 3 name VLANO0O0O3

|

interface portl.l




switchport
switchport mode access

*** show startup-config ***

*** show environment ***

*** show disk-usage ***

*** show dipsw ***

#

# End of Information for Yamaha Technical Support

#

SWP2#

4.6 AT AHC2ZH

A<y R 77 LA | RSF - EAIBERE | 45

4.6.1 AT LB EEZWREDOER

[EF2

show system-diagnostics

[AJTE— K]
FEHEHE EXEC & — N, H#kE EXEC £— R

[FiFA]

TRTOYAT LHCBBRR (F— b7 v 7RISR, 7~ FREHRR, ~AE=5 Y L 7B

ZRAT D,
[BXE B
VAT LH O R e FR T D,

SWP2#show system-diagnostics

Test results:
P = Pass, F = Fail, U = Untested
N = Normal, W = Warning

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand
Last on-demand diagnostics information:

Date 2025/01/01 09:00:00 +09:00
BootROM Ver.1.00
PHY Test:

Port 1 2 3 4 5 6 7 8

- Health monitoring

SFP Test:



46| =~ FU 77 Lo A [R5 - ERBERE

4.62 F T < v FZEOET
[EF
system-diagnostics on-demand execute [no-confirm]
[F—TU—F]
no-confirm ATy R2BroFE TR (yorn) ZATHOTRIKEEITT 5

[AF1E— K]

¥ikE EXEC E—

[FLEA]

FrT~r ReWia FZI7T 5,

BW TN TO LANSFPHR— R & vy v hZ T 15, B TRHICIZE S 2SR 2 7R L, HEIICY 27
LEHRET S,

RTA—H—F4RE LR WEAIX, AT~ Rliz2EITT 5089 hOMRE RO LN D,
g@%ﬁé’%?ﬁ‘?é%é\fi "y" gf\ %ﬁi L/focl/‘%é\ﬂi "y é"l?‘ﬂ“é%%ﬁx&;éo

[/—H]
F T~ v R2WikE R OGB4 12 show system-diagnostics =~ > R CHERR TX 5,
[ EH]

FUF YRR ETT 5.

SWP2#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y

on—-demand diagnostics completed (pass). reboot immediately...
4.6.3 AT~ Rk R OHIER
EEN!
clear system-diagnostics on-demand
[AS1E— K]
Rt EXEC E— K
[BFA]
AT RRMHERE IR 5.
[BREH]

Ay Ty FRWiERE IR 5.

SWP2#clear system-diagnostics on-demand

4.7 rr—7 V2

4.7.1 o — 7 VW D FELT
[EX]

cable-diagnostics tdr execute interface ifname

test cable-diagnostics tdr interface ifname

[T A—F—]

ifname : LANK— DA U H—T =24
MROA B —T 2 — A

[AS1E— K]

HetE EXEC B— N
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[RLBA]

=T Nl EFEITT 5, AiROBETHRE R show cable-diagnostics tdr =~ > R CTHERTZ 5,
[/— k]

WO FUXERTOFER DA RFF S, BESS —T7 VW& F AT LGRS EEE I D,
[ E B

portl.1 I[ZHft STV D LAN 7 —7 )L OBl & E1 74 5,

SWP2#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y

[o)

% To check result, enter "show cable-diagnostics tdr"

472 r—7 )W R0 7 ) T
[EX]

clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[AF1E— K]

FikE EXEC E— R

[iFA)

Hii[a]0 cable-diagnostics tdr execute interface 2~ > RDFEITHEREZ 7 U 735,
[ EH]

Al D r —T VB O EITRERE 7 ) T35,

SWP2#clear cable-diagnostics tdr
SWP2#

413 r— T NEBWHRERDOFR
Ex

show cable-diagnostics tdr
show test cable-diagnostics tdr

[AJTE— F]

JEHHE EXEC &— R, H# EXEC £— R

[FHA]

HilF D cable-diagnostics tdr execute interface =~ > ROFEITHRER 2 F T 5,
[BR E B

RO 7 — 7 VS W O FATHE R A R T D,

SWP2#show cable—dlagnostlcs tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 Rzl B B

4.8.1 RO FEERE

EEN

clock set time month day year
[T A—=HF—]
time : hh:mm:ss

532
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month 1 <1-12> F£ 7213 Jan, Feb, Mar, ... , Dec
A E72id A4

day ¢ <131>
H

year D AR(FETE 4 47)

[AJ1E— K]

FikE EXEC E— R

[RLBA]

VAT LRI ERET D,

[BXE B

BEZ) & 2015451 A 1 H OFE0 %) 0 RMICERET 5,
SWP2#clock set 00:00:00 Jan 1 2015

482 Z A LY — 2 DHRTE

[ER]
clock timezone zone
clock timezone offset
no clock timezone

[73F A —%&—]
zone N VNN
B EME B!
UTC T B i S Re
JST H AAE Y

offset : UTC 2B DRFEZ R IE
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R EME B

-12:00 GMT-12:00
-11:00 GMT-11:00
-10:00 GMT-10:00
-9:00 GMT-9:00
-8:00 GMT-8:00
-7:00 GMT-7:00
-6:00 GMT-6:00
-5:00 GMT-5:00
-4:30 GMT-4:30
-4:00 GMT-4:00
-3:30 GMT-3:30
-3:00 GMT-3:00
-2:00 GMT-2:00
-1:00 GMT-1:00
+0:00 GMT+0:00
+1:00 GMT+1:00
+2:00 GMT+2:00
+3:00 GMT+3:00
+3:30 GMT+3:30
+4:00 GMT+4:00
+4:30 GMT+4:30
+5:00 GMT+5:00
+5:30 GMT+5:30
+5:45 GMT+5:45
+6:00 GMT+6:00
+6:30 GMT+6:30
+7:00 GMT+7:00
+8:00 GMT+8:00
+9:00 GMT+9:00
+9:30 GMT+9:30
+10:00 GMT+10:00
+11:00 GMT+11:00
+12:00 GMT+12:00
+13:00 GMT+13:00

(R E]

clock timezone UTC

[AFTE—F]

rua—s\varz 4 b—va e —R

[FAA]

B4 D= ERRET B,
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no JEXCHEITT 5 &, UTC 2725,
[BXEH]
BA LY =% ISTICHRET D,
SWP2 (config) #clock timezone JST

B A DY — % UTCH9 BRI ET D,
SWP2 (config) #clock timezone +9:00

483 h~—Z A LOREGVIRL)

EN
clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[/3T A—HF—]
name DA A LADBREITSNTNWD L ZICRRT HEA LY — 2 DAHI
A P T(T L)
week 1 <l-4> F£ 7213 first, last
H O H s ZEET 5
wday . Sun, Mon, Tue, ..., Sat
e H
month : <1-12> F£ 721 Jan, Feb, Mar, ..., Dec
H E72iX H4
time :  hh:mm
534
offset o <1-1440>
Y~ =2 A LOMISBNY D, 5 THRET D, 7 7 4/v ME 60,
(AR E]
72 L
[AJIE— K]
Jua—nmNnvarz 4 b—va e —NF
B

P~ —F A LERET D,

ERE L2 LR THRBB LR TT D L0 I ~—2 A L &2RET D,

RAIDEGy TH~—2 A LAOBMEZ, 2 FDOHS TR TR ZIEET 5,

no JEATHEITT D & REDVHIERS LD,

[/— k]

Y= A DMIEERETER,

[ EH)

V=S A LPEFEI HOBE _HRO2EHIMAED . 11 AOH—HREDO 2 FHIHKD D X5 ICRET D,
SWP2 (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.8.4 Y~ —F A LOBRE(BEE)

[F=

clock summer-time name date month day year time month day year time [offset]

no clock summer-time
[/XF A—F—]
name YA ADHITINTNWD L ZZERT DL A LY — DATH]
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A HHLT(T SCTLL)
month : <1-12> £ 7213 Jan, Feb, Mar, ..., Dec
H ¥£7213 A4
day ¢ <1-31>
H
year D AR(TEIEE 4 4)
time : hh:mm
1537
offset o <1-1440>

Y~ =S A LORICIBMNT DIFH, 3 THRET 5, 7 74 /L MET 60,

[FIHIRR E]

L

[AJ1E— K]

Jya—nparz 4 —yarE'w—R

[

V=S A LERET D,

FBE LA TCHRBB IR T T2 X9 ICh~—F 1 LEZHRET D,

BAIOEH S TH~—2 A4 2O HM %2, 2 FZDOE G TR T BN Z1EET 5.

no B TIATT 5 &, WENHIFRES D,

[/ —}]

P~ = A MFEERE TE R,

Bl

P=—=F AL 2021 3 A 14 HO2HRHIARED . 2021 4 11 H 7 HD 2 FfICHE D 5 KO ITRET D,
SWP2 (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIERZ| DFRR
[EX]
show clock [detail]
[¥—U— K]
detail ORI b 2R D
[AJ1E— K]
FEHHE EXEC B — I, 45 EXEC £— R
B
BUEDKZ, FA A EZRTT D,
detail Z5E L725E13, SRHERETEDORFZ &~ — % A YA RRT D,
P b A AR Y I L (recurring) DA, K (E T XBUERETH DY~ — 5 4 LI OEBO A % 27T 5.
[BREH]
BUE ORI & 7T 5.

SWP2>show clock
Thu Jan 1 00:00:00 JST 2015

HIEDORZ OFEMER TR T D, (M~—F A LOREPDHDHH)

SWP2>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time
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Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDORFA OFEME ML £ T D, (V~—F A LORENZRVGE

SWP2>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP — _R—DHRE

[EA
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[F—U—F]

ipv4 : NTPH— "—% IPv4 7 KL A THRET D
ipv6 : NTPH—"—%IPv6 7 RLATHHET S
name : NTP #— =% KA N THRET S

[/3F A—%—]

ipvd4_addr : NTP h— =D IPv4d 7 R L A

ipv6_addr : NTP — R—D IPv6 7 KL A

IPv6 U > 7 m—R LT FLAZEET D5HE1F, BHA V7 =7 = —ALBETL2LERH
% (fe80:X%vlanN D)

Jfqdn i NTP — "—DFR A 4
FFE L L THRF(RCF/NLT), BT, (B VAR, (A 7 )BMER TR

[FIEIE% E]

L

[AJIE— K]

Ja—N"\)naryz4JL— g F— R

B

NTP —"—D7 RUAETIXAR A N =BT 5,

ARa<r RIZRKT2OEFTHRETE 5,

no BN CTEATT B &, HENHIBRIN S,

NTP #—/3—% 2 D% E L7 KAE CTREZIFIM 24T > 72455 . show ntpdate =~ > K TH/R I 415 NTP server 1, NTP
server 2 DJEF THRIWAEDLEEIT I,

NTP server 2 ~DV A%, NTPserver 1 & DRMICKI LIZHBAEDOHITHILS,
[ E R

NTP H—/3—|2 192.168.1.1 R ET 5,

SWP2 (config) #ntpdate server ipv4 192.168.1.1
NTP H—/3—|Z fe80::2a0:deff:fe11:2233%vlanl % iR ET D,

SWP2 (config) #ntpdate server ipv6 fe80::2al0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com % & ET 5,

SWP2 (config) #ntpdate server name ntp.example.com
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4.8.7NTP — _— 2 X 5EZIFHIA >3 v FEHD)

[ER

ntpdate oneshot
[AJIE— F]
F¢HE EXEC £— R
[BA]

BERES TV D NTP H— = b LIS R O BUS 2 42 5,
Ao~ REATHHC 1 EZIT1T 9,

[RXEH]

NTP H— =5 REZIE &2 S35,

SWP2#ntpdate oneshot

4.8.8 NTP ¥— 3— 2 & 2 BZl| EI R (B I F B3R E)
EN

ntpdate interval interval-time

no ntpdate interval
[R5 A—5—]
interval-time 1 <0-24>

BEZ S DY OB, 0 BFfA] 2 457E LIS aid, A 217h 720
(AR E

ntpdate interval 1

[AJTE— K]

rua—Narr 4 L—va E—R

(LA

GRS AT D NTP B — 3=/ 5 JE IR IS R 2016 & B 9 2 HRR 2 1 e AL TRRET D,
no L THEITT 5 &, PIIRREICHK D,

Ko< FIATHE, RUEICREZ OB 2470 LI, BOE LA TR 2179,

[BXEH)

RrZ DRIWE DR & 2 Rl £ 12T 9,

SWP2 (config) #ntpdate interval 2
R D E AT 21T RN L 21275,

SWP2 (config) #ntpdate interval 0

4.8.9 NTP Y —"—I X % B AR EEH ORI
[
show ntpdate
[AS1%E— K]
JEFFHE EXEC £ — R, 4§ EXEC £— K
[BLH]
NTP $—/3—I2 £ 5 IR B % e N 2 27T 5,
[XEH]
B IR E N i 27T B, xRS | B OB A

SWP2#show ntpdate
NTP Server 1 : ntp.nict.jp
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NTP Server 2 : none
adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WPz R E A £ d 5, % AR LOBE

SWP2#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 MERRE

491 74— K@Y —NVE— I FI)~DBIT

E&
line con port
T R =5
port 0 0
UT NI =R — &S
(AR RE]

line con 0

[AFTE— K]

Ja—mSLarz 4 =g rE—R

[FLHA]

2N G = ITNOREEATI DD T A 2 F— FICBATT %,
[/—}I]

SAE—FRMbZu— S\ Lar 740 b—3 g F— RIZEAICIT exit 2~ FEMHEH L, HHE EXEC E— FIZ
HAHWLend 2~ REMEHAT S,

[BREH]
ALY NH=ITNVERETDILODTA = FICBTT 5,

SWP2 (config) #line con 0
SWP2 (config-line) #

492 VTY R— FOREB LT A »E— B(VTY R— M)~DBAT

[EA
line vty portl [port2]
no line vty portl [port2]

[PNT A —=F—]
portl ¢ <0-7>
VTY R— &
port2 ;o <0-7>
FPHFR ERF D ks VTY AR — &
(IR E]
no line vty 0 7
[AJIE—F]
Jua—\)arz 4 lb—y g rEw—R
[FAA]

HELEZVIY R—FE2ENCLEZOL, VIY R— FOREFITHIT-ODT A F— NITBITT 5,
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no B THEAT LI GIE, F8E L7 VIY R— P2 YT 2,
port2 ZIRTE LT2 A8 1%, JPHIE E & 72 0 (port] 725 port2 £ TOTXTOVITY A— hEIRELZZ L2 b, port2
X portl U\J:O)%‘éﬁ L7 ud7e 57a0,

[/ —H]
TELNET 7 7 A 7 > s O KRERHEG L, o7 VIY A— N OEIkEFET 5,

FTA =R u—Lar 7 47— T— RICEDIZIT exit 2~ FEEHA L., ¥4 EXEC £— NIZ
RAICIZend 2~ REFEHT 5,

[BREH]
VIY R—F #0 ZHENLT=Db, T4 F— RICBITT 5,

SWP2 (config) #line vty 0
SWP2 (config-line) #

493 %K S A B2 A LT U NERBORE
[EF=R]

exec-timeout min [sec]

no exec-timeout

[/3T7 A—=F—]
min : <0-35791>
ZA LT U NEEE(G))
sec 1 <0-2147483>
ZA LT U NEEHEI(FD)
[#H#ARR E
exec-timeout 10
[AJIE— F]
FAE—F
[@iA]

A= H—=IFNBIRVTIY T, F—ANRLWGAICE#MNICe 7T 7~ 75X TORMERTET 5,
sec ZEME LIZHAIE, O NREIND, min, sec & HIZOIZHRTELTESHAIEL. BEICa 777 K L2V,
no FER TEIT LA IT0HER CIZIE A,

RKa<wr FREEZ, RO 7 A VRN LEENEH IS5,
[B% &R

A=V DEA LT T NERE 5 SITRET D,

SWP2 (config)#line con 0

SWP2 (config-line) #exec-timeout 5 0
SWP2 (config-line) #

494 AL TVAEEK1I R—VHEY OFRFITROLEE
E=y

terminal length /ine

terminal no length

[T A—=HF—]
line : <0-512>

IR 1 =T H 720 DERTAITH
[AS1E— ]

JEEFHE EXEC ©— K. ## EXEC £— K
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[RLBA]
FEHLTWDER 1 =V ORTITEREEET D,
line \Z0 #fE L= E. N—U B CTHRRZ KRR L,
terminal no length =~ > R&FT L2 HEIL. BRITEN T U 7 var Yy — L O5E1E 24, VIY O5EITHER
D YA RTYARERD,
[/—}]
Kasr FiE, F7k. AEICEER KBRS D,
service terminal-length =~ > FOBREL Y, Ko~y ROFETHEROLFBEL L CEM I b,
[ E ]
FBEHLTW IR 1 =BT OFRTFITHE 100 TICEET D,

SWP2>terminal length 100
SWp2>

495 MR 1 R—ThT2 0 OFRRITEORE

[EX]
service terminal-length /ine
no service terminal-length

[/3T A =5 —]
line 1 <0-512>
AR 1 ~—TH T 0 ORTITH
(IR E]
no service terminal-length
[AJTE— K]
Jua—nNnarz 4 b—va ' —R
(@]

AR 1 R—=U BT ORTRITHERET 5,

line % 0 \ZRRE LT-Hh, _— VBN CHERZ —RHEIE L7,

no R TEIT LA, EHR{THEN VY 7var Y —LOBAIE 24, VIY OBAITEGO Y v Ry) A4 X
LD,

[/— 1]

Ka<wy REEH, RO 7 A VRENDRENEH S5,

terminal length ==~ > RV EIT S N72854 . terminal length =~ > ROFEATRER O HFMB B L CEH I b,

[ E B

IR 1 =BT OFRFITHZ 100 TICHET D,

SWP2 (config) #service terminal-length 100
SWP2 (config) #

4.10 157

4.10.1 {£5F VLAN O E

[EX]

management interface interface
no management interface

[/3T A —HF—]
interface : VLAN A & —T = — R4
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(AR E]

management interface vlanl

[AJ1E— ]

Ja—)ar 74—y g F— R

B

RAF RIS 5 VLAN Z30ET %,

ARa<vw FERETHIET, LLMS =—Y = N CTEIET S L &, L2MS v % — U ¥ — 02 Hi%4 VLAN IZH] D 4
THNFEIPT RLRAZERE - BB TX 5,

no B CTHEIT L7255 E.  LIX VLAN ZHIBR L72GE, ARa~vr RLUIHERTEICRE D,

[BRZEH]
5F VLAN % VLAN #2 IZRET 5,

SWP2 (config) #management interface wvlan?2

4.11 SYSLOG

4.11.1 v 7 O@HAH(SYSLOG Y ——)DRE
EEV
logging host /o5t
no logging host /ost
[/3T7 A —5F—]
host : AB.CD
SYSLOG #—/S—®dD IPv4 7 R - A
X: XXX
SYSLOG #—/3—®D IPv6 7 R L A
IPv6 U > 7 v—0 T RUAZEEST 2501F, EHA V=T == A bIRETLMERDH
% (fe80::X%vlanN DIEZ)
(AR E
no logging host
AHE— K
srua—s\var 74—y g E— KR
[FEHA]

a7 D@ TH D SYSLOG — =D P 7 KL AEZRET D,
R M) —$iFx2 TH 5D,

no N CHEAT LGS IIWIHIRREICREY . @A Thiew,
[BREH]

SYSLOG H—/S—®D IPv4 7 FL A% 192.168.100.1 IZRET 5.

H

SWP2 (config) #logging host 192.168.100.1
SYSLOG —/3—®D IPv6 7 R L A% fe80::2a0:deff:fe11:2233 IZERET D,

SWP2 (config) #logging host fe80::2a0:deff:fell:2233%vlanl

W

4112 0 7 DFEH T +—~ v FORE

E=Y
logging format sype

no logging format
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[78T7 A= —]
type D B O7x—~y Mg
BEE B!
Ny L= (FA LA T KAL) &
legacy G RVIE 7 4 —~ v b
[FIEIER E]
no logging format
[AJTE— ]
Ja—)ary7 41— F— R
B
SYSLOG H—/""—~BHTHA v =T DT+ —~<y NEERT 5,
no FERTEIT L2 AL SYSLOG A v =TI~y X (XA LAF T KAL) BEDD,
[ EH]

H

SYSLOG A v tE—=Y D7 4 —v v Mo~y X —72 LIZRET D,
SWP2 (config) #logging format legacy

43 D77 )T A EHORTE

[F=
logging facility facility
no logging facility
[/XT A —HF—]
facility s o7y )T 4l
R EE Bk
0..23 facility fif
user 1
local0..local7 16..23
[WIHIRRE]
logging facility local0
[AS1E—F]
sua—)Narz 4l —ya 'R
[BLAA]
SYSLOG ¥ — "=~ TH5A vt =07 7 VT (EEERT S,
[/ —}]
77 U T A EOERSIT X, % SYSLOG Yr— "—THH 21T 9
[BREH]

SYSLOG A v b= D773 U7 4% 10 ITRET D,
SWP2 (config) #logging facility 10

4.11.4 v 7 O L ~)L(debug) DX E

[ER
logging trap debug
no logging trap debug
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[FIHIER E]

no logging trap debug

[ASE— R

Ja—)ar7 47—y g F— R

[FAA]

debug L~L D1 7% SYSLOG IZH /195, no I THEIT LA ITH I L,

debug LIV EHNCT D EREOR IR 1SN DT0D, BERGEDHZANIT D,

logging host =~ > FC SYSYLOG ¥—/\—|ZH@HT 255, A A MUIZIZ+077 « 27 Rz ik L T 2 &
MWEFE L, T 740 MEEITH I L2,

[BEH]
debug L'~L D1 7% SYSLOG IZH /195,

SWP2 (config) #logging trap debug

4.11.5 v 7 ®H 77 L~ L (informational) D% &
[F=

logging trap informational

no logging trap informational
(AR E |

logging trap informational

[AJTE— F]

Jua—N\)arz4 b —varE— R

[FHA]

informational L ~/L® v 7 % SYSLOG (2 /19 %,

no JTERTHAT L2513 H ) L7euy,

[/ — 1]

logging stdout info =~ R T Y — /LI EED Z ENA[EETH D,
[ EH]

informational L ~/L® v 7 % SYSLOG (ZH 195,

SWP2 (config) #logging trap informational

m

4.11.6 7 7 O H 1 L~ (error) D
[ER]

logging trap error
no logging trap error

[FIEIER E]

logging trap error

[AJTE— F]
Ja—naryr 4 Jb—v g rF— R
[FRHA]

error L'~yL D11 7 % SYSLOG IZH 1135,
no JETEIT LA ITH 1 L2,
[BEH]

error L)L 7 % SYSLOG (ZH /175,

B

SWP2 (config) #logging trap error



60| =~ KU 77 Ly X | fRSF - EHHRE
anTuerZoary ) —VHIRE

[EFX]

logging stdout info
no logging stdout info

[FIEIER E]

no logging stdout info

[ASE— R

Ja—\)aryr7 4l —y g rF—FR

[FRHA]

informational L'~ SYSLOG % =V —/LIZH /14 5%,
no JERTEIT LA T I L2,

(B EH]

informational L' ~\)L'® SYSLOG % =t > — W iZH 119 5,

SWP2 (config) #logging stdout info

4N8 T T DRI T v/

[
save logging
[AJ1E— F]
JEHEME EXEC B — R, J# 4 EXEC E— R
[BLAA]
RAM EIZ&RE &7z rm 7 % 4T Flash ROM (ZARAFT 5.
o 7 OEMIZRAM ETitbhbihv, THIZAEI TFlashROM IZ NNy 77 v 7 L TNWAN, Ka<wr Riokb ., FH)
TR I T T THIENTED,
[BREH]
BT DNy I Ty T EITD,

SWP2#save logging

4.11.9 1 7 DIk

[F=

clear logging
[AFTE—F]
¥t EXEC E— I
B
17 2 HIbRT %,
[BXRE )
n 7 ZHIRT 5,

SWP2#clear logging

4.11.10 © 7 D&

[F=

show logging [reverse]
[F—U— ]
reverse D BT EWIEICERT D
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[ASTE— R
JEHFHE EXEC ©— K, 58 EXEC £— F
[FREA]
AR OBRRM AR L0 V2 £ R/ T 5, BEITIRAEFLNOHT WL OND e ZZEICERT D0, reverse M e
EINT=HAITIEICE R 5,
1 7 D KARFHESE 10,000 - TH D, AREE B2 725681208, BAEFLAOHWEONBEEIN TV, &KX

BUL bow 72 RAFT 5551214, logging host =1~ >/ I\’CU 7 % SYSLOG H—/N—(THAE LT, R A MUITTERIET
E)Z\gi)‘&)éo

HA4 508 7O L~ logging trap =~ > R CHEAHRETH 5,
[/—}]

o 7 OERITRAM b, EHAICHEI TFlashROM IC Ry 7 7 v 7L TW5, BRAGA LNy 77 v
STV e ZIIRFENRVWO T, B 72 RFELIEWSESIETFE Ty 7 7T v 7T 50ERD S,

reload 2~ R T 7 — LU 2T DNXR—=2g 07 v PRSI 2HEEHZIT- 2081, e 72 LTS
[ E R
07 ERIRT D,

SWP2#show logging

4.12 SNMP

4.12.1 SNMP BHIA o —C DREELEFA FD

E

e

EEN!
snmp-server host iost_address type version version community
snmp-server host rost_address type version version seclevel user
no snmp-server host rost_address
no snmp-server host rost_address type version version community

no snmp-server host sost_address type version version seclevel user

[73F A—&—]
host_address COHAIA Y=V OFEEIPVE E2T IPve T R LA
IPv6 Uo7 ma—RN7 RUAZET H25EIL, BHA V2 —T7 = — AL BET HHLELH
5 (fe80::X%vlanN D)
type DOBEA vE—Y
REME P
traps B A /'{Z‘_“.\/% ~Z /7ﬁ/t(}‘_‘[‘/¢ﬁﬁmu
P L) TRIET %
WEIA v B—T% inform Y 7 = 2 MEX(L
informs BEHERH V) TEET D, version 132c £ 72
3D EEHEETED
version : SNMP X—T g
R EME A
1 SNMPv1 % i ff
2¢ SNMPv2¢ % i H
3 SNMPv3 % i i
community : R 2 =T 4 —4(32 LTFLA)

version W1'E 721X D L FRETE 5
S, " FIE " CHEATWZ & &, @muEo ", "I RICE ERAN

| 61
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seclevel DA o=V ORI BW T RO ONA X2 T 4 — L~
version I3'3'D & EDAHIFETE D
REME B
noauth FOREZR L+ 551k 72 L(noAuthNoPriv)
auth aEd ) « W5k 72 L (authNoPriv)
priv FRED VD -« B 5k & U (authPriv)
user D=4 (32 CFLUA)

version B3 DL XDAIEETE D
MEAS, " FEIT T THEA TV E &, Mo ", " IFSIFERICE FR0
[WIERRE]
L
[AF1E— ]
sa—\)var 74—y a R
[
SNMP A1 A v & — P DOERE IR ERET 5,
HRT M) =8I 8 TH D,
no I THAT LGB, FEXEHLHR R FORELHIRT D,
[/—}]
IPv6 Vo7 a—H )7 RUATHEL TWDEGA, R—7 FL A LERDEHA U F—7 = — A ZEE LK
ExEBEMTHE, T RUVALENA U Z— 7:n~x DG DENERINTZ L AR L, HOVMAEDEDOREN
FTRTHBRENDOTHEET DL L, BlxiE, "fe80:10%vlanl" Z FiE LI-ik ENEE S 25412, Fiic
"fe80::10%vlan2" OFXE % BINT 25 & "fe80::10%vlanl" DOFXEIT TN CHIFR S 41, BN L 72 "fe80::10%vlan2" D%
EDHRNFED Z LD,
[ E ]
SNMPvl ZfEfH L. FT7 v 7 DOREKR%E 192.168.100.11 IZRET H, FT7 v 7 D3 I 2 =7 ¢ —4 % snmptrapname
ZHRET D,
SWP2 (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c Zffi fll L, &1 A v — Y DREEHE 192.168.100.12 IZFRET D, A K A 7% informs, WELDO =2 I =
=7 4 —4 % snmpinformsname (25 ET D,

SWP2 (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 il L, @A v —DO%EEE 192.168.10.13 IZRIET D, WBIF A 7% traps, KETIHEOLF 2
VT 4 —L~Ub% priv (2, —H—%4 % adminl ([Z{RET D,

SWP2 (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4122 VAT LAEEIFICBREA vE— VR ET A F ORI ORE
[EF=R]

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[/8T7 A—=F—]

sec : <10-600>
PRI R] (7))

(AR E]

snmp-server startup-trap-delay 10
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[AF1E—F]
ra—r)var 74— g rE— R
[BA)
VAT AEBIREZ, SNMP EHIA vE—Y (FT7 v ) ZX(ET 5 E COMEFRZRET 5,
VAT LML ENE . RIS RGE T D F CIZAERL S 4L72 SNMP G A v — Ui, FREIRFR AR IZIEE S D,
no B THEAT LI a L, REZHIRT 2,
[/ —}]
FERERFRI OFHAIBALG, #TIX, U For ™t anizzA4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

(B EH]
VAT KAEEIREIZ, SNMP RN A v — T ERET D F CTORERERM % 30 FIZERET D,

SWP2 (config) #snmp-server startup-trap-delay 30
4123 EXETHEIA v VI A TORE

[EFX]
snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap

[78T7 A —=F—]
trap type N7y T ORE
REME S
coldstart IR OFF/ON, 7 7 — LAY =7 B
warmstart reload =~ > R ETHF
linkdown NS A
linkup Vo7 v 7k
authentication AR SRS
12ms L2MS = — ¥ = & s DR HIAH KRS
errdisable ErrorDisable %t~ fiEBRIRF
rmon RMON A > k4T
termmonitor i A A AR e By
) — IR
bridge ;gﬁiﬁ#/ﬁ/) J— MR R AR BE Y
loopdetect N— TR R R
Al TANTO LTy TR, 207 47 BT
R RTO T v THENREIND,
(IR E]
no snmp-server enable trap
[AJ1E—F]

Jua—nN)narz74 g b—varE— R

[FFA]

EETDH N Ty TommEA T EEET 5,
no B TEAT LG AR, NI v 7 28T 5,
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[ EH]
coldstart b7 v 7" EH T 5

SWP2 (config) #snmp-server enable trap coldstart

k7w FERENT D,
SWP2 (config) #no snmp-server enable trap

4124 VAT AR T FORE

[E=]
snmp-server contact contact
no snmp-server contact

[23F A —&—]
contact VAT ATUE T NE LTRET B4 FRQRS55 LTFLIN)

[FIHR ]

no snmp-server contact

[AJIE— K]

sua—svarz 4 b—varE =R

[FLBA]

MIB %4 sysContact R ET 5,

sysContact (X —MXIIZ, HIHE DA RTRLHEF LA TAL TBLEHTH D,
no I TIAT LG E I, REZHIFRT 2,

[ E B

VAT ALK Y k& swx_admin@sample.com [ ZFEET S,

SWP2 (config) #snmp-server contact swx admin@sample.com

RRE

(1]

4125 VAT Ll —a D

EEN
snmp-server location /ocation
no snmp-server location

[T A—F—]
location VAT AR —a b LTORET B4 FRQ55 SLTFLAN)

(R E]

no snmp-server location

IAF1E— F]

srua—\arz 4 L—va R

[@iHA]

MIB Z %% sysLocation % 3% E T 5,

sysLocation IZ—fXAYIC, HEgRORELTEZTAL TBL LR TH D,
no JEATHEAT LT ald. REZHIFRT 2,

[BREH]

VAT hnalr—3 = % MainOffice-1F IZ#ET 5,

SWP2 (config) #snmp-server location MainOffice-1F
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4126 SNMP 2 X =2 =5 4 —DRTE
BN

snmp-server community community ro_rw

no snmp-server community community

[R5 A—&—]
community DA a =T =432 LTLW)
WmAY, " EIE T THER TV &, @O " ST E e
ro_rw DT AHIR
REM S
ro A L HH
W FEIALATRE
[ E]
L
[AFIE—F]
Ja—n"narz4 s b—varE—F
[

SNMP 22X =2 =7 4 —&&&iET D,
BCTEDala=T4—ORKRET 16 THD,

no W TIAT LI G, HBEaI2=7 4 —ZHIbRT 5,
[BREH]

A LEHDO I 2 =7 1 —4 public %R ET D,

SWP2 (config) #snmp-server community public ro
public 2 2 = =7 4 —&HIERT D,

SWP2 (config) #no snmp-server community public

4.12.7 SNMP E = —DRE
B

snmp-server view view oid type

no snmp-server view view

[/3T A —HF—]
view D Ba—4(32 XTFLN)
oid : MIBA7Y=7 hID
type AT
R IEME 24 HH
include BELEF 7V FID Z28HRRICT5
exclude BELILAT7 Y7 b ID &SGR
N3 5
[FIEAER E]
L
[AJTE— K]

Ja—\)ary7 4L — g E— R
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[FEHA]
SNMP MIB t = — %% ET 5,
MIB B2 —& i, 727 B AMELZFTFAITLBICIEETHAMIB A7V hOEATH D,
Bk TE D MIB B2 — D KT 16 TH 5D,
0id 73T A —H—L type 3T A —F—D#IT FBEDA TV =7 NIDLUBEOMIB Y7 U —Z2 &8 L45 /L
W EEBWRT D, 0id NT A —H—& type NTA—H—DflE 1 OO N —E LT, £4DMIB E2—I(Z
KL TEBEOZ N —Z2ETHIENTE, ZORKKITIE TH D,
BEOT ) —ZRE LIS, ThERIEE LA T V=27 FID OFTHEBRICHD b DI, L FTALOM
JEETHRELILAT7 V7 b IDICKIET D type 73T A —F —PEFHRIND.
no R Ta~y FEETLESEEIE. MIB E2—%8IT 5, =2 MU —HEMOBIRIZTTE 20,
[ EH]
internet / — R(1.3.6.)EL FZ &K T most B =2 — &R ET D,

SWP2 (config) #snmp-server view most 1.3.6.1 include

mib-2 / — F(1.3.6.1.2.1)EL F & %7 standard B = —Z R ET D,

SWP2 (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7F DHRIE
B

snmp-server group group seclevel read read_view [write write_view)

snmp-server group group seclevel write write view [read read view)

Nno snmp-server group group

[F—T— ]
read ORI E T D 2 — PG LAEEZR MIB B 2 —Z 45 ET 5
write DRI N—=TICRT D — P =N EE AL TR MIB B 2 —Z4ET 5
[/XT A —=HF—]
group L TV—T 432 SCFEEL)
seclevel DRI NI T A==k oS X2 )T 4 — LU
R EME SiEA
noauth FARE7R L+ B 572 L (noAuthNoPriv)
auth PRFE®H U - ISk 72 L (authNoPriv)
priv FREDH D« B 5k & U (authPriv)
read_view ORIV R T D 2 — 3 FE A L AEEZR MIB B = — D44 Fii(32 SCFLLA)
write_view ORIV R T D 22— PN EEIALFEEZR MIB B = — D44 Hi1(32 SCFLAN)
(IR E]
L
[AJ1E— K]
sa—\)var 74— a sE— R
[RRBA]

=Y =T N—TEHET D,

DAY RTRESINAMIB Ea—IlHENRVMIBA T V22 b~OT 7 A FEEIEEIND,
MIB t = —[X snmp-server view =~ > NI K> TERIND,

R M) =8I 16 TH D,

no B Ta~y REEITLELAIE, MES NV—7ORELHIRT 5.
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[ EH]
a2 —H— 7 )—7 admins Z{ERL L. admins 7V — IR T A 22—V —|Imost E 2 —~D T )LT 7 AL 5 2
éo

SWP2 (config) #snmp-server group admins priv read most write most

2 — T —" users & 1ERL L. users 7V —7 D ET 52—V —|X standard & 2 —~DFmAH LT 7 ¥ AL L
2B,

SWP2 (config) #snmp-server group users auth read standard

4.12.9 SNMP =—HF—DRE
[EX]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]

no snmp-server user user

[F—7—F]
auth DORGET VA AL ERET D
priv COREEET VT Y RAERET D
[/3T A —HF—]
user D432 CFLAN)

MEAS, " E L CHER TV & & MO ", IESUTHICE Eh e
group L TN—T 432 SCFE)

WHAS, " EIE T THEATWZE & WO " IESCTFEICE Eh R
auth OFGET AT U R L

BRIEME B

md5 HMAC-MD5-96

sha HMAC-SHA-96
auth_pass DR N A T — K8 CFEL B 32 SUFELIAY)

MG, " EIT " THEATW & X s ", IS RICE £
priv N = (2= N

R EME Bl

des DES-CBC

aes AES128-CFB
priv_pass CORFRE SR T — R CFERL 32 SCFLI)

WS, " ET T THEATW & X, miEwo ", " IESCTFRICE £
(IR E]
L
[AFTE— F]
ra—s\)vary 74— a sE— R
[

=P —ZRET D,

ARKa< ROZ)N—T7413 snmp-server group 2~ N CERLIZAREZIHEL, ZV—7RECTHELI-EX 2
TA— LS LT, BERNROEREL AL THEMT 27 0T XL LAY — RERET D,

B, BAEEITO TR EALORZITO T EIXTE R,

R P =T 16 TH D,
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PRESCHE B LA, 713 Y AAB IO ATY— RiE, %t & 725 SNMP v R — ¥ ¥ — il —HF —5%iE & —E
SHTBLERD D,
no B Ca~ v REFIT LA, BE2——0RELHIRT D,
[ EH
2 —W—L LTadminl Z1EKT 5, AT NV—T7DRELFTIBINV—TTEDLNIEEX 2T 4 — LU H
¥, FAE - B B{L T AT 5 7 12 k2L (SHA, AES) & /X2 U — R(passwd1234) 245 &1 5,

SWP2 (config) #snmp-server user adminl admins auth sha passwdl234 priv aes passwdl234

a—HF—L L Cuserl Z1ET %, AT NV—TORELFHBINV—TTEDLNI-EF 2 T 4 —L-ULZED
HC, WG - WBLTHEHAT 571 b 2/(SHA) & /XA T — R(passwd5678) & F5ET 5,

SWP2 (config) #snmp-server user userl users auth sha passwd5678

41210 SNMP 4 —RN—~T 7B RATEL7 54T FDIP 7 KL RH|R
[EX]

snmp-server access action info [community community]

no snmp-server access [action info [community community]]

[¥F—TU— K]
community Do Ala=T 4 —xEETD
[/XT A—F—]
action TR ARSI KT AEMERTRET D
REE Erk]
permit D S ot A K )
info DR e T D MEIC IPVAIPVE T R L ATER AR ET D
R EME B
A.B.C.D IPvd 7 R L A(AB.CD)EEET D
P 7%y b~ A7 EMbit)ff & D IPvd 7 K
A.B.C.DM L 2(AB.C.D)&5ET 5
XX X:X IPv6 7 R L A(X:X:X:X) &2 ET D
e BT Ry b AT BEMbinftE D IPve 7 K
XX:XXM VAX XX X)EHRET
any T _XTOIPVA/IPV6 7 L AL FRET S
community oA a=T 4 —4(32 LTFLUW)
T RAGHER#EAT A a=T 4 —
A 2=T 4 —DOREEEELESA. 77 BARFETRTOaI a2 =7 4 —IZx L il
Mand
W23, "EITCTHEHENL TV L & O, ESIFERICE R,
(IR E]
L
[AJ1E— ]
ra—r\var 74 —va E— R
[FFA]

SNMP Y —R—~DT 7B RAZHAT 57 T4 T MiakR% IPva/IPve 7 KL 2 THlfET 5,
ARa<y FidRRKRBETHRENAETHY, LITHEINTZLONEL L TEHAIND,
RKa<wy FERE LA, B LEFMEZHIZS2WT 72 AT _XTHEST 5,
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el Kavwr FEREL THWRWESIE, 33 To7 78 R&2FFT 5,

no LA TIAT LA, faE LIEREZHIRT 5,

no /3. T community &g L7256, 657E L7 info DT X TOREZHIFRT 2,

no B TTRTONRT A—=F—ZHME L2556, TXTOREXHIRT D,

[/—}]

AKa<wr RTOT 7 ADHIRIZ, SNMPvl, SNMPv2c D7 7 v AD R &b,

SNMPV3 D7 7 ¥ ZZI3J@H S,

[ EH]

SNMP #—/R—=~D7T 7 & 2% 192.168.100.024 D& 7 A "B DBFFA[T 5,

SWP2 (config) #snmp-server access permit 192.168.100.0/24

23 2=7 4 —4'public' T7 7 & ARRE/R AR A h % 192.168.100.0/24 DT, 22 = =T 4 —4'private’ T7 7 & A A]
HBEZR R A % 192.168.100.12 D AITHIFRET 5,

SWP2 (config) #snmp-server access permit 192.168.100.0/24 community public
SWP2 (config) #snmp-server access permit 192.168.100.12 community private

41211 SNMP =2 X = =T 4 —DFROEKR

EEN
show snmp community
[AJIE— K]
FEREME EXEC £ — N, b EXEC £— F
B

SNMP = X = =7 4 —DEHRERTT D,
aAIa=T 4%, TIEAE—REERRT D,
(BB

SNMP = X = =7 4 =DM EETT D,
SWP2#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP ¥ =2 — DR ENBEDFH
[EX]
show snmp view
[ASTE— R
JEHFHE EXEC £ — K, %#HE EXEC £— F
B
SNMP B = — DR ENEE R T 5,
Ba—%, A7 V=7 NID, 44 TEERT D,
[ E R
SNMP t = — DO ENEE T TRT D,

SWP2#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include
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View Name: standard
OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7 V—FDEENBD TR

[EFR]
show snmp group
[AS1E— ]
FHHFHE EXEC £ — N, F¢bE EXEC £— F
(@]

SNMP 7'V —7 DR ENKZ R AT D,

TN—T%, F2 )T 44—V GRABAE 2 —, BEIALAE 2 —E2FRT 5,
Bl

SNMP 7 V—7 DR ENBEZ K RT D,

SWP2#show snmp group
SNMP Group information
Group Name: admins
Security Level: priv

Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP 2= — ¥ —DRENEBEDFRR

EEN!
show snmp user
[AS1E— F]
FHFrHE EXEC E— N, %M EXEC E— N
[REA]
SNMP = — W —DRENEE R RT D,
TV ID, 2—F—4, IR T LI N—T4, AR, B b FXEERRT D,
[BREH]
SNMP == —H —DRENEEFLRT D,

SWP2#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaeb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON

4.13.1 RMON #BEDRE

E&Y

rmon switch
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no rmon
[78T7 A= —]
switch :  RMON HERE D@
BREME iEA
enable RMON R 2 A2 5
disable RMON #§fE 2 HELh T+ 5
[WIEIRRE]
rmon enable
[AFTE—F]
sa—s\)var7 47— a sE— R
[

AT LAKD RMON #REDEIE AR E T 2,

no JEATIAT L7 A I3 EIZR S,

[/—}]

ARKawy RTUAT ALK RMON HREN R & L7-84. LLFO RMON 7 /b— 7 OEEREEZY & 70 %,
o A—VXRy MEHERI V—T

- BEIN—T

o TI—LITN—T

- ARV PIN—T

ARKa<r R, 774 ~— |k MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) % W\ TR ET 5 Z & 2 FHE,
[ E ]

RMON #fe 2= AT %,

SWP2 (config) #rmon enable
RMON FERE 2 #0295,

SWP2 (config) #rmon disable

4.13.2 RMON A —H% 3% v MEEHBER I N —TDHRE
[EF=]

rmon statistics index [owner owner]

no rmon statistics index

[T A—5F—]
index 1 <1-65535>
A=V Xy MEFHER I V—T DA > F v 7 A(etherStatsIndex)
owner oA =Ry MNEEHER 2V — 7 O A —F —4 (etherStatsOwner)
127 3L LI
(B L7=3%55 : RMON_SNMP)
(IR E]
L
[AJ1E— K]
A BF =Tz —AE—F
[FLEA]

RGA B —T 22— AT, RMON O A —H x>y MEFHER I V— T OREEHINT 5,
Ko<y RERELERE. HiHEROINEI 1T, RMON MIB O etherStatsTable 2VHUfF & 5 Lk 91272 %,
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Fl—A v Z—=Tx—RkT 5, Ka~vy FOFRERD LRIZS TH S,
no FETHAT L7 GA 1, BRE L INE Lkt EmadlbRT 5,
[/ —}]
RMON #EETA — ¥Ry MREHERZ N — T ORELFNTT D720121E, Ra<vr Rz T, Y A7 LK T
& RMON HEREZ AN T 2 MENR B D,
Aawy ReEEEELESE, IRECIUE LEREHERZHIBRL7- 5 2T, HEIEZ BT 5,
VAT LRIRD RMON BEREZ B0 L7256, MaHEMONEN T S D, TD%, v AT LA42KD RMON #
REAM LTS E, ZHVE CIUE L7omEHERAHIBR L7 9 2 C, BENEZFRGT 5,
[ EH]
portl.]1 TRMON DA —H %> MEFHER T NV —TDRELANZT D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #rmon statistics 1

W

4.13.3 RMON BRE V' L — 7 DR E

[EX

rmon history index [buckets buckets] [interval interval] [owner owner]

no rmon history index

[T A—=F—]
index 1 <1-65535>

JEIE 7 v—"T"DA T > 27 A(historyControllndex)
buckets 1 <1-65535>

J&IRE 7 v — 7 D Jg FELR R4 (historyControlBucketsRequested)
(Al L7254 : 50)

interval : <1-3600>
JEIE 7 v — 7 D g FE R A7 FRIRR (7)) (historyControlInterval)
(Bl L7=5%4 1 1800)

owner o BT N—7" D A —F—4% (historyControlOwner)
127 35 LA
(B L7=354 : RMON_SNMP)

(IR E]

L

[AJTE— F]

B =T 2—AF— R

[FHA)

KR A B —T = — AT, RMON DBV L— T D EEHNT 5,

Ao~ REERELEZE4A. RMON MIB O historyControlTable 28t C& 5 K 912725, Ko~ RREH., &RiE
L7-RME T, JBEEEHROINENTTHI. RMON MIB @ etherHistoryTable 285 T& % Xk 91272 %,

Fl—A v Z—T7 =R xTH, Ka~vy ROFELRD LIRIZ8 TH S,

no IR CTHAT L7261, %€ &N L-BIRIERZHIBRT 5,

[/ —F]

RMON #HECER 7 NV —7 DR TEEZ BN T H120OI1E, Ao~y RIZHA T, AT ALK TEH RMON #iExXH
N T HVERNH 5,

ARa<wr Faz EEXLESS., INECTIELZBERIERZEIBR LY 2T, HENELZBKBT D,

VAT LERO RMON BB A 22 L735A . BEERONENTW S b, 0%, v A7 AEK?D RMON
READC LIS E, ZNE CIE L BEREREZHIR Lz 2 2 C, AEIEEZRBT 5.,
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[ EH]
portl.] TRMON DJEIE 7 N —F DR EEHIINT 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #rmon history 1

£

R

4.13.4 RMON A Xy N T )—TFD
[ER

rmon event index type community [description description] [owner owner]

no rmon event index

[/3T A —HF—]
index 1 <l -65535>
AR NI N—T DA T v 7 A(eventIndex)
type i A~ MER(eventType)
R EM A
log B ZI R T D
trap SNMP 7 v 7% k(5
log-trap a ZZEEEk L. SNMP K7 v 7 & E(E
community © 33X 2 =7 4 —4(eventCommunity)
127 3L LI
type I3 "trap" F 721X "log-trap" D & ZHFETZ %
description i Ak OFA (eventDescription)
127 UL
(AW L7-%4 : RMON_SNMP)
owner AR NI N—T DA —F—4% (eventOwner)
127 3L
(BHE L7254 : RMON_SNMP)
[WIHIRRE]
mL
[AS1E—F]
Ja—)ar 74—y g F— KR
[REFA]

RMON DA Ry s I I—TDREEZH TS,

RKa<y REFHEE LA, RMONMIB @ eventTable NEUSTE B X 912705, Ka<wy ROA Xy N7 —7D

S¥EIZ. rmon alarm =~ > R CEHT 5,

no IR TEFIT LA, REMEEHIFRT 5,

[/—F]

RMON EBECTA R M NV —T OREZHINCT H1-0121E, Ao~ Riahz T, Y AT A 2ATH RMON BEHE
EEINCT DHEND D,

RMON @ SNMP F T v 7% EETBEE. SNMP D k5 v FEEDHRENMTONTVWALERD S,

[ E R

SNMP k7 v 7 OFREEIT>TH B, RMON DA Xy s T N—TOFREEANT D, A X2 MEFIIX "log-trap”.
N7 w7 Daa=714I1% lpublic) &7 5,

SWP2 (config) #snmp-server host 192.168.100.3 traps version 2c public
SWP2 (config) #snmp-server enable trap rmon
SWP2 (config) #rmon event 1 log-trap public
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4135 RMON 7 T — AL T )L—TFDRE

[EFX]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising_threshold event rising event-index [owner

owner)

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner]

no rmon alarm index

T A= —]

index

variable

interval

type

rising_threshold

rising_event _index :

falling_threshold

falling event inde
X

startup

owner

(IR E
L

<1-65535>

7T =T IN—T DA T v 7 A(alarmIndex)
EEAR 4 MIB 4% = 7 | (alarmVariable)
<1-2147483647>

W2 7Y 7 EIRR(FP) (alarmInterval)
7Y 7 FE ] (alarmSample Type)

REME B!
MBI L AL, o EE LEVWE
absolute T 5
ot RIS & % Hole, RO > 7 L & i

P T NEDZEE L EVE L LT 5

(AW L 7= : absolute)

<1-2147483647>

EFR U & v VE(alarmRisingThreshold)
<1-65535>

A X A T v 7 A(alarmRisingEventIndex)
<1-2147483647>

TBR L & VM (alarmFallingThreshold)
<1-65535>

A X~ T v 7 A(alarmFallingEventIndex)

<1-3>

7 T — LOERMOHE THEMT H L Z VM E(alarmStartupAlarm)

REME EL
1 BB L UMED A 5 (risingAlarm)
2 FIR L & U MEO 248 il 5 % (fallingAlarm)
; ERR L& VMEL FER L&V ME0D A

% (risingOrFallingAlarm)

(EWE L7355 1 3)

T T — AT N—"T7 DA —F—2% (alarmOwner)
127 SLFLAH

(B L7=3%55 : RMON_SNMP)
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[AFTE— F]
Jga—n~)aryz 4 b—y g rET—NR
B
RMON D7 T — L7 )V—T DR E &GN T D,
variable {Z1Z. RMON O7 7 — A7 NV —TOEMRMRMIB A7 V=7 NEFHET D, variable I3,
etherStatsEntry(.1.3.6.1.2.1.16.1.L1)YOMIB A7 ¥ =27 v D56, AT ZREZFFOMIB 47 Y =7 b DIHFEE THE,
LR D 3 SO THE D "l 6E,
» etherStatsEntry.X.Y

* (etherStatsEntry @ OID #).Y
e .13.6.1.2.1.16.1.1.1.X.Y

Bl 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5.1) 2R ET 2 HH. L FOWTNOIEATH R E THE,

B 234 B
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 4).Y etherStatsPkts. 1
1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising threshold £7-1%. falling threshold D &6 DI H R ET HIENEMHFHE, ZOHA. RENEME T
WDHNT A =2 ZF, AT OMERRE SN D,
e rising threshold D #fF H
* falling threshold : rising_threshold & [7] U{E
* falling event index : rising event index & [F] UfE
o startup : 1(E[R L EWEOAMEH T 2)
s falling threshold O #ffH
s rising threshold : falling threshold & 5] U{E
* rising event_index : falling event_index & 7] Uf
o startup : 2(FIRL EWEDOAMEHT 2)
Ra~r RaE L7284, RMON MIB O alarmTable 23 Hf3 C& 5 K 51272 %,
no B TEAT LG A1, REMEHIBRT 2,
[/ —h]
RMON #HECT T — L Z N —T DR EE AT H720100E, Ra~vy RN T, ¥ A7 A41KTH RMON FéhE
BT DUERND D,
variable \ZFESTH MIB A7V =7 ME, A =%y MGFHEHRZ NV —TDODMIB A7V =27 FThDH, HREDOA
T I AEFFOA =Ry MEEHERZ LV — 7 DMER SN T RWESE, Ra~vr RiZ= I —L b,
A —H v MEFHEH 7V — 71X, rmon statistics =~ > R TIERKAHE, Ao~ FTHEHLTWA A —H xR v b
MEHEWM 7 V—7DRHIBR SN2 E, Ka~r RLEIREIND,
AR MDA T w7 AL, rmonevent A~ RCRELILA VT v/ AERBETH, Ka~vr FTEHLTWD
AR T N—TRHIBRES TGS, Aavr RLHIBRES LD,
rising threshold O U &\ MEIL., falling threshold D L & WMELL EDOE T/ITF XA 5720,
Ravy REEEXLESE, ChETOV TV I T =2 E2HIRLIES 2T, BEV T Y 7 %BbT 5,
VAT LD RMON BEREA S22 L7356, Yo 7Y v 7 iilfisivg, 20k, v A7 L4KD RMON HiE
EEMC LSS, ZUETOV TV T2 EHIR LD 2T BEY T U T EBAT D,
[ EHI
LLFOEMET, RMON OF 7 — A7 V—T O E & HMNT 5,
o BEEMXISMIB 47 ¥ =7 M, etherStatsPkts.1,
o HrTY U THRIZ. 180 B,
o B Y U TREBNL, delta,
o EFRLEVWEIZ 3000, ERLEVMEZ ERE-72EEDA R0 T,
o TFRRLZVMEIL2000, FRLEVMEEZ FEIS72E & DA R0 ME 1,

SWP2 (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold 3000
event 1 falling-threshold 2000 event 1
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4.13.6 RMON B¥REDIREBR R

[ER]

show rmon
[AJTE— R
FFeME EXEC £ — N, F#bE EXEC E— K
[FiHA)
RMON #ERE DR EIRREZ TR T 5,
LT OHEBENFRREND,

o VAT LAE{KD RMON HERE DR E
+ RMONEEED /NN —T7 Z L ORRE
o A—VXRy MGEHERIV—T
. BRI NL—T
o TIT—ALITN—TF
s ARV NTN—T

[BEH]

SWP2>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index =1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index =1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %R v MREHEBR 7 L — 7 DIREFER

[EX]
show rmon statistics
[AJS1E— ]
HHrtE EXEC £— R, %M EXEC £— I
[@iA]

RMON A —H % v MEEEHR I L — T ORERIRIEEL ERT D,
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UToHEANERIND,
s AT VI A

s XMBALH—T 2 —R
s input /X7 v |

« output /X7 > b

(B E B

SWP2>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

4.13.8 RMON B 7 )L — 7 DOIRBER R

[#FX]

show rmon history
[AJIE— K]
JEFrHE EXEC & — N, 454 EXEC E— N
[RiAA]
RMON JEE 7 V—T DR ECIREEZ R AT D,
UTOHEANERIND,

s AT VIR

. WBRALUH—Tx—2R
o JREEREH ORI

o JERIECRAFRIG

. F—F—4
[BREH]
SWP2>show rmon history
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON SNMP

4.13.9 RMON A X s 7 )L— T DIRBER R

[ER]
show rmon event
[AFTE—F]
FEHFHE EXEC £— N, F#tE EXEC E— I
[FHA]
RMON A X K7 —T DR ECKRELZ R RT 5,
UTOHEANRERSIND,

s AT VIR

« A2 hOFHH

o A2 NFER

e FNIYTHREROaAIa=T 14
o AU NFETEE

« A—F—4%

[ EH]
SWP2>show rmon event

event Index = 1
Description RMON_ SNMP
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Event type Log

Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.13.10 RMON 7 7 — A7 )L— 7 OIREER R

E&y
show rmon alarm
[AJ1E— K]
FHFiHE EXEC £ — K, %§#E EXEC £— N
B
RMON 7 T — LT )L—T DR EINEE FIRT 5,
UTOHEANFRESND,

s AT VI A

« T I—LDIREE

o EHNHEMIBATY 2/ k
o BTV I

o BrTY v TRER

o JEE

o EFRL Z VM

e« ERRUEVMEDA Nk
« TFRRLEWE

o FIRLEWEDA Xk
. BRMET T — 4

e
[BREH]
SWP2>show rmon alarm
alarm Index = 1
alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event =1

alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —¥ X% v MEFHERIN—T DI Z—D I VT

[EX]
rmon clear counters
[AFTE— R
AR =T 2—AF— K
[RRAA]
KRA o H—T 2 —AD, RMON A —H v MNEFHER I NV —TDOH 0 o2 —% 27 VT 5,
[BXEH]
portl.1 @ RMON O A —H %> MEiHER I N—T DI 2 —% 7 VT T 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #rmon clear counters
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4.14 sFlow

4.14.1 sFlow ¥$RE DR E
EE

sflow switch

no sflow
[/3F A—&—]
switch . sFlow B¥REDEH1E
BEME B

enable sFlow #&REZ A ZNZT 5
disable sFlow F&RE 2 0129 %

(MR E]

sflow disable

[AJTE—F]

sa—\)varZ 4 S L—varE'— R

[

sFlow #§REDENMEZ X ET 5,
no B TEIT L2 AIIWEREICERE 5,

[ EH]
sFlow #48E & H T 5,

SWP2 (config) #sflow enable

4.14.2 sFlow =— = > R D&RE
[ER]

sflow agent address

no sflow agent

[/XT A—F—]
address : AB.CD
IPvd 7 R LR
X:X:X:X
IPv6 7 R LA
(AR E]
L
[AFTE—F]
Jua—N\)arz4 g b—varE—FR
B

sFlow === D IP 7 RLAEZRET 5,

Ka< RCTHRELZIP T KL AL sFlow T —# 77 LD sFlow ~v Z—|ZfEH &5,
no R TEIT LG A IIWER EICERE 5,

[/—}]

AH T RERENH NG E . TPv6 7 R L ATFRE T 20,

Bl

sFlow T—Y = FOIP 7 FL 2% [192.168.100.240] IZRET 5,

!
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SWP2 (config) #sflow agent 192.168.100.240

4143 sFlow 2 L 7 ¥ —DHE

[EX]
sflow collector address [port]
no sflow collector

[73F A —5&—]
address : AB.CD
IPv4 7 KL A
XXX X
IPv6 7 F LA
port . <l-65535>
sFlow = L' 7 % — D% % UDP AR— &5
WIEME L, 6343
[FIEIEE]
L
[AJ1E—F]
ra—\)varz 4 b—va E— R
[RLBA]

sFlow 2L 7 % —®D 1P 7 KL A £%3% UDP A — N&EHZ X ET 5,
no FECHEAT LGS I3WIHIREICR 5,

[/—}]

AH T RERENE NG E . TPv6 7 R L ATFRE T 20y,
Bl

sFlow 2L 7 Z—D P 7 FL 2% [192.168.100.240] (Z3%ET 5,

SWP2 (config) #sflow collector 192.168.100.240

4.14.4 sFlow T — % 77 ADIFx RV A ADOFEE

[EX]
sflow collector max-datagram-size size
no sflow collector max-datagram-size

[2XF A—&—]
size 1 <512-1452>("A1 1)

[(WIHIRRE]

sflow collector max-datagram-size 1400

[ AS1E— R]

rsa—)ary7 47— g F— R

B

sFlow =—Y = o k)25 sFlow 2 L7 X —ZEESNDT —H# 7 7 ADRKRIA XERET D,
no JZTIAT LIZG B IIAIHIREICR 5,

[EEBI]

sFlow 7 —% 7T LDOHR KT A X% 1000 /31 MIERET D,

SWP2 (config) #sflow collector max-datagram-size 1000
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4145 37y h7u—H oY OV TF) T L— RORE

[EFX]

sflow sampling-rate rate
no sflow sampling-rate

ST A—F—]
rate ;<256 - 1000000000>

[FIEIER E]

L

[AS1E— K]

A B —T 2 —AF— R

BN

MRR—MZT, ATy h7a—H o T YT ETIRO, Fr TV T — b ERET D,
Ka<wV RRREINTWRWESIT., X7y h7a—3 07 ) U3 ThivZeun,
LAN/SFP+/R— 1| EiﬂET%o

no I THEAT LGB ITUHIREITE S,

[RXEHI]

WKy h7a—Hr T oY 7Y 7 L— k% 10000 IZERET 5,

SWP2 (config-if) #sflow sampling-rate 10000

4146 X7y v 7u—Y ) T DA YRy T U —LADHFER~Ny X —H A ADOERE

[EX]

sflow max-header-size size
no sflow max-header-size

[/3T A —HF—]
size T <14-256>(731 1)

(AR RE]

sflow max-header-size 128
[AJ1E— F]

A HE—=Tz—AE—F
[@i ]

KRR —MZT, Xy h7a—H TV TETHIED, BTV 7T =Ry 7L —LD~y X —H

A ADJKEEFHET Do

no IR CHEAT LIS IR EICE S,
LAN/SFP+7R— I 72T 3% & FlE,

(B EH]

NRry bh7a—H%r 7)o TORRK~Ny X —H A4 X% 100 IZRET D,

SWP2 (config-if) #sflow max-header-size 100

4147 B T B —Y oY o TOR—Y SRR ORE

[F=

sflow polling-interval interval
no sflow polling-interval

[/XF A—&—]
interval 1 <1 -86400>(F))

| 81
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[P E]

L

[AFTE— K]

B —Tz—AF— R

[FHA]

SBR—PMIT, BT EZ—F TV T HITHIED, "=V o THRERET S,
K:v/kﬁﬁﬁéhfwﬁw%éi\ﬁ?/&~%/7)/ﬁiﬁbnﬁwo
LAN/SFP+7R— M 72T 3R E AT HE,

no FER . CHEAT LA 1TV EICRE 5,

[RXEH]

B B—=Y T TDR—Y TR E 100 B ISR ET S,

SWP2 (config-if) #sflow polling-interval 100

4.14.8 sFlow DIRFED KR

[EX]
show sflow
[AFTE— F]
JEHME EXEC £ — R, %0 EXEC £— F
(@]
sFlow DIRREA KT D,
[B%E B
sFlow DIREZ TR T 5,

SWP2#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : 0

4.14.9 sFlow OV > 7Y v FEBOIER

EEN!
show sflow sampling [ifname]
[R5 A —5—]
ifname : LAN/SFP+R— h DA V H—T = — A4
TR T DA H—T =2 —R
[ASTE— ]
FHHrE EXEC £ — R, %5 EXEC £— |
[FEEA]

ifname CHE LA ¥ —7 = —A®D sFlow DY 7V v THEREFR T D,



avy RU 77 LU A | RSE - EHIFERE | 83
ifname = EME LI2 551X, 2TOA ¥ —T7 = —ADIEREFRRT D,
[/—}]
AB TRERENEID L &, AL U TIERWVA L NR—=Z L v F TR~ RFFETTER,
A2y JEERENARND & X AA 0 AU AN—RITARIFHRIZFED S 720,
[ EH]
sFlow D> 7V v FiEZE FrT 5,

SWP2#show sflow sampling
sFlow sampling information:

Interface portl.l:
Packet-Flow-Sampling:
Sampling count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Sampling:
Sampling count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Sampling:
Sampling count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Sampling:
(NOT SET)

4.15 TELNET #—/X—

4.15.1 TELNET Y —R_—DEHB L O0Z R — FEFDOEE
B

telnet-server enable [port]

telnet-server disable
no telnet-server

[¥F—T—F]
enable : TELNET % ——Z G35
disable : TELNET % —/\—Z )23 %
[T A —&—]
port : <1-65535>

TELNET % — =D J A=V 7K — &5 (AW L7854 : 23)
[FIEIRRE]
telnet-server disable
[AS1E—F]
ra—rvar 747 —va e — R
[FLFA]

TELNET #——Z G202 T 5, 72, VA=V TCP R— MNEBEAIEETHENTE 5,
no FE TELT LGB ELhICT 5,

[ EH]

VA= 7 iR— +3&K 5% 12345 (2 L C TELNET — 3—% ild@ih4 5,

SWP2 (config) #telnet-server enable 12345
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4.15.2 TELNET ¥ — —DZERBOET

[EX]

show telnet-server
[AFTE— F]
¥iHE EXEC £— F
[FEEA]

TELNET Y — \—DOERMZ R KT D, UTOHANEREND,

«  TELNET ¥— N—#&EE DA 20/ 15

e VA=V ITR—MDOF S

s TELNET —N—~D7T 7 A% T5 VLAN f V' F—T = — R
« TELNET ¥ ——~D7 7 v AZHIRT 57 4 L% —

(B E B
TELNET H— \— DO ERM &2 ForT 5,

SWP2#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

4153 TELNET —R—~T7 7 A TXBHHR A NORE

N

telnet-server interface interface
no telnet-server interface interface

[73F A —5&—]
interface © VLAN A > ¥ —7 = —A%

[FEAE% €]

L

[AJTE— K]

Ja—)ary 47—y g — R

B

TELNET H—_—~D7 7 A% T5H VLAN f VX —T = —AEFHET D,
n R TEITLIEGAIE, BE LA v X —7 =2 —AZHIRT 5,

Ra<wy FidgKk8MFE TRETE, RELLIBIZ#EHAT 5,

ARKa<wy FERELTHRWEAIL, RSF VLAN OLT 72 ATX 5,

[/ —}]

telnet-server enable 2532 E SN TV WS, Ao~ RITHERE L7220,

(B EH]

VLAN #1, VLAN#2 12856t L TWAD B A )5 D TELNET —/"—~D 7T 7 B R EZFHF[T 5,

SWP2 (config) #telnet-server interface vlanl
SWP2 (config) #telnet-server interface vlan2

4154 TELNET % —R_R—~T IV RATEBIFA T FDIP T KL RHIRE

E&

telnet-server access action info
no telnet-server access [action info)



v RU 77 LA RS - EAKEE | 85

[/XT7 A—5—]
action D TR A IR T AEMERTRET D
REME B
deny SUEE"ER"T S
permit FMEEFRT S
info DR LT D RMEIC IPVA/IPVE T R L ATEH AR IET D,
REM A
A.B.C.D IPvd 7 R L A(AB.CD)&EEET D
BT Ry b A7 EMbit)ft & D IPv4 7 K
AB.CDM L A(AB.CD)ZIEET %
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
N BT Ry b~ AT EMbiHftE D IPve 7 K
XXX XM L A(X: XX X) &R ET D
any T RXTOIPV4/IPV6 7 RLAZIEET S
[FIHAER E]
7L
[AJIE— F]
Ja—paryz 47—y g rET— R
[

TELNET ¥ —/R—~D7 7 B A ZFFAT 57 747 Mk % IPv4/IPv6 7 K L A THIRT %,
AKavwy NIERRKSIFETRENARTHY , LRICRESNTZHONELE L THHIND,
Kavy REBRE LTS G. BE LRI EZIMTE S W T 78 23T X THER T 5,

722, Ravwry RERELTOWRWESRIT, $XTOT7 78 A&7 T %,

no B CTIAT LG AL, € LIERELHIRT 5,

no XTI A —F—2AME LIZGAE, T X TOREEHIRT D,

[/—}]

telnet-server enable 23i% E SN TCWWARWEE, Ko< RIFHERE LRV,

[BREH]

192.168.1.1 & 192.168.10.0/24 D& 7" A > k735 D TELNET Y—/N—~D 7T 7 ¥ 2D I % FFA[T 5,

SWP2 (config) #telnet-server access permit 192.168.1.1
SWP2 (config) ftelnet-server access permit 192.168.10.0/24

192.168.10.0/24 & 7' A > ~ 350 TELNET Y — _X—~D7T 7 B ADHH LT 5,

SWP2 (config) #telnet-server access deny 192.168.10.0/24
SWP2 (config) #telnet-server access permit any

416 TELNET 7 74 7 b

4.16.1 TELNET 7 74 7 > r DjEH)

EN
telnet host [port]

[T A—F—]
host ©UE—RERA RN, 720, IPvA T RLAABCD), £7201%, IPv6 7 KL A(X:X:X:X)
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IPv6 Vo7 a—JNT RURAERET D563, BHA V¥ —7 = —AbIEETHLERD
% (fe80::X%vlanN DOFE)
port ;. <1-65535>
AT 2R — FES (B LIZSE @ 23)

(IR E]

L

[AJTE— K]

et EXEC B— N

B

FEE L= A b~ TELNET TH#kiT 5,

[ E R

IPv4 7 R L A 192.168.100.1 DA MZ, &— h&E5 12345 T TELNET £5i9 5,
SWP2#telnet 192.168.100.1 12345

IPv6 7 K L R fe80::2a0:deff:fe11:2233 DR A MM, "— h&HE 5 12345 T TELNET #5695,
SWP2#telnet fe80::2a0:deff:fell:2233%vlanl 12345

4.16.2 TELNET 7 54 7> s ODBEL

[EX]
telnet-client switch
no telnet-client

[73F A—F—]
switch : TELNET 27 74 7 v M &EHNTT D080
RIEME B
enable AT 5
disable F11379) N
(IR E]
telnet-client disable
[AS1E— K]
sra—\)varZ 47—y aryE—FR
[FFA]

TELNET 7 A4 7> h& LTtelnet 2~ REFEHA TS5 L9105,
no B TEIT LTI HAIX TELNET 7 54 7 > MBI+ 5,
Bail|

TELNET 7 94 7 > AT 5,

SWP2 (config) #telnet-client enable

4.17 TFTP Y —/N—

4.17.1 TFTP Y —"—DEBB L OZ R — FEEDOER

[EF2

tftp-server enable [port]
tftp-server disable
no tftp-server

[F—TU— K]
enable : TFTP ——%FHHT 5
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disable : TFTP Y— — % E4h|2 9 5
[R5 A —& —]
port ;o <1-65535>

TETP H—_"—D J A= 7R — hEE (E LIRS : 69)
[FIEAER E]
tftp-server disable
[ASE— R
Ja—\)aryr7 4 —y g rEF—NR
[FHA]
TETP —R—%Z G T 5, /2, VA=V I R— I EEAEETLHLENTE S,
no I THELT LA 1L TFTP — —Z2 Wi+ 5,
(B EH]

VA= R— 5% 123452 L C TFTP H— —% E#7 5,
SWP2 (config) #tftp-server enable 12345

4.17.2 TFTP Y —_R—DREREBOERTR

[E

show tftp-server
[AJ3E— ]
FiHE EXEC E— R
B

TFTP Y — "— DO ERN 2 TR T 5, LFTOHEANFEREIND,

o TFTP $— " —H&EE DA 2N/ L)

o VA=V ITR—MDOFEE

s TFTP —"—~DT 7B A% TH VLANA X —T = —RA
[ E B

TFTP Y — " — DR AE KR T 5D,

SWP2#show tftp-server

Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3

4.17.3 TFTP “]j-‘_‘/‘\‘—‘f\T 7 'IZXT% ABRA B @%E
[ER

tftp-server interface interface

no tftp-server interface interface
P95 X —5—|
interface : VLAN A & —T = — R4

[FIHIE% E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— K

B

TFTP Y —"—~DT 7B A% TDH VLAN A VX —T = — A5 HRTET D,
no R TEITLIZGAIE, BELI-A VX —7 = — A& HIBRT 5,
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Aoy NIRRSMHETRIETE, &ELIZIEICEMT %,
Kawy RERELTOARVWEASIE, B VLAN DRT 7B ATE 5,
[BXE B
VLAN #1. VLAN #2 |24 L TV B R A Ry D TETP H— S"— DT 7 & A &[T 5,

SWP2 (config) #tftp-server interface vlanl
SWP2 (config) #tftp-server interface vlan2

418 HTTP Y —/3—

4.18.1 HTTP V— N—DEENRE L O R — FEFDOER

[EX]
http-server enable [port]
http-server disable
no http-server

[¥F—7U—F]
enable © HTTP — =% [T D
disable : HTTP $—"—% T 2
[/3F A—4&—]
port 1 <1-65535>
HTTP ¥ — /=D J A= 7K — hES (Al LIZ5E : 80)
(WX E]
http-server disable
[AS1E— F]
ra—mpvar 74—y a e — R
[BLAA]

HTTP —_—Z2 G+ 5, £72, VA=V TCP R— "NEEAIEETHZ ENTE 5,
no X CHEAT L= A 13 EAhIC 3 5,

[BEH]

A= 7R— h&H% 8080 (Z L C HTTP — —% ELH#j7T 5,

SWP2 (config) #http-server enable 8080

4182 X =27 HTTP 4 —R"—DEHFEB L2 R— I EEDODEE

E&N
http-server secure enable [port]

http-server secure disable
no http-server secure

[F—U—F]
enable X 2T HTTP = =2 HNT 5
disable D BF 2T HTTP — =2 T 5
[/3T A—F—]
port : <1-65535>
TH 27 HTTP = =D U 2= 7 R— b &R (B LI-HA : 443)
[WIHIRRE]

http-server secure disable
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
¥ X 27 HITP —"—%2FENT 5, F72, VA=V T TCP R— FNEBAIEETHI LN TE S,
no FEX CHEAT L7255 A IR Ehic 4 5,
¥ 27 HTTP ' — "2 HZ LIEBE. e bIZY 7 b =TI L »TiThn b=, 774 v 7 BIZSET
CPU =R E L 725,
EFEHREBT D702, Xy aRfR—FRLLAN Y v 7R PHEITHEFT SN D Web R— 22— —T7 7
TATAEILET HONHFE LV,
(B EH]
VA= R— % E% 8080 12 L CTEXx o7 HITP — "—ZEHET 5,
SWP2 (config) #http-server secure enable 8080

4.18.3 HTTP Y — "—DFJR EREDOFH T

[FX

show http-server
[AFIE—F]
¥t EXEC E— I
[@iHA]

HTTP — "—OERNE TR T D, LFTOHANERIND,
o HTTP ¥— N—H&EED A 2N/ )

« HTTP H—"—0DJ A= T HR— FDF

« HTTP —"—~D7 7 A%FAT5HVLANA L F—T = — R
o HTTP —R_—~D7 7 v 2%ZHIBT5H7 4 L7 —

s B =7 HTTP % — N—#¥RE DA 2h/fE%h

e Ol A UEA LT T MR

(B EH]
HTTP % — "— DR ERNE T RT D,

SWP2#show http-server

HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4184 HTTP —NR—~T 7 EZATEXBEHR R FNOHRE
[EX]

http-server interface interface

no http-server interface interface
[/$5 A—%—]
interface : VLAN A & —T = — R4

[FIIRRE]

L

[AS1E— ]

ra—mvar 74—y g rE— R

B

HTTP Y —/"—=~D7 7 ¥ AZFF AT 5 VLAN A ' F—7 = —RAZRET D,
no IR TIAT LA L, FRE LA v ¥ —7 = — A& HIBRT 5,
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AKawy NIIRK8MHFTHRETE, &ELZIAICHEAT 5,

Ka<wr K%
(B EH]

SN

X [E

LTV WEA I,

R5F VLAN O BT 7B ATE 5,

VLAN #1, VLAN#2 1286 L TWADHRA NSO HTTP Y —R"—~D 7T 7 B R &[T 5,

SWP2 (config) #http-server interface vlanl
SWP2 (config) #http-server interface vlan2

4185 HTTP ¥y —"R_R—~T IR TEBT7FA T D IP 7 KU RilfR

[EF2

http-server access action info

no http-server access [action info]

(%5 A —5—]

action

info

[FIEAER E]
L
[AJTE— K]

T 7R AR @R RET D

BREfE Bk
deny FEHEST 5
permit FMEE"TRT 5
5t &+ B K(E T IPVA/IPVG 7 R L AERERET 5.
REM B
AB.CD IPvd 7 R L A(AB.CD)EFEET D
TRy b A7 BMbinftE D IPvd 7 K
AB.CDM L A(AB.CD)ZEET D
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
R BT Xy b~ A7 FEMbitf) & D IPv6 7 K
XX:XXM L AKX XX) B ET 5
any FTXTOIPVA/IPV6 7 KL AEFRET D

Ja—n\)aryz 41— g T — R

B

HTTP Y — /"= ~DT I AL T DT T4 T Mg K% IPv4/IPv6 7 KL A THIBET 5,
Ko<y RIIEKSMHFE TRENFARETHY ., HRICREESNTZHD)

Ka<wr K%

it~

Ax JE

L7=%6.
72770, Aa<w FERELTWRWEEAIE, I XTCOT 722 %

no JEATHEAIT LG AT, 188 LICREZHIFRT 5,
no B THRI A —Z —Z B M L6, TXTORELHIRT 2,

[/ — ]

MEEL TSNS,

Bk LTI 2l S 20T 7 AR R RS 5,
AT 5,

http-server enable %, L < |% http-server secure enable 73i% /& STV RWGE, Ao~ RIZEERE L7220,

(B E B

192.168.1.1 & 192.168.10.0/24 D& 7 A > "H 6D HTTP y— _R—~DT 7B ZADLH AT 5,

SWP2 (config) #http-server access permit 192.168.1.1
SWP2 (config) #http-server access permit 192.168.10.0/24

192.168.10.024 & 7 X > Rx60 HTTP —_"—~DT 7 B ADH LT 5,




SWP2 (config) #http-server access deny 192.168.10.0/24

SWP2 (config) #http-server access permit any

4.18.6 Web GUI DEEHRTE

av R 77 LA RS - EHRE

[EF2

http-server language lang
no http-server language

[/3T A—HF—]
lang SmEiRET D
BRIE B
japanese HAGE
english BizE
[WIHIRRE]
http-server language japanese
[AS1E— ]
Ja—)arz 4 b—vasE— R
(B

Web GUI DEREZRET D,

no JERTEIT L EAIT. PIHIREICR S,
(B 2B

Web GUI O Sif% J5EI2 T 5,

SWP2 (config) #http-server language english

4187 HTTP ¥ —R—pua /A 2 A4 AT U MR ORE

EEy

http-server login-timeout min [sec]
no http-server login-timeout

S A=
min : <0-35791>

ZA LT T MR
sec 1 <0-2147483>

ZA LT 7 MEFHEED)
[WIHIRRE]
http-server login-timeout 5
[ASTE—F]
Ja—N")aryz4JL— g rF— R
[

HTITP % —/—~D7T 7 AR WEEICHEBMICR 77 U N5 FE TORMERET 5,

sec EME LI AL, 0 DR ES D,
no TR CIFAT L7 A IR EICHK 5,
[/—}]

BE R RE 7R e/ ML 1 43,

[ E B

HTTP — "—D X A 27 v MR % 2 43 30 #IC

|91
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SWP2 (config) #http-server login-timeout 2 30

4.19 SSH #—,3—

4.19.1 SSH — "—DEREHEB L OZfI R — FESFOERE

[F=

ssh-server enable [porf]
ssh-server disable
no ssh-server

[FF—TU— K]
enable : SSH ¥ ——Z [T 5
disable : SSH $r—/_"—Z T2
[R5 A—%—]
port 1 <1-65535>
SSH #—/"—D U A= 7 R— hEH (B LT-5HE : 22)
[HIHRRE]
ssh-server disable
[AJ1E— F]
ra—\)var 74—y aryE—FR
[FHA]

SSH $h— =2 F{T 2, £lo, VA=V T TCP A— FESERET L2 LN TE D,
SSH Y — =260 T DA%, FANSA A MEDOVER (ssh-server host key generate) 1T > TH < LN H 5,
no FECHAT L7254 13 SSH — "— 2 29 5,

[/—}]

SSHZ FA4 7 v binbua A4 3 5881%, Falc—F—4 & /82U — RO %gk(username)z L CH L LENH
2o

[ EH]

VA=V 7 R— bEF% 1234512 LT SSH r—"—Zi#i+2%,

SWP2#ssh-server host key generate
SWP2#configure terminal
SWP2 (config) #ssh-server enable 12345

4.19.2 SSH Y — N— DR EREBORR

[ER]
show ssh-server
[AJ1E— K]
¥iHE EXEC £— K
[
SSH #r—_—DOi%ER N E R RT D,
UTOHEAERERSND,
«  SSH #— "—HERED A 2N/ %)
s VR=VITHR—FOFEE
¢ SSH #—/3—7K A NEDHE
e SSHY#—R—=~D7 7 EA%ZFHFAT5HVLAN AV F—T x—2A
e« SSHH#—R_—~DT7 7 2%ZHIBTHT 4L H—
[BREH]
SSH #r—_—DORER I E R TT D,
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SWP2#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface(vlan) :1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

m
]
a3

4193 SSH YV —/N—~T VA TEBHRA MDOFK
BN

ssh-server interface ifname

no ssh-server interface ifname
ST A—F —]
ifname : VLAN A V' F—7 = — A4

[FIHARR E]

L

[AFTE— K]

Ja—\)arz4L—grF— KR

[FRHA]

SSH #—/N—=~D7T 7 ® A% TS5 VLAN A L H—T =—ABRET D,
o R TCETLEERIE. BELEA v X —T7 = —AZHIRT 5,
RKa<wy FidKR8HETHETE, RELLIAICEHT 5,

Ko<y REFRELTOHRWEEIL, R VLAN OART 7B ATE 5,
[B% &)

VLAN #1, VLAN #2 [Z85t L TWAR A WSO SSH —R—~DT 7 ¥ A Z AT 5,

SWP2 (config) #ssh-server interface vlanl
SWP2 (config) #ssh-server interface vlan2

4194 SSH YV —NR—~T IR TCEBIS5A T FORTE
[E=X

ssh-server access action info

no ssh-server access [action info]

[T A—F—]

action L T BRARMFICHT 2EEEfRRET D
REE B
deny FEEEE"T 5
permit S S ot A1 K )

info DR LT D RMEIT IPVA/IPVE T R L ATER AR IET D,
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B

IPv4 7 KL A(AB.CD)&ZET S

HT Ry b A7 EMbit)fF & D IPvd 7 K
L A(AB.CD)EZRET 5

IPv6 7 R L AX:X:X:X) &4 ET 5

BT % kA7 EMbift X O IPve 7 K
VAX XX X)EHRET D

T _TO IPV4/IPV6 7 R A ZFEET 5

X EME
AB.CD
A.B.C.D/M
X: XXX
X: X X:X/'M
any

[#I33% 2]

L

[AS1E— K]

Jya—m\)arz 47—y arE— R

[FAA

SSH THEfi 72527 74 7> MK % IPv4/IPv6 7 K L A THIFET 5,

AKa<wy FiIRKSHHETRENAMMETH Y, LICHESINTZLONMBELE L CEHIND,
Ko<y RERELEGA, BELESFUEEMIZS 20T 78 233X CHERT 5,
72770, Ra<wr RERELTWARWEEIR, T XCTOT 78 RAEFHT5,

no JECHAT LI BHA T, H6E LI sk 2 WM 5.
no WA TRIA—Z —%AHW LTI-GE. T3TD

[/—H

ZHIERT %,

ssh-server enable =~ R23FRE SN TWARWEGEES, Ko~ RITHEEE L 722,

[ EH)

192.168.1.1 & 192.168.10.0/24 D& 7 A R)nbH D SSH = 3—=~DT 7 B A DK ZFF ¥ 5,

SWP2 (config) #ssh-server access permit 192.168.1.1

SWP2 (config) #ssh-server access permit 192.168.10.0/24
192.168.10.0/24 D& 7 2> k350 SSH H—/3—~DT 7 ¥ ADHEHET 5,

SWP2 (config) #ssh-server access deny 192.168.10.0/24
SWP2 (config) #ssh-server access permit any

4.19.5 SSH ¥ — N—7K X MEDERK

[E=

ssh-server host key generate [bit bif]
[/NT A—F—]
bit : 1024, 2048

RSA#OE v M E

(AR RE]
L

[AJTE— K]
et EXEC B— RN

[FiRA]

SSH #—/"—D7R A k RSA § L AR A |~ DSA #AEZRET D,

RSA $#1X bit /3T A —ZIZ L > THENMRTIHHROE Y MIEIETE TE 5, DSA#X1024 vy FDO#EEAKT D,

[/—H

SSH — A—HEZ RN T 25 81%, FAlicka~y REFITLTRR NEEAERT 20BN B,
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BEICARA PENERESNTWAIRETAa~ Y REFEITLERES, 22— —IZx L THR AR MEETHT 0G0 %
ﬁ%?é
ARA MEOARIZIE., BOBREDORBN DN EENH 5,
AKa<w RiL, SSH — _R—RNEOLEEITDOHFETTX 5,
Batl]
2048 £ D RSA#EL | DSA 8% AT B,

SWP2#ssh-server host key generate bit 2048

4.19.6 SSH ——HK X MO 7 VT

[ER]
clear ssh-server host key
[AJTE— K]
F¢kE EXEC £— R
[FAA]
SSH #—/3—®D 7R A k RSA L R A |~ DSA #AHIBRT 5,
[/— ]
Ao~ RliE, SSH ==\ DIGEIZDORIATTE D,
[EEBI]

RA K RSA L 7R A | DSA $#EEHIFRT 5,
SWP2#clear ssh-server host key

4.19.7 SSH  —N—RABRBORT
[ER]
show ssh-server host key [fingerprint]
[¥F—U— K]
fingerprint DOBHER AR RTT D
[AS1E— K]
¥i#E EXEC £— K
[
SSH H— "— 0D/ # FRT D,
fingerprint % — 7 — RZ & L2 G 613, ARFRSOEE L #IE, 72X —T— 27T 5,
[/ —}]
PR D Ny 2T 02 Y XA, MD5 & SHA256 Offi )5 & £ 95,
[ E B
NP ERRT D,

SWP2#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhFdmtoIJri+ujdAIfgr4dhL/0w7J1vc50eXg
sXJoCglP1sLRGHOOzxVYbOouPCUV/JPFCatgOIiiB8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1TIo0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM7ofadd
9ySb6mj06Y/0k81L5gFhCHMGOGtqITKZsqb5VnPz8FYC8tls6/tpyrUa5aG2af/yTEaS5USBDYAucSS
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPjEO0Jyel+4c5qWSFE
PXUgrLf5HAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDy5uwD4DWBbRxsPKaX1lsicJGCO0aridnTthIGa8
ARypDjhpL1a37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC4ial0n81tMxW/EPw4SqFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI18JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEIMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/1210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s40XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3 YCIMUWHGEK/cst+PCtgnt0XV5B107 9uRUMCACS2pDXS5EWrwbPXXXXXXXXXX==
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NBRBEDO R AZ R T D,

SWP2#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+---[DSA 1024]----+

| o ¥ o |

|=*=+. o

|E+X+ fe)

| o + = +

.. ..0 X

|

|

|

5 |
|loo=.B.*.0 |
| o + S o |
|

|

| e}

| E

+————— [MD5] —————— +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSrijMhOfWoW0OBw7aAOXXXX
+--——[DSA 1024]----+
| . +E. |
| oo |
| o X S |
| =T |
| o B * . |
| + o . |
| A |
| X+.Q +o= |
|@*0.= o. |
+-———[SHA256] ————- +
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:03:24:17:XX:XX
+-—-[RSA 2048]-——-———+
| |
looo® |
| *+. |
| |
| + |
| |
| E |
| B.. |
| . 00 |
e ecoeoe [MD5] -————— +
2048 SHA256: XXXXMkUuEbkJggPD68UoR+gobWPhgu7qqXzE8iUXXXX
+-—-[RSA 2048]-——-———+
| * ==t |
| *o+= |
| *=o0. S |
| 9 . |
| + B *o |
| == . |
| o |
| |
| o = = |
+----[SHA256] -—--- +

4.19.8SSH 7 5 A T v N DAEGFHERORE

[ER]
ssh-server client alive enable [interval [count]]
ssh-server client alive disable
no ssh-server client alive

[/XT A —=HF—]
interval 1 <1-2147483647>

7747~ OELFHERERE (B A% L7258 £ 100)
count 1 <1-2147483647>

TTAT v NOEFHERRKR I TV ML (B L8556 @ 3)
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(AR E]

ssh-server client alive disable

[AFTE— K]

Ja—)ar 74—y g F— R

[FRHA]

I T4 T NDELFRERBEAT O DENERET D,

747 MZinterval TRE LT7-HRHE CTIoEEZERT HA v —U %155, count THRE L 72 [B4077 1 E e
WWERTZ T2, TV TAT L NEDERREYY, By arE K TT 5,

no A TIAT L7 A I3 EIC R D,

r]

420SSH 27 ZA4 7 b

LT

4.20.1SSH 7 A4 7 s DiEH)

(5%
ssh [user@] host [port]
[NT A —=F—]
user D VE—FRRA MR A LB 22— -4
host : UE— AR RN, E£70E, IPvd 7 R A(AB.CD), 7213, IPv6 7 F L A(X:X:X:X)

IPv6 V7 a—hLT RLABRETLIHAT. A VX —T7 = — AL/ ETLHILERH

% (fe80::X%vlanN DJE)
port 1 <1-65535>
T R — hES (BIg LGS @ 22)

[FHIE% €]

L

[AFTE— K]

¥iHE EXEC £ — K

B

FEE Lo A b~ SSH THfi 7 5,

user B LI=5H., v /A4 oo a—Y—£Z%2EHA L CSSH b —R—~DT7 7 v 2% T 5,
X 2 —P—Tra 7 A I user ZEWE LT2BE T root" 2+ 5,

[/ —H]
TR —TWFEFTFAL (~) LT 5, mz7~fi$iﬁﬁ’ﬂﬁémt&%t TR I NS,
TN A — T FE 21T CAN LIEREEIIE, A5 —TXFERS—OANE LTHEREN S,

TR =T FTHET TR Y A RN Aﬁéht . RHIRICEERE A PAL B,
T A — 7I%meT7IX%a/m#Aﬁéntﬁm\i%#—fﬂﬁ@*%ﬁﬁ%énéo

[ EH]
IPv4 7 KL% 192.168.100.1 ®7AHK A MZ, —H—4 uname, ~— hFE 5 12345 T SSH #5695,

SWP2#ssh uname@192.168.100.1 12345
IPv6 7 R L A fe80::2a0:deff:fe11:2233 DR A M2, —H—4 uname., R— FEE 12345 T SSH #5575,

SWP2#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4.202SSH 7 4 7 b OB

[ER]
ssh-client switch
no ssh-client

197
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[78T7 A= —]

switch : SSHZ 747 v MEAIIT 035D
R EME B
enable HINZT 5
disable £ Rl )

[FIHIERE]

ssh-client disable

[AJTE— K]

sua—s\)var7 4 Lb—3a E— R

[BLFA]

SSHZ 947 e L Tsshavwr REFEHATEXLL51CT5,
no B CHEIT LB AIESSH 7 54 7> N+ 4,

[EX EH]

SSHZ 947 v NaBMIT 5,

SWP2 (config) #ssh-client enable

4.20.3 SSH =R MEHRDZ VT

[F=

clear ssh host /ost
[T A—5—]
host D UE—FARA ML, 720, IPvd 7 KL A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

[AFTE— R

¥ibE EXEC £— R

[FREA]

SSHZ 47 k& LTH L= SSH — R— DB ZHIRT 5.
[B%E B

SSH R A ME#HRZEZ VT35,

SWP2#clear ssh host 192.168.100.1

421 A —/)L@A

4.21.1 SMTP A —/LH— _"—DHE

[EFX

mail server smtp id host /ost [port port] [encrypt method] [auth username password)|
no mail server smtp id

[¥F—T— ]

port A=Y= R—DR— " EEEEET D
encrypt D B bR EEET D

auth © SMTPRBAETHE S 7 7 v MERERET
[/NF A —5—]

id c<1-10>

A — L —"—1D
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host DAY= R=T R X EiE, RA M

IPv4 7 R L Z(A.B.C.D), IPv6 7 F L Z(X:X:X:X)

IPv6 V7 a—T RUAZIRET D561%, A V2 —T7 = — A bIRET HLENR D
% (fe80::X%vlanN DOFE)

A2 (64 SFLAA, SR & )

port 1 <1-65535>
A=A — =D R — N FEH(EMEIL 25, method & LT over-ssl DMEE SN TV ZHAIX
465)
method N X APV
R EHE B
over-ssl {3 2553 % (over SSL)
starttls (5 #5517 5 (STARTTLS)
username : SMTP @BFETHMF 22— —%
(64 SLTFLIN, 2" | > L A= 22 BR A ILT - PARLS)
password : SMTPRGETEEH T 5/ AU — |

(64 STFLAN, 2" | > LA A=A 2[R CEA T - AR

[FIHIER E]
L
[AJ1E— F]
Jya—nparz 4 —ya rETw—R
[FA]
A= NVEEIHEHT 2 — " —IFHRERET D,
[/—}]
SMTP #83E%1T 9 B3, AUTH LOGIN =2~ > RZ&{f - Tt 41T 9,
SSL/TLS M/ 3—3 = | TLSv1, TLSv1.1, TLSv1.2 {Zxthis LT\ 5,

A= NP —=R—=D7 KL AL LTIPv6 7 RLAZFHET DA, SSLITLS IZ X DK SALITFIH TE 220,
[ EH]
A —ViEfE Y —/N—|Z, smtp-server-test.com %X ET D,
SWP2 (config) #mail server smtp 1 host smtp-server-test.com

A= VIEEH—/3— L LT smtp-server-test2.com Zf57E L, Bi5{b & SMTP @Rt 2 F M+ 2R EZ1T 9.

SWP2 (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.21.2 SMTP A — /)L ¥ —_—& DRE
[E=]

mail server smtp id name server_name

no mail server smtp id

[NT A—=F—]
id : <1-10>
A =P —3—1D
server_name A=A
(64 SLFLAN, 2% bR < A TET - FATD)
[WIHIRRE]

L
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[AF1E—F]

ra—r)var 74— g rE— R

[BA)

A= NVEEIEHT L2 — "= FTERET D,
[ EH]

A= VRV — N—D4HEiT & LT test_mail server ZF&ET D,

SWP2 (config) #mail server smtp 1 name test mail server

4213 XA —)ViBHIDO M) H—RE

EEN

mail notify femp-id trigger terminal
no mail notify femp-id trigger terminal

[FF—T— K]
terminal DOmAREERSRRICE T A Ny N EmAETT S
[R5 A—5—]
temp-id ¢ <1-10>
A—=NT 7L —hKID
A Xy MBI T T L= b EEET S
(AR E]
no mail notify
[AFTE—F]
Ja—srvar7 47 b—yarE—F
B
FRE LTHERED A R MEWAZ A — VBT 572 DR EZAT Do
[BXEH)

A=IVT T L= b #LTIRAREEARRED A X b b U T — 2B ET D,
SWP2 (config) #mail notify 1 trigger terminal

4214 A—NEEDOTF L L— P REE—F

E&

mail template temp-id
no template

[2XT A —%—]
temp-id c <1-10>
A =T FL—ID
[FTEIER E]
L
[AFTE— K]
Ja—nN")naryz4JL— g rET— R
B
A= VA ERHICHE T AT L — b ERET DT — FIIBITT 5,
T —ME—RNIBITTAZETCIFREOEHERETHIENTEX S, 77 b— MIxK 10 HAEK ATEE,
o A—JLIEEDSELET KL A
o A—JLEFBOXRETLT KL R
o A—LiEEOMH4L
o A JLiEEFF BB O E (A X M IERE O I fE )
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[ EH]
A=NT T L= b # OBREE— NITBITT 5,
SWP2 (config) #mail template 1
SWP2 (config-mail) #
4215 A —)ILEEFE DY ——ID DHRE
[EFX]

send server server-id

no send server
85 X —5—]
server-id ¢ <1-10>
A—NT 7 L—KID
(AR E
no send server
[ASIE—F]
A—=NT T L—FE—F
B
T2 A=Y == ID Z4RET D,
[BR B

A—NLTF o FlL—h#l THHTAEA— NP — "= ——ID# ZIEET 3,

SWP2 (config) #mail template 1
SWP2 (config-mail) #send server 1

4.21.6 A—NVERFDOEEITLA—NVT FUADERE
[

send from address

no send from address
[/3T A —F—]
address ORI A—NLT KL A
(256 SCFLIN, PEARET L -@)
[(WIHIRRE]

no send from

[AJ1E— K]

A=NT T L— FE—R

B

BRIETLA =T FLAERIET D,

[

A=)V T T L— k #l OFEETA—/LT KL AT sample@test.com ZF5ET 5,

SWP2 (config) #mail template 1
SWP2 (config-mail) #send from sample@test.com

4217 A —NVEFDWIHEA—NLT FUADEE
[

send to address

He

no send to
[/NT A—F—]
address SR A— LT KL A
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(256 SLFLIN, FAEET L -@)
[FIEAER E]
no send to
[AS1E— K]
A—)LT T L—hE— R
BN
WHA—NT RLAERET D, FK4H)
[/—F]
ARRRETA R MBEEOSESE & UTHH & i, REBEORA LB E LI S,
(B EH]

A—)VT T L— |k #] DFESEA—ILT B L AT user@test.com 465 ET 5.

SWP2 (config) #mail template 1
SWP2 (config-mail) #send to user@test.com

4.21.8 A — )V IEE D4 DERIE

E&

send subject subject
no send subject

[XF A—5—]
temp-id DA VR ERE O

(128 SCFLIN, 2> % R < P imtir - AT D)
[FIHIRRE]

no send subject

[AFE— ]

A—)LTFT T L— hE— R

[RiAA]

A —)VIRE DAL ZTRET D,

[/—}]
RREDHEIIUL T O & 72D,

« A X1 Mi@A : Notification from SWP2
FIEFIERLA : Certification publishment
FIERAE® SN : Certification expiration
[BRE ]

A—NT T L=k # O A=V EFHEOIEL T "TestMail" 2% ET 5,

SWP2 (config) #mail template 1
SWP2 (config-mail) #send subject TestMail

4.21.9 X —VEERFHRRE ORE

EEN!

send notify wait-time time

no send notify wait-time
[/$F A—&—]
time o <1-86400>

KRR HIRFHEI(FD)

[WIHIRRE]

send notify wait-time 30
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[AJJE— K]

A—=TFT T —hE—FK

[BA)

AR MRHTRD A — LN EBRITIEE SN D E TORERHEZRET D,
[/—HI]

ARFRENTA N2 MBI O A — VA EFHERE & LTl SR D,

[ EH]

A—=NT T L— |k # OA—)VIREFRF BRI 60 P AFRET D,

SWP2 (config) #mail template 1
SWP2 (config-mail) #send notify wait-time 60

10 FEFAZE LT D X — LR E
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[EF=

mail send certificate temp-id
no mail send certificate

X5 A—F—]
temp-id o <1-10>
A—)T 7 L—KID
(AR E]
no mail send certificate
[AFTE—F]
RADIUS 27 4 L—v g »E—F
B

RADIUS %—/"—D 7 T4 7 FEAELZ AT L XA TA27 7L — MNID 2 8ET 5,
RADIUS ¥—_—0D 7 5 A 7 FFEAEIZ, RADIUS — N —FERED user 2~ R THRELTZA—/LT FL A~k

4%,
[/ — ]

RADIUS %—X—D 7 T A 7 o FEEIAEDETD A — LA S

Certification is published.

Name : [£ 7] % user 2~ > KO NAME 473 2 v OREE
Account : [ —H—4] % user =~ > K USERID i

MAC address : XX:XX: XX XX:XX: XX

Expire : YYYY/MM/DD

[ EH]

RADIUS #—/X—D 7 T A 7> FEAEEZ A — V&35 L XIHERATEZT 7L — N IDIZ#]1 21EET 5,

SWP2 (config-radius) #mail send certificate 1

4.21.11 FEAEBHRED X — ViR E

[F=

mail send certificate-notify temp-id
no mail send certificate-notify

[NT A—=F—]
temp-id o <1-10>
A—)T 7 L—KMID
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(AR E]
no mail send certificate-notify
[AJ1E— ]
RADIUS 27 4 L—varE—FR
B
RADIUS %——027 74 7 MEAEE 2 —V@HT 5 & XITHAT 27 v 7 b— b ERET 2.
[/— "}

RADIUS %—/X—D 7 A 7 FIEAEOA YN FREE D A — VAR

Your certificate will expire in [X] days.

Name : [£ (] % user 2 ¥ > KO NAME 47> 3 » O EME
Account : [ —H—4] % user =~ > K USERID 1

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD

Bail]
RADIUS #—/X—D 7 T A 7> FEAEZ A — VBT D L XIHERATEIT o7 L— MR 2HRET D,

SWP2 (config-radius) #mail send certificate-notify 2

4.21.12 FEFAEO AR EINBRHZ A IV T DR E

[EX]
mail certificate expire-notify day [day] [day]
no mail certificate expire-notify

/3T A—F—]

day ¢ <1-90>
BRIREIN % 8T 2 7% A7 H 3K

[WIERRE]

mail certificate expire-notify 30

[AFTE— F]

RADIUS =27 4 JL—y g U E— R

B

RADIUS $——=D 7 T A 7 > bFEHEOAZHIREIN & ST @i 5 Az e 1 5,

WA AL 3L THRETE D,

[/— 1]

day IZIANNEFIZBD ST, BIHCTER RSN D,

[BXRE )

RADIUS %—/"—=0D 7 T A 7 > hFEAEDO ARG O HRER 2 50 HATE 10 HANZRET D,
SWP2 (config-radius) #mail certificate expire-notify 50 10

4.21.13 A —/VEEBEROFR

(]

show mail information [temp-id]
[/3T A—HF—]
temp-id o <1-10>

A—=)VT 7L —hKID
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[ASTE— R
et EXEC B— R
B

BELEZT 7L —hID DA —/VIEEBFREERT S,

T —RID ZEWE LS. 2 TORA—IIEREF TS,
Bail]

A—IT T L— k#l DA —NVIEREFRT D,

SWP2#show mail information 1

Template ID 3 A

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
user4@test.com

4.22 Yamaha Unified Network Operation Service (Y-UNOS)

4.22.1 Y-UNOS #EED R E
[EX]

y-unos enable

y-unos disable
no y-unos

[F—T— K]
enable : Y-UNOS #REZ BN T 5
disable © Y-UNOS #ERE % 20255

(R E]

y-unos enable

[AS1E—F]
rya—rparz4 S r—yva rE'w—R
[FHA]

Y-UNOS (Yamaha Unified Network Operation Service: % bV —27 %41 L CT /A R[A L& #HT 50— B ) HhE
ANETZITIHNT 5,

no IR CTEST LI A IR EIZRE D,

[/ — 1]

Y-UNOS #§HEIZIRSF VLAN O A TEET 5, f5F VLAN IZ IPv4 7 R L ADGEE STV WA, f£5F VLAN
WY 7By L TOLHIREETIE Y-UNOS HREZ 15 195,

R5F VLAN 22 L7256 1. Y-UNOS OFH A B BhF8iki&aE H O~ /L F % v A b 7 L — AR E (12-mcast flood
239.192.128.250) % {#F VLAN THEHT DL,

Y-UNOS #RED A MR GIZITHR K 1 0256036 5,

2By JHERENA RS G, Ra~y R TE 20,

[BREH]

Y-UNOS e A2+ %

SWP2 (config) #y-unos enable

Y-UNOS HERE 2 #1295,

SWP2 (config) #y-unos disable
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4.22.2 Y-UNOS 1§80

[EX]

show y-unos
[ASTE— F]
FHE EXEC £— R

[FiA)
Y-UNOS IZBT D ERAT — 4 ADIFREFRT D,
KRAEITLTDO LB,
+  Y-UNOS BEHRE D 5% E (Y-UNOS)
*  Y-UNOS F&8E D IR HE(Status)
«  Y-UNOS H£HED IPv4 7 K L A (IPv4-Address)
« RSFVLAN O IPv4 7 KL A L ID K77 5
. RO —E
s BT L4 (Model)
s U 7 LE 5 (Serial)
s 7y —AU=xzT /3= 3 (Version)
+ MAC 7 F L A(MAC-Address)
s IPv4 7 R L A(IPv4-Address)
s 7R A M4 (HostName)

Y-UNOS #HE DR RE(Status) TIZLL T OWT Iz R T 5,

Status S|

Active Y-UNOS #EEZSEE L TU B iR%E

Y-UNOS #ERENEE L TV R W IRRE(A Z » 7 BEREDS
BT T2 > TUND) % AX v 7 S ISHEFE D Ix

Inactive(stack enable)

Y-UNOS HERE N EIE L T2V IRFE(SRSF VLAN | IPv4

Inactive(no ipv4 address) T RUAMRBRE STV, F213R~SF VLAN Y >
7L TND)

Disable Y-UNOS H#AED 2 7 R 7R

[EXEH)

Y-UNOS 1§ 2 £ =7 %,

SWP2#show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 VvV2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT 2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.23 LLDP

4.23.1 LLDP 8D H L.

&N
Ildp run
no lldp run

(AR E]
mL
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[AS1E—F]
sa—s\)var7 4 b—3a sE— R
B
AT AERT LLDP #fEZ AT 5,
no B CTEIT LB AIE. VAT ALK T LLDP #6E %2 N2 5,
[/ —H
A— Mkt LC LLDP MREE AN T 210 PO 2~ RERET D LERH B,
set Ildp enable =~ > KD fype (LLDP =— = > hE— R TMEIZ)G U C txrx, txonly, rxonly Z % E$ 5,
e« Idprun(Zu— Va7 47 b— g F—R)
e lldp-agent (f > ¥ —7 = —ZXEF—R)
+ set lldp enable fype (LLDP ——3 = > FE— R)
[BREBH]
LAN AR— I #1 @ LLDP #REDEZE AT 5,
SWP2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SWP2 (config) #11dp run
SWP2 (config) #interface portl.l
SWP2 (config-if) #11dp-agent
SWP2 (11ldp-agent) #set 1ldp enable txrx

4232 AT ADOBRBATOHRE

[EX]

1ldp system-description /ine

e

no lldp system-description
[/NT A—F—]
line LV AT DO SO LTHN255 SLTFLALN)

(AR E

no lldp system-description

[AS1E—F]

Jua—nm"narz4 s b—varsE —NF

B

LLDP #HE CHEAT 5, v AT AOFPASLEHET D,

no JE A THEAT LICH A IIMHBEICR S,

MW EDEIX, A+ 77— =7V EVary] Thod,
[BXE B

AT LOFA A SWITCHI_POINT A 123 5,

SWP2 (config) #11dp system-description SWITCH1 POINT A

4233 VAT LADBFRDOEE
[E=X]

lldp system-name name

no lldp system-name
[78T7 A —=F—]
name LV AT DDOLFROSLFHN255 SUFLIN)

(AR E

no lldp system-name
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
LLDP #EE T AT 5, VAT LDLMERET S,
no IERCEAT LI & I3 EICK 5,
MR EDOEIT ML Th D,
X EfEIL LLDP System Name TLV IZ5%E S5,
[ EH]
VAT LDLFRE SWITCHL 12§ 5,

SWP2 (config) #11dp system-name SWITCH1

4234 LLDP =— 3 = F OVERR

&
lldp-agent
no lldp-agent

[FI8IE% €]

L

AT E— K]

A B —T 2 —AF— R

B

LLDP =— = FZ2fE L, LLDP =— = > hE— RITEBT 5,
no R CEITLI-HAIL, LLDP = —2 = > a2 HIBRT 5,

[/ —H]
LLDP =— x> EHIBET AL LLDP=—Yxcy hE— R TCEHRELZa~Y FLHIBRENS,
(B EHI]

portl.] TLLDP =— = FZ&fEf L, LLDP =— = ME— FIZBITT 2,

SWP2 (config) #interface portl.l
SWP2 (config-if) #1ldp-agent
SWP2 (11dp-agent) #

E

e

4.23.5 LLDP IZ & % HENFR EMEED

E&

Ildp auto-setting switch
no lldp auto-setting

[23T A —%&—]
switch : LLDP T L % HEEX EHEREDORE

REME B

enable LLDP |Z & % A EhEk ERrEZ BN T 5

disable LLDP |2 & % HEhE%k ERkrE = I3 %

(IR E]

lldp auto-setting disable

[AJIE— F]

Ja—nNNarz 4 b—va e —R

(LA

FrEDY = R NEET D LLDP 7 L—AIZ &V | A v FOREL HEINCEE T DHEEZ AT D,
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F7-. power-inline disable delay =~ > NIZ X DFEEF X A I 7 OBFBEREEZ AT D,

LLDP 7 L — A TIZLL FOMEENERE SN D,

o 7 —ihl#

* QoS

e IGMP AX—Y 7/
+ EEE

« RADIUS #—/3—7K Z b

T N

no JER THAT L7 LB I3 EICR D,
WA B —T 2 — ADIRIHRETE D,
[/ —}]

ABEREZ 32 721Z1X, setlldp enable =~ > RC, LLDP 7 L — A& E CEXHREICT DLEND D,

[B%EH)
LLDP |2 X % HEhER EMREZ AT D,

SWP2 (config) #11ldp auto-setting enable

4.23.6 LLDP 22— FORE

[E=]
set lldp enable type

set lldp disable
no set lldp enable

[78T7 A —=F—]
type DoEEFEE—F
REME B

rxonly ZAEHERICHRET D
txonly EEFHICHRET S
txrx EEBILOZEICRET D

[WIHRRE]

set 1ldp disable

[AJ1E—F]

LLDP =Y x> hE—F

B

MHBA L —T =—ATDOLLDP 7 L—LDEZEE— RERET D,
set lldp disable DA%, LLDP 7 L — A& 55215 L7220V,

no JTETIAT L72GA 1. MR EICTR D,

[ EH]

LAN R— b #1 @ LLDP i¥%(5E— FE&ZEHMITHET D,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.1l

(
SWP2 (config-if) #1ldp-agent
SWP2 (11ldp-agent) #set 1lldp enable rxonly

42378 HE T L RDFERADHRTE

[EX)
set management-address-tlv fype
no set management-address-tlv
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[XT A —=HF—]
type COEET R L RO
REME B
ip-address BT FLAZIPT RLALTS
mac-address WHT FLAZMACT FLRET 5
(AR E]
set management-address-tlv ip-address
[AJ1E— F]
LLDP =—Y = hE— R
[FBA]

LLDP CTfEAT %, A— FOFEHT RLADOFHERTET 5,

no TR TIHAT L= B-BI3HIWIR E IR 5,

FX 7EME L LLDP Management Address TLV (Z5%E X415,

[ E ]

LAN R— b #1 OFHT FLAOFEEZ MAC 7 R L AICRET 5,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #1ldp-agent

SWP2 (11ldp-agent) #set management-address mac-address

4.23.8 ZAREH TLV ORE

BN
tlv-select basic-mgmt
no tlv-select basic-mgmt

[FIHE ]

mL

[AF1E— K]

LLDP =—Yx v hE— R
[FLHA]

R 7 L= DA TLV 28005 %,

no B CHEAT LIEHAIEL, 57 L— 20 B EREH TLV 25k <,
ZPOa<y KT RO TLV A LLDP 7 L—AZiBIN&En 5,
<FEAE B TLV>

(1) Port Description TLV : A" — h OFiH] 3L

(2) System Name TLV : > 27 LA D4 Ff

(3) System Description TLV : 3 A7 A DS

(4) Syatem Capabilities TLV : A7 A DHE

(5) Management Address TLV : I"— FOEBLHT FL A (MAC 7 RV AETIXIP 7 RLR)
[ EH]

LAN /R— h #1 TEET 5 LLDP 7 L — ACEEAREH TLV ZBMT 5,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #1ldp-agent

SWP2 (11ldp-agent) #tlv-select basic-mgmt
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4.23.9 IEEE-802.1 TLV OFHE
B

tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[WIERRE]

7L

[AF1E—F]

LLDP =—Y = hE— R
[

%15 7 L— AT IEEE-802.1 TLV Z3BiN3 %,

no B THIT LI=BA 1%, 257 L—247 5 IEEE-802.1 TLV % k&<,
ZPa~<y RTLLURFO TLV 28 LLDP 7 L— AZBIE 5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : 7"— K VLAN ID

(2) Port and Protocol VLAN ID : 7”& | =2/L VLAN ID

(3) Protocol Identity : A8 — F 42571 b =a/Ld U X |k

(4) Link Aggregation: U > 7 7 7'V 7 — 3 U IF#

(5) VLAN Name : 78— ~ VLAN O44FR

[BREH]

LAN 7R— k #1 T%/54 % LLDP 7 L — A|Z [EEE-802.1 TLV % B4 %,

SWP2 (config) #11ldp run

SWP2 (config) #interface portl.1

SWP2 (config-if) #11dp-agent

SWP2 (11dp-agent) #tlv-select ieee-8021-org-specific

4.23.10 IEEE-802.3 TLV O} E
[EX]

tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[ E]

7L

[AF1E— F]

LLDP =—Y = hE— R
[

P57 L— LI [EEE-802.3 TLV # B3 5%,

no IR THEAT L7 HAIE, 5157 L— 425 IEEE-802.3 TLV % &<,
DA< RTLLF® TLV 28 LLDP 7 L — A TEME 5D,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : 4™— h x T T—3 3 O YR — M
(2) Power Via MDI : PoE 1 (PoE #&RE D & % FEFE D 7r)

(3) Link Aggregation: U > 7 7 7'V 7 — 3 U IiE#

(4) Maximum Frame Size : fx K7 L — ALt A4 X

[BREH]

LAN AR— b #1 T(E$ 5 LLDP 7 L — A2 IEEE-802.3 TLV %84 5,

SWP2 (config) #11ldp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #11dp-agent

SWP2 (11ldp-agent) #tlv-select ieee-8023-org-specific
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4.23.11 LLDP-MED TLV D% E

[EX]

tlv-select med
no tlv-select med

[WIERRE]

7L

[AF1E— K]

LLDP =—Y = hE— R
[

%1§ 7 L— A2 LLDP-MED TLV ZiBhi4 %,

no B THEAT LI=HBE 1%, %57 L—275 LLDP-MED TLV %<,
ZOa<y RTLLF®O TLV 28 LLDP 7 L— AZiBINE 5,
<LLDP-MED TLV>

(1) Media Capabilities : 1%{§ 9% LLDP-MED TLV OFE¥H

(2) Network Policy : Voice VLAN 1§ #i(Voice VLAN 3% E S AL TN DA — hD&H)
(3) Extended Power-via-MDI : $i555 PoE 1{f #(PoE B&RE O &> 2 HEFE 0D )
[/—}]

Location Identification TLV Dl "Location" 235% & S #1 TV 5,

[ EH]

LAN 7R— k #1 T%{59 5 LLDP 7 L— A2 LLDP-MED TLV % B4 5,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.l
SWP2 (config-if) #11dp-agent

SWP2 (11ldp-agent) #tlv-select med

42312 LLDP 7 L — A DEERBOERE

[EX]
set timer msg-tx-interval x_interval
no set timer msg-tx-interval

[/3T7 A =4 —]
tx_interval 1 <5-3600>

LLDP 7 L — L 3%(E IR (RD)
[ E]

set timer msg-tx-interval 30

[AS1E— F]

LLDP =—Y =¥ fE— R

[

LLDP 7 L — LA DX Z R ET D,

no I CTFAT LGB IR EICR 5.

[FE B

LAN 7R— k #1 Ti(/59 5 LLDP 7 L — A DXEMIE%E 60 IR ET 5,

SWP2 (config) #11ldp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #1ldp-agent

SWP2 (11ldp-agent) #set timer msg-tx-interval 60
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¥
&t

4.23.13 HHEEEHIR O LLDP 7 L— AEERRD
Ey

set timer msg-fast-tx fast tx

no set timer msg-fast-tx
[XT A —=F—]
fast_tx ;o <1-3600>
HEFEHIM O LLDP 7 L — A E IR ()

[FIAER E]

set timer msg-fast-tx 1

[AFTE— K]

LLDP =—Y = hE— R

B!

EEEEHIR O LLDP 7 L— A% ERR 2R ET 5,

no IR TEIT LA TR EICE S,

R W] & 1A — b OGRS T L < Ao o ToE# OB T, mEEE MR EHDOLL T O 2~ FICHE
WLLDP 7 L— AR EEEN 5,

« set timerx msg-fast—tx fast ;R E I O REMREN 2R T T 5,

« set tx-fast-init value : B FEEWIMICEET D LLDP 7 L— A DEEZ R ET 5,

B&il]
LAN R— | #1 TEHEEHIRIO LLDP 7 L — AR ERIGE 2 IR ET 4,

SWP2 (config) #11ldp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #1ldp-agent

SWP2 (11ldp-agent) #set timer msg-fast-tx 2

4.23.14 LLDP 7 L — AR EEILEN L BIHLE CORBORE
E=N

set timer reinit-delay reinit_delay

no set timer reinit-delay
[/3T7 A —5F—]
reinit_delay 1 <1-10>
LLDP 7 L — ARE(E15 12> & BAHHE & T OREE(FD)

(IR E]

set timer reinit-delay 2

[AJTE— ]

LIDP=—2 = hE— K

B

LLDP 7 L — AEEEIEN L EAHLE CORZRTET 5,

no JEXCEIT LS IIVIHREICR D,

[BREH

LAN 7R— k #1 TLLDP 7 L — A EEELENSFHELE TORREZ 10 IR ET 5,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #11ldp-agent

SWP2 (11ldp-agent) #set timer reinit-delay 10
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4.23.15 BEBREMOEEREB(TTL) 2B T 512D DREORE

[EX]

set msg-tx-hold value
no set msg-tx-hold

[/3F A—&—]
value : <1-100>
PEERE O TRFFIER] (TTL) OE A FH T 2 72D DRI
(WX E]
set msg-tx-hold 4
[AFTE—F]
LLDP =—Y = hE— R
[@i ]

Bt MO RFFREH (TTL) 2 BT 5 12D O R ZHET D,

no I CTHEAT L= A IR EICE D,

Z DX EAEIL LLDP 7 L — A% 1{5 A (msg-tx-interva)IC R H X1, 512+ 1 LT TILEFEB) & 725,
TTL fiiX, Time To Live TLV IZF%E XN 5,

TTL = msg-tx-interval x msg-tx-hold + 1 (¥})
[ EH]
LAN 7R— k #1 THERME M OMEEM (TTL) 2B H T 57200 FE %2 2 ITRET 5.

SWP2 (config) #11ldp run

SWP2 (config) #interface portl.l
SWP2 (config-if) #1ldp-agent

SWP2 (11ldp-agent) #set msg-tx-hold 2

4.23.16 EEEEHB DO LLDP 7 L — AEEBEBORE

[EFX]

set tx-fast-init value
no set tx-fast-init

[/$5 X—&—]
value ¢ <1-8>
EEEE R O LLDP 7 L — A {5 H %K
(W1 E]
set tx-fast-init 4
[AJ1E— K]
LLDP =—Y = hE— R
[

ESEESIR O LLDP 7 L — A EE 23R ET 5,

no B CEIT LIRS IR EITRE D,

[RXEHI]

LAN &— b #1 TEHEEEHM O LLDP 7 L — AR EFEEE 2 IR TET 5.

SWP2 (config) #11ldp run

SWP2 (config) #interface portl.l

SWP2 (config-if) #11ldp-agent

SWP2 (11ldp-agent) #set tx-fast-init 2
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[EFX]

set too-many-neighbors limit max value

no set too-many-neighbors limit

[73T A—=F—]

max_value

[N E]

<1-1000>

A |G C & 5 MR KB A

set too-many-neighbors limit 5

[AS1E—F]

LLDP=—Y = hE— K

(@]

R— P CHEHTE 2 ORKRERZRET D,

no JEETHAT L 725 B I3 EIC bR D,
=~ DR KRR EBAT 6. B LW 558 72 LLDP 7 L— AT 5,

[/ — P}

a<w L  RERETHE. MHER— FNCTRERYDOLLDP 7L —A52Z(E L X0, T — MERSEST — 7 L)

70T S5,
[EEBl]

LAN AR— |k #1 THR— ML CTEBLTE 2O K% 10 ITRET D,

SWP2 (config) #11dp run

SWP2 (config) #interface portl.1l
SWP2 (config-if) #11ldp-agent
(

SWP2 (1ldp-agent) #set too-many-neighbors limit 10

4.23.18 LLDP #teD A v X — 7 = — A —FEHRE

[F=
Ildp interface enable #ype
Ildp interface disable
[F—T—F]
enable LLDP #REZ AN T 5
disable LLDP F&RE & #0295
S5 A —&—]
type EZEFEE—NR
BRIEME B
rxonly ZAEHHICHRET S
txonly EEHHICHRET S
txrx EEBLIOZEICHRET D
[AJIE—F]

Jua—m\)arz74b—varsE— R

[FiAA]

LLDP ¥%6E DB RN/ AR % 42T D LAN/SFP+R— MZ—FEHRET 5,

BREDHEEIX. FEE L LLDP 7 L— ADESZEE— FEHRET S,

[/—}

Ra<wr RixrZa—r~var7 47—y g — ROREITATHE,
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BB, Raxr FEK{A 2 —T72—ADLLDP RELZ T H72HDH D TH Y | running-config [ZIFF R IR0,
[ EH]
4 T? LAN/SFP+7/R— k@ LLDP #6E%# H%hZ L, LLDP 7 L — A Z%5%Z[5 e/ E— NICRET 5,
SWP2 (config) #11dp interface enable txrx

42319 4 V¥ — 7 = — ADIRERR

E&

show lldp interface ifname [neighbor]
[F—U—F]
neighbor DR L CO DGR O E R T D,
[73F A —5F—]
ifname : LAN/SFP+AR— DA F—T = — A4

FFRTAAL L H—T 2 —R

[ASTE—F]

FERFHE EXEC £ — R, %54 EXEC — K
B

ifname TIRE LizA ¥ —7 =—AD LLDP 1§ & £rT 5,
neighbor Z48E L7 BT A V¥ — 7 = — R ZEHL L TV AES DIEHR 2 KR T 5,

DITOEANRFRREND,
show lldp interface ifname DG

o AU E—T 2 —ARFDOFEHE R

Agent Mode

7'V » ¥ — F(Nearest bridge [ &)

Enable (tx/rx)

EEE— R/ZEE— R (Y : A[EE. N: RH)

Message fast transmit time

EHEE WO LLDP 7 L — A LERIFR (D)

Message transmission interval

LLDP 7 L — L3 MR ()

Reinitialisation delay

P ILER 2 O AL & TORFHI(F)

MED Enabled LLDP-MED TLV £{8 DA %/ %)
Device Type T NA A X A 7(NETWORK_CONNECTIVITY [&E )

Total frames transmitted

LLDP 7 L — A D%EEHK

Total entries aged

TTL BUL EZER 2L BHT — T AN BHIBR S8
D

Total frames received

LLDP 7 L — A DS(EH

Total frames received in error

LLDP 7 L — A DZET T —¥#

Total frames discarded

WIS 7- LLDP 7 L — A 0D¥K

Total discarded TLVs

%3 X 7= TLV O

Total unrecognised TLVs

Ak CcxE o7 TLV O

show lldp interface ifiname neighbor D55

o SRR ELE

Interface Name

ZRELIEAVH—T 2 —R4

System Name

AT LA TR

System Description

AT KDFA

Port Description

AN— s DFLHH
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System Capabilities

AT ADRES]

Interface Numbering

A B—T 2 —AFEBEOEA T

Interface Number

AU H—T 2 —AEF

OID Number

OID % &

Management Address

MAC 7 RLAEIZIP T KL XA

+  Mandatory TLV D1 %

CHASSIS ID TYPE CHASSISID TLV O % A 7 L i
PORT ID TYPE PORT ID TLV D % A 7 L
TTL (Time To Live) FEARTE RO PRFFRFH (D)

« 8021 ORIGIN SPECIFIC TLV D1 #

Port Vlan id A — F VLAN @ ID

PP Vlan id 71 k=L VLAN @ ID
VLAN ID R— K VLAN @ ID
VLAN Name A—  VLAN O£

Remote Protocols Advertised

YR—rF57a harol &k

Remote VID Usage Digestt

VID Usage Digestt fi

Remote Management Vlan

T VLAN O4 R

Link Aggregation Status

Vo7 70T = a DR ZER)

Link Aggregation Port ID

Vo277 ) F—2 g i R— D ID

« 8023 ORIGIN SPECIFIC TLV D& #

AutoNego Support

F— b xr A —3 g UHERED H /LR

AutoNego Capability F— b xrITvT— g UAEEREE K
Operational MAU Type WMERELT 2Ly I AFE—R

MDI power support PoE H¥HEH R — F OF M

PSE power pair PSE /XU —~7 —

Power class

PoE #a®& 7 7 A

Type/source/priority

PoE#EH A 7. V—A, BIELE

PD requested power value

PD #2503 k95 % /7 (0.1mW HAfi7)

PSE allocated power value

PSE #2503 A 7 T & 5871 (0.1mW HAL)

Link Aggregation Status

Vo o7 7 F— g v OBFNER)

Link Aggregation Port ID

Vo277 )= g iR— D ID

Max Frame Size

NN G

« LLDP-MED TLV ®Of## (LLDP-MED TLV %#%(8 LT BAICEREND)

MED Capabilities

LLDP-MED TLV OFf&EfED U A k

MED Capabilities Dev Type

LLDP-MED AT 4 7T /A A% AT

MED Application Type TV r—vary AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7' DA

MED L2 Priority

L2 DB E
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MED DSCP Val DSCP flE DG 2
MED Location Data Format MEHFRO 7 +—~ v b
Latitude Res FEEE D FRE(A 2072 BALE > M)
Latitude HEG4EY 1)
Longitude Res TEEE D REE(A 72 B E Y FK)
Longitude REGB4 B> R)
AT mEX AT
LA —H—
2EADTET
Altitude Res DR 2N 72 BALE > MK
Altitude EEGBO E Y M)
Datum Tl Hh L YR
0K [E ot S IR (WGS 84)
1:AE7 A U IR (NAD 83)
2467 A U A I HANAD 83) 0 - BETE S AR
LCI length FEEHRT — 2 DR E
What it DS PR E
0:DHCP H—/N— D57
17747 MiRbiinwWe&ZE2x bbb xy NI —/ 3
FDONLE
2:7 4T FONE
Country Code a—F
CA type CA (Civic Address) ¥ A 7°
MED Inventory Inventory 1&# U 2

NS HRIZES L CIE RFC 3825 2 &R

Bail]
LAN 7R— k #1 ® LLDP [§# % F =15,

SWP2#show 1ldp interface portl.1l
Agent Mode :
Enable (tx/rx)
Message fast transmit time
Message transmission interval
Reinitialisation delay
MED Enabled
Device Type
LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWP2 #

'
: NETWORK CONNECTIVITY

1
30
2

O OO OO oo

: Nearest bridge
1 Y/Y

42320 2THA V¥ — T = —RZBIT KR OB HF R

[FX]
show lldp neighbors
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[AJ1E— K]
FEFrHE EXEC E— N, %§# EXEC E— N
[
BETOA P —T7 == ATBT DGO M E R 5,
(FEREUT show lldp interface ifiiame neighbor =~ > K% &)
[ EH]

Befgi L TV DR OIF M A £ T 5,
SWP2#show 1ldp neighbors

Interface Name : portl.l

System Name : SWP2-10MMF

System Description : SWP2 Rev.2.03.01 (Fri Sep 7 00:00:00 2018)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering : 2

Interface Number : 5003

OID Number :

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id L
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30
Power via MDI Capability (raw data)
MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0x0
PSE allocated power wvalue : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude :
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length

OO O OOOo oo
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What 3
Country Code
CA type

MED Inventory

o O O

SWP2#

42321 LIDP 7V —2L O H—D 7 VT
[EX]
clear lldp counters
[ASE— R
¥t EXEC B— R
[FRHA]
ETODR—FDLLDP 7V —LH T X —% 7V TT 5,
Batl]
LLDP 7 L —A N A —% 7 )T 5,

SWP2>clear 1lldp counters

4.24 L2MS (Layer 2 management service) D52 iE

4.24.1 L2MS §HIHl 7 L— L DEZ(EH
(&)

12ms filter enable
12ms filter disable
no 12ms filter

[F—TU— ]

enable © L2MS Ol 7 L — A& B TE 2R
disable © L2MS Ol 7 L— A& EZETE D
(IR E]

12ms filter disable

[AJ1E— K]

A B =T z2—AE—F

[RLBA]

L2MS OfilfHl 7 L — A B EZET DN ENERET D,
no B CTHEITL=HAIE. L2MS Ol 7 L — L 5262 E TE D L H122 D,

[/ —}]

AKa<wr RiE, ULFOA U —7 2 —RIETRETE R,

e VLANA L F—T =—2R

o MBI A =T 2= R PFE SN TWDOYEA L H—T 2 — A

FRELA VA =T 2= R ZNBEENTWDEYELA F — T = — A%, WREDOAR I~ ROBREITHE > TEMET D,
B, B VA — T 2 — AR VX — T = — RANET HHEEIT, WA X — T = — AOREITIHEIC
RD,

Kavr ROREICED LT, LTOWTUNOFEMEENTZ L TV D354 1E, L2MS OFfilil 7 L — AN ESZA(E S
WIZENDHD,

« STP 7213 — 7 HHHEREIC L » TA % —7 = — A Blocking JREEIZ 72 > T 5

+ switchport trunk native vlan none =~ > RBREIN TV 5

o BMEA LA —T 2 —RIEENTND

[B% 2 5]
portl.5 TL2MS Ol 7 L — A& EZEFE LRNWE H 1T D,
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SWP2 (config) #interface portl.5
SWP2 (config-if) #12ms filter enable

4.24.2 L2MS DIERDORR
EEN!
show 12ms [detail]
[¥F—7U— K]
detail DOREMEER bR D

[AJ1E— K]

FEFFHE EXEC E— N, $## EXEC £— R

B

LT otE®RERRT D,

o I2MS ¥~ X —V ¥ —IZEHIN TV ED

¢« L2MS ¥ F—Y ¥ —D MAC 7 KL A(FHIN TV HEHE)
[/—F]

L2MS EIMEL TWARWEE, BHITER S0,

detail DIFTIL, L2MS N~ F—V ¥ — L LTEMEL CHHADAAENTH 5,
[ E R

=2 hELTEEL TV ABHAD L2MS [HREF T 5,

SWP2>show 12ms
Role : Agent

Status : Managed by Manager (acd44.f23d.0bb9)

425 A F 7T a v b

4251 2 F v Fay MEREDORTE
BN

snapshot enable

snapshot disable
no snapshot

[F—T—F]

enable DA F T vay MEREAENCTS
disable DR F T vay MERREAENIZ LR
[FIHIRR 2]

snapshot disable

[AF1E— ]

Ja—N)narz74 b —varsE—FR

[FHA]

2y T gy MERE AT D,

no WA THEAT LG EIX. ATy 7y ay MERBMNES L0 D,
[/—F]

Aawr RiE, L2MS B~ F—V v —L LTEEL T D HAEDARFERTH 5,
[ EH]

AF v vay MERERDZT S,

SWP2 (config) #snapshot enable
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4252 A F v T a v b DHBHRICHARZE 0 D DENPORE
[

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—U— k]
except-wireless  :  MESREHG S NI RIEHRE 2T > 7Y 3 v FOREBSRSRNHERNAT D,
(AR E]
no snapshot trap terminal
IASE—
sa—s\var 74 b—va e —R
B
IARNE A AT v T gy FORBHRICED D,

except-wireless 47 3 a Y AHRE LI GAIE, BERT 7 B AR A 0 M P ICEREE N SN R EHRIZ, ATy 7
3 v FOLEBSHRN ORI SN D,

no R CEAT LA L, MREWIZIAT v 7V a v OGS L7 D,

[/ —}]

AKa<wr R, ~x—Yv¥—& LTEMEL. 7> terminal-watch enable =~ > R & snapshot enable =~ > R)EE
SNTWDLIGEDAHRFAMTH S,

[ EH]

ARTEWME 2Ty gy FOHBREIZIED 5,

SWP2 (config) #snapshot trap terminal

4253 2+ v 7 a v b OERR
[#EX]
snapshot save [after-update]
[F—T—F]
after-update DRy N7 OBRREE RS Lk, Afy T vay bELTRET S

[AFE— ]

FiHE EXEC E— R

[RLAA]

LAN~ Y7 DAFT T gy MERRTR—RALR ATy T vay N7 7 A NVERET D,

after-update 47" > 3 UNEENLRWGE, BUEY R —V ¥y — DR L TSRy MU —27 OFERIRIEE AT 7o
avy 774V E LTRTET D,

after-update 77" > a URNEENDLEE, Xy VT —7 OBFRIREOIEFRESEHCEHR LcHk, ATy Tvay b7
7ANE LTRIFT %,

[/— 1]

after-update 47> a VNG END LA, Ky MU — 7 OERKEDOE @x WCHEFTT DRy U — 27 ORI
Ko TIEFDE T T 5 F TR B5E8 085 5,

[ EH

T b =7 OERUREEZ TR LI, AT v 7 vay N7 A NVEREFET D,
SWP2#snapshot save after-update
4.254 2 v a v FOHIER
[EA
snapshot delete

[AJTE— K]
HetE EXEC B— N
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B
A F v TFay NI ANEHIRT D,
[B%E B

AFyTFvay 87 A NVEHIRT D,
SWP2#snapshot delete

420 77— LU = T EH

4261 77— U =T EBHY A FORE
(&

firmware-update url ur/

no firmware-update url

[T A—F—]
url DR R KON ARL (255 U
Ty —AU =T NEPILTVSD URL
[WIHIRRE]
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swp2.bin
[AS1E—F]
rya—Nary7 4L —vgrE—R
B
WEB = "—(ZENPNTNWD T 7 =LV =T 77 AN TT7 77— 0 =7 EHf§HLEOF T u— FED

URL X ET 5,

AR “http://—R—D P 7 FLAHDHWIEHR A MG/ AL” Lot 725,

IPv6 7 KL ADEFATLIPV6 7 KL A]"D L HIZ"[]"CTHl 5 %HENH 5,

IPv6 Vo7 a—T RUAZEET L5651, A 2 —7 = — AL EET D MEDNH 5 (fe80:X%vIanN D
2o

Y= R—=D R — RS 80 LIS DLEIT, “http://—/S—D P 7 RLABHDH WL R A My — hES//SAL” L
WO BT, URL OHIZHRET HLERH 5,

[ E ]

Ty =Lz T DX 71— K5 URL % http://192.168.100.1/swp2.bin (ZF%ET 5,

SWP2 (config) #firmware-update url http://192.168.100.1/swp2.bin

4262 7 7 — LU= T RBHFTHHAT S HTTP 0 ¥ —HY—R—DRE
E=N|

firmware-update http-proxy server port

no firmware-update http-proxy

7 =5 —]
server : AB.CD

HTTP 7 a3 —H%— =D Pvd 7 KL &
server T [Xe X XiX]

HTTP 7' m ¥ v —H— =D IPv6 7 KL A
[X:X:X:X]D LD IZ[ITH S BE R H D

IPv6 V> 7/ ma—T RUAZIRET H561E, A V4 —7 = — AL IRET HLERH
5 (fe80::X%vlanN D)

Haf AT IS KON RLS(255 SCFRAY)
HTTP 7' v &% > —#%—/3—® FQDN
port ;. <1-65535>
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HTTP 7u x> —H%—NR—DJ A= T R— &K=

(AR E

no firmware-update http-proxy

[AJIE— F]
Ja—n"narz4 7 b—varE—F
B

WEB = —(ZEIPNTND T 7 =LV =T T 7 A NVEE>TT7 7 — L0 =7 BEHT25LEDHITP 7'k —
P N—ZRIET D,

HTTP 7’0 & ¥ —H—N—RNREINTORNWEA, HTTP 72 X U — P — =2 RHE I 7 7 — 20 = 7T HHN
fThid,

A= FEFLHROICRET DILEND D,

no B THEIT LE-HA 1T, HITP e %o —H— _R—DRELHIRT 5,

[ E 5]

HTTP 7' 0 % o —H—/3—% 192.168.100.1(7K— ~ &5 8080) I Zi%ET 5.,

SWP2 (config) #firmware-update http-proxy 192.168.100.1 8080
SWP2 (config) #

4263 77— AU = T BH DELT

[EX]
firmware-update execute [no-confirm] [no-reboot]
[F—U— K]
no-confirm Ty — AU T B OMERE L
no-reboot D 7y — AU T EHRBICHEER LR
[A1E—F]
F#HE EXEC £— R
[RLBA]

WEB #h—_—(ZEIPNTND T 7 — LU =T 77 A NVEBUEEITHOT7 7 — L0270V EVa v aF =y L,
HEEMAARETONE T 7 =0 =7 DIV T a T v T2 FTT 5,

HEWMR BRIV ETa D77 — AU =T BFET DL, HREROLNDDT, THT L5613y &, BH
L2WGAIE " Z AT 20 RH D,

no-confirm Zf5ET 5 &, WEREETICI Y a v T v T EFETT D,

no-reboot ZFET H &, VBT a 7 vy 7IEITHRICHET L, KREEEHRFCEGZO 7 7 —L 0 =7 TEET
Al

[/ —}]

firmware-updateurl =~ R CH¥ 7o — K URL #AHTX 5,

firmware-update revision-down enable =~ > RAHETH L HENWI BV ar~D) BV a X7 U725 L 91C

2%,
no-reboot & EWF (X, firmware-update reload-time =~ > R23GREINTWHATH ., BERZICHEHES L2V,
[ EH]

WEB #— R — 2B TNBE 77— AT 2T 77 A NT 77— LT =T EHT5H,

SWP2#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.03.01

New Revision: Rev.2.03.03
Downloading. ..

Update to this firmware? (y/n)y
Updating...

Finish

SWP2#
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e
i

4264 77— LU T E U a—RKEZA LT U NER D
[

firmware-update timeout time

no firmware-update timeout

[XT A —=F—]
time 1 <100-86400>

ZA LT U NEERHEI(FD)
(AR E
firmware-update timeout 300
[AJIE—F]
Ja—n"narz4 7 b—va e —NF
[@iA]

WEB H—"N—In5 77— AT 2 X 7 ua—RT5L&0X A LT Y NEEERET D,
no JERCTEIT LB ITVIHIRTEICR S,
B&l|

Tr—AhU =T AU ru— ROSA LT MEEZ 120 BICRET D,

SWP2 (config) #firmware-update timeout 120
SWP2 (config) #

4265 )V YV a U E T U OEF
[ER]

firmware-update revision-down enable
no firmware-update revision-down

(AR E

no firmware-update revision-down

[AJIE— F]

Jua—nN\)aryz 4 b—varE'—FR

[LBA]

WEB = A_—ZEINTNDE 77— LV =T 77 AN EfoTT7 7 =027 HHTL5L &, BUEOY BV a &

DHEHEWI EY g //\@77 AT =T DI a XAy aiFad b,
XK TEITLESEAIZI B a U X T U ZFFr L7,

[ EH]

Veva s wifad b,

SWP2 (config) #firmware-update revision-down enable
SWP2 (config) #

4.26.6 7 7 — AU = T EHTHERER EDFER

[
show firmware-update
[AJIE— ]
FiHE EXEC E— R
B
77 —hU =T BRI BT D BEOR TR E R T D,
LIFOEANFR S :I/Léo

e XUl u— 4D URL
« u¥i—H——@ URL
e Xvuru—RDOXA LT NEER
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RS EPZ &%
s REEEHFOT7 7 —2 72TV ET g
o HUHTR ORISR A
[BEH
Ty — AU =T BEEEORERNE LT D,
SWP2#show firmware-update
url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swp2.bin
http-proxy: -
timeout: 300 (seconds)
revision-down: Disable

firmware revision for next boot: -
reload-time: -

SWP2#
4.26.7 7 7 — AU = T BB O FEBIREL DR E
[

firmware-update reload-time iour [min)
no firmware-update reload-time

[T A —=HF—]
hour o <0-23>

77— AU = 7 RO R EREZ ()
min . <0-59>

77— AU =T HHOBEEREZ(5)
[AS1E— R
sa—m\)varZ 4 L—varyE—FR
B

Ty =AU =T EHGOBEINCLDH Y 7 — 20 = T AL E R ET D,

no B CEITLIEGEE 77— AU = 7T HHERICHESH L CH 77— v =T 2#HT 5,
(B EH]

77— AU =T BHOFEEIRL A2 AM 1:30 IR ET 5,

SWP2 (config) #firmware-update reload-time 1 30
SWP2 (config) #

427 Al a—)u

(]

4271 A a—)VDRE

[

schedule id time date time template_id
schedule id event event template id
no schedule id

[/3T A —HF—]
id : <1-10>
AV a— )V
date D<1-12> F£720% */<1-12> £ 7213 sun, mon, ..., sat 723 *



time

event
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H/R

A DR EH] RENE

1 1 H

1,2 1AHE2H

2- 2APB 12 AET
2-7 2AHMBLTHET
-7 1LHM™HTAHET

* A

H DRREH] RENE

1 1 H

1,2 1HE2H

2- 2HMLI2AET
2-7 2HMBTHET
-7 IAMBLTHET
mon HMEH

sat,sun +HEH & HIEH
mon-fri HIEANS&RAET
-fri HIEH 2 ORREAET
* (!
<0-23> F721F * 1 <0-59> £721F * 1 <0-59>

IRF: 53 F) (B D FEE 1374 W& 7T RE

DR TE B RENE

12 12

12,13 12 Kf & 13 FRF

12- 12 Bg 5 23 K E T
10-20 10 R§ 5 20 RFE T
-20 0 BE/N D 20 BEE T
* I

5y DFREH] RENE

30 30 47

15,45 1545 & 454y

30- 30 3705 59 N E T
15-45 15535 45453 % T
-45 05375 4553 % T
* (=5

A b

RIEE i

startup EE Lz L X
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template_id o <1-10>
AT a—)VT T L— hEE
[FIHIRR 2]
L
[ASE— K]
Ja—)ar7 47— g F— R
B!
time ZH L TAF Y a— 5B E LSS, BE Lo L X ESNTE A Va— AT FlL— |
ICRER ENTWDET 7 v a v &2 FEITT 5,
event L TRV a— VERELIELE. BELIEA XY IRBELXIBESNTEAF Va—NVT T L—
MR ENTWET 7 a v 2F (T4 5,
no IR TEIT LA, FBELZID DA Y 2 — L EHIERT 5,
[/ — 1]
BEHDO A ¥ 2 — VRN FEITEINDHGE, ID D/NIWENLIRIZE TSNS,
HORMECTHT LA ZRAESETRET D Z EIXTE 0,
FORELZAN LIZSE. 00 BERE LA LR UREILR D,
A B LR O E T & O FiPHIEEC" " IC L A B EA T 5 2 &N TE 5, 7272 LIz -, %
WEH PR ESC" "I L AR EEZ T H Z LILTE R,
[ EH]
FRAMED D 0,1,2,1221,2223 05 1 5 CICAT P a— TP L— b #l ZFEITTIHAT D a—)V#] ZRET D,

SWP2 (config) #schedule time */mon -2,12-14,21-:0 1

4272 AT a— VT — RO OHRE
&=

description /ine

no description
/S5 A —&—]
line CEAEETER L OATEE(64 LFL)
A a— VT 7 L— hDFIA T
[FIEIERE]
no description
[AJIE— F]
Ay a—)VT S L— N E— R
B!
AP a— VT T L— N OBIA R R ET D,
no R THEITLIEHA L. A7 P 2a—AT o FL— FOFIAXEZEIRT 5,
[BREH]
AT a—)T T — ML ERET D,

SWP2 (config) #schedule template 1
SWP2 (config-schedule) #description Get tech-support

4213 ATV a— N T T L— FOENIEFORE
[EX]

action switch

no action
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[78T7 A= —]
switch DR a— LTS L— NORE
R EME B
enable A a— T T L— MR T 5
disable AV a—)VT T L— N BT D
[FIHEIERE]
action enable
[AS1E—F]
AR a— VT L— hE—R
B!

ARV a—)VT v — N ETITENCT B,

Ko< RTdisable Z$ETHZ LT, NI H—DEENCEL AT 72 a v OFEFTEIEDLZENTE S,
n R TCET LEEASIE. AP a—nNFr 7 L— NeBFNIT 5,

[ E B

A a— )T L— N #1 AT B,

SWP2 (config) #schedule template 1
SWP2 (config-schedule) #action disable

4274 A 2 — )V 7T L — FDORE
E=N|

schedule template femplate_id

no schedule template
[73F A —&—]
template_id ¢ <1-10>

A a—)T T L— NS

[FIEIEE]
7L
[AJIE— F]
ra—\)var 74—y g Ee— R
[RLBA]
RV a—NT 7 L— NeRET HE— RIIBITT 5,
no W THEITLIZBEAIE, HBELEAY Y a—LT 7 L— F2HIRT 5,
[BREB]
AT a—NT T — M ERET HE— RIBITT 5,

SWP2 (config) #schedule template 1
SWP2 (config-schedule) #

4215 AV a—NTF oL —rDa<wy RETFORE
E&

cli-command id command

no cli-command id
[73T A —%—]
id c <1-20>
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o< RES

command o o< R

[ E]

L

[AJ1E— K]

A a—=NT T —E—R

B!

AV a— ) HERED b U T —NEB LTz & FICE TS D a~vy RERET 5,

no JEATIAT LG, HELILEZOa~r FEHlRT 5,

[/— k]

RICAYT Y 2—T 7 L— NI cli-command 2~ 2 R & script 2~ 2 RO T NERE SV TV DA, seript 2+
v RINFELTE R, cli-command =~ > RIZEIE L 720>,

RO~ FEREBELEGS. 2332 RESNVINSWEPLIREICETSND,

BE D~y RERE LIESGA, 2~ RRBEPCETEZ I —Ilho/c b LTHEY O a~vy RiIF TIN5,

N U= EE) L7 C, #5HE EXEC E— R Ca~vy RRETEND 2D, avy FIZX > TT#Ed et — FiZ
EBETLODa~v s bbby THETA2LENRH D,

REERTT DHEEITRKELD write I~ RERITTIHIMERD D,

BB Ca~y RERET D2 LIFTE RN, flxiEA v ¥ —7x—A L LTPortl.l DASJE— RIZADHE, int
portl.1 Ti%72< | interface portl.l & FLilk T D HENRH 5,

LTFDa~<y RIZFEITTERU,

backup system, boot prioritize sd, no boot prioritize sd, certificate user, clock TifE 5 =~ > K, cold start, copy radius-server
local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update execute, firmware-
update sd execute, logout, ntpdate Tl E % 2~ > K, no ntpdate TIAE 5 =~ > R, password-encryption, no password-
encryption, ping, ping6, quit, reload, restart, restore system, schedule, no schedule, schedule template, no schedule template,

show ThiE % =1~ > I, ssh, ssh-server host key generate, startup-config select, no startup-config select, system-diagnostics
on-demand execute(*1), telnet, traceroute, traceroute6, unregister yno, yno enable, yno disable

(*1):system-diagnostics on-demand execute no-confirm |£5E17 I HE

[ EH]
AR a—)vT 7 L— K #l O3~ REE #1 2 copy tech-support sd 2~ > R&EEKT 5,

SWP2 (config) #schedule template 1
SWP2 (config-schedule) #cli-command 1 copy tech-support sd

4.28 PR FIEA M

4.28.1 TR A NG DERE
B

hostname hostname

no hostname [hostname]

[/RT A —F—]

hostname DA L UNEARE (63 SCFELA)
WA M

(IR E]

hostname SWP2

[AF1E— K]

Ja—x\)ary7 4L — g E— R
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B
KA NGERET D,
AKa< RCHRELEFA biZa~vr Ry 7 e LCHERT S, SNMP 77 & R A[REZR AL, MIB 2%
sysName Dfi & L CHEHT %,

no G CTHEAT LI GG IR E 2 MBI R T,
[ E B
™A N4 % "yamaha"\ZRRTET D,

SWP2 (config) #hostname yamaha
yamaha (config) #

4.28.2 2 AT ADOHILE)
EEN

reload

restart
[AJIE— K]
Kt EXEC £— R
[RiAA]
VAT LEHEET 5,
[/—}]
FITHORE(T =7 a7 4 DYPERBEOFREAR L — T v 7 a7 4 ) POEERINTWAHEE, FiLHE)
(C XD EENEN /D20, MBI U T, reload 221~ 2 FX° restart =~ > RETH{IZ, copy running-config
startup-config =~ > RC write 2~ R, F/oidsave a2~ REEITTH I &,
[ EH]
VAT LEBEST S,

SWP2#reload
reboot system? (y/n): y

4.28.3 & EDAHIL
(&R

cold start
[AS1E— )
¥i#E EXEC £— K
[BiFA)
TR OF%E CHIEBIT 5, SYSLOG b ET 5,
[/—}]
gy REATHFICEE NS AT — RE2ANTHVERD D,
RN AT — R EDIRIETIZ, Ra~ U FEFETTL LN TEEY A, Aib o TRENSATY — REZEH
TOMERHY T,
[BREH]
RE 2 1T %,

SWP2#cold start
Password:

4.28.4 F1H] LED t— FOH®RE
[E=]

led-mode default mode

no led-mode default
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[78T7 A= —]
mode © WIHLED £— K
BREME iEA

link-act LINK/ACT &— K
vlan VLAN &— F
off OFF £— K

[WIHRRE]

led-mode default link-act

[AS1E— ]

ra—\)varZ 4 S b—varE'— R

(@]

WIH LED &— R& &% ET 5,

RKav o REFT45E FELICE— RTLED BRI T 5, Fio, =7 —03384 L STATUS E— RIZBAT L7125
HTH, =7 —fREHZITERE L7 LED E— FIZR D,

no B CHEITT D &, WHIERTIZR D,

REH

¥ LED & — K% OFF £— RIZEET 5,

SWP2 (config) #led-mode default off

4.28.5 LED E— FDOFE/R

[ER]

show led-mode
[AJ1E— K]
FEHFFHE EXEC E— K| F#bE EXEC E— N
[FHA]
LED &— ROREREZ LT D,
UTFoHEBAZRRT 5,

o WM LED E— FOEE

o HED LED E— ROfkHE

(B2 2]

LED £ — FORECREELFRRT D,

SWP2>show led-mode
default mode : off
current mode : link-act

4.28.6 "— b= F — LED JREEDFE R

&

show error port-led
[ASTE— ]
FERFHE EXEC £ — N, i EXEC E— N
[@iHA]
TT=DRELTVWDLR—FDID LU TOT T —EHREERRT D,

HH B L

loop-detected (blocking) N—THBE LT e yx o 7

loop-detected (shutdown) JL—7 8 LT shutdown H
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HE B
sfp rx-power error (low) SFP ¥ LUV IE R X 0 KT
sfp rx-power error (high) SFP Z e L~ LN IER R L 0 E5F

[BXEH)
R— DT —REEFRT D,

SWP2>show error port-led
ID error

portl.1l loop-detected (blocking)

4287 7 4 v T AA v FOREFER
[EX
show dipsw
[ASE— F]
FEFFHE EXEC £ — R, $§#E EXEC £— N
B
Fa v T AL v FORBIOIRE & BUEORIER FRT 5,
[BEH)

T AT ALy TFOREERTT D,
SWP2>show dipsw

DIPSW SW1 SW2 SW3 SW4
Startup status : ON OFF OFF ON
Current status : ON OFF OFF ON
4288 [ZDAA v F 5T BEERLS
[EX]
find switch start sec method
[/XT A—F—]
sec o <5-3600>
[ZDAA v F 2T R
method s HiE
INTA—F — B
led F&¢8,CAR— b LED & MRS E 7,
[AJ1E— K]
¥iHE EXEC £ — K
B
BELEHEHFET (20X, v FE2ET) HEEEFTT 5,
[/ — D}
BIFED LED & — KA OFF £— RIZ/2 > TWAEA, LED Z AT £8 A,
[ EH]

LEDICX VY 1077 TR v FZ2EET ) M2+ 5,
SWP2#find switch start 10 led

4289 [ZDRA v F 2T HeEEL

E&
find switch stop
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[AF1E— F]

¥ EXEC £—

[FEA]

(ZDAA v F Y| ERezirlbT 5,
[ E B

(DAL v F2PRT ) WaeziF1kT 5,

SWP2#find switch stop

4.28.10 ProAV 7' u 7 7 A LFERI| DR E

EEN
proav profile-type fype [name name]
no proav profile-type

[T A—F—]
type © ProAV 71 7 7 A JLFEH
RIEE B
dante-primary Dante 77 4~V —
dante-secondary Dante 7 > % U —
extron-nav Extron NAV
ndi NDI
name DR T A VA
? A=A % PR IR L UNEARL (32 SUTLIN)
(IR E]
L
[AS1E— F]
A F—=Tz—AE—F
[@i ]

ProAV 7'u 7 7 A VR Z R ET D,

A< Rid, Web GUI ® ProAV g% E<—" T VLAN & ProAV 7' 7 7 A L OGO 7= DIV B D,
[/—}]

Ao~V RIZVLAN A VX —T 2 —AZDOHFHRETE 5,

Ao~ R%Z CLI TEITLTH, ProAV 7' 12 7 7 A LORREITEH S /e,
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HSE
A B —7 = —AH|HE

5.1.1 FRBASCDER
EE

description /ine

el

no description
[73T A =4 —]
line DA ST LU R (80 SLFLI)
KR B —T = — ATKT DA
(AR RE
no description
[AJ1E— F]
AH—=T7=2—AF—F
(@]
HRA 2 —7 == AT L TR EZRET D, no JEARTIIT LI2GEIR, S CZHIRT 5,
B!

LAN R— R #1 [ZEBACERET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #description Connected to rtxl21l0-router

512V %y hE TV
B

shutdown

no shutdown
(#8137 2]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[FHEA]

MBRAVH =T 2—A% vy N L TER LWL 1295,

Kavwy RIRRESNTA L F—T72—AF, B Tb ) 77 v 7Ll 725,
no B CTEIT LG AIE, WAV —T 2 —RAEFEHTE DL 125D,

[/—}]

AKa< R LAN/SFP+R— F B L OGRELA ¥ — 7 = — AT D B E Al RE,

FRERA A — T 2= AERGE L TR FERE LEHAIR. TOA v F—7 2 — A ZFTET 54 TD LAN/
SFP+R— M DRENEE D,

Bl

LANAR—F#lZ vy ML THEHA LWL S ITT 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #shutdown
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5.1.3 BEHE - BEET— FORE

[EX]
speed-duplex type
no speed-duplex

[T A—F—]
type DOBEHWE - BEE—-RFXAT
HEHE - BEE— K EA T EL
auto F—hrxrIvz—Ta v
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E
speed-duplex auto
[AJ1E— ]
A HF =T z—AE—F
B

BEHE L BET— RERET D,
no IR CHAT L= B I3W R TCICRE D,
[/ —F]

RAv U RICRDOREELZIT) &, YA =T == AR—FC) 7 X0 T 5,

A~ Rid LAN/SFP+R— R DB a% & FlHE,
LAN 7R— N Z typel0000-full 1TF%E TE 220,

SFP+7R— MIEXETE D type 1T auto & 10000-full DA TH %,

[EE B

LAN R— b #1 O(E #1815 E— N % 100Mbps/Full IZRET D,

SWP2 (config) #interface portl.1
SWP2 (config-if) #speed-duplex 100-full

5.1.4 MRU &€

&

mru mru

no mru
ST A—5—]
mru T <64-10240>

ZAERRE/ IR T L — oA AERET HEIIEETHDZ L)

[FIEIERE]

mru 1522

[AF1E— K]

A H—Tz—AF—R

B
ZAETRERE RN T L— bV A XERET D,
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no JER THEAT LI SAITIR EIT R S,

[/—}]
A< Rl LAN/SFP+7R— MMI D &R E A RE,
(B EH]

LAN &"— b #1 ® mru % 9000 /XA MIFRET D,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #mru 9000

515270 R/ Ak L— HERHBIERE
[

mdix auto action

no mdix auto

[/XT A —=HF—]
type : r7r A S AR L— N BEPHRO#EE
REME S
enable 7 mA/A b L— b BRI Z AT D
disable 7 m A/A b L— b HEPAE 2 BT 5
(IR E]
mdix auto enable
[AS1E— F]
A F—=T=2—AE—F
[@i ]

7 A A L— FEEERZ AT D, AT D L BEIRICLER T —T VR X A T (A b L— FETi3s
B AR L, Bk a BUICERET D,

no G THEAT LG G IR, BEVHBIAEZNIZ/Z2 D MDI & 725,

[/—}]

A< Fid LAN R — MO B E T HE,

AKa<wr RICEDRELEFEZITI & BHgA v A —T =2 — AN v 7 X 45,
[BREH]

LANAR— F #1 27 v A X |k L— b O  HEPHRIERE & #2015,

SWP2 (config) #interface portl.1
SWP2 (config-if) #mdix auto disable

5.1.6 EEE g% &
(&=
eee action
no eee
[78T7 A —=F—]
type :  EEE O@jfE
RIEME iEA
enable EEE /T 5%
disable EEE Z 0235
(IR )

eee disable
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

4485 JI¥%BE Energy Efficient Ethernet(EEE) % A ZhiZ 3 5,

no I THAT L7=3E 1%, EEE NN/ %,

[/ — 1]

Ao~ RiE LAN R— M2 DA% E AT HE,

Kawr IR DBRELEFEITO L, YA v A —T 2 —ARN—BIC) v 7 X045,
[BX E ]

LAN 7R— k #1 ® EEE 222 ¥ 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #eee enable

5.1.7 EEE XL AR &2 RRT D

&y
show eee capabilities interface ifname
P85 X —5—|
ifname : LANAR—RhDOA U H—T 2 — A4
FHRTHA LA —T 2 —A
[AJIE— ]
FERFHE EXEC E— I, %5 EXEC E— F
B
FRE LA 2 =7 2= AN EEE IR LTV DN E I hEERT D,
UTOHEHNE RSN D,

HAE A
interface AU H—T 2 — R4
EEE(efficient-ethernet) H &7 EEE (T4t L TV D 0
Link Partner xtAREAY EEE (2K LTV 2 s
[/— k]

SEABEAN R S TV RN E I, EEE ICHG L TRV ERRSND,
[ AEBI]

LAN 7R— k #1 ® EEE &t o] 5 & £r 7 5,
[cHAEEAY EEE (25 LTV B354

SWP2#show eee capabilities interface portl.l
interface:portl.l
EEE (efficient-ethernet): vyes (1000-T, 100-TX)
Link Partner : yes (1000-T, 100-TX)

[k EEE IZxf0G L TV e WA

SWP2#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : not enabled

51.8 EEE 27— & R [EREFRT S

E&

show eee status interface ifname
P85 X —5—|
ifname : LANR— DA o H—T 2 — A%
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BRTAEA LB —T 2 —RA

[AJ1E—F]
FEFHE EXEC £— N, Kb EXEC T— F
[FFA]
ELIEA L H—T 2—ADEEE AT — X A% FKrt 5,
UToHEANE RSN,

HH A
interface AU H—T x—R%
EEE(efficient-ethernet) EEE A ZhE )
Rx LPI Status ZfEMOBEESE— FOIREE
Tx LPI Status ERMOEEST— FOIRRE
Wake Error Count TT—AU b
[BRE ]

LAN 7R— k #1 ® EEE A7 — % 2% £ 7 5,
[EEE 23N DA

SWP2#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None

Tx LPI Status :  None
Wake Error Count : 0

[EEE A OHE]
SWP2#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE NN 2EES)E— R~BATHDOGA
SWP2#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE AN OB EIIE— R~BITL TV D54]
SWP2#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 R —FIT7—1) UV TORE
B

mirror interface ifname direction direct

no mirror interface ifname [direction direct]

[F—TU— K]

direction D N T T4 v OER M ERET D
[T A—F—]

ifname : LAN/SFP+R— hDA v H—T = — 24,

NG T 4 I HIT=V T HA =T 2 — A
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direct N7 7 4y 7 OEERITT
FF 74 v 7 DERSGH B

both ZARM & RAF D T7
receive ZAEM
transmit EER

[WIHIRRE]

7L

[AJTE— K]

A H—=T7=2—AF—F

B

RGA B —T 20— A% A=T 7 —KR— N ifname xE=%—7R— K& LT, direct CRESNT T 74 v 7%=

F—VIT 5,

no JECHEAT LI25HE

[/— ]

. 25—V Ly OREREIRT S,

ARz RiZ LAN/SFP+R— ~ D& 3% E Al e,
AT 7 —R—PMNIBRETEDA L H—T—RT 1 DD,

[BE B

IANR—F#l Z#RA=T77—R—FL LT LANR—F#4 DFEZET L —LE LANR— M #5 OEE 7L —0 %3

STt 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #mirror interface portl.4 direction both
SWP2 (config-if) #mirror interface portl.5 direction transmit

5110 R— h X F—1 VT DIREBER

[F=

show mirror [interface ifname]

[F—Y—F]
interface
ST A= —

ifname

[ASTE— K]

FEHHE EXEC E— KN,
[REBA]
R—=rIF7—=UTD

1 DOBEHEAR—FZ &I

U

Ax A&

FRTHEMER— P 2IEETD

HibE EXEC E— K

LAN/SFP iR — F DA X —T =— A4
FrRT HEMAR— b

FRT D, interface ZEHME L72HEI1E. ETCOEMRF— MIHTIRERERIND,
. UTOHENRRRIND,

HE B
Monitored Port AR — "D A o H—T =2 — R
Sniffer Port A=T 7 —IR— DA LV F—T 2 — A4
Direction N7 4 v OBERGR
[EXE B
TV TR NOREELRTT D,

SWP2#show mirror

Sniffer Port Monitored Port Direction
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portl.1l portl.4 both
portl.1l portl.5 transmit

5011 A V' F—7 = —ADIREFER

[ER]
show interface [ type [ index ] |
[/XT A—F—]
type LA HE =T 2 — AT
AVB—Tz2—REAT B
port ML A —T 2 — R
vlan VLAN A VX —T = — A&
sa ABT 4 TR A —T 2 — R
po LACP i A v X —T = — R
index ATy I AR
LV H—Tz—RID 254 B
1X ERICHFTINTYEHA X —T 2 —AD
' FROEIET 5.
<1—4094> VLAN ID %#45E7 5%,
_ ABT 4y iAo =T 2 — ARG
<1796 RET 5,
127> %KP%E4V&—7I—X§%%%E¢
[AFTE— ]
FEHFHE EXEC £— R, F¥#E EXEC E— R
[RBA]
ifname CHE LA V¥ —7 2 — ADWREEZRRT B, ifname AW LT-GEIX, £2TOA ¥ —7 = —ADIREE
ERTT D,
UToHEENRRREIND,
EHH A
Interface AR —T 2 — R
U2 AT —H A %2 (shutdown FF
ITERERRT D)
Link is + shutdown % &K : (by shutdown)
o R— b T —HHEE: (by err-
disable)
Hardware is A > —7 = — AFEj(Ethernet,
VLAN 72 &)
HW addr PEE(MAC)T R LA %1
Description A B =T 2 —ZADMHAL
iflndex AV B—=T 2—AA LT v I A&
MRU Maximum Receive Unit %4
ARP ageing timeout I;R—Péi; Hgfg)ég R (ARP == > b
Speed-Duples I, B KORER
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ala Ey
Auto MDI/MDIX Auto MDIMDIX A %h/ME5h %1
SR/ A X NR 2
IPv4 address IP zl /A7 X3 (AP 7 R

ARERFDAHFIRIND)

mfm—F%%XFTFVXXME
T RUVABREROARERIND)

broadcast

AA v FR—=FDE—R
Switchport mode e access: ¥ 77 L
« trunk: ¥ 7 X

ANZ 420 7 DORRE
Ingress filter + enable: %)
+ disable : #EZ)

ZAEARE/R 7 L— LA A T
Al BTDTL—LEZFZE T
Acceptable frame types HIERRZ: L)

+ vlan-tagged only : VLAN % 7 O ff
W27 L— L DHZAE

B 7 L7 L —A%¥5 VLAN ID

o XTI LAE— NDLGE:
switchport access vlan =~ > I C
7€ L7z VLAN

Default Vlan . BIOEFE— OB XA T4
7 VLAN

o ZUMER—FTEITHENRT Y

b~ D HEAGERE D54 - None

ARAFERF : vianl

Configured Vlans M A U H—T = — ADFTE LT

% VLANID O—&
packets ZAE Xy MR %2
bytes A NA M %2
input multicast packets ZE~YNTFF v A MRy MEOK2
drop packets %E/*‘ > 7 iR LTe Ry M
2,%5
packets FENT Y ML X2
bytes EIE A MK x2
multicast packets BELT X A SNy Mx2
output REETm— R 2 hSh o KX
broadcast packets 5
drop packets i‘;;l/sl\ 1y LI EANT Y M

X1 YA L H—T 2 — AD IR
X2WPERA L H—T 2 — A, WA U H—T = — ADRHRER
X3 VLAN A ' H — T = — ADHFER
ABBA LA —T 2 —ABIOVVLAN A v X —T =2 —ZADEFEIT, FTDOA L Z—T =2—RAZBLTWDHYHEA
B2 —T = — A D/ Ml &Ko
X5 T —/v Ru vy TRENRGEICEEOFEHR. BHRGEIIEZEOEROATREINET,

(B 2B
LAN 7R— |k #1 OREEZFRT 5,



SWP2# show interface port 1.1
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description:
ifIndex 5001,
Speed-Duplex:
Auto MDI/MDIX: on
Vlan info:
Switchport mode
Ingress filter
Acceptable frame types
Default Vlan
Configured Vlans
Interface counter:

MRU 1522

input packets
bytes :
multicast packets:
output packets :
bytes

multicast packets:
broadcast packets:
drop packets

VLAN #1 OIRFER FKIRT D,

SWP2#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description:
ifIndex 301,

auto (configured),
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Connected to router

1000-full (current)

access
enable
all

1

1

320
25875
301
628
129895
628

0

0

Connected to router (VLAN)
ARP ageing timeout 1200

IPv4 address 192.168.100.240/24 broadcast 192.168.100.255

(u) -Untagged, (t)-Tagged
VLAN ID Name State Member ports
1 default ACTIVE portl.1(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
5112 A v 2 —7 = —ADREOH FFHT
[EFX]
show interface brief
[AFTE— ]
FEHFHE EXEC £ — R, M EXEC £— K, filla> 74/ L—v g E—FK
B
A UH—T 2 —ADWREEH ST RT D,
DFTOHENEKRRIND,
HE A
Interface B —T 2 — R
Type A U H—T = — AFER] %2
PVID ?7&L7V—A%&5WAND
%2
AA v FHR—FDE— R %2
Mode e access: X 72 L
e trunk: ¥ U} x
Status Vo AT —H A
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g&li

EHH B

Voo 2y DR

+ AD: shutdown iR &

e ED: A— h=7 —ft
« PD: RECLISL

Reason

Speed BAEHE DOEMEIREE %2

g 2amBliA v X4 —7 = — ADFE

Bl %1

© ) AFT Ay T EEA S =T
= — A

« (P):LACPfm#Af o F—T =—2A

AR d DA v ¥ —7 = —AD ID

Port Ch

Description A B —T = —ADFAL

X1 WA B —T 2 — ADBFR

X2WPRA LV H—T 2 — A GBSV H — T = — ADHFIR
[ EH]

A B =T 2 — ADRELTHHFERT D,

SWP2#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.1l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up = lg = =
portl.3 ETH 1 access down PD auto -- ==
portl.4 ETH 1 access down AD auto -- ==
portl.5 ETH 1 access up == lg == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up == 1g == ==
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up - -

vlan2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1g ==

5013 A F—Tx—AD Vv I

&y
interface reset ifname
P85 X —5—|
ifname : LAN/SFP+AR— M E T A v 7 —7 = — X
VY bHA 04 —T=—R
[AJ1E— ]

HrfE EXEC £— R



[FAA]
EELTA X —T7=2—R %)y b5,
[/—H
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WHRA L Z =T =2—ADY 7 REE VY P L, V7 2BiELT D,

mEB. Uty MTHEN—RIZY 7 Z T U RRET D,

FRELA v H — 7 = — AR LT D LAN/SFP+R— M Z

[BREH
LANAR—F#1 2ty M5
SWP2#interface reset portl.1l

5114 7V —AL AU U F—FRKR

IFEITTE R0,

EN

show frame-counter [ifname]
[NF A—F—]
ifname LAN/SFP R— DA > X —T = — A%,

BT DAL H—Tx—RA
[AS1E— ]
FFrHE EXEC E— N, F#kE EXEC £— R
[RLBA]
ifname CIRELTcA V=T =2—ADT L—L N Z—IFWRELRRT D, ifname ZEM LIZHEIX, £2TOA
B —T7 2 — ADIERERRT D,
ITOEANFRREND,
HH A

Packets EE/ZENT Y MR
Octets HEE/ZEF 7T > MR

Broadcast packets

Ta— kF X by bR R

Multicast packets

A FF A RSy R EIER IR

Unicast packets

2=F v A NIy MEEERZEEK

Undersize packets

T U= RNy NEAEE(64 AT T BART DR
7 )

Oversize packets

Fr—= =Y ARy NAERA523 A7 T v R D
sy B

T 7 A "Ry NEAEH(64 A7 T > MR T CRC

Fragments NERETHDH/7 v b)

Jabbers Py NNy RARH(1523 A7 T PLLET CRC
WERETH Dy R %)

FCS errors FCS =7 — "7 v M8

RX errors T 5 — ¥

TX etrors EETIT—H

Collisions 2 Vg R

Drop packets 7N 1\ "y Lffi’i:%/\"#:/ O AP g = (Ui
DZFETERNoT 37y M %2

64octet packets 64 F 7T FEOS Y FEZEK

65-1270octet packets

65~127 47T v ROy FEEHK

128-2550ctet packets

128~255 477 v hEDO/NT v MEEE
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HAE

B

256-511octet packets

256~511 &7 7 v RO/ NEZE

512-1023o0ctet packets

512~1023 &7 7 v "EDO/r v N EZERK

1024-MAXoctet packets

1024~ KA 7 7 v MR DD/ v b

1 KA EZ—7 2 —AD MRU T L TEET A,
X2 7 —)V Fa vy IRENLRGAICEROFR,. BHLRGEICIEZEOEROAFRREINET,

(BB

LANFR—RF#l DT L —AL AT H—

o SN A

SWP2#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
Packets 84
Octets 6721
Broadcast packets 8
Multicast packets 76
Unicast packets 0
Undersize packets 0
Oversize packets 0
Fragments 0
Jabbers 0
FCS errors 0
RX errors 0
Transmitted:
Packets 91
Octets 11193
Broadcast packets 0
Multicast packets 91
Unicast packets 0
TX errors 0
Collisions 0
Drop packets 0
Received and Transmitted:
6doctet packets : 1
65-127octet packets 166
128-2550ctet packets 7
256-511loctet packets 1
512-1023octet packets 0
1024-MAXoctet packets 0
5115 T L—b ATV E—DI YT
[ER]
clear counters ifname
clear counters all
[F—V—F]
all DT RNTCDOA =T 2—AD TV —L I E—% T VT T 5
85 A —5—]
ifname : LAN/SFP+AR— R E/oidimi A v X —T = —ADA VX —T = — A4,
HWHROA B —T x— A
[ASTE— F]
Rt EXEC E— I
[

A HE—T 2 —ADT VL —AH I X —% T VT T 5,
ifname ZIEE LT GEIE. TDOA X —T =2—AD T L—L IO X —% 7 VT T 5,
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ifname \ZFRERA X —T 2 — A BIRE LTEHAX. TDOA L H—T 2 —AZFTET 54 TO LAN/SFP+AR— h D7 L

— LI E—F T VT T 5,

[BREH]

LANAR—M#l DT L—L A0 2 —% 7 VT T 5,
SWP2#clear counters portl.l

5.1.16 SFP+E ¥ = — /L DIRBEFE R

E&
show ddm status [interface ifname]
[F—T—F]
interface © AT D SFPHAR— hEEET D
[/3T A—HF—]
ifname i SFP+AHR—FDA L H—T = — R4
FoRd D SFP+AR— k
[AJTE— K]
FEFFHE EXEC £ — . %5 EXEC £— N
B

SFP+E Y 2 —/VDIREEZFIRT 5,

1 DOHBIZX LT SFP+A— kT & CHITEfE, LR, TIREESF RSN D,

HH B
Temperature TV 2 —/LINERIEE (°C)
Voltage (V)
Current A (mA)
TX-Power IO 5EE (dBm)
RX-Power = DR (dBm)

[ EH]
SFP+E ¥ 2 — /L DIREEZ KT 5,

SWP2#show ddm status
Temperature High Alarm High Warning

Interface (Celsius) Threshold Threshold
portl.1l1 42.7 100.0 85.0
portl.12 40.7 95.0 90.0

Voltage High Alarm High Warning

Interface (V) Threshold Threshold
portl.1l1 3.37 3.62 3.46
portl.12 3.34 3.89 3.70

Current High Alarm High Warning

Interface (mA) Threshold Threshold
portl.1l1 4.0 16.0 15.0
portl.12 6.2 17.0 14.0

TX-Power High Alarm High Warning

Interface (dBm) Threshold Threshold
portl.11 -5.4806 0.4139 0.0000
portl.12 -5.4714 -1.9997 -1.9997

RX-Power High Alarm High Warning

Interface (dBm) Threshold Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

-10.7058
-11.0237

Low Warning
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

-12.2184
-11.7392

Low Alarm
Threshold
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portl.1ll -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.12 -8.7614 1.0002 -1.0017 -18.0134 -20.0000

51.17 SFP+E Y 2 — VD2 L ~VEH OB E

EN
sfp-monitor rx-power action
no sfp-monitor rx-power

[7XF A —&—]
action : SFP+E Y 2 — /LD L ~LREAR OB E
BREME Wi
SFP+E ¥ 2 — /LD L~ LB A 5
enable
ERA)
. SFP+E ¥ = — /LD L~ LB % 5 1T
disable
15
[F1H1ER 2]
sfp-monitor rx-power enable
[AJSIE— K]
sa—m\)var7 4 L—varyE—FR
B
SFP+E Y 2 — /L DX L~VER AR ET D,
[ EH]

SFP+E ¥ = — VD5 Y L~ VEE R &2 s+ 5,

SWP2 (config) #sfp-monitor rx-power disable

5.1.18 X5 ¥ = —DFEHARERDOREC AT L)

[F=

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[T A—=HF—]
action D VAT AEROEEF 2 — O B O E
RIEE B!
enable VAT DEEDFEF 2 — O REH &
AT D
. VAT LDRRDEEF 2 — O HRER A
disable I
(AR E
tx-queue-monitor usage-rate enable
[ASIE—F]
Ja—)ar 74—y g F— KR
B

VAT A BEEROEEX = —OFARERE G E I BT 5,
no IR CHAT L= & 30 I RET,
[/ —F]

EEF 2 —OFEHREREZANCT H70I2E, Ka<vr FIZMAT, A ¥ =7 =2—ATHREF 2 — DR
B2 AT DUERD D,
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[BREH]
VAT LR TEEF 2 — O RER A ERICT 5,
SWP2 (config) #tx—queue-monitor usage-rate disable
5.1.19 EEF 2 —DERAREROREA v F—T = —X)
[EFR]

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[/3T A—HF—]
action DORBA E— T 2= ADEEF 2 — O HRERORE
BEE B
enable KGA L F—T = — ADEEF 2 — DfEH]
REREZANTT D
i A B —T 2= ZADEEF 2 — D
disable R T
[WIHIRRE]
tx-queue-monitor usage-rate enable
[AS1E— ]
B —Tz—AEFE—FR
[

HRA LV H—T 2 — ADEEF 2 — O HREWR 2B E 213N T 5,

no FECHEAT LG I3WIHIR EICRE T,

[/ —}]

A< RiX LAN/SFP+R— MZ DB & Al HE,

PEEX 2 —OEHREREZANCT D010, Ka<vr FIIMA T, Y AT AEETHEEF 2 — O I REH
EANNCT DUEND D,

[ EH]

LAN R— | #1 OE[F ¥ = — O AREH %2 8235,

SWP2 (config) #interface portl.1
SWP2 (config-if) #tx-queue-monitor usage-rate disable

5.1.20 EEF 2 —DFEHAREHRORER R

E&y
show tx-queue-monitor
[AJIE— ]
FEREHE EXEC £ — N, ik EXEC £— F
[@iH]

HEEF 2 —OFEHREROREERRT D,
KANEITLLTOLEEY,
o VAT AEROFEEX 2 — O HREROHKE
« LAN/SFP+R— h Z & OFE

o A X —T x—AL(port)

»  LAN/SFP+7— F OE(F ¥ = — OfE F R DX E (usage-rate),
[ EH]
HEEF 2 —OEAREROBEZ 2T 5,

SWP2>show tx-queue-monitor
usage-rate: Enable
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port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

52V 0770 —vayv

S22 AZT 4 v 7wBA LV E—T = —ADRE
[F=

static-channel-group link-id

no static-channel-group

[/XT A= —]
link-id o <1-96>
ABT 4 Vi A v H—T = — AF
[ASIE—F]
Ao H =T 2—AF—FR
[RLFA]

MHRA VA —T 2 — A% link-id TYRELIEZAZT 4 v VigHA VX —T7 =2 — R AT &Y 5,

no R TET LIRS, MBA L H—T 2 —REAXT 4 v VimBA A —T == ANLHIBSE 5D,

[/ —F]

K=< FiZ LAN/SFP+R— NI D LR E AT HE,

AR T 4 T iAo H — T = — ADELE LR link-id \Z%F L C. LAN/SFP+3R— bk Z @ S B2 8B A8, Hi-ic A
BT 4 VB v —T = —ADREREND,

ABT Ay ViAo 2 —T == AN B IOR S ET R, PR T 2 LAN/SFP+AR— M ELS R o 7235813, AX T+
O VA B —T 2 — AR EN D,

1 DDARZT 4 v T#GBA v #—T =2 — AT K 8 DD LAN/SFP+iR— hE B &EH B Z L8 T& 5,

BEIAFHEL TWD AL T v Vi v F =7 == A L TR S 555813, LANSSFP+AR— b E XX T (v 7
MBI U H—T 2= AT, LTOBREEZETHIEL L, REBPRRDIGEITI=T—L72D,

¢ VLAN OEE

© QoS D hTARNE—RFEGT 74/ b CoSHH, A— MELEZET)

o —TRHRHOFREOLV—T B OERAER, RN— T vy X T OFR/AER)

TN ART 4y VimBiA o H— T 2 — AP SN D5E X, LAN/SFP+R— D LR EN A X T 1 v 7 A
VE—T 2 —ZADHMHRE LR D,

LAN/SFP+R— &2 AX T 4 v V3#mBA U X —T7 = — R ZATB SE 5 &, MSTP ORENVIHEREEIZES, T2,
ABT 4 VA U H—T 2= AL L7256 MSTP O EN ISR EMICR 5,

1 2D LAN/SFP+R— F ZBEE ORI A L X — 7 = —AIHE ST 5 Z i3k, no BER TR S E T A
RAREA L E—T 2 —AIBISEE T L,

Bal]

LANKR—F#l ZAZT 4 v VA VX —T7 = — A #5 IR S 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #static-channel-group 5

522 AT 4 v VEEA VE— T = —ADREBERT
[EX)

show static-channel-group
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[AJTE— K]
FEHFHE EXEC £— R, F##E EXEC E— K
[
ABT 4 VimBiA U B —T = — ADREEFRTT D,
THETDHDAXT 4 v IVmBA v X —T7 2 —AZ LW FTOEENREREIND,
s RARETAvIEBA LU E—T 2 — AL
« m— RART U ZABREDIL—L
« AL TWVW5S LAN/SFP+R— b DA LV H—T = — A4,
12— RXZ 2 ZAERED L— LI DU TIL, port-channel load-balance =1~ > KD fype /NT7 A —X —SMD = L
[ E B
ABT 4 VA v H—T 2 — ADREEFRT D,
SWP2#show static-channel-group

% Static Aggregator: sab
% Load balancing: src-dst-mac

% Member:
portl.1l
portl.2
portl.3
portl.4

523 LACP /A LA —T 2 — ADHRE
[

channel-group /ink-id mode mode

no channel-group

[73F A —%&—]
link-id o <1-127>
LACP#H¥EA v #— T = — A FKE
mode D ®EE— R
mode Eo3]
LACP % ACTIVE £— K CHBEESH 5,
active ACTIVE E— R Cid, ®fmgaicxt L CHR
B2 LACP 7 L — A% 5EET 5,
LACP % PASSIVE £— R CHfES® 5,
Issive PASSIVE &— RTIX, %frizs7>5 LACP
P 7 L— L% %G LB AICOR LACP 7 L
— LEEET D,
[AJTE— K]
Ao HE—Tz—AF— R
B

RGA B —T = — R % link-id THRE L2 LACP faHilf v ¥ —7 = — A CHTB S ¥ 5,

no B THEITLIEBAIL, B A F—T 2 — 2% LACP A v X — 7 = —ANLPILREE S,

[/—}]

A< RiX LAN/SFP+R— FZ DB iR E Al HE,

LACP @A v % —7 = — A2 LAN/SFP+AR— N Z @ S H 755815, 245% LAN/SFP+78— K2 lacp timeout long 73

WIESND,
F72. LACP il A v % —7 = — AL IR S E725E81E, 4i% LAN/SFP+4R— K @ lacp timeout =~ KDFEN
HibRE N5,

LACP i A v % — 7 = — ADFLE LR link-id \2%F L C, LAN/SFP+R— b ZFTJ@ S ¥ 5348 1%. #7212 LACP i
HA L E—T 2 —ANEREND,

LACP imEEA ¥ — 7 = — AP LRS- 85 8, FTE T 5 LAN/SFP+R— R 3 < 22 o 7235613, LACP imEl( >
B—T x—ADNHIBREND,
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1 OO LACP #iBiA v X —7 = — AIZH K 12 D LAN/SFP+HR— 2B &S5 2 LT 5,

FTIE 3% LAN/SFP+4R— K723, 8 OF TlX LACP fiBliA v ¥ — 7 = — A AR R LI, 8 D& B 72432 oW0
TIHEEREIHEZ TOMER— N 5D,
HEE— R " FED LAN/SFP+7R— NI LACP UV > 7 7 7V F— a Zxbi Lev, (FTEIXrIaE722% LACP Y
y77ﬁ95~yaykbf%¢ibﬁw)

BEEENR2 D LAN/SFP+R — R 25l — LACP ##i A v # — 7 = — 2B L CWAESOEMEITREE Y v 7”7
TV = a OREIMET D, FEMIE lacp multi-speed 2~ > RESZHOZ &
BEL ﬁfbfwéLM} AR X — T = — A% LT LAN/SFP+R— )@ S & 5 4% . LAN/SFP+R— | &

LACP i@#iAf v ¥ —7 = — AT, UFOFRELZET—HIELHZ &O&EbﬁﬁéﬁAﬁi7 b,

« VLAN D% 7E

* QoSO KT ANE—RERET 7 A4/V bk CoSfl, HAN— MEJEEET)

o V—TRHEOREV—TREOERAEES, R— T v v X T OFER)

B2 LACP #BiA v 2 — 7 = — ANER SN D A1, LAN/SFP+AR— b D _LFE#%E 2 LACP fa#lif v ¥ — 7 = —
ADPWIREE 2D,

LAN/SFP+7R— k% LACP #iBif v # — 7 = — AR SH 5 & MSTP OXEN VI EEICR 5,
72, LACP #BlA v & —7 = — AN SRR L7254 MSTP Os% EN IR EMEICRE S,

1 >0 LAN/SFP+R— ks Z BB OGEA ¥ — 7 = — AR SE 5 2 S idHskR W,

no IR CHIR I THOELDIHEA X —T =2—RAIBEIEDLZ &,

B!

LAN 7R— k #1 % ACTIVE &— F T LACP #flA v ¥ —7 = — A #10 IZFT@ S ¥ 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #channel-group 10 mode active

5.2.4 LACP fa#iA V& — 7 = — A DIRERR

EEV

show etherchannel [ifname]
[/NT A—HF—]
ifname : LAN/SFP+AR— F DA L F—T = — A4,

LACP i@if v ¥ —T7 = — A& L TVWDHA v F—T = —R

IABE— K]
FEFEHE EXEC E— R, FfkE EXEC E— R
[RLFA]

ifname %AW L7236, LACP fRfliaf v ¥ —7 = — ADREEE K RT B,
TEET A LACP#HA v ¥ — 7 2 — AT L IZUTOHEAERER SN,

« LACP@#A v —Tx—24

o T— RNXT U AMEED )L— L

« FIE LTV LAN/SFP+R— b DA U H—T 2 — R4

10— RNZ 2 AREBED L— /L2 DT L, port-channel load-balance =~ > R®D type /X7 A — X —HHDOZ &,

ifname % RE Lo 6. LACP A v ¥ —7 = — A &AL T 5, LAN/SFP+R— hOIRREZR £k T 5,
UTOHEENRERIND,

HA B
Etherchannel portN.N LAN/SFP+7R~— 44

Wy BRI 72 R % FR 15 5§ (bandwidth,duplex,mru, VLAN
D> B 1ERR)

Physical admin key
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HAE

B

Receive machine state

LACP 7'1 |k =2/l Receive machine 3B DR HE
* "Invalid"

e "Initialize"

* "Port disabled"

* "LACP disabled"

» "Expired"

¢ "Defaulted"

e "Current"

Periodic Transmission machine state

LACP 7' 17 k =1L Periodic Transmission 3242545 DR HE
e "Invalid"

*  "No periodic"

+  "Fast periodic" (1 FPfHI[E CTi%(F)

+ "Slow periodic" (30 F>EfE TiEE)

* "Periodic"

LACP 7 & k @1/l Receive machine B4 DR HE
e "Detached"

Mux machine state +  "Waiting"
+ "Attached"
+ "Collecting/Distributing"
fitt FRRE
) + "Selected"
Selection '
* "Unselectedic"
+ "Standby"
Information LIFDF %5 (Actor B4y H & Partner %140 T)
Aggregator ID LACP o5 ID

Information TIZLL FDIHERNFR RIS,

HH B

LAG LACP AT LID(ZFT7A4F VT 4, MACT KL R)
Admin Key LACP DIt & 72 5 IDGREEAR — N & 7)
Port priority LACP 7~ — MBS

Ifindex A B =T 2 — AT

Timeout Timeout fE("Long"=90 >, "Short"=3 #})
Active LACP #1f{EE— F("Active", "Passive")
Synchronized Synchronization 7 7 7'

Collecting Collecting 7 7 7'

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[EXE B

LACP A v ¥ — 7 = — ADREEZ T T D,

SWP2#show etherchannel
% Lacp Aggregator: polO0
% Load balancing: src-dst-mac
% Member:
portl.l
portl.2
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portl.3
portl.4
LACP @B A v ¥ —7 = — A &ML L T\ %, LAN/SFP+AR— hDIREEZ KR 5,

SWP2#show etherchannel portl.l
Etherchannel portl.1l

Physical admin key 3
Receive machine state Current
Periodic Transmission machine state Slow periodic
Mux machine state Collecting/Distributing
Selection Selected
Information Actor Partner
LAG 0x8000, 00-al0-de-e0-e0-e0 0x8000, 00-a0-de-11-11-11
Admin Key 0001 0001
Port Priority 32768 32768
Ifindex 5001 5001
Timeout Long Long
Active 1 1
Synchronized 1 1
Collecting 1 1
Distributing 1 1
Defaulted 0 0
Expired 0 0

525 LACP AT MELEDOHRE

[ER
lacp system-priority priority

no lacp system-priority

[T A—F—]
priority ;. <1-65535>
LACP ¥ AT NS
NSV SR E
[FIHIRRE]
lacp system-priority 32768
[AF1E—F]
srua—\)arz 4 S —varE' =R
[

LACP v AT AMERIEEZFRTET 5,
no FERCTEIT LG A ITREEZ WM R T,

[/ —}

LACP #BEA & 5 — 7 = — A DSRTAHESE & HobE S - . o AT MMESEHE 2 Holle LT B SRHEDS BV J5 1 e S
5z b,

[BREH]

LACP ¥ 27 LMBIJEE 2 100 IZRRET 5.
SWP2 (config) #lacp system-priority 100

5.2.6 LACP > 2T AMBHREDOFE R
[ER]
show lacp sys-id
[AFTE— ]
JEHEHE EXEC & — R, #§# EXEC E— R
[
LACP ¥ AT MMESE L LACP AT A ID 29 5,
UTOEANERIND,
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« LACP v A7 LS (0x THE D 16 HEE)

e« LACP VA7 A ID

[/ —}]

LACP ¥ A7 LESEEELT, lacp system-priority =~ > R CRETE 5,

LACP v A7 A ID X, MACT RLAMLAEREIND,

[ EH]

LACP OV AT MERE AR RT D,

SWP2>show lacp sys-id
% System 0x8000, 00-al0-de-e0-e0-e0

527LACP BEEY L7 7V F—2a VORE
[

lacp multi-speed switch

no lacp multi-speed

[/NT A—F—]
switch D BEEEYV TV —v g UHBEDOE R - AR E
REE i
enable i WEY T TN —a EARIC
disable % WEY T 7Y = a RN
(IR E]
lacp multi-speed disable
ASE— ]
sa—s\)var7 4 b—3a E— R
[ﬁ%]

LACPIZBIT A REEY o7 77U F— a UHEREDAR) - BRI EZRET D,

no IERCHEAT LI=H A IR E 2 W HMEIZR T,

[/ —}]

FREEY 2 T 7 A= g U INEN DA OEIE

« BHREEBR—F) ETOTRTOMBR— FZ2EEHREICEDLLTT 7T 4 71T 5,
© B RAFURFTRTOFERR— FERFICH .

o KIS R DWERHEEZZITANRWGS, B St ngiR s TR — N —EAHAICAZH L, M5
NMERRRERFTER AR — N2 T 7T 4 7 235,

FRE) o T U= g UINERIOEA OEE

o FBAR—FATRINCY 7T v 7 LR — b ERCBEFHEEDOR— NORET 7T 4 7129 5D,
o GBEHENRRIMOR—NMIAZ A DEFLET D,
o FI—hRIATVE—T g VIIEREINTWAEA FTEAN— N TR R I =— g o LEEFR L CiEfE

WEDR—NOIRET 7T 4 72T 5,

o ANV I T T LR FERETY V7 Xy Lz &, LACP#ElA v 4 —T =—A b V7 Xy d
2,

[ EH]

BEEY o T 7 = a v EAMCRET S,

SWP2 (config) #lacp multi-speed enable

528 LACP ¥ A AT U FDFRE
EEN|

lacp timeout duration
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[2XT A =& —]
duration D FALT Y NERET S
duration B!

short ZALT T E3IVETD
long A LT NEORETH

[AJ1E— F]

A H =T z2—RAE—F

[FHA

LACP # A L7 U b &R ET D,

[/—H]

A~ RIXLACP gBlA > &% — 7 = — AZHTE LTV 5 LAN/SFP+7R— NI DA E Al HE,
LACP @A % —7 = — A2 LAN/SFP+AR— N Z @ S H 75581, 245% LAN/SFP+78— K (Z lacp timeout long 73

REIND,
F72. LACP @Bl A v % —7 = — AL IR S E 2581, Mi% LAN/SFP+4R— K @ lacp timeout =~ KODFXEN
HIER SN D,
LACP # A L7 7 &1E, RSN SD LACP 7 L — AEZZETERN oAy v Li- e e+ CoOR
F'Eﬁ % %—é—o

F7-. LACP # A A7 7 FOFEREILLACP 7 L — AIZKHN S L CTRIAMEERIZIE B L, 218 Lo xS ER I S
7Z-LACP ZA L7 7 D13 DB TLACP 7L — L2 EETH LR D,

HE D LACP 7 L —ADEEHMEIL, X HHEERNHE 5T D LACP 7 L—ANIZKEMN E N TV D LACP # A A
T MRS D,

[ EH]
LAN R— k #1 ® LACP # A A7 7 % short IR ET 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #lacp timeout short

529LACP 7V —AL O Z—D7 YT

[#FX]

clear lacp [/ink-id] counters
[NT A —=HF—]
link-id 1 <1-127>

LACP #i A v ¥ —7 = — A &K=

[AJ1E— K]
Kt EXEC £— R
[BLFA]

LACP D7 L—LH o2 —% 7 T4 5,

link-id ZEBWE LTI25A1F., FETDHIECOLACP#HBEA v —T 22— ADT L —L I H—% 7 VT T 5,
[BX EH]

E2TOLACPHBA LA —T 2 —ADT L —AI IR —% 7 VT T 5,

SWP2#clear lacp counters

5210 LACP 7 L — A B U X —DFRRN

(]
show lacp-counter [/ink-id]
[/3T A—HF—]

link-id 1 <1-127>



av U R T77 LR | A0 F—7 x— Al | 157

LACP igHiA v X — T = — A%~

[AJ1E— K]
JEHERE EXEC &— R, #§# EXEC E— R
[FiFA)

LACP D7 L — LN T H—%FKrT D,

link-id %AW L7=285613, GETIHIETO LACP iRl > X —T = —AD T L—A DY U X —%FKRrT D,
FTE L TW5 LAN/SFP+R— N Z L2, LLFOIHERRRSIND,

o EZ[FENTZLACP 7 L —A4

o EZEENT- Marker 71 hILT L— A

s EZEINTETZTI—TL—A

[BEH]

ETOLACPREA LV A —T 2 —ADT L —DLh T v Z—RFRT D,

SWP2#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.l1 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

52.11 ©— RNTF U ZRED /L — )V DR IE

EEN
port-channel load-balance fype
no port-channel load-balance

[/3T A —HF—]
type DOMRREEA VA —T 2 — A B RD DT DIL— I
ype B
dst-ip 565 IPv4/IPv6 7 K L A
dst-mac 5695 MAC 7 R LA
dst-port %645 TCP/UDP R — b &+
src-dst-ip EE L8 L U%ESE IPv4/IPv6 7 K LA
src-dst-mac EETLRE LU%E%E MAC 7 R LA
src-dst-port (508 L O%E S TCP/UDP " — R &5
src-ip {5 I IPV4/IPv6 7 R L A
src-mac EEIE MAC 7 R LA
src-port %6{5 ¢ TCP/UDP AR — K &5
[FIEIRRE]
port-channel load-balance dst-ip
[AJ1E— K]
Ja—N\)aryz4JL—y g rET— R
B!

0— T U ZEREDRRE A VB —T 2 — R RD DO DINL— V2R ET 5,
ZELET7 L—ANO L2/L3/LA EWAEHEA L, SEmEenEInbd,
no B CHAT LB A IR EICHE 5,
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[/ —F]
Ka<wy FIZV AT ALEOREL 5,
IPv4/IPv6 /377w hTIE7R2 W7 L— A DOBEIT, RESH TN L—LIZBb 59, EETB L 0%k MAC 7 KL
AL JTONHRIES A V H—T = — ANRRET D,
Batl]
0— RS AREBE T, HETLEH L UGELE IPVA/IPV6 7 R L AL JCITHEE A v ¥ — T = — AR IET A L) ICERE
T 5,
SWP2 (config) #port-channel load-balance src-dst-ip

5212 LACP A LV X —T7 = —AD 71 b a/LRERR

EEv

show etherchannel status [/ink-id] [summary | detail
[F—Y— k]
summary DB
detail L FEMNEROR
[NT A —=HF—]
link-id 1 <1-127>

LACP iwBlA v —T = — A& 5

[ASE— K]
FEREME EXEC £ — I, #7#E EXEC £— N
[FLHA]

link-id THRE L7= LACP #w#liA v ¥ — 7 = — ZADREE L RT D,

link-id %80 L7 & 21X, £7TO LACP iAo ¥ — 7 = — RREEFRRT D,
summary % $§7€ L7235& 3SR /R L, detail Z48E LT E133EME T 5,
summary ., detail HEME L7z & Z1X, summary BNEEINTZH D LT D,

UTOHEENRERIND,
HE A
Aggregator LACP i@ A v ¥ —7 = — R
ID LACP ##liA > % —7 = —Z_LO5 ID
Actor LAG %“ﬁi)ﬁ@mcp VAT AEID(TTAFIT 4. MACT
Admin Key HrH& O LACP $# DIt & 72 5 IDGREER — & 5)
Status Vo7 70— a AT —HF Z("Not
ready"/"Ready")
Partner LAG iirii;a)im LACP VAT AID(F 744V T 4, MAC T
Partner Key *FAFHFD LACP #D It & 72 % 1D
Link count T — X B(E AR — NE/AEE ATRE e AR — Mk
Link %35 LAN/SFP+R— b —EGEMIZLL T D)
Link [ZIZUL FOHEARR RSN D,
RN B
"Unselected" LACP #lf#~" 1 b 2 Li@fE H,
"Selected" LACP A %072, LAN/SFP+AR— k& L CEIR L7,
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fE KRR B
"Standby" ;gmﬁﬁ@ﬁJAwwmﬁ—kkb\ﬁ%ﬁ~bkb
Synchronization 7 7 7 A
"no" Synchronization 77 7 7 2335 TUN 2L,
"yes" Synchronization 7 7 27 7335 TN 5,

fEFdREE & . Synchronization 7 7 7026, UL 7 7 w7 L7 LAN/SFP+R— ks DIREER DD,

V227 v 7 L7 LAN/SFP+iR— b
DIRHE

Unselected no LACP #lfl 7" 2 b 2 /L@,

R TE Synchronization

LACP N E %72, LAN/SFP+R— h &
LCEIR L, Vo7 75—
ay L THRPDIHD, v =
—> g 1,

Selected no

LACP 23F%h72. LAN/SFP+i— b &
L CGEIRL, fER— b EE LT,

LACP 23E#%)72. LAN/SFP+R— K &
LCEBIR L, Voo T 7=
ary e L THRRLNTT —XEE
BEL 72T,

Standby no

Selected yes

[ E B
LACP B A v F— 7 = — ADWRE R FRT 5,

SWP2#show etherchannel status summary
Aggregator pol

ID 4601
Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po?2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1

SWP2#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.1l Selected Synchronized vyes
Aggregator po?2

ID 4602

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0002
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Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized no

portl.3 Unselected Synchronized no
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0

Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0/ 1

Link

portl.4 Selected Synchronized no

5.2.13 LACP R— MEEREEDORE

E&
lacp port-priority priority
no lacp port-priority

[/3T7 A= —]

priority . <1-65535>
LACP 7R — MEJEE
INSWIE EBSEEA &

(WX E]

lacp port-priority 32768

[AF1E—F]

Sy H—T 2 —RE— R

[RLBA]

LMEﬁ—%%%W%&

no I CHEAT LI LA TR E *ﬂﬂ\}'ﬂ R,

[/— ]

LM? GELA X —T = — RAZHRI D & & D LAN/SFP+AR— h 2% 8 O F Tl LACP g A v ¥ — 7 = — R ZHIKF
IR B, 8 DEMZ -/ oW TIEIEER A A TSR — 72 b,

DX 9 7pEE, LAN/SFP+7R— kI CHEEIAN 235 ST, #EERIBM.OEm NS DO BRI LD,

EESENENL OFHI F LT, AT @Y Th o,

1) LACP 7R — MBS/ NS WRRESE S D,

2)LACP R— MELENRFR U THIUL, A X —T = —AF T/ NSWERELEIND,
SFP+ARN— F &I S H L4551, LACP A — MEREZMOR— F LW/ NS SHETDMEDDH .
[ EH]

LACP R— MESEEZ 1024 ITRET D,

SWP2 (config-if) #channel-group 1 mode active
SWP2 (config-if) #lacp port-priority 1024

53T ]‘LA\FIJ—.E

e

R

5.3.1 A7 ALK TO IEEE 802.1X EEFHERED

&

aaa authentication dotlx
no aaa authentication dotlx
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(AR E]
no aaa authentication dotlx
[AJ1E— ]
Ja—)ar7 47—y g F— R
B
VAT LAMRT IEEE 802.1X ik A2 AT D,
no A THEIT L7 A3, v A7 A42KT IEEE 802.1X FBFEA HLhIC 4 2,
FOAElI, radius-server host 2~ N T E L7z RADIUS r—"—ZfiHT %,
[/—}]

EPRIC IEEE 802.1X FRAF AT A 7= 01213, R A v Z—7 =— A T% IEEE 802.1X ik %2 AT HHLER
%, (dotlx port-control =~ > )

B!
AT AR IEEE 802.1X 38iF &2 Ak 5,
SWP2 (config) #aaa authentication dotlx

532 VAT AR TD MAC REFEREDR T
EEN

aaa authentication auth-mac

no aaa authentication auth-mac

(R E]

no aaa authentication auth-mac
[AFTE—F]
sua—\Narz 4 b—varsE—R
[FAA]

VAT AEIRT MAC BEE BT

no B TEITLIEHAIL. VAT A {2[:*( MAC & uﬁ%ﬁﬁj 2T 5,

FFEIX. radius-server host =~ > FTi/E L72 RADIUS — —%{FHT 5,

[/—}]

FEERZ MAC HAF AT 57201001, R A v F—7=—ATH MAC HiF2HNCTH BN H 5, (auth-mac
enable =~ > R)

[BXEHI]

VAT LR T MAC 3RiEE AT 5,

SWP2 (config) #aaa authentication auth-mac

53.3 VAT LEKTD Web 5BiEHEEDOFRE
[EX]

aaa authentication auth-web
no aaa authentication auth-web

[FIEIER E]

no aaa authentication auth-web

[AJIE— K]

Ja—\)naryz 4L — g FT— R

[FHA]

‘:/X'}:.ZA M—QVC Web v uﬁ%ﬁiﬁ

no B CEITLEZHAIE. VAT L8 ﬁ—‘“(“ Web FBAEZ HENZT 5,

FRFEIL. radius-server host =~ > N Ci% & L 7= RADIUS Y — _—%fH T 5,
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[/— "}

%%&l Web 78 uE%{fﬂqﬁ‘é 72 EN i¢%4 VHE—T 2 —ATH Web i nft%fﬁ)‘j] @‘5%%7553?)50 (auth-web
enable =~ > V)

[BEH]

VAT BART Web iBFEE B NMET D,

SWP2 (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X FRirEEDEEE— NRE

[EFX]

dotlx port-control mode
no dotlx port-control

[/3F A —&—]
mode : IEEE 802.1X FBREOEEE— F
B{EE— K 24
IEEE 802.1X #2:E ™ Authenticator & L CEE
auto
T 5
=L
force-authorized IEEE 802.1X FERED FBREHT A AN — b [H 5%
ET D
— MNCEERE
force-unauthorized IEEE 802.1X G8GIEDAGEFEAR — M ERE
T 5
(#1813 €]
no dotlx port-control
[AFTE— K]
A H—T 2 —AF— R
B

KA v #—7 = — A% LT, IEEE 802.1X REFHEREDEIEE— RE2 R TET 5,

nEARTa~vy REETLIEEAIE., R A % —7 =—ZD IEEE 802.1X ZRIFHEREITEER & 72 5,
[/ —H]

A< RIiZ LAN/SFP+R— B L OGHEEA v # — 7 = — AT D% E W HE,

Bail|

LAN 7R— b #1 C. IEEE 802.1X #XFFEREDENET — K% auto IZRET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X IO KV R — b COEELHIHORE

[EX]

dotlx control-direction direction
no dotlx control-direction

[/XF A—&—]
direction COREEFER— FTONr y NEEEIEES R IE
EREENE LA
both EEAE & BT D,
in G DIHLIET B,
[ E]

dotlx control-direction both
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

KRA VA —T7 = — Ak LT, IEEE 802.1X RFEDRFRFERF D /37 v NREENEEZEE T 5,

no JER TEIT LA, WIHEREIZR S,

both ZHEL TWAEAE. TV D FMLZELE Ny FEEL., thoR— 0D 7V B Fo#EEFs S
TWAHA L H—T 2= A~DT O — RF ¥ A MNTLFXx¥ R My NHIEEET 5,

inZHELTWDLEA, YTV D MO ZELE ATy NOREEL, OR— 06 7Y B b O S
NTNWBA U H—T 22— A~DT B— RFx A NZLTFy ARy NIEET S,

[/—F]

Ko< RiZ LAN/SFP+AR— B XA v X — 7 = — RO AR E THE,

WBA VA =T 2— AT, RAME—RaE~AF P TV D FE— RIZRELEZHEAESCMACRIEEEA LS
X, BEIASICin & 725,

XA v B —7 = — A TH Ak VLAN D7 E%bf“éﬁAi‘K:vyP@&Eﬁ%ﬁﬁ@&ﬁéo
Kaxy FOREEZEET D L&, BILREBIZPIENRRE

Ka<xy RefERT 27201203, d5RA /57**7::**?<“C7J<“* R BRI RE 2 TN T 2 BN D D, (dotlx port-
control =~ )

[ E B

LAN R — | #1 ORGEIER— hTO/RT  NMREEEE G O AMEIECT 5

SWP2 (config) #interface portl.l
SWP2 (config-if) #dotlx control-direction in

5.3.6 EAPOL /X% v F DX EIE DR E
[

dotlx max-auth-req count

no dotlx max-auth-req
[/3F A —5F—]
count ¢ <1-10>
EAPOL /"7 v b DR K%E 1K
(B3R ]

dotlx max-auth-req 2

[ASTE— K]

A B —T 2 —AF— R

B

XA B —7 2 — A2k LT, EAPOL /X4 v N DOEEREORNEZHRET 5,
n ERTa~r FEETLEEEE. FHREICKE D,

[/ —H]

Ko< RiZ LAN/SFP+R— B L OGHEEA v ¥ — 7 = — AT DA E Al HE,
RKa=wy REMHATAHDITE, MBA U H—T =2—ATHR— FNRGHEREZ AT I2HLERND 5, (dot1x port-
control =~ > K)

[RXEH]

LAN 7R— k #1 C, EAPOL /X7 v hOXERIEE 3 ITRET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #dotlx max-auth-req 3

5.3.7 MAC RIFEREDRE
(]

auth-mac enable
auth-mac disable
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no auth-mac
[f— 17— K]
enable : MAC RGERE 2 AT %
disable : MAC RGERRE & 20129 %
[WIHARRE]
auth-mac disable
[AS1E— K]
Ao H—=T 2 —AF— R
[BLFA]
WHHA B —T =2 — AKX LT, MAC #BREZ AT D,
no JETIFAT L72GE . £72I, disable Z45E L7236 1%, MAC BREZE 22T 5
[/— 1]
A< FIXLAN/SFP+R— b K OGRELA ¥ — 7 = — AT D B E AT hE,
FERIC MAC FRAEZ T 5720121, VAT AEETH MAC Bl 2 AN T 545738 5,  (aaa authentication
auth-mac =~ R)
[BEH]
LAN R— k #1 ® MAC FRiEHRE A2 202 5

SWP2 (config) #interface portl.1
SWP2 (config-if) #auth-mac enable

5.3.8 MAC FEFEFD MAC 7 RL AR DOERE
[E=X]

auth-mac auth-user fype case

no auth-mac auth-user

ST A—5—]
type o B EAEE
R EME i
hyphen XX-XX-XX-XX-XX-XX
colon XXIXXIXXIXXIXX XX
unformatted XXXXXXXXXXXX
case D ORXF - NEERE
BEME i
lower-case NI (a~o)
upper-case KILF(A~F)
(IR RE
auth-mac auth-user hyphen lower-case
[AFTE— ]
ra—nR)aryJ 47— g F— R
[FiAA]

MAC % BN il 7k‘b\‘(\ AT DEH# 1%%‘3‘5:1‘—%”—% s INAT— ]\O)}%K%%Ej—é

MAC ZFAETlX, U B FOMAC T FL RABa—W—4 « AT — R & L C#EH L RADIUS — N—~FHiE %
R 5,

no A TIAT L7213, FIHEREICRE D,
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[/ — 1]

Ko<y REfHT5720121F, 68 A v ¥ —7 = — AT MAC RS REZ BN T D LENH 5, (auth-mac
enable =~ > )

3“‘/2'%{5']]

MAC GBREIZEHT 5 MAC 7 RL AR Z A 7o L, RLFICETT S,

SWP2 (config) #auth-mac auth-user unformatted upper-case

5.3.9 MAC pcunJ—.Eo)x 57"{ b4 77&%0)_“%
By

auth-mac static enable
auth-mac static disable
no auth-mac static

[F—TU—F]
enable DORET A v I REREANCT D

disable CORET oy VRGN D

[WIHRRE]

auth-mac static disable

[AS1E— ]

A B =T z2—AF—F

(@]

MAC BFFHERE T, RAEEZ SR L2 T U FOMACT RUAZ FDBIZAZ T v 7 N —& L CRET
Do

no IR THEAT LI, F72ld, disable Z$5E LI2GEI1X. A¥ T 4 v 7 BEEZ N T 5,

[/—H]

A< X LAN/SFP+R— MBS L OGRELA ¥ — 7 = — T D B E AT hE,

AKa~ v F@aﬁﬁ:ﬁ%%ﬁ?ék FRRRAR TR I T AR e

HE . MAC #REILFDBIZX A F I v/ b —¢& L“Cé‘ﬁ%ﬁ"é?‘:&):ib—“/“‘/ﬁ\ﬁ'/fA?"? NS RPN
RKa<wy FEBRFIAZ T 472 R —L LTRET H-0Ox845 70 b,

clear auth state =~ > K, F72(%, auth clear-state time =~ > R T, A&7 1 v 7 HEERIEEREZ7 VT THZ &
MNTED,

Ko<y R4 5720121F, 68 A ¥ —7 = — AT MAC iRiHSREZ AN T D LENH S,  (auth-mac
enable =~ > )

[BREH]

LAN R— h #1 ® MAC RBFED A X T 4 v 7 Bk E BN T D

SWP2 (config) #interface portl.1
SWP2 (config-if) #auth-mac static enable

5.3.10 Web FREFREEE DR E
B

auth-web enable
auth-web disable
no auth-web

[F—TU—F]

enable © Web G EE X BT T D
disable © Web iRGIEHEEE & HEZhIZ 3D
[FIHAER E]

auth-web disable



166| 2~ RU 77 LU A | A & —7 =— A

[ASTE— K]

A H =T 2 —AF— K

[FRHA]

ﬂ%/l’ ~\/’/17b‘7:£b‘;< 7§(ATL/VC Web qu%?ﬁfjJ wgﬂé

no JE K THEITLT=HE. F£7/-1%. disable #F5E L7=35A 1. Web PBiE& ®Ehicd 5
[/—F]

AKza< 2 KiZ LAN/SFP+R— F B L OGHEEA o X — 7 = — AT D% E W HE,

FEBRIT Web RGEAEH T 2720121%, AT AR TH Web iilE 2 AN T H 465D % 5, (aaa authentication
auth-web =~ > )

< /VFH TV A hE— RSN Tl Web BBGEEREZ BN T 5 2 LIX T FHA,
7 A K VLAN L OffHIZTCE EHA,

(B EH]

LAN 7R — k #1 O Web SRIFERER BT 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #auth-web enable

53.11 A FE— RORE
E=N

auth host-mode mode

no auth host-mode

[2XT A—F—]
mode DA — NEGEOENMEE— R
BEE— K B
1f%h@t@1#f)ﬁ/L@ALﬁ
single-host AT 5E— KT, BUICFEEE XA LT
YTV NOBETAT D
1 R—=HIZ VBT > bOEE%
AT 5E— RT, &MOVT Y T A
multi-host muuﬁ%/\xj—é C]'f I_JL/-J_"_‘ }‘EE‘FOD "j_7
Uy MER nﬁ%??joiﬁ <T %)JE'L:IZ))EI
L
1T~h%t©@ﬁﬁ7)w/b@kﬁ
multi-supplicant AT 5E—RTHT U I MEIZHED
el - ERAERET D
[FIHAER E]
auth host-mode single-host
[AJ1E— K]
B =T 2 —AF— K
B

RRA U H—T 2 —ATH LT, A— FRGEOEEE— RELET 5,

no R TEIT L2 A1E. PIHIREIZRE S,

[/—}]

A< RiX LAN/SFP+R— b3 X OGRBEA ¥ — 71—xc@#%Eﬂ%O

AKa~vr ROREEXERTDH L, RARRIEIIWIHIRE
vw%%7)w/h%~kf&4%:yﬁWAN%ﬂ%#é%é\%fUWVkﬁﬁ?WAN%%Eﬁé:&ﬁﬂ
HEo

VVFRA = RTHAF I v 7 VLAN 28T 256, 2HFBLEOY 7Y I MIRPIOF 7V 712 b A
A L7 VLANID 2Nl & 5.,
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RKa<wy REMFHATHD2F, MRA L H—T =2— A TH— NEGEHEREZ AN T H2XLE N H D, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )
[ EH]
LANR— M #l Z~v AV FH 7TV I FE— RICEET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth host-mode multi-supplicant

5.3.12 IR F DR E
[EX]
auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order
[F—D— K]
dotlx : IEEE 802.1X #&FF 7=
auth-mac : MAC #ZiF
[F13E% %]
auth order dotlx auth-mac
[AS1E— K]
A H—Tx2—AE— R
B!

A— NRGEHHERE T, FBRE R EDFH L7256, SRREEIT ) IR A ET 5,

no IE CFAT L2 GA X, WIHIREICR D,

[/—H]

A~ RiX LAN/SFP+AR— B X OGREEA v ¥ — 7 = — A2 D B iE 7 hE,

Web 8FEIZ, ARREICEIFR7L < Web FEREMIHE C ID/Password & A ) L7z & T IZFEFEEIT ),

IEEE 802.1X 587iE. MAC F8GE, Web @ik D% ENEN 26, £ OGS UL FEM S 1720,

AKa<r REFEHAT L7023, WA v H—7 2 — A THR— NBGHEREE AN T D2HENH S, (dotlx port-

control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[ EH]
LAN R— b #1 ORGSR DJEFK %, MAC 32EE -> [EEE 802.1X FRIFDNEHE TIT9 L H ITRET D,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #auth order auth-mac dotlx

5.3.13 FREEDRE
&R

auth reauthentication

no auth reauthentication

[FIH#13% 2]

no auth reauthentication

[AF1E— ]

A H—T 2 —AE— R

B!

ﬁ%%y&—7i—x ﬂLT TV h v N OFEREREE AT
no ﬂ%ﬁ(%?? fo_ ﬁ:wuu %ﬁf‘jj ;ﬁﬁéo

KRR E & AN Lf: AL, RREICAPI LYY 1 v b 2 E IS FRRRET 5,
FHRRFEOMFEIZ. auth timeout reauth-period =~ RTEHE TX 5,

[/—}]

K< FIELAN/SFP+R— MBS K OGRELA ¥ — 7 = — AT D B E AT hE,



168| 2~ RU T 7 LU A | A & —7 =— A
IEEE 802.1X RGEREL., ﬁm£®&4 Vb E L, 7Y B MIZTEAPOL A7y FEEE LT a—Y—{15H%
ﬁﬂ‘yﬁ%’; [/ RADIUS ‘Tj‘%«/\*‘ k—ntu uL‘Eg;k 75_)1'7 5 o

MAC ZREFHRT. HRGFDZ 1 2 /7¢ﬁék\ﬁfuwyb®wmc7va%1~%~%\%;w\NxU~F
L Efﬁ L T RADIUS H—/—|Z \—ntu nﬁgjk %?—T 5 °

Web IJALA IJJ‘_EH%‘: j: ﬁmu DJ‘_EO)ﬁ/‘) /& a fcﬁ}:) k "j_7 ) j] -/ ]\ ODIJALJ DJtE‘lj: %j%nmu :%%éﬁéo
Ka<wy REMERTH0120E, B, v F—T 2 —ATHR— MliHEEEZ AT D2 HENH 5, (dotlx port-

control =< > | auth-mac enable =~ > N auth-web enable ==~ >~ )

(B EH]
LAN R— k #1 OF I /I

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth reauthentication

53.14 A4} I v 7 VLAN O&RE
[

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

[WIHIRRE]

no auth dynamic-vlan-creation
[AJ1E— ]

A F—Tz—AEF—FR
B

KIGA X —T 2 —RTK LT, ¥A4F v 7 VLAN ZHENCTT D

no B THEAT L= GA1X. A7 v 7 VLAN 250295,

XA F v VLAN BERA 2 —7 = —ATIL, RADIUS H— 3= L H57E &7z JBYEME (Tunnel-Private-
Group-ID)% & &2, FTE VLAN ZEJICZE 5,

[/—}]

A=< Fid LAN/SFP+3R— b L OGRELA > # — 7:—%&@#%Eﬂ%o

AKa~v s RORECERT LH L. RBARIRRRIZHIHRRE
vw?#?)ﬁ/b%*kf&4f:yﬁWAN%ﬂ%?é%é\ﬁfUﬁVF%ﬁTWAN%%E?é:&ﬁﬂ
HE,

YT RARE=RTHAF I 7 VLAN ZHIAT 256, 2 FAUBEOY T ) I MIRYIOY 7Y 7 > b v
L7 VLANID 2Nl & 5,

Ka<wy REMERTH7-0120%, JHBA v F—T 2 —ATHR— FliHEREEZ AT A2 HENH 5, (dotlx port-

control =~ > | auth-mac enable =~ > N auth-web enable =~ > I)
[BEH]

LAN R— K #1 TH¥ A+ v 27 VLAN ZBENT5H

SWP2 (config) #interface portl.l

SWP2 (config-if) #auth dynamic-vlan-creation

5.3.15 % 2 b VLAN ORE
B

auth guest-vlan vian-id

no auth guest-vlan

[/3F A—F—]
vilan-id c <1-4094>

7 A+ VLAN F® VLAN ID
[FIEIE% E]

no auth guest-vlan
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

RRA B —T 2 — ARSI TV DT T Y B EBRERE, H D WIE, BRI D & X ZHTE T 557 A N VLAN
%j: ‘a_éo

no TR TIAT L7=8A1E. 7 A b VLAN OREZHIRT 5,

[/—}]

A< RiX LAN/SFP+HR— B X OGREEA ¥ — 7 = — R 2D B iE wHE,

ARa<w FOREEZEETDH &, FBABIREBIIPHIREICRE S,

AKa<y REFEHAT 7201203, SR A v X —7 2 —ATHR— MNBIHEREE AN T D2HENH S, (dotlx port-

control =~ > N auth-mac enable =~ > |)

A= Fid, Web BREN AR L SRETE EHA,
Bl

LAN 7R— |} #1 TZ 2 ;s VLAN #10 24577 %,

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth guest-vlan 10

5.3.16 FBAELEE O IEHAR DR E
BV

auth timeout quiet-period time

no auth timeout quiet-period

[73F A —4F—]
time 1 <1-65535>
AR, V7Y o b & OlfE 2 AT 2 B ()
(R E]
auth timeout quiet-period 60
[AT1E— F]
AE =T 2 —AE— R
[FAA]

MHRA o F—7 == TR LT, RAERIE ORBGEM LM 2 30E T 5,

no FECTHEAT LG AL, WIHIEREIZE 5,

RREIIEFAR IS 2T Lz M _CEEES 5,

[/—}]

A< RILLAN/SFP+R— b K OGRELA ¥ — 7 = — AT D B E 7T hE,

AKa<y REFEHAT L7023, WA v X —7 2 — A THR— MNRIHEREE AN T D20 ENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > )

[BEH]

LAN AN— bk #1 OMIEHFE O E & 300 (R ET D,

SWP2 (config) #interface portl.1
SWP2 (config-if) #auth timeout quiet-period 300

5.3.17 FRFEREIR DR E
(==X

auth timeout reauth-period time

no auth timeout reauth-period
[78T7 A —F—]
time 1 <300-86400>
PV B S OFERIEHFRED)
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(AR E]

auth timeout reauth-period 3600
[AJ1E— ]

A HF =T z—AE—F
B

RGA B —T 2= R K LT, 7V B FOERGEMEEHET S,

no B TEIT L2 A L., PIHIREIZRE S,

[/—}]

A< RIX LAN/SFP+AR— b5 KL OGREEA ¥ — 7 = — A2 D H% iE W hE,

Kawr REHT 720120, J8A v ¥ —7 = — A THR— MRIHERE. 7o, FHRBIHEREZ AN T 5 MEN

» 5, (dotlx port-control =~ > | auth-mac enable =~ > N auth-web enable =< > R, auth reauthentication =
<~ R)

Bl

LAN 7R— h #1 OHFFEGERROBIEZ 1200 ICBET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ — N—2{KkD LB B REE O E
BV

auth timeout server-timeout time

no auth timeout server-timeout

[/3T A—HF—]
time 1 <1-65535>
FOREEL RT3 D REREY — /N = b DJREAF B (F))
(R
auth timeout server-timeout 30
[AJTE— K]
AE =Tz —AFE— R
[FAA]

XA B —T 2 — A THR— FEFEEIT 9 & & D, RADIUS ¥ — "—2fK) 5 DIGE R HIRFIE 2 3 E T 2.

no FEICHAT L= GA X, WIHIRTEICR D,

[/—}]

A3~ R LAN/SFP+AR— I8 K UGRERA > & — 7 = — T DB E "l hE,

ARBEEI

(radlus-server timeout =~ > K DOFXEfH) x (radius-server retransmit =~ > KO EfH + 1) x (RADIUS H—/3—%%)
BT 20ER S D,

ARa<r REFEHATL720120F, SR, v X —7 2 — A THR— NBIHEREE AN T D20 ENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)

[BEH

LAN 7R — | #1 OFEFEERIZxIT D RADIUS H— N —2ARDISE AR BRI 4 180 YT E T 2.,

SWP2 (config) #interface portl.1
SWP2 (config-if) #auth timeout server-timeout 180

5319 %7 U B MGERFLREE ORE

&Y

auth timeout supp-timeout time
no auth timeout supp-timeout
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[NT A —=HF—]
time 1 <1-65535>
BV H v R D DOINERE B R ()
(AR E]
auth timeout supp-timeout 30
[AJ1E— ]
A HF =Tz —AE—F
B

KRA B —T 2 —RZHK LT, A= RFEEITO L 2DV TV I M b DISEFRF LR 25X ET D,

no FECHEAT LG AR, WIHIEREIZE S,

[/—}]

Kz~ FIE LAN/SFPHR— h B L OGmELA o F — 7 = — AT D HIE F e,

Ka<y REMEHTH720120F, HRA LV H—7 2 —ATHR— NRi¥EEZ AT 2HLENRH 5, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)

[ EH]

LAN R — M #1 OV 7V 2 b6 OISEFF B A 180 FMICERET 5.

SWP2 (config) #interface portl.l
SWP2 (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS #— —/K X FORTE
EEN

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[F—T—F]
auth-port : RADIUS #— N—DFRFEH UDP A — hEEARET D
timeout : RADIUS $— "=~ DRI D INE RN R 258 2T 2
retransmit : RADIUS $— "—~DERFEREE AR ET D
key © RADIUS #—/3— L O@ERHIHEH T 5 /32T — RERET D
[73F A —&—]
host i IPvd 7 FLZ(AB.C.D) £7213 IPv6 7 R L A(X:X::X:X)
IPv6 U > 7 a =BT RUAZEEST 2HEIE, B VX =T 2 —ALRET 20ERDH
% (fe80::X%vlanN D)
port 1 <0-65535>
RRFEM UDP AR — 3 S (W HRF IO 1812 21T %)
time : <1-1000>
B FERSIRE R (FD) (48 WS IF 1 radius-server timeout =1~ > R E(FIHIME 5 EONZHE D)
count : <0-100>
TR P4 (4 WS IR 1T radius-server retransmit =~ > Ra% & (FIHIME 3 [0)25E H)
secret DOEARETREIOL . A= EEREATES(128 XTFLN)
HAGRA T — REWEHE radius-server key =2~ > RE%EICHE D)
[FIHIERE]
mL
[AJTE— K]

Ja—\)ar7 4l —g % — R
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[FEHA]
FRREY— =V X M —R—Z BT 5,
RRT M) —HIT8 TH D,
no B CTa~y FEFETLIEGEIL, ELEY—"—Z3iE— 13— U X k2 BHIERT 2,
[/—}]

FXEEIL. (radius-server timeout =~ > K DX EfH) x (radius-server retransmit =~ > RO EfE + 1) x (RADIUS
—/X—%7) DAY, auth timeout server-timeout =~ > KOFREMENIZ/R 2 XL O ICHETHALERD B,

LLDP H #iz% EEHE To% € S 117~ radius-server host =~ RORREITIZ, —FRRBRETHDHZ &5 HR
J"dynamic" 4 7> 3 U BMTE SN D, "dynamic"A 7 Y 3 UM E SN TV DA, write 2~ 2 REFITLTH A
B— T v T3 T 4 TR SN2,

[ E ]

IP 7 R LA 192.168.100.100, &EFFHEIFRH] 10 B, ZOREFREEIES Bl & U CRRREY— 3 — U X MZBINT %,
SWP2 (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 KA 192.168.100.101, FFFEA UDP A — b 1645, /XA U — K"abede" % 7BAEH—/N—1U X MZIBINT 5,
SWP2 (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

72— )b RADIUS H—/3—Z @ik — 3 — U 2 MZBd %,

SWP2 (config) #radius-server host 127.0.0.1 key secret local
5.3.21 RADIUS Y—— 1 Bd7c Y DIRER D R DR E

(&=

radius-server timeout time

no radius-server timeout

[73F A =4 —]
time : <1-1000>

ZORISE IR (FD)
(AR ]
radius-server timeout 5
[AJ1E— F]
Jsua—m\varz 4 b—va e —R
[@iA]

RADIUS —X— 1 BH 720 OINEFHFHRM 2% ET 5,

no B Ta~r FEETLEEEIE. FHREICED,

[/ —H]

radius-server host =< > RN CH — N—[EHFH O ERISEFHRIF AR E INTWAHEA. radius-server host =<2 N
O)Eﬁfﬁ_’ \—/f/?E 9 o

AR EfEE
(radius-server timeout =~ > N DFZE{H) x (radius-server retransmit =~ > FDOFREME + 1) x (RADIUS ¥ — 3—4%7)
DOAEAY, auth timeout server-timeout =~ > RO EMMNIZ72 D X I IZIHET HZLERNH D,

[BREH]
RADIUS %—/3— 1 BH 720 OIREFFHRHZ 10 BICRET 5,
SWP2 (config) #radius-server timeout 10
5.3.22 RADIUS Y — S—~DEREEFEFOHE
[ER

radius-server retransmit count

no radius-server retransmit
[/XT A—F—]

count ;. <0-100>
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HOR A
(AR E]
radius-server retransmit 3
IAF1E— K]
Ja—\)ar 74—y g — KR
B

RADIUS H—/"—~DERFEEE ZHET D,

no B TCa~y NEFATLIZSHEIR. PIFRREICRE S,

[/—}]

radius-server host =~ > N TH — R —[HH DERFEEHE AR E SN TV DH5E . radius-server host 2~ > ROk
TEWCHED o

[BREH]

RADIUS H— " —~DERFEEHE % 5 BICHET D,

SWP2 (config) #radius-server retransmit 5

5.3.23 RADIUS % — N—FLEF AT — FORE
EEN

radius-server key secret

no radius-server key

[/3T7 A —5F—]
secret D HHERIT— R
PAFHTIB L Y AR— 2 Z2 R AL E(128 SCFLLR)
(AR 2]
no radius-server key
[AS1E— ]
rua—\varz4 s b—va e — R
[FRH]

RADIUS H—_— L O@ERFICHEHT 2 F ATV — &R ET D,

no B Ca~r REETLELEIL. PIHERTEIIRD,

[/—F]

radius-server host 7~ > R CH—N—FEHEFDOHLF AT — RPRBRESINTWDHEE. radius-server host 7= KD
BRIENHED o

[ EH]

RADIUS #—_—L /N2 T — R & L T"abede"Z R ET D,

SWP2 (config) #radius-server key abcde

Wi

5.3.24 RADIUS H¥— \—f FINHIRE R D% &

[EX]

radius-server deadtime time

no radius-server deadtime

[/3F A—&—]
time : <0-1440>

RADIUS H—/3—fif FH il R (57)
(IR E]

radius-server deadtime 0
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[ASTE— R
Ja—x\)aryz 41—y g T — R
[FRHA]
RADIUS % — R—~DHERNHX A LT U b LIz &, FZS4 Y — =R 2T 2 M 2R ET 5,
no B Ta~r REET LA, FIWEREICE D,
[RXEH]
RADIUS H— —ffi NI 2 1 21258 ET 5,

SWP2 (config) #radius-server deadtime 1

5.3.25 RADIUS Y —/—|ZiE%19 5 NAS-Identifier DR E
[ER

auth radius attribute nas-identifier /ine

no auth radius attribute nas-identifier

S5 A —&—]

line DRBRBISCFH253 L)
NAS-Identifier EE: & U TRRE T DL DTS

(AR E

no auth radius attribute nas-identifier

[AJIE— K]

Jua—nm"narz4 7 b—va e —R

[ﬁ%]

R EREFEREIZ B\ T, RADIUS Y—/3—|Z NAS-Identifier )@ & L CGRETT H2EE O XLFHV 2R ET D,

21§ REx LT2%A 1L, RADIUS $—/3—|Z NAS-Identifier B & L CGRENL, RELHIR L-GE @M A Z1ET
5o

no B Ca~<> FEFEITLZGEIR. PIHREICE S,

[ EH]

RADIUS Y —/X—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] Z¥& > Fd 5,
SWP2 (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 RADIUS ¥ — \—ENE B DFRFED R E
[E=]

auth no-response-authorized
no auth no-response-authorized

[HIHARR E]

no auth no-response-authorized

[AJ1E— K]

Jsa—)ary 74—y g F— R

[LAA]

RADIUS H— R —MESEREZ, FERERS) L7z b o & L TEET 5,

Immmmxmﬁ MAC BFE, WEB FBREDO K FRFEIZIV T, RADIUS ==L DIREN R XA LT LTz
. ENENOR umﬁtmu FAERE L= b o & LCEET B,

fcﬁk Ko<y REMHAT 55A1L, auth reauthentication =~ > K & auth timeout reauth-period =~ > K CHi%FE
WEEITD T L,

ﬁmeODFﬁBW% %@J RRTE ?5 LT, — BRI (ZRBE u?j‘éﬂf\_ﬁ %I‘Eﬂiéﬁ #5:&75)’(%50
[/ —}]

X2 VT OB ER2BNBH LT, Aa~vy FEfHTB3Ex 207 0 —RY v —z 2 iatd
HZ L,
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Ko< RAEZD RADIUS H— "— MR LHE L & &%, TOEEL 725,
s RADIUS ' —R—DODIRENL A LT U N LTz EORFEFAUC LT > CRAEEFFT 5
« IEEE802.1X FBFETIL, 7V v FOHRER LI X > TEFICEMEL 2 WEAERH D
« RADIUS % —_—2 R E STV DG, T73TO RADIUS H— =75 O IRE DD - T 56
AERED &35
e XA4FIv 7 VLANZHFH L TWAHATH->Th, R— MIREEIN TS VLAN TEIfET S
s TRTOYTY Iy MEFIFFIICT 5729, 7 A N VLAN [ZEIEL 720
« RADIUS % —/3—7R A hOFRENLWVIEAIE, Ao~y FRRE I TOTHRERERIITIE R 5780

[ EH]
RADIUS ¥ — /R — SR CEREE & HEhIC T 5,

SWP2 (config) #auth no-response-authorized

W

(2D,

73}
7

T

5.3.27 R— FRIEFERDOFR

[EFX]

show auth status [interface ifname]
[F—T—F]
interface BEDA L E—T 2= ADERO T FRT 5
P85 A—&—]
ifname LB =T 2 —R%

RRT DA H—Tx—A

[AJE— F]
JEHERE EXEC ©— K. Hj# EXEC £— K
[RLBA]
K FBAIEO R EIRE, B L UBHEOBIERE 2 27T 5,
[BEH]

ﬂf‘_‘ ]\wuu rﬁ?&%%ﬁj—é

SWP2#show auth status
[System information]

802.1X Port-Based Authentication Enabled
MAC-Based Authentication Disabled
WEB-Based Authentication Enabled

Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

: Not configured

(port:1812)

802.1X Authentication : Auto (configured:auto)

MAC Authentication Disabled (configured:disable)
WEB Authentication Disabled (configured:disable)
Host mode Single-host

Dynamic VLAN creation Disabled

Guest VLAN Disabled

Reauthentication Disabled

Reauthentication period : 60 sec

MAX request 2 times

Supplicant timeout 30 sec

Quiet period 60 sec

Controlled directions Both (configured:both)
Protocol version 2

Clear-state time

: Not configured
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Authentication status : Authorized

Interface portl.4 (down)

802.1X Authentication : Force Authorized (configured:-)
MAC Authentication : Disabled (configured:disable)
WEB Authentication : Enabled (configured:enable)
Host mode : Multi-supplicant
Dynamic VLAN creation : Disabled
Guest VLAN : Disabled
Reauthentication : Disabled
Reauthentication period : 3600 sec
MAX request : 2 times
Supplicant timeout : 30 sec
Server timeout : 30 sec
Quiet period : 60 sec
Controlled directions : In (configured:both)
Protocol version : 2
Clear-state time : Not configured
5328 47U B MEROES
[ER]
show auth supplicant [interface ifname]
[F—T— k]
interface L EDA A —T 2 — ADIEROIL T FERTDH
(785 X —%—|
ifname DA E—T 2 — R4,

FERTHA L HE—T =2 —RA

[ASTE— K]

HrfE EXEC £— R

BN

RN— FGEICBIT A3 7Y v MEREFRTRT D,
(B EH]

LAN A R—F #1l OV 7V v MEREERT D,

SWP2#show auth supplicant interface portl.l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authorized 1 802.1X
5.3.29 FEHER DFR

EN

show auth statistics [interface ifname]

[FF—TU— K]

interface D BEDA B —T 2= ADMHER O E FRT D

85 A —5—]

ifname LA UH =T 2 — R

TR T DA H—T 2 —R&

[AF1E— ]

FEHFHE EXEC £— N, F7#E EXEC E— N

[FHA]

HR— MR B8y bOFEHERE T S,
[ E B

LAN 7R— b #1 OFEHEHR 2L RT D,
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SWP2#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455
Transmitted frames : 11
EAP Request ID 3 A
EAP Request 3 9
EAP Success 1
EAP Fail 0
RADIUS packets:
Received packets : 10
Access Request : 0
Access Challenge 3 9
Access Accept 1
Access Reject : 0
Transmitted packets : 10
Access Request : 10
5.3.30 KLEHERDZ U T
EEN!
clear auth statistics [interface ifname]
[FF—TU— K]
interface CEEDA H—T 2 — ADKEE RO E T VT T
85 A —5—]
ifname LA UHE—T 2 — R
FRTHA L H—T2—A
[AJ1E— F]
Rt EXEC E— I
[FFA]
N— FREEZBIT 237 > FOHEHEHRE 7 VT4 5,
BLL)

LAN R— | #1 OfEaHERZ 7 V7T 2,
SWP2#clear auth statistics interface portl.1l

5.3.31 RADIUS ¥ — N"—REFROER T

[EX]

show radius-server
[AFTE— F]
¥¢iE EXEC £— F
B

RADIUS % —_—{ZT D& EFHE R -T2,

FBRE—/N— U A NS L TH D RADIUS r— _— DR EER(—/3—HR A b, RFEH UDP R— hEE, A
PRAT— R ERISA R, BORFREEL, Y — S — SRR 2 KR 5,

Bt

RADIUS H——ICBT 2R EHME R RT D,

SWP2#show radius-server
Server Host : 192.168.100.101
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Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 3 3

Deadtime : 0 min

5.3.32 Web SRFERIHE DU A L7 b5 URL OFRIE

[EFX]

auth-web redirect-url ur/
no auth-web redirect-url

[/XT A—F—]

url COEASEET B L UNEATL S (K 256 30T
Y XA L7 MED URL

[FI813% 2]

no auth-web redirect-url

[AS1E— K]

Ja—)aryz 4 b—y g rET—NR

B

Web FRFERIZICU XA L2 b3 5 URL 23R ET 5,

no ﬁ?iﬁ:f%’/ﬁt L/fii};l? IR nﬁﬁé@ ) &/]) v ]“#A% %ﬁiﬁ@\t#é

[/ — ]

"MEGATZURL ZHEET 5 2 LIXTEERA,

[ EH]
Web FRGEREIE DY & A L 7 AT http://192.168.100.200 % F57ET 5,

SWP2 (config) #auth-web redirect-url http://192.168.100.200

5.3.33 FREERRED 7 VT

[ER
clear auth state [all] [interface ifname] [supplicant mac-addr]
[¥F—T—F]
all D RTOV T By FORGERIEE 2 VT T D
interface D BREDA A —T 2 — R EINTCWA YU b FORGRREEER 7 U T T 5
supplicant D RFEOY T B N OREEIREE 7 U T 95
[XTA—=F—]
ifname LA UE—T 2 — A4
VT THA 0 F =T =R
mac-addr ¢ hhhh.hhhh.hhhh (h 13 16 #£%5)
XD MAC 7 R LA
[ABE— F]

ke EXEC £— R
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[@iA]
Y7V N ORAEREE 7 VT T D,

Bl
LAN R— b #1 IZHFE SN TV DT 7Y 1 b OFEGERIEE 7 U 7T 5,
SWP2#clear auth state interface portl.l

5334 FBEIEREED 7 U T 2 RHIDORECEC AT D)
E =

auth clear-state time time

no auth clear-state time
[R5 A— 5|
time : <0-23>

PORERREE 7 U T 9 DI
(IR E]

no auth clear-state time

[AS1E— K]

Jua—\)aryz 4 l—y g rETw—NR

B

VAT LRI T v M).m Riez 27 V7T 5852 ET 5,

nO}%KT%%?LfC]ﬁEI N nun flj( %7 JTTJ—}:)H%‘:*IJ E%H’U%ﬁ—éo

[/ — D}

A UH—T 2 —ACRBIEIREER 7 U T T BRFLNHRE SN TWDEGE, A ¥ —7 = — AR E SN A TG
WED T VT 51T,

BREH
VAT LARERTY T N OFGRRER 7 U T DA & 12 FRCRET D,
SWP2 (config) #auth clear-state time 12

5.3.35 BIEIREED 7 U T DL DR EA v ¥ —T =—R)
[ER]

auth clear-state time time

no auth clear-state time
[R5 A— 4 —]
time T <0-23>

REiRBZ 7 U T D R
(R E]

no auth clear-state time

[AJIE— K]

AR =T 2 —AE—F

[

ﬁ%%y&~714X’%fUﬁyb®M£h x0T O AR ET D,
no A TIAT LA, ERREL 7 V) 7 LRI O E L HIBRT D,

[/ —}]

A< R LAN/SFP+AR— b5 L OGREEA ¥ — 7 = — A2 D Ha& iE v 6E,

KBEA L H—T 2 A ATV AT ARRICEIRRREZ 7 UV T T AANRESNLTWVWTH, Aavr RTRESN
fCH#ZUTmunE'H( 0)7 )7%‘_”??50
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[ EH]
LAN AR— M #1 IZEe S 7 U o FOFRGEREER 7 U 7§ D84 % 12 BRICERET D,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #auth clear-state time 12

5.3.36 EAP /XA R )L — DR TE

[EF=

pass-through eap switch
no pass-through eap

[R5 A—%—]
switch : EAP /XA A /L—DEE
BREE B!

enable EAP /R A A )L—H 2T %
disable EAP /S A A )L — %+ 5

[WIHIRRE]

pass-through eap enable

[AJ1E— K]

sa—s)var 74 b—3a s E— R

(@]

EAP /XA Z)L—DHF NN 20 2, EAPOL 7 L — ADMRE AR A2 ET D,

disable Zf8E L7=35E1%. EAP 7 L — A &394 %

no FBRCHELIT L7=HHA. F7214, enable 245 L7=8A 1%, EAPOL 7 L — A X EEET D,

[/ — D}

802. 1X FAHEREN A RN 72 A o F — T = — AT HOWTIIFHAERE 2 5E L, EAP /XA X)L — DR EITHEH S22 u,
L)

EAP /XA A )L—Z5h2 4 5,

SWP2 (config) #pass-through eap disable

54— bEXF22VT 10—

541 R—bFEF=2) T4 —HEORTE

[EX]
port-security enable
port-security disable
no port-security

[FF—Y—F]

enable D AR— X2V T o —REEEAENCT D
disable D AR—bEXa VT o —HEEEE IENICT D
[F13E% %]

port-security disable

[AJIE— R

A H—=T 2 —AF— R

[REA]

KBA LA —T 2 — AWK LT, R—rEFa VT 0 —HEEEZADICTD
no B THEIT LGS, £7201d, disable ZFEE L72GEIE. MRSV H—T =2—ATHR— X2 U7 ¢ —HEE
W5,
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[/—}]
A< R LAN/SFP+R— F B L OGRELA ¥ — 7 = — AT D B E I RE,
=X U7 —HREE AN LIRS T, BEINTW Wi RITIEI N D,
[ EH]
LAN R— b #1 OFR— X2 U7 0 —iEEZ AT D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #port-security enable

5.4.2 A MAC 7 F L 2 %45
BN

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—T—F]

vlan : VLANID %457

[T A —5&—]

mac-addr : hhhh.hhhh.hhhh (h 1% 16 #%%)
XD MAC 7 K LA

action : mac-addr S8 7 L — AZKTT A ENE
BT L
forward T 5

ifname : LAN/SFP+A— M E7iTGmilf v ¥4 —T = — X
MROA VB —T 2 — AL,

vian-id o <1-4094>
*14:D VLAN ID

[ RE]

7L

[AS1E— F]

sra—m\)vary7 47—y aryE—FR

[BEFA]

R—hEXa D7 =GN LTAR— N TEELZFFAIT2 MAC T RURAERERT D,

no I THEAT LI LA, BEaHIRT 2,

[ E ]

MAC 7 F L A 00:A0:DE:00:00:01 %, LAN /R— k #1 OFF A7 KL A & L TEET 5,

SWP2 (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 X2 )7 4 —ERFOBEDORE
[EX]
port-security violation action
no port-security violation
[/$5 A—%—]
action D AR X2 YT —EFEOENME
BfEE— K 24 B
discard RV ANTE

shutdown R—Fr&ETYy N T
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(AR E]

port-security violation discard
[AJ1E— ]

A HF =T z—AE—F
B

RGA A —T 2 — R ZH LT, R—bexa VT ¢ —EXFEOBET 7 v a VERET D,

no FECHEAIT LG AR, WIHIEREIZKE S,

[/—}]

shutdown E— R Ty ¥ v M U Iizdh— F&EHIES5E1E, noshutdown 2~ REHWS,
A~ FIXLAN/SFP+AR— 3B K OGRBEA » # — 7 = — AT D % E M hE.

B!

LAN R — b #1 OEXFFOEBELR— M FZ T NIEET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #port-security violation shutdown

544 R — FEX 22U T 4 —BEROKT

EEN

show port-security status
[AFTE—F]
F#kE EXEC £— R
[
R—hEX=2 T 4 —lFREETT D,
[FE B
R—hEx2l 70 —HREETT D,
SWP2#show port-security status

Port Security Action Status Last violation
portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
portl.4 Disabled Discard Normal
portl.5 Disabled Discard Normal
portl.6 Disabled Discard Normal
portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal
5.5 = 7 —fRiigEee
5.5.1 errdisable JREED> & D B B)1E IHEEBE DEX TE
(]

errdisable auto-recovery function [interval interval]
no errdisable auto-recovery function

[F—U—F]

interval © BEVME IR O E
[2XT7 A =& —]

function : errdisable DJRK & 72 5 H e
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BRIEME il
bpduguard BPDU 7/ — RE&RE
loop-detect J— TR B RE

interval : <10-1000000>
HENME IR % £ TORBE)
[(WIHIRRE]
no errdisable auto-recovery bpduguard (BPDU # — RE&HE

errdisable auto-recovery loop-detect interval 300 (/b — 7" # HHF&BE

[AJIE— F]

Ja—r\)varz 4 —yarE'w—R

[

T T — R HHEREIC K o T errdisable IRREIZ 72 o 72 & S ICHBIRIICE IR T 28884 AN LT, AEMEIRT 2 £ CTORE
MaERET D,

interval 28 L725613. 300 BPOVERE S 415,

no JEATHEAT LG G13, HEVEIRMEED BRI L 72 5,

[/—H

Ko~y R&EFATT DR BPDU #— REEREIZ K - T errdisable $KH&IZ 72 > 72 LAN/SFP+7~h— k Ci%, ¥k[2] BPDU %
M L7 & ZITREDEENP KBS D,

[EXE B

BPDU 7/ — R C errdisable IREEIZ /e o 72 & E O HBEVEIHAZ AR L, EIAKH A 600 BIZT 2,

SWP2 (config) #errdisable auto-recovery bpduguard interval 600

JL— 7R T errdisable IRREIZ 72 o 72 & O BENE B & ENICT 5,

SWP2 (config) #no errdisable auto-recovery loop-detect

552 = 7 —RHBEEDBERKT

[EX]
show errdisable

[AFTE— F]
FERFHE EXEC *£— K, F##E EXEC £— K
B
=T —RHEBEREDEREFTRT D,
UTFOHEENERIND,
o errdisable JREED & O HENVE H DA DG D
o errdisable JRAED A  H — 7 = — AR L O T —Z R L7-HfE
[ EH]
=T —RRHEREDIE R A2 FKRT D,
SWP2>show errdisable

function auto recovery interval
BPDU guard disable
Loop detect enable 300

Port-security disable

port reason
portl.1l BPDU guard
portl.7 Loop detect

sal Loop detect
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Layer 2 $%5E

6.1 FDB(Z ¢V —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 HERED
BN

mac-address-table learning enable
mac-address-table learning disable

no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAEEEREEZANCT D
disable © MAC 7 R L A EBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—\varz4 7 b—va e —R

[FAA]

MAC 7 R L 2B EE DB/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

[ B

MAC 7 N L 2 EEEREZ AT D,

SWP2 (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[R5 A— 4 —]
time . <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI & I3 EICK 5,

[/ —F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND F TORHE
EDOMT, BENELDEAEND D,



o~ KU 77 LA | Layer 2 F&HE | 185
[BREH]
BAFIv I ) —D2—=V T H A L 400 HIZT D,
SWP2 (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR
[ER]

clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id

clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T FLAZIRET D
vlan : VLANID #f8ET %
interface DA E—T 2 —AERET D
instance D MST AV AF L AZFRETD
[73T7 A —=HF—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname : LAN/SFP+AR— M E72ITfmElA v ¥ — 7 = — A D4R
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[ASIE—F]
¥EHE EXEC E— K
B

MAC 7 RLAT =T Vinb B A F Iy 7w M) —&HIRT 5,

F—U— RFEEELLHEE. HERMHC—B Lz b =R EHIRT 5,
XF—U—RERELRWEEIEL, &2 TOXAF Iy 72 N —%HIBRT 5,
[BAEBI]

MAC 7 R L Z730020.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWP2#clear mac-address-table dynamic address 00a0.dell.2233

614 REZT 4 v 7 N —DRE
[

mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET %

[/RT A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

KR D MAC 7 KL A
action : mac-addr 56D 7 L — A% A ENME
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REMHE B
forward HRIE T D
discard HES %
ifname : LAN/SFP+AR— M E 72 iTfw A 7 — 7 = — A D4 HI
KROA R —T x— A
vian-id 1 <1-4094>

*5D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 41— — R

[FREA]

MAC 7 VAT —TNVIZAZT 4 v 72 b)) —%5E5kT 5,

action \Z forward R E LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZBELE-MACT RLABIWRVLANID IZ—HK L7-ZE 7L — A%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7238 1L. VLAN#l DR ESND,

[/—F]

action \Z discard Z 3R E LT, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LITTE R0,
mac-addr \ZLLTF O MAC 7 RL A BETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.FFFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 35 & 9 Békd 5,
SWP2 (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

E&N
show mac-address-table
[AJ1E— K]
JEHME EXEC & — R, 5+ EXEC £— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o TV MNU—OFESH

e T—UUITHA L
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWP2>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR
[EX]

show mac-address-table count

show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAERT 5
[R5 A—&—]
ifname DRI HA U H—T = — ADLHI
LAN/SFP+R— N £ 721 TGHEEA v ¥ — 7 = — A DBFRE e
vian-id . <1-4094>
#/”9 % VLAN ID
[AT1E— K]
FERFME EXEC £ — N, ¢t EXEC E— I
[FHA

FDB = F VIZHHFHINTWAS MAC 7 RL A A FRT D,

HEVFEICE VBRSNS AT Iv I T LA, BEY, FBBERSNIZALT v 7T L ADBEENFR
s,

[ E B

FDB = F V2B SN TWS MAC 7 RL A A FTRT 5D,

SWP2>show mac-address-table count
MAC Entries for all vlans
Dynamic Address : 20
Static Address : 10
Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN E— R~DOB1T
[EFX)
vlan database
[AS1E— K]
Ja—)ary 47—y g s — R
[
VLAN A % —7 = — ZADFEFEZIT 9 128D VLAN E— RIZEITT 2,
[/ —h]

VLAN E— b7 a—\var 7 4 7 b—v g — NIZRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT 5,

[B%E B
VLAN £— RIZBIT9 5,
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SWP2 (config) #vlan database
SWP2 (config-vlan) #

622VLAN f V' Z—T7 = —ADHRTE
[

vlan vian-id [name name] [state state]

no vlan vian-id

[F—TU—F]
name : VLAN OA4HIZRET S
state : VLAN ORREZHEET D
[T A —F—]
vian-id 1 <2-4094>
VLAN ID
name PR AEETER L OEATES(32 XFUW)
VLAN D44 i
state D 7 L= LORRIREAT O B OHREER
REHE B
enable T U— LERET D
disable 7 L —AEEEE LR
(IR E]
mL
[AJTE—F]
VLAN &— K
B

VLAN A V¥ —7 = — A& RET D,

no I THIT LI=BA 1L, VLAN A ¥ —7 = — 2 & BB %,

name % H M L725E1L, VLAN O RiIC"VLANxxxx"(xxxx T 4 H7 VLAN ID)AS HEIRIZERE S D,
state 4 M L7255 15, enable BEXE I D,

disable Z 5 E L7-HA1E, MUi%Z VLAN A V¥ —7 = — A~OFET R THIBREN S,

[/—}]

BEIZ name E%TE STV 5 VLANID IZ%F LT, name #&ME L TAa~ > FERE LLEIE, BEICERESNLTWY
% name DEEFETF IR,

vian-id \Z1385 D VLANID ZHET5Z &R TEx, U T Xz, """ 2 FHHT 2,

« VLAN#2 7°5 VLAN #4 £ CTH®RIRT 584 : 24
+ VLAN#2 & VLAN #4 28R4 554 : 2.4

7272 L., 50 VLANID Z45E L7HA 1L, name ZF5ET 52 ENTERN,
[B%E B

VLAN #1000 % Sales &\ 9 LRI CTRET 5,

SWP2 (config-vlan) #vlan 1000 name Sales

623 7 A X—  VLAN O E
BN

private-vlan vian-id type

no private-vlan vian-id type
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55 A —s—]
vian-id o <2-4094>
vlan =~ R CRE S 41TV % VLAN ID
type i 774 ~— | VLAN O]
REME A
primary 774~ Y — VLAN
communit EHUH Y —VLAN(Z S 2 =F ¢ —
Y VLAN)
isolated %Y —VLAN(T A Y L— | VLAN)
[FIHIRRE]
L
[ASE— R
VLAN &— K
[BA]

vian-id % 77 A4 X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 7T 14— VLAN ORENHIFEIN T, 8% D VLAN & L TR+ 5,

[/ —}]

O32=2FT 4—VLAN ¢ LCRETDHE, 7794~V —=VLANDOD a2 I AHAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T7 2 — R LIFWETE AN, oI a2=7 4—VLANEB L7 A Y L — k VLAN
WATBT AL v X —T 2 — AL ILRECTE 72D,

TAYL—RFVLAN L LTERETHE, 794~V —VLAND T EI AN AR— M EDLBETLHIENTES
N, AI2=F A —VLANBLORT A YL — | VLANIZFTBTAMDA v 2 —T = —RA LI TBETE L5,

B!

UFD7Z A4 ~_X— K VLAN Z&ET D,

+ VLAN#100: 77 A~ U — VLAN

« VLAN#101:® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#102: ® 4> % U —VLAN(Z 2 = =7 (— VLAN)
« VLAN#103: 5> % U — VLAN(7T 4 Y L— b VLAN)

SWP2 (config-vlan) #vlan 100

SWP2 (config-vlan) #vlan 101

SWP2 (config-vlan) #vlan 102

SWP2 (config-vlan) #vlan 103

SWP2 (config-vlan) #private-vlan 100 primary
SWP2 (config-vlan) #private-vlan 101 community
SWP2 (config-vlan) #private-vlan 102 community
SWP2 (config-vlan) #fprivate-vlan 103 isolated

624 774~ — VLAN IZX$BEH & U — VLAN OFERE
BN

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids
no private-vlan vian-id association

[F—U—F]

add © fEE L7 VLAN % B#AHT %

remove © fRE L7 VLAN OB T & HIBR$ 5
[/3T A —F—]

vian-id o <2-4094>
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7°Z A4 < VU — VLAN [ZEE Z LTV 5 VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEEIRTET2HE. UToX oz, """ "2 fH+sZ L
« VLAN#2 725 VLAN #4 F CTaEIR$ 245 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(AR 2]
L

[AS1E— ]
VLAN E— K

[FLAA]

FFIAX—=FVLANDZ T A<V —VLANIZX LT, B XU —=VLAN(T A YL —K VLAN, 23 =2=7 (—
VLAN)D BEAF T &2 3 ET 5.

add ZF8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIBRT 5,

no JEARTHEIT LeHalE. 774~ Y — VLAN ~O B 1T 2 X THIFRT 5,

(B EHI]
UFDOTZI7 4 _R—=KVLAN 2R ELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U—VLAN(Z 2 = =7 (— VLAN)
e VLAN#103: %5 >4 U — VLAN(7 A Y L — k VLAN)

SWP2 (config-vlan) #vlan 100

SWP2 (config-vlan) #vlan 101

SWP2 (config-vlan) #vlan 102

SWP2 (config-vlan) #vlan 103

SWP2 (config-vlan) #private-vlan 100 primary

SWP2 (config-vlan) #private-vlan 101 community

SWP2 (config-vlan) #private-vlan 102 community

SWP2 (config-vlan) #fprivate-vlan 103 isolated

SWP2 (config-vlan) #private-vlan 100 association add 101
SWP2 (config-vlan) #private-vlan 100 association add 102
SWP2 (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MEFTRLA— NDFRE

[ER
switchport mode access
(IR E
switchport mode access
[AJ1E— K]
A HF—T 2—AFE—R
[FAA]
HWHRA o Z =T 2= ZAOR— MEEZT 7 E AR — MIRET 2,
[/— ]

ARza< KX LAN/SFP+AR— B X UGGREA v ¥ — 7 = — R IO AR EFTHE,

B VA =T 2= AR E L TRa~v L RERELZGAIL. ZOA X —7 2— A ZATET 54 TO LAN/
SFP+/R— b DRENEE IND,

— MNERE T 7 R— I BT 7 AR — MIEE LA 1L, switchport trunk allowed vlan =2~ > KD E
k & UN switchport trunk native vlan =~ > RO E 03 #1H] umﬂ )j:q Do

77 AR—FELTCHETS VLANID |Z, switchport access vlan =~ > R CiRE1 5,



[ EH]
LANR— M #1 27 7B ZAR— MNMCERET S,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #switchport mode access

6.2.6 7 7 AR— MNH F 72 LAR— b)DFTE VLAN DRE
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[F=

switchport access vlan vian-id
no switchport access vlan

[T A—=HF—]
vian-id 1 <1-4094>
FTJE 9% VLAN ID
(AR E
switchport access vlan 1
[AJIE— ]
A HF =T z—AE—F
B

SBEA L H—T 2 —ANT IV EAR—rE LTHIET S VLANID 2% ET 5,

no JEATIAT L7 B I3 EIC R
[/ — ]

A3~ R switchport mode access =~ > RVEXE 4L TV D LAN/SFPHAR— B L UGRELA & —7 = — R |ZD

FREXAE AT RE,

WA VA =T 2= RAEXNBRE L TRa~v U RERE LGS, 20OA X —7 2— AR T 5L TO LAN/

SFP+R— FDREVDEHEEIN D,

R— MNERAZ R T 7 R— MIEFELEZEAIT. Ka~vy FORTERYIHHRTICE D,

[FAE B

LAN R— M #1 BT 7 AR — bt & LTCHIET 5D VLAN % VLAN #10 [Z5%ET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport access vlan 10

627 b7V R— MNEZTFHER— NDORE

[EX]
switchport mode trunk [ingress-filter action]

[F—T—F]

ingress-filter DA T AN E—DOEEEREET S

[/NT A—=HF—]

action AT 4 E—DEME
R EE B
enable AT 4 NE—ETHT D
disable AT 4 VB —F TN D

[WIHARRE]

L

[AJ1E— K]

A H—T2—AE— R
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[RLBA]

ingress-filter Z &% L 72838 1%, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7 L—LD VLANID 3 A >4 —7 = —ADFTE L T\5 VLANID & —F L
e EDH, T L—LEEEET D,

AN T 4 W Z =BG IRGEIE, TRTOT L— L ZiRET 2,

[/—}]

A< R LAN/SFP+AR— R B L OGRELA ¥ — 7 = — AT D B E Al HE,

B VA — T 2= AEHG L L TRy RERE LTS AIE. TOA ¥ —T7 2—RAZFRT 52 TD LAN/
SFP+R— M DRENEE D,

R— MNEPZET 78 AR— Kb b7 7 AR— MIEFE L725ATL., switchport access vlan =~ > K OF% E 23 F) 5%

EIR D,

NZ 7R —FE LTHTET 5 VLANID i, switchport trunk allowed vlan =~ > R CEET 5, /2. XA 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CIET 5,

[ E ]

LANR—F#l & h T 7 R— MIRET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport mode trunk

628 b7 7 AR — MNEZ T FHEAR— N)DBTE VLAN DR E
E=N

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids

no switchport trunk

[¥—7U—F]
all ©ovlan I FTRESANLTWVDTRTOD VLAN TR S5
none 2 TOVLAN MOk SE 5
add © HEE L VLAN ICFTE S H 5
except © $5E L7 VLAN BISh o, vlan =< > RTRIE SN TVWDTXTO VLAN IZFTE S5
remove © HE L= VLAN B g &5
[T A —5&—]
vian-ids o <1-4094>
vlan =~ FCRRIE STV % VLAN ID
BHEERET 256, LLTOLHic, "R alifl+sZ &
« VLAN#2 7»5 VLAN #4 & TZRIRT 58545 2-4
« VLAN#2 & VLAN #4 % ®RIR9 5355 2,4
[FIEIRRE]
7L
[AS1E— ]
Ao B =T z—AF—F
[RLFA]

SBEA L H—T 22— AN NT IR —bELTHIET S VLANID 2% ET 5,
no B TEIT LA, AT 5 VLANID AT _RCHIBRINTHR— MEJINT 7 AR— MIEE IR D,
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[/—}]

A3~ R switchport mode trunk =~ > R3¢ E S TU D LAN/SFP+AR— B L UOGRELA ¥ —7 = — X (TD

TR TE AT HE,

WA S H =T 2= A MR LTAa~v Y RERE LIEHAE, €O I =7 =—RIPET 22TO LAN/

SFP+R— FOBRENLEH SN D,

W— MERZT 72 AR— MIAEE LTELEIE, Aa~xr FOREPPIMREIZRE D,

all £7213 except ZHEE L Tk L7 E 1T, ZOHKICEE L7z vlan 2 v ROWNENFIIKMEIND,

all £721F except FHE L TRE LIZGAIL, LTORELITI &, FEV OFFE L TW\% VLANID % add THEL

TEREICEEIND,

« remove Z15E L CHTE L TW\% VLANID #HIBR L7255

« switchport trunk native vlan =~ > R CHTE L T\ % VLANID #f5& L 7= 56

except ZHRE L CaRE & 1T > 7%, add 257 L TS L Cu 72 VLAN ID IZFTE & B 7285413, FTE L T\ 5 VLAN

ID % add THE L7eREICEL E 41D,

remove & H5E L72%IZHTE L CW e VLANID 24887 5 &L =7 —1272 %,

A=< K & switchport trunk native vlan =~ > RO EIL, %AaEETL LD,

« ARa<r RTHES 72 VLANID % 57 L T switchport trunk native vlan =~ > RZ@RE L4, fEELEZ
VLANID 76t s ¥ b5,

« switchport trunk native vlan =~ > R CEE ST\ 5 VLAN ID Z457E L CHTIE & ¥ 72354, switchport trunk
native vlan none 235X & S 415,

switchport trunk allowed vlan add =~ > RC. vian-ids |Z"-"°"," & flAEDOETHRE LG E, W 3—Ya
(Rev.2.00.08 LARMIZIR T & o~ v REREICKRT 5, fiRke LTIIEFICHBETE R RN H D, FEHF:
switchport trunk allowed vlan add 101,103-105)

[BX )

LAN R— K #1 & F 7 7 A — MIFRE LT VLAN# (IR & 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport mode trunk
SWP2 (config-if) #switchport trunk allowed vlan add 2

629 NI R— MNETHRER— NDRAT 47 VLAN ORIE

EEN
switchport trunk native vlan vian-id
switchport trunk native vlan none
no switchport trunk native vlan

[F—TU—F]
none : AT 47 VLAN Z8hic3 2
[/3T7 A —F—]
vian-id 1 <1-4094>
vlan =< FCEESHLTWD VLANID
(AR RE]
switchport trunk native vlan 1
[AJ1E— F]
B —Tz—AE—FR
B

HRA L —T = —ADXAT 47 VLAN ZRET D,

none ZRE L72H AL, XA 7 4 7 VLAN BN 5, ZHICK VMRS VX —T =2—ATIE, ZIELE¥ 77
L7 L—ARET 5,

no JIER CHEAT LI A I3 EICK b,
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[/— 1]
A3~ R switchport mode trunk =~ > R3¢ E S TU D LAN/SFP+AR— B L UOGRELA ¥ —7 = — X (TD
TR TE AT HE,
WA S H =T 2= A MR LTAa~v Y RERE LIEHAE, €O I =7 =—RIPET 22TO LAN/
SFP+AR— F DRENLEE SN D,
N— MEREZT 7 8 AR — MIERE LIELGEIE, Aa~xr FORENPVIHIREICRE D,
Az~ K & switchport trunk allowed vlan =~ > ROFREIL, BEEBIL LD,

+ switchport trunk allowed vlan =~ > N CATJE S H72 VLANID 245 € L CARa~ > REHE LGS, BELE
VLANID 6B SH 65,

s Ko< RTHIELT VLANID % switchport trunk allowed vlan =~ > N CFJ& S #7244, switchport trunk
native vlan none 735X E S 415,

[ E B
LANKR—F#l & h T 7R — MIERELTHA T 4 7 VLAN IC VLAN#2 ZRET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport mode trunk
SWP2 (config-if) #switchport trunk native vlan 2

6.2.10 7 4 _X— k VLAN O 7R— MNER| DR E

(]

[EX]
switchport mode private-vlan port-type
no switchport mode private-vlan port-type

[/3T A —HF—]
port-type oA=L O#EE
B EME B!
promiscuous 7' I A AR— |
host RA RER—
(WX E]
7L
[AJ1E— F]
A F =Tz —AEF— R
[

RGA A —T 2 —ADT T A <— k VLAN OFR— MNER|Z R ET 5,

no W TIAT LI E, MR A ¥ —7 2 —RTHREINTNWDH T T A ~_— | VLAN OFEZHIFRT 5,
[/—}]

A3~ Rid switchport mode access =~ > R2VEXE S 4L TV 5 LAN/SFP+7R— NI DA E Al e,

Mz T, L FDA ¥ —7 = — AT promiscuous i E TE 5,

« FIUIR—FELTEELTNDA U F—T=—A

o WA H—Tz—R

Bl

LAN R—h #1 2782 I AHAKR— b, LANFA— F #2 ZH A AR — MIEET 5,

SWP2 (config) #interface portl.1l

SWP2 (config-if) #switchport mode private-vlan promiscuous
SWP2 (config-if) #exit

SWP2 (config) #interface portl.?2

SWP2 (config-if) #switchport mode private-vlan host

6211 54—k VLAN OF R FR— FOHRE

[EFX

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—T—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN 2% ET H
[78T7 A= —]
pri-vian-id . <2-4094>
774~ VY —VLAN & L TRREIN TS VLAN ID
2nd-vlan-id : o <2-4094>
T H ¥ Y —VLAN & L CREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE—FR
[RLEA]

MNPA L HE—T 2 —ANT T4 _X—=K VLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
&Y — VLAN ZBEfTT 5,

no WK TEIT LGS, JBA L H—T =2 —ANKRAFR—=F L LTHIBT S 774~ — VLAN DR EB LNk
H & Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az > R switchport mode private-vlan =~ > R CH A hAR— b & L TERE STV D LAN/SFP+R— M Z D &
B E PR,

pri-vian-id & 2nd-vian-id X, private-vlan association =~ > R CEHEfT T LN TV HMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN E. Ao~y ROREIX
HikRE N 5,

[3% 2 5]

HA B =T 2= AZLNTFDT 7 A4 ~X— |k VLAN 2R ET D,

o LANKR—bF#l:774~VU—VLAN#100, &% U — VLAN#101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &7 > % U — VLAN #103

SWP2 (config) # interface portl.1l

SWP2 (config-if)# switchport mode private-vlan host

SWP2 (config-if)# switchport private-vlan host-association 100 add 101
SWP2 (config-if)# interface portl.2

SWP2 (config-if)# switchport mode private-vlan host

SWP2 (config-if) # switchport private-vlan host-association 100 add 102
SWP2 (config-if) # interface portl.3

SWP2 (config-if)# switchport mode private-vlan host

SWP2 (config-if)# switchport private-vlan host-association 100 add 103

6212 5 A4 _X— K VLAN D712 I A H AFR— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add 774~V —VLANIZxT HEH &Y — VLAN 2% ET 5
remove : 774~V —VLANIZxT D&l &Y — VLAN ZHIkRT %
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L TixE I TW% VLAN ID
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2nd-vlan-ids : <2-4094>
v h &Y — VLAN IZEEE STV 5 VLAN ID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 554 2-4
« VLAN#2 & VLAN #4 8R4 254: 2,4

[FIEAER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN Z%E LT, EH % U— VLAN
& BT B,

R TCET LGS, A ¥ —T 2= ANTaIADAR— e LTHBT A4~ — VLAN ORER
YO & U — VLAN OREERT T 2 HIBR9 5,

[/ —H]

AR 2= RiZ switchport mode private-vlan 2~ > KT/ 12 I A AR — bk & LTHEI LTS LAN/SFP+73R— b
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, TaIRABAR— L LTREESNTVAUTFTDOAL L F—T 2—ATHLERETE 5,

o "IV IFR—FELTEMELTCWVAAS L H—T =—2R

s mEA A —Tz—R

pri-vian-id & 2nd-vian-ids 1%, private-vlan association =~ > K CBIHEAT T SN TWAMENRD S,

A LA =T 2= RAERHRE L TR RERELEZEAIL. 2OA 0 —T7 x—RAZATRT 542 TD LAN/
SFP+R— FDFRENEE I ND,

switchport mode private-vlan =~ > N CR— M ORI T 1 I AN AR — FNSMIRE S NS G. KA~y Fo
BHTETHIBREIN S,

23 a2=F 4 —VLAN T, O T I AL AR— M L TCEEMITAE I ENTEX S,

12D 77 A4~V —VLANIZX LT, BEDOTaIADAR— MR ETE D,

TAYL—RKVLANHDOA VX —T z2—RF. 1 OO T T IABAR— R EOLBENRTRERT-DH. 1 OOT A /L
— kN VLAN IZBEFHT B D 7 v I A AR — MEI 1 2D,

Bail|

LANKR—F#l Z7 0 I AN AR—F & LTEHESE T, 774~ U— VLAN#100 &R E L. BH % VU — VLAN
#101, #102, #103 ZBAEEFHT 5,

SWP2 (config) # interface portl.1l

SWP2 (config-if)# switchport mode private-vlan promiscuous
SWP2 (config-if) # switchport private-vlan mapping 100 add 101
SWP2 (config-if) # switchport private-vlan mapping 100 add 102
SWP2 (config-if) # switchport private-vlan mapping 100 add 103

6.2.13 "1 A VLAN D& E
B

switchport voice vlan fype

no switchport voice vlan

[T A—=F—]
type AT
R EME B
<1-4094> VLAN ID
dotlp TIAFVT 4 BT T L —LEEATS
untagged Z TR L7 — BT
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[FIHEIERE]
L
[AJIE— F]
A H =Tz —AE—K
[RiAA]
RAAVLAN OREET D, 77 EAR— MIRELTZHEA L F—T 2 —ADHRETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANVLANID (20 T, CoS ENFEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
B!
LAN 7R— b #1 2784 A VLAN & LT VLAN #100 [Z%ET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDRE
EEN

switchport voice cos value

no switchport voice cos
T R =5
value 1 <0-7>

BRI CRR ET 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHEZRET D,

LLF® & &2 LLDP-MED CHEEGias (Z5% & 2 4 5,

o HWIR— FTARA A VLAN BEEIN TS,

o F4WR— [T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7"— k #1 THA A VLAN & LT XE CoSE%E 6 (IR ET D,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E
&R

switchport voice dscp value

no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7V VLAN 7 /L—7 1D
BEERET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[FIEIRXE]

7L

[AS1E— F]

A H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI N—TZIRE LB, #8A v ¥ —7 =—ATiE, v F 7V VLAN 7L —7 730
CA v H—T 2 —AMORTEETE S, [M L VLAN ThH, w/LF 7L VLAN 7 —T7R3E S 45, @B T/
|

MBS L =T 2= A VI TN — v a Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no G THEAT LI2GEG . PIMIRREICR S,

[/—H]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V —va w2 —T7 2 — AR S5 R — O~ /LF 7L VLAN 7 —F 3R —I2 T D0 E
Nd 5,

~/WVF TV VLAN Z N —7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y MIwALF 7L
VLAN 7 )V— T RIE DB Z T IR0,

~IVF TV VLAN 3 E L TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—0T a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7 /L —7 #10 \IZ3&ET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #switchport multiple-vlan group 10
SWP2 (config-if) #exit



a2 KU 77 LA | Layer 2 #&HE | 199
6.2.17 <)L F 7 )L VLAN 7 )L — 7 DL BT DERE
[EX]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id ¢ <1-256>
~/VF 7V VLAN 7 /v—7' ID
name D OPRAEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 /7D 7 /L —7" ID
[AJTE— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 V—T 4R &R ET D,

no JZTHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4Hi1lZ. show vlan multiple-vlan =~ > K CER I D,
[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHNCHRET S,
SWP2 (config) #multiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B REHE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch ;. ¥/VF TV VLAN ZERED YMPL 7 L — A GiEHRE O B
REE B!
enable IR EEZ AN T D
disable TR 2 3 5
[WIHRRE]
multiple-vlan transfer ympi enable
[AF1E—F]
srua—arr 4 L—va E—R
[FLBA]
~NVF TV VLAN RERFI, ¥~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ A NERT 7B ARA L BN EL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —E IR E 7~
ITHRRLAN = b — T — A FIH L7-WIEA, ANCT 08’5 5,

no I CTHFAT LGB IR EICR 5.

[FE B

~/LF 7L VLAN @ ERF O YMPL 7 L — LGB HE 2 Mshic 5,
SWP2 (config) #multiple-vlan transfer ympi disable
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6.2.19 VLAN [E# D FE R

[EFX]

show vlan vian-id
show vlan brief

[F—U—F]
brief : A& TOVLAN [E# & #1725
[73F A —4—]
vilan-id - <1-4094>

#"4 % VLAN ID
[AJ1E— K]
FFrHE EXEC E— R, %M EXEC £—
[RLBA]
fEE L7 VLAN ID DIEHM A R7T 5,
UTOHEBEBREREND,

HAE B

VLAN ID VLAN ID
Name VLAN D4, i

VLAN OIRFE (7 L — LA HEET 5 200
State « ACTIVE: #5157 %
« SUSPEND : fizit L 72\

VLANID IZFTB L TWAHA » H—T = — %
Member ports c (): T EAR—MNETIRLAE—])
c ): hTUIHR—NETHFER—])

[ E B
2 VLAN 1§ £ T 5,

SWP2>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
UTOHEANRERIND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID

SECONDARY &4 %Y — VLAN @ VLAN ID
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HAH GIL]
tH 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS VH—T = —R
[ EH]

75 A4 X— |k VLAN O R &2 FHrT 5,

SWP2>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 v /VF 7 )L VLAN 7 /L — FREBROFET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FFEOV LT TV VLAN 7 v —T DR E KRR T 5
[R5 A—&—]
group-id 1 <1-256>

~JLVF 7LV VLAN 7 /L —7" 1D

[AJ1E— K]
FFeHE EXEC & — N, %7# EXEC E— N
[RLBA]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWEL IV —TFTRTEFRRT D
YMPI 7 L — A BBEEE DR EIRRE b £ T 5,

[ EH]

~ )L F 7 )V VLAN 7 )L— T DR EREE F T D,

SWP2>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUP0O001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(ANN=" 7Y U —71 Fa)l)

E

e

63.1 AT LDANN= TV —D
BN

spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)aryz 4L —yg T — R
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[RLBA]
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—h]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= I ) —E ST D,
SWP2 (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E

E&

spanning-tree forward-time time
no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (FD)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[

RSB IERF R 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/— k]
Ka<y FOREITLL FORMEMT-TLERD D,
2x (NE—H A L+]) S RRT— VU T = 2 x (IRRIRERFRH - 1)
AT — 7 HE#IZ, spanning-tree max-age =~ R CHETX 5,
NE—Z A DIFIZ 2T, BETDHZLIFTERY,
[F B
HAIEEAERF ] 2 10 FUIZRRET Do
SWP2 (config) #spanning-tree forward-time 10

633 KT — T DORE

[EFX
spanning-tree max-age time
no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR E]
spanning-tree max-age 20
[AJ1E— F]
Ju—nmnarz 4 b—va e —R
[BLBA]

RRT—V U TRHERET D,
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no T CEIT LB A ITWHIREICRE S,
[/—}]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VhEZEETIRHET 2R TH D,
Kavy ROBREFTUTORMEERMIZTLERD D,
2x (N —=H A h+1) = RRT—V 0 ZHEEE = 2 x (EREELERRE - 1)

A=

HRGEAERFf# X, spanning-tree forward-time =~ K CEHETZ 35,
NE—H A DT 2T, BRI LI LI TERNY,

B!

WRT— U TR % 25 ISR ET D,

SWP2 (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT7 A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 41

[(HIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—F

[FHA

TV PTIAF VT A ZRET Do BN/ NS WIE EBREDRm,
no I CTHFAT LGB EICR 5.

[/—}I]

MSTP D3E1E CIST(A v A X A #OWIHRTT HR%E & 72 D,

[

TV TTTAFVT 4 & 4096 (ZKIET D

SWP2 (config) #spanning-tree priority 4096

6354 F—T 2 —ADARX=U TV Y —DOFRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y Y —OEE
B EE B
enable ANR= T Y —E [T D
disable ANR=Z I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AF1E—F]

AU H—T2—AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no JER TEIT LIS IR EICE 5,
[/ —F]
A< RiZ LAN/SFP+R— F B L OGHEEA o ¥ — 7 = — AT DR E W HE,
A L H — T 2 —AZFTE L TWS LAN/SFP+AR— NIt L TAR T~ RERETLHZ LI TE R0,
[BXEH]

LAN R— h #1 TAR= 7Y U — 2T 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree disable

636 A EZ—Tx—ADY I EATORE

E&

spanning-tree link-type type
no spanning-tree link-type

[NT A—=F—]

type SN v
BRENE B!
point-to-point RAV WY —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB =T 2= ADY) I B TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

A< R LAN/SFP+R— F B L OGREEA ¥ — 7 = — AT D B E Al RE,

B X — 7 = — RZFTE LT D LAN/SFP+AR— MIXf L TR~ RERETDHZ LIETE 220,

IAWﬁmﬁ%F% GELA M — T = — AR SV TGAIE. Y% LAN/SFP+AR— M+ a2 ARKa~ v RDj

. IR EBICR D,
QEWI

LANR— h #1 OV 7 Z A 7% shared IZFRET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree link-type shared

(1

637 A v EZ—Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[ER
spanning-tree bpdu-filter filter
no spanning-tree bpdu-filter

[3F A—F—]
filter : BPDU 7 4 V% U > 7 OEME
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REMHE B
enable BPDU 7 A V&2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U T ERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—h]

A~ RIiE LAN/SFP+AR— b5 L OGREEA ¥ — 7 = — AT D B iE I BE,

FEEA v H—T7 = — AT LT D LAN/SFP+AR— MIxt L TR~ RERET L Z EITTE 720,
LAN/SFP+R— M & GalliA % — 7 = — R |ZFTJE S 725613, 7% LAN/SFP+AR— MIXT 2 K2~ RORE
D, WIHIERGEIZR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T HHHZT 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #spanning-tree bpdu-filter enable

63.8 4% —7 = —AD BPDU H— KOHE
[E=X]

spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —HF—]
guard : BPDU #— FO#EE
BRIEME Bl
enable BPDU — & {5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FFA]

WA VA —T = —AD BPDU H— RERET D,

no FECEAT LG A& IIWIHIRR EITR 5,

[/—F]

Ko< RiZ LAN/SFP+R— B L OGHEEA v ¥ — 7 = — AT DAHFHE Al HE,

FERA A — T 2 —AZFTE LTS LAN/SFPHAR— Mkt L TARa <~ RERET DI LIXTER,
LAN/SFP+R— k&gl A ¥ — 7 = — R 2B SET725A1E, Yi% LAN/SFP+R— M43 Ko~ RORE
M. IR EICRE D,

LAN/SFP+— k23 BPDU #'— FiZ X - T shutdown S 723568013, YUi%A v ¥ — 7 = — A 2% LT no shutdown =
<~ REFE(TT L2 L THIATE 5,

S L H — T = — A BPDU B — FIZ X - T shutdown SN 728815, Ui%A ¥ —7 = — R |T% L T shutdown
o< R&SLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,
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[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #spanning-tree bpdu-guard enable

639 AL F—T—AD/INAITA FNDERE

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/XT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—ADY 7 HEIE T T, LTOEEFEHT 5,
YT 3 SRR A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
A U H—T 2 — AL, PR LTS LAN/SFP+AR— b DY 7 E A2 AFF LTZfEZ Tlc, /N2 3 A MERSRE
D,
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

MHBA LA —T =—ADNRAAR N ERET D,

no TR THEAT L= A IR EIC R 5,

[/—}]

MSTP D513 CIST(A > A X 2 A #OIWIHRIT DR E & 78 D,

A~ RIX LAN/SFP+AR— B K OGREEA ¥ — 7 = — R 2D B iE W hE,

FEEA v H —T7 = — AR LT D LAN/SFP+AR— MIxt L TR~ RERET D Z LT TX 720,

1AWWW¢~%% WERA X — T x — RCETE S T2EEIE. Y% LAN/SFPHR— MIxt T 2K a~ v RORE
. IR EICR D,

aﬁ%]

LAN R— b #1 O3 2 1 2 ;% 100000 (2R ET 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree path-cost 100000

RRE

(]

6310 AV FZ—T =2 —ADTIFAFVT 4D

[EX
spanning-tree priority priority
no spanning-tree priority

[R5 A —&—]

priority 1 <0-240> (16 D%k
TIAFY T 1

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =Tz —AF— R
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[FEHA]
KBA L HE =T 2= ADTTA KT 4 ZHRET D,
no TR CTFEAT L A IR CITRE S,
BAED/ NS VIE R ENE L A v X —T = —AWP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
A< R LAN/SFP+AR— R B L OGRELA ¥ — 7 = — AT D B E Al HE,
FEEA v H —T7 = — AR LT D LAN/SFP+AR— MIxt L TR~ RERET D Z LT TX 720,
IAwwmtwb% WA o F— T = — ACPTE ST E 1. 3% LAN/SSFP+AR — MIxt T oK a~ 2 ROk
. IR EICR %,
aﬁm]
LANR— N #1 DT TAF VT 4% 64 1ZHET D

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree priority 64

6311 f V2 —T 2 —ADT v R— FDHEE

1207

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(AR E

no spanning-tree edgeport
[AJIE—F]

A B =T z—AE— R
[@i ]

MHBA VA =T 2 —ADT Yy VR— NEFEET D,

no TR THEAT L= A IR EIC R 5,

[/—}]

A~ R LAN/SFP+AR— M K OGREEA v ¥ — 7 = — R 2D Hg% iE 7 hE,

FEEA v H —T7 = — AT LT D LAN/SFP+AR— MIxt L TR~ RERET D Z EITTX 720,

IAwﬁmf FEFRERA v F— T = — AICHTE ST A 1. M#% LAN/SSFP+AR — MIxt T 2R a~ 2 RORE
. AIEIEREICR .

aﬁ%]

LAN R—F#l x> VR— MIT 5D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifname]
[F—U—F]
interface DRI THAAE =T 2= RAERET D
[/NT A—=F—]
ifname : LAN/SFP+AR— N 72 1X5REEA > ¥ — 7 = — A D4R
FRT DAV H—T 2 —RA
[AS1E—F]

FEHHE EXEC B — I, 434 EXEC £— N
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[RLBA]
AN=Z I ) =D FIRT D,
interface Z M L725H1E. 2TCHOA X —T7 = — ADIRERELERIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y Y —7a k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AKE,

Root Port N—hrT Vo TDEXIX0 EERRIND, mBlf ¥
—7 == ADHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFEFTERRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERJERE ] R EE

Hello Time N— TV DO m—HF A LREM

Max Age =TV VORRT— Y 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U7 ¢ (16 #EECHE 4 M) & MAC 7 RLATHER SN D

Bridee Id TV VA, TV v T T A AT T ¢ (16 EHEIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu 7z BPDU Otz =)

last topology change

BRIC MR —F = o UNFE LT B

Ifindex A E =T 2 —=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A NREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DO

Designated Port Id Designated 7~— k @ ID

Priority AEBE—=T 2 —=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EECTE 4 M) & MAC 7 RLATHERR SN D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL AT S D

Message Age Ayt — Ut

Hello Time Na—F A LNFEE

Forward Delay His 15 AL PR [ AR fiE

Forward Timer

FEBROHRERIE X A ~—

Msg Age Timer

A v H—T = — AN BPDU DIFRAMWIEST 5 % 4 ~—,
WIHEARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5
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HE B
Hello Timer AE—OFFIHENT 524~ —, 012725 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KETHBPDUDK A
Ty VR — N O EM & BIEDIRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ Ny *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V v THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BiAE DR AR
. A B=T=2—=ADY 7 ZA T OREMEBHEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
Bl

LAN 7R— K #1 O A= 7 ) —DIRTEE TR 5,

SWP2>show spanning-tree interface portl.1l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27 J—® BPDU OFEHEHR D ER
B

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH
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[73F A —%&—]

ifname : LAN/SFP+AN— M E 7 idGmBilA v ¥ — 7 = — A D4 |
FRTDHA LV H—T = —RA

[AS1E— R

it EXEC E— R, %M EXEC £— I

[FFA]

A= 7 U —® BPDU OFEGHERDFE R T D,

interface Z 45 L =A%, BTOA 24 —7 = —ADRENER SN,
[ EHI]

LAN 7R— bk #1 ® BPDU O#atEH &2 Frd 5,

SWP2>show spanning-tree statistics interface portl.l
Port number = 905 Interface = portl.l

o

BPDU Related Parameters

o\°

% Port Spanning Tree : Enable

% Spanning Tree Type : Multiple Spanning Tree Protocol
% Current Port State : Forwarding

% Port ID : 8389

% Port Number : 389

% Path Cost : 20000

% Message Age : 0

% Designated Root : ac:44:£2:30:01:10
% Designated Cost : 0

% Designated Bridge : ac:44:£2:30:01:10
% Designated Port Id : 0x8389

% Top Change Ack : FALSE

% Config Pending : FALSE

PORT Based Information & Statistics

o o o

Config Bpdu's xmitted 3
% Config Bpdu's received 0
% TCN Bpdu's xmitted 2
% TCN Bpdu's received 3
% Forward Trans Count 1
% STATUS of Port Timers
% Hello Time Configured 3 2
% Hello timer : ACTIVE
% Hello Time Value : 0
% Forward Delay Timer : INACTIVE
% Forward Delay Timer Value : 0
% Message Age Timer : INACTIVE
% Message Age Timer Value 3 O
% Topology Change Timer : INACTIVE
% Topology Change Timer Value : 0
% Hold Timer : INACTIVE
% Hold Timer Value : 0
% Other Port-Specific Info
% Max Age Transitions 1
% Msg Age Expiry 0
% Similar BPDUS Rcvd 0
% Src Mac Count 0
% Total Src Mac Rcvd 3
% Next State Discard/Blocking
% Topology Change Time 0

Other Bridge information & Statistics

o

% STP Multicast Address : 01:80:¢c2:00:00:00
% Bridge Priority : 32768
% Bridge Mac Address : ac:44:£f2:30:01:10

Bridge Hello Time : 2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KO VT
EEy

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRA BT o —AERETD

[78T7 A —=F—]
ifname : LAN/SFP+R— N E 7T A v ¥ — 7 = — A D4R
JIVTTAAA L H—T—RA
[ASTE— R
¥+ EXEC £— K
[FREA]
STP AT — FCEMEL CWaA v ¥ — T = — A Z BT — F~RE7,
interface ZABME L7281, 2 TCOA X —T =—ZADWRENRZ U TIN5,
[/ —F]
STP ® BPDU #Z{E L7848, ZELFEA V¥ —7 2 —AZSTP A#E— RTEIET A L5125, LL, D
#% STP @ BPDU #5222 L7 78> Th, YA L X —7 = — AL STP BT — RCEELET A, 2D LD 72Es
AR~ REETTAHAZE T, STP AL E— R0 OilEFE— R~NRT I ENTE S,
[B%E B
LAN 7R— b #1 % STP ALl E T — F~ET,

SWP2#clear spanning-tree detected protocols interface portl.l

6.3.15 MST E— F~DIT
[ER]
spanning-tree mst configuration
[AJ1E— K]
ra—npvar 74— g rET— R
[BA)
MST A A2 2 AR MST U —2 a VY ORRGEEIT 5 128D MST £ — RIIBITT 5,
[/ — ]

MST E— R bl a—o)Lary 74 7 b—y g o — RIORAICIT exit 2~ RE2fEH L., ¥ HE EXEC E— FIZE
HiciTend =< REMFEHT 5,

[RXEHI]
MST &— RIZBITT D,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #

6.3.16 MST A ' A X L ADAERR
[

instance instance-id

no instance
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X A—5—]
instance-id o <1-15>
A VAL A ID
[FIHEIERE]
7L
[AF1E— K]
MST £— I
[FLFA]
MST A > AR A& AT 5,
no IR CTIAT L7/ 1E. MST A A ¥ v ZA&HIBRT 5,
[/— 1]
MST A A% ADA[LE VLAN & OBHAF T X, instance vlan 2~ > R TRIET D,
[BEH

MST AV AZ A #]1 T 5,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #instance 1

6.3.17 MST A > A% RZ%T % VLAN DORE
EEN

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

(/85 A —5—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan 2= FCEE S TWD VLANID
[HIHARR E]
L
[AJIE— ]
MST E£— K
[@iHA]

MST A A Z » AZ% LT VLAN % BEfHT 5,

no JERTEIT LT=HA1E. MST A AKX A2k % VLAN OREEAT T 2 HIRT 5, BIRL7-fE%E, MST A > %
22126 LT 1 2% VLAN 2ABEAHT STV R WEETE. MST A > A% v Z & U5,

R ENTWRWMST A v AX U ABIRE LTS EIL. MST A v A X o AD4AREbITh 5,
[/—F]

o> MST A > 2 Z > ZIZBAEATIT 5T 5 VLANID Z$8ET 5 Z LT TR0,

MST A > A& o ZIZBREAT S5 VLAN O3S AT LK TR K256 [HE TET %,

[B% &)

MST A > A& > A #1 |2 VLAN #2 % BEfTT 5,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #instance 1 vlan 2
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6318MST A Y AB LV ADTTAF VT 4 DFRE

1213

[EX]

instance instance-id priority priority
no instance instance-id priority

[/3T A =4 —]
instance-id o <1-15>
A AL A ID
priority 1 <0-61440> (4096 D50
TIAF YT 1A
[FIEARRE]
instance instance-id priority 32768
[AFIE—F]
MST £— I
[FRA]

MST A LV AR ADTFTAF VT 4 ZHET D,
BAE/NSUVIEEBENE L, MST A Y AX LV AND— R TV v D272 % il f
no B THEIT LB AR EICR 5,

B!

MST A VAR A# DT TA A VT 4% 4096 |\ZERET D,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #instance 2
SWP2 (config-mst) #instance 2 priority 4096

6.3.19 MST J —2 3 VA DERIE

EMENE < 72D,

6320MST U —Va DI EVa HED

[EX
region region-name
no region

[23T A —&—]

region-name DA TS L UEA LS (32 SUFRAN)
V—T 3 0%

[FI8IE% €]

region Default

[AJ1E— K]

MST £— K

B

MST U =Y a V4 &2RET D,

no TR CTEIT LTS IIIREICRE S,

[ E B

MST U — a3 U4 % Testl IZRRET D,

SWP2 (config) #spanning-tree mst configuration
SWP2 (config-mst) #region Testl

E

R

[EFX]

revision revision
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5 A —5—]
revision : <0-65535>
eV a &5
[FIEIEXE]
revision 0
[AJTE— ]
MST £— F
[RiAA]
MST U =Ygl Eya v BEERETD,
no JER TEAT LA IR EICR 5,
[BEH
MSTU—=YarD)Evar&5id 2 ICRET D,
SWP2 (config) #spanning-tree mst configuration

SWP2 (config-mst) #revision 2

6321 A LV H—T 2 —R|IIXTDBMST A LV AZ L ZADRE

E&

spanning-tree instance instance-id
no spanning-tree instance

[2XT A —%—]
instance-id o <1-15>

ERENTWD MST AV AX 2 AD ID

[P E]

L

[AFTE— K]

B —Tz—AF— R

[FHA]

SBA L HE—T 2— AWK L TMST A Vv AZ L ABRHRET D,

no R TCEIT LIS IE, MST A VA Z V ZADHRELHIGRT 5,

[/—F]

AKza< KX LAN/SFP+ AR — B LG A v ¥ — 7 = — AT DO AR E [ HE,

ML A —T 2 — AT LTS LAN/SFPHAR— X L TARa~ > RERET DI EIXTER,

IAW%WT MERELA VX — T = — RICFTBE S TG E I, Y% LAN/SFP+R— MIRT 2K a~< FOKE
. IR EICRE D,

aﬁ%]

LAN R— RN #1ICMST A V AX VA Z/ETH,

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree instance 2

63.2MSTA VAR LVARZBITAALA LV E—T2—ADTFITAF VT 4 DHRE

[EFX]

spanning-tree instance instance-id priority priority
no spanning-tree instance instance-id priority

P35 A—g—
instance-id o <1-15>

KHRA LV H—T 2= ATRESINTWNE MST AV AZ 2 AD ID
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priority 1 <0-240> (16 DfEEN)
TIAF VT 4 fH

(AR E

spanning-tree instance instance-id priority 128

[AJIE— F]

B =T z—AEF—FR

B

MST A v AZ LV AICBITDRABA L Z—T 2 —ADTTAF VT 4 ZRET 5,

no TERTIAT LA I3IIR EITE S,

[/ —}]

Az~ RiX LAN/SFP+AHR— M5 K OGREEA ¥ — 7 = — RO Hg% iE W HE,

FELA v H —T7 = — AT LT D LAN/SFP+AR— MIxt L TR~ RERET D Z EITTX 720,

LAN/SFP+T MERELA VX — T = — RIZFTB I TG A I, Y% LAN/SFP+R— MIRT 2K a~<2 FOKRE
. AIHIEREICR .

gﬁm]

LANR—F#l ODMST A LV AZ AR DT TAF VT 4 % 16 ITRET 5.

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree instance 2
SWP2 (config-if) #spanning-tree instance 2 priority 16

6323 MST A L RAFZ L RIZBIT DAV E—T = —ADNNAAAX NDRIE
EEy

spanning-tree instance instance-id path-cost path-cost

no spanning-tree instance instance-id path-cost

X A—5—]
instance-id o <1-15>
KIGA B —T 2= RTREIINTND MST A S AZ L AD ID
path-cost : <1-200000000>
RA A ME
[FIEIEE]
AVH—=Tx2—AD) I HEIIS T, LFTOMEEHERT 5,
YNV S J: 3 RR= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, FTB L TWA LAN/SFP+AR— DY 7 HE A S5 LcEZTls, N A a3 A MESRE
D,
[AF1E— F]
A B =T z2—RAE—F
[FEA]

MST A VAR L AZBITDRBA LV Z—T 2 —AD/RAAA NERET D,

no B TEIT LB EITHREIZR D,

[/—}]

AR~ FIiX LAN/SFP+R— h B L OGRELA o ¥ — 7 = — A LD HFTEFHE,

FEEA v H —T7 = — AZHTE LT D LAN/SFP+AR— MIxt L TARa~ Y RERET L Z LT TE 7220,
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LAN/SFP+R— & Fasi A o F— 7 = — AIZPTR S BTG 135, 3% LAN/SFP+AR— MIxfT oK~ RORE
2. IR EICR D,
[ EH]
LAN R— k #1 D MST A > A X > Z#2 D/8ZA 3 Z k% 100000 [ZRET D,

SWP2 (config) #interface portl.l
SWP2 (config-if) #spanning-tree instance 2
SWP2 (config-if) #spanning-tree instance 2 path-cost 100000

6.3.24 MST V — a3 VIFROFR

EEN
show spanning-tree mst config
[AJIE— K]
FEFEHE EXEC E— R, FFHEEXEC E— K, A/ V¥ —T7 = —RAE— K
[@i ]
MST U —2 a > Ol iz 24 5,
[EEHI]

MST V — 3 v OBIEREZF R~ 5,

SWP2>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DEG2

6.3.25 MSTP fE# DO FE T

[#FX]
show spanning-tree mst [detail] [interface ifname]
[F—T— K]
detail DRI FRT D
interface D EBRTEHEA AT 2 —RAERET D
[/3T A —F—]
ifname : LAN/SFP+AR— M E72iFfwsli A v 7 —7 = — A DA4Hi
RRT DAL H—Tx—A
[AJ1E— ]
FEFFHE EXEC E— N, $HE EXEC E— K, f v F—T = —ZAE— R
[RLBA]
MSTP DIz £d %,

HHFIIMST A Vv AX AL VLAN B, v ¥ —7 = — ZAO BT IE#R 2 RRT 5,

detail ZFEE LT-HAIE, A1 v F—T7 2 —ABLMST 1 VA X o ADFHABERE FRT D,
interface ZEZ M L7=BE1T. T _XTOA v X —T 2 —ADERBRERIND,

[/ —H]

ifname |2, FERA X —7 = — AITFTE L TV D LAN/SFP+IR— R 2 H5ET 5 Z L1 TE 20,
[RXEH]

MSTP D@z R RT D,

SWP2>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
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Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f2300110
% Default: CIST Bridge Id 8000ac44f2300110

% Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
% Instance VLAN

% 0: 1

% g 100 (portl.8)

LAN &"— |k #8 0 MSTP DFEMIE#H % £R7T %

SWP2>show spanning-tree mst detail interface portl.S8

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

o\©°

Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44f£2300110

Default: CIST Reg Root Id 8000ac44£f2300110

Default: CIST Bridge Id 8000ac44f2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o° oP

o

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44£2300110

% portl.8: Regional Root 8000ac44£2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£f2300110

% Default: MSTI Bridge Id 8001ac44f2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44£f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > 2 & > ZEHDOFR

[ER

show spanning-tree mst instance instance-id [interface ifname)]
[F—T—F]
interface DORBRTAALE—T 2 —RAEEET S
(/%5 A —5—]

instance-id o <1-15>
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EREN TS MST A v A ADID

ifname : LAN/SFP+AR— M E72iTfwsl A 7 — 7 = — A D4 HI
FHRTHA B —T =2 — A

[ASTE— K]

FEHHE EXEC E— R, #MEEXEC E— R, f v X — 72— AXAF— R

B

FEE L= MST A > A X o ADIERAEFRT D,

interface # GG L7285A1E. FEE LT MST A VAZ UV ANRRKEZINTNATRTOAL VZ—T7 = — ADFRMNER

b,

[/—F]

ifname |2, FwERA X —7 = — AIZHTE LT D LAN/SFP+R— M A fRET 5 Z L IXTE 0y,

[B%E B

MST A » AH v A #] DIFREFTT D,

SWP2>show spanning-tree mst instance 1

% Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000
% portl.8: Configured CST External Path cost 20000
% portl.8: CST Priority 128 - MSTI Priority 128
% portl.8: Designated Root 8001ac44f2300110
% portl.8: Designated Bridge 8001ac44£2300110
% portl.8: Message Age 0
% portl.8: Hello Time 2 - Forward Delay 15
% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O
6.4 /L— 7K

6.4.1 L —7RRHBEEDRE( AT L)
=

loop-detect switch

no loop-detect

[R5 A — 5 —]
switch D VAT AEEONL—T K HSEE DR E
R EME A
enable gx%A/ﬂi%@/lﬁ‘f@tﬂ%ﬁ?’iﬂﬁ@ﬁi@‘
disable ‘g AT DO N — T R RE A I
(#1313 2]
loop-detect disable
[AS1E— K]
Jua—\)var7 4 —y g rEw—R
(R EA]

VAT WEERON— TR E A E TN T D,
no JEATHEAT LIS & 3HIHIBE ISR T,
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[/— 1]
VAT LABIRTAN= 7Y ) — e L L — T R RE A R T & D,
N—T BRI E DT HT0ICiE, Aavy RIEMAT, v 5 —7 =—AThA— 7RI E T 5
WENRH D,
N—TRRIESRER AR 2B ETH. LT OA v ¥ —7 = — AT — 7RI REIZENE L 72,
o ANR=U T Y —HEEENENEL TV LAN/SFP+A— B L OGREEA v ¥ —7 =— X, 727 L. Forwarding 7R —
N TIX LDF OEZE 2T 9 T2, BREEEIC L D V— T DRRA LG E81E, v—7 RS EET 5,
« X7V UIUHRERDI T —AR— k& LTHEL TV 5 LAN/SFP+A— b
[ E 5]
VAT AR TA— TR REE AT D,
SWP2 (config) #loop-detect enable
VAT LREET— TR 2 T D,
SWP2 (config) #loop-detect disable

6.4.2 )L — T FRHBEREDERE(AL v F—T7 = —2R)
[ER]

loop-detect switch

no loop-detect

[NTA—=H—]
switch RS U H—T 2 — AD N —T R RE DR E
RUENE e
MRA VB —T = — ZAD)— T R
enable T
_ WBA B —T = — A D — TR RE
disable HES T 5
(B E]
loop-detect enable
[AF1E—F]
A H—=T 2 —AF— R
(B8]

RGA VB —T 2 — A —TRIHEREE B £ X3 5,

no JEITEFAT L7125 B 13 IIER EIZ R T,

[/— 1]

w;f@m%%%ﬁ@mﬁétwmm\x:vammzf\yx%AéWT%w%f@m%%%ﬁ@mﬁé%g

N 5D,

Ko< ROBRENFELD LAN/SFPHHR— MIGHFEA v X —T x2— R L LTHRDZ EIFTERWY, 7L AX—

Ny T a7 4 7 EOWwEA A —T = — AIZHTE LTS LAN/SFP+R— h OB ENL IREH R — N DREN i

AL Z—Tc—RAIZHEWHIND,

FEELA v H — T = — AR LT D LAN/SFP+AR— MIAKa~ v ROEITIZITE 20,

N—TRHEBERENE 2 GETH, UTFOA ¥ —7 = — ATl —7 B HEEEITEIE L 72\,

o ANR=U7Y Y —HERENENE L TV D LAN/SFP+R— MBS X OGREEA > ¥ —7 =— A, 7272 L, Forwarding " —
hClX LDF OEZE 51T O 120, BBHEGEEIC L 0 L— 7 N4 LaE. — 7RSS EIES 5,

e IT—VUTHREDI T —R— L& LTEMEL TV D LAN/SFP+3R— h

ZR= 0 U —BERE(STP) B L UL — 7R S RE(LPD) DR EIRBIC KT L T, EH b OMEENARNC R 51 &2 LT

DFRIRT,

AR =T 2 — R

LPD %7 LPD A%

STP #7%h STP A% STP %) STP A%
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STP %) - - - -
LPD %)
STP A% - STP - STP
AT A
STP 4% - - LPD LPD
LPD A%
STP A%l - STP LPD STP
[RXEHI]

LAN AR— |k #1 O — TR 2 A2 5.

SWP2 (config) #interface portl.1l
SWP2 (config-if) #loop-detect enable

ABT 4y ViAo B —T = — A # ON—T A AT 5,

SWP2 (config) #interface sal
SWP2 (config-if) #loop-detect enable

LACP g A v A —T7 = — R #1 ONV—TKHELZ G+ 5,

SWP2 (config) #interface pol
SWP2 (config-if) #loop-detect enable

LAN 7R— b #1 OL— 7 H HHERE 2 N2 5

SWP2 (config) #interface portl.1l
SWP2 (config-if) #loop-detect disable

6.4.3 L—7BRHEFD Port Blocking DX E

[EX]

loop-detect blocking switch
no loop-detect blocking

[/XT A —F—]
switch D XA v H —T7 = — A D Port Blocking DX E
BREE S|
enable RGA B —7 = — A D Port Blocking % H
T %
disable xtGiA > # —7 = — A D Port Blocking %
T D
[WIHARRE]
loop-detect blocking enable
[AJIE— K]
AHF—Tx2—AE—NK
[BLAA]

KR, B —T 2 — AT, N—T 2 L7258 O Blocking %2 A %0 E 72138 5,

no X CHEAT L= & I3 IR E IR T,

[/ —}]

Ka< ROFENP R D LAN/SFP+R— MIfHHA v 4 —T7 2 —R L LTHRDZ LITTERY, 72720 AZ—
N7 TFar T4 0 EOWREA L EZ—T = —ZAICFTE LTS LAN/SFP+AR— h OFREIT I &R — N OREN
BA VA —T7 =R ZHAIND,

LA U H— T = — AZHTE LTV A LAN/SFP+R— MIAR < ROFETIZTTE R0,

(B EH]

LAN R— k #1 TA—7 ZHiH L7284 12 Blocking 5 & 51295,

SWP2 (config) #interface portl.1
SWP2 (config-if) #loop-detect blocking enable

ABT 4 VimiA U H —T 2 — A #1 TA— T Z MM L728A12 Blocking 35 X 9129 %,

SWP2 (config) #interface sal
SWP2 (config-if) #loop-detect blocking enable




o~ KU 77 LA | Layer 2 BHE | 221

LACP i@ A o Z—7 = — A #1 TL—7Z ki L7235 12 Blocking 5 £ 5127 5,

SWP2 (config) #interface pol
SWP2 (config-if) #loop-detect blocking enable

LAN 7R— } #1 TL—7 % L728A12 Blocking L2V K 91275,

SWP2 (config) #interface portl.l
SWP2 (config-if) #loop-detect blocking disable

6.4.4 Port Blocking D)\ — 7 fi#{H % —EHR CHER T 5
[EX]

loop-detect blocking interval interval

no loop-detect blocking interval
[/$5 A—%—]
interval 1 <10-3600>
Jo— T RERERR O TR (FD)
(AR E
mL
[ASIE—F]
Ja—)ary 7 47—y g rF— KR
B
W =T DM S D & RIEEIC Blocking (3RS 2,
Davwr RERETDHE, —ERBTL—7BEINTWDNHERT DX 1275,

Jo— 7 MR & TV AUE Blocking ZRERT 243, L—FREE SN TOWARITIE, BEZORMARET L ET
Blocking ZiflkfEd 5,

no A TIAT L7213, AIHRREICR T,

[/—}]
Port Blocking JRREED R — kB V > 7 # o Lizi54 ., Port Blocking (FZRIFFZfEER S5,
[ E B

Port Blocking ™ /L — 7 f#{H R O FI R % 300 FHZFRET D,
SWP2 (config) #loop-detect blocking interval 300

6.4.5 L — 7 RRHIRED Y & v
[EX]
loop-detect reset
[AJTE— K]
¥i#E EXEC £— K
[FREA]
BTOA v HE—T 2 —ADN—TRRHEKES )y 35,
[/ —F]
RKa<wr FiE, VAT ABEON—TREBEN AN RGEICORILTTH LN TE S,
(B EH]

N—7REREEZ Y vy T 5,
SWP2#loop-detect reset

6.4.6 )L — 7 RR I EE D IRRRSR R
(&
show loop-detect
[AJIE—F]
FEHEME EXEC £ — N, ke EXEC £— R
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[RLBA]
N—TRRHBERE DR ERIR B Z R T 5,
KTRNEITLLTOLEED,
o VAT AEEDNL—TFRHBEREDRE
*  Port Blocking ? /L — 7 fif{Hfife 78 D [ FERF[H ("auto” & 721X "N seconds")
e LAN/SFP+R— FB L OGRS ¥ —T7 2 — A T L O— TR O EE
s A UHF—T x—AK(port, sa, po)
« LAN/SFP+R— b B L OGHELA v H — 7 = — 2D )L— T R HEEBE D% i (loop-detect), /L — 7 HHFERE S Eh
LTWA5EEIE. B Eshs
«  Port Blocking M #% i Ik H&(port-blocking)
o JL—T7 O RE(status)
[/ —H
FMELA v — T = — AZFT® LT D LAN/SFP+R— MMIFER L2,
[BEH
N—TRRHRREDRRER TR T 5,
SWP2>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable —-————=
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5DHCP AX—t°

6.5.1 DHCP R X —t' 7 DA RNEHRE (AT D)

[EA
ip dhep snooping switch
no ip dhcp snooping

[T A =5 —]
switch : VAT ARIRD DHCP A X — ' JHEBE DR E
REME Bl
enable VAT AAAKO DHCP A X — B 7 HRED
RIEZANTT D
disable VAT LAARO DHCP A X — B v 7 HERED
REZ T D
[WIERRE]
ip dhep snooping disable
[AF1E— K]

Ja—)ary 74—y g — R
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[FEHA]
AT LARO DHCP A X — ' VT BEREORGE & A 2 F 213N T 5,
no I TEFAT L7125 B 13 IIER E IR T,
[/ — 1]
DHCP A X — b o FHEREZ AN T 5 7-0I121E, Ka~2 Rz T, VLAN A > % —7 =— AT DHCP A X —
VL THREE AN T HMERN D D,
S HIZ, ip dhep snooping trust 2~ > R C DHCP #— =3 SV TWDHR— M ERET DLENRD D,
[BREH]
VAT AERRTDHCP A X— ' JHfe 2 H T 5,
SWP2 (config) #ip dhcp snooping enable
VAT AARTDHCP A X — B ZHRE & 0T 5,
SWP2 (config) #ip dhcp snooping disable

6.5.2 DHCP A X— v 7 D RN/ELFRE (VLAN)

[EFH]
ip dhcp snooping switch
no ip dhcp snooping

[/XT A—F—]
switch COXEBA A —T 2 —AD DHCP A X — VL FTHEBED R T
BEE B!
enable B A B —T =2 —AD DHCP A X —E
THEREDREZ BT D
disable %A v H—7 2—AD DHCP AX—t
THERE DR E & iz 35
[FIEIER E]
ip dhcp snooping disable
[AJTE— K]
A H—T 2 —AE— R
[FRHA]

XGRA L H#—7 2 —AD DHCP A X —E » JHRED R E A AN E 11T WhcT 5,

no B THEAT LI G I3 E IR T,

[/—}]

AKav 2 RIXZVLAN A V¥ —7 2 — RO HGHRETE D,

DHCP % % — > Ve & AT B 720IiE, A~y FICAT, ¥ A7 ARKTH DHCP A X — & 7k
BT DUEND D,

S 512, ip dhep snooping trust =~ > K C DHCP — =2 SN TWDLR— M AR ET DLERDH D,
[3% 2 5]

VLANI1 T DHCP 2 X — Ut VHfe 2 AN 5,

SWP2 (config) #interface vlanl

SWP2 (config-if) #ip dhcp snooping enable

VLANI1 T DHCP % X — Ut VHEfe & Mahic§ 5,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ip dhcp snooping disable
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6.5.3 DHCP A X—t° v DR — FNERIRE

EEN
ip dhcp snooping trust
no ip dhcp snooping trust
(IR E
mL

[AF1E— K]

AH =T 2 —AF— R

B!

SR A L H —T = — A% DHCP A X —E L 7 ® Trusted IR— MIRTET 5.,

no I TIAT L 25 A I3 IR EIZ R T,

FIHIRRE TIZ T TR — k23 Untrusted R — MMIFRE I TV S,

[/ — 1]

ARa< 2 FIZLAN/SFP R— B X OGBS ¥ —T7 = —RAIZOARETE b,

B U H — T = — AZHTE LTV D LAN/SFP A8 — MIFRE TX 720,

Trusted 78— N CIX DHCP /N7 > b D7 4 V& U 703 Thoiud | (B S 4L72 DHCP h— =034 STV H AR —

MIRET 5,

Untrusted R — K CTliX, LLFO DHCP X7 > D7 4 W HZ Y > FAHINET I D,

e DHCP #— =555 3415 DHCP X7 > N & kT 5,

s NAUT 4T T —HERX—=RAIZMAC 7 RLUADRBEFEIINTWNT, 2OBERA v F — T = — AL [XRR LA
— 72— ANDLEZIGF LI IP 7 N U Afi#fig#K (DHCP RELEASE) BLWOIP 7 R L A EHEMRHEH (DHCP
DECLINE) %33 5,

« MAC 7 RV ARGENRALIDYE, DHCP X7y FOEEFEILMACT RLAE I TA TV =R =T 7 KL A
(chaddr) ZLbEZ L., —FH L72WGEEILN:% DHCP X7 v M & IEIET 5,

«  Option 82 NEZNDYAE . DHCP 7 Z 4 7 > M bH5AE L7z DHCP /X% MZBEIZ Option 82 fH#AMT 5 41TV
% e X, M DHCP 7 v N &S 5,

[BREHI

portl.5 % Trusted " — MIFEET 5,

SWP2 (config) #interface portl.5
SWP2 (config-if) #ip dhcp snooping trust

6.54 MAC 7 K L ARIEDH RN/ ERNERE
[EF=]

ip dhcp snooping verify mac-address switch

no ip dhcp snooping verify mac-address

[/3T A= —]
switch . MAC 7 RLU RARREEDHEE
RIEE B
enable MAC 7 R L ARGEDRE 2 HNT 2
disable MAC 7 R L AREEDRRE % FNTT 5
(AR E]
ip dhcp snooping verify mac-address enable
[AJIE— F]
Ja—nm"Nnarz 4 b—va e —R
B

Untrusted "— s TZ{Z L7= DHCP X7 v FDEETTMACT RL AL I T4 T b= R =77 KL A (chaddr)
g L, —H LR WEAIL Y43 DHCP X7 v N &2 EFET 5,
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no JEATHEAT LIe B3R E IR T,
[BXRE )
MAC 7 R b ARRGED X TE & TN %,
SWP2 (config) #ip dhcp snooping verify mac-address disable

N

6.5.5 Option 82 DA RN/ ENRE
[EF=

ip dhcp snooping information option switch

no ip dhcp snooping information option

ST A—F—]
switch : Option 82 DFXIE
BRIEE B
enable Option 82 DR E X AN T 5
disable Option 82 DFXE % MEHZT 5
(R E]
ip dhcp snooping information option enable
[AFTE—F]
rua—s\varz 4 b—va e —R
[FAA]

DHCP /37 v @ Option 82 1FHRDOAIIN, B, HIBROA RN/ DOREZIT o
no JEATHEAT LIe GBI E IR T,
Option 82 23 AN D 54, Untrusted 78— " CDHCP 27 74 7 > h 22538 L7 DHCP /3% » hZ Option 82 f&# &
5L,
DHCP #—/3—/»5 DHCP 7 74 7 RETD R Y 73~ k@ Option 82 fE#H & HIkk L TliE$ 5,
Option 82 [HFHITLL T D & B,
* Remote-ID
o T 74N BNTIE, KD MAC T RLARFE SRS,
« ip dhcp snooping information option format remote-id =~ > K C, Remote-ID (ZATE D74 CEA T
FUCERIRE) 2655 2 LATE D,
* Circuit-ID
© T 74T DHCP 7 74 7 ;775 DHCP /7 > %5 L72 VLANID & A & % —7 = —AFK S HMT
HFans,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
7 7 AT Ry DHCP 737 » h&%{5 L7 VLANID & R— FEFIZEHR T2 LM TE D,
» Subscriber-ID
o TT7HNETIEAAESRRY,
« ip dhcp snooping subscriber-id =~ > N T, XI%RAK— kD Subscriber-ID ITEED LTI AR ET H 2 & TG
o,
F7-. Untrusted 78— h TREIZ Option 82 [H#H AT 5 S L7z DHCP /X7 v b %%(5 L1=4&. £ ® DHCP X7 v b %
WS 5,
ip dhcp snooping information option allow-untrusted =~ >~ K C, Untrusted 78— F (23315 % Option 82 % & ¢» DHCP /¥
7y FORRE AT T HZ LINTE D,
[ E B
Option 82 D IE Z TN T 5,
SWP2 (config) #ip dhcp snooping information option disable
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6.5.6 Option 82 £} % /3% > b ® Untrusted 8 — M IR E

[EFX

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[FIEIERE]

L

[AF1E— K]

sua—nNarsz 4l —ya TR

[RiAA]

Untrusted 78— b "C Option 82 & 23J 5 Z 4172 DHCP /X% v F DEREZF T 5,
no JER TIHAT L 725G B I3 E IR T,

[BREH]

Untrusted 78— I C Option 82 {23+ 5- S 4172 DHCP /X7 v b D¥RiEZ AT 5,

SWP2 (config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 ® Remote-ID DR E

[F=

ip dhcp snooping information option format remote-id string remoteid
ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—VU—F]

string : REMOTEID XX FH &8 ET 5

hostname : REMOTEID (2K A " 2R ET D

[/3T A —HF—]

remoteid D ATREOSCTY CEA ST L OCEMAEE S 63 SUTLAN)

(18I E]

L

[AJTE— K]

A H—T 2 —AE— R

[FRHA]

Option 82 @ Remote-ID (ZAEE D LT 25925 Z LN TE 5,
72120, fEBEOXTIN" 2 ED D Z LI TE R0,

no I TEIT L7285E 1%, Remote-ID IZAMED MAC 7 KL AN S5,
[/ —F]

AKa< RIZVLAN A VX —T = —AZDIHFRETE D,

[BX EH]

Remote-ID (ZAEE DO LFH & 595,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 @ Circuit-ID DR E

[ER
ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string
ip dhcp snooping information option format-type circuit-id vlan-ifindex
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no ip dhep snooping information option format-type circuit-id

[F—TU—F]

vlan-port : Circuit-ID type 0 VLAN ID, Module(A % » 7 ID), i"— b &5 &2 HH T 5
string . Circuit-ID type | {EE DO LFH 2 HEHT 5

vlan-ifindex : Circuit-ID type 2 VLAN ID, ifindex % {# fi 9~ %

[/NT A —=HF—]

string D AREOSIT CEA TR LOARL T 63 SUFLAN)
(AR E

ip dhcp snooping information option format-type circuit-id vlan-ifindex
[AS1E—F]

AP =Tz —AF— N

[@i ]

Option 82 @ Circuit-ID THEHT 2 IEHREFEET D,

vlan-port Zf5E L7284 1%, DHCP 7 74 7> b6 DHCP /87 v b &%Z{5 L7= VLANID &, A ¥ v 7&K H—
NESEM 5T 5,

string 45 7E L7256 13, AEEOXTFINE T 5, 1220, fREDOXFINI" M EEDH T LT TERY,
vlan-ifindex Z# f§E L7-3%81L, DHCP 7 7 A 7> k75 DHCP /37 v &% 5 L7 VLANID &, f V¥4 —7 = — A
FEEMH5T 5,

no I TIAT LI E 1, PIIRREICK D,

[/ — 1]

AKa< RIZVLAN A VZ—T =2 —RAZDIHHFRETE D,

[ E B

Circuit ID |[Z DHCP 27 7 A 7 k726 DHCP /N7 v h & 32{§ L7Z VLANID & R— FES LT 5T %,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ip dhcp snooping information option format-type circuit-id vlan-port

6.5.9 Option 82 ™ Subscriber-ID DX E

E=N
ip dhcp snooping subscriber-id subid

no ip dhep snooping subscriber-id

[XTA—=F—]

subid D AEBEOSCTH CEAIET IS KON RL S 50 SCFLL)
[FISARRE]

mL

[AJ3E— K]

B =T 2= RE— R

[F8A]

KGR — k@ Subscriber-1D (ZATE DO SLFFN(1~50 LF)VERET D, 1272 L, LFFINI"MEEZDH T LILTE 70,
no JEITFAT L7235E 1. Option 82 1FH#HIZ Subscriber-ID 234 5- S 1720,

[/ —}]

AR~ FIZLAN/SFP R— B X OGHELS X —T = —AZOHRETE D,

B o — T = — ATFTE LT D LAN/SFP 7R — MIERE TE 220,

[ EH]

portl.1 @ Suscriber-ID % ET D,
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SWP2 (config) #interface portl.1l
SWP2 (config-if) #ip dhcp snooping subscriber-id a room

6.5.10 DHCP /X% v b5 L — MHIRDFRE

EEy

ip dhcp snooping limit rate /imit
no ip dhep snooping limit rate

[T A—%Z—]
limit : 10-125

1 &7 0 2% 15 "IHE72 DHCP /{7 v M& (pps)
(#1313 2]
L
[ASIE— K]
Ja—nN")naryz4JL—g =R
B
VAT AER T BTV ICZE A/ DHCP N7y NEEFRTET D,
ZEV— MOLBRE#ER LGS, ZEV— MEHE 2 %/E DHCP X7 v MIEFET 5,
no IR CEIT L7=5A 1L, DHCP /N7 v hDOZ(E L — MR ZITH 2,
[ E B
VAT AERO DHCP /37 v h32{5 L — b %& 100pps (ZF%ET D,
SWP2 (config) #ip dhcp snooping limit rate 100

W
il

6.5.11 DHCP /¥ » NMFEZERF SYSLOG H ) D& %h/4E%h

E&N
ip dhcp snooping logging switch
no ip dhep snooping logging

[7XF A—&—]
switch : DHCP /™7 v MEFERF SYSLOG H ) DR E
R EME A
DHCP /X7 v MEFERFIZ SYSLOG (2 )7
enable %
disable DHCP /37 MEHERFIZ SYSLOG 12 L
A
[FIEIER E]
ip dhcp snooping logging enable
[AJTE— ]
Ja—\)ar7 4L —gEF— K
B

DHCP /37 v MEFERFIZAEERLH 2 SYSLOG (ZH /17 %,
no JIER CHAT LI G & I3 IR E IR T,

[BXEH

DHCP /X7 v MEFERFIZ SYSLOG IZH )3 %,

SWP2 (config) #ip dhcp snooping logging enable
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6.5.12 DHCP AX—FE VT DV AT AREFBRDOE T
EEN
show ip dhcp snooping
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
[FiA]
DHCP AX—Y L T DY AT AREBREFR T D,

(BB
DHCP 2 X —E ¥ 7 DY AT LNREE L FTT 5,

SWP2>show ip dhcp snooping
DHCP Snooping Information for system:

DHCP Snooping ServicCe ........oo... Enabled
Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ..........ouou... Enabled
Rate limit ......iiiiiiiinneeennnn 100 pps
LOgging v v i it ittt ettt Enabled

6513 DHCP A X—E L DA v B —T = — AR EBHRDOFRT
[EX]
show ip dhcp snooping interface
[AF1E— F]
FEREHE EXEC £ — N, ke EXEC £— F
(@]
DHCP AX—¥ T DA v ¥ —T7 2 —AREEREERT D,
[BXE B
DHCP AX—¥ T DA v Z—7 = —AREEFEREETRT 5,

SWP2>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex
Interface Type Subscriber-1ID
portl.1l Trusted
portl.2 Untrusted a_room
portl.10 Untrusted b room

DHCP Snooping information for vlanZ2:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... vlan-port
Interface Type Subscriber-ID
portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping ... Disabled

DHCP Snooping information for vlané:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... torakusu
Interface Type Subscriber-ID
portl.8 Untrusted e _room

portl.9 Trusted
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6514 XA T 4 TTFT —FR—ZADFKR

[ER

show ip dhcp snooping binding
[AJIE— F]
FEREME EXEC £ — N, FibE EXEC £— F
B

NRA VT 4 VT T = A R—=AIHFEINTNDL 2 R —FHREERRT D,

= MY —EHRIILTO B0 T,

« DHCP 7 A 7> F75 DHCP A v — %515 L7= VLAN ID

« DHCPZ A7 F»6HDHCP A v —V2ZE LA v ¥ —7 = — A
« DHCPZ/ 74T FDOMACT KL &

« DHCPZ A7 hDIPT FL A

o U — RAWFH]

Bl
NA T4 T T =B R=ADNEERTT D,
SWP2>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address Expires (sec)
1 portl.l 0000.1111.2222 192.168.100.2 259170
1 portl.2 0000.3333.4444 192.168.100.3 112000
2 sal 0000.5555.6666 192.168.200.2 100000
2 portl.1l0 0000.7777.8888 192.168.200.3 infinite

6.5.15 DHCP A X — ¥ v 7 DB HF T~

[EFH]

show ip dhcp snooping statistics
[AJTE— K]
FEHEHE EXEC £ — N, ke EXEC £— R
(R

DHCP A X —t 7 O aHE M A R -7 5,

A B =T 2 —RAT LT, %5 L7 DHCP "7 v b EFES /- DHCP X7 v KO EERRFT D,
[/—}]

DHCP /X7 v b3 5 L— MEBROREIC L > THE SN X7 v MIH 7> b S,
[3% 2 5]

DHCP A X —t > 7 OffisHER & FrT 5,

SWP2>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4V TTFT—BZRXR—=2DI VT

[EX
clear ip dhcp snooping binding
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[AF1E— K]

FFHE EXEC E— K

[BLAA]

NA T4 TT—=EN=2% 7 VT T 5,
(BB

NA LT AT T=ER=2 %7 VT$ 5,
SWP2#clear ip dhcp snooping binding

6.5.17 DHCP 2 X — ' J O#EEHERDZ VT
[ER]
clear ip dhcp snooping statistics
[AJTE— K]
FHE EXEC £— R
[BLFA]
DHCP A X — v > 7 OfiattEhz 7 V7T %,
[ E B
DHCP A X—t 7 DOfiatEwmzE 7 UV 7T 5,
SWP2#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pvd 7 RL ADHRE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A —F—]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AF1E—F]
AU H—T2—AE— R
[

VLAN f 2 —T7 2 —ZAIZX LTCIPVE 7T RL A LRy h~ AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > F—T x2— A2, T34 <V —T KL REZ1fHé, AL F)—T KL 2% 44
FTRETE D,

VAT LAERTE ET%@E%T%VXiWk8@iTT%é
THHE) =T RLAZRETHEDICIE, HONTDT T4~ =T RLAZRETIHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%W%?éoWM7FVX%? ELRDST-HE81T. 2TO IPv4
7 KL 2 EHIRT 5,

TH A =T RLAZRELTWDHIREET, 7IA4~V —T7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACRE—Y T %y hOIPVAT RLAZEID Y THZ LITTEXR,
Batl]

VLAN#1 12 IPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ip address 192.168.1.100/24



o~ KU 757 LA | Layer 3 #46E | 233
712 IPv4 7 F L A DFR

[
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[AS1E— F]
FFrHE EXEC E— N, %54 EXEC E— N
[
A H =T 2—RED IPv4 7 NL A &EKRT D,
FRNEITLTO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =~ > NIZ K> TERJIZIPvA 7 R LR MEBEESINTWBEEIL, IPvd 7 KL ZADHIIZ "*" %

ML CTERRT 2,
 ip address dhep =~ > RABKERIZ IPv4 T R L ADRFRIE SILTWRWGE (Y — S 5E) 13, "searching” &
FRT D,

+ ip address =< RETE S TWRWIGE T "unassigned" & FRd 5,
o WEE OIREE
« T2 TEDOIRNE
AU H—T 2 —AEEELFEEAIIEOA L —T7 2 —ADIEREY . B LTEHSIZIPVA T RLAZRETX L4
TOA F—T7 2= ADIFRERTT D,
[/ — 1]
FBELIA L E =T == ARIPVAT RLZZEID B TONRNEDTHLILEITTT =T D,
Bt
ETHOVLANA VA —T 2—ADIPv4d 7 KL A EHRRT D,
SWP2>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
[

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #r—/"—DHRA NERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIHEIRRE]

7L

[AS1E— R

A B =T 2—AFE— R
[RLAA]

DHCP 7 94 7 > b & LT, DHCP v — = bft5E XN 1Pvd 7 KL A% VLAN A —7 = — R LT
BRET D,
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DHCP Y — _—%$5E T 5 &, Discover/Request A 1 — 2 HostName 47+ a > (A7 ara—K12) &40
THIENTXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFEITT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/ " —(Z3£ %,
DHCP 7 A7V EREEENTNDA LV H—T 2 —AIZ, BHLZ V=T FLATRETER,
no JER CHEAT LI=HAIL. DHCP 7 74 7 hOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Txf L CERT 2 U — A MIRNT 72 BRI CREE &+ 5, 72720, EBRICY — 2 Sh 5 HifHI1% DHCP %
—N—DOREINMAFT D,
KAz FZEY DHCP == bT7 74NV 7=V =A DNS Y — = FT7 /L b RAL A EZBAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I N D,

AKa<wr FEHTELTSH DHCP —_— 5 [Pv4 7 R LU ABRFETX 72V EE . Auto [P BERENH %) 72 VLAN A >
H—T 2 —AZBRY  IPv4d ) > 7 a0 —H T KL A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,

(B EH]
VLAN#100 \Z DHCP 7 A4 7> MZ X > TIPv4 7 L A& ft59 5,

SWP2 (config) #interface vlanl00
SWP2 (config-if) #ip address dhcp

714 DHCP 27 A4 T F DIREBDORTR
E&

show dhcp lease
[AFIE—F]
FERFHE EXEC — R, %M EXEC ©— K

[FLHA)
DHCP 7 74 7> FOWREEZRRTH, UTOHEBRERIND,
e« DHCPZ A7V FELTHMELTWVWAA X —T =2 — R
BB THNTZIPVE T KL A
. U—ZHIR
o U —RIERFRHIR
o U —ZAFRIUSGHIR
¢ DHCP #—1—%
« DHCP A7 a3 & L CHALFBR
T N S 4
« FIFNIT—RT A
o U — IR
+ DNS H—s3—
« DHCP #—/3—1D
e KAAUA
[/ — 1]

(B EH]
DHCP 7 74 7 > FOIRBER TR T 5,

SWP2>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:
subnet-mask 255.255.255.0
default-gateway 192.168.100.1
dhcp-lease-time 259200

domain-name-servers 192.168.100.1
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dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP #EEDFRE
[ER]
auto-ip switch
no auto-ip
[T A—F—]
switch : Auto IP HEREDEIE
RUEME id
enable Auto IP HEEEZ A NZT D
disable Auto IP #EREZ EZNIZ T 5
[FIEIERE]
auto-ip disable
[AJIE— F]
AL H =T z2—AF—F
[RiAA]

VLAN A > # —7 = — |2 LT, IPv4 U v 7 m—H L7 R L A(169.254 xxx.xxx/16) % H #1453 % Auto IP #§AE
HhZT D,

Auto IP F§HEIZ. ip address dhep =2~ > RZFRERIZ, DHCP H— 3= 5 IPv4 7 R L ADRRSG TE WA IZO A
Hred 5,

Auto IP BEREIZ. 1 DD VLAN A > X — T = — RICOBEFNNCTHI LN TX 5,

no IR CEAT L= E 130 TR T,

[/ —H]

IPv4d Vo7 a—hT KL ARRE L7ZH%IZ DHCP Y — "= 5 IPvd 7 RL ADNEE CTE723HE8.1Pv4 U 7 o —
BT KU A&EWIHEL T, DHCP U —_R—05H & Lz IPvd 7 KL 22 EHT 5,

[RXEH]

VLAN #2 @ Auto IP ¥ERE & 202§ 5,

SWP2 (config) #interface vlan2
SWP2 (config-if) #auto-ip enable

7.2 TPv4 % B 4

7.2.1 IPv4 FHORRIRERE
[ER]

ip route ip_address/mask gateway [number]

ip route ip_address/mask null [number|

ip route ip_address netmask gateway [number]

ip route ip_address netmask null [number|

no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|

no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[F—TU—F]

null Ny NEBEETIURET S
[/3T A —HF—]

ip_address : AB.CD
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IPvd 7 KL A

TI7FNIT =T oA ZHRET 2L E130.000 &5
mask : <1-31>

~ A7y M

TIANIT = U =2AZRETDHLEIT0LTD
netmask : AB.CD

7 FLARKDF Yy b~ A7

TIHN T = U = A ZHETDH L 130000 LT

gateway : AB.CD
TF—h 7 =ADIPv4 T KL A
number o <1-255>

EELEREE (RRESERIREFOBEE) ERLIESE 0D
AN ST E SRR &,

[FIHIER 2]

L

[AJTE— F]

ryua—Nary7 4L —varE—R

[FRHA]

IPv4 OEFIRRE 238003 5,

no B CTHEAT LA 1, HBE LIREZHIBRT 5,
[BXEH]

T AN NTF— T =A% 192.168.1.1 LT 5,

SWP2 (config) #ip route 0.0.0.0/0 192.168.1.1

ED SN 172.16.0.0/16 DFED T — T = A & 192.168.2.1 55,
SWP2 (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 BRIER DFIR
[EFX]
show ip route [ip_address[/mask]]
[73F A —4F—]
ip_address : AB.CD
IPvd 7 R LA
mask 1 <0-32>

v A7y ML (B LTESE : 32)

[AF1E— F]
FEHFHE EXEC £ — R, $§#E EXEC ©— K
B

IPv4 #5313 (FIB: Forwarding Information Base) % /9 %,

IPvd 7 R L AZHME LIZHA1X, FIB ONEEZTXTCERT S,

IPv4d 7 RLUAETEIAR Y NIV =27 T RUAZRE LGS, SENRENG & —HT R K= M) —OFEE &%
TR Do

[BREH]

IPv4 Sk K 2T X TRRT D,

SWP2>show ip route
Codes: C - connected, S - static
* - candidate default
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Gateway of last resort is 192.168.100.1 to network 0.0.0.0

§* 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, vlanlO0O

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 s CD X7y hakd & JIHEH SN LHREEFRTRT D,

SWP2>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* i1s directly connected, vlanl

7.2.3 IPv4 R R DR
[E
show ip route database
[AJIE— F]
FFekE EXEC & — N, %4 EXEC E— N
[RLEA]
IPv4 #2# 3 (RIB: Routing Information Base) % ZF/~9 %,
[BEH]
IPv4 R KR 2 TR T D,
SWP2>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
S *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl00
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl00
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

7.2.4 IPv4 BRBERICBEHEIN TWVWEIRE N —DY < —DFER
[EX]
show ip route summary
[ AJTE— K]
FEFFHE EXEC &— R, FftE EXEC £— K
[RBA]
IPv4 %3 (RIB: Routing Information Base) (2B SN TWVARET L N —D¥ < —%2FRRT 5,
[ E Bl
IPv4 BRBERIBE SN TV OB M) —DY~ ) —2 KRt 5,

SWP2>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3
Total 5
7.3 ARP

7.3.1 ARP T —7 VDR
[E=X]

show arp




238| 2~ RV 77 L > A | Layer 3 H$AE

[AF1E—F]

FRFME EXEC £ — N, b EXEC E— K
[FEA]

ARP ¥ v v v a2 RRT 5,

[BREH]

ARP ¥ v v ¥ 2RI T D,

SWP2>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

7.3.2 ARP T— 7 )V DiHE

[EF=

clear arp-cache
[ASIE—F]
F#E EXEC £— K
[BLAA]
ARP X v v a2 VT T 5,
[BREH]
ARP X ¥ v a7 U7 T 5,
SWP2#clear arp-cache

733 ARP = Y —DORE

[EFX)

arp ip_address mac_address interface

no arp ip_address

[/NT A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA =T = A A4
(AR RE]
L
[AS1E— ]
sua—\var7 4 b—varyE—R
(@]

By 7 —7 ARP = b U —&2{ERET 5,
no B THEITLIZEEIE, BE L= MY —%HIRT 5,

[ EH]
portl.1 (28t S 7= IP 7 K LA 192.168.100.100, MAC 7 K LA 00a0.de00.0000 O F#) ARP =2 h U —Z{ERK T
%

SWP2 (config) #arp 192.168.100.100 00a0.de00.0000 portl.l

734 ARP Z A LT V7 NDORE

[EFX

arp-ageing-timeout time



no arp-ageing-timeout [time]
[/$5 A—&—]
time 1 <1-3000>

ARP = b U —{RFrIFH] (7))

(AR E
arp-ageing-timeout 300
[AJIE— F]
B =T z—AEF— R
B
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R VLAN A ¥ —7 = — R |ZBI1F 5 ARP = b —{REIFMZ2 AT 35, Z OREFANIZZE S/ h - 7= ARP

= M) —FHIBREND,

no B CEIT LA, ARP = ) —Ff% 300 #0124 5,
(B EH]

VLAN #1 ® ARP = ~ U —fREFEERE %2 10 DICEFE T 5,

SWP2 (config) #interface vlanl
SWP2 (config) #arp-aging-timeout 600

735ARP #A LT 7 hEED ARP UV 7 = X hEEFRDORTE

[EX]

arp-ageing-timeout request mode
no arp-ageing-timeout request

ST A—F—]
mode : ARP V7 =2 MiB[EHK
RIEE B!
imicast ARP % A L7 7 FRFIZIAET S ARP U 7 =
Abza=F%y A FTEETD
broadcast ARP % A L7 7 MRFIZIA(ET 5 ARP U 7 =
ARETR—R¥x A NCTEETD
(AR E
arp-ageing-timeout request unicast
[AF1E— F]
A H =Tz —AF— R
[FiA]
G VLAN A > Z—7 = — A2V T ARP =2 b U —OLRFFIFRHINN T L7z & SICEFET 5 ARP U 7 =X h D)5
KERET 5,
no JEATIHAT L 7B I3 E IR T,
[EEBI]

VLAN#1 ® ARP =2 F U —DOREFERN T L7 E X ETDARP Y VA &2 70— KX ¥ A N TRET

o

SWP2 (config) #interface vlanl
SWP2 (config) #arp-aging-timeout request broadcast

7.4 IPv4 BxiEHH 4

7.4.1 IPv4 BERERRTE (VAT b))

[EFX]

ip forwarding switch
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no ip forwarding [switch]

[/XT A—=F—]
switch © IPv4 N7y N DERERRE
REE B
enable IPv4 /X7 S DEREZFNCT D
disable IPv4 /377 b ORRE & BT %
(AR 2
ip forwarding disable
[AF1E— F]
rua—\arsr 4 S L—va E— R
[

IPvd /% v bk OEEEE AN E T IR 5.
no T CHAT L =5 A I MR E IO R+,

7.4.2 IPv4 BERRERTE(A Y F—T = —R)
[EF=]

ip forwarding switch

no ip forwarding [switch)

[78T7 A —=F—]
switch : IPV4NT Y b DERIEERE
RIEE A
enable IPv4 /™77y ks DEREEFINZT S
disable [Pv4 /377 b Dfiik Zz N4 %
[WIEIRRE]
ip forwarding disable
[ASTE—F]
A —T2—AE— R
[BFA]

IPv4 737 N ORREZ N E 7213 %,

no I CTHEAT L1253 E IR T,

[/—}]

ARa< RIZVLAN A VX —7 = —RAZOHFETE D,

VAT NTIPVA 23 NEEEISE RN E . ORI~ RTVLAN A v % —7 = —AD IPv4 /37 v NEERA
BB E. FD VLAN A » Z—7 = — AT IPv4 "7 v MEENTDOILS,

7.4.3 IPv4 BE1EFR E DR IR

EEN
show ip forwarding
[AJTE— K]
FEFFHE EXEC £ — N, %5 EXEC £— N
[FAA]

IPv4 /377 > N DERIERRTE & FoRvT D,
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[ EH]
IPv4 /3 b ORRERE 2 RN T D,

SWP2>show ip forwarding
IP forwarding is on

7.4.4 MTU DR E
[EFX]

mtu mtu

no mtu
[T A —4&—]
mtu : <68-9216>

EEARERR ANy A X

[FIEIEXE]
mtu 1500
[AJ1E— F]
A H—T 2 —AF— R
[AA]
VLAN A & —7 == AN LIREFTRER T v b YA RO KIEMTU B) &3 E T 5.,
KELPEET D87 v b BEOARBEA L3 k(L —T 4 )T 587 v MR R L0 | AR 2N L2 fi5k
(AA v F o IN)TEHAL—F T L—AFHBHN 2D,
IPv4 ~ > % —® Total Length 78 MTUEZ X /37 v M & L3HAET 256, IP 77 7 XA PSS TEESIND,
IPv6 ~ v % —® Payload Length 73 MTU A 2 /37 » b & L3 553 555, ICMPv6 =7 —NIRIE S LT/
v MIBFES D,
mru 2<y RCEREINTAA—V T L —AEIZNEAY AL Oy ERL—F 4 VT ORMBLIRBT-0, x>
RIV—L%N—T 47T H5EIEmu a2~y RCZERRERA —F 7 L —AELZRET HULERD D,
no JEATIHAT L7 A I3 EIZ R T,
[/—}]
A< RIXZVLAN A U ¥ —7 = — A 2D B E Al HE,
MTU fEi%, WIHEZRVTRRKTT OECTRARDIEERET DI ENTE D,
ipv6 enable 73X E S 72 VLAN A > # —7 = — A TlE, MTU OF%E Al RERLPH T <1280-9216> & 725,
MTU B8 1280 LV H/h S FHE SN TS VLAN A % —7 = — A2 LT ipv6 enable =2~ RERIET H 2
LI TE RN,
Bl
VLAN A ' Z —T7 = — A #1IZFTJET 5 LAN A R— M #1 &, VLAN A U Z—7 = — A #2ZFTET 5 LAN R— |k #2
BT, 10240 XA FETOT v R 7 L—AEFE L. MTU % 2000 /34 MNZT 5,

SWP2
SWP2
SWP2
SWP2

config) #interface portl.1-2
config-if) #mru 10240
config-if) #interface vlanl-2
config-if)#mtu 2000

7.5 IPv4 BRiBRER

7.5.1 IPv4 BiE#ERR
[EF=]

ping host [repeat count] [size datalen] [timeout timeout] [source ip_address]
[F—TU—F]
repeat COFTEBAERIET S
size © ICMP 7 —#E#y DOR S(3A MO ERET D
timeout D AT D Echo U 7 = A M & EE LB OINER/R LM 2R ET 5




242 | 2~ KU 77 L A | Layer 3 #&HE

source : ICMP N7y FOXEILT RLAEZRHIET 5
[T A—F—]
host : ICMP Echo % %{5 9 5565
RA NG, Fl2lE, 58%ED IP 7 KL A(A.B.C.D)
count DOSATIE (B LTSS S)
REE B
<1-2147483647> BE LIEEEEFEITT 5
continuous CulH+C MANSND ETHETZMY KT
datalen 1 <36-18024>
ICMP 7 —# DR S(N b)) (Bl LIZ5E : 56)
timeout o <1-65535>

INEFEDIRERE (B L7256 1 2)
FZ24TA¥ % continuous (2 L7=GA X ER SN D

ip_address : AB.CD
IPvd 7 N A
[AFIE—F]
F#HE EXEC £— K
[FAA]

ICMP Echo %87 L7 A MZiEH L, ICMP Echo Reply D& % 10,

ISENRHINIE, FOEEERTDH, A~y FOKRTRICHEHEREFRT 5,

[EE B

IP7 RL 2 192.168.100.254 55 TIZF —Z YA X 120 34 k. ETEIFIL 3 B CHORHER 21T 9.
SWP2#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms

128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

7.5.2 IPv4 BRI
[EX]
traceroute Aost
[7XF A—&—]
host D R A RER T Dt
BRA N, Fl2E, 58580 IPvd 7 R L A(AB.C.D)
[ AJTE— K]
ke EXEC £— R
BN
FELERA METORKBIEREFFT D,
(B EH]

192.168.100.1 £ TORBEHEREZIT O,

SWP2#traceroute 192.168.100.1
traceroute to 192.168.100.1 (192.168.100.1), 30 hops max
1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms
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2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms

3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms

4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms

5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms

6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.6 IPv6 7 K L A& H

7.6.1 IPv6 DR E
BN

ipv6 switch

no ipvé

[/XF A—&—]

switch : IPv6 OEWE
B EME B!
enable IPv6 2202 %
disable IPv6 Z MEZHIZ %

(IR E]

ipv6 disable

[AFIE—F]

AV H =T z—AF— R

[

VLAN A v Z =7 = —RZF LTIPV6e AN LY 7 m—h 7 RL 2% B#EERET D,
IPv6 1 K 8 ETHD VLAN A ' H—T = — A THIZTHZ LN TE 5,

IPv6 Z N L7256, BT H5%E & [AIRFICHIBR S 115,

no B THIT LI BB ITHIREICR 5,

[/—}]
HEIRE SN 7 a—H/)L7 KL AL, show ipv6 interface brief =~ > R TR TX 5,
[ E ]

VLAN #1 ® IPv6 BT %

SWP2 (config) #interface vlanl
SWP2 (config-if) #ipv6 enable

7.6.2IPv6 7 K L A DFRE

[ER
ipv6 address ipv6_address/prefix_len

no ipv6 address ipv6_address/prefix_len
no ipv6 address

[73F A —5F—]
ipv6_address DX XXX

IPv6 7 R LA
prefix_len : <0-127>

IPv6 L7 4 v AR
[AJ1E— ]
A HF—Tz—AEF—F
B

VLAN A U # =T 2 —AZX LTIPV6 7 RL AL T VT 4w 7 ZARERET D,
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IPv6 7 K L A (X ipv6 enable =~ > RMRFHE SN TWND VLAN A V' H—T7 = — A |ZRETDHIENTEX D,
K=< RiL, ipv6 address autoconfig, ipv6 address dhep, ipv6 addresspd =~ > R LT 5,

IPv6 7 KL AL 1 DD VLAN A VX —7 = —A|Z, 7' u—/3L 7T KL A(RA #%E, DHCPv6 7 74 7 > I, DHCPv6-
PD 2 L7-IPv6 7 RL ADBEEGINE SHETE, Vo a—ILT KL% | HRETE 5,

VAT AERTHERETELIPv6 7 RLRAIHRKSEETTHAHA(HEMIZH VY THNDY 7 —H)LT KL XA
ZBR< ).

no JEATEIT LGB FEE LIZIPv6 7 R L AZHIBRT 5, IPv6 7 F L AZRIE L 1o Bid, 2T O IPve
7 KL ARA #E, DHCPV6 7 74 7 > k., DHCPv6-PD Z i L7= IPv6 7 K L A D% E & &0 & HIBRT 5.,

[/ —}]
BHEDOA L =T 2—AZF—V TRy FOIPV6 7 KL AZE Y B THZ LI TER,

[EXEH]
VLAN #1 |2 IPv6 7 R L2 & LT 2001:db8:1::2 #HET 5,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31IPv6 7 KL AD RA &
BN

ipv6 address autoconfig [stateless]

no ipvé address autoconfig
[F—U— k]
stateless : A7 — kLA DHCPv6 ZEEESH 5

[FIEIRRE]

7L

[AJTE— K]

A B =T 2—AE— R

[

RA ZfEH LT, VLAN A V' #—7 = —RAIZIPv6 7 KL A ZRET 5,

RA [T ipv6 enable =~ > RVRE SN TWVD VLAN A U X — T = —RZRETH I LN TE B,

Az~ RiL, ipv6 address, ipv6 addresspd =~ REfFHTE 5,

ipv6 address dhep, dhepvé-server (DHCPv6 — S —5f T T LD A) 2~ 2 KT TIZERE I TV D VLAN A >
B —T7 2 — ATITRRETE RN,

Ko<= REARZ L7-%. Router Lifetime 25 A %172 RA ZZ(E LT E. RAZEE LM OT RLARN, F7
NV NT—= R U A BN D,

% 7-. Router Lifetime 78 0 ® RA %[5 L= EIE, T 74V 87— MU = A 225 RA 245 LTI O T RL AR
HIBR S 4L 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3G E SN TN HHLEIE, RAICES T 740 R — |
v A OBINIITOILR,

stateless Z# $57& L7244 . DHCPv6 @ Inoformation-request % i5{5 L C. DHCPv6 A7 — k L A&— R CTEIfET 5,
stateless Z+57E L7284 (X, ipv6 dhep client pd =~ > R TIZEHE SN TV D VLAN A > ¥ —7 = — R TITHE
TEA,

1 20 VLAN A % —7 = — A2, DHCPv6 A7 — F L AL 1 DIZITRETE 5,

stateless ZF5E L72AR a2~ NI KT8 D VLAN £ X —7 = —RAITRETE 5,

ipv6 address autoconfig stateless ==~ > N % % E L7214, ipv6 address autoconfig =~ > F T E#EH X L7254 DHCPv6
AT — L AE— RIEIET D,

no 3 CHEIT L 72 841E, RA ORRELHIBRT 5,

[/ — ]

ZIELIERAD O 7T VinA > Th2HInA 7 Tl 2 MR stateless Z48E % &, DHCPv6 D AT — h LA
BERNENC2 D,
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AT — kL AEERE, DHCPv6 H— 3—|Z%F L C, [OPTION DNS SERVERS| (47 3 v 2— K23)&,
TOPTION_DOMAIN LIST| (A7 3 v a— K 24) 28K $ 5,

DHCPv6 H— =SB AT a B> TEZE &, DNS b — =T34, RAA VA MI6MHFE CTHE
T& 5,

AT — b L AEMERFOERIZ L > THUA L7z DNS H—/3N—_ KA A U A hiX, show ipv6 dhep interface =~ >
THERTE 5,

BERLEZRAAL YA ND RAL EADOREIZ T BRWEAE. [ M5 aEns,

AKa< FIZLY DHCPv6 H—/ 3= 5 DNS —"—_ BB KA A U X &S L725A TH. dns-client name-

=

server. dns-client domain-list =~ > KOREDITE I NBLREEIN D,
VAT BIFEE SN DNS r— 33— KA A U A ML, show dns-client =~ N TR TZ 5,

(B EH]
VLAN#1 12, RAZEHLTIPV6 7 RL A RET 5,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ipv6 address autoconfig

7.6.4DHCPvV6 7 S AT > MZX BB IPv6 7 RLADHRTE

[F=

ipv6 address dhcp
no ipv6 address dhep

(IR E]

L

[AJIE— F]

B =T 2 —AF— K

[RiAA]

DHCPv6 7 7 A 7 > h & i/l LT, DHCPv6 H— =B A1 5.7 IPv6 7 R L A% VLAN A » Z— 7 = — ATxf
Az~ R, ipv6 enable 2~ FX3FRE IFLTUVWD VLAN A V¥ — 7 = — AT ETE D,

1 OO VLAN A v Z—7 = —R|2, Ra~vr FE 1 7 TRETE 5,

AK=a<> FiL, ipv6 address, ipv6 addresspd =~ > FEfHTZ 5,

Aa<wr Rid, ikKT8D VLAN A >4 —7 = —AZRETE D,

ipv6 dhcp client pd, ipv6 address autoconfig, dhcpvé-server(DHCPv6 ¥ — /N—XfILET /LD H) 22 KINT TITFH
ESNTND VLAN A ¥ —7 = — AT ETE R,

IPv6 7 R L A ZHifF L7 IREE T no ipv6 address dhep =~ > R &2 T35 & B LTV IPve 7 R L A DFffig A
vt —3% DHCPv6 —/ "—(Z£ D,

no FECHELIT LA X DHCPYG 7 74 7 > FOREEHIRT 5,

ipv6 =~ K73 disable IR E SN T-E, Ko<y RLHIBREN S,

[/—}]

AKaxw RTIPV6 7 FLAZHERET 256G, V7 4 v 7 ARIE 11280 L7125,

ZELIZRADOM 77 7R A L ThHNA 7 THLINCERRL, Ra~vr REERET H &, DHCPv6 D AT — b
7 VENMEIA NAYRSENZ 2D,

DHCPv6 7 7 A 7> X, DHCPv6 #—/ 3—(Z%f LT, TOPTION DNS SERVERS| (4 7'+ a > a—K23)&,
TOPTION DOMAIN LIST| (A7 v 3> a— R 24) % ERkT 5,

DHCPv6 Hr— = OO AT a V3R> TEzL & DNS —_"—F 3, RAA U X MNI6HhE TS
T 5,

DHCPv6 7 7 A 7> b DHERIZ L > THAF L7= DNS #—3—_ KA A > U A KX, show ipvé dhcp interface =~ >
R CHERTE 5,

BELIZERAAL LY RARD RAAL UAOKRRBIZ [ BeWGEIE, T BMPEEhd,

ARa< FIZEY DHCPv6 — 3=/ 5 DNS Hh— 3—_ R KA A U 2 M2 RS L7286 T8, dns-client name-
server. dns-client domain-list =~ > ROFZEDIT O NEHLEN D,

VAT BITRE ST DNS — 33— R A A > U A M, show dns-client =~ > R TR TE 5,
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Ka< o REFZ L=, Router Lifetime %72 RA 225 L7=5A. RA ZBE LIZEEROT RLVAMNR, 77
FIV R F—= b A IBMENS,

F7-. Router Lifetime 20 D RA ZZELT-HEIE. T 74NV " F— T2 A 1B RAZEE LIEROT RLan
HIEEN 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3 FHE SN TV DHEAIEX, RAIZESS T 74V 7 — b
v = A OBINIITOILR,

[ E B

VLAN #100 {Z DHCPv6 27 74 7 MZ L > TIPV6 7 FL A&l 57 %,

SWP2 (config) #interface v1lanl00
SWP2 (config-if) #ipv6 address dhcp

7.6.5 DHCPv6-PD Z{EH L7~ IPv6 7 KL ADRE

&3]
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipvé address pd pd_prefixname pd_ipv6_address/prefix_len

[/XF A —5&—]

pd_prefixname : DHCPv6-PD 7 7 A 7> b (ipv6 dhep clientpd =~ R) TRELTE T VT 4 v 7 A4
FAYHT . Ry b N T2 T o Z—3—() (32 LFLIN)

pd_ipv6_address . X:X:X:X
DHCPV6-PD 7 7 A4 7 hCHAF LT L7 4 v 7 RZH &3 IPV6 7 KL A
DHCPv6-PD 7 7 A7 N CTHRIGE LT VT 4 v 7 RIZR LT, FAL(FED) DS AR ET
)
DHCPv6-PD 7 74 7 > N CTHAF LT L7 4w 7 ZER3ITH LTI, T0) ZRET 54208
»H5

prefix_len : <0-127>
IPv6 'V 7 4 v I AR

(IR E]

7L

[AF1E— K]

A H—Tz—AF— R

[FLRA]

VLAN A ' Z =7 ==X LTIPV6 7 KL AL T VT v 7 ARERIET D,

IPv6 7 R L AL ipv6 enable =~ > RN EINTND VLAN A > ¥ — 7 = —RITHKETH I ENTX D,
DHCPV6-PD 7 74 7 MERIZL > THRA LT LT 4 v 7 RIS E IPv6 7 KL A EERT 5,
R E 72 IPv6 7 R L AL, show ipv6 interface =~ > N CHER CTX 5,

A=< FiL, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ > NEJFHTE 5,

IPv6 7 RLAIX1 DD VLAN A v ¥ —7 =— AT, Za—sLT FLZ(RA RE. DHCPv6 7 54 7 M%&)
ZS5EETE, Vo Zua—UAT RLAZ 1 HERETE 5,

VAT AR THERETEDIPv6 7 RL A IR K SEETTHHA(HEMIZEH VY ToNDY 7 r—HLT KL A

2B <)o
no JEATHEAT L7cHalE, FBELZIPv6 7 FL X ZHIERT %,
[/ — ]

DHCPV6-PD 77 7 A4 7 > MERET., L7 4 v 7 AEREZIFIGTE TORWEEAIL, IPve 7 KL A TR I 20,
LT 47 AERE FALT RUAODHAELENIELLS RWNEERe, A v ¥ —T7x2—AMTH 7 Xy FAEHL
728560, IPve 7 R L AR IR,

(B EHI]

VLAN #100 T DHCPv6-PD 7 5 A4 7 > MZ X > TIPv6 L7 4 v 7 2% EET 5,
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B U727 L7 1 v 7 24 [PD_VLANI00J %JHU T, VLAN#200 2, IPv6 7 F LA ZBET 5,
Z 2T TPD_VLANI100) (2T, 2001:db8:1:aaf0::/60] % 5% L7z & {HET 5,

PUF OF%E T VLAN #200 (2, [2001:db8:1:aaf2::1/64] 2SR E S D,

SWP2 (config) #interface vlanl00

SWP2 (config-if) #ipve dhcp client pd PD _VLAN100

SWP2 (config) #interface v1an200

SWP2 (config-if) #ipvé address pd PD VLAN1OO ::2:0:0:0:1/64

7.6.6 DHCPv6-PD 7 74 7 K DHE

[EX]
ipv6 dhcp client pd prefixname

no ipv6 dhcp client pd
[/3T A =4 —]
prefixname D BB TONLET VT oy 7 RIS D NER 224 i
AT, By MO A T2 T o F—r3—() (32 XFLW)
(IR E]
L

[AS1E— K]

A H =T 2 —AF— K

[BAA)

KRA 4 —7 = —ATDHCPV6-PD 7 7 A 7 > MERZANMEL. L7 4 v 7 ZDEIY B TEERT 5 L HITK

ET D,

Az~ RiL, ipv6 enable 2~ 2 RPRFKE I TS VLAN A V¥ — 7 = — AT ETE D,

Ao~ RO prefixname THRAG L= V7 4 v 7 AX, UFTHEATE S,

« ipv6addresspd =~ NIZC, BUGLZ7 V7 4 v 7 A&MHLT, IPv6 7 RLAZRET 5,

« DHCPv6 E— F®range =2~ RNIZT, BfFLI V7 4 v 7 ZZH LT, DHCPv6 H— S—THEIFJIZHID Y4
THIPv6 7 KL ADHFPHZRET D, (DHCPVE T — =% JiET /LD )

+ DHCPv6 &£— R ® prefix-delegation =~ > NiZC, G L7V 7 4 v 7 A& LT, DHCPv6 —/—T7
L7 4y 7 ZAOFEIN U TaRET D, (DHCPV6 ¥ —/S—3IEE T /L D)

1 OO VLAN A » H—T =— A2, Ra<wr NI 1 OFFRETE 5,

AKa~ s FiFmRKT8DVLAN A UV F—T = —AITKETE D,

ipv6 address dhep. ipv6 address autoconfig stateless, dhcpvé-server(DHCPv6 H—/N—XfSET /L DA) a2~ 2 RHRT
TIZRESALTVD VLAN A ¥ —7 = — ATITRE TERUY,

IPv6 7' V7 4 v 7 A% EUS L72IKAE T no ipv6 dhep client pd =~ > REZFETTH L, BEELTWET L7 4 v 7 A
DFF{EA > & — % DHCPv6 —/3—(Tik D,

no A CEAT L2 iDmmmPD7747/%® BOE 2 HIERT 5,

ipv6 =~ > K73 disable [ZRXE S NT-HE, Ka~vr RuHllRSN D,

[/—}]

ZfELIZRADM 777 BA L THLHINA 7 THLNTERR S A<y FE2®RET % &, DHCPV6-PD D AT —
~ 7 VEMEIA PDYNEZIC 5,

DHCPv6-PD 7 A 7> hit. DHCPv6 #—/S—|%f L C. [OPTION DNS_SERVERS| (47 a1 o— K 23)&,
[OPTION_DOMAIN LIST| (A7 3 v a— K 24) 28K 5,

DHCPV6 Y — =M EED AT a PRI TE L & DNS ==X 3 FAA U X M6 % THAF
TE 5,

DHCPv6-PD 27 7 A4 7 > N THH L7 DNS h—3— RAA U X ~E, DHCPv6 E— K@ dns-server, domain-
name =~ R THIHT 2 Z LA TE S, (DHCPV6 Hr— S =Xt inE T /LD Ir)

DHCPv6-PD 7 74 7 > N OERIZ L - THAF L7 DNS H—/3—_ KA A U R ~Z, show ipv6 dhep interface =
~ U FTHERTE %,

BELIERAL Y AND RAAL UAOKRRBIZ [ BWGEIE, T BMPEshd,
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AKa=<> FIZL Y DHCPv6-PD $r—/ =15 DNS Hh— _"— R KA A U A M EEELEZSEAETYH, dns-client
name-server. dns-client domain-list =~ > FOREDIT D NER I NS,
VAT BIIERE I NTZ DNS = 3—_ KA A U A X, show dns-client =~ > K TR TE 5,

Ko< REFEMZ L7=%. Router Lifetime NG %172 RA ZZELT=HE. RAZEELIMMEIEOT RLAN, T7
FV R = U= ABMEN D,

F7-. Router Lifetime 230 ® RA ZZE L=/, T 74V M F—bu oA 005 RA Z3BE LIZEROT KL AN
HIFR SN D,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > 23 E SN TWAEEIL, RAIZESLS T 74/ M7F— |
U = A OBEINIIT O,

[BREH]

VLAN #100 C DHCPV6-PD 27 7 A4 7> MZ Lo TIPV6 'L 7 ¢ v 7 A BT 5,

B3 L7727V 7 4 w7 24 TPD_VLAN100] % AV T, VLAN#200 (2, IPv6 7 R L A& HET 5,
Z ZTlX. TPD_VLANI100] (2T, 2001:db8:1:aaf0::/60] % HifF L7z EAET D,

LU OF%E T VLAN #200 (12, [2001:db8:1:aaf2::1/64] D3EXE S5,

SWP2 (config) #interface v1anl00

SWP2 (config-if) #ipvé dhcp client pd PD VLAN100

SWP2 (config) #interface vl1an200

SWP2 (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

76T RAZEADT 74V 7 — b U= A DBEENBRERE
EN

ipv6 nd accept-ra-default-routes switch

no ipv6 nd accept-ra-default-routes

[/XT A —=HF—]
switch D RAWCEDT 740 N — NU = A BEIREGEE
REME A
RAICE DT 74N b7 — U =A BB
enable oyt .
BEE AT D
disable RAIZK DT 74N NF— U = A BEPEEK
RIE & WA T D
(AR E]
ipv6 nd accept-ra-default-routes enable
[AF1E— F]
A B =T z2—AEF—FR
B

RHEEDA v 5 —T 2= ATZAE LI — X —[KERA)DIEAT KL RIS &5, IPVv6 DF 7 4L kA — k7 = A
O HEPRER DA RNER) 2 RET D,
Ko< R, 1pv6enable A RPEEIILTCND VLAN A ¥ — T = — A TRETE D,

no JEATHEAT L7613 E & A1 HIEL )jz’i—g—o

ipv6 =1~ > K73 disable | _mﬁ?éﬂf_ a. KRavr RufllkRans,

[/—}]

ipv6 address dhcp. ipv6 dhep client pd, ipv6 address autoconfig =~ > RE%EWRF RA 2% /5 L7z & X2, Ravwo K
DORENTEH D,

INbOavy RRREINTOWRWESIE, KRa~vy FRRAICHREIN TN TH, 774V EF—h U =A D

EEUEROIEC Aoy (AN

[ EH]

VLAN #100 TRAIZK DT 740 b7 — b U = A BEVRERRE Z BT 5,

SWP2 (config) #interface v1lanl00
SWP2 (config-if) #ipv6 nd accept-ra-default-routes disable
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7.6.8 IPv6 7 K L A DFER

[ER
show ipv6 interface [interface] brief

87 X —5—]

interface : VLAN A V' F—7 = — A4
RRTHA VA —T = —R

[AJIE—F]

FEFFHE EXEC £ — I, $§ EXEC £—

(@]

AH =T 2 —RAFDIPV6 T RV A% RRT 5,
e IPv6 7 RL- XA
* ipv6 address dhep 2~ > RIZ K o TEIFYIZ IPV6 7 R L ADERE SN TV DHEAETL. IPv6 7 K L A DHIZ "*"
AL CERT D,
* ipv6 address dhep =~ > RZFLERIC IPV6 7 R L ADRRRE STV WA (P — ¥ H1%8)1%, "searching"
LFRIRT D,
* ipv6 address pd =~ > NC pd prefixname VW TEIE LT RLUADGAEIL, IPv6 7 K L ADHNZ "*" & ff
ML THRRT D,
o IPV6 7 R U ADGHRE SN TWRWIEGA L "unassigned" & 725,
. PEEORE
o T2V I EORE
A B =T =2 —RAEBE LR BITEDA 4 — 7 = —ADEHRE, B LEBAILIPV6 7 FLARRE SN2
TOA =T 2= ADIFEREFRT D,
[/— 1]
FRELIEA v H =T 2—ZNIPv6 7 RLAZEIN U THNRNEDTHLHAIET T —ITh D,

[BAEBI]
ETHOVLANA v HA—T =2—ADIPv6 7 KL A B K RT 5,
SWP2>show ipv6é interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan?2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up
down
vlan3 unassigned up
down

7.6.9 DHCPv6 7 54 7 F DIRBOET

&

show ipv6 dhcp interface [ifname]
[/XT A —HF—]
ifname : VLAN A VX —T = — R4

[ASE— K]

FEFFHE EXEC £ — R, F#tE EXEC £— K

[FHFA]

DHCPv6 7 74 7 > b DIRBER FRT 5,

ifname HIEE LI 128568, TXTDO VLAN A V¥ —7 = — ADFEHRELXRT D,
[/—}]
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[ EH]
TRTHOVLAN A HZ—7 =—AD DHCPv6 7 T4 T > FOREEER T RT 5,

SWP2#show ipv6 dhcp interface
Interface vlanl

Client Type : IA NA
Address : 2001:db8:1:aal0::dd2d
IAID : 0£28924a
DUID : 000100010000000000a0de000000
preferred lifetime : 604800
valid lifetime : 2592000
expires : 2023/4/19 07:25:48
Interface vlan2
Client Type : Stateless
DUID : 000100012ce737dbac44£f284efdd
DNS Server : 2001:db8:1:bb10::100
DNS Server : 2001:db8:1:bb10::200
Domain Name : example.com.

Interface v1anl00

Client Type : IA PD

Prefix name : PD VLANI1O0O0

prefix : 2001:db8:1:aaf0::/60
IAID : 0£28924a

DUID : 000100010000000000a0de000000
preferred lifetime : 604800

valid lifetime : 2592000

expires : 2023/4/19 08:08:04
DNS Server : 2001:db8:2::100

DNS Server : 2001:db8:2::200
Domain Name : example.com.

7.6.10 DHCPv6 7 AT bD VY I
[EX]

clear ipv6 dhcp client ifname

[/NT A—F—]
ifname : VLAN A & —T = — R4

[AF1E— F]

¥i#E EXEC £— K

B8]

MEDA L H—T =2—ATEEL TS DHCPV6 7 7A T a7 U T4 5,

Ka<wr REFITTHE, [MBDA % —7 = —ATHIE L= DHCPv6 DIE N —EilME SN D,

ZDEEIZ, BB LTWEIPVE 7 KL ADIRKA v & — % DHCPV6 h— 3 —~ik 5,

Z D%, DHCPV6 H—S—~DERINPFFLEF(E S4L, DHCPV6 7 74 7 b OFREEIT ).

DHCPv6-PD 7 A4 7 > & H L T\ =54, ipv6addresspd =~ > KT, BGL7=7 V7 4 v 7 A&MHL TV
X BRELTWEA L EZ—T2—ADT RLALHRESND,

DHCPv6 H— 3 —EHEIC T, DHCPv6 E— K range ==~ > K, prefix-delegation =~ > K, dns-server =~ > K

domain-name =~ > N T, BU&G L72E# A H L Uiz & &, DHCPv6 V— S —HEE S Fa%E S5, (DHCPv6 B
— =TT LD &)

[/ — I
[BE B

VLAN #100 ® DHCPv6 7 A4 7 "2 7 VT35,
SWP2#clear ipv6 dhcp client v1anl00

7.6.11 DHCPv6 7 T AT 2 "RERICRIETAND DTS VT 4 v 7 ADERE

E&
ipv6 dhcp client nd-prefix prefix_len
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no ipvé dhcep client nd-prefix
87 2 —5—]
prefix_len o <1-127>

ZETOHINDDOT VT 4 v AR

(AR E]
mL
[AJ1E— ]
A HF =Tz —AE—F
B

ipv6 address dhep =~ > RIZE S TIPV6 7 RV A(F L7 (w7 A /128) S HENFEE 4172 VLAN A V F — T = — R
TIE, BEITIPV6 7 R L R 539X T M ND(Neighbor Discovery)/ N7 v & 5257 5,

Ka<vr ReERETDHEND ATy PRERIZUTOWELZ, RELLT VT 4 v 7 ZOFMATHE L, [F—&7
AV RMDOBEITITZEDOND X7y NeZET 5, F—E7 AL FTIERWEEIZIZ, ZOND Xy MEEET 5,

+ ipv6 address dhep =~ NIZ K> CTHERYESIN/ZIPv6 7 R LA

o Z{ELTND /YTy ROZEFEILIPVE 7 R LA

Az~ RiL, ipv6enable 2~ R ESNTND VLAN A VX —7 2 — R IRETDHZ ENTE D,

ARKa<w FOxG L7 D ND 237 v R, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D T %,

no IR TIHAT L7286 1%, DHCPV6 27 7 A 7 2 MRERHIZAZET O ND DS L7 v 7 A% HIBRT 5,

[/— 1]

ipv6 address dhep =~ > RIZL > TIPv6 7 KL A(F L7 4 w7 A /128N HENERE S 72 VLAN A V¥ —7 = — A
TOHMET S,

[ 2 H]
ipv6 address dhep =~ > FIZE > TIPv6 7 R U AN HENERE S4L72 VLAN#1 T, U7 %> K /64 725D ND 737 v
NDOARZFETEHLHITT B,

SWP2 (config) #interface vlanl
SWP2 (config-if) #ipv6 dhcp client nd-prefix 64

7.7 IPv6 % B4

7.7.1 IPv6 HHIR X TE
E=y

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé route ipv6_address/prefix_len [null [number]]

[F—U—F]
null DNy M EREEETICKET S
[/XT A —=HF—]
ipv6_address D XeXeXeX
IPv6 7 R LA
TN ENTF—= b T oA ZRET D E Z1E :(0:0:0:0:0:0:0:0 DEMEI) &35
prefix_len : <1-127>

IPV6 7'V 7 4w T A
TI7FNMT— U= ZRETHEEIT0ETD
gateway o X XXX
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T—RUxzADIPv6 7 KL A

IPv6 U7 ma—JNT RUAZIRET D E &, BHA V=T = —AbIEETLLEND

5 (fe80::X%vlanN D)

number 1 <1-255>
EHREE (BRI OMEEE) (B LSS 1)
EAS /N SUME EEESREE DS E,

[AF1E— ]

rua—\varz 47 b—va e — R

[FAA]

IPv6 DR 2B 19 %,

no JEATHEAT LI A1E, 188 LICREE ZHIFRT 5,

[/— "}
TIHNVIT =T = OREIF, RAICKDHRELY b, FHHORKICKLORENREL SIS,
[BXEH)

%D JE75 2001:db8:2::/64 DI D7 — F U = A % 2001:db8:1:1 &+ 5,

SWP2 (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1
T 7 N = b T = A BRE VLAN #1 O £e80::2a0:deff:fe:1 &35,
SWP2 (config) #ipv6e route ::/0 fe80::2a0:deff:fe:1%vlanl

7.7.2 IPv6 ERIER DFIR
EEV
show ipv6 route [ipv6_address[/prefix_len]|
[/3T7 A =4 —]
ipv6_address D XeXeXeX
IPv6 7 N LA
mask ;o <0-128>

IPv6 7'V 7 4 v 7 AR (Al LIZHE 1 128)
[ASTE— R
JERFHE EXEC & — R, $## EXEC £— F
BN
IPv6 5153 (FIB: Forwarding Information Base) % #/~R7 5,
IPv6 7 R L A ZEME LT-8E1%. FIB ONELZ T X THRRT 5,

IPv6 7 NLUAEITHR Yy FU =27 FURZEE LIZGE, 5082 s & 8T SR b —OFMlEhz

FRT D,

[/ — 1]

[ EH]

IPv6 BRIk KA T X THRRT D,
SWP2>show ipv6 route

Codes: C - connected, S - static

Timers: Uptime

S ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08

C 2001:db8:1::/64 via ::, vlanl, 00:01:10

S 2001:db8:2::/64 [1/0] via 2001:db8:1::1, wvlanl, 00:01:52
C fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1::2 58 CHO/Nry M &HED & XA IN IR EFRT D,

SWP2>show ipv6 route 2001:db8:1::2
Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
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Last update 00:18:27 ago
* directly connected, vlanl

7.7.3 IPv6 iEHER DR
[ER
show ipv6 route database
[AT1E— F]
FEFEHE EXEC £ — N, k€ EXEC ©— R
[FAA]
IPv6 #2i# 7 (RIB: Routing Information Base) % &/~ %,

[/ — P}

B!

IPv6 fRIEEK AT T D,

SWP2>show ipv6é route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QnOQwn

774 1Pv6 EERICHEFE SN TVOIRB T Y —DHY <Y —DFR
[EX]
show ipv6 route summary
[AF1E— F]
FEFFHE EXEC £ — I, %5 EXEC T—
(@]
IPv6 X5 (RIB: Routing Information Base) (2B INTWARKETY M) —D¥ < —%2 KR T 5,
[/ — ]
[ERAEBI]
IPv6 RREER DY~ ) — 2 KR T D,

SWP2>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor ¥ > ¥ =

7.8.1 ##HY Neighbor ¥ ¥ vy =2 N —DRE
[EF=X

ipv6 neighbor ipv6_address interface mac_address interface

no ipv6 neighbor ipv6_address interface

[/NT A —=HF—]

ipv6_address DX XXX
IPv6 7 N LA

interface : vlanN

VLAN A & —T = A A4
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mac_address . HHHH.HHHH.HHHH
MAC7 FL A
interface : portN.M

WA S —T = A AH,

[AJ1E— K]
Ja—x\)ary7 4L — g E— R
[FREA]

Neighbor ¥ ¥ » ¥ 2 ([ZFFHYT > b U — 2384 %,

no I TIAT LG AL, FE LIk b Y —ZHIFR %,

[/— "}

[BXE B

VLAN #1 L@ portl.1 IZd& %, IPv6 7 KL & 2001:db8:cafe::1 ™ MAC 7 K L X % Neighbor ¥ ¥ v ¥ 2 [TFET D,
SWP2 (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.l

7.8.2 Neighbor ¥ ¥ v ¥ 27—V DFIR

[

show ipv6 neighbors
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
B
Neighbor & ¥ v v a7 —7 NV EERT D,
[/— 1]
[BEH]
Neighbor % ¥ v ¥ 27— 7 )V ERKRT B,
SWP2>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22f£:£e33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =27 —7 VDHEE

EN
clear ipv6 neighbors
[AFIE— F]
K¢bE EXEC £— R
(@]
Neighbor ¥ ¥ v 2% 27 VT4 5,
[/—H
[BAEBI]
Neighbor X v v =% 27 U795,
SWP2#clear ipv6 neighbors

7.9 IPv6 Bt

7.9.1 IPv6 BRIEFRE

E&

ipv6 forwarding switch
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no ipv6 forwarding [switch]

[/XT A—=F—]
switch © IPv6 /N7y DERERRE
REE B
enable IPv6 /N7 N DEREZFNCT D
disable IPv6 /377 b DfRk & 9%
(AR 2
ipv6 forwarding disable
[AF1E— F]
rua—\arsr 4 S L—va E— R
[

IPV6 /7y ks ORREZF RN E T IT DT 5,
no JE A THEAT LGB BHIHIBE ISR T,

7.9.2 IPv6 B85 5% FE DTN
EN|
show ipv6 forwarding
[ASTE— R
JERFHE EXEC & — N, %7 EXEC £— F
B
IPv6 /X7 N DERIRERTE & RonT B,
[ EH]

IPv6 /377 N DHRIER TE A RN T D,
SWP2>show ipv6 forwarding
IPv6 forwarding is on

7.10 IPv6 BRIBHERS

7.10.1 IPv6 BB
EEy

ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address)

[F—U— k]
repeat DRI ERET D
size : ICMPv6 7 —ZE DR S(NNA MR AR ET D
timeout D SHTEESY D Echo U 7 = A h & k5 LR OISERFHRFH 2 ET 5
source : ICMPv6 /N7y FDEEILT FLAZRET D
[R5 A — 5]
host © R A ML FETIEL IPVE T R L A(X:X:X:X)

ICMPv6 Echo % 15154 2 %65E
IPv6 V7 a—inT RLUAEZRETHHAIT. BHA LV F—T7 =2—ALIEETHILENRD
% (fe80::X%vlanN D)

count DT (AR LTSS 0 S)
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RIEE B!

<1-2147483647> AR L7 EIERAT S 5

continuous Ctrl+C WA SN D E THFATZAMR D KT
datalen 1 <36-18024>

ICMP 7 — X DR S(3 b)) (Bl L7I=355 : 56)
timeout 1 <1-65535>

ISERFBREE (AW LTSS 2 2)
EAITEISR % continuous IZ L7 AITEHR IS

ipv6_address DX XXX
IPv6 7 R L X

[AJ1E— K]

FitE EXEC £— R

[BEAA]

ICMPv6 Echo Z$57E L7-78 2 MZ%H L. ICMPv6 Echo Reply 733% H T < % D &4,
EONTEb, TOFZETT L, I~ PR T L LMELREFHERE R T T 5,
[/ — ]

[B% &5
fe80::2a0:deff:fe11:2233 %8 TIZBRIBMER 1T D,

SWP2#ping6 fe80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell1:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=1 ttl=64 time=4.760 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms

64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

-—- feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 RRBEHERR
[EX]
traceroute6 host
[/%5 X — & —]
host D R EHERR T A5t
RA N, FT2IE, FEED IPV6 7 R L A(X:X::X:X)
[ASTE— K]
et EXEC E— R
B
FBELIZARA N E CTORKIEREFRT D,
[/ —H]
B&l]

2001:db8:1::2 F TORBRIHEREZIT O,
SWP2#traceroute6 2001:db8:1::2

traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max
1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms

2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
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5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 10.413 ms 7.681 ms
7JI1IDNS 7 547 b
7.11.1 DNS ~DOfW & HEE DR E
[EX]
dns-client switch
no dns-client
[/XT A—F—]
switch DNS 7 74 7 h D#EfE
BEME P
enable DNS 7 947 FEBAMMITH
disable DNS 7 A4 7 v b &Mhizd 5
[F13#13% 2]
dns-client disable
[AS1E— K]
Ja—n\)arz 41—y arE— R
B!

7.11.

DNS ~DOfWEbEHre s A2 £ 7138223 5,
no T THEAT L7285 BT BT 5,

B!

DNS ~DOjW&bEiie = /2T 5,

SWP2 (config) #dns-client enable

2DNS —"—VU X FDRE

[EX]

dns-client name-server server

no dns-client name-server server

[7RT A—F—]

server AB.C.D
DNS $—/3—®D IPv4 7 K L A
XXX X
DNS #—/3—®D IPv6 7 K L A
IPv6 U > 7t —NT RUAZIRET 2HE1E, kA v /=7 == AL EETLOLERH
% (fe80:X%vlanN DFE )

[FIEIERXE]

L

[AJ1E— K]

sa—\)varZ 4 S L—varE'— R

B

DNS #— 38— U 2 Mz —"—%BIT 5,
YRR 3 P E CRETE B,

no JEATHEAT LI Bld, $EE L2 —/3—% DNS — 3= U X h L HIERT 5,
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[/— "}
ip address dhep. ipv6 address dhcp, ipv6 dhep client pd. ipv6 address autoconfig stateless =~ > R{Z &> T DHCP ¥
—/N—=/5 DNS = "= U X FEEG LG, Ka~vy RORENELEEN D,
722 L, Ko<y RIZE D DNS $h— 38— U 2 F OBEHEAN 3 ERIOSHE 1L, A5t 34 ETY 2 FOFKJEIZ DHCP
P R—=nBHF L 72 DNS $—/3— U 2 M 2817 5,
[BXE B
DNS #—/3—=U Z MZIP 7 R L A 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fel1:2233 #1813 %,

SWP2 (config) #dns-client name-server 192.168.100.1
SWP2 (config) #dns-client name-server 2001:db8::1234
SWP2 (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

TAN3T 74V b AL VEZDRE
[EX]

dns-client domain-name name

no dns-client domain-name name
[/XF A—F—]
name D FAA % (BeK 256 XXF)

[FI#AER ]

2L

[AS1E— K]

ra—npvar 74—y g rE— R

[FAA)

DNS WA DOERHIEAT 5T 74V N RAAL VA ERET D,

no B CEATLIZH AT 74V b RAAL VA ZEHIBRT 5,

[/—}]

ip address dhep 2~ > RIZ K5 CTDHCP — =BT 7 4Lk RAAL VAT v ara— R 15 LIZY
B Rav s FORENMELRIND,

dns-client domain-list =~ > R THRE N AL VU A FDRRESINTWEIHE/RIT, Aa~r RCTRELEZT 744V R
AA 4, BEON ipaddressdhep 2~ RIZ K> THERRESNZT 74/ b RAA VAT S,

[BREH]
T 7 4 b KA A 4 % example.com (ZFXET D,
SWP2 (config) #dns-client domain-name example.com

TNABRBRAAL ) X FNORE
EEN

dns-client domain-list name

no dns-client domain-list name
ST A—F—]
name D RAAL 4 (K256 XF)

[ E]

L

[ATTE— K]

Ja—)ary 47—y g — R

B

DNS WA O BRFIHEHATIMBE RA A U A MIRAL & EBINT 5,
MBRAAL LY A MIRKO6HETRAL LV ERETE D,

no R TEITLIZEAIT, BELIERAAL VA EZRBR AL Y R RDLHIKRT 5,
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[/ —F]
Ka<w RTHBERAAL LY 2 MBRRESN TV LS. dos-client domain-name =~ > R CHE LT 74/ R
AA %, BEO ipaddressdhep =~ RIC K> THERKE SN2 T 7 44 R RAAL AIMEH S8,

ipv6 address dhep. ipv6 dhep client pd. ipv6 address autoconfig stateless =~ > N{Z X > T DHCP % —/3— L3R
RAAL YA RNERG LSS, Aa~vy FOREMELRENLD,

722 L, Ravy FIZEDMB RAAL U A FOBEED 6 fERMOGA 1L, &t 6 £ TYU X FOFKEIZ DHCP
P N=NORG LTZR R AL U R M &BEINT 5,

[BRE B

R A A 4 examplel.com, example2.com % fR58 K A A U 2 MZBINT 5,

SWP2 (config) #dns-client domain-list examplel.com
SWP2 (config) #dns-client domain-list example2.com

711.5DNS 7 7 A 7V MERDOFER

[ER]
show dns-client

[ASE— R
FEHReHE EXEC E— K., %7t EXEC E— I
[FHEA]
DNS 7 74 7 v MEHRERRT D,
HARAFITILLTDOEBY,

HH B

DNS Client is enabled DNS 7 74 7~ M3 AR

DNS Client is disabled DNS 7 74 7 > b A ER)

Default domain T 7 FN N RAAL 4

Domain list BRERAALU X

Name Servers DNS #r—/3—U X MIP 7 R L R)
[BREBH]

DNS 7 74 7 v MEHREFERT 5,
SWP2>show dns-client

DNS client is enabled

Default domain : example.com
Domain list : examplel.com example2.com
Name Servers : 192.168.100.1 2001:db8::1234 fe80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP or DHCPv6 Client.
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R

IP = /L F % ¥ A ~MEIHE

8.1IP v /L FF ¥ R MEAKFRE

811 KRAD~NLFF¥ AT L —LADUHEFTEDORE

[ER]
12-unknown-mcast mode
[NT A—=F—]
mode AT FR Yy A NT L— AOME T
BRIEME il
discard (€ B pra)
flood 7I9TATTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—)arz 4 L—va rE R
B
MAC 7 RL AT =T BRI TR LT F X 2 7 L— L0 IEEZRET D,
Bl

RO TF Xy A N EBKET D,

SWP2 (config) #12-unknown-mcast discard

812 KRHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)

E&

12-unknown-mcast mode [except-routing]

no 12-unknown-mecast

[F—T—F]
except-routing RO ILTF XY A RN T L — L EIN—T 4 T OREITT S,
[T A—=F—]
mode WL TFFy AT L— AONEL A
REME B
discard IS5
flood TI9TA4TTD
[WIERRE]
L
[AF1E— F]
A B =T == AF—
[
VLAN A U # —T7 2 —ATEZE LI MAC 7 RL AT =T LIRS ILTWRNT LT F ¥ A N7 L— LD
BaRET 5,

~NF Xy A N7 L—LOMPEFED discard, 7> except-routing ¥ — VY — RREE STV 7R WGHE
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o 224.0.0.0/44 ODFHFHTHRMDO~NLTFF¥ A M7 L—L2NHHEIN, IGMPPIM IZ LD~V TF X A M—T 4 7
DXL B 720,

+ AT AT 12-unknown-mcast forward link-local # % E T A & TN TFFY¥ A M) 7 a—hL7 KL A
(224.0.0.0/24) ZREFEGTITHRIE T H 2 LN TE D,

* VLAN A ¥ —7 = — AT 2-mcast flood 2~ > REFEHTHZ L TREIIOLVFF¥ A T KL R 2SS
WCHEIR T A LN TE 5,

2T X x A RNT L— AOBLHFIEN discard, 7> except-routing ¥— 7 — RBEEIN TV BH5E

+ 224.0.0.0/4 DEFATRIADNLT F ¥ A2 7 L—A0RHFEIN, IGMPPIM IZL 2~ TF XX A M—T 47
DXL D,

e A7 AT 12-unknown-mcast forward link-local X EL CHb~/VLFX ¥ A M) 7 a—h L7 KL A
(224.0.0.0/24) ZHRET H Z LT TE RN,

* VLAN A ¥ —7 = —AT 2-mcast flood 2~ > REFEHTHZ L THEBIO~LVFF¥ A N7 RN R EEHEET
\CHEIE T A LN TE 5,

no FERTEIT LIEHAITOHIREIZRY . VAT AEKORMO~LFH v A F 7 L— DU FIED

[/ —H]

Ka<w 2 RIZVLAN A VX — T 2 — AZDBHRETE 5,

Ka<y RV AT AEERORMO< LT HFy A N7 L—LLBEFEORTELVEBLREIND,

except-routing ¥ — 7 — NI~ /LT F ¥ A b7 L— LAOEL VLN discard DA DHRIFET H I LN TE 5,

except-routing ¥ — U — FILIGMP/PIM IZ X 5~/ FF v X hb—T 4 » ZIHE LT TORIEET 5 Z LT

x5,

[B%E B

VLANI TRHDZNLFF¥ A N7 L—AEZWETINLFF Yy 2 M) 7 a—hLT FLATEE%ET 5,

EWZHED o

R

SWP2 (config)# 12-unknown-mcast forward link-local
SWP2 (config) # interface vlanl
SWP2 (config-if)# 12-unknown-mcast discard

VLAN2 TRHD<ILFF ¥ A 87 L—LEMWHST L IGMPPIM IZL D5~V TFFx A Mb—T 4 T DORRITT
%, F72. VLAN2 T mDNS(224.0.0.251) & Dante(224.0.0.230-233) |Z#5169 %

SWP2 (config) # interface vlan2
SWP2 (config-if) # 1l2-unknown-mcast discard except-routing

(

(
SWP2 (config-if)# 12-mcast flood 224.0.0.251
SWP2 (config-if)# 12-mcast flood 224.0.0.230
SWP2 (config-if)# 12-mcast flood 224.0.0.231
SWP2 (config-if)# 12-mcast flood 224.0.0.232
SWP2 (config-if)# 12-mcast flood 224.0.0.233

813V v ru—hN<)FF¥ A N7 L —LDOEERE
[E=X

12-unknown-mcast forward link-local
no 12-unknown-mecast forward link-local

[ E]

L

AT E— K]

Jsa—)ars 74— g — R

B

12-unknown-mcast discard ZFHRE L CTW\WAH L&, Vo7 u—hAr<AFxy AT RLADT L—AZWES T2
%j—éo

no B CEIT LG, BE LERELHIFRT 5,

[/—F]

Ka<wr o RZBITh, Vovrza—n<LFXxy X N7 RUAIZLLTO&H &1 5,

« IPv4:224.0.0.0/24
« [Pv6: f102::/112
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IPv4 v~V FF+ AT RLAZETHERITELESNZ, ZOBEXREENI 2T 4 2P ANTEEEITH
BIAYIZ 12-meast flood =~ > RICEZ# 2 B b,

[BXEHI]
Yo ma—RN~vLFXXYARNT RLADT L—LERMOVLFF ¥ A2 & U THESFICHEEST S,

SWP2 (config) #12-unknown-mcast discard
SWP2 (config) #12-unknown-mcast forward link-local

814 v NTFFXF¥ AT L —LDERERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr
[73T7 A =4 —]
ipv4_addr : AB.CD
IPv4 v /L F X A T LA

(IR E]

2L

[AFTE— R

A H =Tz —AF— R

[FREA]

VLAN A V2 —T =2 —ATZE LI~/ FF¥ A MBEEOTCTHENEELZIPVE~LVF XY AT RLADT
V—L%ET7 79T 47T D,

Ko<y RiZv AT ALK T 100 il £ TREN T 5.

0 FERTET LS. BELEIPVE~LF XY A T RL AR EFHIET 5,

Fo  IPASILFXRY A RNT RLAZEK LUSAI1T. T XTORTELZHIRT 5,

[/ —F]

RKa< 2 RIEIVLAN A VA —7 2 —RAIZORBHKETE D,

AKa<w L RTHRESNEZIPVE < /LTF X4 ZA T RLZATIGMP A X —E L F OGR4 L7 5,
[B% e

VLAN #1 TZAE L7236 IPvA 7 KL AM 239.0.0251 D7 L—L % 7T T 47T 5,

SWP2 (config) #interface vlanl
SWP2 (config-if)#12-mcast flood 239.0.0.251

8.1.5 MR P—EHER:DO IGMP/MLD 7 =V —EEHEEDAES)ENHRTE

E&
12-mcast snooping tcn-query enable time
12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]

time : <1-30>
IGMP/MLD 7 =V —ix{5 4% H R (F))

(AR E]

12-mcast snooping tcn-query disable

[AJ1E— F]

Ja—)ary7 4l —y g rF—NR
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[FEHA]

AR= TV Y =28 D bR AR, 7 =Y 7 =R IGMP/MLD 7 = U —% &5 T DISREOEMEZ X ET
%

no JTER CTHAT L2 & 13- EICK D,

IGMP/MLD A X —¥E > 7 L AR= 7Y ) —%F LTCBRIC, AR O—EEIZ Lo T AF X v A MEfEHR K
ISR Z 2 2 LB D03, AEREEZFEHTIUEZ O EZ T 5 2 LR TE 5,

A LIZGEE, MR Y —ER AT 2 &, e SN 72H &2 IGMP/MLD 7 =V —%%ET %,
N L aE, hARr Y —EENH > TH IGMP/MLD 7 = U —Z %55 L7230,

[ EH]

FARBE Y —ZEHEFO IGMP/MLD 7 = U — G2 A L, ORI A 5 FICRET D,

SWP2 (config) #12-mcast snooping tcn-query enable 5

hAR | Y —ZHEEO IGMP/MLD 7 = U —3i&(5 % #5027 5,

SWP2 (config) #12-mcast snooping tcn-query disable

82IGMP AX—t' v

8.2.1 IGMP A X — V2 7 DOEL) iR E
BN

ip igmp snooping switch

no ip igmp snooping

[RF A —& —]
switch © IGMP A X — ¥ > 7 O#hfE
R B
enable IGMP A X —t" > 7 HZT 5
disable IGMP A X — "> 7 % iz 4 %
[WIHIRRE]
ip igmp snooping enable
[AJ1E— ]
f o H—T 2 —AE— R
[RLBA]

AU B =T 2—ADIGMP AX—t 7 DEEZRIET 5,
no TR TEAT LA IR EICR 5,

[/—}]

AR~ RIZVLAN f V7 —7 2 —AZOIRFETE D,
[BREBH]

VLAN#2 @ IGMP A X — ¥ > 7 2G4+ 5

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping enable

VLAN #2 ® IGMP 2 X —t° > 7 2 45,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping disable

8.22 IGMP XA X —t°» JEm RO E
BN

ip igmp snooping fast-leave [auto-assignment]

no ip igmp snooping fast-leave
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[F—T— ]
auto-assignment  :  LAN/SFP 7R — NEL FIZAA v FHREEHE S VTV D55 12 m i BB EE 2 50235,

[FIEIER E]

L

[ASTE— K]

B —Tz—AF— R

BN

A B =T 2—AD IGMP A X — "V EHEBIR A G INCT 5,

no R TCEITTH &, IGMP A X —v'» ZVE ik a2 Eahic4 5,

auto-assignment 47 3 3 W NMEE SNT2HA L. LAN/SFP+AR— ML FIZ Y~ BIA A o F BB STV D54
ZDR— N TOHHBAGI BRI IREEE 2 Th 23 5,

LAN/SFP+7R— ML FIZ Y~ B2 A o FREEGE SN TNDNE I ML, B — F TZIELZ LLDP 7 L — A % fif
BL. UTFOTRTOFMEHEI-THAICE RSV LW+ 5,

e WA TLV @ Chassis ID (MAC 7 KL &) @ OUI Ry~ #lTChr o L

o HAREHL TLV @ Enabled Capabilities |Z [Bridge] A& ENTNDH I &

Z DI, auto-assignment 7L =5 AT DB, AR &R A A~ F O T LLDP DEZE AN L,
EET L —LICEAREH TLV 218452 &,

[/—}]

AKa<w 2 RIZVLAN A V Z—T 2 —AIDBHRETE D,

A~ RiX, LAN/SFP+AR— MIEEDO KR A NPEEHE ST D VLAN A ¥ — 7 = — A TlL, auto-assignment 7~
Tra rEANCT D0, mdEBLEERE R A T 5 L,

[ EH)

VLAN #2 ® IGMP A X — &> 7 & ik = Az 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & a3 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ip igmp snooping fast-leave

823 VILF X ¥ R M —F — DI DR IE
(&R

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname
[T R =5 —]
ifname : LAN/SFP+R— b DA v H—T = — R4,
WET DAV F—T =R
(AR E]
L

[AJ1E— K]

A H—T 2 —AF— R

[@HA]

< ILVF X ¥ A ML—F =D STV D LAN/SFPHR— F Z 5 iICi%ET 5,
no IR THFATT D &, RELMIET D,

[/—}]

ARa<2 RIZVLAN A VX —7 2 —AZOHRHKETE 5.
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e U7 LAN/SSFP+E— MZIZ. v/ F v A ML—F =B SN TWA &, L — =5 IGMP LR— k%
ZAETH L, BE LT LAN/SFPHR— MMIHRET 5,
[ EH]
VI F Xy A R—F =D E LT LAN R — N #8 23T T 5.

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping mrouter interface portl.8

VIVTF X v A RML—F — DGR D LAN AR — k #8 244,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ip igmp snooping mrouter interface portl.8

8.24 7 ) — X EHEREDERE
BN

ip igmp snooping querier
no ip igmp snooping querier
(IR E]
L
[ASIE— K]
A F—T 2 —AE—F
B
IGMP 7 = ) — X EHRE 2 AT %,
no JECEITT D L, IGMP 7 — ) —iXEHRE & T2,
[/— 1]
ARKa<w2 FIZIVLAN A VX —7 = —RAZDOIHHETEX D,
AREEANILIZELEIP T FLRAZEET L L AFRICIELWIP Y FLATZ 2 —2 X5 L 5D THE
BTo5Z L,
[BEH]
VLAN #2 O&EHREZ AT 5,
SWP2#configure terminal

SWP2 (config) #interface vlan?2
SWP2 (config-if) #ip igmp snooping querier

VLAN #2 OiXEHERE 2 NI 5,
SWP2#configure terminal

SWP2 (config) #interface vlan?
SWP2 (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 = V) — X ERIE DR E
[EFR]

ip igmp snooping query-interval interval

no ip igmp snooping query-interval

ST A—F—]
interval ;. <20-18000>

7 = ) — x5 R D)
(AR E
ip igmp snooping query-interval 125
[AJIE— F]
A B =T z—AEF—F
B

IGMP 7 = J — DX ERIEZ 7 ET D,
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no K THEATT 5 &, IGMP 7 = U —DE(F G & PR E ISR T,
[/— 1]
A< RIZVLAN A VX —T 2 — A ZDOBRFRETE 5,
[BEH
VLAN#2 O 7 = V) — & E M2 30 FHITRET D,

SWP2#configure terminal
SWP2 (config) #interface vlan?
SWP2 (config-if) #ip igmp snooping query-interval 30

VLAN #2 ® 7 =V — 245 RIbg 2 g1 I R 3

SWP2#configure terminal
SWP2 (config) #interface vlan?2
SWP2 (config-if) #no ip igmp snooping query-interval

8.2.6 IGMP /34 v s @ TTL {EARFEHERE DR E

E&
ip igmp snooping check ttl switch
no ip igmp snooping check ttl

5 X —5—]
switch : IGMP /37 > @ TTL fERMGERRE
REME B!
enable B+ %
disable T B
(IR E]
ip igmp snooping check ttl enable
[AJIE—F]
A B —Tz—AEF— R
(LA

IGMP /347 b @ TTL fEMGEREE 2 R ET 5,

no IH CHEIT L= BB IR EIC R 5,

HINZ LIz A1E, P~y ¥ —O TTL ERAARIE(L LA 72 IGMP X7 > N &R EET 5,
N L2 B, Uik N7 > MEEEE T, TTLEZ 1 ICHIE L CiET 5,
[/—}]

Aa< L RIZVLAN A VX —T 2 — A ZDHFRETE 5,

[BREH]

VLAN #2 T IGMP /37~ k@ TTL fERGHEREZ 2T %

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping check ttl enable

VLAN #2 T IGMP /34~ b TTL [EMFFHEEE 2 224 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping check ttl disable

8.2.7 IGMP /4 v k@ RA HFEERE DR E

&
ip igmp snooping check ra switch
no ip igmp snooping check ra
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[78T7 A= —]
switch : IGMP /3% > | @ RA FRREHERE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping check ra disable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMPV2/IGMPV3 /3% v b @ RA #EFHEREZ R ET 5,

no IR CHAT L7258 13 EICE D,

BN L5813, IP ~v 2 —IZ RA (Router Alert) 7> = v NEEN TV IGMPV2/IGMPY3 /347 v | ZiEEE
T3,

N L HAIT. YAy y FEESET, P~y ¥ —ICRA ST a &5 L ClE%T 5,

[/—F]

AKa<w 2 RIZVLAN A V Z—T = — AIDBHRETE D,

[ E B

VLAN #2 T IGMP /34 v k@ RA BFFHEREZ AN 2,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping check ra enable

VLAN #2 T IGMP /34 > b D RA WiEFHSBE 2 21 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping check ra disable

]

8.2.8 IGMP /34 b D ToS MRIFHEBED R E
B

ip igmp snooping check tos switch

no ip igmp snooping check tos

[T A—%—]
switch : IGMP /37 kO ToS Ml HE
REME S
enable BN D
disable T D
[WIHIRRE]
ip igmp snooping check tos disable
[AS1E—F]
A B =Tz —AFE— N
[FHA]

IGMP /X% K @ ToS MRFEFERE A FX ET 5.

no IR CHAT L =GB IS0 R TCITRE D,

BN LB AL, TP~ Z—® ToS @ IP Precidence (3 £~ M)A ARIE(B'110 LAZM) 72 IGMPv3 /347~ ~ ZRREE L,
ZNLIAME ToS % 0xc0 (2 EEX L CHakd 5,
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M LT25E 1, IGMP X7 v N &2EFER91Z, ToS % 0xc0 (2 EE X L THakT 5,
[/—H]
AKa< L RIZVLAN f VX —7 2 —AZOHFEETE D,
[BEH]

VLAN #2 T IGMP 737 k ® ToS WiFtsfe 2 AN+ %,

SWP2#configure terminal
SWP2 (config) #interface vlan?2
SWP2 (config-if) #ip igmp snooping check tos enable

VLAN #2 T IGMP 737 k ® ToS WiFte 2 M2h2 4 %,

SWP2#configure terminal
SWP2 (config) #interface vlan?2
SWP2 (config-if) #ip igmp snooping check tos disable

829IGMP R— 3 L DHRE

E&
ip igmp snooping version version
no ip igmp snooping version

ST A—F —]
version C<2-3>
IGMP /X— 3 >
(AR E
ip igmp snooping version 3
[AJIE— F]
AP =T 2 —AF— K
B

IGMP ODNX— 3 U ARET D,
no FECTHEFTT 5 & IGMP N— 3 > Z IR E (VIR
[/—}]
A< RIZVLAN A VX —T 2 — A ZDOBRFRETE 5,
REL IR DHNN—2 2 D IGMP N7y N EZE LIZGE. LTOEEL 75,
o V2 RERF

e V3 —%ZELISGAE, V27 ) —& L THak

« V3LAR— I EZELESE, WE
o V3 EXIERF

s V2272V —%ZELSGA, V272 —& LTHRE

« V2UR—= I EZELESSE, V3 ULAR— k& L TiRE
[ 2B
VLAN#2 TIGMP N— g % 2 ITRET 5.

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping version 2

VLAN #2 T IGMP N—< 3 > 2 {IHHMEICE T,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ip igmp snooping version

8.2.10 IGMP L 7N— b #lifIHEE DEX B

[EFX
ip igmp snooping report-suppression switch
no ip igmp snooping report-suppression
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[78T7 A= —]
switch : IGMP LR — RmifilHAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-suppression enable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMP L AR — MMl RE & 3 ET 5.

no IERCHEAT LI A I3 EIZK b,

AN LT A1E, 15 L7z Report A v E—UR° Leave A vE— VO EIEFREZ D &IZ, F/NMRORA v E—U%
I F X A ML —F—R— F~EETH,

BN Lo a1, %15 L7z Report A v E—UX Leave A v — YV EZFR~/ILTF v A ML—H —R— h~Zkd
50

[/—F]

ARa<2 RIZVLAN f V' H —7 2 — A ZDHHRETE D,

[B%E B

VLAN #2 T IGMP L 7R— MMIHIREEEZ AT %,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~HIERE 2 50123 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping report-suppression disable

8.2.11 IGMP L R— MNEEHEBEDHRE
BN

ip igmp snooping report-forward switch

no ip igmp snooping report-forward

[NT A —=HF—]
switch : IGMP LAV — MRAHERE
REME S
enable BT D
disable BN D
[WIHIRRE]
ip igmp snooping report-forward disable
[AS1E—F]
A E =T 2—AE— N
[

IGMP LR — MNIGEEREEZRET D,

no TC K THEAT LTS A ITHIMRR EIC R 5,

B LIZHEIE, vV F v A M—F —R— MIIZ T, LAN/SFP+R— ML FIC Y~ B2 1 » F R S
TWBHEAID, FOAR— Mk LTIGMP Report A vt —%° Leave A v — U %#5%5T 5,
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N L2 Ak, T F ¥ A hb—F —R— MZD#H, IGMP Report A 12— 3<° Leave A v — Y & #nikd
5,
LAN/SFP+AR— FELFIZ Y v LA A o FREEHRE SNV TW DN E I T, Y%A — FTZE L7 LLDP 7 L — A% ff
AL, UTFOTRTOFEMEMIZTHAICE RV L+ 5,
o WZHTLV @ ChassisID (MAC 7 KL &) O OUI NV~ |THDHZ &
«  JFEAEHE TLV @ Enabled Capabilities |Z [Bridge] 23& £ T\ 5H 2 &
T, REEREZH T A%, AR &R A A »F D)5 TLLDP OEZEL AL, EEFE7 L —AaIEE
AEHETLV 28BN+ 52 &,
[/ —F]
AR FIZVLAN A V¥ —7 2 — AZDHFEETE D,
AMBEZ BN T HEE1E. IGMP LARA— FfRsRE 2 LT 5 2 &,
[ EH]
VLAN #2 T IGMP L 7R — MREHEREZ AT 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping report-forward enable

VLAN #2 T IGMP L 7R — MEREHERE & Bahi2 3 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping report-forward disable

8.2.12 ¥ /L F F ¥ A M L—F —R— b ~DT — F B EIHIRERE DR
[ER]

ip igmp snooping mrouter-port data-suppression switch

m
]
[y

no ip igmp snooping mrouter-port data-suppression

[78T7 A —=5F—]
switch DT F Y R R —H— R b A~DT — Z RS RS
REME S
enable AT D
disable £::37) ] Rl )
[FIHIRR RE]
ip igmp snooping mrouter-port data-suppression disable
[AF1E— ]
A F—=Tx2—AF—FN
B!

VNV FF ¥ A M—H—R— h~DF — X R EMFIRE 2 R ET 5,

no FECHEAT LGS I3WHIREICR 5,

A LIGEE, vV TFF v A F—F—K— b TReport A v E—VEZFE LIS DOHENT —F 2~ LT X
¥ A Mb—H —R— F ~H5kd 5,

RN LI BEIE. WO R— FTReport A v E—V %% E L TOIUE, 4T — X~ FF v A hL—4&
—AR—=MIbiREIND,

[/—h]

ARa< RIZVLAN A V¥ —7 2 —RAZOHGFETE D,

[ EH]

VLAN#2 TNV FF ¥ A hb—F —KR— h~O T — X EE MGl EEZ AT 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if)#ip igmp snooping mrouter-port data-suppression enable

VLAN #2 T/ FF v A hL—HF —R— b ~DTFT — X IS EE 2 1 5,

W
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SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ip igmp snooping mrouter-port data-suppression disable

8.2.13 ¥ /L F F ¥ A h)L—F —HEGR— MERDOFER

[

show ip igmp snooping mrouter ifname
[/3F A =4 —]
ifname : VLAN A & —T = — R4

BRT DAV A —T = —RA

[AJ3E— R
FEREHE EXEC £ — N, ik EXEC £— F
[FiFA]
i E Sz, EREFENICRE LI VT X v X bL—F —HA— MEmE R T D,
[BEB]

VLAN #2 D<)V F F v A h)b—F —HfiR— h O A R RT 5,

SWP2#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.2.14 IGMP Z )V —F A LR —3 v FIEHDOFER
[EX]

show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[¥—T—F]

detail D REAIE

[T A —F—]

4B.CD DRATFXXY AT N=TT LR

ifname © VLAN A v ¥ —7 = — 24
FRT DA VA —T = —RA

[AF1E— F]

FEFFHE EXEC £ — N, 454 EXEC £— K

[FEBA]

IGMP 7/ /=7 A o 3=ty T Fomd %,

[ E B

IGMP 7 V=T A =y T OIEREF T T D,
SWP2#show ip igmp snooping groups
IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
Reporter Version

1 239.255.255.250 portl.5 R 01:06:02 00:03:45
192.168.100.11 V3

IGMP 7 )L—"" A 3=y T OFEMIE I 2 £RT 5,
SWP2#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5
Group: 239.255.255.250
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Flags: R
Uptime: 01:07:10
Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.15 1 V' ¥ —7 = —AD IGMP BHEIFH % £~

E&y

show ip igmp snooping interface ifname
[/$5 A —&—]
ifname : VLAN A ' F—T = — A4

FRTAL L H—T 2 —R

[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
VLAN A % —7 = — A0 IGMP B#fE# & £ R 5,
[ERE B

VLAN #1 ® IGMP EE I a £r1 5,

SWP2#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is enabled
IGMPv2/v3 fast-leave auto-assignment is enabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMPv1/v2/v3 Report forwarding enabled
IGMP Snooping check TTL is enabled
IGMP Snooping check RA is enabled
IGMP Snooping check ToS is enabled
IGMP Snooping Mrouter-port Data suppression disabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.l (F,R)
portl.2

F - Fast-leave auto-assignment is enabled
R - Report forwarding is enabled

8.2.16 IGMP /L —F AL _R—L o 7Dy Y —HIE&

[ER
clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D
clear ip igmp snooping interface ifname

[FF—7—F]
group COHIBRT O ATF XY ATV —TT RUAERRET D
interface © HIBRT A VLAN A v X —T =2 —AZRET D
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[78T7 A= —]

A.B.C.D DI TFRXRY AR IL—TT KL R
RUEEEE B

ifname © VLAN A > ¥ —7 =— R4
HIbRT DA v X —T7 = — A

[AJ1E— K]

Kt EXEC £— K

[REBA]

IGMP V)V —TF A=y T Oxr ) —%HIERT 5,

[BEH

VLAN #1 O IGMP Z Vv —F A _"— 7O Y —%HIBT 5,

SWP2#clear ip igmp snooping interface vlanl

83MLD AX—t°

8.3.1 MLD XX — ¥ VDAL, BEhHRE
[

ipv6 mld snooping switch

no ipv6 mld snooping

[/3T A —HF—]
switch : MLD AX—t > 7 DEE
RIEME B
enable MLD AX—VE 7G5
disable MLD A X — V> 7 % W+ 5%
(IR E]
ipv6 mld snooping enable
[AFTE— K]
A H—T2—AF—F
[RLBA]

A B —Tx—ADMLD AX—¥Y L T OEELZHRET S,
no B CTEIT LA IT VIR EICR S,

[/—F]

AKa<w 2 RIZVLAN A V Z—T = —AIDBHRETE D,
[B%E B

VLAN#2 O MLD A X — > 7 HGc+ %
SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — "> 7 Z B4 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping disable

832 MLD AX—V vV EEBEDOHRE
B

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave
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[F1EIER E]
L
[AS1E— K]
B —T 2 —AF— R
BN
A B —T 2—AD MLD A X—t v 7 EEBGEEZ T 5,
no JERTHEITTHE, MLD AX—E v 7 &R 4 ma)c4 5,
[/—}]
KA NIEIVLAN A U Z—T =2 —ATDOHRETE D, £72. MLD AX—E U T RENRGE DHRETE D,
AKa< KL, LAN/SFP+R— MIBEE DB A SRR SN TWD VLAN f V¥ — 7 = — AT L72nZ &,
[B%EH]
VLAN #2 O MLD A X — B> 7 B ik & e+ 5,
SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping fast-leave

VLAN #2 O MLD A X — ¥V 7 E5E iR % 29 5,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ipv6 mld snooping fast-leave

833 v /ITF ¥ X M —F —DERRICDBRE
[

ipv6 mld snooping mrouter interface ifname

no ipv6 mld snooping mrouter interface ifname
[7NT A —=HF—]
ifname : LAN/SFPAR— FDA o H—T =— R4

BRETHA LV H—Txz—A

(W]
L
[AJ1E— K]
AH—T 2 —AF— K
[
< ILTF v A b Z — G ST D LAN/SFP+R— bk & ERICERET 5,
no WA THEATT D &, HELWIET S,
[/—H]
KA NIEIVLAN A U F—T =2 —ATDOIHRETE D, £7o. MLD AX—E U I RENRGE DHRETE D,
BE L7z LAN/SFP+AR— MZIE, v FF v A M—F =P HsnTnDH &, L—/3—=5 MLD LAR— &
ZIET D L. BE L2 LAN/SFP+R— R Zi#izikd %,
[EXE )
~YNTFF xR M= F—DfERee & LT LAN R— h #8 ZiRET D,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping mrouter interface portl.S8

< VT X A R L—H—DEEHGEE D LAN AR— b #8 449,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ipv6 mld snooping mrouter interface portl.S8
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834 7 =) —EEMREDRE
[ER

ipv6 mld snooping querier
no ipvé mld snooping querier

[FIEIER E]

L

[AFTE— R

AV H—T 2 —AFE— R

BN

MLD 7 =V — £ EHEEZ BT 5,

no FEXTEITT B L, MLD 7 = U —&EHEREE |z 5,

[/ —F]

ARKa<wy RIZVLAN A VX —T7 2 —RAZOARETE D, £7o, MLD AX—E U I RHERRGEDOAHEETE D,
AR 2 3 555813447 ipv6 enable 1~ > RZ WD VLAN A »F—7 = —RIIHETDH T L, ipve
enable 2~ RNRESNTWARWEAS, MLD 7 = U —[IEEENZ2VOTHEET L Z &,

[ EH]

VLAN#2 ® MLD 7 = ) —i&{EHaE 2 AT 5,

SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping querier

VLAN#2 @ MLD 7 = U —X R 2 0245,
SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #no ipv6 mld snooping querier

8.3.5MLD 7 =V —E[EHIBORE
E&N|

ipv6 mld snooping query-interval interval

no ipvé mld snooping query-interval

ST A—F —]
interval : <20-18000>

7 = — X HIFRE)
[FIEIERE]
ipv6 mld snooping query-interval 125
[AS1E— K]
Ao BT 2 RE— R
[

MLD 7 =V — DX EMR AR ET 5,

no JEX THEITT %5 &, MLD 7 =V —DEE M2 HIHR E IR,

[/—F]

ARKa<wy FIZVLAN A V' F—T7 = —RCDHFEETEZ D, £/, MLD AX—E I BRENRGEDHEETE B,
[ EH]

VLAN#2 O 7 = —%GFHREZ 30 IR ET 5.

SWP2#configure terminal

SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping query-interval 30

VLAN #2 ® 7 =V — 2415 RIbg 2 A c R,
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SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ipvé mld snooping query-interval

8.3.6 MLD N— 3 VDRE

EEy

ipv6 mld snooping version version
no ipv6 mld snooping version

[/3T7 A —5F—]
version : <1-2>
MLD /"—3 3
(IR RE)
ipv6 mld snooping version 2
[AS1E— ]
A HE—Tx2—AE—NK
[FHA]

MLD O — g VERET D,
no KR THEITT % &, MLD N—2 3 v Z IR EV2)I R T,
[/ — 1]
AKa~v L RIEVLAN AV Z—T7 2 —AZOHBFRETE D, £7o, MLD ARX—E U I RHENRIGEDHFETE D,
BRELBIHNN—Ta D MLD N7y bEZELESAE, LFOEEL 25,
o VI RERF
s V2272V —%ZELYGE. VI 72— LTk
« V2L AR— I EZELEGE, IKE
o V2 RIERE
s VI —%ZELIELE, VI 72 —L L TR
« VI UVAR—bFZEZELESG, V2 LAR— & LTHE
[ EH]
VLAN#2 TMLD N—Y 3 % 1 ITHRET D,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping version 1

VLAN #2 T MLD — 3 > A MBI RS,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #no ipv6 mld snooping version

8.3.7 MLD L 7~ — MHIHSRE DR E

[EFX

ipv6 mld snooping report-suppression switch
no ipv6 mld snooping report-suppression

[23F A —%—]
switch : MLD L 7R— MNHIkERE
BEME FLEA
enable BT 5
disable L1509 ) [ A )
[ E]

ipv6 mld snooping report-suppression enable
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

MLD L R— HHIRE 2 221 5,
no IR CEIT LI A IR EICE S,
BN LI25E1E, 548 L7 Report A v EB—UR Leave A v —UNOEEEHRE D L0, R/DBRBORX v E—V%
vw%%yka%&%f%%«%ﬁﬁé

i Li=5a {8 L7z Report A v E—%° Leave A v E— TV HBIRV LT F ¥ A fL—F —KR— h~HEET
60

[/ —}]

RKa< RIZVLAN A VX —7 = — R ZDOHFRETE B,

[l

VLAN #2 T MLD L7 — MHIERE 2 A0 D,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping report-suppression enable

VLAN #2 T MLD L 7— b #NHIBERE 2 #0124 2,

SWP2#configure terminal
SWP2 (config) #interface vlan2
SWP2 (config-if) #ipv6 mld snooping report-suppression disable

8.3.8 v /L' F ¥ ¥ R h)L—F —EEHHR— MERDOER

[EF

show ipv6 mld snooping mrouter ifname
[/3T7 A —5F—]
ifname : VLAN AV H—T = — A%

ERTAAL A —T 2 —R

[AJIE— ]
FERFHE EXEC E— I, %5 EXEC E— I
ﬁ%]
A E SN, EREFHICERE LTV TF v X bL— 2 —Hi AR — MEREERT D,
Bl

VLAN #2 D~ )V F ¥ ¢ A fb—Z —Hfgin— F O AERRT 5,

SWP2#show ipv6 mld snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::ae44:£2£f£:£e30:291 00:01:04

8.3.9 MLD /L —F A N\ — v FIERDFRR
[

show ipv6 mld snooping groups [detail]

show ipv6 mld snooping groups X:X:: X:X [detail]
show ipv6 mld snooping groups ifname [detail]

[F—T—F]

detail £ L

[/3T A—F—]

XX XX DAL TFXRY AN TA—TT KL A
ifname : VLAN A V' FZ—T = — A4

FTRT DA H—T =2 —A
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[AF1E—F]

JEFHE EXEC &— N, 45HE EXEC £— R
[

MLD 7 /V—T" A =y TR ERRT 5,
[BREH]

MLD 7 b—TF A 83—y FOIEHE FoRT 5,
SWP2#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface
Reporter
ff15::1 portl.3

fe80::a200:27ff:£fe8b:87e3
MLD 7' )V—"T A =y T OFEME R E R TT 2,
SWP2#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: f£f15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: fe80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )

Source Address Uptime
fe80::221:70£ff:£fef9:8a39 00:00:03

83.10 f V¥ —7 = —AMD MLD BAEER L FE R

v2 Exp
00:01:06

Uptime

00:00:44 00:01:07

Expires

Fwd Flags

Yes

R

Last

By

show ipv6 mld snooping interface ifname
[73F A —5F—]
ifname : VLAN A & —T = — R4

FRTHA LA —T 2 —A

IASIE— F)
FHHFHE EXEC & — N, kg EXEC £— R
B
VLAN A > % —7 = —AD MLD Ei#lE# % #rT 5,
[EXREH)

VLAN #1 ® MLD B E#HR %2 Frd D,

SWP2#show ipv6 mld snooping interface vlanl

MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDvl fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 127
Number of vl-query-warnings: 0O
Number of v2-query-warnings: 0O
Active Ports:
portl.l
portl.2
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83.11 MLD 'V —F A _"— POy Y —HiER
[EX]

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—TU—F]

group OHIBRT A AT XY A NI L—TT RLRAERET S

interface D HIBRT D VLAN A v X —T7 = — R ERET D

[T A—%—]

XX:: XX D WATFFXRXY AR NA—TT R A
I T b —

ifname : VLAN A V' F—T = — A4
Mg 54 v 2 —T7 2 — R

[ASTE—F]

HE EXEC £—

[BEEA]

MLD Z V=T A=y T Oz b — 28T 5,

[BREH]

VLAN#1 O MLD ZV—F A R "— oy N —%HIBRT 5,

SWP2#clear ipv6 mld snooping interface wvlanl
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A

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZF5E L2 E . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,
FAEIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5.,
protocol |Z tep ZFEE L7eHE . SR TCP ~y ¥ O RST 7 7 V& 18ET 5,
protocol |Z tep ZFEE Lo, SRIEIZ TCP ~> ¥ D SYN 7 7 7 2 46ET %,
protocol IZ tep ZHRE L72HE. RIFICTCP ~v ¥ D URG 7 7 7 %487ET D,

op

protocol IZ tep ZFRE L= %

o> op

op

<1-2000>

IPvd 7 7 & AU Z F® ID

<1-65535>

=l U ARG, MBET 7RV A MAICBIT L= M) —DNEETRET D,

VT U ARG EEE LGS, VA NOREBERICT Y M) —RBinsnd, oL &,

BEFORBRTY N —I2 10 ZNE LI2ERHHTY ) —0&F S L LTHERES D,
WO = o AR/ SR LTEBMLESES, = ) —0F 1L 101274 5,)

T 7R ARMECH T DEMEELRET D

RIEME B
deny FHEES"T 5
permit LM F IR B

HRLTLH7m barf@plzfiES S

REME 2 EH
<0-255> IP~yXO7a faLEs
any T_TO IPv4 /3w b
tcp TCP /37 v b
udp UDP /X7 b

ST AERETIPVE T FLABFHREHRET D
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REME Bl

T4 RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 EMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—DIPvd 7 KL A(AB.CD)RIEET D
any TRXTOIPVE T RV RAZXG LT 5
src-port 1 <0-65535>
protocol IZ tep, udp ZH57E L7256, R & T 0 ME LR — FEEH<0-65535>%fET 5. A&
3252 &b Ahe
BEHE B
eq X R— MEZX)EEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info DR LE T A IPVA T LU AERAERET D
R EE LA

J AV KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZFRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0IPv4 7 L A(AB.CD)&ZFEET S
any TRTOIPVE T RLRAEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH57E L72 e, =& T 250088 — M 5<0-65535>%fRET 5, Ak
THZ L bR

BESIE B!

eq X R— FEEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIERRE]
2L
[AS1E— F]
Ja—x\)ary7 4L — g T — R
B

IPvd 77 A A NEAKT D,

AR L7778 AU R MCiE, BEMAX256 D&M ERETDH I ENTE 5,

AR LIZIPvd 77 v AU A & SE85581E, A X —7 =—AF— R T access-group 2=~ > K& HT 5,
no XA T action LI 215 E L7255 & 1%, FIUEETH BT H1IPvda 7 78R Y X N &HIBRT 5,

no FE T action LAREZFEE Le o 72 AiE, 7278 AV A MO ID B —ET 5 IPvd 778 AU X N &HIBRT %,
[/ — 1]

LAN/SFP+AR— FEB L UGHEEA v X —7 = —RAIZHEA LT AH 7 78 A Y R M, no EXTHIBRT 52 L1XT& 72
W, ST Z R L T DHIBRT S Z &,

src-port, dst-port 3£(Z | range THIPHNFEE TEX DN, ZO LD ICHPHEZFRE LT IPv4 77 B A U A NIV AT A4fK
T—2721F access-group 2~ > RE 7= (X vlanfilter 2~ R CTA ¥ —7 = — AT TEX 5,
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[ EH]
BEIETC 192.168.1.024 DE T A bbb, 172.16.1.1 ~O@EZHELRTDHIPvA 77 B2 U A b #1 21/EkT 5,

SWP2 (config) #access-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWP2 (config) #no access-1list 1

9.1.21IPv4 77 &2 Y 2 ~ OFHAIGEAN
[

access-list ipv4-acl-id description line

no access-list ipv4-acl-id description

[/3F A —&—]
ipv4-acl-id 1 <1-2000>
LA BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E Al
[FIERRE]
7L
[ASIE—F]
Ja—nN\)ary7 4 L—varE'E—FR
[BLAA]

R LTHDIPvE T 7R Y X MIEBSTEBENT 5,
o FERTHEIT LIS, IPVA T 78X Y A NOFAEHIRT %,
[/ —F]

LAN/SFP+R— "B L OGRS v X —T7 2 — AT 78RV A V2B IE-#%Y, Koy RTHBISCEBENT 5
ZLIEETHE, (BRAEDOTUHAXN EEET D)

(B EH]
PE(ETT 192.168.1.024 DT A2 Fovd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b+ #1 Z1ERR L, #RBISC
[Test] ZBN9 5,

SWP2 (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWP2 (config) #access-1list 1 description Test

913IPv4 77 A Y X N DEH
B

access-group ipv4-acl-id direction

no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvd T Z7EAY A RO ID
direction D M7 L—A0FmERET S
R EM A
in ZE7L—AIx L CHEASED
out EEZTL—AIXLTCHEAZIES
[FIHIER 2]

L
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[AJ1E— K]

AHF—Tz—AE—NK

[BA)

LAN/SFP+R— h B L OGBS VA —T =2 —AZIPVA T 7 ® AU A M &A1 5,

FZEEET VLT 7R AV A RORIELE —HLIGE, T2 EAVANDT 72 a Y BEE T L—AICxHT 5
7 7 3 a v (permit, deny) & 72 B,

no B TEIT LGS, @A LT 72 AU A F%& LAN/SFP+R— B X UGBS ¥ — 7 =—ANLHIRT 5,
[/— 1]

T7EAY A ML, F—0OAf ¥ —T7x2—RA T, ZET L—2A(n) L EE 7 L—LOut)DZENENIT 1 DT Lok
FRTER,

EET7 V=BT 57 7 AU A NI LAN/SFP+R— ~Ixt L C oA F A6,

N— hFdiPHrange X Y)AFRE L2 IPvd 7 7 B XY XA ME, VAT ARKT I DOAEMARET, *E7 L—24
(out)|ZIFEH T 722\,

FETL—LICXTAHT 7 EAY 2 FBRESNT LAN/SFP+AR— MIGHEA v 2 — 7 = — AZFBTE 20,
ZETL—AIKT AT 7 ERAY R MIGHEA X —7 = — RZFTE LTV A LAN/SFP+R— MR L CEATx
B, PR L A= T a7 47 FICGREA X — 7 = — A ZFTE L T\ 5 LAN/SFP+AR— MIZ(E7 L —
LZRTET BRIV R RNREDHDHHE. AEBER— NOREDREA V4 —T7 = —R WA I N5,

[B%EH)

LANR—F#l OZET7L—HIZ LT, 7278 RAY A #l 28T 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #access-group 1 in

9.141IPv6 727 AU X FDARK
[EX]

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[/XT A —F—]
ipv6-acl-id ;. <3001-4000>
IPv6 727 AU XD ID
seq_num 1 <1-65535>
V= U AF N, WMRT AV A MNCEB T LT N —DALEEARET Do
= AFRGEEKLIESAIE. VA FORRRICT N —=RBiEnD, ZOLE,
WEFEORERT MY —I2 10 ZINE L2l N —0F S L LTHERES LD,
BNy —r o AR BR L CBEMLESEAE, = N —OFZIL 101272 5,)
action LT BAGMEICKT 2@ EEREET D
REE B
deny FEEHEST 5
permit %,ﬁ:%vlgq:m‘u—a—é
sre-info DT AEEITIPVE T R AERERET D
B EME A
XX Y7 Ry bv A7 BMbit)yft & D IPv6 7 K
XX:XXM L AXXaXX) R AR ET %
any TRXTOIPv6 7 L AZXHRLET S
(IR E]

L
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

IPv6 77 AU A NEAEKT 5,

AR LT 782U R MCiE, BEMAX256 D&M ERETDHZENTE 5,

AR LT 78 A) A Ml SEL5A0F,. A X —7 x2—RXF— KT access-group 2~ > R&H 45,

no X T action LIEZIEE LI-HE1E. FMEETHR—&THIPv6e 77 BA U 2 N ZHIRT 5,

no FE T action LI E Lo 72358101, 778 AV A MDD ID N—ETBHIPv6 77t AU A M &HIERT 5,
[/ — 1]

LAN/SFP+R— h B L OGRS v X — 7 =2 — R ZHEALTWAET 78 AU 2 NI, no B THIRT 2 Z LixTa
W, HTTEHZ R L T DHIBRT S Z &,

[ EH]

3fe:506::/32 N EH DNy M EESTH IPv6 77 B AU A K #3002 Z1EKT %,

SWP2 (config) #access-1ist 3002 deny 3ffe:506::/32
IPv6 772 A U A k#3002 ZHIBRT 5,

SWP2 (config) #no access-1list 3002

9.1.5I1Pv6 77 &R U X s OFHBHIGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[/$F A—%—]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 77 EAU 2 R ID
line ¢ BN HEAASC, ASCII C 32 307 & TR E Al e
[FIEIRRE]
L
[AF1E—F]
ra—r\)var 74—y g rE— R
[BEEA]

E L THDIPve 778 A Y A MIEHASEZBINT 5,
no B TEIT LIS, IPv6 7 7B XU X NOFHACEHIRT 5,

[/—F]
LAN/SFP+R— F B L OGBS v X —T7 2 — AT 7 AV X F2EASEEHL, Ao~ FTRBAXZBENTS
ZEEARE, (A DAL T LEEET D)

[ EH]
3ffe:506::/32 VB Dy NEFESET S IPve 772 AU A k#3002 ZVERR L. BB [Test] %5803 5,

SWP2 (config) #access—-1ist 3002 deny 3ffe:506::/32
SWP2 (config) #access-1ist 3002 description Test

91.6IPv6 7 7R YU X FDiEH
EEN

access-group ipv6-acl-id direction

no access-group ipvo-acl-id direction
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[78T7 A= —]
ipv6-acl-id : <3001-4000>
WHTHIPv6e 727 AU 2 LD ID
direction AT L—ADFMERET S
X EME SiEH
in ZEZ7 LA LTHEASED
out EE7LV—LIR L CHEASES
[WIERRE]
7L
[AFTE— F]
AVH—T2—AE—R
[FLFA]

LAN/SFP+R— F B L OB, L 4 —T = —RAZIPV6 T 7 ® AU X M &2HEMAT 5,

ZERERT V=BT 72 A R MORMEE B LIEHA, T/ EAVAMDT 7 ¥ a VS 7 L— AICHT 5
7 7 3 a v (permit, deny) & 72 B,

no B CTEITLEGA. WA LT 78 AU A R % LAN/SFP+AR— B X OGREEA v ¥ — 7 = — 2L HIRT 5,
[/ —}]

TIEAVANE, F—DAf X —T2—A2, ZIET7 L—»AL(in) L EE T L—L(ut)DZNZIUT 1 DFTDO LK
gETERR,

FEET V=2 T DT 7 AU A NI LAN/SFPHR— MIX L COREHTEETH 5.

HIFHEIEIILL F D@ Y,

ZET L= T DT 72 AU A RPRERE SN2 LAN/SFP+R— MMIGRHEA v ¥ —7 = — A ZHTB TE 220,

ZETL—AMIKT BT I AY R MIEHREA X —T = — AIZHTE LTV 3 LAN/SFP+R— MMoxt L CiEH X
BN, L AZ— T w7 ar7 407 FICHBEA v Z—7 = —XIZATE L T\ 5 LAN/SFP+iR— MIZE7 L —
DT BT IV BAV A NRED D DHE. ABZR— FOREDGHEA VA —T7 =2— R CHEA SN 5,

(% EH]
LAN AR— R #1 OZ{ET7 L—LIZX LT, IPv6 7278 A YU X #3002 2 HT 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #access-group 3002 in

9.1.7TMAC 77t R Y X FDAERK
[EFR]

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

35 A—5—]
mac-acl-id : <2001-3000>

MACT7 7 &AUAXRDID
seq_num 1 <1-65535>

V=l AR, BT VAV A MNNIZBIT L = N —ONEERET D,
=T U AFFEEMR LIZGEIT. VA NOFRZRBICZ N —RBNEhD, ZDLE,
MR OREBRETY N —I2 10 ZME LZERFH= ) —0F S L LTHEREIND,
WO = o AR SR LTEBMLEES, = ) —0FSIL 101272 5,)

action D T BASGMCK T A EMEERRET D
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REME A
deny SEEEE"T 5
permit BN T R )
sre-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
R —— %; > MAC 7" K L % (HHHH HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T BEE MAC T LA RERET D
REME B
DAL EHI—FEY b
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL ARG ETSH
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4L —v g rET—FR
[FiEH]

MAC 77 €AV A N&EAKT 5,

AR LT 78 A U A MCE, BEMAX256 D&M E2RET D LN TE 5,

ERL7ET 78R R M EEAIEI5E81E. 4 ¥ —7 =—R2F— KT access-group 2~ > K& EIT7 5,

no JE. T action LI 28 E L7280, M2 TH—ET25 MAC T 7 BA U A M &HIERT 5,

no T action LUEZHRE L2288k, 778 AV A DO ID BN—FHT 25 MAC 77 AU X MEHIERT S,
[/—}]

LAN/SFP+R— F B L UGBS v 4 — 7 2 — R CHEA L TWET7 78 A ) A M, no B THIBRT 2 Z LixTcark
V, ST E R L CODHEIRT S Z &,

"W", "H" X 0-9,a-f,A-F 5725 1 XFLER D,

[ E B

MAC 7 F L A 00-A0-DE-12-34-56 2> 5D 7 L— LA Z AT 5 MAC 77 AU & | #2001 /BT 5,

SWP2 (config) #access—-1ist 2001 deny OOAO0.DE12.3456 0000.0000.0000 any
MAC 77 A YU A | #2001 ZHIpr3 5,

SWP2 (config) #no access-1list 2001

9.1.8 MAC 7 7 EZX U X | O#BASGEN

EEN
access-list mac-acl-id description line
no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCAE BN 5 MAC 772 AU A hdDID
line ©BINT AR, ASCII T 32 305+ TREE FlBE
[WIERRE]
L
[AJ1E— F]
sa—mnarz 4 S —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
no R TEIT LIS, MAC T 782U 2 N AEEIRT 5,
[/ —F]

LAN/SFPAR— "B L OGRS v X —T7 2 — AT 78RV A N2EHEIEE-#%YL, Ko<y RTHBSCZBENT S
ZLIEAHE, (BREDOTUHAXN EEEXTH)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 5D 7 L— A %HEHET 5 MAC 727 AU A k#2001 Z{/ERk L. #HAASC Test)
ZBINT 5,

SWP2 (config) #access-1ist 2001 deny 00A0.DE12.3456 0000.0000.0000 any
SWP2 (config) #access-1ist 2001 description Test

9.1.9MAC T Z7ERXY X DM
EEy

access-group mac-acl-id direction

no access-group mac-acl-id direction

[/3F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R 2 LD ID
direction D WAL= ERET D
R EM B
in ZEZLV—AH L TEASED
(AR RE]
L
[ A1 — ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP+R— F B L OIS v ¥ — 7 =2 — R L TMACT 7B AY 2 M E2EAT 5,

ZETV—LBT VB AV A MORMFL K LIHE, 77 EAV A MDT 72 a UNEE T L— AT 5T 7
¥ a M (permit, deny) & 72 5,

no B THEITLZGE. @A LT 722U A M%& LAN/SFP+R— B X UGBS ¥ — 7 =— AN LHIRT 5,
[/—}]

Fl—DA v F =T 2= A EEOT 72 A A NERETDH I LIXTERN,

O FEEIILL T O Y,

ZIET V= LRI DT 78 AU A FDBRRE SN2 LAN/SFPAR— MEGRELA v ¥ — 7 = — A CHIB TE 720,
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ZETL—AIHTBET7ERAY X MNIHRBA v Z—T7 =2 — R |ZFB LTV A LAN/SFP+R— MMIxf L CiEf T
RO, TR L A= T T arT 7 B v X —7 = — AR LTS LAN/SFP+R— MMIZfE7 L —
LI T DT 7 BAY R INRENRDDGE. REER— FOBRENREA VX —7 = —RTHEHAIND,
[BXEH]
LANFR— M #l OZET7 L —AIZX LT, 727 ERAY Xk #001 Z@EHT 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #access-group 2001 in

9,110 £ LT 7R Y X FNDOFER

(&)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI78AUY X NDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT Z7E®ARAY A NEFRRTH,

acl id Z#EME LA, 2 COT 78 AV A NEERT D,

A B —T 2— R ZHEA I, o, S H o7 L —2% 1 O ESEFFITELELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/ —}]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v 5,
[ EH]

—EERTT D,

SWP2>show access-list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 D7 VT
E

clear access-list counters [ac! id]
[NTA—=HF—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T77E8AUABMDOID

[ASTE— K]

¥t EXEC £— K

[

show access-list @~ > N CTHER I D HEit i (match)z 7 U 79 %,
B!

WMEttE s VT4 5,

SWP2>clear access-1list counters
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9,112 A UV F—T=2—RIZHEALET 7RV XA hOFER
[ER

show access-group
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
B
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FRE B
—B\ERTT D,

SWP2>show access—-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB L NRVLAN 7 7 A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE(256 LFLRN)

TR AT v T

[FIEIER E]
L
[ AFTE— K]
Ja—)ary7 4 Jb—yg rEF—NR
[FRHA]
access-map-name CIEE L7244 BID VLAN 77 B A< v THEKR LTZ2OB VLAN 7 7 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LB EIT. HBE L VLAN 7 7 B2~y FHHIRT 5,
[/ —}]
VLAN 7 7 B A<y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit 2~ R L., HikE
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7E— R~BITT 5,

SWP2 (config) #vlan access-map VAMOO1
SWP2 (config-vlan-access-map) #

E

e

9114 VLAN 7 78 A= L IZXTHTI7EAV R D
[ER

match access-list /ist-id

no match access-list /ist-id

[R5 A —X—]
list-id ;. <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWDLT 7EAY A "NEE
(18I E]

L
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[ASTE— R
VLAN 7 7 & 2~ v 7E— |
[FREA]
SRVLAN 7 7 B A~y FWZCH@AT 2778 AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —F]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiREL MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 7 7 B A~ v 7Z2{ERL LT, 192.168.0.1 2D 8w haHEETLHT 78R A M
%&}\’:‘E“j‘ 50

SWP2 (config) #faccess-1list 2 deny any 192.168.0.1/32 any
SWP2 (config) #vlan access-map VAMOO1
SWP2 (config-vlan-access-map) #match access-list 2

91.15VLAN 7 7B A~ T 4 VX —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
[/NT A—F—]
access-map-name ;A FHT I LOCEA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWNWDHT 7V EAY v 74

vian-id . <1-4094>
vlan =¥ > FC enable JRAEIZEE 41TV V5 VLAN ID

direction DA LA LMERET S, AW LEBARZET LA L THEHASRD

BREME Bk

in ZE7 VAR L THEASES
out EEZL—HIRHLTEHASES

[WIHIRRE]

L

[AJ1E— ]

ra—\)varyz 47—y a Ee— R

[RLBA]

FBELEVLANIZVLAN T 7 v A~y T 7 4 MV —5HHT 5,

no R CTEITLIZHAIE. FBE L7 VLAN KT 5 VLAN 7 7 v A~ v 77 4 WV E—%HIRT 5,

[/—F]

disable JREEIZERE I N TS VLANID IZKf L TARa~ > REHRETDH I EIETER,

VLAN 7 7 B A~ L, W—DA 2 —7x—R|2, ZE7 L—2A(In) L IEET L—L(ou)lIZENER 1 DT D
HTtx5,

MAC 772U A2 FARE LI VLAN 7 7 & 2~ v 7F1d, HET L—Lu)ZITiEH T 22w,

F— NS HiH(range X ) ZHEE LI IPVA 7 7 EAY A NI, VAT ARETI DOAEH AT, EE7 L —2A
(out)IZIFEH TE 72\,

(B EH]

VAMOOL & WO AHTD VLAN 77 B A~ v 7 Z{ERL LT, 192.168.0.1 3HD 87w h2HESETHIT 78R A M
FELT-DOH, VLAN #1000 D315 7 L— A2k LT VAMO01 23T %,

SWP2 (config) #vlan database
SWP2 (config-vlan) #vlan 1000
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SWP2
SWP2
SWP2
SWP2
SWP2
SWP2

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AFTE— R
FHrHE EXEC E— N, %M EXEC E— I
[FiHA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToOHEANERIND,

« VLAN 727t 2~ v 7 DO4Hi

e VLANT7 7t RA<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7t A~ v 7 OIEREFRT D,

SWP2>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER
EN

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7 B2~ v 77 4 V2 —ORIGHE ZrnT 5,
ITOHENFREND,
« VLAN 77t 2~ v 7 OLHEI
s VLAN 7 7 ®A~ v 7 0EM STV VLAN ID
« VLAN 77 k2= v 7R T\ 5 7 L— ADFhl(in/out)

[BXRE )

VLAN 7 /B A~ v 77 4 V2 —DIFRERRT D,
SWP2>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAEZ « HEZhHI4E
EEN|

qos action

qos_disable
[T A—=F—]
action © Qos DEE
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REME il
enable Qos ZHINZT 5
disable Qos Z SNz T 5
(IR E]
no qos
[AFTE—F]
srua—)arz 4 L—vg E— R
[FFA]

QoS Z AT 5,

no R TIAT L725HA. QoS MR 5, Z D& &, BET 5 QoS X E b [FIRFIZHIFRT 5,
[/—}I

7 u—flEOY AT LEEBANLEE. Qos wAMIZTH I LITTERN,

QoS BHIE v > FiE, QoS A HAMMI L TEMNRNVEETTERNVLDONEZH D D,
[BXRE )

QoS ZHNZT B

SWP2 (config) #gos enable

QoS Z N T %,

SWP2 (config) #gos disable

922574k CoS DHRE
B

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 )V b CoS &

(R E]

qos cos 0

[AJTE— K]

A H =T 2 —AF— R

B

LAN/SFP+R— "B L OGBS v X — T =2 —ADTF 7 4+ )L~ CoS R TET D,

no I THAT L7=E . FIHME(CoS=0)Z %X ET %,

T4 RCoSIE,. AV HF—Tx2—ADFTAPME—RBCoSICRESNTWARETH /R L7 L —A5ZEL
BRI SN D, (7 L—2AI2 CoS MR E SN T2 )

[/ —H]

Ko< REETT DI, QoS #AcLTHL T L,

EITTBA B —T 2 —AD T A FE— RN CoS TIERWEES, Ka<y RIZFETT—L 15,
F 7 L bk CoS 372D LAN/SFP+R— MIfRFIA v 4 —T7 =2 —R L LTHRD Z LI TE R,

FATT oA =T == ANGwEA F—7 = —AIZHTE L TV 5 LAN/SFP+AR— F DG E  Ka~ > FIETE T
— &b, ttb x&—b7/7:/747i@ GELA X — 7 = — A ZFTE L TV % LAN/SFP+7R— h OF%E
I, AEZER— NOBRENREA VX —7 = —RAIZHH S5,

[ EH]

T 7 F b CoSfEA 2 IZRET Do

SWP2 (config-if) #gos cos 2
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7 7 v b CoS fE & A I BT,
SWP2 (config-if) #no gos cos
9.2.3 F T A ME— ROFE
[EF=R]

qos trust mode

no qos trust

[/$5 A—%—]
mode : M7 ABME—FR
REME i
cos EEF 2 —% CoSHICESWTIRET S
dscp 5 ¥ = —% DSCPEICE SV TIRET S
port-priority AR CRRE SNV E A EA T 5
[WIHIRRE]
qos trust cos
[AJ1E— K]
A HF—T2—AF—FR
B

LAN/SFP+R— "B LA v X —T 2 —AD T A N E— RERTT 5,
no JTEITIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

F T A ME— R cos DAL, ZET7 L— LD CoS {1l A 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[G
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2= AITRES
TBREITEESNT, FEF 2 —DREZIT I,

CoS fEX° DSCP fE, ZAEAR— MIHISTT 2 XEF 22—, LTFTOa~y FTEET L LNTE D,

FFRALE—F EEFX 2 —RECHEATOIRERE | HEavrF

CoS CoS-EEx¥ = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7—7 /L | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUEDOH T, EEXF a2 —ZRETHETETHXA IV TIX4FHED D,

EE ¥ 2 —H YT

I IAwy I EDEGEF = —FFE

I IASy N E DTV~ —% U TIRE

JIARyTIED) ~—F U TIRE

2,3,41% F 7 A FE— R"CoS" £ 721X"DSCP"DHEDHIGEFRETH D . WTNDOLAEBAHZD F 7 A ME— FiTxt
6T 5 [EExXF2—IDEWT—T V] 2ZBTHZ LK, EEFa—0NEV Y THND,

[/ — 1]

Ka< REFITTDHITIE, QoS #Ahc L TR Z &,

LAN/SFP+R— F B L OGBS v X —T7 2 — AR Y —< v PREHENTWEHEAE. P A FE—ROEF LT
ERANAN

T A bE— RN D LAN/SFP+R— MIGHEEA o ¥ —T7 =2 —A L LTHNAD Z LITTE 220,

FEEA v H — T = — AR LT D LAN/SFP+AR— MI R 7 A ME— ROEH I TX 72\, L AX— T v
a7 4 7 EOEA U H —T 2 — A ZFTE L T D LAN/SFPHAR — h O EIL, IR AR — b ORENiwE A
B —T7 x—RIZHEAEN D,

QoS HAETIE, T A PE— RICL > TEITHIRA D D b O, RFHRORIRD LONRD D,
BB
LAN/SFP+HR— B LG A v X —T =2 —AD N7 A ME— K% DSCP IZRTET 5,

Eal ol
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SWP2 (config-if) #gos trust dscp
LAN/SFP+R— F B L UGBS v 4 —T 2 —AD F T A FE—RET 7 4 /L M(CoSIIHRET D,
SWP2 (config-if) #no gos trust

9.2.4 QoS HRE DR EINB DK IR

E&
show qos
[ASTE—F]
FEHFHE EXEC &— R, %M EXEC ©— N
[@iHH]
QoS FEHRE D A #(Enable), EZh(Disable)ki&Z #R7 %,
[ EH]
AT LD QoS DEEIREEFRT D,

SWP2#show gos
Enable

925 A L F—7 = —ZAD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP+AR— b B L OGBS > ¥ —7 = — 24, BRI R — P a2dR e 45,
KT HA L H—Tx—RA

[AJ1E— F]
FEFFHE EXEC £ — N, FrkE EXEC ©— R

[FEBA]
FRELILA v F—T7 2 —AD QoS RIEHME LR T H, RTHNETLUTOLEY,

HH i

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHEHDORY —~ v T LT
7 A~y THEHRAE 1)

Port Default CoS Priority 7 7 4V & CoS fE(IE 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7T7 47— (R— NHEAL)

Egress Traffic Queue Shaping KT T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 27 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND T L—LDEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRWDGEIFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— FR"R— MEE"OLBEDHERIND,
H4) b7 A FE— KR"DSCP"DFEDIRERIND,
[/—}]

RKa<wr FEFEITTHITE, QS =AML THL T &,
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[BREH]
LAN AR— b #1 ® QoS R EZF~T D, (M7 A FE— R CoS)
SWP2#show gos interface portl.1l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Schedullng

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R — | #1 ® QoS ixE & #~T D, (M7 A ~E— K DSCP)
SWP2#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Schedullng
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue) :

ard D W NP
OO ON B Oy O
~No U Wk ON
N N SN SN SN SN S~ N
ard D W N
<Ok Wwo JdJokRr
~No U Wk ON
N N SN SN SN SN S~ N
o W
0 O N D Oy O DN
~No U Wk ON
N N SN SN SN SN S~ N
o W
O WO Jwkr Ww
~No U Wk ON
N N SN SN SN SN S~ N
U WNDN
O NP> OYOOODN D
~No U Wk ON
N N SN SN SN SN S~ N
o U WNDN
R WO JORrE wu
~No U Wk ON
N N SN SN SN SN S~ N
o U WWwWN
N> OYOO ODN DO
~No U Wk ON
N N SN SN SN SN S~ N
oUW WwWwN
WOl JOoRHWwouJd
~No U Wk ON

Special Queue Assignment:
Sent From CPU: Queue’

9.2.6 EfE¥ = —fEHEORT
EEN
show qos queue-counters [ifname]
[T A—=HF—]
ifname : LAN/SFP+AR— N, BREREI R — N ERGRET 5,
RHRT DA H—T2—A

[AS1E— K]

JEHHE EXEC & — R, H# EXEC £— R

[FiFA)

FE7E L7 LAN/SFP+A— F D3%(E S o —BOF R A FrRT 5, Fa—0FHRILL T oET %,
(Fz—DEHF) = (F=2—ICHEHII TSN 7758/ (F=2—DRALR)
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[/ —h]

K= FiE QoS DIRIE(HE NN D LI TE %,

[ EH]
LAN R— b #1 OF 2 —flif iR A2 FK T 5,

SWP2#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhD R O
OO WO oo

P O o O O OO
o o° o° A o o o o

9.2.7 CoS-EEX a2 — ID BT — TN D

He
el

EEN!
qos cos-queue cos-value queue-id
no (os cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07>
CoS EIZ G T % EEF = — ID
(IR 2|
[/ — M=
[AFTE— R
Jua—nrarz 4 L—varE—R
[FL8A]

EEF2—ZRETHOIEHT S CoS-EEF2a— ID BT — T NVDOEERET D,
no IR TEIT LA, € L7z CoS HDEIEF = — ID ¥R IR,
CoS-EEFxFa2—ID BT —T /T, FTAPE—FRB CoSITRESN TWAERITHER NS,

[/—

AKa~<r REFITTHITE, QoS =AML T Z &,

CoS-%Ex 2 — ID BT — 7 L OWHREITTED LB,
CoS f& EEX=2—
0 2
1 0
2 1
3 3
4 4
5 5
6 6
7 7
B!

CoS fE"0"IZXf L TIEEF = — #4 2HID KT o,

SWP2 (config) #gos cos-queue 0 4
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CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWP2 (config) #no gos cos-queue 0
9.2.8 DSCP-3:/5% = — ID BT — 7 IV DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T A =4 —]
dscp-value 1 <0-63>
ZE it DSCP i
queue-id : <0-7>
DSCP EIZHIET D 15(EF = — ID
(R E]
[/ — 2R
[AFTE— K]
ra—)rary 7 40— g F— R
[FRA]

EEX 22— RET DO AT 5 DSCP-5{5F = — ID BT — 7 IV OEERET D,

no TR CIFAT L7=85A . 857 L7= DSCP EDOE(E X = — ID ZAIHEEICHE T,

DSCP-i4{§ % = — ID a7 — 7 Mk, b T A ME— KA DSCP IZHE SN TWDLHAICHHAIND,
[/—}]

AKa~<r REFITTHITE, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OMREIZTTEDO LBV,

DSCP f& EfFFa—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWP2 (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWP2 (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED
E=y

qos port-priority-queue queue-id

no qos port-priority-queue
[/NT A—=HF—]

queue-id : o <0-7>
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[FIHIERE]

gos port-priority-queue 2

[ASE— ]

A H—T2—AF— R

[

LAN/SFP+R— hBLUOGHEA V¥ — T = — A2, ZGA V¥ — 7 = — ARG T HEREGEEF = — ID)VERTET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 22— ID Z2UHIEQ)ICET,

A— MEEEX, T A ME— RR"F— MEE"CRESN TV ELAEDOREF 2 —DOWREICHEH SN D,
[/—h]

AKavy REFITTHITE, QS #H/MILTHL Z &,

FATTHA v H—T 2= AD T A ME— R — MER"TIERWEE, Ko~y RRFEfT=I—Lid,

AN— MESEEEN T D LAN/SFP+R — MIGRELA > ¥ —7 = — A L LTHRND Z LT TERL,

FATT oA 8 =T = — ANGEA v F—7 = —AITPUE L TV D LAN/SFPHR— h D& Ko~ v RIZET T
—eD, L, A= T T a7 4 7 EOwEA U F—T = — AZFTE L TS LAN/SFP+AR— F OF%E
I, BB R — FOREDTHIEA v X — T = —RAZHEA S5,

[BRE 5]

LAN AR— h #1 OR— MEEEL LT, EEF2—ID#M ZEHV LTS,

SWP2#interface portl.l
SWP2 (config-if) #gos port-priority-queue 4

9210 A1 v FARENOLEEFEIND 7 L—LDEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

sa—m\)var7 47—y aryE—FR

[BFA]

AL FAMK(CPU) D 45 LAN/SFP+AR— b ~EE S5 7 L — LD DREF 2 — 2R ET D,

no A CEAT LG E . FIHHE) Z70ET 2.

[/—H

Ka<xy FEFTT 51203 QoS #A#C L TH 2L,

CPUMNDLKEESNL T L —LDEREZ FT L L, KVEEEDOSNF 2 —noORENMELRINL D, mAakt
DIRAET L2MS o — 7t e EOBRENEINE L 22 < R TR B D, Z D728 ARREMITFIRE/RIR Y K& 72
E(EERE) LT 25 2 &2 #E+ 5,

[EXRE )

CPUMMBHIXEEND 7 L — L DRMEREF 2 — & #5 ITRET D,

SWP2 (config) #gos queue sent-from-cpu 5
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9211 7 F A~ (NTF T 4 v 7 OHGESE)DAERK
B

class-map name

no class-map name

[7XF A—&—]

name T ATy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N")naryz4J—g T — R

B

I IRy T eAERRT B,

IRy R, ZMET V=& T T4 v 7 TRIGETHODOFKRNEEZERT HHDOTHY . match 2~
RCER LIS L 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T ARy T DT 73 a  E RO LD IT
25,
« 7278 AU A NMACL) % 8T L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT 7 avNI TR~y T DT Ivarbind,
« T8 AUANMACL)LUAEIRTE LI-HE
FF Al (permit) & 72 5,
Rk, TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA 1X, FHE LT T A~y T HHIRT 5,
[/—}]
Kavy REFITTHITE, QoS #AMLTHL Z &,
BELIL Y 7 A~y IBRERE OGS, BIlEIOREICK L TEENMTRbID, 72720, R ¥ —~ v 778 LAN/
SFP+AR— B L UGBS ¥ — 7 = — R THEHE DG E, R —~ v FICEES TN TWE 7 T A~ v 7T
e - HIBRT 5 Z LT TE 20,
[3% 2 5]
7 Z A< T class1" VR T 5,

SWP2 (config) #class-map classl
SWP2 (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
E=N

class name

no class name
%7 X — & —]

name L IR YT A

[AFIE—F]

RN =~y 7E—F

[FiHA]

RV =~y s T A~y 7 &BEMT D,

77 A=y ZOEMTICKNTD L, R o—vo T« 7T 2= RNIIBIT D, R v—~vv T 7T RXE—
RTIE, 774277 FABITUTOREEITI Z LN TE D,

s TLw—F T EITREX 2 —RE

« A—=ZV LT

s KU

e Uw—F 7

no W TIEAT LG EIE, AV v—~ v TG 7 7 A~y 7 OREM T ZERT 5,
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RV —< v 7 OmH SN 7= LAN/SFP+R— F B L OGS v X —7 = — AT BE#MT 2 L7127 7 A~ v T D%
B TZET V=L B N T T4 v I 7 TR T D, 7 TAS YT DT 7 a s permit DA, %S b
T4 w77 T AR L TCTa—F—0DFE LT QoS MLEERThiv s,
—ODORY =<y FICEEMITOEND IV T Ay TIE, 8 DFTLT 5,
[/—F]
RKa<y REFETTHITE. QoS AL THL Z &,
deny 773 arD 774y 777 AT LT, QoS DOREL L THEKRNZR,

[BEH]

LANFR— R #1 OZ[E7 L— LI L CUTOREEZ T 5.

¢ 10100 DRy NT—=7nBD T 7 4 v 7 ZFFA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

+  Green:#izi%, Yellow:DSCP f% 10 [ZE X% . Red:fi3E

[NF T4 v 0T ADER

SWP2 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) ffexit

[R VU —DF%E]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWP2 (config-pmap-c) #remark-map yellow ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9.2.13 F 7 7 4 v 7 S DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X K ID
<2001 - 3000>
MAC 77 %A U A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—NR
[BLFA]

FNTT 4w 7T ADGEEKMCT 7 A A TS,

ZIET V=T 7B AV A MO —KLTGE, T/ RAVANDTY 72 a N NT T4y I 7 TFADT Y
3 (permit, deny) & 72 5,

no B TEIT LA, 7278 AU R ML D&M EEHIRT 5,
[/—}]

Ka<wy REFATT HITIE, QoS ZAZNC L THL Z &,

FI72 74 75T T 7 EAY XA MIRETE DRMITRKRIVMFETLERD,
Bl

7T A~ I class"DRFESFRMEICT 7 AU A N #l #RET D,
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SWP2 (config) #class-map classl
SWP2 (config-cmap) #match access-list 1

92.14 + T 7 4 v 7 IS DR E(CoS)
[ER]

match cos cos-list

no match cos

[73F A —F—]
cos-list o <0-7>
YRR E LTHET S CoS i, ek 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
[FAA]

T T 4T 7T ADSEELMIT VLAN & 7~ Z D CoS &M+ 5,
no G THEIT LIZHA. CoS DEMREEHIRT 5,

BEREL O LR E)E T, RELMVIRT Z &N TE D,

[/ —}]

Ko< REETT DI, QoS #AICLTHL T L,

[ E 5]

27T A~ 7 class1" D/ FARAFIT CoS " 1" & 2" A RIET D,

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match cos 1 2

9.2.15 T 7 4 v 7 53EERMADORE(TOS BILHE)
[ER)

match ip-precedence ros-list

no match ip-precedence

23T A —&—]

tos-list o <0-7>
DESME LTERT 5 1P~ ¥ O TOS 55 (precedence) 7  — /b NfE, oK 8 fll & T
#TE D,

[AJ1E— K]

7 FAYy TE— R

[REA]

T T 4w 7T ADGFERMITIP ~ v XD TOS B (precedence) 7 « —/V RMEZ I HT %,
no JEITIFAT L72GA . TOS BIEEIC K 2 & EZ HIbRT 5,

BEHD FIREB M) E T, REZVIRTZENTE D,

[/ — 1]

Ko< REETT DI, QoS #AICLTHL T L,

B!

7 Z A=y T class1"D /P MASAIZ TOS B 3" L4 3R ET 5,

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match ip-precedence 3 4

9.2.16 7 7 4 v 7 3ESFMHEDREDSCP)
[ER]
match ip-dscp dscp-list

no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SRS L LTEM T 5 IP ~ v % ® DSCP(DiffServ Code Point) 7 -1 —/L i, &K 8 {HE T
BT 5D,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 4 w7 7T ADGFESMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZ T %,
no X CIHAT L7284, DSCP IC K D 5M3E&HIBRT D,

BEED FIRGE)E T, REZXHRVIRT Z LN TE D,

[/— 1]

AKa<xr RuEFATT 5121, QoS ZHMC L T Z L&,

[BEH

7T A~ v 7 class1" DAY FAZAEIC DSCP 48" L "56" &2 % ET 5.

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match ip-dscp 48 56

9.2.17 F T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN % J & ZHRET S

untagged D KM VLAN Z 77 LA ET S

[/XT A —=HF—]

type D A=Y Ry NI L —LDE A TERET S,

X EME B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— F]

7 IARy TE— R

[

NI T 4T TADNESIEA —F Ry T L — LD F A FEE VLAN & 7 DFELFETT 5,

no R TIITLHA, A=V Fy F 7L —2DX A FEE VLAN ¥ 7 OF I L 5 5:M5%E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 5,

[/—}]

AKa<xr RueFATT 51213, QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZBEH LA L2 D(T 7 B AR— N TR T EZ 7 L— 2% bW 2w),
Bl

77 A= T elass1"DIPHSRIFIZ, A —H Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match ethertype 0x0800
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9.2.18 N7 7 4 v 7 HFRSKMHE DR E(VLAN ID)
EE

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>
SRS L LCEM T %5 VLAN ID
[AF1E— F]
JTAYy SE— R
B

N7 T 4w 7T ADG AR VLANID 27 5,

no R TFEAT L728A. VLANID I X B 5M30E &2 HIFRT 5,
BEHD LERGOE)E T, BREAMY KT Z LN TE 5.
[/—}]

AKavwr REFATT 511, QoS ZAMT L T Z &,

[ EH]

7T A~ 7class1" D3RI VLAN #20 X ET 5,

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID L ¥ VHE)

[ER
match vlan-range id-start to id-end
[/$F A —&—]
id-start 1 <1-4094>
SRS & LTI S VLAN ID O BRAR1E,
id-end o <1-4094>
SRS E LT 4 VLANID O#& T, BRAGD BT X TOFREHIFH TR K T 30,
[AJTE— K]
7 IARy TE— R
(@]

7T 4w 7T ADGFERMC VLANID ZE 7 %,

SESAEZEIBRT 554 1L. nomatch vlan =2~ > R&EHT 5,

matchvlan 2~ > FOBRTEELHHITHZ LN TE S,

e EBR30 {#)E T, mateh vlan =2~ > KX°> match vlan-range =~ > FOEREZM Y KT Z LN TX 5,
[/—F]

ARKa<wy FEFITT 5T, QS AN L THLS Z &,

[ E B

7 F A=y T class1"D/PFASIEIZ, VLAN #20 0 H#30 £ TEEET 5,

SWP2 (config) #class-map classl
SWP2 (config-cmap) #match vlan-range 20 to 30

9.220 7 T A< v TEBROFER
[

show class-map [name]
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[NT A —=HF—]
name DU T ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FERFHE EXEC £ — I, %5 EXEC £—
B
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 Ay THBOFTFNEFITZLUTOLEY,
vI7varv IEH 2157
57 55 (match) Match Access-List 772 AU 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &5 )&
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEON DL ITRRIND,

o ST $HET D a2 Rmatch) 2332 E STV RWIEAIEE R SR,

[/ —}]

AKa~<r REFITTHITE, QoS =AML THL Z &,

[ E B

7T A= T class1"DIFRE £RT D,
SWP2#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZIETZ7 L —AIZKTHRY —< v T DERK

v
policy-map name
no policy-map name

[78T7 A —=F—]

name DR =y T B2 LFUT. KT/ F % KR %)
[AFTE— F]

Ja—x\)ary7 4L —y g T — R

[FRHA]

R —~wTuREFTEH, R o—<vFld, ZETL—LAIKTIUTONEE N7 w7 7T AICE L
Db DTH D,

s NTT 4w IR

s Tlvw—FF

« A—XULT

s RITUT

c Uw—F7

RKa<wy FTHERKLERY —~< v 71, service-policy input =~ > R|{Z L > T LAN/SFP+3R— M5 L UGREEA ¥
— 72— RAIZEATLZENTED, kY, RV v—~vTHNDOEI T A<y S TZET7L—L0 b
T4 w77 TACGEINDG LRV, BT T 4 v 7k LT —HF—DFEE L7z QoS MER 7o s L 9
W27 %,

., TONEERET LR v—~v v 77— NIIBEIT 5,

no I CHEAT LG A, ELLERY v—~ v 7 E2HIBRT 5,
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[/—}]

AKa<wr RueFATT 51213, QoS ZHMC L T Z L&,

BELERY o=~ v IWEREAOEE . RIEIOREICH L TERENMTobitd, 72720, R v—v v 7N
LAN/SFP+R— b B L UGHEEA v ¥ — 7 = — R THABF A OEE, Tk - HIBRT 2 Z S1XTE 220,

[BREH]

LAN R— b #1 OZE7 L — LI L TUTFTOREE T D,

¢ 10100 DRy NT—IBDNT 7 4 v 7 &P

« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #7i7 7 A %4y ¥d

«  Green:fizik, Yellow:DSCP fE% 10 [CEE#x . Red:AEE

[NT 74 v 0T ADER

SWP2 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) #exit

[RY > —DRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWP2 (config-pmap-c) #remark-map yellow ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

92N ZET L —AIZHTHIRY —< v FDEHA
[

service-policy input name

no service-policy name

P85 A —5—|

name D AT ARY —= v T4
AT E— K]

A HE—T 2 —AF— R

B

R —< v 7 &%NUT 5 LAN/SSFP+R— F B X OGHEA 4 —7 = —RIZ#EHT 5,

no B TEITLT2HEE. LAN/SFP+R— B X UOGREA v X — T =2 —2AnER ) —< v T & fifrd 5,

[/—F]

ARKa<wr REFITT 5T, QS ZAMILTHELL Z &,

BEIZAR Y —=~ > 72 LAN/SFP+AR— P B L UGS V2 — 7 = — R A FEHDOEE, =7 — L7725,

RY —~ vy AT ONTZ 7 T A~ v FITDONT, LAN/SSFP+AR— FB L O%HmEA v XA —T =2 —AD F T A |
E— REMGELRVEENR D THEHEENTWEGAE, =7 —¢hd, VIATYTOREDI L, N TARE—
Rick 28EHEFIBERH a2 RIZLTO LY,

FFAFE—F awr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]




306 2~ KU T 7 LA | FT7 4 v 7 HIH

FFRFE—F a2 K IR

Port Priority set cos i FH A< W]

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

police, remark-map U ~—% 2 I REAEEEIMER
AR(E D)

WDV ~—F 2 IR ER AT &1, police 2~ KD yellow-action F 7213 red-action 73 remark (23 E ST
D, Ho, ZY% A0 remark-map N E SN TWDLEAERET,

RY —= v 70 A Sz LAN/SFP+R— M, fRBlA v F— 7 = — R |ZHTE TE 72\,

R —< vy FIIREA X — 7 = —AIZFFE LT\ 5 LAN/SFP+AR— MIXT L T CE 2w, =77 L AHX—h
T a7 47 FICHREA L — T = — RTFTE LTV A LAN/SFP+R— MR Y o —< v THRENH BHEE . &
EHBR— FORENRIEA X4 —T7 2R A EN S,

[ EH]

LAN R— b #1 (2R U > —= v 7 policyl ZH+ 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #service-policy input policyl

LAN R— k #1 53R Y >—~ v 7 policyl &R %,

SWP2 (config) #interface portl.1
SWP2 (config-if) #no service-policy input policyl

9.2.23 7 L~—% L 7 DFFE(CoS)
BV

set cos value

no set cos
[78T7 A —=HF—]
value o <0-7>
T~ =%V TRIET S CoS i
[AJIE—F]
R)v—<vv 7« 7 TAE—FK
(A

SGEULILNT T 47 7T AD CoS %, HRE L7 CoSHICAEE T D, £/, FTAME— FICHIELTCAFEF =
—ID T =T MIHESE | BEX 2 —DOFEID L TEIT I,

no W THEIT LIS, FT7 74 v 27 7 T RZxT 5 CoSTHD T L~ —F o R EZHIRT 5,
[/—H]

Ka<xr FEFT7T 21203 QoS #A#C LT 2L,

Tl —=% 73, BMEF 2 —fEMRE L O T2 2 LIxTE R,

[BXE )

LANR—F #l OZE7 L—LIH LU TOREET S

« 10.1.00 DRy U= INED T T 4 v T &G

« LN T T4y 7T A% CoSE2"ICERT S

[T 74 v 27T ADERK]

SWP2 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any

SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-1list 1
SWP2 (config-cmap) #exit

[R VU —DFFE]
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SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #set cos 2

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9224 7L ~v—% 2 F DR ETOS BELEE)
B

set ip-precedence value

no set ip-precedence

[/3T A —HF—]

value o <0-7>
T=—F 7 TERET D TOS BILE

[AS1E— ]

RV =<7« 7T AE—F

(@]

LI NT 7 47 7T ADIP ~v X O TOS B E (precedence) 7  —/L RfE%, 5E L7- TOSEICEHE T %,
F72, PTARAPE—RIZHIGLEEEXF2—ID T =T MIESE, BEF2—0OFHE Y Y TEITH,
no W THEITLIEGE, N T 74 v 27 7 T RITxT 5 TOS BRED T L~ —F% o ZWUHZHIBRT 5,
[/— ]

AKa<wr RaeFAT79 51213 QoS ZHMC LT Z L,

T~ —F 73, FMEF 2 —HRERE LT L Z LIXTERY,

[BREH]

LAN BR— b #1 OZET7 L— LI L TUTOREET S

¢ 10.1.0.0 DRy NU—=Z LD NT 7 4 v 7 &R

« DELIZNT T4 v 7T A% TOS L SCETT 5

[N 747 7T ADESR

SWP2 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any

SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #fmatch access-list 1
SWP2 (config-cmap) #exit

[R VU —DF%E]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #set ip-precedence 5

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9.2.25 FL<=—% 7 DFREDSCP)
[EX]

set ip-dscp value

no set dscp
[73F A =4 —]
value : <0-63>
T~ —F 7 TEET D DSCP A
[AS1E— ]

NI o—~y 7« 7T RAE—F
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[FEHA]
ST NT 74y 2777 ADDSCP %, $5E L7 DSCPEICEE § 25, Eiz. F7 A ME— FITxHR L7%E
Xa—IDT—7MIEDSE, BEEF2—DOHFEV Y TEITI,
no R TIATLISA. NTF 7 4 w7 7 7 RIkT 5 DSCPED T L~ —F » Z B EHIFRT 5,
[/—}]
ARKa<wr REFITTHITE, QS ZAMILTHLL Z &,
T =X 73 BEFa—EEER LT Z LIXTERY,
RFC THERR S L CWR W DSCP IE~D T L~ —F% 2 7)) ~—X 2 7%, Gt 4 FHE T2 CT& %5, RFC THESE
% DSCP %, FEROLEBY,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BXEH)

LAN R— M #1 OZET7 L— ALK LU T OREEZT S

¢ 10100 DRy NT—=7nBD T 7 4 v 7 &7

« HELIZbNT 74> 7T A% DSCPE"10"CE T %

[N 74w 0T ADES

SWP2 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) #exit

[RY > —DRIE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #set ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #fexit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9.2.26 AR Y —DRER > TV 1L—})
B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—T—F]
single-rate DU L— MR —EFEHT S
[NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L — h(kbps)
CBS : <11-2097120>
WA h—2 v Ny RDsS—R R A R (kbyte)
EBS ¢ <11-2097120>

il b —2 Ny D= A X (kbyte)
action DOk T RIS Ny R OEME
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RIEME BifE
transmit i3k
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— ]
RN)o—~vv 7« 7 TF7RAE—N
[RLBA]

B NT 7 47 7 AR LT, fHRAR Y —( T — MaERET D,
BEIZ police =~ & R TRIEVMTON TV DEAIT. NEEZEHT 5,
A—=Z ) TE, YN b— b 38T —<——RFC2INZHEESNTITV, S LIk 7 2 cx LT, LL
TORHAFRET D5 LNTE D,
*  Green : #5315 D Z(F5E R AT)
© Yellow : #iik, fE#E, U ~—F 7 n6ER
« Red:ff3E, V~—F 2 78R
72770, V~—%270%, Yellow,Red D EH L —HDOAIRETHZ LINTE 5,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ v 7 « 7T ZAE—R)TITH, action 73 "remark" (2 5%
EINTZDIZNb BT, EOHIRT 7 26T 5 U ~—F 0 7 OFMBRED R o726, U ~—F 2 713 ED)
LD, ZOBE. WIHIERE(Yellow:fi51%, Red: AHE) A% fH S5,
no B TIEIT LIS G, A= V7 - RV T - Uv—F 0 ZOWREHIRT 2,
FEHIAR Y - —(police-aggregate =~ > R) & OFFHITTE 720y,
[/—}]
ARKa<wr FEFETTHITE, QS E#AMILTEL Z &,
[BRE 5]
LAN R— h #1 OZET7 L— LI L TUTOREET S
¢ 10.1.0.0 DRy NU—=Z LD T 7 4 v 7 &
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, ###~7 7 A % 43 ¥d
+  Green:#5i%, Yellow:DSCP % 10 ([ZE & #i 2. Red:Al3E
(R T4 w200 T7 ADER]
SWP2 (config) #access—-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-1list 1
SWP2 (config-cmap) #exit

[RY 2 —DRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWP2 (config-pmap-c) #remark-map yellow ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.1

SWP2 (config-if) #service-policy input policyl

9.2.27 fHBIR Y p—DFREC A > L— 1)

E&
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU— ]
twin-rate D VA b= MR =TS
[/XT A—F—]

CIR : <1-102300000>
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~5 7 4 w7 L— h(kbps)

PIR : <1-102300000>
v'—2 b7 7 4 v 7 L— b(kbps), CIR LW/ NSUVMEIZFEETE 220,
CBS ;o <11-2097120>
WA h—2 Ny RON—Z M A X(kbyte)
PBS 1 <11-2097120>
E—2 h—=27 7y FOR—Z A X (Kbyte)
action DM T RSNy b O@E
B EME BifE
transmit iRk
drop T HE
remark ) <= —33 7 (CoS/TOS/DSCP)
[AJ1E— F]
R =~y 7 7 TAE—F
[BFA]

GELIENT 740y 7 722 LT, IR —V A b— NERET D,
BEIZ police =~ RTREMTOINLTWDEEIL, NWEZEHT 5,
A—=BZ ) TE, VA b— ]« 3HT—~—H—(RFC269)ZISWTITW, L8k 7 7 2z LT, LLF
DR ZIEEST D ENTE D,
«  Green : #5316 D Z(F5E A AT)
o Yellow: #5325, EFE, U ~—F 2 7N HER
o Red:f{EE, U~—F UMb ER
2L, U~v—F 7L, Yellow,Red D ELOLN—FHDOBRIEET HZ LN TE D,
U ~—F% 2 7 OFEMRTEIX, remark-map 2~ KRR Y v —~ v 7 « 7T Z2F— R)TIT 9, action 73 "remark"|Z5%
ESNTZOWIZhr0b 6T, TOHRT 722675 ) ~—F 2 VT OFEMEREN e hoTohh, U ~—F 2 71385
LD, ZOBE. VIR E(Yellow:fi5k, Red: IR Nl SN 5,
no FEXTEIT LGS, A—F V7 RV 7 - V=% ZTONBEEHIERT 5,
EHKIR U P —(police-aggregate =~ > K)& OHFHITTE 220,

[/— 1]

ARKav s REFITT 512, QoS AL THL Z &,

[BEH]

LAN R— M #1 OZET7 L— ALK LU T OREET S

« 10.1.00 DRy FU—=ZINED T T 4 v T EFFE]

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte ¢, #i7 7 A % 435
+  Green:fizi%, Yellow:DSCP f% 10 [ZE X i % . Red:fi3E

[NF T4 v 0T ADER

SWP2 (config) #ip-access-1list 1 permit 10.1.0.0 0.0.255.255
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-group 1
SWP2 (config-cmap) #exit

[R VU —DF%E]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police twin-rate 48 96 12 12 yellow-action remark red-action drop
SWP2 (config-pmap-c) #remark-map yellow ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl
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avy RUZ7 LU A | N7 4w 7311

e
&l

[EFX]

remark-map color type value
no remark-map

[/XT A—F—]
color D U= T RATOHY T R
BEE LA
H% 7 7 A Yellow DV ~—F v FRREETT
yellow 5
red W7 7 ARed DV ~—F U TEREEITD
type Y= TR
REME A
cos CoS V=—F> 7
ip-precedence TOS ) ~—F 7
ip-dscp DSCP U ~w—*% 7
value o <0-7>
CoS, TOS B ED U ~—F > 71l
<0 - 63>
DSCP V ~—3F > /i
[AJTE— K]
RV o—v T s T AE— R
[FRHA]

BRI U — T/ L= #82 F X Yellow, Red (2% % U ~—% > VBIEOREEITH, £/-. FFZ bE—NIC
SIS LB EF2a—ID T — TS E, BEXF2—OFED B TEITH,

U~—X%271%, CoSfl. TOS ESEE . DSCPEOWTNMNERIRT DL Z ENTE D,

no JERTET LSS, V~—F U FHREXHIBRT 5,

V==X T 5ATH120IE, Aa~<r ROREDIED, police 2~ K(KRY —<v 7« 7T AE—R)Ti%47
L7 7 ADT 7 a v E remark"lTERTE L CTBLS MLERDH D,

[/ —F]

AKa<r FEFEITTHITE, QS AL THELL I L,

Ve—F 7%, TLe—F U IREEXFa—DRELIHT LI LN TE S,

REC THERE I N TWARWDSCP E~D 7 L~—F /) ~—F% 73, 4FiHE Cha—V—EH/MEEL L THEAT
HZ LN TED, RFC THESEX LD DSCP fEIZ., TERDOEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0,8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BXRE )

LAN R— R #1 OZ{ET7 L — A LTCUTFTOREET S

e 10.1.00 DRy NT—=IMBD NT T 4 v 7 &FFA]

« CIR:48kbps, CBS:12kbyte, EBS:12kbyte C. #~7 7 A % 4348
o Green:#izit, Yellow:DSCPfEZ 10 I2ExH#1x . Red:fik3E
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[N 7490 0T ADERE
SWP2 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) #exit

[RY > —DRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWP2 (config-pmap-c) #remark-map yellow ip-dscp 10

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9.2.29 IR VU P —DARL

&3]
aggregate-police name
no aggregate-police name

[2¥3T A —&—]

name O ERR YA (20 TFLUL T, KT/ LT % X 5)
[AJIE— K]

Ja—nnarz 4 r—ya rE'w—R

[FHA]

LRIRY =% BT 5, BRUCAEREAOHEIE, TONEEHEET D,

A~ RREIT 2L, BRRY b—ONELRET 2ENOR Y —F— NIZEBT 5,

no JEATHEITT 2 &, RNV P —ZHIBRT 2,

UTo%E, RN —ONBEEEELTT LI LIETERVERNR Y —F— RIZBBE L2,

o KRV YV —DOREINTZI T A~y T hHETRY —~ 72 LAN/SFP+ R — F B L OHEA VX —T =2 — A
CEA ST D

LITO%E, RN —2HIERT 25 2 I3 TE 20,

* police-aggregate =~ NIZE VD ERIRV =N T 7 4 v 7 7 T RATHESNTND

[/—}]

Ka<r FEFTTHITIE, QoS Az LT Z L,

[ E 5]

IR Y P —"AGP-01" % £ T 5

SWP2 (config) #aggregate-police AGP-01
SWP2 (config-agg-policer) #

9230 FERR Y F—DOREES V7V — 1)

EEV
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police

[F—TU—F]

single-rate DI Lb— bR =& TS

[R5 X =5 —]

CIR : <1-102300000>

FZ 7 4> 7 L— k(kbps)
CBS ;o <11-2097120>
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WA h—2 vy R DR—Z h YA X(kbyte)

EBS ;o <11-2097120>

i b —2 Ny DN —Z M A X (kbyte)
action DA T AT ST Ny S OEME

RIEME BifE

transmit ik

drop &S

remark ) < —% 7 (CoS/TOS/DSCP)
[AS1E— K]
ERRY Y —F—F
[BLFA]

ERRY S —IT, DT NL— bR —DREEIT,
no W TEITLIEGG, A—F V7 R T - Uv—F 0 ZTOUBEEHIRT 2,
A—=Z ) TE, TN b— b 30T —<—D—RFC29TNZFESNTITV, LK 7 2cxk L <, B
TORBEZIREST D LN TE S,
Green : 516D A (FEEAR 1)
o Yellow: #4325, EE, U ~—F 7 6iEiR
o Red:flfFE, V~—F 27 nHiER
7277 L. Uv—F 271, Yellow,Red D ELHMN—FHOREETHI ENTX S,
U ~—% 7 OFMREIX. remark-map =~ FEEKIAR U —F— F)TIT 5. action 73"remark" Lﬁﬁﬁéﬁ’btﬁ)
b BT, EORET 7 ACKT D) v —F T OFMBREN P> GE, V~y—F o ZI3ES 25, =
. FIIRE (Yellow:#53%, Red:filgE) 2@ H Sh 2.
[/—H
Ka<o REFITTDHITIE, QoS #Ahc L TR Z &,
[BXEH)
EHKIR U P — "AGP-01" Z1ERLT D,
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM I LD A —& U 7% FAT
* Yellow:DSCP i % 10 |[Z#E & #i 2 . Red: 3
[SERI7R Y —DAERL]
SWP2 (config) #aggregate-police AGP-01
SWP2 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-action
drop

SWP2 (config-agg-policer) #remark-map yellow ip-dscp 10
SWP2 (config-agg-policer) #exit

9.2.31 EHNR U b —DFREC A L— 1)

E=Y
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate D VA L= MR =TS
[/3T A —F—]
CIR ;. <1-102300000>
NZ 7 4> L— ~(kbps)
PIR : <1-102300000>

v—27 K77 4 v 7 L— h(kbps), CIR £V /NSUVMEITIEETE 220,
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CBS ;o <11-2097120>
WA h—2 vy R DR—Z h YA X(kbyte)
PBS : <11-2097120>
v —2 h—27 N7y RO/N—Z A X(kbyte)
action DA T AT S TNy S OEME
RIEME BhfE
transmit ik
drop &S
remark ) < —% 7 (CoS/TOS/DSCP)
[ASIE— K]
ERIRY p—F—F
[BLFA]

FERRY Y —I12, VA v b— bR F—ORELTT I,
no B TIAT LGS, A—F V7 - RV 7 - U=—% 0 FTOWMBEZHIRT 5,
A—=Z ) TE, VA b— ]+ 35T —<—H—(RFC2698)IZHSNTITV, B L-dk 7 7 2 LT, BLF
DR ZIEEST HZ LN TE D,
Green : 516D A (FEEAR 1)
o Yellow: #4325, EE, U ~—F 7 6iEiR
o Red:ffFE, V~—F 2 7 HiER
722l V=% 71E, Yellow,Red DEHEN—HDORIEET D LN TE D,
V~—%2 7O EIX, remark-map =~ > REEKR Y H—F— R)TIT 5, action 73 "remark"|Z5%E S L7z D
DO ZOHIRY T AT LV v —F T OFFMREN IR o T mE . VY —F o S\ LD,
DY, FIIRLE(Yellow:#Aik, Red: )3 H S 2,
[/—H
RKa<wr FEFEITTHITE, QS =AML THL Z &,
[BXEH)
EHKIR U P — "AGP-01" Z1ERLT D,
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ LD A —& U 7 % FAT
*  Yellow:DSCP i % 10 |[Z#H & #i 2 . Red: i3
[SERI7R Y —DIERL]
SWP2 (config) #aggregate-police AGP-01
SWP2 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWP2 (config-agg-policer) #remark-map yellow ip-dscp 10
SWP2 (config-agg-policer) #exit

ILNEHNRIY—D) ~v—F L FTORE
[

remark-map color type value

no remark-map

[8F A—F—]
color DU —F T EITHOH TA
R EM A
Hlk7 7 A Yellow DU ~—F% v V&R IEELT
yellow 5
red WAk 7 5 A Red DV ~—F L THREZITD

type U ~—F U JFER
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BRIEME i
cos CoS V~—F 7
ip-precedence TOS B E Y ~v—F 7
ip-dscp DSCP UV ~v—F% 7
value : <0-7>
CoS, TOS #SEED V) ~—F > /{H
<0 - 63>

DSCP V ~—F o JH

[AJTE— K]
HEHRY p—F— K
[FA]

ERRY S —THE LR 7 & Yellow, Red IZXT 2V ~—F  JEIEOREEITH, £, NI A ME—FIZ
SIS LT B ERa—ID T — T NICESE . BEX 2 —OFHE( DY TEITH,

U~—% 2713, CoSfE. TOSEE ., DSCPHEDOWTNMNEIRINT L2 LN TX 5,
no R TEIT LIS, V~—F U FRELHIKRT 5,

Ve—X 0 75T~ . ARawr ROREDIEN, police 2~ REEKIRY —F— N T4 o4k 7
ADT T =a /%"remark"hﬁﬁﬁ? LTBLMEND D,
[/—}]

Ka< REFITTDHIT1E, QoS #Azhc LT Z &,
V=% 7F, 7L~ —F U IREEFa—DRELIMHT LI ENTE S,

RFC THERE SN CWRWDSCPE~D T L~—F 0 F/ )~ —F 73, 4FEE CEra—V—CHFMEEL L THEAT
5 EMNTED, RFC THELE X415 DSCP fEIX. FFRDOLEEY,

PHB DSCP & RFC
default 0 2474
Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474
Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38
Expedited Forwarding(EF) 46 2598
(B 2B

ERIRY P —"AGP-01" IZ) ~—F U T OREEIT I,

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM (2L D A —H% U v 7 % 3T
*  Yellow:DSCP % 10 (ZE X #i 2. Red:Ail3E

[FEARI7R U — DIERK]

SWP2 (config) #aggregate-police AGP-01

SWP2 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWP2 (config-agg-policer) #remark-map yellow ip-dscp 10
SWP2 (config-agg-policer) #exit

9.2.33 KRV b —DFRKR

[EX]
show aggregate-police [name]
[P35 A —5—]
name COERKIARY =4, BRIHIT R TOERIR Y =014 L7225,
[ASTE— F]

FEHFHE EXEC £ — R, F#HE EXEC E— K
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[RLBA]

LR —ONEFEFRRT D, FRNEIL, show class-map =~ > K THEK/R S5 police ¥ 7 v a > & JAlkk,
[/— k]

Ka<wy FeFT1 51203, QoS AL T Z L,

[BREH]

HERIR Y P —"AGP-01"ONE & FrT 5,
SWP2#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 £V Y —DEH

[EF

police-aggregate name
no police-aggregate name

[23F A —%—]

name AT AENRY Y—
[AFTE— F]

RV —<vT+ JTRE—F

[FREA]

FNT7 74y 77T AT LT, BRRY b—2HET D,

no B TIATLIEGE, T 7 4 v 7 7 7 RHTHEKR Y —ORELZHIFRT 2,

ERIR U —GRY >—~< 7« 7T AF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/— ]

Ka<y FeFT3 51203, QoS AL THL Z L,

[BEH]

RY =~y 7 policyl"D2DOD N T 7 47 7T Alclassl", "class2"lZxf LT, KR Y —"AGP-01"Z i H T 5
» CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM IZ XL D A —& V > 7 % F4T

*  Yellow:DSCP fi % 10 ([C#E & #2x | Red:fIE

AR U T —DIER]

SWP2 (config) #aggregate-police AGP-01

SWP2 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-action
drop

SWP2 (config-agg-policer) #remark-map yellow ip-dscp 10
SWP2 (config-agg-policer) #exit

[RY 2 —DRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #police-aggregate AGP-01
SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #class class?2

SWP2 (config-pmap-c) #police-aggregate AGP-01
SWP2 (config-pmap-c) #fexit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl
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[EX]
show qos metering-counters [ifname]
%7 A — & —]
ifname : LAN/SFP+A— MBI OGmBLA ¥ — 7 = — R4, BT 2R — hExtg s 45,
[AS1E— F]
FFrHE EXEC E— N, %54 EXEC E— N
[BLFA]

FEE L7 LAN/SFP+R— F B L OGBS V F — 7 = — A 2B 5 TRTOR Y Y—A@BIR V) Y —/EKR U Y—)D
A=) TREHE M E TR T D,

FRESNDHEHERIIUTO LB,

HH B

Green Bytes W7 7 A Green |2 FE S V7231 MK

Yellow Bytes ik 7 7 A Yellow (2378 S iuiz A MK

Red Bytes W7 7 A Red IS T/ 31 MK

717 v N OBIGIEL, LAN/SFP+AR— B L UGREEA v # — 7 = — ARV v —~ v 7 Z@mMH LcR izl m s 75,
[/ =}

AKavy REFITTHITE, QoS Z AL TEL Z &,

[BREH]

LAN R— bk #1 DA =2V » ZHEHERZE £ T 5,

SWP2#show gos metering-counters portl.l
Interface: portl.1l(policyl)

* Kk kKK Inleldual * Kk kKK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes H0)

* ok Kk Kk kK Aggregate * ok k Kk k kK
Aggregate- pollcer AGP-01

Class-map : class?
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—F VT AV E—DIIT

[EX]
clear qos metering-counters [ifname]
[T A—F—]
ifname : LAN/SFP+AR— MBI OGRELA ¥ — T = — A4, BRI 2R — b Extg s 35,
[AJ1E— F]
HitE EXEC £— R
B

F8E L7z LAN/SFP+R— b B X OGBS VA — 7 = — A BT 5 TRTOR Y —A@5IR ) Y —/EKR U —)D
A—=HY U THEERE ) T 5,

[/—F]
Ao~y REFEITTHITE. QS EAMILTHLL Z &,
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[ EH]
LANR— KM #l DA —Z VU o FiReHEmRE 7 V7T 5.

SWP2#clear gos metering-counter portl.1l

9.2.37 215 F = — DI E(CoS-Queue)

E&

set cos-queue value
no set cos-queue

[T A—=HF—]
value : <0-7>
R 22— ID (ZHfJe L 72 CoS i
[AJIE— F]
RY)v—~vv 7« 7 T72FE—K
B

SELTENTF T 4w 7 7T RACEEXF 2 —FEV YT,

FEEF 2 —DREITIL CoSEAHH L., lCoS-EEXFa—IDEHET—T 0] ITESWEEEFa2—REV L4 THH

%P

no B THFATLIEGA, NI 74027 7 FRHTHEEF 2 —DRELZ BT 5,
[/—}]

Ka<r REFEITTHITE. QoS AL THL Z &,

EEX2—HEIE, T~ —F 7 LT LT TE R,

CoSIZLDIEEF2—DFFEIL, CoS FT A ME—FEMALARDE, R v—< v 7T $:v/b%a@77xv

Y ITPW—=DOThEENDY; \%®T)/%7/7iC£F?XF%M%HW@T%F TEHTE R0,

[RXEHI]
LANR—F#l OZET7 L — AR LTUTOBREEX TS

¢+ 10100 DRy NT—=TINLD NT T 4 v 7 &FFA]

o PDHELIE T T4 v 77T RAFEHEF 22— 3(CoSB)TLEET 5

[NT 747 7T ADESR

SWP2 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-list 1
SWP2 (config-cmap) #exit

[R VU 2 —DF%E]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #set cos-queue 3

SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.l

SWP2 (config-if) #service-policy input policyl

9.2.38 515 ¥ = — DFEEMSCP-Queue)

[EX]
set ip-dscp-queue value
no set ip-dscp-queue

[/3T A —HF—]
value - <0-63>

(5% = — ID (2%} L7z DSCP fiE
[AS1E— ]

RN)o—~vv 7« 7T RAE—F
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[FEHA]

SELIE N T 7407 0 T ACEEF2—%EID YT,

EEF 2 —DREICIIDSCPEEEMA L, [DSCP-HEF 2 — ID LT — 71| (TSR EF 2 —2EF 0 24T
SY R

o ERTIEITLIEHE. N T 74 v 77 T ATKT HEEF 2 —DIBEE TN 5,

[/—}]

Ka<wr REFATT 5121 QoS ZAMT L T Z L&,
REEXF2—I5EIL. F~—F 0 LT LT TE R,

DSCP IZ L 52 EF = —DFEEIL, DSCP N7 A ME— KRR LD, R v —vv I, Kavr REE07 7 A
v TN THLEENDIHA, TORY —~ v 7 I DSCP b7 A hE— FUADR— MIL#EH TE 220,
Bl

LAN R— h #1 OZ[F7 L— LIk L CLLFOBREET D

¢ 10.1.0.0 DRy NT—=IMED NT T 4 v 7 &7

s DELENT T4 v T ATEEF 2 — 3(DSCP2H)IEET 5

(NZ 74707 T7ADERK]

SWP2 (config) #access—-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWP2 (config) #class-map classl

(
SWP2 (config-cmap) #match access-1list 1
SWP2 (config-cmap) #exit

[V o —DRRE]

SWP2 (config) #policy-map policyl

SWP2 (config-pmap) #class classl

SWP2 (config-pmap-c) #set ip-dscp-queue 24
SWP2 (config-pmap-c) #exit

SWP2 (config-pmap) #exit

SWP2 (config) #interface portl.1l

SWP2 (config-if) #service-policy input policyl

9239 R —= v FEROETR

[EF=]
show policy-map [name]
[3F A—F—]
name D RNV =y T, BEEE, TRTORY v—<y SEBNERIND,
[AS1E— ]
FFrHE EXEC E— R, F#E EXEC £—
[FH]
ELLERY =~y 7OERERRT D, ZRNEITLLT,
HH B
Policy-Map Name KU v—< v 74
State RNV v—~ v 7 O H KR (attached/detached)
Class-Map Name 7 A~y T, FEHIIT show class-map =~ > F%&
SO &
Match SR

- Match Access-List (77 2 U X | ID)
- Match ethertype (Ethernet Type)

- Match vlan (VLAN ID)

- Match vlan-range (VLAN ID)

- Match CoS (CoS 1)

- Match IP precedence (TOS 154 %)

- Match IP DSCP (DSCP )
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HHAE

gl%

B

Set

T~ —F U TRIE, KEF 2 —FEE

-Set CoS (FL~—F 2 7 #&iE : CoS )

- Set IP precedence (7' L~ —=F » 5 E : TOS L)
-Set IP DSCP (' L' ~—=F% o 7 3% : DSCP fi)

- Set CoS-Queue (iX(5 ¥ = —f57E : CoS)

- Set IP-DSCP-Queue (iE1E ¥ = —+57E : DSCP)

Police

A—=BV TSRV TV w—F THE
XEEHILL T 2 2 1R

A=V TSRV T )~ =% TREDFHMILLTDO LB,

HH A

Aggregator-Police Name ERRY =B HERE SN TND S
EDRH)

Mode A=Y T T I R ASITCM/
TrTCM)

SITCM D HFK7~

average rate

s 7 4 v 7 L — b (Kbits/sec)

burst size

WE b—2 3y FOSR—=A M
A X(KBytes)

excess burst size

B s —7 oy FOAA—Z R
4 X(KBytes)

TrTCM D B3R

average rate

N7 7 4 v 7 L — K(Kbits/sec)

peak rate

v'—27 b7 7 4 v 7 L — (Kbits/sec)

burst size

WA R—2 vy hOS—R N
4 A (KBytes)

peak burst size

v'—27 =07 Ny FO/N—R b
1 X (KBytes)

yellow-action

IR 7 2 Yellow (254 S EhE

(transmit/drop/remark)

red-action

#4772 Red \Z%F9 % EFE(drop/

remark)

+ Match & Set /.

RESINTWVDEDONR—DIEITRREIND,

+ Match & Set & Police 1%, *fit~9 % =~ > RN(match, set, police) 3FXTE S AL TWRWIGHIXFTR A INAR,

[/—}

RKa<y REFITTDHITIE. QoS AL THL Z &,

[FE B

RV v—~ v 7 "policyl"DIE & KT 5,

SWP2#show policy-map policyl

Policy-Map Name:
State: attached

policyl

Class-Map Name: classl
Qos—-Access-List Name:
Police: Mode: SrTCM

average rate
burst size

yellow-action
red-action

1

(48 Kbits/sec)
(12 KBytes)
excess burst size

(Remark

(Drop)

(12 KBytes)
[DSCP:101])
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[EX]
show qos map-status type [name]
[73T7 A —=F—]
type LR T B~y TR
R EME i

policy RV =~y T ORAT—2 AERE TR
class I TGAR T DAT —H AFERE TR

name D BRTHRI T (FRIFT TA YY) OLHFR, AT TXTORY) v—<v v
(FR3 7 T2~ 7) BB LD,

[ AJTE— K]

FERFHE EXEC & — R, $## EXEC £— F

[FREA]

R == TRV TATy TDAT —Z AFEREFITFT D,
Ka<wr RefFfd52L T AR =~y 7N EDLANSFP+AR— B IO A v X —7 = — R ZEHA ST
B0, VTARYTINEDRY =<y FICBFEINTWVENRE, R v—vv 7RI T A~y 7TOFEEICET

HIFBAEMD ZENTE D

KTRARIFUTO LB,

policy-map

HH RTRNE

input port RY v—~< v 7 STV D LAN/SFP+R— b &
RS 25— 7 =— 2D

edit/erase policy-map/no policy-map 73 1T A[EEN & 9 2

attach limitation k7 A NE— NEOEH &

class-map

HE RTNE

policy-map asociation I TAR Yy T RBERSINTWEOLIRY =~y T D—F

edit/erase class-map/no class-map 3 FE{TA[FED & 5 M

attach limitation k7 A NE— NMEOwEH S

R o=~ 7RI T A~y TORENKIL, show policy-map, show class-map =~ > K CHERT 5 Z &,
[/— k]
AKa~<r REFITTHITE, QoS =AML T Z &,
Bl
AU —= v 7 "policyl"D AT —H A& FKRT B,
SWP2#show gos map-status policy policyl
policyl status
input port : portl.3
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

75 2w Fclass]"D AT — F A EFRRTAH,

SWP2#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
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edit/erase

attach limitati
CoS trust mod
DSCP trust mo

on
e
de

Disable

Port-Priority trust mode

: Enable
: Enable

Disable

9241 EEXF 2 — DRIV a—1 VU TRE

[EX]

qos wrr-weight queue-id weight

no qos wrr-weight queue-id

85 R — 5 —]
queue-id ;o <0-7>
EEF2—1ID
weight T <1-32>
WRR O H A
(AR 2|

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6
no qos wrr-weight 7

[AJIE—F]

Ja—x)ars 74—y g F— R

[FiA]

EEF2—IZX LT, WRR(EA[TE T U2 Rue L) OEASIT
Ay a—U 7RI, T_XTO LAN/SFPHR— F B X OGS v X — 7 2 —RALBORTE L 2 5,
no B THEIT LB E . BHMEX 2 —ITHH RSP R & e b,

[/ — P}

Kawr Fe2FT79 51203, QoS ZAZC LT 2L,

[ EH)

BE S 2 —#T#6 % SP 72 (7 NMESL). #5.#4#3 #2.#1,#0 %2 WRR 7K (5:5:5:22:1:1) £ 9%,

SWP2 (config) #no gos wrr-weight 7
SWP2 (config) #no gos wrr-weight 6

( )
SWP2 (config) #gos
SWP2 (config) #gos
SWP2 (config) #gos
SWP2 (config) #gos
SWP2 (config) #gos
SWP2 (config) #gos

9242 b T 7 4 v V= —¥ T (R— B DE

wrr-weight
wrr-weight
wrr-weight
wrr-weight
wrr-weight
wrr-weight

5

O DN WD

=N oo o

|
2

X

[EX

traffic-shape rate kbps CIR burst BC

no traffic-shape rate
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[73F A —%&—]
CIR : <18-1000000>

b774/7v~b&m9 HOIABDIFEAET D7D ANJHMBEIZHT U T HEBROE FE DS 70
Y (WAENE %))

BC : <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BAL CTORIE & 725,

(AR E

no traffic-shape rate
[AJIE—F]

A B =T z—AEF— R
[@iH]

— hMZH LT, Y= 7 EHET D,
no B CTEIT LGS, A— b o—VE U 7 OBRE M 2D,
[/—}]
Ka< FEFITTHITIE, QoS #AhcL TR L
774y 7 b= MINDIABRBIET D72, ATl iﬁb“(%f%@iﬁ ERERRDGE18H 5,
[ EH]
LAN 7R— k #1 7» 5 D415 % CIR:30016kbps, Be:1876000byte (245 %,

SWP2 (config) #interface portl.l
SWP2 (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 FTI 7 4 v IV — BT (Fa—H)DORE

[EX]
traffic-shape queue gueue-id rate kbps CIR burst BC

no traffic-shape queue gueue-id rate

[/3T7 A —5F—]

queue-id ;. <0-7>
Pl o —

CIR : <18-1000000>

N7 74 w7 L— b(kbps), HOIALDIEAET D728, ATMEITH LT HER O B 572
LHENRD D[/ — NS

BC 1 <4-16000>
/N— A F A X(kbyte), 4kbyte AL TOFRE & 725,

(IR E]

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[AS1E— K]
AV H =Tz —AF— R
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[FEHA]
R FORFEF2—ITH LT, v=—Er 7 2RET 5,
no A TIAT LA, FEF 2 —ICHTH 2 - VOREFTEL L 25,
[/—h]
AKa<wy REFATT HITIE, QoS ZAMC L TH Z &,
N7 4 w7 b= MIRDIALBRIAET D720 ANEIT U CEBEOBNER R D560 5,
[ EH]
LAN 7R — [ #1 ®F = — #0 7> 5 O[5 % CIR:10Mbps, Be:64000byte (2 5,

SWP2 (config) #interface portl.1
SWP2 (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —ill{H

9.3.1 7 u —fHfHIEEE 802.3x PAUSE D3i%Z(E)DERER AT L)
&

flowcontrol #ype

no flowcontrol

[/3T A—&—]
type o 7o —HhilEoBE
R EM A

enable 7 n— il E AT D
disable 7 o — il & BhC T 5

[WIHIRRE]

flowcontrol disable

[AJ1E— K]

Jua—nN)narz 4 b—vaE— R

B

AT AR D 7 1o —HIEI(IEEE 802.3x PAUSE 7 L — A2V 2 AT 5,

no B TIAT LI, 7 v — il 2 EEhi2 95,

[/ —}]

QoS KEREN BB /2 L &, VAT LD 7 a—HlllE BT 5 LIETEX R,

7u—ifl#E G Li-HmE. BEICT —/L Ky RIS /2 5,

A —T 2—2FO 7 — L, VAT LMEA L F—T == 2O 7 o —HHEE ENENAN LIS
BOHENET D,

[BREH]

VAT LADT7a—HlHEENT D,

SWP2 (config) #flowcontrol enable

9.3.2 7 1 —#|fHI(IEEE 802.3x PAUSE D3i%EZ[E)DERE(AL v ¥ — 7 = —2R)

EEN
flowcontrol #ype
no flowcontrol

[RT A =5 —]
type D 7 el oBE
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REME il
auto TZun—HEOBER AT — g e HE)
[ )

both Pause 7 L' — L DEE/ZEE AT 5
disable 7 o — il & NI T D

[WIEIRRE]

flowcontrol disable

[AJ1E— F]

B —Tz—AE—NR

[REFA]

LAN/SFP+7R— k @ 7 b —#I##I(IEEE 802.3x PAUSE 7 L — A %ZE) & AN T 5,

no X TFEAT LG, 7 v —Hilll 2 Bahicd 5,

[/—h]

A< Rk LAN/SFP+R— M C DB E A BE,

VAT LD T 1 —ilEN N e S EIE LR,

PAUSE 7 L — LDE(E L ZEIEM T v N THIEORE L 2D, (RELZEDOELLN—T7OH 2 HMIHK
ETDHZ LFTERY)

rh BT B SR IR | AL 5 23261595 PAUSE 7 L — A 0 IR 1%, OXFFFF(65535)& 9%,

Bl

LAN R— k #1 O 7 v —ifililiz a3 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if)#flowcontrol both

LAN B— |k #1 © 7 v —§{H 2 i+ 5,

SWP2 (config) #interface portl.l
SWP2 (config-if) #no flowcontrol

9.3.3 7 u —fHlEOBEREDOFT

EEV
show flowcontrol [inteface ifname]
[F—TU— ]
interface D RKRTBAH—T 2 —RAERETD
[/XT A—F—]
ifname : LAN/SFP+R— 44, EBUEERIIRA v X —T7 = — R &R T 5,
BRTHA U H—T =2 —R&
AFE— K]
HHrtE EXEC £ — R, %M EXEC £— |
[RLBA]
7 o —HIEN B9 2 1 A 2/ %, PAUSE 7 L — AD%ZER) R T 5,
[/— k]

PAUSE 7 L — AEZERIT. U R— b7 a0 —HINAERIE 2o TWDEAEDHRFREND,
PAUSE 7 L — LEZ(EH0L. clear frame-counters =~ > RE(THRHZ 7 UV T &N 5,

Batil]

LAN R— k #1 ® 7 v —#lIfE R % £ 1T 5,

SWP2#show flowcontrol portl.l
Port FlowControl RxPause TxPause
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portl.1l Both 4337 0

BAR— FO7 m—ilEERE R T D
SWP2#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — A

9.4.1 A h— AHIHIORE
[

storm-control type [type..] level level

no storm-control

85 A —5—|
type R =Xl & A
A b—LHIHEZ AT A
broadcast ZDFF%V}FXF%Aﬂﬁ%ﬁﬁﬁﬁ
multicast 2 LF Xy A N2 h—LEHEZEDCT S
: SR D =F ¥ X 7 L— L Ol %
unicast ﬁ;ﬁa:j«é
level : <0.00-100.00>
B & HHE D —k T — VU TRIET D
BRI/ NIURLA T 2 (L E TRHETE D
(#1313 2]
no storm-control
[AS1E— K]
A H—T 2 —AEF—FR
B!

LAN/SFP+A— MZxf L7 r— R¥ v A2 h X h—2AdilfHll, ~/vFF ¥ X F A =4l L0 s8R HO =% ¢
A RTZ7L—AOHKIEEZAMNM L, ZIEFREZ T D,

BIEZHA CTZE L7 L—AIFEFESN D, 7272 L, BIED 100% D55 132 EHIRIZ LV, FETe7 L—2A
HBETHY ., BEINITRETE R,

B!

LANR—F#l D70 —RKF¥ A hA F—LA#lH &L ~/LF v 2 b A b—LHIEE2 D LBIE 30%%25%ET 5,

SWP2 (config) #interface portl.1l
SWP2 (config-if) #storm-control broadcast multicast level 30

9.4.2 A b— Al 5218 EIRIEDRT
[E]

show storm-control [ifname]
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X A—5—]

ifname . LAN/SFPAR— FDA o H—T =2— R4
FRTHA L E—T =2 — R

[P E]

L

[ASTE— K]

JERFHE EXEC £ — N, F5#E EXEC £— F

BN

7 L—ALDO%E FIREE £RT B,

B =T 2= AZ B LT HA/E, B v X —T =2 —ANAB L5,

[B% EH]

A B —T 2 — ADHBERIEELFTT S,
SWP2#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.1l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%
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10 =
TV r—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 = — % L RADIUS H— —SRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A ISR IT 1812 & 2)
[ E]
radius-server local disable
[AFIE— K]
Ja—\)varyz 4 lb—y g rEw—NR
[FAA]

= — 77 /L RADIUS % — "—#&Re D F 2/ 2 2 5 ET D,

F7o, WEEH UDP R— FESELETT LI LNTE D,

no JER Ca~ > REFATLGE IR EMIC RS,

[/—}]

72— 77 /L RADIUS $— N—HEREZ 32 72 I21E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
TLONEND D,

[BREH]

B —71/L RADIUS ¥ — —tKREZ AT 5,

SWP2 (config) #radius-server local enable

10127 78R VB —T =2 —ZADHRE
[EX]

radius-server local interface interface

no radius-server local interface
85 A—H—]
interface : VLAN A V' Z— T = — R4,

[P E]

L

[ASE— R

Ja—\ a4l r—g s EF— KR

[FHA]

7 —77 /L RADIUS Y —/N—~DT 7 A% T 25 VLAN A VX —T = —AERET D,

T I BAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> F(NASYOHDT 7 A% T[4 5,
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SWP2 (config) #radius-server local interface vlanl
SWP2 (config) #radius-server local interface v1anl00

10.1.3 )\ — FEREER 2 AR
BV

crypto pki generate ca [ca-name]

no crypto pki generate ca

[7XF A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

(18I E]

2L

[AJTE— K]

Ja—x\)aryz 4L —yg T — R

[FREA]

7747 v MNERAEEZBITT D100 — NRRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFETLyE1E, i€ Lio— FNEERZHIBRT 2,

[/—H

N— FRBRER A AR L TV R WAL, = — /L RADIUS Y — N—FEREITAE FH T & 220,

BEIZ N — FREGER D AER SN TV ORI TR R R4 2R E L6, V— FMRERIL EEE S5,
N— FEGERZHIREIT EEETD L BITHELDOT T4 7 2 FEAFET TN TEY) L2 D,

Jb— REBFERAMFELE LT T 1 erypto pKi generate ca iX 232 & b— REBAER & LT TE 720y,
(B ]

PFEfRA4 A "MYRADIUS" DLV — hiBiER % £ 5,

SWP2 (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g U E— K

[E=]

radius-server local-profile
[AFTE— K]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L—3 g3 VUF— RIIBITT A,
72— 71/ RADIUS % — N—BERE O EVMEHAR AR ET D7D DE— R ThH 5,
[ EHi]

RADIUS =27 4 L — 3 VE— RIIBITT 5,

SWP2 (config) #radius-server local-profile
SWP2 (config-radius) #

RIE

(1]

10.1.5 FBFEHF XD
[EFX

authentication mode [mode...]

no authentication
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[T A—5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #AlE =
eap-md5 EAP-MD5 7845 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

(IR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE— F]

RADIUS =7 4 7V Lb—va U E— R

[@i ]

= —77 /L RADIUS $— "— T3 238G N a5 E T %,

no WA Ta~y REET LGB ITMIREEICREY . T X TORIMLTADRGIE D,
[/—}]

PEAP, EAP-TTLS #8aE 5 DO WEFRRE S & LT, MSCHAPv2 & MDS5 # %74 — k95,
MD5 #EHAT 25613, BREHF U eap-mdS ZFRET DL ENH B,

[ EH]

i 3 % 5855 & PEAP, EAP-MDS ([ZHillfE3 %,

SWP2 (config) #radius-server local-profile
SWP2 (config-radius) #authentication peap eap-md5

10.1.6 RADIUS 7 5 A 7 2 F(NAS)DFRE

[EFX]

nas fost key secret

no nas Zost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & OBERFICHEHT 5 /XA Y — RZRET 5
[/ A —&—]
host S IPTRUVA, F0E, PRy NU—ZT RLX
REME A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui &
. _ . Ty hU—2~ A7 OFHIT 8~32 T IP 7
IPv4 v b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L RIEET KL
IPv6 7 K L A (A:B:C::D) A(:/128), T 7 AL hb— R T R L A(::/0),
N—T Ry 7T R L A28 &2 RV T- 6 D
IPv6 1> b7 —2 7 KL Z(A:B:C::D/M) TVT 47 ARIX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]" 2?2 A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A 7> U A MZ RADIUS 7 74 7 > F(NAS)Z BT 5,

B RBEREIE 100 TH D,

no B Ta~r FEETLEEEAIE. $8E L7ZRADIUS 7 74 7 > FOREZHIERET 5,
[/ —F]

Aa~ s RTERELZ RADIUS 7 7 A 7 M(NAS)E#t(iX. running-config, 3 KT}, startup-config (ZIFFRR I 4172
U,

Flo, BEOREI~VY FEFRRY, Ra~vr REFTLERRTRET —# & LTREFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H##IZ. show radius-server local nas =~ > K TR TX %,
ABEZR O R — FERGEMERE T — /L RADIUS = —ZEET 5456813, U FTERETHILENH D,
SWP2 (config) #radius-server host 127.0.0.1 key secret local

[BXE B

IP7 KL A 192.168.100.101, 34 /32T — K"abede"? RADIUS 7 71 7 > F(NAS)Z BT 5,

SWP2 (config) #radius-server local-profile
SWP2 (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid

[ZF—T— K]
vlan : #AF v 7 VLAN IO VLAN Z3RET 5
mac DR AR ERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D R L T D SSID ZHRFE L7 EEIT SSID 4R ET 2
name A=Y ARRERET D
mail D I TIAT V PEEORASEA AT VA EBRET D
auth CORRES RS A T ERET D
expire U TIAT Y NEBEOH IR Z R ET D GEEREST X A 73 EAP-TLS Oi56 O B4 7%))
T A—F—
userid . a2—H%—1D

(3 XFLAE 32 3L LA, "DEFAULT" X5 E A W)

FRRET AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A=A & BRI AR
EI<>") ANR— < I

EAP.TLS \%L]-/%ﬁ';%a% A= R B R P S
password D RXRAT—

(32 LFLIN, N [1" 2 A=A 2B A IET - FMAFLS)
vian-id 1 <1-4094>

2 AF 327 VLAN IO VLAN % =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &St SSID
(32 LFLINL \[1"? A= 2 BB A8 - A5
name D a—Y—4
(32 LFLUAN, "2 A= 2 &R AT - AT
mail-address A=A T RLZA
(256 SCFLIN, AL - @)
bpe =V
REME Bl
PAP §BiE X (== —#—ID L XRAU— %
pap AT 51 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF )72 (=2 —
beap P—1ID LAY — REMET 5 21 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D HAT(EMSEE 2037/12/31 L1 5)
(YYYY/MM/DD AT B £ 725 2037/12/31 £ C)
[FIHIER E]
L
[ASE— )
RADIUS 27 4 7 L—3 a3 »E— R
[BiHA]
RADIUS #— _—TFFET 52— — & BT 5,
B KRB ERELIE 2000 TH 5,
no B CTa~vy REFETLELAIE. € Lica—F—%2HIRT 5,
FBREH T EAP-TLS 87 L7284, certificate user 2~ R CZ 74 7 2 FEHEDRITHNMLE L 72D,
Flo, NARATU—=RRZ 747 MiEHEOAEIWIRAZET LIGE S, BESZ 747 2 MEHEORITHLE L 72

Do
7 74T v MEAEZRITHAO 22—V —2HIRT 556, BBICY 747 & MEAEO KDL ZAT 9,
[/— ]

ARKa<y RCHEE L2 ——1F#HIL. running-config, 33 LT, startup-config (ZITFR/R I 720,

T, BEOREa~Y REFRRY, Ra~vy REFATLERRATRET —¥ & LTRFESIND,

BRTE Lz — —15#IL, show radius-server local user =~ > K CHER TX 5,

mac ¥— U — R THET D MAC 7 KL AlZ, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354

RSN D,

ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & 7=HA A S h
60

[ EH]

AR — Y — 2 Xk T 5,
SWP2 (config) #radius-server local-profile

SWP2 (config-radius) #user yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FHEFEREIFR DR E
[EX]

reauth interval time

no reauth interval

[7XT A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7 L—3 g VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ a9 5 HidaEMiE 2 5% Ed 5,

FRAGERIRR & L THEH T 2 228522220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZE R B 5,
no JER Ca~ > REFIT LGSR EICRT,

[ EH]

FRRGEM I %2 604800 FHICRRET 5,

SWP2 (config) #radius-server local-profile
SWP2 (config-radius) #reauth interval 604800

10.1.9 17— %L RADIUS ¥ — X—~DFEF— & Kk

[EX]
radius-server local refresh
[ A1 E— K]
¥ibE EXEC £ — K
B

17— 77/ RADIUS $— "—ZBEDRRE & Ik S 5,

RADIUS B DR EZZH LG E1X, T ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHFIEH 4
ERH D,

[/—}]

ARawy REFATLIHA. B—H /L RADIUS h— =37 — & & [ X H 2 72 D12 — R 8 2 ol L s etk
WZHBET S

[B%E A1)
7 — 71/ RADIUS $r—/"—{Z, BEORELEZ XM IE 5,

SWP2#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—T7— K]
mail D7 IA 7 FEHFEOFAT L FRFC ==~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CFLL k32 SCFLAN, "DEFAULT" X8 EAS AT

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AFTE— ]
¥t EXEC E— I
B

EAP-TLS #GE AR EL TWA 22— —DJ T4 7 v MEHEZEEZRITT 5,

a—H—ID ZHM LG EIE. FTROFMHIABET 2T XTO2—F =D T4 7 MEHELZ —FERITT 5,

s UIA4T7 2 MNEREEZELRITL DR —HF—
o NRU—R, AT bEREOHDBIREZLEE L7z —H —
PG A EAP-TLS ~&E 8 L7z — P —

FBRE A EAP-TLS 75 EAP-TLS DISMIAH L7z —H—1X, AEWIZY 74 7 v FEHEEZ RS 5,
mail ¥F— U — FZHETELZSEE, user I~ RCRELTCWDAA—LT RLA~NT T4 7T MEHELZEMT 5,
A=V DL & AR OW TR, FEEEARFO A —/ )L E% E (mail send certificate =~ > F)DT 7 L— MNIRED,

A—=LT RUARREESN TOARWEEIT A —/LIEE LRV,
[/ —}]

IIAT v MEAETILI 22— —IZoX 2 BETRITTE S, 2BUERITLELGEIZTEVOLONG

T2,

NERE 1 55N

7T A4T v FEHFEO —ERATIIRFM R 00572/ Ny 7 75 R T TE Y | TP Th a~ 2 FETIIEE

Th b,

722l UTFOa~<y RIZOWTIRFETTERNE D ICHIRZ T TV D
* crypto pki generate ca

* o crypto pki generate ca

* nas

s user

 certificate user

+ certificate mail user

» certificate revoke

[EEB]
7747 v bR EZ —IERITT D,

SWP2#certificate user

10.1.11 7 A 7 > MEEFAE DRI TH W

[EX]

certificate abort
[AFTE— F]
¥HE EXEC £— F
B

7547 v NEHEO—FERITE R S5,

T certificate user =~ KA FEITTAHZ LTI I9A4 7 FMEHZB2ORITZHHATE 5,
[ EH]

7547 v NEAEO—FERITEHR S5,

SWP2#certificate abort
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10.1.12 7 A 7~ FEEAED LS
[EF=R]

certificate revoke user userid

certificate revoke id certificate-id

[F—TU— K]

user D BELEa—Y =D 74T v FEEEZ R SED

id D HRELEZIAT U MAEAEID O T4 7 2 MEREEZ K SED

[/3T A —HF—]

userid . 2—%—1D
(3 3CF-LL 1 32 SCFLIN, "DEFAULT" [ ZEEASAT)

RIEH R AJIFIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R AT AT
sk "9 R AL M Wk

EAP-TLS \%]./%ﬁﬁg;;% ? A A Z R < AR

certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY

[AFIE—F]

Rt EXEC E— K

B

BELIa——FE7 74TV NEHEID O 747 > MEHEEZ KRS H 5,
7 AT v MEENR ENTGE . EOREEZE S IR T 5,
[/ —h]
7 7 A 7 > NREE ID(certificate-id)lZ, show radius-server local certificate list =~ > K CHER TE %,
[ EHI]
Z—H—1ID"Taro" DV 74 7 FNiEAEEZ RS HE D,
SWP2#certificate revoke user Taro
7 Z AT > FFEWE ID "Taro-DFS98EE9B44D22CC" D7 Z A 7 v FEHEZ K S5,
SWP2#certificate revoke id Taro-DF598EE9B44D22CC
10.1.13 7 54 7V FEAED T 7 AR — (A —A%(E)
[EX]

certificate export mail all compress
certificate export mail user userid compress

[F—T— K]

all TR TOA—F LT TA T MEAEE A —VEET S
user D HEELEa—Y =27 AT N EEZ A —VEET D
compress 2 ZIP 7 7 A VIS ERMET D

[/3T A —F—]

userid . a2—%—1ID
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(3 3CF-LA | 32 SCFLAN, "DEFAULT" 145 E A7)

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AFTE— ]
¥t EXEC E— I
B

7747 v MEEE A —VIRMT L TE == XA — VT 5D,

EMT D7 7472 FEAEIR, 22— —DONRAT—=RTHEMLIZZIP 77 A VL Th D,

A—)VT RUADEEIN TV RN —F =25 LTI, A= VOEFEPTHhILRN,

A=)V EIFET DI, FANZA =NV DORE L= =R = VDU 72 E 2 A— VT 7 L— MIRE L., mail
send certificate =2~ > N C, HEERFICHHTIA AT 7L —FID 2R E L TEBLERD D,

[/ —h]
A—NVEEEND T TAT v FEAEL, KHO 1BORTH D,
[B% 2 Hl]

2 —4— 1D Yamaha ® 27 7 A 7 FGEHEE A —/Vik(ET 5,

SWP2#certificate export mail user Yamaha

10.1.14 RADIUS 7 54 7 F(NAS)DFER

[EX]
show radius-server local nas /ost
[/3F A—&—]
host D IPTRUVA, 71X IPRrYy NTU—Z T KL &
R EM A
. 0.0.0.1~223.255.255.255 ® 95 H 127.0.0.1 %
IPv4 7 K L A (A.B.C.D) BT 0
- _ . Ty hU =7~ 27 OFiPHIL 8~32 T IP T
IPv4 %~ b U —27 7 KL A(A.B.C.D/M) KL 2Ok 2 L0 & 722
=X ART RLADI B RIFET KL
IPv6 7 K L A(A:B:C::D) A(::128), T 7 AV Fb— BT R L A(::/0),
N—T Ry 7T KL A28 & RV -6 0
IPv6 %~ b7 —27 7 KL A(A:B:C::D/M) TVT 4y AKX 1~128
[ASE— K]
HibE EXEC £— R
[FREA]
RADIUS 7 74 7 > F(NAS)D—E % F/RT 5,
[B%E R

IP 7 KL A73"192.168.100.0/24"?® RADIUS 7 7 A 7 > h(NAS)Z £~ T 5,

SWP2#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24 abcde
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10.1.15 Bt — VP —fFHROFKT

[EX]
show radius-server local user [detail userid]

[F—TU—F]

detail DR Lo — - ORI R R T 5

[T A —=F—]

userid . a—¥—1ID
(3 CFLA L 32 SCF LN, "DEFAULT" 6 E A 1)

RRAE7 2 AH IR
EAP-MDS5, EAP-TTLS, PEAP, PAP \[]"2? A= R Z R AT it e
EI<>S") AR — B & Maf g

EAP-TLS \ig]-/%éﬁljga%' A=A R < AR

[AJIE— K]

FiHE EXEC £ — R

(BB

a—Y—fFRzeFRT 5,

Bl

| o i

SWP2#show radius-server local user

Total 1
userid name vlan mode
00a0de001080 YamahaTaro 1 eap-md5

2 —H— 1D 23"00a0de000001" D 2 —W — [ &2 FoR_T 5,
SWP2#show radius-server local user detail 00a0de000001

Total 1

userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan : 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.16 7 F A 7 FiEFAEDORITIRIEEE R
EEN

show radius-server local certificate status
[AS1E— K]
¥ikE EXEC E—
B!
7747 v NIEHERITRBEOREZ R RT 5,

FATIRIE PE

done 74T NREEORITNSE T £ I IERIT
processing 7747 v NIERAEE BT

certificate abort 2~ K72 ENZ K-> ToZ 747 > Mk
EDOFRAT %

aborted
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[BREH]
7747 v FEHEFEITLHEOREL R RT 5,

SWP2#show radius-server local certificate status
certificate process: done.

10.1.17 7 A7~ FiEAED Y X MR

[#FX]
show radius-server local certificate list [detail userid]

[F—7U—F]

detail DoAEM—RERRE TS

[/3F A—&—]

userid ;. a2—%#—1ID
(3 3CFLL 1 32 SCFLAN, "DEFAULT" X5 EAS )

RS A AJIRIRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP \[]"? AN—RE R PRI EARL S
. o 2o o

EAP-TLS \qy./ 4:ﬁljga;L ? A A% B AR

[AF1E— F]

K EXEC £— K

B

FATH 7 747~ MAEAEFEDO D A R 2T T D,

userid Z 5 E L1235 513, £ O —F —OFEMERELTT 5,
[XEH]

FEE L —Y—DRITH 2 747 Mt EEZ R R 2T 5.

SWP2#show radius-server local certificate list detail Yamaha

userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.18 7 A4 7 v FEFAED LR Y X PRR

[EX]
show radius-server local certificate revoke
[AJ1E— K]
¥iHE EXEC £ — F
[RREA]
KBRS T2 54T v NERED Y 2 F 2 ERT 5,

RENEH NE

revoked FENZ &L DKL)

expired ARG & 2 K%

[BAEBI]
7747 hEHEOR Y A M ERRET D,

SWP2#show radius-server local certificate revoke



av R 77 LR | TF U r— 2339

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked



340 | =~v > RU 77 LU A | FH|

e2]

A

aaa authentication auth-mac 161
aaa authentication auth-web 161
aaa authentication dotlx 160
access-group (IPv4) 282
access-group (IPv6) 284
access-group (MAC) 287
access-list (IPv4) 280

access-list (IPv6) 283

access-list (MAC) 285

access-list description (IPv4) 282
access-list description (IPv6) 284
access-list description (MAC) 286
action 128

aggregate-police 312

arp 238

arp-ageing-timeout 238
arp-ageing-timeout request 239
auth clear-state time (f % —7 = —X%E— K) 179

auth clear-state time (7 2 —/ )L a7 4 7 L—3 3 UE— R) 179

auth dynamic-vlan-creation 168
auth guest-vlan 168

auth host-mode 166

auth no-response-authorized 174
auth order 167

auth radius attribute nas-identifier 174
auth reauthentication 167

auth timeout quiet-period 169
auth timeout reauth-period 169
auth timeout server-timeout 170
auth timeout supp-timeout 170
auth-mac auth-user 164
auth-mac enable 163

auth-mac static 165

auth-web enable 165

auth-web redirect-url 178
authentication 329

auto-ip 235

B

backup-config 36
banner motd 34

C

cable-diagnostics tdr execute interface 46
certificate abort 334

certificate export mail 335
certificate revoke 335

certificate user 333

channel-group mode 151

class 299

class-map 299

clear access-list counters 288

clear arp-cache 238

clear auth state 178

clear auth statistics 177

clear boot list 40

clear cable-diagnostics tdr 47

clear counters 146

clear ip dhep snooping binding 230
clear ip dhep snooping statistics 231
clear ip igmp snooping 272

clear ipv6 dhep client 250

clear ipv6 mld snooping 279

clear ipv6 neighbors 254

clear lacp counters 156

clear lldp counters 120

clear logging 60

clear mac-address-table dynamic 185
clear qos metering-counters 317

clear spanning-tree detected protocols 211
clear ssh host 98

clear ssh-server host key 95

clear system-diagnostics on-demand 46
clear test cable-diagnostics tdr 47
cli-command 129

clock set 47

clock summer-time date 50

clock summer-time recurring 50

clock timezone 48

cold start 131

copy running-config startup-config 35
crypto pki generate ca 329

D

description 135

description (schedule) 128
dns-client 257

dns-client domain-list 258
dns-client domain-name 258
dns-client name-server 257
dotlx control-direction 162
dot1x max-auth-req 163
dot1x port-control 162

E

eee 137

enable password 31

erase backup-config 39
erase startup-config 39
errdisable auto-recovery 182
exec-timeout 55

F

find switch start 133

find switch stop 133

firmware-update execute 124

firmware-update http-proxy 123

firmware-update reload-time 126

firmware-update revision-down enable 125

firmware-update timeout 125

firmware-update url 123

flowcontrol (f > % —7 = —ZAE— ) 324

flowcontrol (7 @ —/ )L a7 ¢ 7 L—3 3 F— ) 324

H

hostname 130

http-server 88

http-server access 90
http-server interface 89
http-server language 91
http-server login-timeout 91
http-server secure 88

|

instance 211



instance priority 213

instance vlan 212

interface reset 144

ip address 232

ip address dhep 233

ip dhep snooping (f ¥ % — 7 = —AE— K) 223

ip dhcp snooping (7' 2 — v a7 ¢ 7 L—3 3 E— R) 222
ip dhcp snooping information option 225

ip dhcp snooping information option allow-untrusted 226
ip dhep snooping information option format remote-id 226
ip dhep snooping information option format-type circuit-id 226
ip dhcp snooping limit rate 228

ip dhcp snooping logging 228

ip dhcp snooping subscriber-id 227

ip dhcp snooping trust 224

ip dhcp snooping verify mac-address 224

ip forwarding (f > % —7 = —ZXFE— ) 240

ip forwarding (7 @ —/ )L a7 4 7 L—3 3 E— R)239
ip igmp snooping 263

ip igmp snooping check ra 266

ip igmp snooping check tos 267

ip igmp snooping check ttl 266

ip igmp snooping fast-leave 263

ip igmp snooping mrouter interface 264

ip igmp snooping mrouter-port data-suppression 270

ip igmp snooping querier 265

ip igmp snooping query-interval 265

ip igmp snooping report-forward 269

ip igmp snooping report-suppression 268

ip igmp snooping version 268

ip route 235

ipv6 243

ipv6 address 243

ipv6 address autoconfig 244

ipv6 address dhcp 245

ipv6 address pd 246

ipv6 dhep client nd-prefix 250

ipv6 dhep client pd 247

ipv6 forwarding 254

ipv6 mld snooping 273

ipv6 mld snooping fast-leave 273

ipv6 mld snooping mrouter interface 274

ipv6 mld snooping querier 275

ipv6 mld snooping query-interval 275

ipv6 mld snooping report-suppression 276

ipv6 mld snooping version 276

ipv6 nd accept-ra-default-routes 248

ipv6 neighbor 253

ipv6 route 251

L

12-mcast flood 262

12-mcast snooping tcn-query 262

12-unknown-mcast (-f & ¥ —7 = —ZE— ) 260
12-unknown-mcast (7' 22—/ )L a7 4 7 L—3 5 FE— R) 260
12-unknown-mcast forward link-local 261

12ms filter enable 120

lacp multi-speed 155

lacp port-priority 160

lacp system-priority 154

lacp timeout 155

led-mode default 131

line con 54

line vty 54

lldp auto-setting 108

lldp interface enable 115

lldp run 106

lldp system-description 107

lldp system-name 107

lldp-agent 108

logging facility 58
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logging format 57

logging host 57

logging stdout info 60

logging trap debug 58

logging trap error 59

logging trap informational 59

loop-detect (f v &% —7 = —AXAE— K) 219
loop-detect (/' @ — 3V a7 4 7 L—3 3 E— R)218
loop-detect blocking 220

loop-detect blocking interval 221

loop-detect reset 221

M

mac-address-table ageing-time 184
mac-address-table learning 184
mac-address-table static 185
mail certificate expire-notify 104
mail notify trigger 100

mail send certificate 103

mail send certificate-notify 103
mail server smtp host 98

mail server smtp name 99

mail template 100
management interface 56
match access-list (QoS) 300
match access-list (VLAN) 289
match cos 301

match ethertype 302

match ip-dscp 301

match ip-precedence 301

match vlan 303

match vlan-range 303

mdix auto 137

mirror interface 139

mru 136

mtu 241

multiple-vlan group name 199
multiple-vlan transfer ympi 199

N

nas 330

ntpdate interval 53
ntpdate oneshot 53
ntpdate server 52

P

pass-through eap 180

password-encryption 31

ping 241

ping6 255

police single-rate (AR Y v —~ v 7"« 7 T XE— ) 308
police single-rate (J£49K U $—F— ) 312

police twin-rate (N J ¥ —~< v 7 « 7 T ZF— ) 309
police twin-rate (]£HIA U ¥ —F— }) 313
police-aggregate 316

policy-map 304

port-channel load-balance 157

port-security enable 180

port-security mac-address 181

port-security violation 181

private-vlan 188

private-vlan association 189

proav profile-type 134

Q

qos cos 292
qos cos-queue 296
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qos dscp-queue 297

qos enable 291

qos port-priority-queue 297
gos queue sent-from-cpu 298
qos trust 293

qos wrr-weight 322

R

radius-server deadtime 173
radius-server host 171
radius-server key 173
radius-server local enable 328
radius-server local interface 328
radius-server local refresh 333
radius-server local-profile 329
radius-server retransmit 172
radius-server timeout 172
reauth interval 333

region 213

reload 131

remark-map (R U > —~< v 7« 7 T ZE— F) 311

remark-map (£59AR Y —F— 1) 314
restart 131

revision 213

rmon 70

rmon alarm 74

rmon clear counters 78

rmon event 73

rmon history 72

rmon statistics 71

S

save 36

save logging 60

schedule 126

schedule template 129

send from 101

send notify wait-time 102
send server 101

send subject 102

send to 101

service terminal-length 56
service-policy 305

set cos 306

set cos-queue 318

set ip-dscp 307

set ip-dscp-queue 318

set ip-precedence 307

set 1ldp 109

set management-address-tlv 109
set msg-tx-hold 114

set timer msg-fast-tx 113

set timer msg-tx-interval 112
set timer reinit-delay 113

set too-many-neighbors limit 115
set tx-fast-init 114

sflow 79

sflow agent 79

sflow collector 80

sflow collector max-datagram-size 80
sflow max-header-size 81
sflow polling-interval 81
sflow sampling-rate 81
sfp-monitor rx-power 148
show access-group 289
show access-list 288

show aggregate-police 315
show arp 237

show auth statistics 176
show auth status 175

show auth supplicant 176

show backup-config 38

show boot 39

show cable-diagnostics tdr 47

show class-map 303

show clock 51

show config(show running-config) 37
show ddm status 147

show dhcp lease 234

show dipsw 133

show disk-usage 42

show dns-client 259

show eee capabilities interface 138
show eee status interface 138

show environment 41

show errdisable 183

show error port-led 132

show etherchannel 152

show etherchannel status 158

show firmware-update 125

show flowcontrol 325

show frame-counter 145

show http-server 89

show interface 141

show interface brief 143

show inventory 40

show ip dhcp snooping 229

show ip dhcp snooping binding 230
show ip dhcp snooping interface 229
show ip dhcp snooping statistics 230
show ip forwarding 240

show ip igmp snooping groups 271
show ip igmp snooping interface 272
show ip igmp snooping mrouter 271
show ip interface 233

show ip route 236

show ip route database 237

show ip route summary 237

show ipv6 dhcep interface 249

show ipv6 forwarding 255

show ipv6 interface 249

show ipv6 mld snooping groups 277
show ipv6 mld snooping interface 278
show ipv6 mld snooping mrouter 277
show ipv6 neighbors 254

show ipv6 route 252

show ipv6 route database 253

show ipv6 route summary 253

show 12ms 121

show lacp sys-id 154

show lacp-counter 156

show led-mode 132

show lldp interface 116

show 1ldp neighbors 118

show logging 60

show loop-detect 221

show mac-address-table 186

show mac-address-table count 187
show mail information 104

show memory 42

show mirror 140

show ntpdate 53

show policy-map 319

show port-security status 182

show process 42

show qos 294

show qos interface 294

show qos map-status 321

show qos metering-counters 317
show qos queue-counters 295

show radius-server 177

show radius-server local certificate list 338
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show radius-server local certificate revoke 338 ssh-client 97

show radius-server local certificate status 337 ssh-server 92

show radius-server local nas 336 ssh-server access 93

show radius-server local user 337 ssh-server client alive 96

show rmon 76 ssh-server host key generate 94
show rmon alarm 78 ssh-server interface 93

show rmon event 77 static-channel-group 150

show rmon history 77 storm-control 326

show rmon statistics 76 switchport access vlan 191

show running-config 37 switchport mode access 190

show sflow 82 switchport mode private-vlan 194
show sflow sampling 82 switchport mode trunk 191

show snmp community 69 switchport multiple-vlan group 198
show snmp group 70 switchport private-vlan host-association 194
show snmp user 70 switchport private-vlan mapping 195
show snmp view 69 switchport trunk allowed vlan 192
show spanning-tree 207 switchport trunk native vlan 193
show spanning-tree mst 216 switchport voice cos 197

show spanning-tree mst config 216 switchport voice dscp 197

show spanning-tree mst instance 217 switchport voice vlan 196

show spanning-tree statistics 209 system-diagnostics on-demand execute 46
show ssh-server 92

show ssh-server host key 95 T

show startup-config 38

show static-channel-group 150 telnet 85

show storm-control 326

show system-diagnostics 45
show tech-support 43

show telnet-server 84

show test cable-diagnostics tdr 47
show tftp-server 87

show tx-queue-monitor 149

show users 34

show vlan 200

telnet-client 86

telnet-server 83

telnet-server access 84

telnet-server interface 84

terminal length 55

test cable-diagnostics tdr interface 46
tftp-server 86

tftp-server interface 87

tlv-select basic-mgmt 110

show vlan access-map 291 tlv-select ieee-8021-org-specific 111

show vlan ﬁlter.291 tlv-select ieee-8023-org-specific 111
show vlan multiple-vlan 201 tlv-select med 112

show vlan private-vlan 200
show y-unos 106 traceroute6 256

shutdown 135 traffic-shape queue rate 323

snapshot delete 122 traffic-shape rate 322

snapshot enable 121 tx-queue-monitor usage-rate (-f > % —7 = —AE— ) 149

snapshot save 122 . tx-queue-monitor usage-rate (7 2 — 3L 327 4 JL—3 3 E—
snapshot trap terminal 122 kY 148

snmp-server access 68
snmp-server community 65
snmp-server contact 64 U
snmp-server enable trap 63

traceroute 242

snmp-server group 66 user 331
snmp-server host 61 username 32
snmp-server location 64 username privilege 33
snmp-server startup-trap-delay 62

snmp-server user 67 \Y%

snmp-server view 65

spanning-tree 203 vlan 188
spanning-tree bpdu-filter 204 vlan access-map 289
spanning-tree bpdu-guard 205 vlan database 187
spanning-tree edgeport 207 vlan filter 290
spanning-tree forward-time 202

spanning-tree instance 214 W

spanning-tree instance path-cost 215

spanning-tree instance priority 214 write 36

spanning-tree link-type 204

spanning-tree max-age 202

spanning-tree mst configuration 211 Y
spanning-tree path-cost 206

spanning-tree priority (-f % —7 = —ZXFE— ) 206
spanning-tree priority (7 2 —/ 3V 32> 7 4 JL—3 3 VE— R)
203

spanning-tree shutdown 201

speed-duplex 136

ssh 97

y-unos enable 105
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