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Username:admin
Password:

s Bl AUHBOa Y —)VHE
SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWR2310>
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o XAV — 75 [

Username:admin
Password:

SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving

Succeeded to write configuration
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o B A BRI

Username: user
Password:

[o)

% Incorrect username or password, or login as user is restricted.
Password:

Q

% Incorrect username or password, or login as user is restricted.
Password:

[)

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.
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configure terminal
2J0-)0L
T IL—3 3 E—R SWR2310{config)#
interface’d &
&5 :
1~ T4 T— a3 S E— R SWR2310{config-if)#

A<y FANE— FOBBICHEET AN 2~ NiE, UFERVES, Ju—rrarry g7 b—ar%®
— R offlar7 47—y a = R OBBa~<y FZonTid, MEplar 77— art—F 2%
LTI,

+ exit AV R

* logout =¥ K

» enable =~ > I /administrator =~

+ disable =~ R

+ configure terminal =~ > K

e end =V NK

242 AR 7 4 T L—Y g UF— R
fERla> 74 7 b—3 a3 F— RKEiE, LAN/SFP AR — FX° VLAN A > ¥ —7 =— R QoS 72 &, FrEDIEB (Zxtd
DEIREEITO T2 DOE— FORKETYT, a7 47— a3 rF— RICADIZIL, Fa—>Lar7 g
Jl—varyEt— RCEE— NIIBH:TIHZDDa~y REETLET,
SWR2310 Dfiflla 7 4 7 L—a U E— RIIEROLONRH Y £3, fljllar 747 Lb—ra £ — ROHIZ
FEBLENLTWA DL ET, FlziE. RV —~vFE—R >R —<v 7+ 75 XE— RTT,

B2y 7 47 v—vareE—F |BBavU R A=A
A B —T2—AE—FR interface =~ K SWR2310(config-if)#
FA - K line con =¥ | SWR2310(config-line)#
line vty =~ > N
VLAN £— F vlan database =~ > SWR2310(config-vlan)#
VLAN 77 &A= v 7E—FK vlan access-map =~ > K SWR2310(config-vlan-access-map)#
MST & — K s\ﬁa}?nmg-tree mst configuration = < SWR2310(config-mst)#
I IGAR T E— R class-map =~ SWR2310(config-cmap)#
R =<y 7E—F policy-map =~ > K SWR2310(config-pmap)#

RKIVv—<v7 I TRE—N class 2~ K SWR2310(config-pmap-c)#




2|avr R 77 LyRA|avy KOMFNT

BRlay 740 7 v— g vE—F

Ba<wr R

A=

RO Y Y—E—F

aggregate-police =~ >

SWR2310(config-agg-policer)#

L2MS E—

I2ms configuration =~ >

SWR2310(config-12ms)#

LLDP =—Y = hE— R

lldp-agent =< >

SWR2310(1ldp-agent)#

A—FT o L— hE— R

mail template =~ > F

SWR2310(config-mailj#

AT a—NT T L— E— R

schedule template =~ >

SWR2310(config-schedule)#

RADIUS a7 4 7 L— g »E—

radius-server local-profile =~ >

SWR2310(config-radius)#

K

243 a2 R T v OV T 4T A

g R MO VT 47 AT, FAMEERLTOVET, PIHNRETIIARA M4 E LT, ETALT
7% [SWR2310] #FE <L TWET, AFE T, hostname 2~ RN THRA NERET AL TEETXET,
SWR2310 Z# 8 L CWAHER Y, AL v F I A DL4RTEZRTELTEBL 2T, BHALOTL R F

—é—o
RA NG DIEHE

SWR2310 (config)# hostname Switch-012
Switch-012 (config) #

244 BRI AHBANTTE— KD~ REFT

SWR2310 Tix, T— FZ LI RER o~ RBRBRRDL7-0, EITARERE—RETERB L Ca~vr RE2ETL
ITFIER Y A, FREMETAa< RELT, do a2~y RERMLLET,

do 2~ FEMFHTAE, T R_RTOary 74— arET— RO EHEEXEC E— NDa~vy REFE(TTH2 &
MNTEXFET, 2Nk, T R_RThar 747 b —3 3 F— R OEME EXEC E— NICBEIT5 2 &7, 3BiE

Foary 74— ar EERE LY RE

DRFFDRAREE 720 £,

7212 L, do TIIMTFEMRE IR T Zanizd, £D®%ICHIK 2~ R 7 VALV EITERR TAT T 2 LN

HYFET,
o TNAAYULTANTHIBE

SWR2310 (config) #do show running-config

- BRI TANT 256
SWR2310 (config) #do sh ru

25 2 Y —NVERHEBEOX —R— N#E

2.5.1 oY — )V A O EARERE

SWR2310 TiZ., a2~ KF7A4 v BT, U TFOERENFEETY,

o =Y ILORKH)

F—AR— FHEfE B ES
- 1 CFAICBEN L ET
— | XFEEICBE LT

Esc fi F#£IZ F

| HEEAICBEI L £ 3 (F — Y LB S D BLaE O Bt
DXLFOWITHBE L 7))

Esc ## T#%IZ B

| HEEAEICBE L £ (0 — Y NMLEICH 5 HGED S
LFICBE L ET)

Ctrl+ A TOSEEEICBEN L E1
Ctrl+E ITORRBIZBEHLET

o AT OHIER




aw R 77 LR | 3wy ROMWTT |23

F—R— FEE B - =

Backspace

H—=INVDECH D LT EHIBRLET

Ctrl + H

= NMLBEO L FEHIER L ET,
Ctrl+D a2 RITRZEOIREETAREELZ L7256 1H, exit =
< RERUEMWEE 720 £9,

_g——

Ctrl + K = I NANTENPITOREBEETEZHIRLET

Ctrl+U AT O FEZETHIBRLET

.« T
F R FHRE B - %

B = NMLED LT & FDEFO LT 2 AN L F

Ctrl+T 7
H—VIVHBTORRBIZH D & &, ERIDOLFE & Z DR
DXF o AN FT,
JERHE EXEC & — R L 7 EXEC £— R TlX, A
Da< RERFEL TROITIZE D £97,

Cirl + C MRz 747 v —3arE— RKClE, AAFoa~

Vv RITAREZE L CHME EXEC B— FICER L £,
BIEFE TR O a~y U Z R LE9, (ex: ping =
< R)

sy 7 4 7 L—3 3 »F— RS FikE EXEC & —
Ctrl+Z NIZ#ER LET,
end 2~ FERIUEMESE 220 97,

252 a<w R~
av L RIA L ET"EATTHIET, ETEDa~v L RERIFIANATA— X —EHRBTETET.
SWR2310#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWR2310#show vlan

253 Afja<r FofzE., ¥—V— RMeEf—EDFR R

ayvY— ) ETa<wr RAJERPIZ, "Tab"F—% g &, a<wr FEBfimSNET, £72. ¥—U— AN
(2 "Tab"F— %9 &, WRICATABERFT— U — ROBEM—E 2T LET, AEEZ, "Cul+1"$—ZH L THIHE
BRARENMEL 720 F97,

. o<y RAOMTE

SWR2310#con"<Tab>¥ — & #fi4
l
SWR2310#configure
o F—U— NEfi—EoFRR
SWR2310 (config) #vlan "<Tab>¥—Z&fid "

access-map database filter
SWR2310 (config) #vlan




24| a~vr R 77 Ly A|avwy ROFEWT

254 < RKOEEAT

AR RELFIANTA=F—ZHE L TAN LR, ANShiEXFR—EDa~y RERFARIA—Z—L LT
WCE %A, F0a~vy RRFEITERET,

a2 ROE A ) Hil(show running-config)

SWR2310# sh run

255 2~ REAXA Y —

a<v  Re R NY —Hped T AL, BECAD Lo~y REMERBETHETLEY, BEICAHLEZ
< RO—EEE L CHETITAIIENTEET, avr FeE XA M) —3, £F— FEROBRE L LTERIN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— FHE

T

Ctrl +P

o< R 2 S»h0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show] THEEBHa~<wr K

261 FET 47747

BT 477 AT, show 2~ RRHITHERE 7 4 v Z —I1ZiB L, DERIGFRICAFEK D Z & Tl A1

R <ERLET,
SWR2310 TiZ, show 2~ ROET 4 77 A7 L LT, RO 3IFHEEAREMEL £,
EFA4T7AT A
include
BE LA Gl T2 95
grep
exclude BE LTI EEERTEH TS

BB, FET AT 7ATIIH-TOMEMWTRE T, BEIFET D LITTETEE A,

< (B

SWR2310#show running-conf
interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree T Role # & {piEH & KR T 5,

< (B
SWR2310# show spanning-tr

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

ig

nl

e

show running-config C VLAN #1 % & el 2 #rnT 5,
grep vlanl

include Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 747 —Ta v

3.1 REMEDEH
SWR2310 1%, U TFDar 7 4 V2R L CREHEEZEHL £,

ay7 4 7O B! IR — P —HufE
Z =7 a7 ¢ (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) 5, DIRAT

TRAF L 723 EMH, Flash ROM LoD 2
ODALT 47 & SDI—RED ]
DDA T 4 T EEBT 5, Flash
AB— KT v T a7 4 7 (startup- |ROM LD T %7 — & startup-
config) config select =~ > K CRET D,
SDAA—RED1 2D 7 4 713"/
swr2310/startup-config" 7 # /L & TH&

ZH/HE /2 —

Y5,
T 74/ b a7 47 (default- 77 F /v O EfE, FlashROM E |,
config) ST B, PRAFEAT

SWR2310 D> A7 LB, LLF Ol & 720 97,
1. startup-config select =~ NREMEZ S L, EHTLAZ— T v T a7 4 V2 RET D,
startup-config select =~ > R Tsd NREIANTNWT, AF— K T v 7 ar7 0 ZPREINTNS SD 71— KA
FASNTWRNSTEH/E, AX— T v T ar 7 4 7 # B3R END,
2. WELILAZ = NT v T ar 74 FBRFEST DG, %87 — 4% RAM LIZT v =07 a7 4 7 & LTEM
‘a_‘éO
startup-config select =~ > REXEMIZ L= > TRE LT AX — ~7 v 727 ¢ 75 Flash ROM _EIZHFAE L
BRWES, T AN a7 4 7% RAM EICERT 5,
SWR2310 EAHICa~y R ETREZRLRETH L, BRLIZANRITSICT =T ar 74 IS E
T, Tr=rrary 7 o JEER LR, write £72X copy 2~ REFEITTHILET, AX— T v Tarry
TWHEFHINET, RE - BRLIENELRAFA LW THERT 5 &, RE - BENAENKRDNLET, THEELSE
éb\o

32 F 7+ )V MR EE
SWR2310 OF 7 # /)L bR EMEIZHOW T, I FTOFRITRLET,

THHHAAREEOFREIL, AEICGREHIN 2Lz~ 2 NOMYHENEH SN bbb Tid7el, LFOT 7 34 /L % E
Bz 72> TWET,

o VAT ARIKDT 7 )L FNERIE

BESHE BREHHE F 7 # NREME
CONFIG ELENREIZfE 3% CONFIG igﬁ;FW@x&~b7y7:y
ayI—NVEA LT TR 600 sec
Uit A TE VTY %% 8
FRITEL 24
VR PR o — A — 2 —H—4 admin, /XA T —
’ R:admin
a—W =Tk AT — _
INAYT — ROKEZAL Wb L7y
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RESH REEHE 7 4V NREE
BA DS = JST (UTC + 9.0H)
RF 2 B NTP #—/3— 7L
NTP 587/ 1 FFEIC T[]
RMON B{E B

Ty =AU T B

# 7 m— K URL

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swr2310.bin

PRI 8y O] AT L7720
Z2A LT TR 300 sec
BE H%h

LLDP - —
HERE H%h
EiE H%h

L2MS
fie =Yz b
debug L~ m JH ) OFF
information L'~yL & 7' H }j ON

SYSLOG -
error L~yLa 7 H ) ON
SYSLOG #—/3— 2L
TELNET H—/3—KhE EEh3 5
TELNET H—/X—7 7 & & VLAN #1 O A3 a]
SSH #—/N—IKBE EE LW

T 7 R TFTP H—/3—ikRE EEh L 72w
HTTP H#—/X—IKHE 2 e
HTTP H—"—7 7 & % VLAN #1 O 73 w]
¥ =7 HTTP Y — X —iRHE EEh L 722

57 VLAN VLAN A »Z—7 = —A VLAN #1
MAC 7 KL & [ @58 H%h

< BEME 0N
‘ MAC 7 RV AH@EHE =— 7 300 sec

L2 AL v F il
ANR= VY — H%h
MELV—T R L)

DNS 7 747 v b BIE H%h
QoS E5h

T 7 47 il . —
7 v —fil{# (IEEE 802.3x) 2N

Web GUI SHERE HRE
EHE i)
X “

P &7 1D

A

AH T HR—=FTHESIPT KR

192.168.250.0/24

LAN/SFP AR— NHELZODT 7 /b b

U

AX A
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RESHH REHEHE 77 /v MR EM
RIS — NERE auto
7 a A& b L— b~ BB A%
MRU 1,522 Byte
FEARRE A— b O L
EEE B3]
Port Mode Access
FTJE VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 )L & — Ei3)
L2 AL v F o Sl ik
AL — TR A%
QoS F T A RE—F CoS
NS5 7 4 27 I ~7 v —fil{# (IEEE 802.3x) 20
A b= Al B3]
LLDP =— = > k EREE—F EEBIUOEG

« 574/ k VLAN (VLAN #1) (2% 5% E
+ IPv4 Address : DHCP 77 7 A4 7 > |
* IGMP Snooping: Enable

* Querier : Disable
» Fast-Leave : Disable
*  Check TTL : Enable



28| a~w RU 77 LA [ fRST - HEHIERE

B4

PRST « B B RE

4.1 XA TJ— R

4.1.1 SRR T— RORFE
[EX]
enable password password
5 X —5—]
password OBENRZAT— R
PR TELIO" & L &> &2 EEATFER AT S(G2 LTLUN)
BN D SCFNT A ST TRRT AT T e
[WIEARRE]
enable password admin
[ASTE— K]
sua—n)Narsr 4l —ya st R
[BLFA]

et EXEC B — RABITT A7 00BN AT — RERET 5,
FITH IR AT—RTHD admin [ICEFETDHZ LT TER,
[/ —F]

password-encryption =21~ > R|Z L7228 > T AL SN2/ RA T — RDOEE, 2227 4 7 1 Cld"enable password 8

password" DFEX TR RE D,

=PI avr RIS b ar 7 4 FRETDHEE, ZOBRTANT DI LITTERN,
BENRFIC, IR ANA T — RRRE SN TORWGEIEL, HIE N T — F(admin) & HEIFICRET 5.
[ E B

B RAT— R L& LT adminl234 2 ET 5,

SWR2310 (config) #enable password adminl234

4.1.2 7RA T — ROREAL

[EX]
password-encryption switch
no password-encryption

[T A—F—]
switch D RRU— REREFET 50050
REME B
enable =R e )
disable Kb L722n
[FIHIRR E]
password-encryption disable
[AFTE— ]

Jua—\)varz 4 —y g rEw—R
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[FEHA]
NAY — RO 5z AT %,
HZT 5 &, password =~ K. enable password =~ K, username 2~ RCAN L7Z/AU—F%, a3
7 4 JHTCIEN S SN TRIET 5,

no JIERCTHEAT LI E 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ >~ | username
TAN LI RAY—RE, ar 7 4 ZHTIREXO F ERFT D,

[/—}]

WA — ROWSbZ BN O AMIER L72GE13, BRICREFHADO/NA Y — NI Bk S vz gz
EHEINDD, ARPLEMHICER LI2SGEE, BRcl S Tnd ar 7 4 ZHOR2AY — REFEUTTR S
fib\o

[BREH]

WA — RO Sb 2GR T D,

SWR2310 (config) #password-encryption enable
NAT — OB 5L 2 TN T D,

SWR2310 (config) #no password-encryption

42 2 —YP—T H U NEH

421 22— —DH|E
E

username username [privilege privilege] password password

no username username

[F—T— K]
privilege =Y —DWHERERET S
password D 2=V =D RAT— RERET D
[T A—&F—]
username D a—Y—4
A BHCTFA(32 SCFALAN)
privilege DR R AT B DR
R EME WA
¥t EXEC & — FBATIRFIZ/NA T — FD A
on TIDRD BN
Administrator #£[E T Web GUI IZ7 7 £ AT
x5
¥t EXEC & — FRATHRRIC/SA T — FD A
off VAVIAD XY AW
Guest H#EfR T Web GULIZT 7 EATE 5
password D a——or A RAT— R
AT TFBIRN & b &> &2 LEATFERR BATLT(32 SLFLN)
BAN D SCFAT A FHF TRITTVIT
[FI#AER %]
L
[AS1E— K]

Ja—x\)ary7 4L —y g T — R



0| =2~ RU 77 LA | fReT - EHERE
B
a—F—EFRERET D,
TP ERII R RT3 E TRETE D, 7L, privilege off O —H— T K 32 % T, privilege on D 1—
P X T IR EE D,
UUTOHGETZ—F =4 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

FIT ) "R AT— R Th D admin [T/32AT—RE L THEATEZRU,
[/—F]

password-encryption =~ > R E SN TW GG, AU — R 5t =7 ¢ 7 L Tld"username
username 8 password password" DFER THRRIN D,

A—PF—Fav NI b ar T4 FRETDLEE, ZOBNTANT DI EIETTE R,

ECEFIZ, privilege on D —H—723 1 D HERE I N TV RWIEA L, A& Bl = — ¥ —(admin/admin) & 1B 13 5,
BENRFIZ, NAT— RBRRESN T RN —Y—( 22— =4 L[E CFHNE2 /AT — FICHBERRET 5,
[BREH]

Z—W— userl234 Z R ET D,

SWR2310 (config) #username userl234 password user pass

¥t 2t 5 LTz — W — userl1234 # /T T 5,

SWR2310 (config) #username userl234 privilege on password user pass

422 22—V —HERDOER

[EFX]
username username privilege privilege
[¥—TU— k]
privilege D a— DR EZIEET S
[73T7 A =4 —]
username D a—F—4
A G (32 LTI
privilege D FREER AT ET D0
BEE B
¥iHE EXEC E— FBATIFIC AN AT — RO A
on FIDIKD B 70
Administrator HEFR T Web GULIZT 27 & X T
EA)
Kk EXEC ©— NBATRHZ/NA U — FDOA
off TkHBN D
Guest #[RC Web GUIIZT 7 EATE S
[WIHIRRE]
L
[AFTE— ]
Jsua—m\varz 4 b—va e —R
(A
BRI DA — Y —OHEREZEE T 5,
[/ —}I]

FBERD 2 — P —TITRE T E R0,



(B E B

BRERFE D 22— — user1234 |ZHEHEER T 54 5,

SWR2310 (config) #username userl234 privilege on

423 0 A v a—F —FEROER

A~y R 77 LA RS - E#HIEERE | 31

[AF1E— F]
FEFFHE EXEC E— N, ffME EXEC E— R, Z/m— \var 7 4 7 L— a3 »VE— R
[FEA]
7Aoo —F—EFRERTT D,
UTFOHEHENRERIND,
HAH A
n A FRERRT D,
con0 (X V7 /ayy—LiR— bk
Line vty N [L VTY "— b
stkNZVE—ha /A AR —h
http N (& Web GUI
Own H & O AR — S OITIZ * 2R T 2,
User 0y A RO —Y—2EFKRT D,
Status BT A IRBERRT S, 2P MEHFO5E
Login &/~ 7 2%,
Login time 07 A UK ERRT D,
IP address e —H—DIP 7 KL AZFRT D,
[BE ]

ALy JHRREN R IR Ca— Y —Dn 7 A R EFRT D,

SWR2310>show users

vty
vty
vty
http
http
http
http

ALy I EREN AN RRE T —F—Dn 7 A MEREFRT D,

WNhRFRPOJOUOU b WN P OO

userl234
operatorsl
abcdefghijklmnopgrstuvwxyzabcdef

userl234
(noname)

SWR2310>show users

Status

userl234
operatorsl
abcdefghijklmnopgrstuvwxyzabcdef

Login
Login
Login
Login

Login time IP address
02:15:23

00:12:59 192.168.100.1
00:00:50 192.168.100.24
00:00:21 192.168.100.10
01:12:25 192.168.100.4
00:18:04 192.168.100.102
Login time IP address
02:15:23

00:12:59 192.168.100.1
00:00:50 192.168.100.24
00:00:21 192.168.100.10
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vty
vty
vty
stk
stk
stk
stk
http
http
http
http

userl234 Login
(noname) Login

WNRFRPOWNRE OJoy U
|
|

4.2.4 N —DFRE

00:33:11

01:12:25
00:18:04

192.168.100.4
192.168.100.102

[EX]

banner motd word
no banner motd

[23F A —%—]
word DOEABEHIT R L UREA R (256 SCTELIA)

(AR E

no banner motd

[AS1E—F]
Jua—)aryz 4 —y g rETw—NR

B

ALY —=nn A VRHIRRSNDNT—E2RET D,
[EXRE )

NP —FoRm% [Hello World! | IZFXET 5.,

Username:
Password:

SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)

Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWR2310>enable
SWR2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWR2310 (config) #banner motd Hello World!
SWR2310 (config) #exit
SWR2310#exit

Username:
Password:

Hello World!

SWR2310>enable
SWR2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWR2310 (config) #no banner motd
SWR2310 (config) #exit
SWR2310#exit

Username:
Password:

SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)

Copyright (c) 2019 Yamaha Corporation. All Rights Reserved.

SWR2310>
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43 a7 4 T DOEH

431 =T a7 4 FORE

[EA
copy running-config startup-config [config num)|
[T A—=F—]
config_num N A
RIEE B!
<0-1> AB—=NT v T a7 47 #0-#1
sd SDI—RHNAZ— R T T a7 47
[AJ1E— K]
FikE EXEC E— K
[

BEEATOBRE(T =7 ar 7 4 NEREIFOBREA T — T v T a7 40 7)) LTRET 5,

config_num AW LT GA1E, BUEORBIRHCHEH LA 2 — 7 v T ar 7 4 ZITRGFT 5,

[/—}]

Ty T a7 4 VORI write 22 R save 22 RTHITH Z &N TX D,

SD 1 — R~ hSIUTWRVREETIX, SD #— RN® Config # Xt RIZ L TARa~v L REETTHET—L

%5,
AL T HIFE, A A AL Fll(Active JRAE) D A F1T AT HE,
[EXEH]

Tr=vrar7 a4 rethkfE T 5,

SWR2310#copy running-config startup-config
Succeeded to write configuration
SWR2310#

43270 =07 a7 4 T DRLE
[EX]

write [config num]

save [config num]

[8F A—F—]
config_num LAy I rEs
REMHE B
<0-1> AR — KT v a7 4T #0-#1
sd SD i—FKHRHARAZ— T v TSarrq47
[AS1E— K]
Rt EXEC E— K, B2 7 4 7L —va v E—FR
[BiA)

BIEEHPORET v =7 ar 7 4 NERBROREAR Y — T v 7T ar7 40 7)E LTRFET 5,
config_num ZHWE LT25E X, BUEORBIFRHIMEA L7 AZ— N7 v 7ar 7 ¢ ZJITRFT 5,
[/—H]

T = a7 4 7 ORTEI copy running-config startup-config =~ > R THITH Z LN TE 5,

SD I— R~ FZFTWRUVIREETIL, SD 71— FN® Config ZxRIZL T ARa~vy REFETTHET—L
2%,
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AH o T HIREL, A A AL FTl(Active IRAE) D A ZEAT A HE,

[BXEH]

- TE rkRE

Trv=vrarg 4 7 ERET D,

SWR2310#write

Succeeded to write configuration.

SWR2310#

43370 =0 72T 4 T DRR

[EX

show running-config
show config

[section]

[/3T A —HF—]
section D R®RTHEI VA
REME B
access-list 7 EAY A EEE
http-server HTTP H— /N —[5
interface A H—T x— ABE
ip IP [
ipv6 IPv6 [
key FRRIE X — B
12ms L2MS B8
lidp LLDP B8
mail =V RN B
radius-server RADIUS H—/3— 5
schedule ALy a— )V
snmp SNMP 338
spanning-tree STP B
ssh-server SSH H#—/—[E
telnet-sever TELNET #—/N— [
[AJ1E— F]

¥l EXECE— R, a7 47 L— g 0F—R

[FiRA]

BEERAFORE(T y=v 7 a7 4 NeRRT 5.

section T8 EBMEIF X T X COEREELR~T D,

[ EH)

Tr=rTarg gl uRRT 5,

SWR2310#show running-config

|

interface portl.1l
switchport

|

line con O
line vty 0 7
|

end
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SWR2310#

434 AFZ— W NT v T a7 4 T DER
[EX]

show startup-config [config num]

show config [config num]

[R5 A — 5]
config_num D arv I 4 &S
BUEfE R
<0-1> A= T T a7 7 #0-#1
sd SD W — RNAZ = T v Tar7 47
[AJ1E—F]
¥ #He EXEC £— K
[FLBA]

BERHCER T OREARZ— T v T a7 4 N eRrd b,

config num HEAME LT=5E61L, UTA2FR T 5,

- show startup-config : BIESE L CWA LY 7 4 FBED AL — KT v Far 7 4 7 uFRT5
- show config : BUEER T DT =T a7 4 Va2 FRT5H

[/—}]

SD 1— KRB~ b S TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHEZT—L
25,

[BREH]

WIEEFEDOA X — "N T v a7 4 T eRRTDH,

SWR2310#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
|

interface portl.1l

switchport

switchport mode access

no shutdown
|

|
interface vlanl
no switchport
ip address 192.168.100.240/24

no shutdown
|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable

|

line con O
line vty 0 7
|

end

SWR2310#
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435 R F— N7 o FarT7 4 JDHEE

[ER
erase startup-config [config num]
[78T7 A —=F—]
config_num LAY T4 IRy
R B
<0-1> AP —NT v T a7 4 7 #0-#1
sd SD i— FNRZ— T v T a7
[AFIE—F]
F#HE EXEC £— K
(@]

BRI T DR EAR Y — T v 7 ar7 4 NEZHET DEREEET D,
config_num AW Lo GE 1T, BUEORBIRICHEN LA X — T v T ar 7 4 72 HET 5,

[/—}]

SD 71— KRB~ h S TWZRVREETIE, SD #— RIN® Config ZxRIZ L TARa~vy REETTHET—L
%,

[ E B

AR =T v Tarr4 TEHET D,

SWR2310#erase startup-config
Succeeded to erase configuration.
SWR2310#

436 AFZ— T v TSar7 4 J0ar—

[EFX]
copy startup-config src_config num dst_config num
[73F A —4F—]
src_config num . A —xOaL T 4 TEKS
REMHE Gk
<0-1> AP — KT v T a7 4 7 #0-#1
sd SDA—RANRZ—= T v T ar747
dst config num coav—foar 4 rJEK S
RIEE Wi
<0-1> AH—= R NT w7 a7 47 #0-#1
sd SD I — RNAZ = T v Tar7 47
[AS1E— ]
F¢kE EXEC £— R
[
BEREORE(A Y — T v T a7 4 NeZICHET LERE 2 —3 2,
[/— "}
SD 71— RB~= 7 hSILTWRVREETIX, SD #— RN® Config # X RIZ L TARa~v L REFETTLH LT —L
2%,
[BXE B

AL = NT T AT AT W EAE =T v T AT 4 T # ~TE—T B,



SWR2310#copy startup-config 0 1
Succeeded to copy configuration
SWR2310#

43T AZ— T v Far 7 4 TOER
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E&

startup-config select config num
no startup-config select

[/3T A= —]
config_num Do ArT 4 R
REME Bl
<0-1> ABZ—NT T AT 47 #0-#1
sd SD I —KNAZ— R T v T arr47
(AR E]
startup-config select sd
[AS1E— F]
FiiE EXEC E— N
(@]

EEIFICAE N T ORERARF— T v T ar 7 ¢ 7 aER L CTHEET 5,

no B THEAT Lie & id, MIIREICR D,
[/—}

ELENRE, config num & LT sd DEEINTWNWT, AX— R T v a7 40 ZPRGFSINTNS SD 1— RRFAX

NTCWRMhoTZE, A — T v 7ar 7 4 7 # DRSNS,

ALy THEREMN AN config IV B2 % LT AIE, AZ v I NELIMHRTE R RE7-0 0l s LT

Ei S D ER DD,
[ EH]
AL = T v T AL T 4 7 # ZBRRLCHEST 2,

SWR2310#startup-config select 1
reboot system? (y/n): y

438 AFZ— T v Fary7 4 FTOHMAIXDERE

[EX]
startup-config description config _num line
no startup-config description config num

[73F A =4 —]

config_num ;o <0-1>
AT TEE

line DA ST LU AR (63 SUFLIR)
HPAL— NT v T a7 4 JITHET DRI

IAS1E— F)

FitE EXEC E— I

B

SBAR— T T a7 4 7k L CHAXEZHRET 5,
no IR THEAT LIZ5A1E, A CEHIBRT 5,

#BH I show startup-config =~ > RO I THRER DO IAICE RIS N D,
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[ EH]
AR = T T a7 47 #l ITHAXERET 5,

SWR2310#startup-config description 1 TEST CONFIG 1

4.4 EEEFHROEH

4.4.1 EBYFRDORR

[E=
show boot num
show boot all
show boot list

[%—T— K]
all DOEEEROBEAR R TS HFETERTD
list D EEMEROBEERKRCSHECHSERTD
[73F A—&—]
num - <0-4>
RELEEEDREREETRTD
[AJ1E— K]
FEHFHE EXEC £ — N, FrbE EXEC £— F
[
EENE R A KT D,
[/ —}]
cold start =~ > K clear bootlist 2~ > N&FE/T3 5L, ZOEBKEITIYZ VT &b,
[ EH]
BUEDOEEE®REFRT D,

SWR2310>show boot 0

Running EXEC: SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Previous EXEC: SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
Restart by reload command

EEEEO —FE 2R R T 5,

SWR2310>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBVFHRDO I VT

[#FX]
clear boot list
[AJ1E— K]
FifE EXEC £— R
B
EENME OB ZHIBRT 5,
[BREH]

EEEHRE2 7 V735,
SWR2310#clear boot list
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4.43SD 1— K7 — FDOEE
B

boot prioritize sd switch

no boot prioritize sd

[7XT A—F—]
switch : SDA— N7 — b AT D0 ED
REfE B
enable SD 1— R7— b EHNZT D
disable SD 1 — K7 — M &M+ 5
(IR E]
boot prioritize sd enable
[AS1E— K]
FitE EXEC £—
[RLBA]

77— =T DSDA— R7— MEROAZ - BANZTIV KR D,

a~ v RFEfTR, VAT AOFHE#BN THOND,

VAT A THEORE TH D 7=, EE)H (startup-config #0 ~ strtup-config #1)E(ZFR T 1L TE 7200,
MR EILSD h— R T — " BHEHTH 5,

no v & NEITRHIMMIREIZR D,

[/—}]

SD 1 — N7 — MERED AL - HE2hIL, show boot prioritize sd =~ > N THEFE FIHE,

[BREH]

77y —LU =T OSDA— 7 — MEREBEANICT D

SWR2310#boot prioritize sd enable
reboot system? (y/n): y

4.4.4SD h— K7 — b HEhEFAEEDORE

[EF=
boot auto-apply switch

[/3T A—HF—]

switch : SD A — F7— b HEhi RE 2 AN T D 050
BREE B!
enable SD W — F7— b H#Ehw fitkee 2 A20Ic 325
disable SD 41— 7 — | H & B RE 2 LN 2

[WIHARRE ]

boot auto-apply enable

[AS1E—F]

F¢HE EXEC £— R

[BEFA]

SD #— K7 — ~ BEhi IR 2 A2 £ 713 mEhic 3 %,
AFEBEDIRAEIX, show environment =~ > N CTHERTE 5,
[ EH]

SD 1 — N7 —  H & FHfRE 2 T 5
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SWR2310#boot auto-apply disable

4.45SD 1— F7— FREBHROER

[ER

show boot prioritize sd
[AS1E— F]
FEFrHE EXEC E— N, %74 EXEC E— N
[REFA]
SD 1 — N7 — MERERERF R RTRT D,
[ 2B

SD 71— R 7 — MEREREFHRE £ R T D,
SWR2310#show boot prioritize sd
SD boot configuration:

firmware : enable

4.5 EREHRFZT

4.5.1 "aiFHROFR

[ER]
show inventory
[AF1E— K]
FEFFHE EXEC E— N, ¢t EXEC E— K
[FHA]
ANEE L OVSFP Y 2 — L OB ER A TR+ 5,
UTOHEANRERSIND,

HH LA

NAME 4,

DESCR B

Vendor R4

PID 7u&7 1D

VID /§_:)3 v 1D, ﬁ;ﬁjw%é\bio

SN YT NEE

[EEH]
Ui E £ 5.

SWR2310>show inventory
NAME: L2 switch

DESCR: SWR2310-10G
Vendor: Yamaha

PID: SWR2310-10G

VID: 0000

SN: S00000000

SWR2310>

4.5.2 BEMEBMOIR

[
show environment
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
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[FiFA]

VAT LAOBEIEREFRRT D,
IFTOmEENFERIND,

o T—hFNR—=Tgr

e Try—AUxzTUETYar

. VUTNES

c MACT7 FL A

« CPU i

o AEVUfEAZE

s Ty —AhUxT T 7 AN

o AX—KNTwTSarg4 77 A
« SD &— K7 — | BEhiE HERE D% E
o VUTAAR—L—F

« CPLD /X—Y 3

o EBEEEZ

o BUERFZ

o EEID D ORRIEIREE

[EEH]
BEERERTT D,

SWR2310>show environment
SWR2310-10G BootROM Ver.1.00
SWR2310 Rev.2.04.01 (Thu Sep 26 17:35:20 2019)
main=SWR2310-10G ver=00 serial=S00000000 MAC-Address=ac44.£200.0000
CPU: 7% (5sec) 8% (1lmin) 8% (5min) Memory: 18% used
Startup firmware: execO
Startup Configuration file: configO
selected file: configO
Boot auto-apply: Enable
Serial Baudrate: 9600
CPLD version: 00
Boot time: 2020/01/01 11:13:44 +09:00
Current time: 2020/01/02 16:19:43 +09:00
Elapsed time from boot: ldays 05:06:04

SWR2310>

4.5.3 7 4 A 7 fE R
B

show disk-usage
[AJ1E— K]
FHFrHE EXEC £ — N, %54 EXEC £— N
[EA]
VAT AT L TWDT 4 A7 ORI ERTT 5,
« System: VAT AFEHT YT
« Config: HEHHRTY 7
+  Temporary : —Hf= U 7

[BREBH]

T4 A7 DFERRRERTT D,

SWR2310#show disk-usage
Category Total Used Free Used (%)
System 46.1M 2.2M 41.5M 5%
Config 103.4M 2.5M 96.2M 2%
Temporary 80.0M 152.0K 79.9M 0%
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4.54 TR O T v R DER

[EFX

show process
[AS1E— F]
FikE EXEC E— R
[BLFA]
FAITho Tt 2B —FEFERT 5,
[BREH]
FIThDOF a2 EFRT 5,

SWR2310#show process

4.5.5 A F U fE RN DOFR

[EX]

show memory
[ASTE— K]
et EXEC B— R
[FREA]
Tak AHEO AT VFHEERTIT D,
ITOHEBZ2F 7T 5,

IHE A

PID =5 D)
NAME Fat A4
%MEM W AEY O R
SIZE WEE A = U O HEEIEH)
PEAK WA ) O HE(Z I E TORKIHE)
DATA AR A £ Y —gEE Y 1 X
STK AR TP AR
[ E R

Tut A0 AT VENEEZTRT D,

SWR2310#show memory

4.5.6 i R— MMEROFER

[#FX]

show tech-support
[AFTE— K]
Kt EXEC £— R
[RLEA]

Hifr AR — MERERRT 5, HRHA— MERIZIE, LTOa~r ROEITRHERPIEGEND,

AR THSREDNE N e, A X v 7 B L TWAT R TOMBROEN R — MEREFTT 5D,

7P L. AA VAL FLAUN—ZA, v FTEITENDa~Y NIFERL, FEMILLTOa~y F—EE2B BT
HT L,
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a< K

A Z 7R

A 7 HEh

AL VAL 9T

AUN=ZAL v F

show running-config

O

O

show startup-config

O

O

show stack

O (%1)

O (%1)

show environment

O

O

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

show users

OlO[O]O]1O0[O|O

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

O[O]O1O1O0[O]O1O0[O[O]OIOIO|OIOO[O|OIO0[O[O]1O0]O0[O[O|1O0[O0[O0]O1O010]010]0

O[O]O1O1O0[O]O|1O0[O[O]OIOIO|OIOO[O]OIO0[O[O]1O0]O0[O[O|lO0[O0[O]O1010]010]0
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a<w K RAH 7R

A 7 HEh

A AL 0T AUN=ZAL v F

show ipv6 mld snooping groups

O

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

OlO[O]O1O0[0O|O

OlO0O[O]O]0

1 AKXy IHIGETAIETICEEND,
[ EH
Bt — MR EFRRT 5,

SWR2310#show tech-support
#

# Information for Yamaha Technical Support

#

*** show running-config ***
|

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlan 2 name VLANO00O2

vlan 3 name VLANO0OOO3
|

interface portl.1l
switchport
switchport mode access

*** show startup-config ***
*** show stack ***

*** show environment ***
*** show disk-usage ***

#

# End of Information for Yamaha Technical Support

#

SWR2310#

4.5.7 T N — MEBROIRAE

[EX]

copy tech-support sd
[AJ3E— R]
FiHE EXEC E— R
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B
Feffi AR — M E#HR A SD 71— RICRAFET 5,
SD #— FHIZIFLL F D7 7 A W4 THRIFE SN D,

/swr2310/tech-support/YYYYMMDDHHMMSS techsupport.txt

YYYYMMDDHHMMSS ... 2~ RE[TRFOFH H RS FD
[/— 1]
FHIZ SD W — FEfFAL TBLE R H 5,
[BEH
Hfi AR — MMEHE SD #— RIZRFT 5,
SWR2310#copy tech-support sd

SWR2310#

4.6 AT AHTC2ZH

4.6.1 AT L HCZWREREDOER

[#FX
show system-diagnostics
[ASTE— ]
FEFFHE EXEC £ — K, 454 EXEC £— K
[FEAA]
FTRTCOVAT AACBEHRER (F— 17 v TBWHER, 42T~y FRBRE. ~AT=4 Y 2 7B R)
ERRT D,
[BREH

VAT AACREERERRT B,

SWR2310#show system-diagnostics
Test results: (P = Pass, F = Fail, U = Untested, N = Normal, W = Warning)

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand
Last on-demand diagnostics information:
Date : 2021/07/07 09:00:00 +09:00
BootROM : Ver.1.00
Firmware : Rev.2.06.07

PHY Test:
Port 1 2 3 4 5 ) 7 8 9 10 11 12

- Health monitoring

SFP Test:
Port 13 14 15 16
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4.62 T <~ RBEOFEAT
[ER
system-diagnostics on-demand execute [no-confirm]
[F—T—F]
no-confirm D AT FRWOFETHRR (yorn) Z1THOTRINGEITT S

[AJ1E— K]

Rt EXEC £ — R

[BLHA]

FrT=r Nl ITT 5,

PWII T~ TOLANSFP R— &y v N DU 45, BE TRHZIIM SR R FoR L, BEIRICY AT
LEHEBT D,

NI A=B—FRELRWERIE, AT~ RRZFITT 20 E ) 0OMRERDBND,

D EFATTHHAIT Y 2, ETLAVWEAIE 1" 2 AT ILERS D,

[/— k]
F T v R WiE R OFEN L FE B 12 show system-diagnostics =~ > K CHER CTX 5,
[ E B

FrF Y FRBE R,

SWR2310#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y

on-demand diagnostics completed (pass). reboot immediately...
4.6.3 AT~ v F2Wk ROHIR

[EX]

clear system-diagnostics on-demand

[AJE— F]

HitE EXEC £— R

[RLBA]

de T R R AR 5.

[BREH]

FUF L DB REHIRT 5.

SWR2310#clear system-diagnostics on-demand

4.7 r— 7 )L}

471 r—T NEBW D ELT
EE

cable-diagnostics tdr execute interface ifiname

test cable-diagnostics tdr interface ifname

[/NF A—F—]

ifname : LANAKR— DAV Z—T =— A%
MERDA S —T 2— A

[AS1E—F]

KiHE EXEC £— K

[RLBA]

=7 VWi EFEITT S, AiRlOZET#EFIX show cable-diagnostics tdr 2~ > R CHERTE 5,
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[/ — P}
WG RN LERTORIR O RFF S, BES—7 V22 4T LIS a3 AN EEX S5,
[E 2B

portl.1 ([ZHfE STV D LAN 7 —7 VOB Wi % F174 5,

SWR2310#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y
% To check result, enter "show cable-diagnostics tdzr"

472 r—7 NBEiERDO I VT
BN

clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[AJJE— K]

F¢HE EXEC £— K

B

AiflA] @ cable-diagnostics tdr execute interface =~ > RO FEITHEREZ 7 UV 735,
[BREBH]

BIE D A —T VB O EITRERE 7 UV T+ 5,
SWR2310#clear cable-diagnostics tdr
SWR2310#

473 r—7 NEZERE R DFER
[

show cable-diagnostics tdr
show test cable-diagnostics tdr

[ATE— ]

FEREHE EXEC & — N, 454 EXEC £— K

B!

Ai[E D cable-diagnostics tdr execute interface =~ > ROFEITHRER 2 FKRT 5,
[ EHI]

HilEl D o — 7 N DA TRt AT B
SWR2310#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 BFZ) &

4.8.1 BEZI D FBIFRE
(BRI
clock set time month day year
[T A—F—]
time : hh:mm:ss
534
month 1 <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec

H -1 A4
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day . <1-31>
H
year C AE(TEIE 4 47
[AJ1E— K]
ke EXEC E— K
B
VAT AGEHERTET D,
[ EH)

REZ) % 201541 H 1 H 0FEO0 %) 0 RMICERET 5.
SWR2310#clock set 00:00:00 Jan 1 2015

482 ZA LY — L D/E

[EFX]
clock timezone zone
clock timezone offset
no clock timezone

[T A—HF—]

zone : UTC, JST
PR S AT STV D & ZICERIRSIND Z A LY — 2 DAHI

offset : -12:00, -11:00, ..., -1:00, +1:00, ... , +13:00
UTC 75 D% A7)

(AR E

clock timezone UTC

[AJ1E— F]

Jua—N\)aryz 4 L—varE—FR

[RLBA]

YA B = E BT B,

no JTEITIATT 5 &, UTC 272 5,

[BXE B

ALY — 2% ISTICRET D,

SWR2310 (config) #clock timezone JST
B A WY —2 % UTCH9 BEREIZRR ET 5,
SWR2310 (config) #clock timezone +9:00

483 F~—F A LOREGEVIEL)

EEN!
clock summer-time name recurring week wday month time week wday month time [offset]
no clock summer-time

[/3T A —F—]

name DY A A AT SN TND & FICRRT DX A LY — DA
A ST SCFLA)

week 1 <1-4> FE 7213 first, last
HOEE P EZfRET 5

wday : Sun, Mon, Tue, ..., Sat
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i H
month 1 <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
A E£73 A4
time : hh:mm
=
offset 1 <1-1440>
Y~ —2 A LOMITIBMT S, o TRET 5, 7 7 4/v ME 60,

[WIEIRRE]

L

[AFTE—F]

rua—)arsz 4 L—vg sE—R

[REA]

=S A BERET D,

MERE L EREH CTRRBB LR T T L0 I ~—2 A L &2RET D,

RAIDEGy TH~—2 A LAOBMEZ, 2 FDOH S TR TR ZHHET 5,

no JEATHEITT D & REDVHIBRS LD,

[/—H]

P~ — A MIEMERETE R,

[FE B

Y=—F A LBEFEI AOFE HBEDO 2FHIIAED . 11 HOFE - ARO 2R DL XD ITRET D,
SWR2310 (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.8.4 ~—F A LAOBRFE(BEE)
EN

clock summer-time name date month day year time month day year time [offset|

no clock summer-time

/3T A—F—]
name TS A ADRMATISNTND L FICRRT DX A LY — DA
A SEHT(T ST L)
month : <1-12> F£ 7213 Jan, Feb, Mar, ... , Dec
H £ A4
day o <1-31>
H
year CAR(TETE 4 4T)
time : hh:mm
1534
offset 1 <1-1440>
Y~ —F A LOMITEINY D, 53 THET 5, 7 7 4/L M 60,
[WIERRE]
L
[AF1E—F]
sa—\)varZ g S L—varyE—R
[

Y~—" A LERET D,
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FRE LI AR CRMREB LU T T2 L0 IC~—F2 A LaRET D,
RISy TH~—2 A DO B Z, 2FDOEHS THR T BN ZHEET 5,
no JEATHEITT D & REDVHIERS LD,
[/— k]
Y —F A DTEERETE R0,
Bl
Yo —F A LH2021 43 1 14 HO 2HFITHRE Y 2021 4F 11 1 7 HO 2 BRICHE D D K 9 IR IET D,
SWR2310 (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIEEZ D FRR

[EX]

show clock [detail]
[F—T—F]
detail DOREME L RIS
[AJIE— F]
FEFrHE EXEC £ — N, %54 EXEC E— N

[@i ]
BUEDRZ], A B EF£rd 5,
detail ZH5E L7255 G132, FEMTEBMEEDRL L~ —F A D)2 FTRT D,

P —H A AT K L (recurring) DF . IR(FE T2IEBAEMATH) DY~ — & A LRI O EREDO AT 52 FKr-T 2,

[EEH]
BUEDWA & 2R %,

SWR2310>show clock
Thu Jan 1 00:00:00 JST 2015

BUEDRFA OFEMEREFTT D, (V~—F A LOREN D HHE)

SWR2310>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time

Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDRFA OFEME B2 TR T D, (V~—F A LOREN RS

SWR2310>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP % — N— DR E

EEN
ntpdate server ipv4 ipv4_addr
ntpdate server ipv6 ipv6 _addr
ntpdate server name fgdn
no ntpdate server

[¥F—TU—F]
ipv4 : NTPH— "—% IPv4d 7 RLATIET S
ipv6 : NTPH—"—%IPv6 7 RLATHRET S
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name : NTP H——% R N THET S
[T A—F—]

ipv4_addr : NTP ¥ —"—D IPv4 7 N LR
ipv6_addr : NTP #—"—=DIPv6 7 F LA

IPv6 U o7 ma—R L7 RUAZET 2581E, BHHA v 2 —T7 = — AL ETLILEND
% (fe80::X%vlanN DJEZE)
fadn © NTP #—_—0Dk A M

S & L THRTFORILTVILT), BT (VA R), - A 7 )03l mrae

[FIEAE E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— K

B

NTP — =D 7 R AFITHR A M2 BT 5,

AKa<wy R RKT2OFTHRETE B,

no FEXTHEITT B L. HENHIBRENS,

NTP H—/3—% 2 D% E L 72IRFE CHREAIRIM 21T - 72354 . show ntpdate =~ > K THK/R I 115 NTP server 1, NTP
server 2 DJEFZRTHWEDLE 1T,

NTP server 2 ~D &1L, NTPserver 1 & DFEIHICRKE LI-HE5DOHTHONS,
[BXEH]

NTP ¥—/3—|Z 192.168.1.1 Z3RET 5,

SWR2310 (config) #ntpdate server ipv4 192.168.1.1
NTP #—/3—|Z fe80::2a0:deff:fe11:2233%vlanl & ET 5.

SWR2310 (config) #ntpdate server ipv6 fe80::2a0:deff:fell:2233%vlanl
NTP —/3—|Z ntp.example.com & ZET 5,

SWR2310 (config) #ntpdate server name ntp.example.com

4.8.7 NTP % — "— 2 X 2 RZIREEI 2 3 » FFEH)

E&

ntpdate oneshot
[AJ1E— K]
Fike EXEC E— K
(A

BEEESN TS NTP — =0 S EAIE RO TG 232 5,
Ao RETRIZ L ERZTIT O,

(B EH]

NTP $— 33— 5 LR 2 RS9 5,

SWR2310#ntpdate oneshot

4.8.8 NTP ¥ —/N—{Z X 2 Wl [E1HA (B #A Bk )
[EFR]

ntpdate interval interval-time

no ntpdate interval
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[XT A —=HF—]
interval-time 1 <0-24>
A& o O E (R, 0 R ZHRE LzShaid, RS2 Th2eun
(AR E]
ntpdate interval 1
[AJIE— F]
Ja—xX)yaryJ 47— g rE—R
B

IR STV D NTP Y — =7 b AR R i 2 TG 2 kg 2 1| Ref B TRET %,
no JEATHEITT D & FIHIREIZRE D,

Ko~ RIATHE, BEICHREZI OB 2470 AR, BOE LA CHREBT 217 2,

[EE Bl

LI DR WEDEZ 2 B X 21T 9,

SWR2310 (config) #ntpdate interval 2
RN D E T 21 Th RN L 22T 5,

SWR2310 (config) #ntpdate interval 0

4.8.9 NTP — 13— |2 X B L RIRIR B HROEFT

[EX]
show ntpdate
[ASTE— K]
FERFHE EXEC E— R, f## EXEC E— R
[FREA]
NTP $— "— 2 L B2 REAIREICBET 23 ENRE T RT D,
[B%E B
FEAI R ETE A2 FonT 5, XEFHFAWY 1 B OGE

SWR2310#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WP R E T e £ 5. XEAMEH 2 LOSE

SWR2310#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 VA E

491 74 vF— K@y —H—IF ) ~DBLT

&V

line con port
[XT A —=F—]
port . 0
YUT Ay —iR— R
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[FIEIERE]
line con 0
[ASIE—F]
Ja—x)ar 74—y g F— R
B!
A== I FNNDRELATIILDD T A F— FITBITT %,
[/— 1]

TAVE— R a—lar 7 4 7 b—va yE— RICRD IS exit 2~ R&MEA L, i EXEC £— RIZ
RKAZEend 2~ FEHHT 5,

[BREH
A= NE—IFNERETDHIODTA L E— NIIBITT D,

SWR2310 (config)#line con 0
SWR2310 (config-1line) #

492 VTY A" — FOREB L RT A L — R(VTY " — b)~DBAT

E&
line vty portl [port2]

no line vty portl [port2]

8T A= —]
portl . <0-7>
VTY A— FE7
port2 : o <0-7>
HAPHFR E R D FGRE VTY R — b5
(AR E
no line vty 0 7
[AJIE— F]
rua—)arz 4 L—va rE—R
B

BELEVIY R—h2ACLIZ0b, VIY R— FOBREEITI OO T A »E— RICBITT 5,

no JERTIAT L7 HA13. F5E L7z VIY A— M &2 T 5,

port2 ZIRTE LT2 A8 1%, ®iPHIE E & 72 0 (port] 25 port2 £ TOTXTOVITY A— MERELZZ L2 b, port2
X portl U\J:O)%‘éﬁ L7 iudze 57a0,

[/—}]

TELNET 7 74 7 &~ h D& KFEIRFEGEIL, G278 VTY R— F OBITHEAFT 5,

TAE— RS —rary7 4 7 b—yva B — RIIRED I exit 2~ REMFEH L, F#E EXEC £— RIZ
EAIZiEend 2~ REFHT 2,

[BREH]

VIY R—F #0 #HENLT=0b, T4 F— RICBITT 5,

SWR2310 (config)#line vty 0
SWR2310 (config-line) #

493 R TA LV FA LT T MREFHORE
[E

exec-timeout min [sec]

no exec-timeout
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ST A—F—]
min ;. <0-35791>

ZA LT 7 MRFE(G))
sec 1 <0-2147483>

ZA LT T MRFEED)
(AR E]
exec-timeout 10
[AJIE— F]
FJAE— R
B

Y= —=IFLEBLRVIY T, = AR WEEEICBEENICe 77U b 75 CORMEZERTET S,
sec ZEME LIZGE1E, 0 BREIILD, min, sec &£ HIZ0IWCRELZELEIE. BRI 77 o K LRV,
no IR CHEAT L= & IS0 HRTEITRE D,

RKa<wy FERE®R, Rou s A4 U ENLERENEMA SN,
Bl

Ay —=NDEA LT Y MNEEZE S SICERET D,
SWR2310 (config)#line con 0

SWR2310 (config-line) #exec-timeout 5 0
SWR2310 (config-line) #

494 FFFR L TVWAEEK 1 R—Uh- Y OFERTEOEE
By

terminal length /ine

terminal no length

[R5 A —F—]
line : <0-512>

AR 1 =T BT 0 OFRFRITE
[AS1E— F]
FEHFHE EXEC £— N, %7t EXEC E— I
[#8A]

FHLTWAER 1 X—Vd7e ) ORTITRELETET 5,

line |2 0 Zf8E LI=hf, _—VH L THRRE —RHEIE LA,

terminal no length =~ > & (T LI HEIL, RAITHNR Y T va sy Yy — L O5E13 24, VTY OB5E ITHERR O
VA RUHA XD,

[/— 1]

Kavr Nk, FET7R. MBICEERKBEND,

service terminal-length =~ > ROFRE LY, Ka~r ROFATHEROFPEL L CEH SN D,

[BREH]

AL TV DR 1 X—=YdhTe 0 ORFITEZEZ 100 {TICEET 5,

SWR2310>terminal length 100
SWR2310>

495K 1 RXR—=TUH- 0 OFRTRITEORE
[E=X]

service terminal-length /ine
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no service terminal-length

[RTA—=H—]
line ;o <0-512>
SR 1 =72 0 ORTFITE
(AR E]
no service terminal-length
[AS1E—F]
sa—\)varZ 4 L—varyE— R
B

R 1 _R—=UHT 0 OFRTITEREHRET D,

line % 0 \ZRRE LIzt _—VH L THRRE —RHEIE L722V,

no IR TIEAT LA X, FR{TEN VY Thay =L OEA1% 24, VIY OBSITEGKO Y 4 RudA4 X
LD,

[/—}]

ARKa<wr FEREEZ, ROoa 7 A VRPN LEREDEH I N5,

terminal length =~ > R23ZAT I 72354, terminal length =~ > ROFEITHRER OGN B L TEA SN D,

[ EH]

AR 1 =T H 72 ORFITEE 100 TTITRET D,

SWR2310 (config) #service terminal-length 100
SWR2310 (config) #

4.10 {351

4.10.1 {£5F VLAN ORE
[EX]

management interface interface

no management interface
8T A—F —]
interface : VLAN A V' Z— T = — R4,

[FIEAER E]

management interface vlanl

[ASTE— R

Ja—)aryr7 4l —y g rF—NR

[FAA]

RSP CRIHS 5D VLAN 2% E$ 2,

ARa<w FERETHIET, L2MS =—Y = FCTEIET S L &, L2MS v % — U ¥ — 02 5% VLAN IZH] D 4
THNEIPT RLAZRE - BT 5,

no B THEAT L2 E. b LIL VLAN 2HIBR L7286, Ko~y RLUEEEICR S,
[ EH]

R5F VLAN % VLAN #2 [Z3RET 5,

SWR2310 (config) #management interface vlan?2

4.11 SYSLOG
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4.11.1 v 7 OFEASE(SYSLOG ¥ — N —)DRE
EEN
logging host /ost
no logging host /ost
[73T A =4 —]
host : AB.CD
SYSLOG H—/3—®D IPv4 7 R LA
X: XXX
SYSLOG #—/S—®dD IPv6 7 K LV A
IPv6 U 7 v—RNT RURAZBET 25E1E, BHA V=7 =2 — A bBET 2L ERDH
% (fe80::X%vlanN D)
(AR 2]
no logging host
[AS1E— ]
rua—s\varz 4 b—va e — R
B

07 O TS SYSLOG —"—D 1P 7 RV AZRET 5,
R M) —8iF2 ThH D,

no JEATIAT L7 A I3 EIZRE D . lAIIITH R,
B!

SYSLOG H—_"—D IPv4 7 KL A%, 192.168.100.1 IZ3&%ET 5.

SWR2310 (config) #logging host 192.168.100.1
SYSLOG #—3—®D IPv6 7 K L A%, fe80::2a0:deff:fe11:2233 (ZFZET D,

SWR2310 (config) #logging host fe80::2a0:deff:fell:2233%vlanl

E

e

4112 2 JOBA T —~ > bD

[EFX]
logging format rype
no logging format

[/3F A —&—]
type DBy DT —~<y NER

BRAEME

gﬁlé

BA

Ny H—I (B A DAL T RA N B
BORVWHE T A=~ K

legacy

[FIHIERE]

no logging format

[AS1E— F]

sua—s\)var7 4 Lb—3a E— R

[BLAA]

SYSLOG ¥ —/"—~HHT HA v =V DT+ —~v v FEEET D,

no G THEAT LI G 1L SYSLOG A v B — VT~ y ' —f (F A LAZ T RA ML) ZEDD,

[BXEH]
SYSLOG A v t—V D7 g —~v b~y X —R LIZRET D,
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SWR2310 (config) #logging format legacy

4aN3I D77 )T AEOHRTE

[ER
logging facility facility

no logging facility
P95 A —5—|
facility s uZo7rv T 4l
BRIEE o BH

0..23 facility i
user 1
local0..local7 16..23

(IR E]

logging facility local0

[AF1E—F]

Ja—)ary 74—y g rEFT— KR

[

SYSLOG ¥ —/N—~jlHIT 5 A vt —Y D7 7 v VT A EEEET D,

[/ — ]

77 VT AEOEKRSFIE, 45 SYSLOG F—/S—=TMHIZIT ),

[BXE B

SYSLOG A v E—y D7 72 U T 4% 10 IZRET D,
SWR2310 (config) #logging facility 10

4.11.4 7 7 OHTI L)L (debug) DEELTE

[FX
logging trap debug
no logging trap debug

(IR E]

no logging trap debug

[AJ1E— K]

Ja—nN)narz 4 —varET— R

[RLBA]

debug L'~UL D1 7% SYSLOG IZH /19 %, no I THEIT LIZHEITH I L,
debug LIV EHNITH L REOR BN SND 2D, BERGEDHENT 5,
logging host =~ > K" C SYSYLOG % — \—Z@MT 256, AA MUZIZ 0707 4 A7 Sz R L Tk 2 &
NEE LV, T 740 bRERHA LA,

[ E B

debug L~ L D v 7 % SYSLOG (ZH /19 %,

SWR2310 (config) #logging trap debug

4.11.5 v 7 O 71 L)L (informational) DFX €
[ER]

logging trap informational
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no logging trap informational
(AR E]
logging trap informational
[AJ1E— ]
Ja—)ary 74—y g — R
B
informational L' ~~/L® w7 % SYSLOG (ZHi /19 %,
no JEATIAT L7 B 13 I L 72wy,
[/ — ]
logging stdout info =~ > R Ca L Y —/LIZHAESEDLZ ENAETH D,
[ 2B
informational L~/L w1 7' % SYSLOG ([ZH /1§ %,

SWR2310 (config) #logging trap informational

RIE

(1]

4.11.6 2 7 O J] L~ L (error) D

[EX]
logging trap error
no logging trap error

[FI3ER %]

logging trap error

[AS1E— K]
Jua—)arz 4 l—y g rEw—NR
B!

error L'~V 7 % SYSLOG (ZH /19 5,
no B CEITLIZGAIEHE I LAV,
Bl

error L'~Ld 1 7 % SYSLOG (/14 %,

SWR2310 (config) #logging trap error

a1l T rZoayy—HAOERE

[ER
logging stdout info
no logging stdout info

[FI813% 2]

no logging stdout info

[AF1E—F]

Jgua—)aryz 4 —y g rsETw—NR

B

informational L' ~)L'® SYSLOG % = .V —/LIZH 13 5,
no FEX CTHEIT L2 AT I L2,

[ EH]

informational L ~/L' 0 SYSLOG % =1 Y —/WZH ¥ 5,

SWR2310 (config) #logging stdout info
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411.8 A X FEfrO v FHIIDORE

[ER
logging event #ype
no logging Hype
[73T A =4 —]
type BTN ERET DA N M

R

gﬁl(l

B

lan-map LAN < v~

(IR RE]

no logging event lan-map

[AJ1E— F]
Jua—m\varz 4 b—va e —R

B

FRE LA Xy MER O v 7 EGHT 5,
no JEATHEAT LIcHaldn N 21777,
(BB

LAN vy 7 or ZHHEEINT 5

SWR2310 (config) #logging event lan-map

41197 DRy 77 o7

4.11.

[ER]
save logging
[AF1E— K]
FEFFHE EXEC £ — R, F#E EXEC E— K
[BHA)
RAM L2 fE &= 7 % 4T Flash ROM [ZRAFT 5,

1 7 OEMIL RAM _ETiTbhil, EHMICHE)TFlashROM 1INy 7 7 v 7 L TWDH A,

TR I T T THIENTES,

logging backup sd enable =~ > RAFHEINTEY, 7»>SD I — KBRFHEAIIL TN D

EIRIEFIZ, SD H— FRIZHLL T D7 7 A VA4 TRIFEN D,

/swr2310/1og\YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RSEATIFDFEH H

[ E R
0Dy IT T EITD,

SWR2310#save logging

5
A

027DSD A=Ky I T 7D

Ka<wr Ricky, FH)

154 . Flash ROM [ZR-1FT %

BN
logging backup sd enable
logging backup sd disable
no logging backup sd

[F—TU—F]
enable S mIDOSD A= KRNI T T EEMMIT D

|59
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disable D I DSDH— KRRy T v T EERHT D
(AR E

logging backup sd disable

[AS1E—F]

Ja—nN\)naryz 4 L—varE—FR

B

17D SD A— RNy 7Ty TOAME - Eab 2R ET D,

A L7545 savelogging =~ > RAFEITLIZ L ZZSD I — Rigr 7 &2 R{FT 5,
no IR CHEAT L= E 30 R TECICTRE D,

SD 1 — RWNIZIZLL F D7 7 A W4 TIRIF S LD,

/swr2310/1og/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RETHFD4EH H
[EXREH)
BT DSDA— RNy 7T v T2 HINT D
SWR2310 (config) #logging backup sd enable

4.11.11 v 7 DY

[ER]
clear logging

[AFTE— K]
¥ibE EXEC £ — K
[FEHA]
0 7 &HIERd 5,
[BEH]
v 7 &HIBRT 5,

SWR2310#clear logging

4.11.12 ‘:l 7 0) / n\\

E&y

show logging [reverse]
[F—TU—F]
reverse L on S EAWEICERT S
[AJ1E— ]
JEHME EXEC E— K, #5# EXEC £— K
B

ABBOBIFRILE IR L 10 75 RRT 5, W ARAEFAO S L0 R 7 EMUFT 5, reverse 7347
& SN I R B,

7 7 O RRFHESUIE 10,000 4 CTH D, AR EZB X 2 HE51TIE, BERFLANOHENLONLHESN TV, &K
Bl Eonv 7 EREFET 5856 121%, logging host =~ > KTt 7 % SYSLOG H—/N—|Z#ak LT, & A MUITHRFT
LHMEND D,

H3 250 7O L~ logging trap =~ R CHEFHRETH 5,

[/—}]

o 7 ORI RAM ETiTbil, EHIMIZEEI T FlashROM Iy 7 7 v XL TW5, BIRAY L ENRNy 7T v
SNTWVWARVWRTIIMREINRZNDT, a7 2R GFE LEWEEERTEITAYy 7 7 v 7T 508’ B 5,
reload 2~ RRLT7 7 — LT 2T DONR—=U g 07 v 7RSI 5BEEZITo2BE81%, e 72 FEF LTS
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(B E B
07 a2RRT D,

SWR2310#show logging

4.12 SNMP

4.12.1 SNMP BHIA v E— Y DEEHLF R FORE
BN

snmp-server host iost_address type version version community
snmp-server host rost_address type version version seclevel user

no snmp-server host iost_address

no snmp-server host sost_address type version version community
no snmp-server host sost_address type version version seclevel user

[/XT A= —]
host_address COENA U OEE IPvE E721XIPv6 T KL
IPv6 U7 m—T FUAZIRET H5613, EHA V=7 =2—2AbHBETLILERD
5 (fe80:: X%vlanN D)
type OHEEA v
REME A
iraps T E >< y;z»—yvg k7 v IS E MR
L) CEfFT 5
EBHIA v — % inform U 7 = A MEX (G
informs EHER B V) TEET D, version 132c £ 7=
I3 L EHFETED
version © SNMP R—V 3 v
B EME B!
1 SNMPv1 % {# ff
2¢ SNMPv2c % fifi ]
3 SNMPv3 % i ff
community oA a=T 4 —4(32 UFLUN)
version W' 1'E 72132 D L FFETE S
WA, " EIT T THENATW S X s ", ISR E £
seclevel DA VORIV TSRO LNLEXF 2 VT 4 — L
version 33D & EDHIFETE D
REME Bl
noauth FORE7R L+ W55k 72 L (noAuthNoPriv)
auth FOREH D+ IFFE 72 L (authNoPriv)
priv FORESD Y+ 5 k& ¥ (authPriv)
user D a— 432 SCFLA)
version '3 D & X DHIFETE D
MRS, " I THERTW L & MmO " " IEFRICE R0
[WIERRE]

L
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[ AJTE— K]
Ja—\)aryz 41—y T — R
[FREA]

SNMP I A v E— Y DEFREHET D,

RRT M) =T 8 TH D,

no JEATHEAT Lo ald, HBEFRELERA FORELHIRT 5,

[/— 1]

IPv6 V> 7 a—H)NT RUATHELTWAEA, [A—7 RURICX LBRRLEMNA U F—7 2 —RAEEE LK
EZBINT DL, T RVREEHA LV F—T == AOMABEDLENELINTZ LB L, HOMAEDEDOREN
FTRTHIBRINDIOTEET D2 &, BIZIE, "fe80:10%vlanl" ZH5E LIZ ENEL S 25612, Hifzlo
"fe80::10%vlan2" DF%E & BT 5 & "fe80::10%vlanl" DOFEE LT X CTHIBR S 41, 1BI1 L7z "fe80::10%vlan2" D%
EDHNPIED Z LR D,

[BREH]

SNMPvl ZfEH L, b7 v 7 O%EE % 192.168.100.11 IZFRET D, N7 v 7D I 2 =7 ¢ —4% % snmptrapname
(ZHRET %,

SWR2310 (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c Zffi L. lEI A v E— DOE(ESEE 192.168.100.12 2R IET D, WEZ A 7 % informs, WHIED 2 I 2
=7 4 —4 % snmpinformsname |Z$57ET 5,

SWR2310 (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPv3 Z i L. A vE—YO%EHE 192.168.10.13 [Z%ET D, BHIF A 7 % traps, EETHREOE X =
UT 4 — L% privIZ, =—F—4 % adminl \ZHET 5.

SWR2310 (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4122 VAT AERERFIZBRH A v — TR EET D F TORERE ORE
BN

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[R5 A— 4 —]
sec : <10-600>

TR [R] (7))
(AR E
snmp-server startup-trap-delay 10
[AJ1E— F]
Ja—nmNnarz 47 b—va e —R
(@]

VAT MEBEIFIZ, SNMP I A vE—Y (hT v ) ZEET DHE TCOMERMAZRET 5,

VAT LEENE, RN T D F TICAER S U7 SNMPGEA A v —UiE, FHRFFRIRREZ IS EE S D,
no JETIAT L2 GA X, REZHIRT 5,

[/—}]

FERERE R OFHAIBALG, & TIX, U Tor ZRntihanizczA4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

(B E B
AT LEBIFIC, SNMP I#H A v B — V2 MMET D F TORERM A 30 ICRET D,

SWR2310 (config) #snmp-server startup-trap-delay 30
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[EFX

snmp-server enable trap trap_type [trap_type]
no snmp-server enable trap

[7NT A—F—]
trap_type D NIy T ORE
REME B
coldstart IR OFF/ON, 7 7 — LAY = 7 FHiE
warmstart reload =1~ o R F{THF
linkdown NS E A
linkup Voo T v 7k
authentication ORISR
12ms L2MS D= — = > M FEKIE
errdisable ErrorDisable 5 Hi,/ fif R R;
rmon RMON A > | LTI
termmonitor Uit A A AR e By
bridge iﬁ:yﬁyU—W~F@ﬁ/FﬁDV~
A
loopdetect Jb— 7Kg LR RS
- TRTCO LTy TR, 274 7 BT,
ERIANTO LT v THRENRE SN D,
[FIHIRXE]
no snmp-server enable trap
[AS1E—F]
Ja—)ary 74—y g rF— KR
[RLFA]

EET DRIy TOEMY A TERET S,

no B CTEIT LG EIR. NI v &2l T 5,
[ EH]

coldstart b7 v 7 HH/ T 5,

SWR2310 (config) #snmp-server enable trap coldstart

T T ERBENT D,

SWR2310 (config) #no snmp-server enable trap

(1]

4124 AT AAVE T FOBRE

[EX
snmp-server contact contact
no snmp-server contact

[PXT A —=F—]

contact VAT AALE T NE LTRET D4 FRQ255 CFLIN)

(R E]

no snmp-server contact
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[AF1E—F]
Ja—nm"narz 4 b—va ' —R
[BHA)
MIB % %% sysContact %R E 9 D,
sysContact [T —fIZ, EFHHFT OARTEE L EZ LA L TBLEHTH D,
no I THAT LI ad, REZHIRT 2,
[ E ]
VAT LA H Y k& swx_admin@sample.com [ZEXET D,

SWR2310 (config) #snmp-server contact swx admin@sample.com

4125 VAT hualr— a3 VORE

[F=

snmp-server location /ocation

no snmp-server location
[/XF A—F—]
location VAT Au—va b UTOBRET D455 SUFLIN)

[FIHAER E]

no snmp-server location

[AJTE— K]

sua—nNarz 4l —ya et R

[

MIB Z#%% sysLocation % 7% E T 5,

sysLocation |3 —#%HIIZ, HESRORELTTZ LA L TBIEHTH S,
no JEATIHAT L7213, REZHIRT 5,

[BREH]

VAT Anlr— 3 % MainOffice-1F (23 ET 5.,

SWR2310 (config) #snmp-server location MainOffice-1F

4126 SNMP 2 X == 4 —DRE

[EF=

snmp-server community community ro_rw
no snmp-server community community

[/XT A—&—]
community DA a=T 4 —432 LFUN)

WS, " EIT T THEATW & X, WD ", " ESCTFEICE £
ro_rw T AR

REE Bk

10 P L EE

rw FHEIAL AR
[WIERRE]
7L
[AJIE—F]

Ja—\)arz 4 —varsE— R
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[FEHA]

SNMP 22X 2 =7 4 —%&&ET D,

Bk CEDLaIa=T 4 —ORRET 16 THD,

no WA TIAT LI HA. HBEaI2=7 4 —%HIBRT %,
[ 2B

A LEEHAD a2 I 2 =7 ¢ —4 public R ET D,

SWR2310 (config) #snmp-server community public ro

public 2 X = =7 4 —%HIRT 5,

SWR2310 (config) #no snmp-server community public

4.1277SNMP B = —D/RE

EEN
snmp-server view view oid type
no snmp-server view view

[/3F A—4%—]
view D B a2 —4((32 LFELN)
oid : MIBAZ7 Y =7 ID
type AL
BREME B!
include BELEAT7 Y27 b ID ZEHARICT D
exclude FBELIE-AT Y27 b ID Z2EHEAR 50
N5
[F1EAER E]
L
[AJ1E— K]
Ja—r\)arz 4 —yarE'w—NR
[FRHA]

SNMP MIB ¥ = — % ET 5,

MIB B 2—&i3, 77 RAELZHTTIBICHEETOIMIB A7V 27 FOEASTH D,

BKEELTEX A MIB Ea—0FEKRKKIT 16 THD,

0id X7 A —H—L type )XT A —H—DIT, FFEDA TP =7 NID LD MIB 7V U —2EHx5 45,/ L
RN EEBEWT D, 0id /NT A —H—L type NT A =X —DflE 1 OO N —L LT, £%DMIB E2—I(Z
HLTEEOZ P —2fBETHILENTE, TORKREILE TH D,

O N —ZEE LRI, FREFNVEELEA T Y27 FID OF TAEGERICH D HDIF. LV FAORE
BETHE LA V=7 NIDIZHINT D type /3T A —X —RNEHRIND,

n X TCa~vy FEETLESEASIE. MIB B2 —%28lR+5, =2 M —HEZOHIRIZTE o0,

[ EH]

internet / — F(1.3.6.)EL F A& T most E =2 —ZRET D,

SWR2310 (config) #snmp-server view most 1.3.6.1 include

mib-2 / — F(1.3.6.1.2.1)LL F Z %7 standard £ = —Z X ET D,

SWR2310 (config) #snmp-server view standard 1.3.6.1.2.1 include
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4.12.8 SNMP 7 V—7DFRE
[EF=R]

snmp-server group group seclevel read read view [write write view]

snmp-server group group seclevel write write_view [read read view]
no snmp-server group group

[F—7V—F]
read ORI N—=TIIHET D — = F A L ATREZR MIB B 2 — & 1RE T 5
write DRI N—TICET 22— N EEIALFIRE/R MIB B 2 — % 1EET 5
[/XT7 A—5—]
group LT V—T 432 SCFEL)
seclevel DRI N—T IR T D=l ko bndEXa VT 4 — L
REME B
noauth FOREZR L - 551k 72 L (noAuthNoPriv)
auth PaEd ) « W5k 72 L (authNoPriv)
priv FREDH D« B 5k & U (authPriv)
read_view DR N—=TIIHTR T S =P =03 Fi H L ATREZR MIB £ = — DA (32 ST L)
write_view DRI N—FIIATET D 2 — PR EEIALAEEZ: MIB B = — D4 HI(32 LFLN)
[FIEIERE]
L
[AJIE— F]
ra—R)ary 7 40— g F— R
[RiAA]

2= =T N—TEHRET D,

ZOATY R TRESND MIB E2a—IlHENRVMIB AT V=7 b~DT 72 ATEIESND,
MIB t = —[J snmp-server view =~ > NI L > TEZRIND,

AT =T 16 TH D,

no B Ca~vy REFITLESLGAIR. BEZ VT OREZHIRT 5,

[RXEH]

2 —H—7L—7 admins Z1ER% L. admins 7/ —7ZTET D2 —% —|Imost E2—~DTNT 7L ARG 2
60

SWR2310 (config) #snmp-server group admins priv read most write most

2 —HP— TN —"7 users ZVERL L. users 7 /V— 7 D@4 5 2 —H —{L standard B = —~Di A H LT 7 & AR 5
2B,

SWR2310 (config) #snmp-server group users auth read standard

4.12.9 SNMP =— ¥ —DFRE
[EX]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]|

NoO SNMp-Server user user
[F—U— K]

auth DORRRET VY RLERET D
priv R LT VT Y XA LAEHRET D
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[78T7 A —=F—]
user D — =432 CFEUN)

WS, " EIE T CTEEATW & Bmo " IETRICE En
group L T4 (32 SUFLA)

mieAs, " E IR THENR TV L & WO " " IESCFERICE Enn
auth O FREET VT Y XL

REME B!

md5 HMAC-MD5-96

sha HMAC-SHA-96
auth_pass DORRRENRA T — R SUFEL B, 32 STFLI)

MY, " EIT " THEATW S E L WEEO ", " ESCFRICE £
priv N R =W

REME 2 EH

des DES-CBC

aes AES128-CFB
priv_pass DOMFRENA T — R CFRL B, 32 SCFLI)

MG, " EIT T THEATW & X s ", " IESCFRICE £
[WIHRRE]
L
[AJIE— K]
ra—\)varZ 4 S b—varE'— R
(@]

=Y —%RET D,

ARa< FOZ)V—T741X snmp-server group 2~ > R TEFRLTCARMEREL, V7 V—T7HECTHEL X2
T A —LoUUZSE LT, BENEORGELE R S L THEAT 7L XL ERRAT— RERET D,

B, BAEEATO T LD R ZITO T EIXTE R,

R P =T 16 TH D,

FRRERCIE AL DA, T T Y LB LU RY — Rid, ®fL725 SNMP v 32— v —fllo 22— —FE & —E

SETBILERDH D,
no JERATa~r RE&FT LA, E2—P—DORELZHIRT 2,
[ AEBI]

a—H%—& L Cadminl ZELT D, PRI NV—TORELFIR I NV—TTEDONIZEX 2V T 4 —L-ULIZE
YT, L - R L T % 7 1 b L(SHA, AES) & 7R 2 U — R(passwd1234) 8 ET 5.,

SWR2310 (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

a2—H—L U Tuserl ZEkT 2, FTBINV—T7ORELFIBI/NV—TTEDLNTEX 2V T 4 —LLIZED
BT, RFE - BBALTHEMT D7 1 b 2 /L(SHA) & /S AT — R(passwd5678) & & ET 5,

SWR2310 (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP Yy —R—~T IR TEBR7 54T rFOIP 7 KL ZHIfR
[

snmp-server access action info [community community]

no snmp-server access [action info [community community]]
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[F—TU—F]
community D Aala=T 4 —%EETD
[/XT A —F—]
action T RASHCR T AEMEERET D
REME S
permit K E"FFRI"T D
info DT D IRETE IPVA/IPVE T R L AE R AR ET D
REME A
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 FMbit)fF & D IPvd 7 K
A.B.CDM L A(AB.CD)Z T %
XX X:X IPv6 7 R L AX:X:X:X) &4 ET 5
XX BT Ry b A7 EMbit)fl & D IPve 7 K
XX:XXM VAX XX X)EHRET D
any T R_TO IPV4/IPv6 7 KL AZIRET 5
community oA a=T 0 —4((32 LFELN)
T eAFRMEEAT a2 =T 4 —
A2 =T 4 —DOFREEBAK LTEGAE. 77 BAFMFTTRTOII =7 ¢ —IZX% LTl
Hans
MsGEAS, "EITTHENATW o & & mEGo", "IESCFRICE ke,
[FIIRR E]
7L
[AJ1E— K]
Ja—\)varyz 4 l—y g rEw—R
[

SNMP $—N—=~DT 7B A% TH T T4 7 MK % IPv4/IPv6 7 R L A THIRT %,
AKa<wy NIRRKRZEEFTRENPARETH Y, LBITRESNT OB L TEHAIND,
Kavy FERE LSS, B8 LIEREEMTZ SR0WT 78 23T X THEGT 5,
T2l Kavwy FEREL THWRWESIE, 33 TO7 78 RX&2FFT 5,

no A TIAT LA, € LIEREZHIRT 5,

no /3. T community &g L7256, $657E L7 info DT X TOREZHIFRT 2,

no R TT RTONRT A—=F—ZHME L2556, TXTOREXHIRT D,

[/—}]

AKa<wr RTOT 7 ZADHIRIZ, SNMPvl, SNMPv2c D7 7 v AD R &b,
SNMPV3 O 7 7 ¥ ZZI3J@H S,

[ EH]

SNMP #—/R—=~D7T 7 & 2% 192.168.100.024 D& 7 A "B DBFFA[T 5,

SWR2310 (config) #snmp-server access permit 192.168.100.0/24

23 2=F 4 —4'public' T7 7 & ARRE/R AR A h % 192.168.100.0/24 DI, 22 = =T 4 —4'private’ T7 7 & A A]
HBEZRAR A % 192.168.100.12 D AITHIFRT 5,

SWR2310 (config) #snmp-server access permit 192.168.100.0/24 community public
SWR2310 (config) #snmp-server access permit 192.168.100.12 community private
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41211 SNMP =2 X =2 =T 4 —DFHROERR

[EF=]
show snmp community
[ASIE—F]
FHHFHE EXEC £ — R, H5H#E EXEC £— K
[FLAA]

SNMP = X = =7  —DIFRZFRT 5,

Al a=T 4%, TIVEAE—REERT D,
[BXRE B

SNMP = X = =7 ( — DIz £ d %,
SWR2310#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP ¥ =2 — DR ENBEDFHT
[EX]
show snmp view
[ASTE— R
FEHFHE EXEC £ — K, %#HE EXEC £— F
B
SNMP b = — DR ENTETRRT D,
Ba—%, A7 V=7 NID, 44 ThERT D,
[ EH]
SNMP t = — D ENEEFTRT D,

SWR2310#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7 V— 7 DHENBDFH R

[EF=
show snmp group
[AJ1E— F]
FEHEHE EXEC & — N, ke EXEC £— R
[FL8A]

SNMP 7' V—T7 DR ENK & FRT D,

TN—T%, EX2 V74—~ GiAAAAE 2 —, EXALAL 2 —2FKRT B,
[B%E R

SNMP 7 —TF DR ENE &= ERT D,

SWR2310#show snmp group
SNMP Group information



0| a2~y R 77 LA | RST - EAIERE

Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP 2 —H¥F —DRENBE DR

EEy
show snmp user
[ASTE—F]
FEHEHE EXEC & — N, ke EXEC £— R

B
SNMP = —HW—DHENE & ERT D,
=P ID, a—Y—4&, iRt 500 —74%4, R, et ixkE2FRT 5,

[ EH]
SNMP 2 —HW— DR ENETEFTRT D,

SWR2310#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaecb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON
4.13.1 RMON BREDFRE
[ER]
rmon switch
no rmon
[3F A—F—]
switch : RMON #&REDE
R EM A
enable RMON HgEZ G20 T 5
disable RMON HBERE 2 #2012 5
[FIHIRRE]
rmon enable
[AJIE— F]
Ja—N)naryz4JL— g rET— R
[RiAA]

VAT AE{RD RMON #EEEDEHELZ R ET D,
no JC K CTHEAT L= A ITHIMRR EIC R 5.
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[/— 1]

ARawy RTUAT ALRO RMON MEREN TR & L7254, LLFO RMON 7 v—7 OEENREZD & 72 %,

« A—H Xy MEHEHRIV—T

. BEIN—T

s TI—LITN—

s ARV ITN—T

ARaw Rix, 77 A X— b MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1)% AW CTERET 5 = & D3 AlHE,

[3% 2 5]

RMON HREZ A 2NIZT 5,

SWR2310 (config) #rmon enable
RMON HERE A BN ¥ 5,
SWR2310 (config) #rmon disable
4.13.2 RMON 1 —# X v MEEHMER I V— T ORE
EEN

rmon statistics index [owner owner]

no rmon statistics index

[T A —5F—]
index 1 <1-65535>
A —H % MEFHE®R T V—T DA T 7 A(etherStatsIndex)
owner D A=Yy MEEHE#R 2 V— T D A — ) —4 (etherStatsOwner)
127 3T LI
(B L7=354 : RMON_SNMP)
(WX E]
mL
[AS1E— K]
A =Tz —AE—N
B

RGEA B —T7 2 — AT, RMON O A —H v NEFHER 7 NV — T OREEZH/NNCT 5,

Aoy RERE LSHA, HeHEROUENTTHIL, RMON MIB O etherStatsTable 2AHUG T& 5 L 912725,
Fl—A H—T7 =R 5D, Ka~<wr FOREED ERIXZE THD,

no IR CTFEAT LA IR, BE L WUE LIHEHER A HIFRT 2.

[/ =

RMON HRETA — 1 v MEGHEBRZ L — 7 OREEL AT 272DI2IE, Ra~vy R T, Y AT LAREKT
& RMON BEREZ AN T 2 MENH 5,

Kawy Re BEE LGS, 2hE CIE L7REHERZHIBR LT- 9 2 T, BENELZEET S,

VAT LARRD RMON BEREA NI L7356, HaHEMOWENR TS D, TO#%, ¥ A7 LA4{KD RMON #
BEANLISA, ZAvE CIE LeREHERZAIBR L7 5 2 C. BENELZFIAT 5,

[BREH]

portl.] TRMON DA —H %y MEFHER 7 NV — T DOREZHANIT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #rmon statistics 1

4.13.3 RMON BRE I N — T DFRE
EE

rmon history index [buckets buckets] [interval interval] [owner owner]
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no rmon history index

[7NT A—=F—]
index 1 <l -65535>

JEIE 7 —"T"DA T 2 A(historyControllndex)
buckets 1 <l -65535>

J&IRE 7 — 7 D Jg FE LR R # (historyControlBucketsRequested)
(B LT7=554 1 50)
interval 1 <1-3600>
J&RE 7 N— 7 D JE LR [ FR (FD) (history ControlInterval)
(B L7=555 : 1800)

owner o BT N—T" DA —F—% (historyControlOwner)
127 3T LI
(B L7235 : RMON_SNMP)
[FIHR ]
7L
[AJ1E— K]
A F =T 2—AF— R
B
XtGiA v B —7 = — AT, RMON DB )V—T DR E & HIMNZT %,
Ao~y RERELEZSA. RMON MIB @ historyControlTable NEfF T& 5 X 9512725, Ka~wr NRER., %€

L7-RME T, JBIEIEHROINELTTHIL, RMON MIB @ etherHistoryTable 23 HfS CT& 5 X 912725,
Fl—A 2 =T 2—2XT D, Ka~vy FOREHD LIRIT S TH S,

no I THAT LI EIE, BE L WUE LI BREIE R A HIFRT 2.

[/—h]

RMON H#RE CBRE /7 NV —7 OREEZ AT 72D, Ka~ 2 RITA T, A7 AL TH RMON ez f
INET DTN D D,

AKavy e EEXLESAG, ZNECIUELERBEEREZHIR L O 2T, HENELRKT D,

VAT LR RMON BERE A HELNIZ L7256, RIEEHMOINE R P sh D, TD%, ¥ A7 L4{K?D RMON ##
RERA AN LIS E . ZHvE CIE LTS BREIEMAHIBR L2 9 2 C, MENELZHIET 2,

[BREH]

portl.1 CRMON DJEREI N—TDREEAIT 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #rmon history 1

£

e

4.13.4 RMON A Xy N T —7D
[EX]

rmon event index type community [description description] [owner owner]

no rmon event index
[T A—F—]
index 1 <1-65535>
AR NI N—T DA T v 7 A(eventIndex)

type o A X MER(eventType)
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BRIEME i

log |=BZ Nt & S )

trap SNMP k7 v 7% E{F

log-trap 2 Z\ZFEk L. SNMP 7 v T & E(E
community i 33 2 =7 1 —4%(eventCommunity)

127 3T LI

type I3 "trap" F 721X "log-trap" D L FFEETEX 5
description t A X2 kO (eventDescription)

127 37 LI

(G L7235 : RMON_SNMP)
owner AR N N—T DA —F —4% (eventOwner)

127 SCFLAN
(AlE L7-%4 : RMON_SNMP)

(AR RE]
L

[AS1E— K]

Jua—\)arz 4 l—yarEw—NR

[FAA]

RMON DA R T N—T DREEAIT D,

Ka<wy REFEE L7Z%E. RMON MIB O eventTable NG TE 5 L5127, Ra~vy ROA XU N7 A—T7D
FEIL. rmon alarm =~ K CEHAT 5,

no B TIAT L7 5A 13, REMEEZHIRT 5,

[/—h]

RMON HERECTA X2 R I NA—T ORELEFNCT H-0ICiE, Aa~r RIZMAZ T, Y A7 LA2KTH RMON BEEE
EHINCT HUERD D,

RMON @ SNMP | 7 v 7% %(ET 5846, SNMP O b7 v TEEORENMTHONLTWDLEND D,

[BREH]

SNMP k7 v 7 DOFEEEIT>THhEH, RMON DA X NI N—TDOREEFINT D, A2 MERIL "log-trap",
FT7 T DA a=7 4413 Tpublic] &7 5,

SWR2310 (config) #snmp-server host 192.168.100.3 traps version 2c public
SWR2310 (config) #snmp-server enable trap rmon
SWR2310 (config) #rmon event 1 log-trap public

4.13.5 RMON 7 7 — A )L—TFDRIE
BN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner)

no rmon alarm index
ST R —5—]
index 1 <1-65535>
T T =T N—T DA T v 7 A(alarmIndex)
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variable o BRI MIB 472 = 7 | (alarmVariable)
interval o <1-2147483647>

W7V TR (DY) (alarmInterval)

type o B 7Y v 7R (alarmSampleType)
REME B
MBI C & D Heig, o T AL L& VM
absolute E LT 5
delta FRRHMENZ & 2 b, &y o 7 VAl & il
Yo T EDEE L EWEE T 5

(B L7236 : absolute)

rising threshold . <1-2147483647>
EBR L &\ ME(alarmRisingThreshold)
rising_event index : <1-65535>

A X~ T v 7 A(alarmRisingEventIndex)
falling threshold . <1-2147483647>

TFR L %\ Ml (alarmFallingThreshold)
falling event inde : <1-65535>

x
A X hA T v 7 A(alarmFallingEventIndex)
startup o <1-3>
7 T — LD EMOPETHEMT H L Z\ ME(alarmStartupAlarm)
REME B
1 BR U & VME D 28 9 5 (risingAlarm)
2 TR L & WME D 2 119 % (fallingAlarm)
3 ERRUEVME, TRRL EVMEOM G 26+
% (risingOrFallingAlarm)
(B L2356 0 3)
owner D T T — AT N—T DA —F—4% (alarmOwner)
127 37 LN
(B L7235 : RMON_SNMP)
[WIHIRRE]
7L
[AJ1E— K]
rJua—)ary 7 40— g F— R
[FLBA]

RMON O7F 7 — A7 V—T DREHEHINZT 5,

variable \Z1X, RMON O7 7 — A7 )V—TOEMIIREMIB 47 V=7 N ET 5, variable 1%, etherStatsEntry(.
1.3.6.12.1.16.1.1.1)OMIB A7 ¥ =7 "D 6, I EZHRAEROMIBA 7Y =7 NOAKFEEREE, LLFD 35D
T Y AT E,

» etherStatsEntry. X.Y

* (etherStatsEntry T @ OID 44).Y

+ .13.6.1.2.1.16.1.1.1.X.Y

21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. )X ET 5% E. L FOWT IO TH R E HE,
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i =N A
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 44).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising_threshold £7-1X. falling threshold ® 6 b DKz ET DR AL TRE, ZO%H. RENEM ST
WHRT A=HZIZIE, LUFOERRESN D,
s rising threshold O F{F
* falling threshold : rising threshold &[] UfE
s falling event index : rising event index & [F] UfH
o startup : 1( ER L 2 WEO LT %)
s falling threshold @ Zf%

s rising threshold : falling threshold & [F] UfE
*  rising event index : falling event index & 7] UfH
o startup : 2( PR L EWMEO T %)
Kawy RaE#E L7%E. RMON MIB @ alarmTable 23S CX 2 K 912725,
no JTETHFAT L2 5GA 13, REMAZHIBRT 2,
[/—}]
RMON HRETT 7 — L7 V=T DREEFINCT H720I121E, Ka~y FITMA T, ¥ A7 A2fKTH RMON HiE
BT DUERD D,
variable \Z¥8ET D MIB A7V =2 M3, A —FFy MEEHERZ V=T DOMIB A7V =2 b ThDH, {ROA >~
T I AR =Xy MEEHEBRZ VL — T DER SN T RWEE, Kavxr NI —Ek 5.

A —H % v MREHER Z /L — 71X, rmon statistics =~ > NIZTIERATHE, Ko~ FTHEHAL TS A —% %y b
HEHER 7 N —TDBHIBR SN TZGE. Aa<r RLElRE S,

AR IDA T 7 ZE rmonevent AV NCRE LA VT v 7 A&fET D, Aa~v FCHEHALTHD
AR N NA=TRHIBRESNTZGE Aavr RLHIBRESN D,

rising_threshold ® L Z\VMEIX., falling threshold ® L X WMELL EOE T/ d T 72 6720,

AKavo R EEEZLESEG, ZRhETOV TV 7T —2ZHIBR LIS 2T, BEY 7Y 72T 5,
VAT LAfKD RMON #ie 2 #9)IC L= 6, o7 ) v 7 iitilfiansg, ok, v A7 A2k RMON e
EHMNCLIESA, IRNETOYV TV 7T —2%HIBR LIS 2T, BEY LTV 752G T 2,

[ E 5]

UTFDEET, RMON OF T — L7 —FDREZHNT 5,

o BEEUISGHR MIB 47 2= 7 M., etherStatsPkts. 1,

o U7V URIRIZ, 180 Fb,

o YTV TRERNE, delta,

o EBRUEVWVEIX 3000, EFRLEWMEZE ERS72E & DA X2 MI 1,

o TRRUZVMEIZ 2000, FRLEWEZ FElS/ZEEOA X2 MEL,

SWR2310 (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.13.6 RMON #REDIRFER
E&

show rmon
[AJTE— K]
JEHME EXEC £ — K., %74 EXEC £=— F
BN
RMON HEHE DR ELCIRRE R KT B,
ITOHEBENEREIND,
o VAT AL{RD RMON BEEEDRE
« RMON HERED 7/ —7 T L OFRIE
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« A—H xRy MREHEHRINL—T
. BEIN—T
o TI—LITN—T
s ARV RITN—T

[BE B

SWR2310>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index =1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %R v MREHER 7 L — 7 DIREFER

ESN!
show rmon statistics
[AS1E— ]
FHFrHE EXEC £ — N, %54 EXEC £— N
B
RMON A —H % v MEiHEHR 7 L —7 ORECKREE R RT D,
UIFOHEANERIND,

s AUT VI A

o XMNBALUH—T z—RA
s input /X7 > b

s output /X7 v K

[ EH]

SWR2310>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0
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4.13.8 RMON B 7 L — 7 DIREBR T

[EFX]
show rmon history
[AJIE— F]
FERFHE EXEC £ — R, F#HE EXEC E— K
B
RMON JEIE 7 v — 7 DR iEPIRE A KR T 5,
UTOHEHNPFERSND,
« AT VIR
s WBAUH—T z—R
JEIENS D PRFFEL
J IR A T B
F—F—4
B!

SWR2310>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

4.13.9 RMON A X k 7 )L—FDIREER T

[E=R]
show rmon event
[AJ1E— K]
JEHHE EXEC & — R, ## EXEC T— K
i)
RMON A 2 k7 —7 OFGERLRIEL BT %,
LFOEANRKRSND,
AT I A

« AR hOFY]
o A RRER
Ty TEEHDAI 2 =T 4
A~ b FATHY
A—TF—4

[ EH

SWR2310>show rmon event
event Index =1
Description RMON SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.13.10 RMON 7 7 — A7 )L— 7 OIREER R
EEy

show rmon alarm
[AJT1E— K]
FEHEHE EXEC £ — N, ke EXEC £— R
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[FiAA]
RMON 7 7 — A7 N —T7 DR ERIREE R RT D,
UTOHANERSND,

« AUT VI A

o T T —ALDIREE

o BB MIB A7V b
o YTV TR

o BT TFER]

o HEE

o EFRL VM

« ERLEWEDA X K

« TERLZWE

o FERLEVWEDA X b

o BALGT T — A

« A—F—4%

[F% 2]

SWR2310>show rmon alarm

alarm Index = 1
alarm status = VALID

alarm Interval = 15
alarm Type is Absolute
alarm Value = 0

alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —% X v MREHER I NV —T DI L Z—D 7 VT

EE=Y
rmon clear counters
[AS1E— K]
A H—T 2 —AF— R
B
KGRA B —T 2 —AD, RMON A —HRy MEGHERIN—T DI B —% 7 V7T 5,
[BEH
portl.1 O RMON DA —H Ry MgiHEMIN—TDh 0 2 —% 7 VT T 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #rmon clear counters

4.14 TELNET ¥ —/\—

4.14.1 TELNET Y — N\—DEBB L OZM R — " EFDOER

EEy

telnet-server enable [port]
telnet-server disable

no telnet-server
[F—Y— k]
enable : TELNET % —_—%HhzT %
disable : TELNET % —/"—Z |24 %
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[T A —F—]
port : <1-65535>

TELNET H— =D A= 7 K—  &E (AW L75HE @ 23)

[FIHIRR 2]

telnet-server disable

[ASIE— K]

ra—\var 747 b—va Ee— R

B

TELNET Y —_—%Fh2+ 5, £/, VA=V T TCPR— bEBERETHI LN TE B,
no FE CTEIT L2 EA IR ELhCT 5,

[ EHI

VA= 7 R— +3E 5% 12345 (2 L C TELNET — 3—% @3 5,

SWR2310 (config) #telnet-server enable 12345

4.14.2 TELNET Y —_— DR TEIREBOFER

[EFX]

show telnet-server
[AFTE— ]
¥iHE EXEC £— K
[REA]

TELNET H— \—0ERN A TR~ T 5, LTOHEANERIND,
« TELNET ¥ —/ X—BRE D A 2/ M%)

o YR=UITHR—bOFES

¢ TELNET %—/N—~D7T7 7 A% T5 VLAN f VX —7 = — R
s TELNET % —/\—~D7 7 A %HIRT 57 4 V¥ —

[EX EH]
TELNET % — _— OB ER N A FRmT 5,

SWR2310#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface(vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

R
il

4.14.3 TELNET %—/"—~7 7 XA TEXL5HK A D
&

telnet-server interface inferface

no telnet-server interface interface
%5 A—5—]
interface i VLAN A & —T = — R4

(IR E]

7L

[AF1E— F]

sa—m\)varZ 47—y aryE'—FR

[BLFA]

TELNET #—/S—=~D7 7 ¥ ZZFF A4 % VLAN A ¥ —7 = — A &R ET D,



80| A~ RU Ty LA | fR5T - HHIFERE

no WA THEAT LG AL, FBELIA V2 —T7 =— A& HlRT 2,

Aoy MK 8 % CRETE,

BE LTZNRI @M %,

Ko<y REFRELTOHRWESIL, R VLAN OART 7B ATE 5,

[/ — P}

telnet-server enable 35X E S AL TV WA, ARa~< RITHERE L 720,

[FE B

VLAN #1., VLAN#2 {285t L CTWA KR A B O TELNET ¥ —/R—~D7T 7 B A Z AT 5,

SWR2310 (config) #telnet-server interface vlanl
SWR2310 (config) #telnet-server interface vlan2

4144 TELNET V—RX—~T 7R TEXBH7 74T rDIP 7 FL RH|R

[EX]
telnet-server access action info
no telnet-server access [action info)

[73F A —4&—]
action T 7B AL T DEER IR ET D
R EME B
deny FIFEEELRT D
permit AR D
info DRI LT D IEEIT IPVA/IPY6 7 N L A RA R ET D,
REME LA
AB.CD IPv4 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbitfF & D IPvd 7 K
A.B.C.DM L A(AB.CD)ZEET 5
X:X:X:X IPv6 7 R L A(X:X:X:X) &2 ET D
R YTy b~ A7 RMbit)ff& D IPv6 7 F
XXEXXM L AX: XX X) &R ET D
any T A_XTODIPVA/IPV6 7 LA FRET S
[FIHIER E]
L
[AJ1E— F]

Ja—\)ary7 4 L—g EF— KR

[FLFA]

TELNET H—N—=~D7 7B A ZFRTH7 747 2 MuK%Z IPv4/IPv6 7 R L A THIRT 5,
AKavwy NIRRKSHFETHRENHRTHY . RIIRESNTZHONELE L THA SN,
Kavwr RaeiRE LTcya. Bk LR 2M S 2WT 78 23T X THESR T 5,

T2l Kavy REREL TOWRWESIE, $XTO7 78 RX&2FFT 5,

no B TIAT L7 A 1. € LIEREZHIRT 5,

no JEAT/RT A—F—ZEME LIZGE. T TORELHIBRT D,

[/ —F]

telnet-server enable 35X E IV TV WA, Ao~ RITHERE L 720,

[FAE B

192.168.1.1 & 192.168.10.0/24 D& 7 X k35 @ TELNET V' — "—~D7T 7 ¥ A DH %] T 5,
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SWR2310 (config) #telnet-server access permit 192.168.1.1
SWR2310 (config) #telnet-server access permit 192.168.10.0/24

192.168.10.024 D& 7 X > k7350 TELNET Y —_R—~DT 7 ¥ ZA DL E LT 5,

SWR2310 (config) #telnet-server access deny 192.168.10.0/24
SWR2310 (config) #telnet-server access permit any

415TELNET 7 747~ k

4.15.1 TELNET 7 7 A 7 > b D)

[ER]
telnet host [port]
[/RF A—F—]
host U E—FARR M, £720E, IPv4 7 RLA(AB.CD), £721%, IPv6 7 K L A(X:X:X:X)

IPv6 U > 7 m— N7 RURAZIRET 25HE1E, Sl v =T = —ZAbRET OLER D
5 (fe80::X%vlanN D)

port 1 <1-65535>
R 2R — &S (B LGS @ 23)

(#1813 €]

L

[ASTE— K]

et EXEC B— N

B

FEE LA A b~ TELNET THkid 5,

[ EH]

IPv4 7 R 1A 192.168.100.1 DA A MZ, AR— FEH 12345 T TELNET ##c3 5,
SWR2310#telnet 192.168.100.1 12345

IPv6 7 K L A fe80::2a0:deff:fel1:2233 O 7 A MMZ, A— h&E5 12345 ¢ TELNET ##i 7 5,
SWR2310#telnet feB80::2a0:deff:fell:2233%vlanl 12345

4152 TELNET 7 94 7 ¥ b OERL
[

telnet-client switch

no telnet-client

[73F A =4 —]
switch : TELNET 27 A 7 > b AT % D H
R EME A
enable AT %
disable T D
(R E]
telnet-client disable
[AJ1E—F]
rua—\varz 4 b—va e —R
[FAA]

TELNET 7 74 7> & LCtelnet 2~ REEHTE S L 51T 5,
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no TR TFEIT L8 & 12 TELNET 27 54 7 > h 2RI+ 5,
[ EH]
TELNET 7 74 7> b= HZT 5,
SWR2310 (config) #telnet-client enable

4.16 TFTP ¥ —/ \—

4.16.1 TFTP Yy —"—DEENE L UOZf R — FEEZDOER

[E=]
tftp-server enable [port]
tftp-server disable
no tftp-server

[¥F—7—F]
enable : TFTP = "—ZHNIT 5
disable : TFTP H—"—Z NI T 5
[T A—&—]
port ;. <1-65535>
TFTP — =D U 2= 7 R— &S (B LI5S 69)
[FIEIRRE]
tftp-server disable
[ASIE— F]
ra—mpvar 74—y a e — R
[BLFA]

TFTP H—_—%HWT 5, -, VA=V I R— I NEEEIEETHILENTE S,
no JEX CTHEAT L725A 13 TFTP Y — "— %2 Whiz 3 5,

[ EH]

VA= R— B % 123452 L C TFTP H— —% K87 5,

SWR2310 (config) #tftp-server enable 12345

4.16.2 TFTP Y — — DR EIREBOER

EEy

show tftp-server
[AJ1E— ]
F#HE EXEC £— R
[@iA]

TFTP — R_R— DR TR E TR T D, U FOBEABERIND,
s TFTP Y — —¥BEDH %h/ S

o VA=V ITR—TNDOFE

e TFTP 4 —R—~DT 7 ¥ A% 0]+ 5H VLAN f X —T = — A

[BEH

TFTP Y — S — D EIRILE 2T D,
SWR2310#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3
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R
il

4163 TFTP %—_X—~"T JEATEAHEF A D
[EX]

tftp-server interface interface

no tftp-server interface interface
[73T A =4 —]
interface : VLAN A & —T = — R4

(IR E]

L

[ AT E— K]

Ja—\)aryz 41—y g T — R

[FREA]

TFTP % —N—~DT 7 ¥ A% T5H VLAN A VX —T =2 —AZHRTET D,
no JERTEITLIEHEAIE. BE LA v A —T7 =2 — R & HIRT 2,
RKa<wy FidgK8MHETHETE, RELLIEIZ#EHET 5,

Ka<w REFRTEL TWARWEASIL, BRF VLAN OLT 7B ATE 5,

[ EH]

VLAN #1, VLAN#2 1286 L TWAHRA NSO TFTP b — = ~D 7 7 B A &R T 5,

SWR2310 (config) #tftp-server interface vlanl
SWR2310 (config) #tftp-server interface vlan2

4.17 HTTP Y —/3—

4.17.1 HTTP Y —N_—DEEIRE L O R — FEFDOER

EN
http-server enable [port]

http-server disable
no http-server

[¥F—7U—F]
enable © HTTP — =% [T 5
disable © HTTP $—"—% T 2
[T A—4&—]
port 1 <1-65535>
HTTP h— =D Y A=V 7K — &5 (A L7854 : 80)
(W E]
http-server disable
[AS1E— F]
ra—m)var 74—y a e — R
B

HTTP Yy — _—%FHEhT 5, /2, VA=V TCP AR— FEBEIEETH LN TX 5,
no JE CHEAT L7255 E 13 4 5,

[BXEH]

Y A=V R— b&F 5% 8080 (Z L C HTTP — —Z #d 5,

SWR2310 (config) #http-server enable 8080
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4172 X 27 HTTP y—"—DEHEB L OZftHR— FEEDOEE

EEN
http-server secure enable [por?]
http-server secure disable
no http-server secure

[F—TU—F]
enable DX 2T HTTP = =2 HT 5
disable ©BF 2T HTTP — =& M3 5
[T A—%—]
port : <1-65535>
¥ 2T HTTP —"—D U A= 7R — hEE (B LIZ5E « 443)
[(WIHIRRE]
http-server secure disable
[AJ1E— K]
ra—\pvaryz4 S b—va E— R
[RLBA]

Y X 27 HITP y— =2 HMT 5, £z, VA= 7 TCP R— hESEZIEETHI LN TE 5,
no LN CHEAT LG G 13 hc T 5,

X 27 HTTP Y — "2 G LG E. Wby 7 b =TIk TiThbiv b, F 7740 v 7 &IZINLET
CPU fEH#EREL 725,

R ZRET 572D, ¥y v aR— RRLAN Yy 72 PHBE) CHEFIND Web X—V 22—V —TT 7
T AT LFITRET DO FE LU,

[ E B

JUA=2 7 R— &% 8080 IZ L Tk =27 HTTP h— —%&E#1 5,

SWR2310 (config) #http-server secure enable 8080

4173 HTTP —NR_— DR EIREBOFET

EEN

show http-server
[AJIE— K]
F#HE EXEC E— R
(@]

HTTP $— —ORERNE R RT D, L FOHEANERIND,
o HTTP ¥ — X—H&rE D A 2N/ %)

« HTTP ¥ —_—DY A= F R~ hDF 5

« HTTP y—"—~D7 7/ B A%ZFA[T 5 VLAN A L F—T = — R
« HTTP Y —R—~DT7 7B RAEZHIRT DT 4 L H—

« B =7 HTTP % — N—HRE DA 2h/E%h

s alAUEALT T MR

[ E R
HTTP % — — O ERME TR T D,

SWR2310#show http-server

HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) : 1

Access:None

Login timeout:30 min 51 sec
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E&N

http-server interface interface

no http-server interface interface

[T A—F—]

interface

(AR E]
mL

[AJTE— K]

VLAN A & —T = — A4

Ja—\)aryz 41—y g T — R

[@iA]

HTTP Y —"—~D7T I EA%FF[TDH VLAN A VX —T = — A%

no JERTEITLIEHEAITE. BE LA v A —T =2 — 2R & HIRT 2,
Ka<y FIxK8HFETHRETE, RELLIEICEAT 5,

Ka<wr K%

[BEB]

RET S,

LTWARWEATL., 5F VLAN OLT 7 B A TX b,

VLAN #1, VLAN#2 12856t L TWAHRA )M H O HTTP Y — /"= ~D 7T 7 B R &[T 5,

SWR2310 (config) #http-server interface vlanl
SWR2310 (config) #http-server interface vlan2

4175 HTTP y—NR—~T I B RATEB7FA T FDOIP 7 KU RHl[R

E&

http-server access action info

no http-server access [action info]

[/3T A —F—]

action

info

(IR RE]
mL

[AJTE— K]

TR AR D@ ERRET D

REM B
deny FEEHEST 5
permit FUEE"FA"T 5
5ft &+ B E(E T IPVA/IPVG 7 R L AERERET 5.
REME B
AB.CD IPvd 7 R L A(AB.CD)EEET D
FT7 Ry b A7 EMbiFZ D IPvd 7 K
AB.CDM L A(AB.CD)ZEET D
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
B YT Ry b= R BMbityfF & D IPv6 7 K
XX:XXM L AKX XX)EHEET S
any FTXTO IPVA/IPV6 7 KL AEFRET 5

Ja—x\)ary7 4L —y g E— R
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[FEHA]
HTTP Y —/"—~D7 7 B AZFF T 57 747 MiiK% IPv4/IPv6 7 F L A THIRT %,
Ka<wy RIRRK8HETHRENARRTHY , LICREINTZLONELEL THEAIND,
Kavy FERELESGA. B8 LIEREEME SR0WT 78 233X TG T 5,
TR L, Aa<wr FERELTORWEAIE, $XTOT7T 7B AEFAT 5,
no JTETIFAT L2 GA 13, FRE LIS E L HIBRT 5,
no BTN T A —X — %KM LT-GA., T XTORELXHIFRT S,
[/ — 1]
http-server enable © L < /I http-server secure enable 233 E S AL TV WS, Ao~ NIIHEEE L7220,
REH
192.168.1.1 & 192.168.10.0/24 > 7 X > Fix6H O HTTP —_"—~DT 7 B A DI & FF AT 5,

SWR2310 (config) #http-server access permit 192.168.1.1
SWR2310 (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 X > k2350 HTTP r—_R—~DT7 7 B 2D L5 LT 5,

SWR2310 (config) #http-server access deny 192.168.10.0/24
SWR2310 (config) #http-server access permit any

4.17.6 Web GUI DEERTE

EEN
http-server language lang
no http-server language

[R5 A—&—]
lang D BmElEETS
RIEME B
Japanese H A
english Wi
(IR E]
http-server language japanese
[AFIE—F]
sa—svar 74— a s E— R
B

Web GUI O SFEA R ET D,

no T CEIT LA 1E. FIHIRTEICR S,
[ E R

Web GUI @ gn zi’ gn ﬁ‘%.’)

SWR2310 (config) #http-server language english

4177 HTTP ——Dua /A4 7 A AT 7 MNEE DR E

[ER
http-server login-timeout min [sec]
no http-server login-timeout

[/$5 A—4—]
min ;. <0-35791>
2 A LT T NEEE(GY)
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sec ;o <0-2147483>

A LT 7 MR
[FIIERE]
http-server login-timeout 5
[AJTE— K]
ra—\)var 74—y aryE—F
[
HTTP h— "= ~DT 7 AR WGEICHBNICe 77 7 45 F TORMZHET D,
sec ZAME LI-HE1X, 0 K EIND,
no JIER CHEAT LI IR EICK b,
[/—}]
B IE ATRE 78 e/ ML 1 47
[B E 5]
HTTP —/3—D % A L7 U MR Z 2 43 30 AR ET 2,
SWR2310 (config) #http-server login-timeout 2 30

4.18 HTTP Proxy

4.18.1 HTTP Proxy #EED AL

EEN
http-proxy switch

no http-proxy

[/NT A —=HF—]
switch : HTTP Proxy ¥§RE & AT 2 &0
REME ks
enable AT %
disable T D
(AR RE]
http-proxy disable
[AS1E— ]
sua—\)arz 4 b—varE—R
[@ ]

HTTP —/X—® HTTP Proxy HHEA H N 5,
no FEX CHAT L= GA I3 ahic§ 5,

B!

HTTP #—/X—® HTTP Proxy #EREZ AN 5,
SWR2310 (config) #http-proxy enable

R
&l

4.18.2 HTTP Proxy BERED ¥ A A7 7 MR D
B

http-proxy timeout time

no http-proxy timeout [time]
[/3T A —F—]

time o <1-180>
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A LT U NTDHETORRE (B)

[FIEIERE]

http-proxy timeout 60

[AJIE— F]

Ja—N\)nary7 4L — g rET— R

[RiAA]

L2MS =— = > F D Web GUI Z UG T2 L DX A LT U MR ZRET D,
no I TIAT LI HE1E 60 BPICT 5,

[BEH

HTTP Proxy #8ED % A4 L7 U MR % 2 53 ICRRET 5,

SWR2310 (config) #http-proxy timeout 120

4.18.3 HTTP Proxy B8 REREBORT

[FX]

show http-proxy
[AJ1E— K]
FikE EXEC E— R
[

HTTP Proxy #RE DR ERIN A EKRT D, LLFTOHEANRRRIND,
HTTP Proxy B&6E DA /%)

o XA LT U MEEH

[BREH]

HTTP Proxy #EE DR IR 2 KR T D,

SWR2310#show http-proxy
Service:Enable
Timeout:60

4.19 SSH H#—,3—

4.19.1 SSH — N"—DEEHB L OZftR— FBEEOER

[ER
ssh-server enable [port]

ssh-server disable
no ssh-server

[F—T— K]
enable : SSH ¥ —_—Z [T 5
disable : SSH $r—/"—% T2
[T A—%—]
port : <1-65535>
SSH #—/"—D U A= R— hEH (B LT-HEA : 22)
[WIHARRE]
ssh-server disable
[AJ1E— K]
ra—\)vary7 47—y a Ee— R
[RLBA]

SSH == FNT D, £lo, VA=V TCP R— MESEZIEET 22 LN TE D,
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SSH Hr—_—Z G T 5615, FANA A MEDOIER (ssh-server host key generate) 21T > TR MERH D,
no JERCTHEAT L7 5A1% SSH ¥ — N —Z Wahic ¥ 5,
[/— 1]
SSHZ 747 v hinb a4 3 5850E, Falc—F—4 £ /3A T — ROXfk(username) % L TR < ME N H
60
[BEH
Y A= R— hEH% 12345 12 L C SSH h— " —% L8 5,
SWR2310#ssh-server host key generate

SWR2310#configure terminal
SWR2310 (config) #ssh-server enable 12345

4.19.2 SSH ¥ — R — DR EIREOFR

[EX]
show ssh-server
[AJIE— K]
¥iHE EXEC £— F
B
SSH #—"—DORERNE TR T D,
UTFToOHEENERIND,

«  SSH H— S—Hne DA %)/ 2

o YR=UITHR—bOFS

« SSH H—/3—7K A N4 M

s SSHY—N—~DT 7 EAZFHFATHVLAN A L F—T = — A
« SSHH—R—~DT7 7 v AEZHIBTEH7 45—

[B%E B
SSH H— "—DERNE ERT D,

SWR2310#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface(vlan) :1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

R
A

4193 SSH YV —N—~T J R XA TEXLHEHEA D
E&

ssh-server interface ifname

no ssh-server interface ifname
[T A—F—]
ifname : VLAN A V' F—7 = — A4

[P E]

L

[AFTE— K]

Ja—\)aryz 41— E— KR

[FEHA]

SSH #—/N—=~DT 7 ® A% [T VLAN A LV H—T = —ABRET D,
no B CTHEITLIZGAIE., BE LA v X —T7 = — A% HIRT 5,
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AKa<wy FEIERRSFETRETE, RELIAICHEHTT 5.
Ko<y RERELTOARVWEASIE, BF VLAN DR T 7B ATE 5,
[BEH
VLAN #1, VLAN #2 (2865t L CW DR A RO SSH r—_R—~D7T 7 B A& FFa[T 5,

SWR2310 (config) #ssh-server interface vlanl
SWR2310 (config) #ssh-server interface vlan?2

e
i

4194 SSH ¥ —NN—~T J A TEXDLI7T7A T FD

[EX]

ssh-server access action info

no ssh-server access [action info]

[/XF A—&—]
action TR RARMBICKT 2EMERfRET D
R EHE B
deny SEEESE"T 5
permit P S L B R )
info DR ML T D EIETTIPVA/IPVG 7 R L AR ERIET D,
REME B
AB.CD IPvd 7 R L A(AB.CD)EEET D
BTy bv X7 EMbit)ff XD IPvd 7 R
A.B.C.DM L 2(AB.C.D)X 5T 5
X:X::X:X IPv6 7 R L AX:X:X:X) &2 fRET 5
B Y7 xRy b~ A7 RMbiyff& D 1Pve 7 K
XXX XM VAKX XX X)EHEET D
any FT_XTOIPVA/IPV6 7 KL AZIRET D
[FI3IER %]
L
[AJ1E— K]
Jua—r\)aryz 4 l—yarEw—R
[

SSH TH#id %7 74 7 > MK % IPv4/IPv6 7 K L A THIRT 5.

Ka<wy NIERKSHFETRHRENARRTHY , LBICREINTZHLONELEL THEHIND,
Kawy Re@ELEE, Bk LR 2ill-S2nT 72 233~ TESRT 5,

722, Ravwr RERELTOWRWESRIT, T XTOT7 78 AZFAT 25,

no A TIAT LA, faE LIEREZHIRT 5,

no FE CTRT A —F — 2K LT-56. T X CTOXRELHIRT 5,

[/ — ]

ssh-server enable =~ > RAFRE SN TWRWEA, Ko~ RITHEEE L 720,

[ EH]

192.168.1.1 & 192.168.10.0/24 D& 7 A > 36D SSH % —/N—~DT 7 ¥ ADHEFF AT 5,

SWR2310 (config) #ssh-server access permit 192.168.1.1
SWR2310 (config) #ssh-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 A "B D SSH Y —_"—~DT 7 B AD L EIERT 5,
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SWR2310 (config) #ssh-server access deny 192.168.10.0/24
SWR2310 (config) #ssh-server access permit any

4.19.5 SSH ¥ — N—7K X MEDERK
[ER]

ssh-server host key generate [bit bif]
[NF A—F—]
bit : 1024, 2048
RSA#OE v M E

(IR E]

L

[AJTE— K]

et EXEC B— N

B

SSH #—/"—®D7HR A s RSA§EL AR A b DSA #BEZHRTET 5,

RSA X bit /3T A —ZIZ L > THENMRTIHHROE Yy NMIEIBT TE 5, DSA #1024 vy FO#EEAKT D,
[/ —H]

SSH % — N—#EEAFI AT 25 81F. FRIIAR~ Y REFITLTHA MEEZERTHILEND D,
BEICARA FENRESN TVWAHRE TR~ REF(T LIRS, 22—V —ICk L TRA MiEZ T T 2 0G0 %
BT 5,

RA MEOARKRIZIZ, BOREOREMB DD GERH 5,

Ko< KL, SSH V= =N OPHITDOHBFEITTE D,

[B% e

2048 £ D RSA#EL | DSA 8% 4EKT B,

SWR2310#ssh-server host key generate bit 2048

4.19.6 SSH r— N—7K X MDD I U T
[EX]
clear ssh-server host key
[AJTE— K]
b EXEC B— N
B
SSH $—/X—M7AR A s RSA L 7R A  DSA #2HIRd 2,
[/—}]
RKa< FiE, SSH b — =R OLHIZOHRFETTE D,
[B%E B
AA N RSAHEL A - DSA #ZHIRT 5,

SWR2310#clear ssh-server host key

4.19.7 SSH Y — \—/ABR&E D F R
[EF2

show ssh-server host key [fingerprint]
[F—TU—F]
fingerprint DOBHER R RRT D
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[ASTE— R
et EXEC B— R
[FiEA)

SSH H— "—DRBAEZ R R 5,

fingerprint % — U — RN Zf8E L7725 E 13, AR ORE e, 7 A% —7 — b aRRT 2,
[/—}]

PRI DNy 2 T2 Y R AL, MDS & SHA256 O )5 = Frt 5,

[ E B
NPT RN D,

SWR2310#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhF4mtoIJri+ujdAIfgr4hl/0w7J1lvc50eXyg
sXJoCglP1lsLRGHOOzxVYbOouPCUV/JPFCatgOIii8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWad
T1Io0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0gqlOyp79b3DcpFM70fadd
9ySb6mj06Y/0k81L5gFhCHMGOGtqITKZsqb5VnPz8FYC8tls6/tpyrUab5aG2af/yTEaS5USBDYAucSS
wNIUG9alGo/8WIHiBJAM43207UPGTHWO/5nYEQUA44gmEPQrPGJ65GT8AAAAVAOPIEO0Jyei+4c5qWSFE
PXUgrLf5HAAABAQCNNPO+ZiWZcZwGabLxTGMczAjDySuwD4DWBbRxsPKaX1lsicJGCOaridnTthIGas
ARypDihpLla37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC41ial0n81tMxW/EPwASgFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt 7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI18JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEIMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/i210//5GZTzkFKyEJUtWauHWEWSglF5Yy7F64PesqoH
6h50DNK7Lh1T7s4Q0XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/gjYCJMuWH6Ek/cst+PCtgnt0XV5B107 9uRUMCACS2pDX5EWrwhPXXXXXXXXXX==

AFBEDOHIEIZ TR D,

SWR2310#show ssh-server host key fingerprint

ssh-dss
1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+---[DSA 1024]----+
| 2% o |
|=*=+. o
| E+X+ o
| o =
O X

(o)e)

E
+-———— [MD5] —=—=—=-—--— +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSrjMhOfWoWOBw7aAOXXXX
+-—-[DSA 1024]----+
| . +E. |
| o o |
| o X S |
| t =% |
| o B * . |
| + o . |
| B |
| X+.@ +o= |
|@*0.= o. |
+-———[SHA256] ————- +
ssh-rsa
2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:b3:24:17:XX:XX
+-—-[RSA 2048]-——---+
| |
looo® |
| *+. |
| |
| + |
| |
| E |
| B. |
| |
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+————— [MD5] -——-——- +
2048 SHA256 : XXXXMkUuEbkJggPD68UoR+gobWPhgu7ggXzE81iUXXXX
+-—-[RSA 2048]----+
| % == |
| *o+= . |
| *=o0. 5 8 |
| ¥ 8 o |
| + B * o |
| == . . . |
| o |
| . |
| o * =F |
+-———[SHA256] ————- +

419.8SSH 7 S5 A T7 v FNDAEGRERORTE
BN

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

[/XT A—HF—]
interval 1 <1-2147483647>
7747 AR (B Alg L7258 0 100)
count 1 <1-2147483647>
7 AT v NOEFHEGRRR T U v M (g LT8G 1 3)
[WIHIRRE]
ssh-server client alive disable
[AJ3E— K]
Ja—n)ary 74—y g rEFT— KR
(@]

TIAT v NOAEFHERET D DENERTET D,

747 MZinterval TERE LT-WHER CISEEZERTHA v —V%1%D, count THEE L7z BIE7 TR LT
WWENRMhoT D, T ITAT v NEDEREYIY, By a BT 5,

no I TEFAT LGB I3 IIER EIZ R 5,

r]

420SSH 7 A7~ b

420.1SSH 7 A4 7 v b DiELHE)

[EX]
ssh [user@] host [port]
[T A —=HF—]
user L UE— MR MCu s o BB B o — 4
host D UE— AR M, 720, IPvE 7 R A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 U > 7t —NT RUAZIBET 2HEIE, diA V=7 2 —AbEETHLERH
5 (fe80::X%vlanN D)

port ;. <1-65535>

A 2R — hET (B LIZES - 22)
[FIEARRE]
L

[ASTE— K]
et EXEC B— N
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[FEHA]
BE L72R A o~ SSH THH T %,
user B LTca, v/ A O —HF =L %FEH L TSSH Y ——~DT7 7 ERET 5,
WA o ——Ta 7 A U user ZEME LT85 61X root" T 5,

[/ —}]
TR —TFEIFNE (~) D, TR =T UFIITHEHICA SN E X TR s D,
ITENO T A —7 N F% 20T CAD LSS, 2 A —TFLERS—"OATTE LTHERENS,

be_ 71% \—'fJL TTE ) j_ ]\()Z))]\jj éhﬁ_ﬁﬂ\ gﬁﬁ:}”lﬁ/\j L?%?‘%‘E%Fﬁ Léo
TR =T XFIHRT CTY 2 AF a B AN SN2 HE, = A= ANO—ERERRIND,

[B%E B
IPv4 7 K L& 192.168.100.1 DR A MMZ, 22— —%4 uname, H~— hFE 5 12345 T SSH B 5.

SWR2310#ssh uname@192.168.100.1 12345
IPv6 7 R L R £e80::2a0:deff:fe11:2233 D7 A MI, 2—H—4%4 uname, ~"— h&FEH 12345 T SSH £t 35,

SWR2310#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4202 SSH 7 A4 7 v b OB

[EX]
ssh-client switch
no ssh-client

[PRF R — & —]

switch : SSHZ 747 v MEAINIT 20ED
REE Bzl
enable BT D
disable £:37 ) N )

[WIHIRRE]

ssh-client disable

[AJ1E— F]

ra—\)var 74—y aryE—F

[FHA

SSHZ 947 rELTsshavwy REERATEL L HI12T 5,
no JERTEITLEEAIZSSH Y 94 7> M EHIcT 5,

[B%E B
SSHZ A4 7 v EHMIT 5,

SWR2310 (config) #ssh-client enable

4.20.3 SSH 7R R MEHRDZ V7

[EX

clear ssh host sost
[7XF A—&—]
host D UE—FARAR M, 7203, IPv4 7 RV A(AB.C.D), £72i%, IPv6 7 F L A(X:X:X:X)

[ASTE— R
ke EXEC £— R
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B
SSHZ 47 k& LTH: L= SSH — R— DA ZHIRT 5.
(% EH]

SSH R A ME#HAZZ U 73 %,

SWR2310#clear ssh host 192.168.100.1

421 A — /LA

4.21.1 SMTP A — VY — R—DRE
B

mail server smtp id host host [port port] [encrypt method] [auth username password)

no mail server smtp id

[F—T— K]
port DAY= R—DR— " E S ERET D
encrypt D B L FRERRET D
auth : SMTPFBFETHE S T h U v MEBREEET D
[73F A —5&—]
id . <1-10>
A =¥ —/"—1D
host DAY= N=T KL R E0E AR M
IPv4 7 KL A(AB.C.D), IPv6 7 KL A(X:X::X:X)
IPv6 Vo7 m—J T RURAERET 25613, BHA v ¥ —T7 = —ZAbEET L LENRD
% (fe80::X%vlanN D)
WA NL(64 SLTLIN, EATET L)
port : <1-65535>
A =)L — RN — DR — FFF(EMEERL 25, method & LT over-ssl 2MEE SN TV AT
465)
method R R ARYE-Y
R EMHE A
over-ssl {5 Z W55k 7 2% (over SSL)
starttls (5 Z# W5 5{kd % (STARTTLS)
username : SMTP GERE TN T 2 = — W —4
(64 STFLAN, 2" | > LA A=A ZERCEARET - AT
password © SMTP RFETHAT 232U — R
(64 STFLI, 2" | > &A= A Z RS FAEHT - AR S)
(IR E]
L
[AJ1E— F]
sra—\)var 74—y aryE—FR
[FLBA]
A= NWREIHERT 2 — " —1FREREST D,
[/—}]

SMTP ZRFEA1T 9 K5, AUTHLOGIN =2~ > R&{H - CHRIAFZIT O,
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SSL/TLS ®/3—3 3 »% TLSv1, TLSv1.1, TLSvI.2 {Z%H& LT\ 5,
AN —=R=DT FL AL LTIPV6 7 FLAZBEIET D5, SSL/TLS (2 & D0 SALIFFIH TE 20,
[BXEH)
A — LVE[EH—/3—IZ, smtp-server-test.com & X ET D,
SWR2310 (config) #mail server smtp 1 host smtp-server-test.com
A= ViEfE Y —/3— & LT smtp-server-test2.com Z$5 & L, W5k & SMTP RAEZ I L5 EZ1T 9,

SWR2310 (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.21.2 SMTP A — /LY —R—& DRIE

[EX]
mail server smtp id name server_name
no mail server smtp id

[T A—F—]
id ¢ <1-10>
A — )P — 33— 1D
server_name D A= LR —4
(64 CFLIN, 2ZBR < EAIET - FATE)
[WIHIRRE]
mL
[AS1E—F]
Ja—N\)aryz4JL—g rET— R
B
A= NVEEIERT 2 — " —DLARTZRET D,
[BXEH)

A= VEEV— =D 4T & LT test_mail_server Z 5% ET D,

SWR2310 (config) #mail server smtp 1 name test mail server

4213 A — )LD b U H—FFE

[

mail notify temp-id trigger lan-map [#ype [type ...]]
mail notify femp-id trigger terminal

mail notify temp-id trigger stack

no mail notify temp-id trigger lan-map

no mail notify femp-id trigger terminal

no mail notify temp-id trigger stack

[F—T— K]

lan-map : LANw y ZIZET 54X a2y 5
terminal DU ARERAERE ISR T 2 A XU M ERET D
stack DAYy THEREICET A N P RlET S
[/3T A—F—]

temp-id ¢ <1-10>

A—)7 7 L— K ID
ARy MEHRIERT 27 o7 L— M EREET S
type : LAN = v 72T 514~ hOFEA
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R EME B
hardware ENYN Y
loop J— T fgH
sfp-power SFP %yt L~V B
queue-usage E(E ¥ = — R
poe PoE #f
snapshot AF v FTay b
12ms L2MS ¥ % — ¥ v —DEMH
(IR E]
L
[AJ1E— F]
Jsua—m\varz 4 b—va e —R
B

T LTRBED A R MEWRE A — VBT D72 OFREEIT I,

lan-map ZHE7E L C pype #HIET D &, FE L LAN v v FICBT 54 <Xy MEF B END,
type ZEME LT-8A 13, LAN = v ZIZBET 5T _XRTOA Ry @M EN 5,

[/—}]

AHy JHEREICEAT B4 X NEFNEL, A Z v 7 BEERICHIIS LTV DR D 7,

Bl

A—=NT T L= #LIZLAN ¥ v TREREOA N b ) T —Z2RET D,

SWR2310 (config)#mail notify 1 trigger lan-map

4214 A—NVEEOT L — FREE—F
[

mail template temp-id

no template
[/3T7 A —F—]
temp-id ¢ <1-10>

A—=)T 7L —hKID

(R
L
[AS1E— ]
srua—\arsr g4 —va TR
[FAA]
A—NVHERICEMNT 27 o 7 L— NERET 2E— FITBITT 2,
T b= RICBIT TSI L TTROEAZRET DI LN TE D, 7 7 b— MIEK 10 FEERRATHE,
« AILREDSET FLX
© AIVEEORFEILT KL A
o A—VIEEOMH4
o A= NVIEERFBERRORE (A N b IEEO B E )
[F B
AT T L= b ORGEE— FICBATT 5.

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #
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4215 A—NLEEDOH——ID OFE

[EFX]

send server server-id
no send server

[XT A —=HF—]

server-id ¢ <1-10>
A—=NT 7 L—hKID

(AR E

no send server

[AHE— K]

A=NT T L—RFE—R

B

AT A=Y — =D ID ZH5ET D,

[BX )

A—LTF T lL—h#l THEHATAA— L — "= ——ID# ZIEET A,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send server 1

4.21.6 A —NVEFODEEBITLA—NVT FUADERE

[EX]
send from address
no send from address

[/3T A —F—]
address COEFImA—LT KL A

(256 SLFLAN, FARET & _-@)
(IR )

no send from

[AS1E— K]

A=) T T L—hE—F

[R A

EEITLA—NLT RLRAERET D,

[ EHi]

A=)V T T L— b #l ODFEETTA—/LT KL AT sample@test.com ZFEET 5,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send from sample@test.com

4217 A —)VIEE DI A —NLT FLUADHEE

[EX

send to address

no send to
[/XT A —=F—]
address DS A— LT R
(256 LTLIA, FATKT L -@)
(B3R ]

no send to
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[AJ1E— R
A—=NT T L—FE—FK
[BHA)
S A —INT RUAREHRET D, (FeK41F)
[/—H]
ARERENTA N MEFOgise & UTHEH S L, FEEORAR L CHmagL & L TIEH 2,
[ EH]
A—LT T L— b #] DFEYEA—LT R L A user@test.com ZHEET 5.

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send to user@test.com

4.21.8 A — )V X(E D4 DERE
E=y

send subject subject

no send subject
[/3F A—F—]
temp-id A= VIR ERF D4
(128 STFLAA, 22 B < M 308y« M0 )
[FIHIERE]
no send subject
[AS1E— R
A—=NT T b—hhE—R
[
A —)VIRE D ZFRET D,
[/—}]
RREDHEIZLL T M4 & 725,
s A X2 NEZA : Notification from SWR2310
« AFBAEEA : Certification publishment
FEBHESEAN : Certification expiration
B!
A—VT T L— bk #1 DA — LEEREDOIEL I "TestMail" 2% ET 5,

SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send subject TestMail

4.21.9 A =)V EFF D EHE OB E

EEN

send notify wait-time time

no send notify wait-time
[73F A —4F—]
time 1 <1-86400>

EER DR HE)

[ E]
send notify wait-time 30
[AFIE—F]
A=) T T L—hE— K
[FHA]

A R NBRESRD A —VINERRIZIEE END ETOFRERFEMAZHRTET D,
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[/—}]
AFRENIA R MBAIO A — VIR & LT SN %,
Bl
A—=NT T L= b #l DA = VR ERFHIFHIC 60 BERET D,
SWR2310 (config) #mail template 1
SWR2310 (config-mail) #send notify wait-time 60
4.21.10 FERAEEMRF DO A —LVERE
[EX]

mail send certificate temp-id

no mail send certificate
5 A—2—]
temp-id o <1-10>
A—=NT 7 1—hNID

(#3132

no mail send certificate

[AS1E— K]

RADIUS 27 4 7' L— 3 »E— R

B!

RADIUS % —_—=0D 7 FA4 T > MiEAEZEMT 2 & EIMEHT27 7 L— M ID 2 f8ET 5,

RADIUS ¥—"—D 7 T4 7 FFFEBAEIL, RADIUS — _X—RED user =~ RTHRE LA —/LT R L A~k
4%,

[/ —F]

RADIUS #—_—D 7 T A T o FEEBAEZESF D X — /LA

Certification is published.

Name : [£HI[] 3 user 2~ > RO NAME 47> 3 > O%EE
Account : [ —H—4] 3% user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ EHI]
RADIUS %—_—=0D 27 FA4 T > FiEAEEZ A — NV EMT 2 L EIMEHT L7 7L — M IDIC#] Z46ET D,
SWR2310 (config-radius) #mail send certificate 1

4.21.11 FEBAEBAEED X2 — LR E

E&

mail send certificate-notify temp-id
no mail send certificate-notify

[T A —=HF—]
temp-id o <1-10>
A—)T 7 L—KID
[FIHIRRE]
no mail send certificate-notify
[AT1E— ]

RADIUS 27 4 7 L—3 a3 E— R
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B
RADIUS —_R—0D 7 S 4 7 v FFHESR A — LigA+ 5 L X\ HT AT AL — M a2EET 5,

[/ —F]

RADIUS — _"—0D 7 5 A 7 > FEEHEOA IR SV ERTEEN O A — LA S

Your certificate will expire in [X] days.

Name : [£fii] % user 2~ > KO NAME 47> 3 v D% EE
Account : [ —H—4] 3% user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[BXE A
RADIUS %—_"—0D 7 A4 7 > MEEE A — /Ll T 5 L XIEATL57 7 L— MoK Z2HEET 5,
SWR2310 (config-radius) #mail send certificate-notify 2

4.21.12 FEFAEDO A HIREIIEI X A XV T ORE

[#FX]
mail certificate expire-notify day [day] [day]

(]

no mail certificate expire-notify

[T A—&—]
day : <1-90>
BERBIREIN % @7 2 5847 B K
[WIHRRE]
mail certificate expire-notify 30
[AJTE— K]
RADIUS =27 4 ZL—y g E— R
[

RADIUS #——D 7 T4 7 FEHFEOFRBIREIN 2 FRN@m+ 2 AR EEET 5,
WHBEBIT 3 ETHRETE 2,

[/—}]

day (I ANNEFICBED LT, BIETRRIND,

Bl

RADIUS #—/—=D 7 T4 7 FEAEO AR OFFSE A 50 AETE 10 ARNIZRET 2,
SWR2310 (config-radius) #mail certificate expire-notify 50 10

4.21.13 A —/VEEFBROER

(&)

show mail information [temp-id]
[NT A —=F—]
temp-id c <1-10>

A—=nNT 7 L—hKID

AHE— K]
F#HE EXEC £— R
[BLHA]

BELET 7L —FID DA —LEEEREPERT S,
T 7L — R ID ZEWELEEAIT. 2 TOA—UFEREFRT D,
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[ EH]
A—=)LT T L—h#l DA —=NVIFREFRT D

SWR2310#show mail information 1

Template ID 1

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.22 Yamaha Unified Network Operation Service (Y-UNOS)

4.22.1 Y-UNOS ¥EREDRE

EN
y-unos enable
y-unos disable
no y-unos

[F—VU—F]
enable : Y-UNOS #BeEX BT D
disable : Y-UNOS #HE % #2029 5

(AR E

y-unos enable

[AS1E—F]
rua—arz 4 L—va E—R
B

Y-UNOS (Yamaha Unified Network Operation Service: v s 7 —27 &4 L TT /A AR L & #EET 5 ¥ — b 2) #EhE
BN E TSI 5,

no FEX . CTHEIT LIRS ITWIIR EIZRE 5,

[/—F]

Y-UNOS HEREIZIREST VLAN OB TEIWET 5, f£5F VLAN IZ IPv4 7 R L ZARRE SN TR WA, f£5F VLAN
NY 7 BT L TOAIREETIE Y-UNOS BERE A 15 1k 5,

Y-UNOS #REDH ML/ BEINITITRKR 1 B 2560165,
AL VDAL E . Aa~r NI TE 20,
[EXE ]

Y-UNOS HEEZ AT 5,

SWR2310 (config) #y-unos enable

Y-UNOS #§HE A ST 5,

SWR2310 (config) #y-unos disable

4.22.2 Y-UNOS HFHR DR

[EX]

show y-unos
[ASTE— F]
FHE EXEC £— R
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[FEHA]
Y-UNOS IZBHT DR ERCAT — X ADERE R RT D,
KTRAFIFTLTO LB,
+  Y-UNOS BEHE D% E(Y-UNOS)
+  Y-UNOS BEHE DK fE(Status)
«  Y-UNOS H§HED IPv4 7 R L A(IPv4-Address)
« ASFVLAN O IPv4 7 KL AL ID £ 195
. gz O—%
s BT /L4 (Model)
« U 7 LE 5 (Serial)
o 77 —AUxTN— 3 (Version)
¢« MAC 7 R L A(MAC-Address)
e IPv4 7 R L A(IPv4-Address)
s 7R A M4 (HostName)

Y-UNOS #ARE DR BE(Status) TIXLL FOWT g £nT 5,
Status 2085
Active Y-UNOS #ERESENE L TV 2 4R HE

Y-UNOS BEREDNEIE L TWVRUVNREB(A & v 7 B REN A
T2 2 TND) AL 7 S INEFE D I

Y-UNOS FEREMEIVE L T2V IRBE(SESF VLAN (2 IPv4

Inactive(stack enable)

Inactive(no ipv4 address) T RUARREIN TRV, F2IIEF VLAN N Y >
I HET L LTND)

Disable Y-UNOS HERE DN ) 7R e

[ E B

Y-UNOS fE# 2 F£mr 3 %,

SWR2310>show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 V2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT 2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.23 LLDP

4.23.1 LLDP #8eD ANk

[EFX]
lldp run
no lldp run

(#1813 €]

L

[AJTE— ]

Ja—\)ary7 4L — g E— KR

B

AT AT LLDP #BEEZ AT 5,

no B TEIT LI-E8A1E. VAT ALK T LLDP ¥R 2 M5 5,
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[/—}]
AR— Mk LT LLDP A AT DIIFEA F O a <y RERET ILERD 5,
set Ildp enable =~ > K® fype (LLDP T— = > hE— R TMEIZIEL U C txrx, txonly, rxonly 5% E 9T 5,
« Idprun (/' m— b7 4 7 L— 3 F—K)
¢ lldp-agent ({ > Z —7 = —AEF—N)
+ setlldp enable fpe (LLDP =— = > FE— R)
[ E ]
LAN R— I #1 @ LLDP #REDEZIE AT 5,

SWR2310#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWR2310 (config)#11ldp run

SWR2310 (config) #interface portl.1

SWR2310 (config-if) #1ldp-agent

SWR2310 (11ldp-agent) #set 1lldp enable txrx

4232 VAT ADOBEATOHRE

E&

Ildp system-description /ine
no lldp system-description

[73T7 A —=HF—]
line DV AT LD O SCFAN255 SCFLAN)

[WIERRE]

no lldp system-description

[AJ1E— K]

sa—\)var7 g4 S b—varE— R

[FLFA]

LLDP BRE TR 5. v AT AOBHLEHRET D,

no JZTHEAT L2 B3I EICR 5,

VIR EOIE, A+ 77y —2v =T VEYary] Thd,
Bl

VAT ADOFAS % SWITCHI_POINT A 1295,

SWR2310 (config) #11dp system-description SWITCH1 POINT A

4233 VAT ADLFROERE

[EFX

lldp system-name name
no lldp system-name

[T A —F—]
name D VAT AOLAFROILTHN(255 SLFLIA)

(R E]

no 1ldp system-name

[AS1E— ]
rua—\varz 47 b—va e — R

[FiA]

LLDP BRE T T 5. v AT L DAFRERET D,
no A TIAT L7 A I3 EIC K D,
WIHIRE DL THEfEA | ThH D,
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FXEAEIX LLDP System Name TLV [Z5%E S 415,
[ E ]
AT LD FREZ SWITCHL (2T 5,

SWR2310 (config) #11dp system-name SWITCHI1

4234 LLDP =— 3 = > F DVERR

[EFX]
Ildp-agent
no lldp-agent

[P E]

L

[ASTE— K]

AR =T 2—AF— K

[FEHA]

LLDP =— = F2fE L, LLDP =— = hE— RICEBT 5,
no R TCEITLI-HEE1E, LLDP =—2 = > & HIBRT 5,

[/ —F]
LLDP =—Y x> F&EIET AL LLDP =— x> NE— RTCRELEZa~<r FLYIREN5S,
[ EH]

portl.]1 TLLDP =— = b ZfER L, LLDP =— = F&— NIIBATT %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #11ldp-agent
SWR2310 (11dp-agent) #

4.23.5 LLDP |Z X 5 HEVR EREREDRE
[

1ldp auto-setting switch

no lldp auto-setting

[R5 A—H—]
switch : LLDP {2 X % HERREMAE DR E
REfE B
enable LLDP (2 X %5 HERREMREZ AT 5
disable LLDP |2 X % B #s ERE 2 AT 5
(IR E]
lldp auto-setting disable
[AS1E— K]
ra—\)vary7 47—y a e — R
[FHA

FEDY~ MR EET D LLDP 7 L—AIZ KD | A v FOREL BEIICEE T 282 G207 5,
F 7. power-inline disable delay =~ > NIZ X HfaEIF L2 A I 7 OdHBEREZ AT %,

LLDP 7 L — A TIZLL T OFERED IR E S Do

o 7 —ifilfH

* QoS

e IGMP AX—t' 7

« EEE
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+ RADIUS #—/3—7K A |
o UnAREH
no TR TIAT L= AI3HIHIR EITR 5,
WA H—T 2= ADRIEETE D,
[/—}]
ARERE A+ 5 729121%, setlldp enable =~ > R T, LLDP 7 L —AZZ(ETE D&
[BREH]
LLDP |T & % HERREMREZ AT 5,

(T ORENDH D,

'ﬂlm

SWR2310 (config) #11dp auto-setting enable

4.23.6 LLDP 25— FORE

[
set lldp enable #ype
set lldp disable
no set lldp enable

[/3T7 A—=F—]

type O EEREE—NR

REME B

I

rxonly ZAEHHICERET S

i

txonly EEHHICHRET S

txrx EEBIOZEICRET D

(IR E]

set lldp disable

[AJ1E—F]

LLDP =—Y =¥ hE— I

[BLBA]

MWHRA A —T 2 —ATOLLDP 7 L—LDEZEE— REHRET D,
set lldp disable ®355 1%, LLDP 7 L — A& E5Z(E L7V,

no JEATHEAT L7eHald, PIMIRREIZRE D,

[BREH]

LAN 7R— b #1 @ LLDP %5 — K2 ZEHHICHET D,

SWR2310 (config) #11dp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #1lldp-agent

SWR2310 (11ldp-agent) #set 1ldp enable rxonly

4237 T FL AOEEDOERE

BN
set management-address-tlv fype
no set management-address-tlv

[T A —F—]
type D EHET R RO

RIEE Bl

ip-address BHT FLAZIPT RLAET S

mac-address BHT FLAZMACT RLALET 5
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(AR E]

set management-address-tlv ip-address
[AJ1E— ]

LLDP =Y x> hE—F

B

LLDP T2, "— FDOEFHT FL 2AOFIEZRET 5,

no JER TEIT LI A IR EICKE S,

% BB LLDP Management Address TLV [ZF%E &1 5,

[ EH

LAN R— bk #1 OFHT FLAOFEEZ MAC 7 R L AICERET 5,

SWR2310
SWR2310
SWR2310
SWR2310

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent

lldp-agent) #set management-address mac-address

4.23.8 EEAEH TLV ORTE
EE

tlv-select basic-mgmt
no tlv-select basic-mgmt

[FIHIERE]

7L

[AS1E— K]

LLDP =—Y = FE—F
B

EE 7 LU — LEAEH TLV 21BN %,

no FEXCTEAT LA, BE7 L— 200 RAEHE TLV 26k<,
DA<y RTLLTF®D TLV 28 LLDP 7 L— A B E 5D,
<HAE P TLV>

(1) Port Description TLV : 78— k D& ST

(2) System Name TLV : > A7 LD

(3) System Description TLV : 3 A7 A D#BH 3L

(4) Syatem Capabilities TLV : A7 A DHE

(5) Management Address TLV : "— M OEFHHT FL A (MAC 7 RV RAETIZIP 7 R LX)
[BREH]

LAN /R— h #1 T#{59 % LLDP 7 L — AIZHEARE L TLV ZBINT 5,

SWR2310 (config) #11dp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #11ldp-agent

SWR2310 (11ldp-agent) #tlv-select basic-mgmt

4.23.9 IEEE-802.1 TLV D E
&N

tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

(IR E
L

[AFTE— F]
LLIDP =— = hE— R
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[FEHA]
(% 7 L— A2 [EEE-802.1 TLV ZiENI$ %,
no IR THFEAT L 728/ X, 257 L— 2405 IEEE-802.1 TLV %% <,
ZOa<y RTLUL RO TLV 78 LLDP 7 L—AIZBIEn 5,
<IEEE-802.1 TLV>
(1) Port VLAN ID : 78— k VLAN ID
(2) Port and Protocol VLANID : 7’1 | =/ VLAN ID
(3) Protocol Identity : R — h 9257w h=a,Ld U X
(4) Link Aggregation: V > 7 7 7'V i —3 = UAEH
(5) VLAN Name : " — k VLAN O£ #
[ EH]
LAN 7R— k #1 T4 % LLDP 7 L — A |Z [EEE-802.1 TLV % B4 %,

SWR2310 (config)#11dp run

SWR2310 (config) #interface portl.l

SWR2310 (config-if) #1lldp-agent

SWR2310 (11ldp-agent) #tlv-select ieee-8021-org-specific

4.23.10 IEEE-802.3 TLV DX E

BN
tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[(WIHIRRE]

7L

[AJ1E— K]

LLDP =— = hE—
[FHA]

{5 7 L— A2 [EEE-802.3 TLV ZiENN4 %,

no IR THFEAT L 728HA X, 257 L— 2405 IEEE-802.3 TLV % [#&<,
ZOa~wy RTLLF® TLV 28 LLDP 7 L— AZBIE LD,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — h r T > = —3 3 > OH R — MEH
(2) Power Via MDI : PoE f& ¥ (PoE B&HE D & % 1 fd 0D 7r)

(3) Link Aggregation: U > 7 7 7'V i —3 = UAEH

(4) Maximum Frame Size : fixg K 7 L — LH A X

[BXRE )

LAN 7R— hk #1 Ti4/59 % LLDP 7 L-— A2 IEEE-802.3 TLV % iB/I9 %,
SWR2310 (config) #11dp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #1lldp-agent

SWR2310 (11ldp-agent) #tlv-select ieee-8023-org-specific

4.23.11 LLDP-MED TLV D& 7E

[EF2

tlv-select med
no tlv-select med

(IR RE]
L

[AS1E— K]
LLDP =— ¥ =¥ hE— R
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[FEHA]

(%7 L— A2 LLDP-MED TLV ZEh14 %,

no FEICHEAT L7=HA X, %157 L —2420>5 LLDP-MED TLV % [&<,

ZDa< RTLUUTFO TLV A LLDP 7 L—AISBEMEN 5,

<LLDP-MED TLV>

(1) Media Capabilities : 251§ 9% LLDP-MED TLV Of&¥H

(2) Network Policy : Voice VLAN % ##(Voice VLAN % E STV DR — hDH)
(3) Extended Power-via-MDI : §i57E PoE & #(PoE ¥§RED & 2 H§FE D 1)

[/ —}]

Location Identification TLV DfE 3 "Location" 2358 E STV 5,

[ EH]

LAN AR— k #1 T{E4 5 LLDP 7 L — A2 LLDP-MED TLV % 3BI4 %,

SWR2310 (config)#11ldp run

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #1lldp-agent
SWR2310 (11ldp-agent) #tlv-select med

4.23.12 LLDP 7 L — A DEERRED
B

set timer msg-tx-interval tx_interval

E

X

no set timer msg-tx-interval
[T A—5—]
tx_interval ;o <5-3600>

LLDP 7 L — A 2&(5 FEIRR(RD)

[ E]

set timer msg-tx-interval 30

[AJ1E— K]

LLDP =— = hE— K

[RAA]

LLDP 7 L — A DOEEMEZRET 5,

no FECHEAT LGS I3 WHIR EICR 5,

[ EH]

LAN R— k #1 T&EET 5 LLDP 7 L— A D EERIFEZ 60 ISR ET 5.

SWR2310 (config)#11dp run

SWR2310 (config) #interface portl.1l
(
(

SWR2310 (config-if) #11ldp-agent
SWR2310 (1ldp-agent) #set timer msg-tx-interval 60

4.23.13 EEEEHIM O LLDP 7 L — AEERRORE
[ER

set timer msg-fast-tx fast tx

no set timer msg-fast-tx

[/XF A—%—]
fast_tx : <1-3600>

EH A EHIE O LLDP 7 L — A E{E IR (D)
(IR RE]

set timer msg-fast-tx 1
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[AF1E— F]
LLDP =—Y = hE—
(LA

R I O LLDP 7 L— A EHR 2% ET 5,

no B THEAT L= A IR EICR S,

AW & 13AR — b OBEGERR BT L < oo T EZR OB T, miEEEMMBREROLL T a -~y RIZiE
WLLDP 7 L—AREfE SN 5D,

«  set timerx msg—fast-tx fast ix A E HIM OEEMRE) 2R ET 5,

* set tx-fast-init value : FEEEEHIMICEE T 5 LLDP 7 L — A OEE R ET D,

(B EHI]
LAN F— k #1 TEHEEEHIRIO LLDP 7 L — AR ERIGEE 2 IR ET 4,

SWR2310
SWR2310
SWR2310
SWR2310

config)#1ldp run

config) #interface portl.1l
config-if) #1ldp-agent
lldp-agent) #set timer msg-fast-tx 2

423,14 LLDP 7 L —AEXEELN O HIHIL T TCOEBBORE

E&

set timer reinit-delay reinit delay
no set timer reinit-delay

[/XT A —F—]
reinit_delay o <1-10>
LLDP 7 L — AEEE 12 & B L £ TORRHI(FD)

[BIHARR E]

set timer reinit-delay 2

[AJTE— ]

LIDP =— = hE— R

[FRHA]

LLDP 7 L — A XEEIEN L BEAHLE CORR 2R ET 5,

no IER CHEAT LIS I3 MR EICE 5.,

(B EH]

LAN R— k #1 TLLDP 7 L' — A EEE 1L S H L £ TORRZ 10 BICRET 5,

SWR2310 (config) #11ldp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #11ldp-agent

SWR2310 (1lldp-agent) #set timer reinit-delay 10

4.23.15 $E SR IE M ORI (TTL) 2 B T 3 7D DRBORE

EEN
set msg-tx-hold value
no set msg-tx-hold

[73T7 A =4 —]
value : <1-100>
PER TR ORFFRER] (TTL) OE £ FHT 2 720 OFHKL
(AR E]
set msg-tx-hold 4
[AS1E— F]

LLDP =—Y = hE— R
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[FEHA]
B M O LRFFRER] (TTL) 2 BT 5 12D O FE ZHET D,
no B THEIT LB AR EICR 5,
Z O EEIX LLDP 7 L — Ai%1E B (msg-tx-interva)IC R HE X1, 512+ 1 LCTTILE@EB) & 725,
TTL fEl%, Time To Live TLV IZ5%E S 5D,

TTL = msg-tx-interval x msg-tx-hold + 1 (7))

(B EH]
LAN "R— | #1 CTHEZSE R ORERRR (TTL) 25 H T 57200 % 2 ITRET D,

SWR2310
SWR2310
SWR2310

config)#1ldp run
config) #interface portl.1l
config-if) #1ldp-agent

SWR2310 (11dp-agent) #set msg-tx-hold 2
4.23.16 B EEEHI DO LLDP 7 L — L% EBBORE
[EFR]

set tx-fast-init value
no set tx-fast-init

[XTA—=F—]
value o <1-8&>
EEAF I O LLDP 7 L— A 245 4%
[WIHARRE]
set tx-fast-init 4
[AS1E—F]
LLDP =—Y =¥ fhE— K
[BA]

EEEEIR O LLDP 7 L — AR EEE A ET B,

no IR CEIT LIS IR EICE S,

[RXEHI]

LAN R— k #1 TEHEEEHMO LLDP 7 L— AR EMEE 2 TR ET 5,

SWR2310 (config) #11dp run

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #1lldp-agent

SWR2310 (11ldp-agent) #set tx-fast-init 2

42317 R— B CHEHETX 2B ORKEGERORE
[ER)

set too-many-neighbors limit max value

no set too-many-neighbors limit

[/3T7 A —5F—]
max_value : <1-1000>
N— AL TEET & D O R R 6 5
(AR RE]
set too-many-neighbors limit 5
[AFTE—F]
LLDP =—Y = hE— R
[FiAA

AR— MR TCEICTX 2B ORRKERERTET 5,
no FECTHEAT LGS IIWIHIREIC B R S,
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“— MO KRG AR EBITSE, BT LR HXE SN2 LLDP 7 L — AT RT3,

[/—}]

vy RERETDHE, HRR—FTHRYOLLDP 7 L— L2 %22 G Lz EIC—FE, VE— MEREHT —7 N
7T EIND,

[BREH]

LAN /R— F #1 THR— ML CEH TX 2O RKEEE 10 ITHRET 5,

SWR2310 (config) #11ldp run

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #11ldp-agent

SWR2310 (1ldp-agent) #set too-many-neighbors limit 10

42318 LLDP #EeD A ¥ —T = — A —FERE

EEN
lldp interface enable type
lldp interface disable
[F—U— K]
enable : LLDP#mex AT 5
disable : LLDP f&REZ HEMNIZ T 5
S5 A— &
type DOEREE—F
RIEME B!
rxonly ZEHEHICRET D
txonly EEHEMCHRET D
txrx EEBLORFICHRET D
[ASTE—F]
Ja—N\)naryz 4 JL— g rET— R
B

LLDP F§HE DA %0/ M%) % 42T D LAN/SFP AR — MZ—fE%ET 5,

BB EDH AL, FEE L LLDP 7 L—ADEZEE— RE2HET 5,

[/ — 1]

Ka<wo RiZZa—~var7 47—y g F— KOARFETAHE,

B, KA FEIBEA L F =T 2—ADLLDP REZ T H720ODH D TEH Y | running-config (/LR SR,
[ EH]

42C® LAN/SFP 7"— ~ @ LLDP #§EZ A 202 L, LLDP 7 L — A% 6 5 AlRE72E— NIZRET 5,

SWR2310 (config) #1lldp interface enable txrx

4.23.19 4 V7 —7 = — ADIKEFRT

EEN
show lldp interface ifname [neighbor]
[%—7— K]
neighbor DL TV SR OR R E R T D,
[T A—=HF—]
ifname : LAN/SFP A R— DA  HX—T = — A4,

BT HA v HE—T = — R
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[AF1E— R
FEHRFME EXEC *E— K, F#E EXEC £— K
[FEA)
ifname TIRE LizA ¥ —7 =—AD LLDP 1§ &= £ ~T 5,
neighbor Z 57 L7288 13A v 7 — 7 = — AT L TV AR O R A TR 5,
UTOHEANRERIND,

show lldp interface ifname DG H

o A VH—T 2 —ARPEORHER
Agent Mode 7Y v U — K(Nearest bridge [# &)
Enable (tx/rx) EEE—FZEE—F(Y: Al N: KA
Message fast transmit time EEREE A O LLDP 7 L — ARERHIREGE)
Message transmission interval LLDP 7 L — L2415 HIFE (D)
Reinitialisation delay EEE L BRI E TOREME)
MED Enabled LLDP-MED TLV /5 DA %/ %)
Device Type F 34 A X A 7 (NETWORK_CONNECTIVITY [ )
Total frames transmitted LLDP 7 L — A DEEHK
Total entries aged TTL UL EZEN 2, BET — 7 A0 DHIBR S 7%
RO
Total frames received LLDP 7 L — A DZ{EHK
Total frames received in error LLDP 7 L' — ADZAE= T —4%
Total frames discarded #E X 7= LLDP 7 L— A DK
Total discarded TLVs EFE S L7z TLV O
Total unrecognised TLVs Rk X o7z TLV OF
show lldp interface ifname neighbor D55
o EAREPE R
Interface Name ZELIEAVE—T 2 —R4
System Name AT LR
System Description AT LDFRH
Port Description AN— ~DOFHH
System Capabilities VAT LDRE
Interface Numbering A =T 2 —AFEDEATS
Interface Number A BF =T 2= A
OID Number OID %75
Management Address MACT RLAEZIFZIP T FL A
+  Mandatory TLV D1 #
CHASSIS ID TYPE CHASSISID TLV O % A 7 & il
PORT ID TYPE PORTID TLV O ¥ A 7 L fH
TTL (Time To Live) T 17 0 D PR FFIRE ] (FD)
« 8021 ORIGIN SPECIFIC TLV D1 #
Port Vlan id A— K VLAN @ ID
PP Vlan id 7'v k=L VLAN @ 1D
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VLAN ID AR— K VLAN @ ID
VLAN Name AR— K VLAN 04

Remote Protocols Advertised

PAR—r D7 harol Z b

Remote VID Usage Digestt

VID Usage Digestt fE

Remote Management Vlan

EHLH VLAN O4 FR

Link Aggregation Status

Voo 77 ) F— g OER/MES

Link Aggregation Port ID

Voo 77—y g ViR—FDID

« 8023 ORIGIN SPECIFIC TLV DO{E#H

AutoNego Support

F— hRr T m— 3 VHERED AR/ )

AutoNego Capability F— bR I m— a UA[RE/REIE H
Operational MAU Type WBEREELET 2Ly 7 AE—R

MDI power support PoE H&RE AR — kN DA

PSE power pair PSE N\U —~7 —

Power class

PoE #ad& 7 7 A

Type/source/priority

PoE#EX A 7, V—RA, BEE

PD requested power value

PD #2232k 5577 (0.1mW HiA{7)

PSE allocated power value

PSE #4523 4575 T & 2% /) (0.1mW HT)

Link Aggregation Status

Voo 77 ) — g OER/ES)

Link Aggregation Port ID

Vo277 ) A=y a ViR— D ID

Max Frame Size

BR7 L— LA R

« LLDP-MED TLV ®Of## (LLDP-MED TLV % %3 L7= B AICFEREND)

MED Capabilities

LLDP-MED TLV OfEfED 1) A bk

MED Capabilities Dev Type

LLDP-MED A5 4 7T XA AHX AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID

MED Tag/Untag VLAN % 7 O 47 4

MED L2 Priority L2 OESEE

MED DSCP Val DSCP fE DO

MED Location Data Format

MEFHRDO 7 +—~ v b

Latitude Res FEFE D fRBE(E 2h 72 BALE > R
Latitude FEIE(B4 B b
Longitude Res TEEE D RBEA 72 B E Y M)
Longitude G4 E Y )
AT RS AT

LA—4—

2:envorvuar
Altitude Res FE D RRER 78 BALE v MO
Altitude FEQGO B B
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Datum T Ay I ¥
0: K E ot FRIHR (WGS 84)
1AL 7 A U J JiHR(NAD 83)
2:967 A U 7 iR (NAD 83) D F-HAIBE: Fe w7
LCI length FLEEHRT —# DR E
What BINE JAT
0:DHCP H— " — DT
L7747 MlEbiinwe&ZEZ b5 Xy NI —/ 3
ERIVA
2:7 747 hONLE
Country Code a—F
CA type CA (Civic Address) & A 7
MED Inventory Inventory 1&# U % k

NEEEEICE LTI RFC 3825 &R

[BEH]
LAN 7R— h #1 ® LLDP {§# % £R~7 5,
SWR2310#show 1ldp interface portl 1

Agent Mode : Nearest bridge
Enable (tx/rx) 1 Y/Y

Message fast transmit time 1

Message transmission interval : 30
Reinitialisation delay 3 2

MED Enabled Y

Device Type
LLDP Agent traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total frames received in error
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
SWR2310#

O OO OO oo

: NETWORK CONNECTIVITY

42320 2TDA ¥ —T = — R TBIT HEERE OB #HF TR

[EF=
show lldp neighbors
[AJIE— K]
FEREHE EXEC £ — N, FikE EXEC £— F
[
BTOAE—T 2 — AR LR OERE R TRT D,
(£ 201X show Ildp interface ifname neighbor =2~ > R % £ i)
[BREH]

Hafe L TV DR O E KT 5,
SWR2310#show 1lldp nelghbors

Interface Name : portl.l
System Name SWR2310-10G
System Description 2
Port Description : portl.3
System Capabilities : L2 Switching
Interface Numbering Y
Interface Number 5003
OID Number

Management MAC Address
Mandatory TLVs

ac44.£230.0000

SWR2310 Rev.2.04.01

(Thu Sep 26 17:35:20 2019)
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CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id 1
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30

Power via MDI Capability (raw data)

MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0xO0

PSE allocated power value : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude 3
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length
What
Country Code
CA type

MED Inventory

oNoloNolNoNoNololeNoNo]

SWR2310#

42321 LLDP 7 L —AL U Z—D 7 )T

[ER]
clear lldp counters
[AJ1E— K]
¥5i#E EXEC £ — K
[RHA]
ATOR—FDLLDP 7L —Lh B —% 7 ) 745,
[BREH]
LLDP 7 L —ALh I H—% 7 VT T 5,
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SWR2310>clear 1lldp counters

4.24 L2MS (Layer 2 management service) DE% &
4.24.1 L2MS &— F~D{T

EEN!

I2ms configuration

[AJTE— K]

sa—m\)varZ 47—y arE—FR

[BLFA]

L2MS O EZAT D 728 D L2MS £ — RIZBITT 5,

[/ — 1]

L2MS E— Kb/ a—)vary 7 4 7 b—3 g U EB— RIORED T exit 2~ FEMH L, #54 EXEC £— KiZ
RAHWend 2~ REMEHT S,

[BXEH]
L2MS E— RIZBITT 5,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #

4.24.2 L2MS BEEEDRE
B

12ms enable
12ms disable
no 12ms

[F—T—F]
enable : L2MS Hérea T 5
disable : L2MS BEreE A L

(R E]

12ms enable

[AJTE— ]

L2MS E— K

B

L2MS HEREZE T 2 a0 ERET D,
no JE X CEIT LA ITVHEREICRE D,
[ EH]

L2MS #EREZ 9%,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable

4.24.3 L2MS BEBED R EI DR E
B

12ms role role

no 12ms role
[/XT A—F—]
role : L2MS R D #&RE
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BEE S|
Be FIC#Ee L= SWX & U — X WLX302
manager VY —XDOFE A AT H L2ZMS < R —

¥—& LTEMET S

N—B— Ty A —" f—)L, MMSv*
— VY —IIREINT- SWX v — X%
L2MS <= % — 3V v — &LT@@#%%VA
MR DEHEIND L OEET D

agent

[WIERRE]

12ms role agent

[AJ1E— K]

L2MS E— F

[RLFA]

L2MS HRE A2 ] T~ D BROEEI 2R ET D,
no B CTHEAT L7255 13 agent & L CTENVMET 5,
[/— 1]

ﬁ**y%? 7 NIT L2MS (A A v FHlEHE) BEEZ AN Ly~ I —F =7 7 A ¥ —7 3 —/L, L2MS =
F =TV ¥ —ITEE SNz SWX v U — AN EBGFE LTZGEA. L2MS BERES IEFICEEL 8 A,

Fl—Fy T =272, L2MS v % — Vv — L DN 1 B ERD X I LT 7E &,
[ EH]
L2MS #§fEx ~ % —V v — & L THERHT %,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable
SWR2310 (config-12ms) #12ms role manager

4244 1L2MS =— = Vv N OEEARERE BB ORE
E&N|

agent-watch interval time

no agent-watch interval
85 A —5—]
time . <2-10>

B AR ] P B (D)
[N E]

agent-watch interval 3

[ASTE— K]

L2MS E— R

B

L2MS D= — = AR TH 7 L — AOEERBBRERET 5,

no IR CTHEATL7=45 i@%&ﬁ 2R 5,

time & RERMEICRTE LTI2HE ., R 7 L— L OEEHE T D M3, MMS@I—VI/F%ﬁmLT#%L%BV
S #Mﬁﬁéifwﬁﬁwﬁ<ﬁéoMw%méﬁﬁ_mﬁbt BITFO LY BRI L — LD
EHEIIEZ AN, L2MS D= —2 = 2B LT D L2MS = 32—V ¥ — Nk 4% £ CORBNEL 2 5,
[/—}]

L2MS D= —V = v hOEFUL LIMS B~ —Y ¥ — & LTEEL TWAIBEDHIT I,

[BXEH]

AR R 2 5 RIS RRET 5,
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SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #agent-watch interval 5

R
il

4245 12MS =—2 = v FO X T Ut Z W A RO
Ex

agent-watch down-count count

no agent-watch down-count
[T A—5—]
count : <2-10>
A I]L: o REIEIE
(AR E]

agent-watch down-count 3

AT E— K]

L2MS E— K

B

LI2MS =— Y x» b BDIGE T L — b E2ZEET LA T Lzt 5 F TORR T L— L EEREERET 5,
no T THEAT L= A ITUIMRR EIC R 5.

BRI L — L% count TRELTFFEEELTHLLMS =—V 2 0 I OISE T L—LAEZELRWES., 4%
L2MS =— Y x> MMIF T v LTz L4 5,

[/—}]

I2MS =— V= b EEHR L TWAR— IRV 7 X0 LEGAE, Ya~vry FORELV LRWEI A I T
L2MS ==V = "X T L LT Z LR d 5,

I2MS D= — = FOBEHIZL2MS v 32—V v — & LTEWEL TWARBEDOHRITH,

(% EH]

2o e AT A e 8 B ET D,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #agent-watch down-count 8

4.24.6 VAR DEEHERE DR E
E&N|

terminal-watch enable

terminal-watch disable
no terminal-watch

[F—TU— ]

enable DR OEHEERE A AT D

disable D SRR OEEEEE A AN LR

[FIHIER 2]

terminal-watch disable

[AFTE— F]

L2MS E— K

B

SR OB PR E H T D, BT D EEMICE Yy T — 7 NIFET DA EROTISG 21T 9,
no JECTHEAIT LGB L., WAROEHMEREN B 2D,
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[/ — 1]
AR DEHILL2ZMS v 32— % — & LTENEL TWDGAE DT I,
[BREHI
SR DEPLRERE 2 B N T D,
SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable

(
SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #terminal-watch enable

4.24.7 S AR i 0D BUA Ry ] 1] R DB E

[EF=

terminal-watch interval time
no terminal-watch interval

ST A—F—]
time : <1800-86400>
A R )

[FIEIER E]

terminal-watch interval 1800

[ASIE— K]

L2MS E— R

B!

Fv N —7 ORI HRE TG 2 REMMRZ X ET D, time (ZEXE LRI RIBT 5 &, Ry T — 27 IT(FE
T 2R DIERE TGS 2,

no JE K CEIT LA IIIMREICR S,

[/ —}]

AR DE RN AN TIERWGS, Ra~r FOREIZHELL T, WRFROIUFIIITHR,
[BREH]

Ui AR £ O B FR 2 3600 FUIZERET 5,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager

(

( )
SWR2310 (config-12ms) #terminal-watch enable
SWR2310 (config-12ms) #terminal-watch interval 3600

4248 L2MS §fl 7 L— A DEZIEHE

[ER]
12ms filter enable
12ms filter disable
no 12ms filter

[F—Y—F]
enable : L2MS O 7 L— b B EZETE RN
disable : L2MS OHIEI 7 L — A B IEZ(ETX D

[#IEIEXE]

12ms filter disable

[ASTE—F]

A B =T 2 —AFE— R

[RLBA]

L2MS Ofilffl 7 L— L% EZAET DG N ERET D,

no I THFAT LA IE, L2MS Ol 7 L — L 2 X ZETE 5 L 912 D,
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[/—}]

AKa<wr RiE, UFOA ¥ —7 2 — R IR ETER0,

e VLANA U HF—T x—2R

o FElA LH—T =R NESNTWDHYEA U F—T 2 — R

A A =T 2= AN BE SN TWDIWERA o H—T7 = — A%, WRIEDOARa~ > ROREIHE> TEET 5,
B, WHA L E—T 2= ABRMEA A —T == RNET HHEEIT, WA L F— T = — ZADOFREITHHIE I
%,

AKa<wy ROFEICEHDL T, L TFTOWTNNDOFRMELZRTZ L T D5EEIEL, L2MS Ofillill 7 L — AN EZ(E 7z
W2 EnB D,

o STP F 7213V —7RHMEREIC L - TA > ¥ —7 = — A Blocking IRREIZ72 > T D

+ switchport trunk native vlan none =~ > R3G%E S 41 TV 5

o B LA —T 2 —RIMEENTNS

[ EH]

portl.5 T L2MS O 7 L — L2 EZF LRV E 52T 5,

SWR2310 (config) #interface portl.5
SWR2310 (config-if) #12ms filter enable

4249 12MS =V =V FOFEEDO Y &> b
[EF2

12ms reset
[AS1E— K]
¥iHE EXEC £ — K
[RRAA]
L2MS ¥ % — Y% —WNEH L TWVWALTOLMS T—V = FEEH TALA LT L2MS = — 2 = FOERE0
DIET,
[/ — 1]
L2MS N~v =V v —& LTEIEL TWADIEEDHRFETTE 5,
Ka<wr REFTTHEEHENTWEZILMS ==Y 2> b HHE % L2MS < % — ¥ ¥ — O & FRIREE ) B4,
AKav s REFATLIERZRICHOLMS =— Y = > M RET 5% A I 71X, agent-watch interval =~ > F TR iE
L 7= BRIk 5,
B!
I2MS =— V= FOEHEHEZ Y T 5,
SWR2310#12ms reset

4.24.10 L2MS DfERDOFTRA

[EX]
show 12ms [detail]
[F—T— K]
detail DR L ERRT D
[ASTE— K]
JERFHE EXEC £ — R, $## EXEC £— F
B
L2MS OEMERREIZIG U T, L FDOIE#E £ RT D,
o L2MS A~ X —T ¥ —& LTEEL TW DA
e EHLTWALIMS =—Y x> b
e BHLTWALIMS =—Y = FOfEH
e MACT7 KL A
. FEFEA
. FEERA
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T
s TV IER—F
o WHEINTWDIEE
e L2MS v R—V % —& LTEMEL TWT, detail Z45E L7256
o L2MS v Fx— ¥ v —DOIE#
o L2MS ¥ 3 — ¥ —IIHEE SN TV AR O
o L2MS ¥R — T ¥ —IZHHE S LTV DR D1
e MACT7 FL A
« BERESNRTWAHR— b
o URARE R LT REZ
e BEHLTWSL2MS T—Y = FO¥K
e BHLTWSL2MS =—2 = FOE#R
e MACT FL XA
. P4
. a4
o R
s UL I T vl LTWVAR—
s Tu7 VU IR—F
o XL T ER— R
o WHEINTWDHRE
o L2MS =— ¥ = ¥ MIHEE STV DR DK
o L2MS =—V =V MIEH SN TV DEERDOER (AL v F OFE)
e MACT7 FL XA
« BERERTWAHER—b
o UnAREFER LT REZ
e« L2MS =— U x v MIEFES LTV DR DE#H (AP DIGH)
. BEHEINL TS SSID
Bt S QB B K
o AR EFE R LT REZ
e LDMS AT —Y =z hELTEMEL TV DA
o L2MS ¥R — V¥ —|ZEHE I TV D0 ED
e L2MS¥F—Y ¥ —0DMAC 7T FLA(EEENTWHEE

[/ —F]

L2MS 2NENE L TV WS . BHIIE RSN,

detail DFFEIL., L2MS N~V 32—V ¥ — ¢ LTIHEL CHHAEDAAZNTH D,
(B EHI]

L2MS R~ % —Y ¢ — & LTEIEL TWAEAE D L2MS (RO M2 FHr1 5,

SWR2310>show 12ms detail
Role : Manager

[Manager]
Number of Terminals 3 0
[Agent]
Number of Agents Y
[acd44.£230.00a5]
Model name : SWX2100-24G
Device name : SWX2100-24G_7Z5301050WX
Route : port2.1
LinkUp 1, 3, 9
Uplink 1
Downlink : 3
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : 1

[bcae.cbad.7fb3]
Port 3 9



Appear time

[00a0.deae.b8bf]
Model name
Device name

SWX2300-24G

: port2.1-3

A R 77 LA RSE - EHBEEE | 123
: Wed Mar 14 14:01:18 2018

SWX2300-24G_S4L000401

Route
LinkUp 1
Uplink 3 A
Downlink : None
Config : None
Appear time : Tue Mar 13 18:43:18 2018
Number of Terminals : 0

42411 1L2MS D=—x v hav 7 4 JEROFER

[EFX

show 12ms agent-config [agent]
87 X —5—]

agent

MAC 7 R L A(HHHH.HHHH.HHHH), F721%, ##(portD.D-D.D)

D IL2MS T— x> MR D MAC 7 RL A FHIIRIE 2 FEET 5, HAIEEITIA L2MS

T—Vxr MRRENRET D,

[AFTE— K]
JEHHE EXEC &— R, 4 EXEC £— R

[FiRA]

L2MS = —¥ = hBEAR(SWX2200)D =2 > 7 4 THEH A FoRvT 5,

FIRNEIFLUTDO LB TH D,

HH

LA

system-name name

Wz DA HTDFRE

energy-saving mode

HRIERELEN T 2SN ORE

led-brightness mode

LED D DFRFE

port-speed port speed

AN—FOBEFRER LB EE— FORTE

e

port-use port mode

RN— b &R T 20BN DORE

port-auto-crossover port mode

F— b7 v AF— =R T D G ORGE

port-speed-downshift port mode

HWEX T T MERREM T B0 E DR E

port-flow-control port mode

7 v —HlEEZER T 20BN ORE

vlan-id vlan_register num vid

VLAN ID DR E

vlan-port-mode port mode

A— F @D VLAN &{EE— FORE

vlan-access port vlan_register num

T U AR— N DOERIE

vlan-trunk port vlan_register num mode

77 R— FDOFGE

vlan-multiple-use mode

~)LF 7L VLAN T 2 B O E

vlan-multiple port group num mode

~/)LF 7 )L VLAN O 7 )L — T DX E

qos-dscp-remark-type port type

DSCP V~—F 7 DExHZ FROFE

qos-dscp-remark-class port class

ZAENT Yy bDT T AT ORRE

qos-speed-unit unit

BRI R 21T 5 B oD B2 BAL DR E

qos-policing-use port mode

ZERNT T4 T DORY T ELTI DEDPDOHRE

qos-policing-speed port level

2B NT 7 4 v 7 ORHIE DR E

qos-shaping-use port mode

EERNT T4 I DY =2 — L TEITIMNEDNDEE
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HAE

B

qos-shaping-speed port level

ri—{i
Il

ENT T4y T ORIEDORE

mirroring-use mode

— U IR T 2 R D DOBGE

/41
|

mirroring-dest port

141

F—=V IRy FEEHT DR — FORE

mirroring-sre-rx port mode

ZELIEATy eI 7= 7T H0ENDORIE

mirroring-sre-tx port mode

FEETAHE Ny b eI 7= U TTBEDENPOHRTE

counter-frame-rx-type port counter type

ZETVL—A A AThHU Y bTHT7 L— DO
DFKTE

counter-frame-tx-type port counter type

BEEITVLV—A AU A ThHU Y T BT L— AT
DFTE

loopdetect-count count

1B H720 ON—T0F4E Uiz LIl 2 BE R E

loopdetect-linkdown action

N—TRARFOENED R E

loopdetect-recovery-timer time

K= 2V 72X LTbLERSE S E TORRM
DFKTE

loopdetect-port-use port mode

N— TR RE 2 3 2 B D ORBE

poe-class port class

&oH— | CRAATIER Y T A0 EROBE

[ EH)

ETOLMS =—V = MRO a7 4 TIEREFRT D,

SWR2310>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlian-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlian-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlan-trunk 1 2 join
vlan-trunk 1 3 join
vlian-trunk 8 2 join
vlian-trunk 8 3 join

[00a0.de00.0002]

system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlian-trunk 1 2 join
vlian-trunk 1 3 join
vlan-trunk 23 2 join
vlan-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

MAC 7 K L %% 0020.de00.0001 ® L2MS =— = > RO 2 v 7 ¢ Z1ERE T 5,
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SWR2310>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlian-trunk 1 2 join
vlian-trunk 1 3 join
vlian-trunk 8 2 join
vlan-trunk 8 3 join

PREA 1.23-123-8 D L2MS =— Y = > bR D a7 ¢ TiE#R &2 FKRT D,
SWR2310>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlian-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlan-trunk 1 2 join
vlan-trunk 1 3 join

4.24.12 4R AP B2 T O REROBERBMRE O
(&)

wireless-terminal-watch interval time

i
i

no wireless-terminal-watch interval
[/XT A —F—]
time ;. <10-86400>
B A5 I3 1 T i ()

(R E]

wireless-terminal-watch interval 60

[AF1E—F]
L2MS E— R
[@iA]
HERR AP Bl T ONRIEHR A BIGT 2R EZ R ET D, time (TR E LIRS T 2 & | M AP B FICAE(ET D i
ROEHRZ BGT 5,
no A TIHAT L7 B I3 EIC R D,
[/— k]
AR DEERNEIEL CTWRWGE, Ra~r FOREICED LT, SREFHROBEGIATH2,
Bl
it AN 8 D AR 2 3600 FOIZERET 5
SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable
SWR2310 (config-12ms) #12ms role manager
(
(

)
SWR2310 (config-12ms) #terminal-watch enable
SWR2310 (config-12ms) #wireless-terminal-watch interval 3600

4.24.13 4 X FEHBREDORE
[EFX]

event-watch enable

event-watch disable
no event-watch
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[F—7—F]

enable DoAY MRS AT D
disable DoAY MEERBRE AT LR
[WIERRE]

event-watch enable

[AJTE—F]

L2MS E— K

[

A X2 MESEREZ AN T 2B ERIET D, ANOLEITEMIIC Ry b U =7 NITFET D L2MS =—
= hOA N MEROEIGEIT I,
no JEATHEAT LI BIE. AN MEREREN AR E 2D,

[/ —}]
AR FOEAUIL2MS N~ 32—V v — L L TEIEL TWABAEDRITH,
[ E R

A X NERE A T 5,

SWR2310 (config) #12ms configuration
SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #event-watch disable

4.24.14 A N> M MEER O BAG IR ] ] R D B E

E&

event-watch interval time
no event-watch interval

[NTA—F—]
time : <60-1800>
5 TR (FD)

(AR RE]

event-watch interval 300

[AFTE— K]
L2MS £— K
[FAA]

Iy NT—JIZHFETDHL2MS ==V = hDOA XY MERERET 2R EZRET D, time (3% E L 72 R
PRETHE, Ry NI —JIZFETALIMS =— Vx> DA Xy MERETET 5,

no XA THEAT LI H A IIMHBEICR 5.,

[/ — ]

A Xy MEHEEENADTIE WSS, A<y FOREICHED LT, A X2 MEROTIFIITOR Y,
[BXE B

B ARLRF T R B 22 60 BV ISR E T %,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #event-watch interval 60

42415 12MS =—V = " DO F¥uar 7 4 JEEEFERT ANENDORE

[EX]
config-auto-set cnable
config-auto-set disable
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no config-auto-set
[F—TU— F]
enable D IMS =V ho¥uar T 4 SHREAE TS
disable D LMS =V b rar T g SRR ER LW
[FIEIER E]
config-auto-set enable
[ASE— ]
L2MS E— K
[FRHA]
I2MS =— 3 xv MR TED Y a3y 7 4 JHREE TR T ANENERET 5,
Yrar 7 ¢ SEESADNO, LIMS T— U= 2 kDY~ AAL v FE IR AP ORE(T > T 1 7)IMRAFS
NTWDOEAE, THHANRED L2MS =— Y = "3 % v T — 7 ICHHR S NI, RIFSNTWARRIE(= v
74 & HETHRET S,
no FECTHAT LG A IIWIHIRR EITRE 5,

[/—F]
T— > b SWX2200 (25T A EDREIMIL. AZE L ITER2 < IThivb,
[EXEH]

I2MS =—Y v hFuar 7 ¢ JHERHHET S,

SWR2310 (config) #12ms configuration

SWR2310 (config-12ms) #12ms enable

SWR2310 (config-12ms) #12ms role manager
SWR2310 (config-12ms) #config-auto-set enable

425 A F S a v b

&2

snapshot enable

snapshot disable
no snapshot

[FF—7—F]

enable DA F T vay MERERENCTS
disable D AT vay MERBREARIZ LW
[FIEIER E]

snapshot disable

[AS1E— K]

Jua—\)aryz 4 l—y g rEw—NR

B!

AF v Fay MEREANIT S,

no R TEIT LI AIL. AT v 7Y a v MERENES 25,
[/ — D}

Aa<wr RiE, LMS B3 —V X —L LTEEL CWABADOHRETH D,
[ EH]

AF v Fay MEREANZT S,

SWR2310 (config) #snapshot enable
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4252 A F v 7 a v b DHBHRICHARZE 0 D DENPORE
[

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—U— k]
except-wireless  :  MESREHG S NI RIEHRE 2T > 7Y 3 v FOREBSRSRN RN D,
(AR E]
no snapshot trap terminal
IASE— K]
sa—s\var7 4l b—varE—R
B
ARG A ATy T gy FORBSHRICED D,

except-wireless 47 3 a3 Y AHRE LI2GAIE, BT 7 B AR A 0 M P ICEREE R S TR EHRIZ, ATy 7
3y FOREBSHRN ORI SN D,

no FER CEIT LA, MREWIIAT v 7V a v OGS L7 D,

[/ — 1]

AKa<wr R, ~3x—Yv¥—& LTEMEL. 7> terminal-watch enable =~ > R & snapshot enable =~ > R)EE
SNTWDLIGEDAHRANTH S,

[ EH]

UARTEWME 2Ty gy FOHBRZRIZED 5,

SWR2310 (config) #snapshot trap terminal

4253 2 F v a v FOER

[
snapshot save [after-update]
[F—T—F]
after-update DRy MU OBRREE RS Lok, Ay T vay bELTRETS
[AJ1E— K]
Kt EXEC £— R
[
1AN7yf®z+yfv5y%%%f&wxaﬁéxfyfyayb774»%%ﬁ¢5
after-update 47" g UINEETN WS, BIEYRA =V —PMRELTWDE Ry NI —7 OFFREE AT v 7Y

avy N7 7ALE LTRIET D,
after-update 47> a VNG ENDGA. Xy MU — 27 OHEFIREBOFEREEHICER LK, ATy vay b7
7ANE LTRITFT .

[/— 1]

after-update 47> a VNG ENDHEA. v NT— 2 OEEFREEOERE BEFCEH T 5081 v b T — 27 ORI
Ko TIEHDE T T 5 F TR B5E8 085 5,

[BREH]

Xy MU =7 OFRREEFEHF LR, ATy T vay M7 7 AV RIFT D,
SWR2310#snapshot save after-update
4254 A7 a vy OB
[EX]
snapshot delete

[AJTE— K]
et EXEC B— N
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B
A F v Tay NI ANEHIRT D,
[B%E B

AFyTvay N7 ANVEHIRT D,
SWR2310#snapshot delete

426 77— LU = T EH

4261 77— U =T EBHEY A FORE
(&

firmware-update url ur/

no firmware-update url

[T A—F—]
url DA R L OREARL (255 U
Ty —AU =T NEPILTVSD URL

[WIHIRRE]

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2310.bin

[AS1E—F]

ryua—Nary7 4L —vgrE—R

B
WEB = "—IZENPNTWNWD T 7 =LV =T 77 AN TT7 7 =0 =7 EHf§5LEOF T u— NED

URL X ET 5,

AR T http://—X—DIP 7 R L AHDHWIEHR A M/ AL” Lot 725,

IPv6 7 KL ADEFAILIPV6 7 KL A]"D L HIZ"[]"CTHl 5 %ENH 5,

IPv6 V> 7 a—NT RUAEZRET DAL, BHA ¥ —T7 = — XA LIFET D LENR B 5 (fe80::X%vlanN DI
2o

P X—=D R — FFEEN 80 LA DLGEIL, “http//—/X—=D P T KL ABH DT R A MR — FEE/A4” L
WHIERT, URL OHICHRET B HERH 5,

[ EH]

Ty =AU =T OX T m— K URL % http://192.168.100.1/swr2310.bin [Z5%ET 5,

SWR2310 (config) #firmware-update url http://192.168.100.1/swr2310.bin
SWR2310 (config) #

4262 77— U T EETHHT S HTTP Y u XL —H——DRE
BN

firmware-update http-proxy server port

no firmware-update http-proxy

[/$5 A —&—]
server : AB.CD

HTTP 7 m % ¥ —H—"—D IPvd 7 F L A
server D [XXXX]

HTTP 711 % o —H— =D [Pv6 7 F L A
[X:X:X:X]D K 5[ TH 9 BB B D

IPv6 V> 7 ma—NT RUAEZIRET 5L, A V¥ —T7 = — AL IEET HLERH
5 (fe80::X%vlanN D)

S BT KO A B (255 SCRBAP)
HTTP a3 —H—/—D FQDN
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port ;o <1-65535>
HTTP 7u x> —H%—NR—DJ A=V T R— &K=

(AR E

no firmware-update http-proxy

[AJIE— F]
Ja—n"narz4 7 b—varE—F
B

WEB = A—ICEIPNTWD T 7 =LV =T 77 A NVEME->TT7 7 =L 0 =7 BT 25LEOHTTP 7V u % —
P N—ZRET D,

HTTP 7’2 & ¥ —H—N"—RNREINTORNWEA, HTTP 72 X U — P — =2 RHE I 7 7 — 20 = 7T HHN
fThid,

A= FEFLHROICRET DIHEND D,

no X TFEIT L 72HHA X, HTTP 7' 2 F 3 —H— _R— DR EZHIRT 5,

[ E 5]

HTTP 7' 10 % o —H—/,3—% 192.168.100.1(7K— ~ &5 8080)Zi%ET 5.,

SWR2310 (config) #firmware-update http-proxy 192.168.100.1 8080
SWR2310 (config) #

4263 7 7 — AU = T BH DELT

[EX]
firmware-update execute [no-confirm] [no-reboot]
[e—D— K]
no-confirm DTy — AU T B OMERE L
no-reboot D7y — AU T EHBICHEER LR
[AT1E—F]
F#HE EXEC £— R
[RLEA]

WEB #h— _—(ZEINTND T 7 — LU =T 77 A NVEBUEEITHO 7 7 =L 027DV EVa v aF =y L,
EEWMZAETHNE T 7 =L 02T D) a T v T EFITT D,

HEWMA RV ETa D77 =AU =T BFET DL, HREROLNDDT, THT L5683y 2. BH
L2WGAIE " Z AT 20 R 5,

no-confirm Zf5E 7T 5 &, WEREETICI Y a v T v I EFETT D,

no-reboot ZFET H L, VBT a 7 vy 7IEITHRICHET L, KREEEHRFICEGZO 7 7 —L 0 =7 TEET
D

[/ — ]

firmware-updateurl =~ > R CH¥ 7o — R URL #AEHTX 5,

firmware-update revision-down enable =~ > NZFETHE HNWI BV a o~ Y BV a VU UM 7258912
2%,

no-reboot & EWF (X, firmware-update revision-time =~ > RV E SN TWEHATYH., FRERZICHEESE) L2,
B!

WEB #— = EINTNDE T 77— T =T 77 AN TT 7 —LT =7 BT 5,

SWR2310#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.04.01

New Revision: Rev.2.04.03
Downloading. ..

Update to this firmware? (y/n)y
Updating...

Finish

SWR2310#
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e
i

4264 77— LU T E U u—RKEZA LT U NER O
[

firmware-update timeout time

no firmware-update timeout

[XT A —=F—]
time 1 <100-86400>

ZA LT U NEEREI(FD)
(AR E
firmware-update timeout 300
[AJIE—F]
Ja—n"narz4 s b—va e —NF
[@iA]

WEB H—N—In5 77— AT 27 ua—RT5L&0X A LT Y N ERET D,
no IR CTEIT LI BAITVHIRTEICR S,
B&l|

Tr—AhU =T AU ru— ROSA LT M Z 120 BICRET D,

SWR2310 (config) #firmware-update timeout 120
SWR2310 (config) #

4265 )V YV a U E T U OEF
[ER

firmware-update revision-down enable
no firmware-update revision-down

(AR E

no firmware-update revision-down

[AJIE— F]

Jua—nN\)aryz 4l L—varE'—FR

B

WEB = A_—ZEINTNDL 77— LV =T 77 AN EHoTT7 7 =20 =7 HHTL5L &, BUEOY BV a &

DHHEWI EY g //\@77 AT =T DI a XAy riFad b,
XK TEITLESEAIZI B a v X T U ZFFr LR,

[ EH]

Veva vy wifbad b,

SWR2310 (config) #firmware-update revision-down enable
SWR2310 (config) #

4.26.6 7 7 — LU = T EHTHERER E D FER

E&y
show firmware-update
[AJ1E— ]
FiHE EXEC E— R
B
77— =T BB BT D BEOR TR E R T D,
LIFOEANFR S ﬂéo

e XUl u— R¥%ED URL
« ZmX¥i—H——@ URL
e Xvuru—RDOXA LT MNEER-



132| 2~ RU 77 LU A | RSF - EARRE
s YBETVarH T O
o REEEBFOZ 7 —L0 =27V EYa
o FEHTHE O FE BN
o RH MR OB T 1A
[ E B
77 —L7 =7 EHIEEE O ERI A R T D,
SWR2310#show firmware-update
url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2310.bin
http-proxy: -
timeout: 300 (seconds)
revision-down: Disable
firmware revision for next boot: -
reload-time: -

reload-method: Normal
SWR2310#

426.7SD I— Ko DT7 77— = T BHDOELT

EEN
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[F—YU— k]
no-confirm D 77— AU =T HHE SD h— RO~ U Mk OMER A L7z
no-reboot 77— AU =T T RICHEE LR
sd-unmount D7y AU =T EHHNCHER A E T SD h—FNET v TS
[AS1E— ]
K¢bE EXEC £— R
(@]

SD 71— FRIZHEMENTND 77— AU =T 77 A NVTT 7 — LU =T BH%2FATT 2,
NIRA=Z—HHELRWGEIE, SD H— FRICEESMA AR T 7 — LV =7 DMAHET 2 L EH & SDV— FD
~ U v MRIEEKET 50 OffR a2 R LD,

Ty =AU =T HBETLGEIE Y 2. THLRVGEIE M AT OILERD D,

SD 1 — RO~ v v MREBAMET 25813y &, 7o~v Uy M 258IE " AT H20ERH D,
no-confirm Z4§E 95 &, MERBEETITSD H— KD~ MREEZMGE L 7 7 — L U =T B2 EIT74 5,
no-reboot ZfRET H L, VBV a7 v 7ETRICHEE L, KEEESRFCEGHEO 7 7 —L 0 =7 TERET
5,

sd-unmount # {5 ET 5 &, MBREZETICSD I—ROT >~ T 2 M&(T9,

[/—}]

Ty =L xT 77 AL, SD I — KD"/swr2310/firmware/swr2310.bin" 7 7 A L Z SR+ 5,

SD H—FHNDT 7 =L 0 =T 77 A NVEBIEFATHO7 77— 0 =T DY BV arF =y 73 TR0,

SD 1 — K&V A S 7 aid, FEBIREIC boot prioritize sd =~ > ROIFEIZHEWVSD H— FAD T 7 — LU =
T CEEIIND,

TUvUyRLTSDA—RERVALTH 7 7 —L 0 = 7 NIk T D,

no-reboot 5 EIFIL, firmware-update revision-time =~ > R3HE SN TWHETYH, FEERFZICHESE L2V,
[ EH]

SDA—FRHNDT 7 =L T =T 77ANTT 7 =L =T BHT D,

SWR2310#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.04.01

New Revision: Rev.2.04.03

Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating...



Ay R 77 LA RSE - EHBEEE | 133

Finish
SWR2310#

4268 7 7 — AU = T BH OBEEIRZ DR E
B

firmware-update reload-time hour [min]
no firmware-update reload-time

[/3T A—&—]
hour . <0-23>

77— AT = 7 B O R E R ()
min : <0-59>

77— AT =7 B OEEEIRZ(5))
[AFTE—F]
sa—m\)var7 4 L—varyE—R
B

Ty =AU =T BTG OFEMIL LT 7 — AU = T AR R ET D,

no B CET LG EE 77— AU = 7T HHERICHESH L CH Y 7y —L2 v =T 2HEHT 5,
[ EH]

Ty — AU =T HHOEEEIRZ Z AM 1:30 IR ET D,

SWR2310 (config) #firmware-update reload-time 1 30
SWR2310 (config) #

4269 A F v JRERFED T 7 — LV = T HEHNC L D HEBHHEDORE
[
firmware-update reload-method method
no firmware-update reload-method
[/3T A —=HF—]
method DAy IO T 7 — LT = 7 HOENC X B T ik
B B!
normal %;4 VAL T e A=Ay FlARF R
sequential gh/" YAy TF e AURN—=AA y FIER R
[WIHIRRE]
firmware-update reload-method normal
[AF1E—F]
Ja—N)naryz4JL— g rF— R
[

AB sy JRERRED 7 7 — A0 = T I K 5 BB EEZRET 5,

normal DFE, AA VAL vF « AUN—=ZAA v F ZERIZHEEIT 5, sequential DIGH. A A VAL v F & il
FE TR, AVAN—A, v FEHEHTLZE THEAFOR Y N =7 —ERCEEN LWL IICH 77— LT
=T EEAT 5,

no IR CHFEAT LIS & I3 HIEIZ R 5

[/ —}]

Ko< RIEA K v 7 ¥EED A ZNIE O B 45 7E AT HE,

[ EH]

Ty — AU =T BHNT LD R R NER RN ET S,
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SWR2310 (config) #firmware-update reload-method sequential
SWR2310 (config) #

427 AH U

4271 A ¥ v JHEEEDRE

EEN
stack switch
no stack
[/$5 A—%—]
switch S 4. =L
RIEE B!
enable 2By JHEREE AT D
disable ALy I EREE TN D
(AR E
stack disable
[AS1E—F]
Jsua—n"narz4 s b—varE —NF
B

ARy IR A AR E T ITEDNIC T D,

no TR THAT L7 B I3 EIC R
[/—}]

AKav s RFEAZ v 7SR TORIATTE 5,
SD #— RIZf#&fF L7z Config CHEIL, D% SD H— KET v~ b LTRETARa~ L F2FEITTH LT —
L%,

[ E B

2By JHEREE AT D,

SWR2310 (config) #stack enable

ALy I HERE A BN D,

SWR2310 (config) #stack disable

4272 A& v 7 1D OER

(&
stack stack id renumber new_stack id
[73F A —4F—]
stack_id o <1-2>
EHEMBDA L N=ZA v FOAL v 7 1D, fAHELRWID ZfE LIEHEIETT =122
new_stack_id o <1-2>
EHBEDO AL v 7 1D
[ E]
L
[AFTE— K]
rsa—)ary 74—y g F— R
[FRA]

BELFEA VA=A v FDAL v 7 ID LR 5,
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[/—}]

Kavwy NERE v 7B TORFEITTE D,

Kavy FERAY v VB Z ENITHRE LG E DHRETTE D,

HOBHEDAZ v 7 1D DRERTE S,

SD 71— RIZf#fF L 7= Config THE) L, D% SD I — KET7 o~y FLTRETARa~ L FE2FETTH LT —
LD,

[BREH]

ALy 7 D DA IIN—=AAL v FZID2ICELT 5,

SWR2310 (config) #stack 1 renumber 2

4273 A X v JEBROFER
[EX]

show stack

[AJT1E— K]
FEHEME EXEC & — N, ke EXEC £— R

[EA]
ARy TICHTARERCAT —Z ADEREFRT 5,
TRARFILUTD LB,
o AKX v U FEREDERE (Stack)
. HEODOAX > 7 ID[FEE](Configured ID)
« HEHDOA% v 7 ID[#EME](Running ID)
s BHDORAT—H A(Status)
« HEOAHZ v 7 R— KT IP T KL AD#iPH(Subnet on stack port)
o ARZ v JHERED MAC 7 R L A(Virtual MAC-Address)
o AUN=ZA v FRHOHER
« A% w7 ID[IEMHE](ID)
«  ET7 /L4 (Model)
e AT — /4 A(Status)
+ 1z—/(Role)
« U T LF 5 (Serial)
. WF MAC 7 F L A(MAC-Address)
o AH v IR— I EOEHR
o A H—7 = — A% F(Interface)
¢ AT — X A(Status)
AU IN—=A A FHD AT —H A(Status) TITLL FOWT N EFRRT D,

Status 2085
Settin AUIN—=AA TR TAY v 7 BERT D7D
§ R BT o T BV,
Active AUN—=AAL v FMTAY v 7 PHER STV DARTE,
Inacive E;i;:%;ﬁ%\éib\ RSN AL v T DLEER LTV 5

AL TREREMNARNTEN, AU R—Z A v F L rax
Standalone —varyRnENnT, 1 BTEHLTWDIREE, ZE)L T
MH—EH AL 7 PRI TV RN & ERT,

AH ) THEREINHNIEN, AV N—AAf v F L xITLx

Standalone(separated) —varyRPENnT, 1 B TEHLTWAIREE, EEiL T
MHAS 7 PRSI TWEZ & ERT,

Disable ALy 7 BEHEDN B IR TE,

[/—}]

Koy NFRY v 7 SIS TORIATTE 5,
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()
25 s HEETT B,

SWR2310#show stack
Stack: Enable

Configured ID H

Running ID 1

Status : Active

Subnet on stack port : Auto-ip

Virtual MAC-Address : 00a0.de00.0000

ID Model Status Role Serial MAC-Address

1 SWR2310-28GT Active Main S000000000 00a0.de00.0000
2 SWR2310-28GT Active Member S000000000 00a0.de00.0000
Interface Status

portl.27 up

portl.28 up

port2.27 up

port2.28 up

4274 A% 7 KR —FTHES IP 7 KLU AOHFEHRE

E&
stack subnet NETWORK ADDR

stack subnet auto-ip
no stack subnet

ST A—F—]

NETWORK ADD : A.B.C.D
R

IP 7 KL AZE[H] (A.B.C.0)
(AR E
stack subnet auto-ip

[ASE— ]

Ja—\)nary7 4 —y g rEF—NR

[

ARKavwy RFEARZ 7SR TOHRIATTE 5,

Kavwy NERAZ y 7HBTHEMRT 5 1P 7 L A2/ ZRET D,

NETWORK_ADDR (Z/%, 7 %> I 255.255.255.0 2 EE THEM S D, auto-ip DG, AH v 7 25T Auto IP
BREnMEH S D,

no WA CHFAT LG & I3 IR EICK 5.

Kawy RIZEoTHRESNZIP 7 RURZERMIZ, A v 7 R— S OFR— K TIHEHTE 20,

Aavy ROBREZEEICKM IS5 7-OIITHESNLETH D,

AB s VRO IP 7 R AERIILT R CNT A —F — 2R ET DH, BIRDNRIT A= —5FRELTLGH. AY Y
7 BRI CIE LVVBRIE AT 2720,

[BREH]

2By 7 R—=FDIP T FLAOHEME LT"192.168.101.0"Z % ET 5,

SWR2310 (config) #stack subnet 192.168.101.0

42715 AU N—ZRAf v F~DIYE— bl
[ER]

remote-login stack id
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[T A —&—]
stack_id c<1-2>
AHZ 7 1D
[FIHEIERE]
7L
[AF1E— K]
¥i#E EXEC £— K
[BLFA]
AL THERLT, AA VAL YT POIRESNTEA LU NAN—AL v F~NE—br T AT 5,
VE— bl A T 5 L AT a7 Mo v 7 ID M5 S TEREND,
[BEH
AA AL I TFMNHAUN=AAL vy FAD2)~NVE— R A T 5,

SWR2310#remote-login 2

SWR2310-2>

428 A7V 2 —)b

4281 A7V 2 — /L D/E

[EFX]

schedule id time date time template_id

He

schedule id event event template_id
no schedule id

[/XT A= —]
id ¢ <1-10>
ATV a— )V
date D<1-12> £ 720F */<1-12> £ 7213 sun, mon, ..., sat 7213 *
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time

event

H/R

R o EH] RENE

1 1H

1,2 1HE2H

2- 2APB 12 AET
2-7 2AHMBLTHET
-7 1LHM™HTAHET
* A

H DRREH] RENE

1 1 H

1,2 1HE2H

2- 2HMLI2AET
2-7 2HMBTHET
-7 IAMBLTHET
mon HMEH

sat,sun +HEH & HIEH
mon-fri HIEANSERAET
-fri HIEH 2 ORREAET
* A
<0-23> F721F * 1 <0-59> £721F * 1 <0-59>

IRF: 53 B (B D FEE 1374 W% 7T RE

DR TE B RENE

12 12

12,13 12 g & 13 FF

12- 12 Bg 5 23 K E T
10-20 10 R§ 5 20 RfE T
-20 0 BE/ D 20 BEE T
* I

5y DFREH] RENE

30 30 47

15,45 1545 & 454y

30- 30 3705 59 N E T
15-45 1553735 4553 % T
-45 05375 4553 % T

(Z3)
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REHE B

startup EE Lz L X

sd-attached microSD I — RZT Z v F Lic& &
template_id ¢ <1-10>

A a— VT L— NRE
[FIEAER E]
L
[ASTE— K]
Ja—x\)aryz 4L —y g T — R
[FREA]
time ZHHA L CAZF P a— L ERE LA, BE LRI o L EIHBESNTIAF YV a— AT T L—h
WCRIRENTWAT 7o a v 2FE(TT 5,
event L CAZ P a— L aBRELTBEE. BBELIEARY IRRBELEXICEEIN-AF YV a—LT T L—
MIEERENTWDET 7 v a v EETT 5,
no R TEIT LA, BELZID DRV a— L EHIERT 5,
[/ —F]
BEED A ¥ 2 — )V RRIFFZNCEITEINDHA. ID O/NSWENSIEICEITEIND,
HOBECHTLEAZREIETRET D Z LITTERN,
BWOREZEAM LIZSGE., 00 EREL-HA LR UHREICRD,
A H LR OBE T & O REPIEE R IC K 2 RIEEE T 5 L8 TE 5, 727 LIS -0, % ]
WFFRESC" I LD B EE T D Z LIETE vy,
Bal]
FEAREH D 0,12,1221,2223 6 & 9 PICAF P a— LT o L—F# 2FTTHA7 Va2 — L #l Z2RET 5,

SWR2310 (config) #schedule time */mon -2,12-14,21-:0 1

4282 AV a—NT oL — FDOMBASTDORE
[

description /ine

no description
[73F A =4 —]
line D OPRAEHTER L OEATES(64 XTFLN)
R a—)VT 7 L— OB
(AR E]
no description
[AFTE—F]
AV a—NT S —hE—F
[BFA]
AV a—NT T L— FOBRRALERET D,
no B TEITLESAIL. A7 Y a—nAT 7 L— OB EHIRT 5,
Bl
AV a—NT T L= #LICHAERET D,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #description Get tech-support
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4283 A7V a—NT T L— NOFESHORE
EEN
action switch
no action
[XT A —=F—]
switch DAY a— VT T L— NORE
RIEE B!
enable A a— T T L— NEANIT D
disable ATV a—NT T L= NERINIT S
(AR E
action enable
[AS1E—F]
Ay a—NVT S L—FE— R
B

R a— VT v — N EFNETITECT B,

Ko< RTdisable ZIRET A2 LT, NI H—OEENCLDEZT 7 a L OFETEIEDDHIENTE S,
R TET LEEAIZ, AP a—nAT o L— N2BNCT 5,

[ EH]

A a— )T L— N #1 RN A,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #action disable

4284 2V a—NT T L— NDORE

EEN
schedule template femplate id
no schedule template

[/XTF A—&—]
template_id ¢ <1-10>
A a—NT T L— hES
[FIHAER E]
L
[AF1E— K]
Jua—aryr 4 l— g yE—R
B!
AR a—)T T — NERET HE— RIIBITT 5,
no JERTET LIRS, HBELEAF Y a— AT o FL— M 2HIRT 5,
[ EHI]
AT a—)V T T L— kN #l BERET HE— NIIBITT 5,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #
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e
i

4285 AV a—NT oL — b Davwy RETD
[ER

cli-command id command

no cli-command id

[/3T A —HF—]
id c<1-20>

a< v K&
command o oavw RN
(AR E
2L
[AJIE— F]
AV a—NT T L—hE—F
B

AV a—/VERED U =B L7 & XTI a vy RERET D,
no JEATIAT LG, HBELILE SO a~r REHIRT 5,

[/— 1]

FICA7 Y 2—nT 7 L— M cli-command 2~ > R & script 2~ 2 ROMWFTHRHE SN TWDHEE, script 2+
v RINEEATE ., cli-command =< > RIZEIE L 720>,
BHEDa~ FERELESGG., a2~y RESN/NSWINBIRICFETIND,
BEOa~ FERELESGS, 2~ RRBRPTETZ I =l kot LTHEY Oa~y NIFE TIN5,

NU =B L72RER T, F#ME EXEC £ — R Ca~y RRETESND D, avy FIZX - T et — R
BT L0 av s bbby TRETDILNERD D,

BREZRGT DA IIRED write 2~ > REFEITTHLERD D,
B Ca~y RERETDHZ LT T, Plzidf v —7x—2L LTPortl.l DASE— RIZADEE, int
portl.1 Ti%72< | interface portl.l1 & FLilk 32 MENRH 5,

UToa<y RIZFEITTE R0,
backup system, baudrate select, boot prioritize sd, no boot prioritize sd, certificate user, clock TiFFE 5 2~ > K, cold start,
copy radius-server local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update
execute, firmware-update sd execute, logout, ntpdate T#iE %5 =~ - I, password-encryption, no password encryption, ping,
ping6, quit, reload, remote-login, restart, restore system, schedule, no schedule, schedule template, no schedule template, show

ThhE D 2~ K, ssh, ssh-server host key generate, stack ThiE 5 =1~ > N, no stack ThiE % =1~ > R, startup-config
select, no startup-config select, system-diagnostics on-demand execute(* 1), telnet, traceroute, traceroute6

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[ E B
Al a— )T v L— N #l O3~ K& #1 | copy tech-support sd 2~ o R&XEKT 5,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #cli-command 1 copy tech-support sd

4286 ATV a— VT FL— DRI VT NEIFORE

[EF
script ref’
no script
[XT A —=HF—]
ref D RV T R T A NDSIRS

BEE i
sd microSD 51—
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[FIEIERE]

no script

[AJ1E— K]

AP a—NT T —E—R

B!

MY T—EERE DR 7 ) T N ETORNENERET D,
no IR CIAT L7 AIE,. A2 V7 FETEESMICLET,
[/— 1]

ALY 2 —)UKERED R U B —NEE) L7 & & microSD 1 — RN O/HEFEA4 /schedule/script.txt [Z 7Rl X4 TV 5 305
BI% I 100 47 E Tavy Fe LTETT 5,

RICAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2~ 2 RO NERE STV DA, seript 2+
¥ RMRFELTEN, cli-command =< > RIFEIE L 220,

cli-command =~ R CEITNEZEIESN TS o~y NIZFETTLZ LITTE R0,
[B%E 5]
AT a—T T L—h#l TAZ YT NETEENT D,

SWR2310 (config) #schedule template 1
SWR2310 (config-schedule) #script sd

4.29 fRSFEH M

4291 RA NG DOHRTE

[EX]
hostname /ostname
no hostname [hostname]

[NT A —=F—]
hostname DB AERTER L OEATEE(63 XFLUW)
RA N
[FIHIERE]
hostname SWR2310
[A1E—F]
Ja—n)ary 74—y g T — R
[RLBA]
WA N ERES D,

Ko< RCHRELEFRA MiZa~vr R7ar 7 e LCHERT 5, SNMP 77 & ZA[REZR AT, MIB 2%
sysName Dffi & L CEHT %,

no JEATIAT L7 5B I3aE 2 MIHNEIC R T,
[BREH]
R A N4 % "yamaha"IZRXET D,

SWR2310 (config) #hostname yamaha
yamaha (config) #

4.29.2 3 A5 ADOHILH)

E=N
reload [stack-member ID]
restart [stack-member ID]
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[F—TU— K]
stack_member DA Z Yy IR, BREEBISEALAZ v I AU NR—ZIREAR LTSS, BAF T A
N—NEEET S
[73F A—HF—]
ID -<]1-2>
A E 7 1D
[AFIE— K]
¥ibE EXEC E— K
[REBA]
VAT LA EEET S,
[/—F]

FATHORET =7 a7 4 7YPEBKEOFERZ — T v a7 4 )b ERINTWLHEE, Fid)
\C X O EFENEZ /2 D780, LB T T, reload 2~ 2 R0 restart =~ > RZEATHIIZ,  copy running-config
startup-config =~ > F<C write =2~ R, F£7idsave 2~ REFETTHT L,

stack-member 47T = NI A K 7 BERE DN ZhIF D A kR E Rl RE,
[BXEH]
VAT AN FREERT 5,

SWR2310#reload
reboot system? (y/n): y

4.29.3 & E DAL
(&)

cold start
[ASE— K]
¥iHE EXEC £— K
[FEA]
TH RO E CHEB)IT 5, SYSLOG bAI#kd %,
[/ —h]
o=y REATRHCE AR R — REANTEIXLERSH B,
B NSAY — RRPIEREORETIX, Kavr FEFITTLHZENTEETA, Aibo TEBEANRAY — REEHT
TOHVERDY FT,
[BREH]
WE Z T %,

SWR2310#cold start
Password:

4294SD A—FD= |k
[EF

mount sd
[ASE— )
FEHFHE EXEC £ — K, FifE EXEC £— K
[RiAA]
SD 1— R~ v MLUEZETT 5,
SD 71— FFARFZIZEEINIC T > b N D T2OFTT D MEIT2, unmountsd =~ R TT U~ U2 FER
TWDGEICETTONERD D,
[/—}]
SD 4— RiZ7 v~vr MREOSGE, fEHTE R0,
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[BXEH]
SDI—RaE~v» b2,

SWR2310>mount sd

4295SD W —FDT7 <~ b
[EFX]

unmount sd
[AFTE— K]
FERFHE EXEC & — R, f#ME EXEC £— R
[FAA]
SD #— RDOT =72 MU EFETT 5,
RKa<w REETLR0-720 Web GUL Enb 7 o~0y MU AZETLARWTSD I— K% SD Ay bbbk
Wiea, —i 0S ETBEEOEE N AR B 5,
[/—}]
SD I— RiZ7 vr~vy MREDOSGEA. HTEZR0,
(B EH]
SDh—R&ETUy~72 T 5,

SWR2310>unmount sd

4.29.6 FJH LED E— FORE
[

led-mode default mode

no led-mode default

[/XT A —=F—]
mode © MIMILED £— K
BREME B
link-act LINK/ACT €— K
poe PoE E— K
vlan VLAN E— K
off OFF £— K
(IR E]
led-mode default link-act
[AFIE—F]
su—\)var7 47 b—varsE—FR
[@iA]

W LED £— RZ2RET 5,

Kavr REFATTHE, HELLE— RTLED BARsT3 5, F/o, =7 =054 L STATUS E— RIZBATLT-
Gt CTh. T 7 —ffH% IR E L7z LED £ — FIZR 2,

no B TIATT 5 & WIHIREIZR D,

[ EH]

W LED &— K% OFF £— RIZHEET D,

SWR2310 (config) #led-mode default off



av R 77 LA RS - EHERE | 145
4.29.7 LED F— RO
[ER]

show led-mode
[AF1E— K]
FEFFHE EXEC £ — R, Rt EXEC E— K
[FHA)
LED E— FORERIREBEZRRT 5,
UToHEAZR T 5,
o ¥ LED & — FORE
« HIED LED &— FDIRKE
[ EH]
LED £— ROFREIREEZ L RT D,

SWR2310>show led-mode
default mode : off
current mode : link-act

4.29.8 ;IR— b F — LED JREEDOFE T

[ER]
show error port-led
[AS1E— ]
FEFFHE EXEC £ — N, %54 EXEC £— N
B
TT—=NHELTVELHR—FDOID LU FO= T —HEHRZRK KT D,

HH S
loop-detected (blocking) =T LT e yX o rH
loop-detected (shutdown) JL— 7 fH U C shutdown H1
sfp rx-power error (low) SFP Z M LUV N IEHR &P L VKT
sfp rx-power error (high) SFP Z e L~ LN IER R L 0 E5F
poe error (port limit) PoE AR— h U 2 v MZ XV &ML

oc error (system limit) PoE ¥ 27 LU X v MI RV REFIE 7203 H— FA
P Y RISk B REIE
poe error (PD error) PD =7 —fH L CTHEE IR
[BREH]

N— O T —RKELERT D,
SWR2310>show error port-led

ID error
portl.1l poe error (PD error)
portl.2 loop-detected (blocking)

4299 VAT LERONY I T v 7

EEN

backup system
[AJIE— F]
Rt EXEC £ — R
B

AEDLLTF & E% SD 1— F~a v’ —13%,
« RAHX— LT v T arz 4 7 H0-#1 EZNGICAHEET D EHR
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+ startup-config select =~ > N D% EH
2L

* boot prioritize sd =~ > RO EE
«  boot auto-apply =~ > K DR EIFHH
SD 7 — KD "/swr2310/firmware" 7 # /L Z 12 "swr2310.bin" NFEE L2 E. No I T v 77 3V FiIZat’—4 5,

SD H— R FENTWAESICBRY Z{TTX 5,

[/ — P}
SD 1 — RIZNRNy 77 v FESNT=T 7 A /WERER L OHIBR TR Z &,
[ E B

VAT MERDON Y I T T B FETT B,

SWR2310#backup system
Succeeded to backup system files and firmware file.

4.29.10 VAT LMEBRD I A +T

[EX]

restore system
[AJ1E— F]
F¢kE EXEC £— R
[FAA]

SD 1— RN I T v T LTy AT MMEREARIE~Y) A NTT 5,

SDAI—RNDNRY I T T THNTFNCT 7 — BT 2T 77 ANPEIELTESGE, EO7 7 ANVERNT T 7 — 4D
=T DOEHHIT .

UA N7, BEBNITDILD,

SD #— FB<=T 2 FENTWALEEIZRY FETTX 5,

[/—}]

2By JHERRPAEN GG, Ka~r FIEHTE 20,

Bl

VAT DMERERESY X NT T D,

SWR2310# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.04.01

New Revision: 2.04.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWR2310#
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HSE
A B —7 = —AH|HE

5.1.1 FRBASC DR
EE

description /ine

el

no description
[73T7 A =4 —]
line DA ST LU R (80 SLFLIN)
KRA B —T = — ATKT DA
(AR E
no description
[AJ1E— F]
A H =T =2—AF—F
(@]
HRA 2 —7 == AT L TR EZRET D, no JEARTIIT LIGEIR, S CZHIRT 5,
B!

LAN R— R #1 [ZEBACERET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #description Connected to rtxl210-router

512V %y hE TV
B

shutdown

no shutdown
(#8137 2]

no shutdown

[AF1E— ]

A H =Tz —AF— R

[FHEA]

MRAVH =T 2—RA% vy NET UL TER LWL 1295,

Kavwy RINRESNTA =T =—AF, B Tb ) 77y 7 L2,
no B CTEIT LG AIE, WAV —T 2 —RAEFEHTE DL 15,

[/—}]

AKa< > RILLAN/SFP R — M B L OGREA ¥ — 7 = — AT D HG%E Al e,

FRERA A =T 2= AERGE LA FERE LEHEAIR. TOA v F—7 2 — A ZFTBT 54 TD LAN/
SFP R— FDRENEE SN D,

Bl

LANAR—F#lZT vy MY LTHEHALRNE S ITT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #shutdown
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5.1.3 BfEHE - BfEE— FORE

[EX]
speed-duplex type
no speed-duplex

[/NT A—F—]
ype DOBEHE - EmEE—-RAA T
BERE - BfEE—FN&4A4 7 i
auto F— I — 9
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E]
speed-duplex auto
[AJ1E— ]
A HF—Tz—AEF—F
B
WEHE L BEE— RERET D,
no FECHEAT LGS I3 WHIR EICR 5,
[/ — ]

Kavy RIZRDORELEEEZITI & UEA v H—T = —AR—KWICY v 7 XD T 5,

ARz~ R LAN/SFP 7R — 2D A% 7E FIHE,

LAN R— ~Z typel0000-full (% E T 7200,

2 URAR— MIERETE D fype I$ auto & 1000-full DA TH 5,
SFP+A— MIFXETE 5 fype I auto & 10000-full DA TH 5,

SFP+78— M Z SFP £ ¥ = —/L &4 L. 10000-full Z+57E L 7=
Bl

LAN R — bk #1 OiEEHE

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #speed-duplex 100-full

5.1.4 MRU &5E

X

K E@{E T — R % 100Mbps/Full (2% ET 5,

21X 1000-full & L CEMET 2,

[E]
mru mru
no mru

%5 R —d—|
mru T <64-10240>

ZAEFRE IR 7 L — LA ARET HHEIXEHTHDHZ &)

(#1313 2]
mru 1522

[AS1E— ]
LB =T == AE—
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[FiFA]
ZAEFRER R R T L— LA RERIET 5,
no I CEAT LGB I3WHIRTITR D,

[/ —}]
A=< Rl LAN/SFP R — N D B35 E Al RE,
[BXEHI]

LAN R— k #1 ® mru % 9000 XA MIFRET 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #mru 9000

50570 R/ A kL — b HERHBIERE
[

mdix auto action

no mdix auto

[/3T A —HF—]
type R /A — A OB
REE B!
enable 7 u XA N Lb— BB Z AT D
disable 7 u A/ A N — BB 2 BT D
(AR 2]
mdix auto enable
[AS1E— ]
A E—=T 2 —RAE—F
[FiH]

JaA/ANL—NEEPHBIEZBENCT D, BT D E BB —T N2 A (A L — hERIZY
0 A)EfRH L, B A MY ET B,

no A TIAT L7 A 3. BEPHIBIAENIZ /2 Y MDI & 72 5,

[/—}]

A< Rid LAN R— M2 D 2% E I hE,

RKawy FICEARELEXITO &, YA v Z—T = —AR—RIZ) v 7 X o5,
[ EH]

LANAR— F #1 © 27 v A N L— O BEPHRIERE & 20235

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #mdix auto disable

5.1.6 EEE & &
B

eee action

no cee
[RT A =4 —]
type :  EEE O#E)fE

B EME FLEA
enable EEE ZHZT 2
disable EEE % #Zhiz 3 5
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[FIHIRR 2]

eee disable

[AS1E— K]

A B —T2—AE—F

B

4% JIM&HE Energy Efficient Ethernet(EEE) % H 023 5,
no XA CTHAT L7 8& 1%, EEE W EZNZ/ 5,

[/ —h]

A< Rid LAN AR — M2 D% E I hE,

Ka<w FICEDRELFEZITI &, UHA v A —T = — AR o7 X015,
[ EHI]

LAN 7R— k #1 ® EEE Z AT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #feee enable

5.1.7 EEE XS Al B2 RRT D

EEv
show eee capabilities interface ifname
[NT A —=F—]
ifname : LANKR—hDA v F—Tx— R4
RRT DA H—Tx—A
[AFIE—F]
FEFEHE EXEC £— N, b EXEC £— I
(@]
FRELIZA V2 =7 2= AN EEE KR L TV DN E I EERT D,
UTOHANRERSND,
HH B
interface B =T 2 — A%
EEE(efficient-ethernet) H £ 2% EEE ITHf)s LTV D 005 )
Link Partner XFAEEAY EEE IZRATIS LTV D i)
[/ =}
xR S LTV WEATE, EEBICRE L T RREh 5,
[BXRE )

LAN 7R— b #1 @ EEE ®&S Al & &2 FRd 5,
[ A#%23 EEE 12k LTV 58547
SWR2310#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): vyes (1000-T, 100-TX)
Link Partner : yes (1000-T, 100-TX)

[t B A3 BEE IZRHE LT e VA

SWR2310#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : not enabled

51.8 EEE 2T — ¥ A fEREFRT 5D

[EX]

show eee status interface ifname
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[T A —&—]
ifname : LANFR— DA v F—T =— R4
FRTDHA LV H—T = —A

[AF1E— F]
JERFME EXEC £ — N, Fp#E EXEC £— |
[FFA]
ELIEA L H—T 2—ADEEE AT — X A% FK Rt 5,
IFOmEENFERIND,

HH B
interface AU H—T 2 — R

g&

EEE(efficient-ethernet) EEE A ZhIE )

Rx LPI Status ZAEMOEET)E— FOWKEE
Tx LPI Status EENOEEET— FOIREE
Wake Error Count TT—H U

[ EH]

LAN 7R— k #1 ® EEE AT — X A% FKxt 5,

[EEE 23 ) D545

SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status : None

Tx LPI Status :  None
Wake Error Count : 0

[EEE B H I OHE]
SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE S B N 2EES)E— R~BATHDGE
SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE BHENMN OB EIE— R~BITL TV HEA]
SWR2310#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 " — X5 —V U TOHRE
B

mirror interface ifname direction direct

no mirror interface ifname [direction direct]
[F—TU— K]
direction D NI T4y OB MERET D
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[78T7 A —=F—]
ifname : LAN/SFP R— DA Z—T =— A4,
NG T4 %I TV TTHA L E—Tz—2A
direct NI T4 v 7 OBARTTIN
FF 74 v 7 DERGH B!
both ZARM & RAF A D T7
receive ZAEM
transmit KA
[WIHIRRE]
7L
[AS1E— F]
A F =T =—AE—F
[BLFA]
RWRA LV H—T 2—RAE A=T 7—7R— b iftame T =4 —R"— kL LT, direct CRREINTZ T T4 v 7 &
TV 7T 5,
no B TIAT L2 AIE. 27—V 7 OREZHIRT 2,
[/— 1]

AKza< > RiZ LAN/SFP R — F O L3 E T HE,
AT 7—HR—=PMNIBRETEDA U HX—T =T 1 DD,

[BX EH]
LIANAR—h#l ZA=T7 7 —R—FrE LT LANAR— M # DEZET7 L —L L LANR—FM#5 DEET L —L %
=V IT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #mirror interface portl.4 direction both
SWR2310 (config-if) #mirror interface portl.5 direction transmit

5110 R— h I F—1 VT DIREER

[ER
show mirror [interface ifname]
[F—TU—F]
interface DO RRTLERA— FERET D
[/XT A—&—]
ifname : LAN/SFP R— hDA vV H—T = — A4,
KT DA — b
[AFIE—F]
FHHrE EXEC E— N, %M EXEC E— N
B

R—=hrIT7—=V UV TORELFR T D, interface ZEHME L72BEIL. ETOERR— MIHTIRERRRIND,
1 OOBEMREFR— T L2, LFOHEERFRIND,

HE B
Monitored Port AR — DA o H—T =2 — R4
Sniffer Port A=T 7 —R— DAL H—T =— R4
Direction N7 74y 7 OBERTTM
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[ EH]

2TV TR —PFOREERTT D,
SWR2310#show mirror

Sniffer Port Monitored Port Direction

portl.l portl.4 both
portl.1l portl.5 transmit

5111 A V' Z— 7 = — ZADIREERR

[EX]
show interface [ type [ index ] |
[XT A—F—]
type D AHE =T 2= RAE AT
AVB—Tz2—REAT B
port MELA v H—T = — R
vlan VLAN A VX —T = — A
sa AT 4y TP A —T = — R
po LACP A v ¥ —7 = — R
index AT I AE
A F—Tz—ZID B
WA X —T = —AD AKX 7 ID(S),
S.X BRIZEIFINTHBEZX)EEET 5, X
SWR2310-10G,18G (X, A% » 7 ID=1 [HE,
<1—4094> VLANID Z$5ET %,
B ABT 4 ViR, v H—T = — AT T
<l feET 5.
127> %mP%ﬁ4y5—7l—x§%%%i¢
[AF1E— ]
FEHFHE EXEC £— R, Fif#E EXEC E— R
[
ifname THRE LTA 2 —7 = — ZADREZ R RT D, ifname ZEWE LTHEIX, 2TOA ¥ —T7 = —ZADIKEE
BERATD,
DIFTomBENEREIND,
HHE B
Interface AU H—T 2 — A4
U v AT —H A $%2 (shutdown I
ITERZZTRT D)
Link is + shutdown 7% EFF : (by shutdown)
o KR— T —KHE: (by err-
disable)
Hardware is A v H —7 = — AFERI(Ethernet,
VLAN 72 &)
HW addr PE(MAC)T KL & X1
Description A B —T = — ZADFIC

iflndex A B =T z2—AA T I AEKE
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HAE

g&li

BA

MRU

Maximum Receive Unit $:4

ARP ageing timeout

ARP % A L7 7 NRE(ARP =2 K
U —{RFFIRFH]) %3

Speed-Duplex

WEHE, WEE— FOBREM S B
TRIRTE %1

Auto MDI/MDIX Auto MDUMDIX £ #)/#%) %1
[Pv4 address IP7Y RLR/AZ R X3APT R
v addre ABREWE D RFTR SN D)
broadcast IP7Hr— Ry AT R %3 (1P
7 RUARERFOHLFREIND)
AL v FR—=FDE—R
Switchport mode e access: ¥ 77 L

o trunk: ¥ Jf{fx

Ingress filter

A7 4B 7 OAREE
« ecnable: A%
« disable : M%)

Acceptable frame types

ZAEFRER T L —DH AT
c Al: RTHDTL—LEZEHX T
AIERELR2 L)

+ vlan-tagged only : VLAN % 7 Dff
W27 L— MDD REZLE

B 77 L7 L —A%5 VLAN ID

o XTI LA— FDOBA:
switchport access vlan =~ > N C
fEE L7z VLAN

Default Vlan o« HZITfPER—FOHE XA T4
7 VLAN
o ZUER—PFTHEITHENRT Y
kD BZAGERE DA - None
o RISER : vlanl
Confieured V1 A U H—T == ADFE LT
onfigured Vlans % VLAN ID 00—
packets ZAF Ry MR OR2
bytes ZAE A N2
input multicast packets ZE~ AT F v A MRy MROK2
ZAE Ny T IV LTe Ry MO
drop packets .
2,3%5
packets EENT » R2
bytes S PRI )
multicast packets EESVTF v A M3y M2
output

broadcast packets

FE7m— FEy 2 b3y MUK
2

drop packets

T—)L Ry FULEEEST Y MK
H2,%5

MKIMBLA VX —T 2 — ADIHFR

O A L F—T 2 — A A U F—T = — ADBHER




M3 VLAN A V F —T7 = — ADHFR

XA4HPA L —T 2 —ABLORVLAN A L X —T 2 —ADEAIT, FOA L H—Tx2— R B L TWAYHEA

H =7 = —ADm/MEEFIR
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K5 T =V Ray TRENRGEITEEOFR, BRI EORROAFTRENET,

(B EH]
LAN 7R— k #1 DIREEA TR T D,

SWR2310# show interface port 1.1

Interface portl.1l

Link is UP

Hardware is Ethernet

HW addr: 00a0.de00.0000

Description:

ifIndex 5001,

Speed-Duplex:

Auto MDI/MDIX:

Vlan info:
Switchport mode
Ingress filter
Acceptable frame types
Default Vlan
Configured Vlans

Interface counter:

MRU 1522

on

input packets
bytes :
multicast packets:
output packets 3
bytes

multicast packets:
broadcast packets:

drop packets
VLAN #1 OIREEZ R RT 2,

SWR2310#show interface vlan 1

Interface vlanl
Hardware is VLAN
Description:
ifIndex 301,

auto (configured),

Connected to router

1000-full (current)

access
enable
all

1

1

320
25875
301
628
129895
628

0

0

Connected to router (VLAN)
ARP ageing timeout 1200

IPv4 address 192.168.100.240/24 broadcast 192.168.100.255

(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3(u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)

5112 4 V¥ —7 = — ADIREBOH G TR
[ER]
show interface brief

[AFTE— F]

FEHFME EXEC £ — K, ¥ EXEC £— K, a7 4/ L—v g E— R

[ BA]

AUH—T 2= ADREE RS TRT D,

IFTOHENERIND,

EHH A

Interface A VH—T x— R4

Type A B —T = — AFER %2

PVID ;;ﬁL7V%A%WOWAND
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e B
AA v FHR—FDE— R X2
Mode e access: X772 L
o trunk: ¥ 7 fI&
Status Vo ATF—H R
Vo Xy DR
Reason » AD: shutdown % &
e ED: A— h= 7 —ft
« PD: EFELISt
Speed H1E HE ORI %2
BT DMEA > 5 —7 = —ADFE
Bl %1
. . = N 24 N -
Port Ch S): AXT 4 v IimbliA v H—7
= —A
e (P):LACPFH¥iAf v X —T = — A
B3 2imBiA v X —7 = —AD ID
Description B —T = — A DAL

HKIMPLA o H—T 2 — ADIHFRR

K2WEA U H—T 2 — R Gl U H—T = — ADHER
[BREH

A H =T 2= ADREEE S ERT D,

SWR2310#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up == 1lg == ==
portl.3 ETH 1 access down PD auto -- --
portl.4 ETH 1 access down AD auto -- --
portl.5 ETH 1 access up == 1g == ==
portl.6 ETH 1 access up = 1lg = =
portl.7 ETH 1 access up = 1lg = =
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up == ==

vlan2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1lg ==

5013 A FZ—T=—AD Vv |k

EEy

interface reset ifname
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[78T7 A —=F—]

ifname LAN/SFP A"— M E 73wl v 4 —T = — X
Uy MFHA =T 2

[AF1E— F]

K#HE EXEC &— R

[

BELEA 2 —T7c—R% Uty N5,
[/ —F]

MRA B =T =2—ZADY 7 REEZ VY FL, V7 2BilELT D,

BB, Uy MIHEOD—BFICY 7 X U BRRAET D,

FRELA X — 7 = — R ZFTE LT D LAN/SFP AR — R 2

[BREBH]
LANFA—hr#l 2V &> bT5
SWR2310#interface reset portl.1l

5114 7V — ALy —FRKmR

FFEITTE RN,

&3]
show frame-counter [ifname]
[T A—F—]
ifname LAN/SFP R— DA > X —7 = — A4
BRTHA A —T 2 —A
[A1E—F]
FHFFHE EXEC £ — N, ¥7HE EXEC £— F
[RLEA]
ifname CTIRELTcA V F—T =2 —ADT L—L AT Z—IEWREFRTT D, ifname ZEME LIZHEIT. &2TOA
S =7 = — ADERERTRT D,
IFOHEANERIND,
HHE A
Packets BIE/ZENT Y MR
Octets EE/ ZEL Ty MK

Broadcast packets

Tr— Ry A F Ay FRIEE SR

Multicast packets

VAT Xy A ATy MREE ZE

Unicast packets

2= R by MR R

Undersize packets

T U= A RNy NEAEE(64 AT Ty BARTE DN
7 )

Oversize packets

AR KUy MEARHR(I523 42 T v RULEO
Ay R

T 7 RA "Ry NEAEH(64 A7 T > MR T CRC

Fragments MEETHDT v )

Tabbers DNy FRARH(1523 47 7 PULET CRC
MEETH D> FXI1)

FCS errors FCS =7 —"7 » M5

RX errors ZETT—H

TX etrors EETT—H

Collisions 2P g AR
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HE B
Dr Kets TN Ry T LIEHEE Ty M Ny 7 iR &
op pac 0 ZETE ARSI M2
64octet packets 64 427 v NREOD/NT v MEREH

65-1270ctet packets

65~127 47T v ROy FEZEH

128-2550ctet packets

(il

256-511octet packets

128~255 477 v NED/NT v MEZ(EE
256~511 427 7 v NED/Nr v M EZEE

I

palll

512-1023o0ctet packets

512~1023 &7 7 v R RO/ v FEZEE

1024-MAXoctet packets

1024~ KA 7 7 v FECKDHD /N v N EZE

X1 KA 2 —T7x2—AD MRU IIKIE L TEENT 5,
2T =V Ra y TRENRGEICEEDOER, B2 GE IR BEOBROALERINET,

[BEH]

IANR—F#1 DT L —A BT X —%FmT 5,

SWR2310#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

XHEDOA L H—T 2— A

Received:
Packets 84
Octets 6721
Broadcast packets 8
Multicast packets 76
Unicast packets 0
Undersize packets 0
Oversize packets 0
Fragments 0
Jabbers 0
FCS errors 0
RX errors 0
Transmitted:
Packets 91
Octets 11193
Broadcast packets 0
Multicast packets 91
Unicast packets 0
TX errors 0
Collisions 0
Drop packets 0
Received and Transmitted:
6doctet packets : 1
65-127octet packets 166
128-2550ctet packets 7
256-51loctet packets 1
512-10230octet packets 0
1024-MAXoctet packets 0
50157 V—L U EZ—D7 )T
[ER]
clear counters ifname
clear counters all
[F—TU— K]
all DT RTCOA U H =T 2= ADT =L E = VT T 5
[T A—F—]
ifname LAN/SFP R— M E 7213w A v X —T = —ADA X —T = — A4
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[AFTE— K]
¥i#E EXEC £— K
[
A VEB—=T 2 —ADT L —L AT B =% )V TT 5,
ifname ZIEE LT2GEIE. TDOA X —T =2—AD T L—L IO X —% 7 )T T 5,
ifname \ZiHERA X — T 2 — AEARE LB AL, TDOA U F —T = — A ZFTRT 54 TD LAN/SFP R— h D7 L
— LA E—% T )V TT D,
[ EH]
LANKR—F#l DT L —2 AU H =27 VT T 5,
SWR2310#clear counters portl.l

5.1.16 SFP £ ¥ = — )L DIKEER TR

(&=

show ddm status
[AS1E—F]
FERFHE EXEC E— I, %5 EXEC E— F
[FLFA]
SFP £ 2 — /L DIREZFIRT D,
1 SOIEA X LT SFP AN— b T LIZHEE, LIREE, FIREIE RS ND,

HEH B

Temperature Y a2 —LNERREE(C)
Voltage (V)
Current B E(mA)
TX-Power H D58 FE (dBm)
RX-Power 5% Yt D 5EFE(dBm)
[BREB]

SFP & ¥ 2 — L ORIER FART 5.,

SWR2310#show ddm status

Temperature High Alarm High Warning Low Warning Low Alarm
Interface (Celsius) Threshold Threshold Threshold Threshold
portl.25 42.7 100.0 85.0 -40.0 -55.0
portl.26 = = = = =
portl.27 40.7 95.0 90.0 -20.0 -25.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Voltage High Alarm High Warning Low Warning Low Alarm
Interface (V) Threshold Threshold Threshold Threshold
portl.25 3.37 3.62 3.46 3.13 2.97
portl.26 = = = = =
portl.27 3.34 3.89 3.70 2.89 2.70
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
Current High Alarm High Warning Low Warning Low Alarm
Interface (mA) Threshold Threshold Threshold Threshold
portl.25 4.0 16.0 15.0 2.0 2.0
portl.26 = = = = =
portl.27 6.2 17.0 14.0 2.0 1.0
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
TX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -5.4806 0.4139 0.0000 -10.7058 -12.2184

portl.26
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portl.27 -5.4714 -1.9997 -1.9997 -11.0237 -11.7392
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
RX-Power High Alarm High Warning Low Warning Low Alarm
Interface (dBm) Threshold Threshold Threshold Threshold
portl.25 -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.26 = = = = =
portl.27 -8.7614 1.0002 -1.0017 -18.0134 -20.0000
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported

W

5117 SFP £V 2 — VDS L~ )VEEH DR E

[EFX]

sfp-monitor rx-power action
no sfp-monitor rx-power

[2XT A—&—]
action : SFP & 2 — /LD L ~ULEEAH O EfE
REME B
R - =7, N2 ~ ﬁ": Vs ke
enable SFP E ¥ = — /LD L~V A AT
KA
s . AN > [ AL Ash )~
disable SFP E ¥ 2 — /LD L~ VEE L A fE 51
15
[FIIRR E]
sfp-monitor rx-power enable
[AFTE— F]
Ja—)aryz 4 —y g rETw— R
[FEEA]
SFP E ¥ 2 — /L O L~IVEER AR ET D,
B!

SFP & ¥ 2 — /LD L~V 2 24 5,
SWR2310 (config) #sfp-monitor rx-power disable

5.1.18 5 ¥ = — DEAREROREC AT H)

[EX
tx-queue-monitor usage-rate action
no tx-queue-monitor usage-rate

[73T A =4 —]
action D VAT AEREROEEF 2 — O HEREH O E
Bl P
VAT LRROREF 2 — O RER A
enable I
, VAT DREOREF 2 — O ARELR &
disable e
(AR E
tx-queue-monitor usage-rate enable
[AJ1E— F]

Ja—x\)ary7 41— g T — R



v R 77 LA A B —7 =— 2Kl | 161
B
VAT DEEDOFEEF 2 — O ARER LG EITENICT D,
no JEATHRAT LI & BHIHIBE ISR T,
[/ —F
PEAE % 2 — OB RBREANCT B0, Ay FIDMAT, A28 —7 =2 — 2 ThHREF 2 —OfiE
Bt E AN T 2RENDH D,
[BXRE )
VAT LR TEEF 2 — O RER A ERICT 5,
SWR2310 (config) #tx-queue-monitor usage-rate disable

5.1.19 EEF = —DERAKEROREA L F—7 =—X)
B

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[T A—F—]
action DB A —T 2 — ADEEF 2 — DFHAREHORE
BEE B
enable A B —T 2= ZADEEF 2 — D
FEARE AT D
. R oo —T = — ADELEF 2 — O
disable R NS
[FIHIRRE]
tx-queue-monitor usage-rate enable
ASE—
A H—T z—AEF— R
[

RBA VB —T 2 — ADKEF 2 —OEHRERZH D E 723N T 5,

no FECHEAT LGS I3WHIREICRE T,

[/ — 1]

A< Rid LAN/SFP R — NI DA E AlHE,

PEEX 2 —OFERREREEENCT L0100, Ka~<wr R T, VAT AR THEES 2 — O FIRER
EHINCT DVERNH D,

[ EH]

LAN R— | #1 O%[EF ¥ = — O HRER %2 BT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #tx-queue-monitor usage-rate disable

5.1.20 £ ¥ = —DFEFHRERDORERT

[EX]
show tx-queue-monitor
[ASTE— F]
FEFrHE EXEC E— N, %54 EXEC E— N
B

EEX 2 —OFEHEEHORELRTT D,
RANEITLTOLEEY,

o VAT AEROEEF 2 — O HEEH OB E
« LAN/SFP R— kT L DT
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o AU H—T = — A4 (port)
«  LAN/SFP 7R — F D E[E F = — O ZREEHL O % E (usage-rate),
[BAEBI]
EEF 2 — O RERORELF T D,

SWR2310>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

S22V 0770 F—ayv

K
&l

S2Q RAEZ T 4 v 7B A VI —T =2—AD
[EX]

static-channel-group /ink-id

no static-channel-group

[/NTA—F—]
link-id ¢ <1-96>
ABT 4y Vi A VB —T = — A
[AFTE—F]
A BF—T 2 —AE—F
[FFA]

SRA B —T 22— A% link-id CEEELIZAAT 4 v VimBA v 2 —7 2 — A B S8 5,

o R TET LIRS, B A L E—T 2 —REART 4 v IiBA A —T 2 —ANLIBEE 5,

[/ —F]

AR =<2 FIZ LAN/SFP R — NZ D B3R E Al hE,

ABT 4 THREEA B —T 2 — ADELE LW link-id (2% LT, LAN/SFP R— R 2@ S 5EA 1%, FHi-Iic A
BT 4 VBB —T 2 —ADREREI NS,

ABT 4y iAo H— T 2 — AN GRS H AR, PR T %5 LAN/SFP AR — BN ELS 72 o 725801, A¥ T+
o TR A —T = — ANRYIBRENS,

1 ODART 4 VA v Z—T 2 — R TR 8 DD LAN/SFP R— F 2B S ¥ 5 2 LN TX 5,

BEIZIFE L TCWAD R T 4 v Vi v X —T7 =2 — X L CATR S 55A1L,. LAN/SSFPR—hERET 4 v 7
A A —T 2 — AT, UTOREELET—HIHEDHI L, REVBRRIGEITIZT L7725,

« VLAN O E

¢« QoSO FTAME—RRET 74V bk CoS i, N— MELEZET)

TN AZT 4w VB 2 —T7 = — APER SN DA TE. LAN/SFP AR — b D EFEREN A X T 4 v 7 iAo
VH—T 2 — ADYIMEREL 70D,

LAN/SFP iR— h B A X T 4 v ViGHA v A —T7 2 — AR &5 &, MSTP ORENVIFREEIZR D, F-.
ART 4 TIBA L H—T 2= ANBHIR L72E H MSTP OR ENIHIHREMIZR S,

1 -2 LAN/SFP iR — M 2 EH OB, v X — T = —XIZATB E® 5 Z ST RV, no B THIEES T D R
RAREA L E—T 2 —AIBISEAR T L,

[RXEHI]

LANKR— M #l Z AL T 4 v ViGEA V2 —T =2 — A #5 IR & E 5,
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SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #static-channel-group 5

522 AZT 4 v VA L F—T = — ADRERR

[EX]

show static-channel-group
[AJTE— K]
JEHEHE EXEC &— R, H§# EXEC E— R
(R EA]

ABT 4y VA B —T = — ADREERTT D,

GFHETDAXT 4 v IimBiA U H—T =2— AT LIZULUFOEERRREIND,

« RET 4y U B —T 2 — R

e b— AT ZHEREDL—L

« FTELTWVWD LAN/SFP R— h DA V¥ —T =— A%,

12— RXZ 2 ZAERED L— LI DT, port-channel load-balance =1~ > KD fype /NT7 A —X —SMD = L,

[BREH]

ABT 4 VA v —T = — ADWREERTRT D,

SWR2310#show static-channel-group

% Static Aggregator: sab

% Load balancing: src-dst-mac

% Member:
portl.
portl.
portl.
portl.

SN

523LACPHEA L F¥—T = —ADRE
B

channel-group /ink-id mode mode

no channel-group

[7%F A —H&—]
link-id o <1-127>
LACP A v 2 — T = — A &K=
mode D ®EE— R
mode e
LACP % ACTIVE £ — R CHSRES ¥ 5,
active ACTIVE &— R CIL, ®Hafesioxt L THHR
MIIZ LACP 7 L— A5 EET 5,
LACP % PASSIVE F— R CHEE S H 5,
assive PASSIVE &— K Ci, xfmdsm o LACP
P T —LEZELEHEEICDOALACP 7 L
—ALEEET D,
[AJ1E— K]
A B —T 2 —AF— R
[FRHA]

SIEA o H—T = — A% link-id THRELT7Z LACP @Bl v X — 7 = —XIZAT B & H 5,

no B TCEITLIHEAIE, B A v X —T =2 — A% LACP ig¥iaA v X — 7 =2 — AN LR EE 5,
[/—F]

AKza< 2 R LAN/SFP AR — MMI DL 3% E Al HE,
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LACP @A % —7 = — AIZ LAN/SFP AR — F Z @ S B 7o 5513, 2% LAN/SFP /R — KT lacp timeout long 737X

ESIND,
F72. LACP##lhA v ¥ —7 = — A B PLHER S B 728515, 3% LAN/SFP /R — h @ lacp timeout =~ > K DFXE N
HikRE 5,

LACP §@¥EA v ¥ — 7 = — ADTEE L2 link-id 125%F L C, LAN/SFP iR— b Z i@ S A 551%. #7212 LACP i
BA LU E—T 2 —ADRERINSD,

LACP A v #— 7 = — AN LR S 7288, FTJE 32 LAN/SFP AR — F 3 #E< Zp o 7235613, LACP w1 o~
H—7 x—ANHIREN D,

1 OO LACP#iBA v X — 7 = — A K 12 D LAN/SFP AR— M 2B S5 2 & Tx 5,

FTE9 % LAN/SEP iR — RS, 8 DF TIX LACP #E A v X — 7 = — XIZHIFIC IR b i, 8 D&z 7= 1c oW
TIIEEREIHMZ TORMESR— N5,

WEE— RN EOD LAN/SFP R— MILACP UV 7 7 7 U A — g RS LR, (FTBILAHEZ S LACP U
YO T V=g LTEEIZLZR, )

W N 2 D LAN/SFP AR— R 3F— LACP #hiFiA > % — 7 = — AR L CWABA OEEITFEE Y
TV = a COFREIEAFET D, FEMIT lacp multi-speed 2~ REZZMD Z L,

BEICIEAE LT 5 LACP i A o #— 7 = — A 2% L C LAN/SFP 7R — b ZF e & ¥ 58541, LAN/SFP iR— k &
LACP ip#iA v X —T7 =2 — AT, UTORTEA2ETHIEH L, RENBRIERITI=T—L 5,

¢ VLAN OFRE

¢« QoSDFTAME—RRET 74V bk CoS ., ~N— MEFEEZET)

B721Z LACP il A v # — 7 = — ANERR EN DA 1L, LAN/SFP AR— F D FEEa% & 7% LACP P Af v 4 — 7 = —
ADHHRE L 72D,

LAN/SFP 7R— F % LACP A v 4 — 7 = — R TR &E 5 L. MSTP OFENVIMHR EMEIZR S,

F7-. LACP Bl A L —T7 2 —AMBHIB L7284 H MSTP O ENIHIZR EMIZRE S,

1 2® LAN/SFP R— N 2 DOHIEA v X — 7 = — AR S5 Z L ITH R,

no R CHIB I ETHLERDIHIA L X —T =2 —AFTRIEDZ &,

[ E B

LAN 7" — I #1 % ACTIVE F— R T LACP #H A v X —7 = — 2 #10 IR S ¥ 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #channel-group 10 mode active

524 LACP ia¥iA v ¥ — 7 = — ADIREE T

[ER]

show etherchannel [ifname]
/3T A—5—]
ifname : LAN/SFP R— hDA v X —T = — A4,

LACP @Bl A > X — T = —AZMR L TNDHA L H—T = —R

[AJ1E— K]
FEHFHE EXEC E— R, FifE EXEC £— K
[FAA]

ifname %AW L7256, LACP iR v ¥ — 7 = — ADREEE KR T B,

FET 5 LACP A v 4 — 7 2 — AT LICLA T OHEABERREN D,

« LACP#HEREA L X —T = — A%

s B— FXRT U RABERED L —L

« FBLTWAD LAN/SFP R— DA V¥ —T = — A4,

10— RXF 2 ZRERED L— L2 DWW TIL, port-channel load-balance =1~ > KD fype /XT A — X —HMDZ L,

ifname ZHEE L1236, LACP iwBlA v ¥ —7 = — A Z R LT\ %, LAN/SFP R— h DikiEZ £RT 5,
DITFTomBENEREIND,

HH BLHA
Etherchannel portN.N LAN/SFP 7" — 44
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HAE

B

Physical admin key

Yy ER A 70 R % 5 9 B ##(bandwidth,duplex,mru, VLAN

HERE D B 7ERR)

Receive machine state

LACP 7’17 k =1/l Receive machine 42245 DR HE
e "Invalid"

+ "Initialize"

* "Port disabled"

« "LACP disabled"

* "Expired"
e "Defaulted"
e "Current"

Periodic Transmission machine state

LACP 7’ & k 21/ Periodic Transmission B2 254 DR HE

e "Invalid"

*  "No periodic"

+ "Fast periodic" (1 F>[EIE CT41E)

+  "Slow periodic" (30 B[ lE CT413)
* "Periodic"

LACP 71 b =1/l Receive machine B 25 DR g
e "Detached"

Mux machine state « "Waiting"
+ "Attached"
* "Collecting/Distributing"
fitt i dR 8
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LUF D% 2 Hi(Actor H 47 HE . Partner X} [A4HF)
Aggregator ID LACP i3] 1D

Information TIZLL FOIEE BERREN D,

HH HH

LAG LACP v AF A ID(F T A4V T 4. MAC 7 KL %)
Admin Key LACP #D 5T & 72 5 IDGREER — R EH)
Port priority LACP R — MEJEE

Ifindex A B =T 2 —AEKE

Timeout Timeout fE("Long"=90 #>, "Short"=3 #})
Active LACP E)fEE — N ("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[ E ]

LACP ##HEA v X — T = — ADRREEE T 5,
SWR2310#show etherchannel

% Lacp Aggregator: polO0

Load balancing: src-dst-mac
Member:

S
°
%
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portl.1l
portl.2
portl.3
portl.4

LACP 7

SWR2310#show etherchannel portl.1l
Etherchannel portl.1l

Physical admin key

Receive machine state

Periodic Transmission machine state
Mux machine state

Selection
Information Actor
LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001
Port Priority 32768
Ifindex 5001
Timeout Long
Active 1
Synchronized 1
Collecting 1
Distributing 1
Defaulted 0
Expired 0

525 LACP 2T AMBEEOHRE

GHA L H— T 2 — AT L TW5S . LAN/SFP R— N DWREEZR FE =T 5,

3
Current
Slow periodic
Collecting/Distributing
Selected
Partner
0x8000,
0001
32768
5001
Long

00-a0-de-11-11-11

COR P

EEN
lacp system-priority priority
no lacp system-priority

[8F A—F—]
priority <1-65535>
LACP o A7 LS
INSWIE EBSEEA R
[WIEIRRE]
lacp system-priority 32768
[AS1E—F]
ryua—Nary7 4L —varE—R
[@iA]
LACP ¥ A7 NMESEE 2B ET 5
no B THAT L7255 H éﬁ'ﬁ?&’*ﬂ%ﬁf R,
[/— "}
LACP GRERA & — 7 = — A Kf[AFERE & i X
Hzx b,
[BREH]

LACP ¥ A7 LMEFE A 100 ISRRET D,
SWR2310 (config) #lacp system-priority 100

5.2.6 LACP ' 25 MBI EDFT

NIGE, VAT MEREZ LI LT, BN S

UWIT ISl RE S

[F=
show lacp sys-id
[AJIE—F]
JEHFME EXEC &— K, $5# EXEC £— K
B2

LACP > AT LBEHE L LACP > AT A ID 2E 775,
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ITOHEBNRERIND,
+ LACP VA7 MEJEOx ThE D 16 HER)
« LACP A5 A 1D
[/ —}]
LACP o A7 LMMESE L, lacp system-priority =~ KN CTHETE 5,
LACP AT L ID X, MACT RLAMBARIND,
[ EH]
LACP DY AT MEREZFTRT 5,

SWR2310>show lacp sys-id
% System 0x8000, 00-al0-de-e0-e0-e0

52 7LACP BEEV L I/ T7 7V —2a VDRE
EEN

lacp multi-speed switch

no lacp multi-speed

[/XT A—F—]
switch s BEEY) T ) A= a UEREOER) - BRhERIE
R EME i
enable % HWEY LI T 7 A= a B AEDICT
disable % WEY) LI T 7V F—ya 2Bt
[F1H13R 2]
lacp multi-speed disable
[AJIE— K]
sa—\)varZ g S L—varE'— R
[ﬁm]

LACP IZBIJ D BMEHEY 7T 7Y F— a UIEREDORR) « Bz ET 5,

no FECHEAT LG A IR EE WIHMEIZRE T,

[/—}]

BWE) o T 7V — g Y INERIOEA OEE

. Wﬁﬁ@ﬁ”ﬁﬁif@?“f@%@T%%%Lh HEICEHDLTT 7T 4 72T 5,
e B— NARAF LRI TRTCOFBA— NE2RZEIZHE S,

o RTAREAS ﬁ\i%iﬁ%61%1mﬂﬁfhéf><‘T]\%Liib‘%%{} F iR Lo mplids & TR AN — O~ Z AL, W5
PERRERTB AR — 2T 7T 4 78T %,

FWE) o T 7V — g U INESIOSA OEE

o FUEA—FATRINCY V7T v 7 LA — R ERCBEHEOR— NORET 7T 4 72T 5D,
o WBEHENBRRDIMOR—NMIAZ AL DOFEFLET D,
s F—bhRIVZ—VaVICEEINTWDILA ITEA— M TRIICR T =— a3 > LR E R CiEE

HWEDR— b NDOHRET 7T 4 72T 5,

o ROV I T v LT R—=MERET) v A Lt &, LACPiElA v X —T = —A b Y v 7 F 4
a3

[REH

BWEY o7 7 ) A= a VEAENCRET 5,

SWR2310 (config) #lacp multi-speed enable
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528 LACP # A A7 U N OFRFE

[EX]
lacp timeout duration
(85 A—%—]
duration DAL LT Y NERETD
duration B!

short FALTUNE3IETS
long HALTTRNEIOETS

[AS1E— K]

A H =T 2 —AF— R

[REA]

LACP # A L7 U NaRET 5,

[/—}]

Az RILLACP i@l A % —7 = — T8 L T % LAN/SFP 28— MO B3R E W,
LACP @A % —7 = — A|Z LAN/SFP AR — F Z @ S H 7255513, 24#% LAN/SFP /R — R IZ lacp timeout long 737%

EIND,
F7-. LACP##liA v ¥ —7 = — AL PR S H 7285515, %% LAN/SFP 7R — h @ lacp timeout =~ > K D& E N
HIFRE N D,
LACP % A A7 7k &1E, RSN S D LACP 7 L — AR ETERh oAy vy Li- L e+ £ CoR
F'Eﬁ % %—é—o

F7-. LACP # A A7 7 FOREREILLACP 7 L — AITKHN S U CTRIAEERIZIE B L, 3218 Lo xR I S
72-LACP ZA L7 7 D13 DB TLACP 7L — L2 EETH L1105,

HE D LACP 7 L —ADEEHMEIL, X HEERNH%E 5T D LACP 7 L— AWK E N TS LACP Z A A
T MK D,

[B%E R

LAN R— F #1 ® LACP # A A7 7 % short IR ET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if)#lacp timeout short

529LACP 7V —AL O Z—D7 VT

[#FX]

clear lacp [/ink-id] counters
[NT A —=HF—]
link-id ;o <1-127>

LACP A v ¥ —7 = — A& E

ASE— K]
Kt EXEC £— R
[FLFA]

LACPO 7 L —L T B —%7 ) T15,

link-id 80 L7256, GETDIETOLACPHEA V¥ —T =2—ADT L —ALA T ¥ —% 7 VT35,
[ EH]

ETOLACP#HPIA v X —T 2 —AD T L—AH I B —% 7 )Tt 5,

SWR2310#clear lacp counters
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[EX]
show lacp-counter [/ink-id]
[R5 A —5—]
link-id <1-127>
LACP
[ASTE—F]

JEHEHE EXEC &— R, K# EXEC E— R

[FBA]

LACP D7 L—A Ao 2 —%KRT B,
AlE. BFETAHILETOLACPHEA LV H —T 2 —AD T L— A AT —,FpRT 5,
I, UTOHEANE RSN D,

link-id %780 LT-%
AT L CW5 LAN/SFP AR— | Z kT
o EZ[EENT-LACP 7 L—L4

o EZIEENTZ Marker 71 h LT L— A

. EFZEENFTI—TL—A
[ EH]
AT O LACP i

SWR2310#show lacp-counter
% Traffic statistics

mil A o H—T = — A

PA A —T 2 —RADT L —AH T A —FFTmT 5,

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.l 297 298 0 0 0 0

portl.2 306 299 0 0 0 0

portl.3 305 298 0 0 0 0

portl.4 309 1350 0 0 0 0

portl.5 186 186 0 0 0 0

5211 B — RAT U ZEERED L — L ORE
EEN
port-channel load-balance #ype
no port-channel load-balance
[T A—F—]
type COERREA VA — T = — A B IRD DT DD — )L
type B

dst-ip 565 IPv4/IPv6 7 R L
dst-mac 5845 MAC 7 R L&
dst-port %64% TCP/UDP R — h &=
src-dst-ip FETTE L 0% IPv4/IPV6 7 K L&
src-dst-mac EE Ik L U%EE MAC 7 R L&
src-dst-port EE7eE L 0% TCP/UDP " — h &=
sre-ip £(E 7T IPv4/IPv6 7 R L A
src-mac FEEITLMAC 7 KA
src-port %15 7t TCP/UDP " — R &5

[FIEIEXE]

port-channel load-balance src-dst-mac
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[AJ1E— F]

Ja—\)aryz 41—y T — R

[@i ]

02— KNS ZMEFEDHEEN A v X — T 2 — A B RD DD — LV EERET D,
ZELIE 7 L—ANO L2/L3/LA EREHH L, BREeNIRE I ND,
no JIER CTHAT L7258 13 EICE D,

[/ — P}

Ka<wy RIZV AT AEIEOBTE L 72 5.

[Pv4/IPv6 73747 |k TII 72\ 7 L— A DA,

A% JUITHRIR A B — T = — ZPRET D,

[FE B

BESNTWVEIL— UL LT, #ETBL0%% MAC 7 R L

2— RNNT U ZHERE T, B(E 0B L USESE IPVA/IPV6 7 R L AR TLITHAE A v X — T = — AR RET AL HICHRTE

T2,

SWR2310 (config) #port-channel load-balance src-dst-ip

5212 LACP A L X —T7 =—AD 7 1 b a/LRERR

[EFX

show etherchannel status [/ink-id]| [summary | detail]

[F—7— ]
summary D EREEROR
detail DR R
[RF A—5—]
link-id o <1-127>
LACP fi#lif v ¥ —7 = — A&
[AS1E— K]

JEHFME EXEC E— R, H## EXEC £— K

(@]

link-id THRE L7= LACP #w#liA v ¥ — 7 = — ADIREE LR T D,

link-id %80 L7 & 21X, £7TO LACP fwPlA v ¥ — 7 = — RREEFRRT D,
summary Z§7E L7235& 3SR /R L, detail 48 E LGB 135EMF R~ T 5,
summary ., detail H40E L7c & Z1X, summary BIEE SN D LT D,

UTOHEAENRERIND,
HH A
Aggregator LACP A v X —T7 = — A
ID LACP ga#liA > % —7 = —Z L5 ID
Actor LAG iﬁi?@LM}yx%AHx7?4¢U%AAMC?
Admin Key B4y H & O LACP #0D7t & 72 5 IDGRELR — R &)
Status Vo7 70— ardDAT—HF Z("Not
ready"/"Ready")
Partner LAG ﬁ@ff@mevx%AHx7?4fv%4mMC?
Partner Key $HEFIFD LACP # DIt & 725 ID
Link count T — X B(E AR — ME/AEE ATRE e AR — Mk
Link 795 LAN/SFP 7R — b —EGEEMIZLL T D %)




v R Ty LR | A X —T =—AHF# | 171
Link [ZIZUL FOHARER RSN D,

fE KRR B
"Unselected" LACP fil#l 7 = ~ = )VifE i,
"Selected" LACP B E#h7z, LAN/SFP AR— h & LTI L 7=,
"Standby" gmpﬁﬁ@&JﬁwﬁPﬁ~bkb\ﬁ%ﬁ~b&b
Synchronization 7 5 7 A
"no" Synchronization 77 7 2 7335 TUNR U,
"yes" Synchronization 7 7 7 233> T\ 5,

fEAMRAE & . Synchronization 7 7 7226, U 2 7 w7 L2 LAN/SFP AR— F OIRRENR DD,

V> 27 7 7 L7 LAN/SFP i"— k
DY/N; =

Unselected no LACP #ilffl 7" va ~ = )LiB{E H,

i AR 8 Synchronization

LACP 28E%h72. LAN/SFP 7R— |k &
LCEBIR L, Vo770 =
a3 LTHRRLTEDD, 2Ty
— g,

LACP 23 7%h72 . LAN/SFP AR— | &
L GRIRL, AR — N EE LT,

LACP %072, LAN/SFP R— k &
LCEBRLE, Vo775 —v
g LTHRRLNTT — X5 A]
REL 72 7=,

Selected no

Standby no

Selected yes

[XEH]
LACP fHElA v 5 —7 = — ZADIRMEZE FRT B,

SWR2310#show etherchannel status summary
Aggregator pol

ID 4601
Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po?2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1

SWR2310#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.1l Selected Synchronized vyes
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Aggregator po2

ID 4602

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0002

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized no

portl.3 Unselected Synchronized no
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 0/ 1

Link

portl.4 Selected Synchronized no

5.2.13 LACP R— MEEEDORE

[EF2

lacp port-priority priority
no lacp port-priority

[NT A —=HF—]

priority . <1-65535>
LACP 7R — MEJEE
INEVIE EESEE D EO

[FIHR ]

lacp port-priority 32768

[AS1E— ]

AH =T 2—AE— N

B

LACP A — MBI ZRET 5,
no FER CTEIT LG A IR EZ IR T,
[/ —}]

LACP ¥ A v ¥ —7 = — AT D & & D LAN/SFP AR — A 8 O F TIX LACP fBil A v ¥ — 7 = — AR
WG, 8§ DEBIZ =D oW TIIEER LI A TR R— kN & 72 5,

Z DX 5 7Kg, LAN/SFP AR — N CTEIENEAL SN ST, BIEIEML O ON bR LD,
BERNELL DOFAM 7L, LT o@bv Th b,

1) LACP R — MEZEEN NS WEREL SN D,

2)LACP AR— MESEERFE U THIUL, 4 v ¥ —T7 =2 — ARG NI OVEREBLEIND,

SFP " — R e S H 555518, LACP A— MEREZMOR— MLV /NSSBRETHLEND D,
[ EHI

LACP R— MEJCEE A 1024 [IZRET D,

SWR2310 (config-if) #channel-group 1 mode active
SWR2310 (config-if) #lacp port-priority 1024

5.3 in— MEREE
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53.1 A7 ALK TO IEEE 802.1X EIFEEDHRE
[EX]

aaa authentication dotlx

no aaa authentication dotlx
(AR E
no aaa authentication dotlx
[AJ1E— ]
Ja—\)naryz 4 JL—y g T — R
B
VAT LAART IBEE 802.1X ik & AT 5,
no XA TIAT LI2H AL, v AT A2 T IEEE 802.1X FBREZ AN T 2,
FAEI, radius-server host =~ N T E L7z RADIUS r—"—ZfHT %,
[/ — ]

EBRIC IEEE 802.1X 3AF AT 572 0121%, WHBA v X —7 = —ATh IEEE 802.1X #iF % AN+ 50BN H
%, (dotlx port-control =~ > )

[REH]
AT L4KTC IEEE 802.1X sk 2 Ak 4 %,
SWR2310 (config) #aaa authentication dotlx

532 VAT ALK TD MAC REFEREDR E
BN

aaa authentication auth-mac
no aaa authentication auth-mac

(R E]

no aaa authentication auth-mac
[AFTE—F]
rua—\)arz 4 b—varyE—R
[FAA]

T\/X?A/\ﬁgf MAC 7 v nft;}c—f;ﬁ)‘jj

no JTEITHEAT L7125 E 1, /XTAiWTNMCmﬁ%ﬁ% 2T 5%,

FRFEIX. radius-server host =~ > N T E L7 RADIUS Hh— —Z2{EHT 5,

[/—}]

%l}?r MAC ntuuﬁ%'fﬁ)ﬂ‘g—‘éf; Vi\ ;(‘—J‘%%/I) :/&"—‘731"—‘XT% MAC nuni%ﬁ)‘b j—é%\gzﬁ\%éo (auth-mac

enable =~ > )

[ E 5]

VAT AERT MAC #BRkE Ak d 5,

SWR2310 (config) #aaa authentication auth-mac
53.3 VAT ALK TO Web SBFFBRREDRE
[ER]

aaa authentication auth-web

e

no aaa authentication auth-web
[FIHIER 2]
no aaa authentication auth-web

[AJIE— F]
Ja—nnarz 4 —y g rE'w—NR
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[FEHA]
AT LR T Web BFEE AT
no FE R TIAT L 725 A 13, /27A£%Twwmﬁ%ﬁ@ 5,
FRREI,
[/—}]

%E%g(: Web FILAIJEE%'T%);H—?—Z) 711_
enable =~ > )

[BREBH]
A ?Aéﬁgf Web Aoy uﬁ%ﬁ)‘jyﬂ:j—é
SWR2310 (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X n;upﬂ%%ﬁb@@]'f/ﬁ%‘_‘ l\ —)'h'-'—’

I, R A H—T7 2 —ATH Web i

radius-server host =~ > K Ci&E L 7= RADIUS Y — X—&{# A3 25,

W uﬁ%ﬁfjj ‘?’6%%75%9)%60

(auth-web

[EX]
dot1x port-control mode
no dotlx port-control

[/XF A—%F—]
mode IEEE 802.1X #BFEOEEE— R
B{EE—F P
IEEE 802.1X #83F® Authenticator & L CTEH{E
auto
T5
— =y
force-authorized IEEE 802.1X FRFEDFRAEH &4 — NI [E E %
ET D
force-unauthorized IEEE 802.1X &k D AFEAEA — MR E
ERA
[FIH1ER 2]
no dotlx port-control
[AFTE— F]
AH—T 2 —AF— K
[FRHA]

SHEA L H—T 2 — A% LT,
no X TCa~r FEFETLEHEAIT
[/—F]

[EEE 802.1X FRIERE DB EE— RERET 5,
. B A v H—T7 = —AD IEEE 802.1X ZREFHEEEIT S & 72 B,

AKa< 2 KIiZLAN/SFP AR— B L OGHFLA v ¥ — 7 = — AT D AHFHE I HE,

[BXE B
LAN 7R — |k #1 T,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X FBFEDRZBIER— b TCOEERIHORE

IEEE 802.1X FHAFEREDENMEE— R % auto IZFXET D,

&N

dotlx control-direction direction

no dotlx control-direction
[RF A —5—]
gru
|:|X

KERFEAR— R TOr vy MNMEEEIEL

direction
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X BE B
both B L bIEET D,
in ZAG DHIEHES D,
[WIHIRRE]
dotlx control-direction both
[AS1E— F]
A EF—T 2 —AE—F
[BLAA]

KRA o H—T = — A% LT, IEEE 802.1X FRGEDRFRGERF D /37 o MNRIEEIEEZ A E T 5,

no JER . CTHEAT LA 13, VIR EICE S,

both ZHEE L CWAEHA., 7V D "L ZELE Ny FEFEL, OB — 0D 7V 0 o Sh
TWAA L H—Tz—A~DT B— X v A NV TFFx X b3y EHIEET S,

inZHELTWDIEAE., TV PN OZELERNTY Yy NOHREHEL, MOKR— 0D 7Y B b O S
NTNA U H =T 2= A~DT B — Xy X NTLTFTFr R Ty MNIEET D,

[/—F]

A< RIZLAN/SFP iR — M B L OGHEEA v X — 7 = — AT D% E W HE,

SNBA v H—=T 2= AT, FAME—FRE2LFV T D bE— NIRRT LIZHE° MAC ik L R L7-35
X, BEIMSIZ in & 72 B,

XGA VH—T 2 —ATH AN VLAN DR E % LTI/\Z)iE'A ;t\ AKa~v s FOREBERPENE D,

AKawr RoF E%ﬁﬁﬁé& FRREIRBE I IR R

Aawy REMHT 50, H5a /5(—-7:—-xm<~ NRRALHSAE A AN B LB B S, (dotlx port-
control =< )

[ E B

LAN R— b #1 ORRFEHR— R TO/RT > MEEENWEE 5 O MEFIZT 5

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #dotlx control-direction in

5.3.6 EAPOL /X7 v N OXFREIFDERE
(B

dotlx max-auth-req count

no dotlx max-auth-req
[73T7 A =4 —]
count ¢ <1-10>
EAPOL /37 v b D g RiEE 5L
(IR E]

dotlx max-auth-req 2

[AJ1E— K]

AHF—Tz—AE—NK

[FHA)

WRA VH—T =— A 2% LC, EAPOL /N7 v EOREE R ORKEEZRET D,

no X Ca~r FEETLELAIE, MIHREIZRED,

[/—}]

A=z~ RILLAN/SFP R — M B L OFEHA ¥ — 7 = — AT D HGHIE e,

Ka<wy REERTH-0100E, JHBA v F—T7 2 —ATHR— MiHEREEZ AT A2 LENH 5, (dotlx port-

control =~ > 1)
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LAN 7R— k #1 T, EAPOL /X7 v F OEERE% 3 |
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TRXTE

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #dotlx max-auth-req 3

5.3.7 MAC FFFREBED X E

[EFX]

auth-mac enable
auth-mac disable
no auth-mac enable
[F—U— 1]
enable MAC

disable

[FIH1ER 2]

auth-mac disable

[AJTE— F]

A H—T2—AE— R

[REEA]

XIHRA v HF—T 2 — A LT, MACE
no IEXCHEAT L6
[/ — D}

Ko< RIZLAN/SFP R— F B L OGBS v X —7 = — (T
X, VAT AEIRTH MAC §

FEFIZ MAC RRFEZ T 2720
auth-mac =~ > )

[EXE B

PR REE BN T D
MAC BAERE A N9 5

[ uE%ﬁXjJ ?6

. F771%. disable ZFEE L7255

LAN 7R— k #1 ® MAC R3HERE 2 AT 5

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #auth-mac enable

5.3.8 MAC IR D MAC 7 RL AR DOERE

j: MAC Ay uﬁ%m)‘j] j—

D B TE A HE,

At nﬁ%ﬁfj '3‘5%\%#29)50

(aaa authentication

E&

auth-mac auth-user fype case
no auth-mac auth-user

[/XF A—&—]
type A EEE
R EME K
hyphen XX-XX-XX-XX-XX-XX
colon XXIXX XX XX XX XX
unformatted XXXXXXXXXXXX
case KT - INCFHRE
BEM B
lower-case /N (a~ 1)
upper-case KILF(A~F)
[F1HIE% %]

auth-mac auth-user hyphen lower-case
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[ AJTE— K]
Ja—\)aryz 41—y T — R
[FREA]

MAC HLIJ G }ab\f utquH# 'fﬁﬁﬁjﬂél‘—‘ﬁ:b‘% « INA J— }‘@}%iﬁ%ﬁﬁjﬂéo

MACZBFETIE, V77U FOMACT FL A& a2—H—4 « XAU— K& L TfEH L RADIUS — " —~GH3E%
BRT 5,

no JERCTHEAT LA, VIR EICRES,

[/ —F]

Ko< REHHTH720121F, 68 A v X —7 = — AT MAC RS REZ AN T HLENH S, (auth-mac
enable =~ > )

(B EH]

MAC FEREIZHEHT 5 MAC 7 RLRATERE A 77 L, KRXTFICEFET D,

SWR2310 (config) #auth-mac auth-user unformatted upper-case

E

R

53.9 MAC SHEED R Z T 4 v 7 B ED
(&=

auth-mac static enable
auth-mac static disable

no auth-mac static
[F—U—F]
enable DORIT 4y I RBEANCTT D
disable DORET 4y BB EERNCT D
(BN E]

auth-mac static disable

[AFTE— K]

BT 2 —AF— R

B

MAC FBFHERE T, RIEZ RA LY T U B FOMAC T RVAZFDBILAA T 4 v 72 F) — & L TEET
60

no TE K THEAT L7=85A. F£7203. disable 28 E L2 EIL. AXT 4 v 7 BEgkE B4 5,

[/ —}]

Az RILLAN/SFP R — M B L OGREA o Z — 7 = — RZDHFRIE "l e,

AKa~vr ROREEXERTDH L, RARRIEIIHIHRE

SN Mth:MDB_&4+:y&l/h)~kbf§ﬁ¢ékwiw9y7&4A7ﬁ%@ﬂ%&ﬁéﬁ\
Kawy REGRHIAZ T 4 v 72 b — L LTHRET L2085 D,

clear auth state =~ > K, F72(%, auth clear-state time =~ > KT, A&7 1 v 7 HEERIEEREZ 7 VT THZ &
MNTXD,

Ko<y REFEHT L2010, 681 v ¥ —7 2 — AT MAC RiHEREEZ AN T 50N H 5, (auth-mac

enable =~ > R)
[ EH]
LAN 7R— |k #1 @O MAC FRFED A X T (v 7 Bk & BT

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth-mac static enable

5.3.10 Web 72 GFHEREDER E
E=v

auth-web enable
auth-web disable
no auth-web enable
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[F—T—F]

enable : Web iBiEHEREZ A2NICT 5
disable © Web idiiRe 2 2235
[FIHIERE]

auth-web disable

[AJIE— K]

AP =T z—AF— R

[BLFA]

ﬂ%% \/57*‘732*‘;(&:;(#[/(\ Web ntuuﬁ%ﬁ)‘jj ‘?’é

no IR TEIT LA, F720%, disable #F5TE L7254 1%, Web iRiE4 &Nz 5
[/ —}]

$:7/kiumEWﬁ‘%%iO ST, LA — T = — AL DB ERE T HE,

FEFRIT Web SRGEAMEH T 572D11F, AT LA2KTEH Web BEEA ANZT D483 5,  (aaa authentication
auth-web =~ > )

~NVFV TN D b RLUSTlE Web BAHEREZ AT HZ EIXTEEH A,
7 A N VLAN & OfFRIZTE £H A,

[ E B

LAN 7R— |k #1 @ Web iBiEHREEZ AT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth-web enable

53.11 A A FE— FORE

[EX]
auth host-mode mode
no auth host-mode

[3F A—F—]
mode : 7J_\9“_‘ }\ AN HE@@J(E%V— v
BiEE—F B!
LR—=bHEY 1T T YD FOHEEE
single-host FFAlT 5E— R T, mUNIFRAEZ /S A LTz
PV NDOREFATH
| R=FHVEEY 7 B FOdEE%
AT 2E—RT, OO TFY I bR
multi-host E{J\?E’%/\Q’Xﬁ‘é L. BUR— I T Y7
U7 MIFEREZTH 7 < THBE 1 rhe
A
1 R= BTV EHY 7Y I FodfE%
multi-supplicant AT A5E—RNTH7Y I MEIZHEED
Al - RS ERIRET D
(W1 E]
auth host-mode single-host
[AS1E—F]
A B =T 2—AFE— K
[RLBA]

KRA L H—T 2 — AWK LT, R— FRAFOENEE— RE2LET 5,
no JERTEIT L EAIT. PIHIREICRE S,
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[/— "}
A~ FIXLAN/SFP A" — B X OGRBEEA ¥ — 7 = — AT D Bk iE I hE,

RKa<w ROBREELEETH L, FRIERAEI TN
< NVFY TV h L v E— RTHAF I v 27 VLAN %%IJ)?HT%S YA, 7Y o FEALT VLAN 246835 2 &3

BEo
VIVFRANE—RTHAFI v 7 VLAN ZFHT 2856, 2EZEBUBEOY U > MIERPIOT 7Y 12 R v
HA L7 VLANID 2N &5,

Ka<wr REERTH7-0120%, JHBA v F—T 2 — A THR— FRiHEEEZ AN T A2 LENH 5, (dotlx port-
control =~ >~ R, auth-mac enable =~ > N auth-web enable =~ > )

[ E ]

LAN R— K #l 2~V FH TV B ME— RICEET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth host-mode multi-supplicant

5.3.12 FREFNEFF DX E
B

auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order

[F—TU— K]

dotlx : IEEE 802.1X #&FE /720
auth-mac © MAC #FEA
[WIHIRRE]

auth order dotlx auth-mac

[AFIE—F]

A H =T x2—AE—F

[‘%‘Fﬁﬁﬂl

M ERRERERE . RGES XA L7e GG, RGEZ 1T O IEER LR ET D,
no FECTEAT LG EIE. VIR EIZRE S,
[/—H]
21::1-?‘/ RiX LAN/SFP R — b B L OGRS o & — 7 = — AT DB IE P e,
Web 5RAEIE, AR EIZEFRZR < Web #GiEE T T ID/Password 2 A J) L7z & EITFRAEEZT 9,
IEEE 802.1X F¥iE, MAC ik, Web iiEDREN M2 56, € ORGET TN S 1720,
ARa<y REFHATH70120F, WA v H—T 2 —ATHR— MNBIHEREE AN T D2HENH S, (dotlx port-
control 2~ N, auth-mac enable =~ > K, auth-web enable =~ > )
[BREH
LAN R — b #1 OFBFESF X DNEZE %, MAC FR3E -> [EEE 802.1X FRAEDNETE TI1T 9 L 2 ITRET 5.

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #auth order auth-mac dotlx

E

R

5.3.13 FEREED
&y

auth reauthentication
no auth reauthentication

[#I3#3% 2]
no auth reauthentication

[AJ1E— K]
A HE =Tz —RAE—F




180 | 2~> RU 77 LU A | A U H—T7 =— AHlf
B
XNBRA =T =2 — A % LT, Al Vg ]\mﬁ:umﬂ}%ﬁ)‘j
no ﬂ:/JCT %?? Lf: i ﬁ:wu DE%ﬁij jﬂ 5

AREEAIMZ LIZGE FRECERE L7270 B b &2 @R ERGET 5,
FRREDOMIFEIZ, auth timeout reauth-period =~ RTEH TX 5,
[/—}]

ARza<> RKIZ LAN/SFP R — b B L OGHELA v Z— 7 = — R IZDO AR E T HE,

IEEE 802.1X FBAER 1L, HRGEDO X A 2 v 7127 b L, 7Y 2 M EAPOL X7 v R &2EE LT 22—V —1EH %
FHUS L. RADIUS $—/N—|ZFRREE R 24T 9,

MAC ZaEERIL. FEREED X A I v Wb e, YU B FOMACT RL Ak a—H—4 BLO, RZ2ATU—F
& R72 LT RADIUS H— —{ZFBFEER 21T 9,

Web FRFERFIE, ﬁmm&@ﬁ/l’ YN n e, BT N OFRGEIRE A RFEREICER S D,

RKa=wy REMFHATHDI2F,. MRA LV H—T =2— A TH— NEGEEREZ AN T H2X4E N H D, (dotlx port-
control =~ | auth-mac enable =+ K, auth-web enable =~ > )

[BRE B

LAN N— |k #1 OFEIEEZ AT D,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #auth reauthentication

53.14 # A4} X v 7 VLAN OFKE
B

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

(IR E

no auth dynamic-vlan-creation
[AJIE—F]

A B =T z—AEF— R
[@iH]

HRA =T == AT LT, A4 F v 7 VLAN 2 GICT D

no B TIAT LG AIX. A7 I v 2 VLAN Z0C9 5,

XA F w7 VLAN BRI A ¥ —7 = —ATiE, RADIUS % — =ML I5E S 7B MHAE (Tunnel-Private-
Group-ID)% & & 12, FTE VLAN ZEhiIC AR T 5,

[/—}]

Az~ RiX LAN/SFP R — M X OGREEA ¥ — 7 = — RO Hg% iE 7 HE,

ARKa< FOREEZELTDH &, BABREBIIPHIREICRE S,

~NFH TV hE— RTHAF v 7 VLAN ZFIHT 256, 70 U2 FHALT VLAN 28T 5 2 & 23]
=8

~IVFIRA RNE—RTHAF v 7 VLAN ZFHT 28546, 2FEHUROY T U b2 MIRNOY 7V 2k aviE
L7 VLANID 28 H S b,

RKa=wy REMHATH-DI2F, HRA L H—T =2— A TH— NRGEEREZ AN T D2X4E N H D, (dotlx port-
control =~ > N, auth-mac enable =~ > K, auth-web enable =~ > )

[ E B

LANR— h #1 T¥ A F I v 7 VLAN 2T %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth dynamic-vlan-creation

5.3.15 72  VLAN DR E
B

auth guest-vlan vian-id

no auth guest-vlan
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X A—5—]
vian-id o <1-4094>
7" A~ VLAN H® VLAN ID

(AR E]

no auth guest-vlan

[AJIE— F]

AVH—T 2 —RAE—FR

[RiAA]

KIGA B2 —T 2= AR I T WD T 7Y o FSRERRE, & 2 W, GRAERR D & ZIZFTET 57 A k VLAN
EIEET D,

no JER THEIT LB AL, 7 A b VLAN OREZHIFRT 5,

[/—}]

A~ RIXLAN/SFP A — b B X OGREES v ¥ — 7 = — R |Z @#%Eﬁ%o

Kavwy ROBREXZERT L L. RILRETWIHREE

RKa=wy REMHAT L7012, HRAH— 7:*‘2“C‘J‘ NRREHEREZ AN T DML H D, (dotlx port-

control =~ > | auth-mac enable =~ > V)

ARa<wr FiE, Web BiEn B E ZIHETXEHA,
[BREH]

LAN K— | #1 TH A b VLAN #10 ZH55E3 %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth guest-vlan 10

5.3.16 FRIEREE OMIEHAR DR E
EN

auth timeout quiet-period time

»L

no auth timeout quiet-period

[NT A —=HF—]
time 1 <1-65535>
AR, 7 v b & OlfE RS T 5 HIEE)
(AR E
auth timeout quiet-period 60
[AJIE— F]
A B —Tz—AE— R
(@]

XBRA o F—7 2= AR LT, RAERE OFBEMIE I 2 30E T %,

no JEXCTHEAT L7256 1E. FIHIERTEIZE S,

FOREHNIE IR I ZAE LT X 0y NI THEES 5,

[/—}]

A~ FIZLAN/SFP A" — M B X OGRBEA » F — 7 = — AT D Ha& iE I hE,

Ra<wy REFHT L2000, SR A v ¥ —7 2 —ATHR— MR E H T 2 0E N H D, (dotlx port-
control 2~ [ auth-mac enable 2~ N, auth-web enable =~ > IN)

B2 H]

LAN AN— b #1 OIEHFE OFRE 2 300 (ZRET Do,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout quiet-period 300
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5.3.17 BB EIRR DR E
[EX]

auth timeout reauth-period time

no auth timeout reauth-period

[7NT A—F—]
time : <300-86400>
BTV T b OFERRAERFRED)
(AR E
auth timeout reauth-period 3600
AA1%E— F)
A B =T z—AEF— R
(LA

;@%4 ?/5‘7*‘7:1:*‘;( ;(ATL/VC '3‘7 )ﬁ/b@ﬁmunﬁﬁﬁﬁl"ﬂ%ﬁﬁﬁgj«éo

no R THAT L7 G1%, PR EICE 5,

[/— 1]

ARza< > FIXLAN/SFP A"— FEB X OGRELA ¥ — 7 = — AT D B E W HE,

Kawr REEHTH20120F, WHBA VX —T 2 — A THR— NBIHERE, 700, FRGHEREZ AT 5 MBS
5, (dotlx port-control =~ >~ K, auth-mac enable =~ > | auth-web enable =~ >~ . auth reauthentication =
<2 F)

[BREH

LAN 7R— h #1 OFRRGERROBE & 1200 ICBET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ —/ N\—2{kD|5ERE B REE O E
[ER]

auth timeout server-timeout time

Il

no auth timeout server-timeout

[XTA—=H—]
time ;. <1-65535>
RBREZL RIS § D RRREY — /=72 b DISERF HRF I (F))
[FIHEE]
auth timeout server-timeout 30
[AF1E— F]
A VB =T 2= RE— R
[FLHA]

KRA B —T 2 — A THR— FNRAEEIT 9 & D, RADIUS — "—2{K0 5 DISERF BRI 2 3% ET 5,

no JBRCHEAT LI=HA 15, WHIRTEIZR S,

[/—}]

A< RIXLAN/SFP R— B L UGRERA ¥ — 7 = — AT DB IE Al e,

NG Y]

(radius-server timeout =< > K D% EMH) x (radius-server retransmit =~ > KO EE + 1) x (RADIUS $—/3—%%)
PLEIZT 2R H 5,

Ko<y REFEHATDH0120F, W8 A v X —T 2 — A THR— NRGHEREEZ AN T DL ENH S, (dotlx port-

control =~ > K, auth-mac enable =~ >~ auth-web enable =~ > )
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[ EH]
LAN R— b #1 OFEFAFERIZKT 2D RADIUS Y — S —2 KD B 5 LI 2 180 MR ET D,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #auth timeout server-timeout 180

5319 %7V v MEBRFLEEBORE
E&N|

auth timeout supp-timeout time

no auth timeout supp-timeout

[T A—=HF—]
time : <1-65535>
BTV H v RS DOINER B R (R)
(AR E]
auth timeout supp-timeout 30
[AJIE— ]
A HF =T z—AE—FR
B

KIRA H—T 2 —AZK LT, A= RBAEEITO L XDV TV DY Mo OISEFRF LI AR ET 5,

no IR CHEAT LG A1, WIHEEICR 5,

[/ —}]

ARza< > RIZLAN/SFP A"— FEB X OGHELS ¥ — 7 = — AT DB E A 6B,

ARKa<r REFEHT L2000, SR A v F—7 2 —ATHR— MRS H T 20N H D, (dotlx port-
control =~ > N, auth-mac enable =~ > N, auth-web enable =~ >~ )

Bt

LAN R— bk #1 OV 7V B2 R b OJREFF LR Z 180 FNZERET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS ¥ —/X—K X F DFE
[

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[F—TU—F]
auth-port : RADIUS $— N—DF8FEH UDP A — hEEARET D
timeout : RADIUS H— 3=~ DERIT S 5 BRI 2 50E 2
retransmit : RADIUS #— =~ DK FEREEZRET D
key © RADIUS J—/N— & OERIZMEHA T 52T — REBRTET S
[NT A—=F—]
host i IPvd 7 FLZ(AB.C.D) £7213 IPv6 7 R L A(X:X::X:X)
IPV6 U 2 m—H LT RUARHRET BHAIL, I 25 —7 = — A bIRET 5 BEN B
% (fe80::X%vlanN DJEF)
port 1 <0-65535>
FOREF UDP A8 — M &5 (A SRR I WIME D 1812 2+ 5)
time : <1-1000>

BRI (FD) (48 WS I 1 radius-server timeout =2~ > RE%EFIHAME 5 HZHE D)

count ;. <0-100>
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TSR 0L A1 (44 S BT radius-server retransmit =< 2 K% E(FIHIME 3 [E)IZHE D)
secret DOPARET R IO, 7 AR R 2R AR (128 SLFLIR)
HEHRAT — FEE MR radius-server key 1< > REETEIZHE D)

(IR E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— R

[FREA]

utqu“ﬁ-‘—/\—) A ]\ ﬁ'_/*\“—%iﬁﬂlﬁ_éo

R b —iI8 TH D,

no B TCa~r REETLIEGAIE, BE LY — =23 — =1 X s B HIERT 5,
[/ —F]

X EMEIZ. (radius-server timeout =~ > K DF%EE) x (radius-server retransmit =~ > KO EE + 1) x (RADIUS
— 3—%%) OfEi73, auth timeout server-timeout =~ > KO EMNIZ 725 X ) ICHHET HIHLENH D,

LLDP H #7% EREAE TR E S N7 radius-server host =~ ROKEIZIL, —HARHRETHL Z L2 £T
"dynamic"A4 7Y 3 UMt &5, "dynamic"A T Y 3 UBMTE STV AEA, write 22 REEITLTHAH
— T T AT TIRAFS IR,

[BREH]

IP 7 R LA 192.168.100.100, JGZFFEERFRHE] 10 £, ZORAEREML 5 Bl L U TREREY — 3 — U 2 MZIBNT %,
SWR2310 (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP7 R A 192.168.100.101, F8FEH UDP AN— K 1645, L4 /32U — R abede" & 7BFEY —/S— VU X MZBMNT 2,
SWR2310 (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

2 —7) /L RADIUS H— =% G8GEH—/N— VU 2 MIBINT 2,

SWR2310 (config) #radius-server host 127.0.0.1 key secret local

5.3.21 RADIUS ¥ —— 1 BH - 0 OEEE LR ORE
[#EX]

radius-server timeout time

no radius-server timeout

[/$5 A—F—]

time : <1-1000>
SORIGE R (7))

(AR E

radius-server timeout 5

[AS1E—F]

Ja—n"narz4 7 b—varsE —NF

B

RADIUS ¥—/R— 1 BH 7= OIBFHFHLRM 2R ET 5,
n B Tavr FEEITLEZEAIE. VIHREICES,

[/ —F]

radius-server host =~ > R CH — R —[EH OERIGEFHEIF DR E STV SIS, radius-server host =2~ > N
DFEIHED

X EMIT

(radius-server timeout =~ > K DR EH) x (radius-server retransmit =~ > K OFZEME + 1) x (RADIUS H— 3—%7)
DOAEAY, auth timeout server-timeout =2~ > KOREMNIZ/2 D KX O ICHHET LM ERH D,



[ EH]
RADIUS #— 13— 1 & 720 OISEFFHRE % 10 FICERET D,
SWR2310 (config) #radius-server timeout 10

5.3.22 RADIUS ¥ — N—~DERFIERE DR E
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[

radius-server retransmit count
no radius-server retransmit

[T A—F—]
count : <0-100>

SRS
(AR RE]
radius-server retransmit 3
[AS1E— ]
Ja—m\)arz74 b —varE— R
[FAA]
RADIUS #— =~ D ERF A Z R ET 2,
no A Ta~ FEFETLIELEIE. WIHREIZR D,
[/— k]

radius-server host =~ > K TH— X —[EHF OB R FIEAE DGR E

EIZHED
[B%E B
RADIUS H—/N—~DHERFXEEE 5 [FIIRET D,

SWR2310 (config) #radius-server retransmit 5

5.3.23 RADIUS ¥ — N—IF AT — RORIE

INTWBH4E . radius-server host =~ > KDFX

EEN
radius-server key secret
no radius-server key

[73T A =4 —]
secret o HEHEARZIT— R
AEHT B IO, . AR— 2B LA (128 STFELA)
(AR E
no radius-server key
[AJTE— K]
Ja—nm a7 b—va e —R
B

RADIUS $—/N— L OIRGEHRHIEAT 2GR T — REFRET D,

no WX Ta~r FEFETLEEEIL. VIHREICRES,
[/ — ]

radius-server host =~ > R CH— —[EHADOHHFNRZAT — RRREESNTWDEE. radius-server host =~ KD

RN,

[ EH]

RADIUS #—_— L DA /2T — R & LU C"abede" 5 R ET 5,
SWR2310 (config) #radius-server key abcde
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5.3.24 RADIUS ¥ — /3 —fit Fl | REE] D% &

[EFX

radius-server deadtime time
no radius-server deadtime

[23F A —%—]
time . <0-1440>
RADIUS #—/N— D A HIRER (47)

(AR E

radius-server deadtime 0

[AJIE— K]

Jsa—nmnarz 4 b—varE —NF

B

RADIUS #—/R—=~DERNZ A L7 7 h LTz L &, &Y — S — O 2 i3 2 R 2 50E T 5,
no JERTa~r REFATLIEGEIE, WIHREICRK D,

[BR )

RADIUS H— X—fli FIMHIREE 2 1 212 ET Do
SWR2310 (config) #radius-server deadtime 1

5.3.25 RADIUS % — 13— |Z#H19 5 NAS-Identifier DR E

[EFX]

auth radius attribute nas-identifier /ine
no auth radius attribute nas-identifier

[7XF A —%F—]
line DORRBISCE (253 SUFLIN)
NAS-Identifier B & L CER T T DEE DO LTFH

[ 2]
no auth radius attribute nas-identifier
[AHE— K]
Jua—nppar7 4 J—yarEt—FK
[ﬁ%]

 SRAEREREIZ B\ T, RADIUS H—/3—|Z NAS-Identifier B & L Tl H1EE O UFH 2R ET 5,
Kﬁﬁ%bkﬁﬁi\mmws%wﬂﬂiMﬁMmﬁaEﬁkbf BEN L., BREEHIBR LIS TEm e EIRd
Do
no B Ca~r REEITLELAIE. PHREIIED,
[ EH)

RADIUS Y—/N—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] &> F9d 5,
SWR2310 (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 A — FEREEFB DR

E&y
show auth status [interface ifname]
[F—TU—F]
interface D BEDA L E—T 2= ADERDO B EFTRT D
[73F A =4 —]

ifname A H—T 2 — AL
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7Tz — A

AR RE DREIRTE, 6 L OBUEDRRREREZ Fr T 5,

BT DHA L H—
[AJ1E— R
FEHFHE EXEC £— N, F§#E EXEC E— R
[
A=k
B!
N— MR AE R T D,

SWR2310#show auth status
[System information]

802.1X Port-Based Authentication

MAC-Based Authentication
WEB-Based Authentication

Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Authentication status
Clear-state time

Interface portl.4 (down)
802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication
Reauthentication period
MAX request
Supplicant timeout
Server timeout
Quiet period
Controlled directions
Protocol version
Clear-state time

5327 %7V b v MEBROFRTR

Enabled
Disabled
Enabled

Not configured

(port:1812)

Auto (configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2

Authorized

Not configured

Force Authorized
Disabled (configured:disable)
Enabled (configured:enable)
Multi-supplicant

Disabled

Disabled

Disabled

3600 sec

2 times

30 sec

30 sec

60 sec

In (configured:both)

2

Not configured

(configured:-)

EEN

show auth supplicant [interface ifname]
[F—U— 1]

interface

BEDA v H—T 2 —ADEFEROLEFRT S



188 | A~ RU T 7 LU A | A v & —7 =— Al
[/ X — & —]
ifname DA E—T 2 — R4

FoRT DA L H—T =2 —RA

[AF1E— K]
¥t EXEC £— K
[FEA]
A= MRAECB T 297V B MERERTT S,
[ E ]
LAN AR— R~ #1 OV 7V B> MEHRERTT 5,

SWR2310#show auth supplicant interface portl.1l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authenticated 1 802.1X
5.3.28 FEEHER DFR

&y

show auth statistics [interface ifname]

[F—T— K]

interface O RFEDOA v H—T 2 — ADHRER OB FIRT D

[/3T A —HF—]

ifname A —T 2 — AL

FRTAHA L HE—T =z —R

[AS1E— K]
JEHERE EXEC ©— K. Hj# EXEC £— K

[BLA]

A= MBI B3 bOFE T RERFT 5.
[BEHi]

LAN " — | #1 OFGFHEREZFZRT 5,

SWR2310#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455

Transmitted frames 11
EAP Request ID 1
EAP Request 9
EAP Success 1
EAP Fail 0

RADIUS packets:

Received packets : 10
Access Request : 0
Access Challenge 3 9
Access Accept 1
Access Reject : 0

Transmitted packets : 10

Access Request : 10



av U R T77 LR | A F—7 = —AHl{H | 189
5.3.29 HEHEHRDOZ VT

[EX]

clear auth statistics [interface ifname]
[F—TU—F]
interface CREDA L E—T 2= ADKEHERO AR E T VT T
ST A—F—]
ifname DA E—T 2 — R4

BRI DA H—T =— 2R

[AFE— K]
FiHE EXEC £— R
[BLFA]
Z‘f*‘}‘utuu j'é/\b‘/ }\O)flhn+rﬁ§&%7)7w9}«é
[BREH]

LAN 7R— b #1 OfaHEwEZ 7 V75 5%,
SWR2310#clear auth statistics interface portl.1l

5.3.30 RADIUS ¥ — N\—REFMDE R

[ER]

show radius-server
[AJ1E— K]
¥iHE EXEC £ — R
B

RADIUS H—_—{ZT 2% EEHRER~T D,

FRREY— =T 2 MZEEE L TodH D RADIUS — N— D% EG (T —/N—AR R b §RFEH UDP A— &=, LA
RAT— R BORISEFERER . BORFREREE, — N—EHIHIRE) 2 ZrT 5,

[ EH]

RADIUS #——ICHT 2R EFME LT D,

SWR2310#show radius-server
Server Host : 192.168.100.101
Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 2 3

Deadtime : 0 min

5.3.31 Web 32GFRTh DY X4 L 7 K5 URL DR E
EE

auth-web redirect-url ur/

no auth-web redirect-url
[NT A —=HF—]
url DB R JUNEARE S (oK 256 3UF)
UKA L2 FJed URL
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[FIEIERE]
no auth-web redirect-url
[AF1E— K]
Ja—nN\)ary7 4L — g rET— R
[RLBA]
Web GRAERLENZIZY A L7 b3 2 URL #45ET 2.
no JERTHEIT LI L BITRRREE D Y 44 L7 MEREZEDIZT S
[/— 1]
"M &G AIEURL ZHETDH Z LIXTEEE A,
[BEH
Web FBRELENHE D U XA L7 RIEIZ http://192.168.100.200 Z HET 5,

SWR2310 (config) #fauth-web redirect-url http://192.168.100.200

5.3.32 BIEKRED 7 VT

[FX]
clear auth state [all] [interface ifname] [supplicant mac-addr]
[¥F—T— k]
all D BATOV TV A FORFRREEZ 2 VTS
interface CREDA L E =T 2= AR STV DY T I FORGEREEZ 7 VT TS
supplicant D BEOY U NORGFEREE S VT T3
[73F A =4 —]
ifname DA E—T 2 — R
VTS HA 0 H—Tz—R
mac-addr : hhhh.hhhh.hhhh (h 1 16 #£%)
KD MAC 7 R L&
[AFTE—F]
¥t EXEC E— I
B
V7Y bOBRERIEEZ 7 VT D,
[EXEH]

LAN R — M #1 IZHEFE STV DT 7Y B b OFEGERIER 7 U T3 5,
SWR2310#clear auth state interface portl.1l

5.3.33 RIEIREED 7 U 7T AR DR E(T AT D)

&

auth clear-state time time
no auth clear-state time

ST A—F —]
time 1 <0-23>
PREREEZ 7 U T D IR
(AR E]
no auth clear-state time
[AS1E— ]

Jua—n\)narz74 b —varE— R
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B
VAT LBIRITY T T N OREEREEEZ 7V T T LR AR ET D,
no A TIHAT LA, EEREL 7 V) 7 LRI O E L HIBRT D,
[/—H]
AV H =T = — R TGRFERREZE 7 U T HRAIDNRE STV DIGE, A V¥ — 7 = — ATRE S AT CREGE
KD VT %179,
[ E ]
VAT LEETH T Y B N ORAEREE 7 VT HMZ 2 12 FHIRRET D,
SWR2310 (config) #auth clear-state time 12

5.3.34 FBAEREED 7 V) 7 I BRI DR EA vV H—T = —R)
(&R

auth clear-state time time

no auth clear-state time

[/NT A—F—]
time 1 <0-23>
PREREZ 7 U T D R
(AR E
no auth clear-state time
[AJ1E— ]
A HF =Tz —AFE—F
B

RGA B —T oA YTV I FORIEIRIEE 7 V) 7T DA AR ET D,

no LA TIAT L7, BARREEL 7 U 7 DRI O E 2 HIBRT 5.

[/—}]

ARza< > RILLAN/SFP A" — hEB X OGHELA ¥ — 7 = — AT D B TE A HE,

HRA L H—T = A ATV AT ARRICEIEREE 7 U 7 T 0RABRESNLTNTS, Kavy RTREIN
T-REZ CREREIREED 7 U T &#4T 5,

[ 2B

LAN R— b #lLiZERc SN =7 U > b ORREREEE 7 U 7§ 2054 % 12 FRZERET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #auth clear-state time 12

5.3.35 Web SRELEIE U A X~ A AH 7 7 4 VORE
BN

copy auth-web custom-file all src_config num dst_config_num

copy auth-web custom-file filename src_config num dst_config num

[F—T—F]

all D ATO Web iRGEHEFE A A X~ A AT 7 A Ve a bt —F 5
X5 A —5—]

filename DA L OVYEARL S

Web ZEEHEH AX~A AR 77 ANDT 7 A VL
src_config num . A E—IEDa LT 4 TEKE
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R EME B!
0-1 AB— N NT v Tarr 4 7S
sd SD 1—F

dst_config num . av—eoar T IEE
BEME P
0-1 AB—= T v TarT g IS
sd SD 1— K

[AJ1E— K]

¥iHE EXEC £— F

ﬁ%]

Web fBREHE I A X <A ZAHOT7 7 A VB E—F 5,

[/ — D}

SD 1 — RInBAA v F~ Web kBl Hi I A X~ A AT 7 A VEa—F 55813, SD I— FAO /HFE4/
startup-config/web-auth/ {247 7 A L EFHE L T Z X0,

SD 1 — RB~< 7 hSHLTWRUVREETIX, SD #— RN® Config Z# X RIZL TARa~v REETTHE=T—L
2%,

[BEH]
2TO Web FBAEFIFI N A X~ A AT 7 A V& SDA— RIPLAZ— T w7 ar 74 7 # ~at—4 2,

SWR2310#copy auth-web startup-config all sd O

5.3.36 Web SREEEE NI A 2~ A A7 7 A4 VDY
E=y

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[¥—U—F]
all D ATO Web fBAEBE I A X~ A A7 7 A VEHIRT 5
[/XF A—&—]
filename DA LONEARL S
Web BAEHE A A X~ A A7 7 A NVDT 7 A V4
config num Do arv I 4 IEE
REE A
0-1 AB— KT v Tarv7 4 J&KE
sd SD 71— K
[AJ1E— F]
¥¢iE EXEC £— K
[ﬁ%]
Web i&i ﬁﬁ15’742ﬂ3@774'/1/72?ﬁu%ﬁ“50
[/—h]
SD 71— KRB~ h S TWRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vy REETTHEZT—L
%,
[ EH]

logopng # A X — N7 v a7 4 7J#H O HIBRT 5
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SWR2310#erase auth-web startup-config logo.png 0

5.3.37 EAP /R R R )L— DR E
[

pass-through eap switch

no pass-through eap

[8F A—F—]
switch : EAP /XA A L—D#EIE
REME 2

enable EAP N A Z)L—Z 2T 5
disable EAP /XA A )L— % 523 %

[WIHIRRE]

pass-through eap enable

[AS1E—F]

Ja—N\)naryz4JL—yg T — R

[REFA]

EAP /XA A )L— DN BN 280 2 . EAPOL 7 L — ADHRE AR &2 &R ET 5,
disable #f57E€ L7285 1%. EAP 7 L — A2 HES 5,
no BN CTHEAT L7285 G. £721E, enable Z$57E L7841, EAPOL 7 L — A% #5157 5,

[/—F]
802. 1X FRFEMEENF 72 A v ¥ — 7 = — AT DWW TIIFRFEEEE A B L, EAP N A X)L —OREIT#EH S,
[ EH)

EAP /XA Z)L—Z T 5,
SWR2310 (config) #pass-through eap disable

54K —bEF2UT 44—

541 R—bEF=2) T 0 —BREORE
B

port-security enable
port-security disable
no port-security

[F—U— K]

enable DR —bhEXa VT R EAENCTD

disable D A= bhEeX2 VT —HREE BT D

[FIEIER E]

port-security disable

[AJTE— K]

B —T 2—AF— K

BN

SEA LA —T 22— A LT, R—bEFX=2U T —HEZHEHITT B,
no B TEIT LA, £7214. disable ZF8E L72HAIE. HB A v H—T =2 —ATHR— X2 T ¢ —HiEE
Wz 5,

[/—}]

A< RIZLAN/SFP iR — F B L OGHERA v ¥ — 7 = — AT D % E I HE,
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R—btFa T —HREEAENCLIERER T, BRINTORWVEERITEFESND,
[BREH]
LAN R—h #1 OFR— b X2 VT ¢ —EEEZHEDNIT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #port-security enable

5.4.2 ZFF] MAC 7 R L A &b

[F=

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—VU—F]

vlan : VLANID #4857

[T A—=F—]

mac-addr : hhhh.hhhh.hhhh (h 1% 16 %K)
RO MAC 7 KL A

action : mac-addr 56D 7 L — A HEE
REE Bk
forward LTS BV

ifname : LAN/SFP AR— M EiFfmEA v ¥ —7 = — X
NGO B —T 2 — R4

vian-id  <1-4094>
%5 VLAN ID

(MR E]

7L

[AJ1E— K]

Ja—)vary 74—y g — R

[RLBA]

R=btxa 74 —ZAMNILIAR— P THRIEZFAT D MAC T FLRAERET 5,

no A TIAT L7 a3, BEEHIFRT 5,

[BEH

MAC 7 R L X 00:A0:DE:00:00:01 2, LAN AR— k #1 OFF A7 KL R & LTRERT 5,

SWR2310 (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 X2 VT 4 —ERFEOBIEDRKE

[EFX

port-security violation action

no port-security violation

[T A —&—]
action DR — b EX 2T —EXKEFOENE
BEE— K A
discard AV AVRN &

shutdown Nl N S N iy
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port-security violation discard

[AFIE—F]

B —T z—AF— R

[@iHA]

av U R T77 LR | A0 F—7 = —AHl{H | 195

WBA LA —T 2— 2K LT, B Xa ) F s —BXEOEBET 7> 3 v 2RET D,
no TC THEATL7=5E1E. PR EIZR S,

[/ —F]

shutdown T— R CY ¥ v M U SN/ AR— F2EIRSE 5841, noshutdown 2~ RE W5,
A~ RIX LAN/SFP A — M K OGREEA ¥ — 7 = — AT D HG% E W 6E,

[FE B

LAN AN— |k #1 OERFFOIEL R — 0 AERT D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #port-security violation shutdown

544 R — FEX 22U T 4 —BEROKT

[EX]

show port-security status
[AJ1E— F]
F¢kE EXEC £— R

[FiAA]

R—=bhEx=2l7 4 —HFREETT D,
[ AEH)
R—btFx=l 74—z RTT 5,

SWR2310#show port-security status

Action

Status

Last violation

Port Security
portl.l Enabled
portl.2 Disabled
portl.3 Disabled
portl.4 Disabled
portl.5 Disabled
portl.6 Disabled
portl.7 Disabled
portl.8 Disabled
portl.9 Disabled
portl.10 Disabled
5.5 = 7 — R HiBERE

Discard
Discard
Discard
Discard
Discard
Discard
Discard
Discard
Discard
Discard

Blocking
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal

00a0.de00.0003

5.5.1 errdisable JKEED> & D H BHE (HEERE DR E

[

errdisable auto-recovery function [interval interval]

no errdisable auto-recovery function

[F—U—F]

interval

H ENE [H ] D% E

[78T7 A —=HF—]

function

errdisable DJR[K & 72 5 HEHE
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BRIEME il
bpduguard BPDU 7/ — RE&RE
loop-detect J— TR B RE

interval ;. <10-1000000>
HENMEIHT 5 £ TOREM(FD)

[FIAER %]
no errdisable auto-recovery bpduguard (BPDU 77— KE&HE

errdisable auto-recovery loop-detect interval 300 (/b — 7" # HHF&BE

[AJIE— F]

Ja—narz 4 —va rE'w—NR

[

T 7 — R HHEREIC X o T errdisable IRRBIZ 72 o 72 & S ICTHBIRICE IR T 2884 AN LT, AEMEIRT 2 £ CTORE
MaERET D,

interval 28 L725613. 300 BPOVRE S 1D,

no JEATHAT LG A3, HEVEIRMEEDN TR L 72 5,

[/— "}

Ko< Ra&FEITT HA1Z BPDU #'— REEREIC X - T errdisable tRA&IZ 722 - 72 LAN/SFP AK— h ClX, ¥[a] BPDU %
M L7z & SITREDEEN RSN D,

[BEHl]

BPDU 7/ — KT errdisable JKE&IZ 72 > 7 & SO HEEIRZ AR L, EIFKFEHZ 600 #1235,

SWR2310 (config) #errdisable auto-recovery bpduguard interval 600

JL— 7R C errdisable IRFEIZ 72 o 72 & O BENEIH & ENICT 5,

SWR2310 (config) #no errdisable auto-recovery loop-detect

552 = 7 —RHBEEDOBHRKT

[EX]
show errdisable

[AFTE— F]
FEFRFME EXEC *E— K, F##E EXEC £— K
B
=T —RHBEREDEREFTRT D,
DTFOHEENERIND,
o errdisable JRBEED & O HENVE H DA DG D
o errdisable JRAED A  H — 7 = — AR L O T —Z R L7-HE
[ EH]
=T —RRHEREDIE R A2 FRT D,
SWR2310>show errdisable

function auto recovery interval
BPDU guard disable
Loop detect enable 300

Port-security disable

port reason

portl.1l BPDU guard
portl.7 Loop detect
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o=
Layer 2 $%5E

6.1FDB(Z + UV —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 2 ZEHERED
[

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAZEEREEZANCT D
disable © MAC 7 R L A EBEREZ T 5
[ E]

mac-address-table learning enable

[AJ1E—F]

rua—s\varz 47 b—va e — R

[FRA]

MAC 7 R L 2B EE DB/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEBREREN N 2 G BT, 7V —Lh2ZFELTOLMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

[ B

MAC 7 N L R EEEREZ AT D,

SWR2310 (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ—V U T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LNFD)
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Ja—nmNnarz 4 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no IERCHAT LI & I3 IR EIZK b,

[/ —F]

Ko<y RTRE LR & ERIIHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND F TORE
EDOMT, BENELDEAEND D,
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[BREH]
BAFIv I ) —Dx—=V U T H A L 400 HIZT D,
SWR2310 (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR

&y
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address : MAC7T7 FLRAZIRET D
vlan : VLANID #f8ET 5%
interface DA E—T 2 —AERET D
instance D MST AV AZ L AZFRET D
[78T7 A= —]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
WGEDA B —T = —A
vilan-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*ZD MST A A% A ID
[AIE—F]
¥EHE EXEC E— K
B

MAC 7 RLAT =T Ninb XA F Iy 7w M) —&HIRT 5,

F—U— RFEBEELLHEE. HERMHC—B LTz P =R ZHIRT 5,
X—U—REHRELRWEEIL, &2 TOXAFIv 7z N —%HIBRT 5,
B!

MAC 7 R L Z7300a0.de11.2233 DX A F I v 7 = Y —%HIERT 2,
SWR2310#clear mac-address-table dynamic address 00a0.dell.2233

614 RAFZT 4 v 7 b —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id]

[F—T— K]

vlan : VLANID #fiET %

[/XT A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %K)

XD MAC 7 K LA
action : mac-addr 56D 7 L — A% A EME
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RIEE B!
forward HRIET D
discard WEET S
ifname : LAN/SFP AR— b E721E5mEA v ¥ — 7 = — A DA
KROA R —T x— A
vian-id 1 <1-4094>

*5:D VLAN ID

(IR E]

L

[AJTE— K]

Ja—x\)ary7 4L — g — R

[FREA]

MAC 7 VAT —TNVIZAXZT 4 v 72 b)) —%5E5kT 5,

action |2 forward ZRE LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% RELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZELE-MACT RLABIWRVLANID IZ—HKL7-ZE 7L — A%, fFIET
Do

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7288 1E. VLAN#l DR ESND,

[/—F]

action \Z discard Z3RE LT 1L. mac-addr [~V F X ¥ A K MAC T RLRAZIRETLHZ LITTE R0,
mac-addr \ZLLTF O MAC 7 RL A EETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff.ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

« 3333.0000.0000~3333.ffff.ffff

o fFFf.£EFF.FEFF

[ EH]
0020.de11.2233 460D 7 L — A% LAN AR— b #2 [ZH&E9 5 K 9 B4 5,
SWR2310 (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 KL AT —7 )ILDOFER

E&N
show mac-address-table
[AJ1E— K]
JEHME EXEC &— R, 4 EXEC £— R
B
MAC 7 RL AT —T NV E2HE TS,
DFOHENERIND,
« VLANID

o A UH—Tx— AL

e MACT FL XA

o T L—AIZxT 5 EME
o TV MY —FE

s T—VUITHAN
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWR2310>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

EEN!
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D EDA L E—T 2—ZAD MAC T KL AEDOHRFRT 5D
vlan : $FED VLAN ® MAC 7 RV AFDAHAEKRT 5
[R5 A—HF—]
ifname ORI DA U H—T 2 — ADLHI
LAN/SFP AR"— M E 72 diaH A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9 % VLAN ID
[AJ1E— K]
FERFME EXEC £ — N, F#bE EXEC E— I
[FHA

FDB = F VIZHHFINTWS MAC 7 RL A A F T D,

HEVFEICE VBRSNS AT Iv I T LA, BEY, FBBERSNIZALT (v 7T FLADBEENFR
S,

[ E B

FDB = F V2B SN TWS MAC 7 RL A EF T 5D,

SWR2310>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
Jua—nary7 4 S —varE—K
[
VLAN A V4 —7 = —ADREHAT ) 128h D VLAN E— RIZBATT 5,
[/ —}]

VLAN E— b7 a—n\var 7 4 7 b—va T — NICRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT 5,

[B%E B
VLAN £— RIZBIT9 5,
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SWR2310 (config) #vlan database
SWR2310 (config-vlan) #

622 VLAN A V' Z—T7 = —ADRE

1201

EEN!
vlan vian-id [name name] [state state]
no vlan vian-id

[FF—TU—F]
name : VLAN OA4HIZRET 5
state © VLAN OREEZFRET D
[T A —F—]
vian-id 1 <2-4094>
VLAN ID
name DA L ORNEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REMHE B
enable T U— LERET D
disable 7 L — LKL LR
[FIHIERE]
mL
[AJJE—F]
VLAN &— K
B

VLAN A V¥ —7 = — A% R ET D,

no JERTHEAT LA IL. VLAN A v ¥ —7 = — R ZHIRT 5,

name %4 M L725E 1%, VLAN OZR{IZ"VLANxxxx"(xxxx 13 4 70 VLAN ID)DSE%E S 5,
state M L7-855 1%, enable BEREIND,

disable Z45E L7285 A 1%, Mi% VLAN A V¥ — 7 = — A~OFEIXETHIBRE L E T,
[/—}]

BEIZ name WFRTE SN TW5 VLANID (2% L T, name Z &M L TR~ RERELEZHEIL, BEICRE
% name DFEFEFINRN,

vian-id \Z#3D VLAN ID Z#$8E 7, 7277 L., #H3?® VLANID 2T L7-5451%. name ZIEETH N TE 2

AN

BERRET DHE. UTFTO LY, """ 2EHT5Z L,
« VLAN#2 7n5 VLAN #4 £ T IEIRT 5586 2-4

« VLAN#2 & VLAN #4 23R 5546: 2.4

[ EHi]

VLAN #1000 % Sales &\ 4B CiX €T 5,

SWR2310 (config-vlan) #vlan 1000 name Sales

6.2.3 77 A X— | VLAN OF&RE

[EX]
private-vlan vian-id type
no private-vlan vian-id type
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[T A—F—]
vian-id <2-4094>
vlan 2= R TRESTWS VLANID
type 77 A ~X— I~ VLAN OFijl]
RIEHE A
primary 774~ Y — VLAN
communit ¥H L ZY— VLAN(Z S 2 =5 ( —
Y VLAN)
isolated %Y —VLAN(T A Y L— s VLAN)
[ E]
7L
[ASTE— ]
VLAN &E— K
[RLBA]

vian-id % 77 A4 ~X— s VLAN & L CfEH9T %,
no B TEITLIZHBIE. 7T 4 X— b VLAN ORENHIFEIN T, 8% O VLAN & L TR+ 5,

[/ —}]

O32=2FT 4—VLAN ¢ LCRETDHE, 774~V —=VLAND 7B IABAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o F—T7 2 — R LIFWETE AN, oI a2=7 4—VLANEB LT A Y L — k VLAN
WAITBT AL v X —T 2 — AL ILRETEX L 72D,

TAYL—RFVLAN L LTERETHE, 794~ —VLAND T EIAHAR— M EDHBETLHIENTES
N, AI2=F 44— VLANBLORT A YL —F VLANIZFTB T AMDA v Z—T7 = —RA LI TBETE L5,

B!

LFD7F A4 ~X— K VLAN Z&ET D,

s VLAN#100: 77 A~ U — VLAN

« VLAN#I01:&® 4> 4% U —VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 ( — VLAN)
« VLAN#103: 5> % U — VLAN(T 4 Y L— b VLAN)

SWR2310 (config-vlan) #vlan 100
SWR2310 (config-vlan) #vlan 101
SWR2310 (config-vlan) #vlan 102
SWR2310 (config-vlan) #vlan 103
primary

SWR2310 (config-vlan) #private-vlan 101
SWR2310 (config-vlan) #private-vlan 102

( )
( )
( )
SWR2310 (config-vlan) #private-vlan 100
( )
( )
SWR2310 (config-vlan) #private-vlian 103

community
community
isolated

624 774~ — VLAN IZX$BEH % U — VLAN OFERE

EEy

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan vlan-id association

[F—U—F]

add f57E L7 VLAN % BEE#AHT 5

remove fAE L7z VLAN OB 2 HlkR3 2
[/3T A —F—]

vilan-id <2-4094>
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7*Z A4 < VU— VLAN [ZEE Z LTV 5 VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEEIRTET 256, UToX oz, """ ek« L
« VLAN#2 75 VLAN #4 F CTaEIR$ 24 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(R E]
L

[AS1E— ]
VLAN E— K

[FAA]

FFIAX—=FVLAN D7 T A<V —VLANIZX LT, B XU —=VLAN(T A YL —K VLAN, 23 =2=7 (—
VLAN)D BEAH T &3 ET 5.

add Z$8ET D Z & T vlan-id & 2nd-vlan-ids DS T 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIFRT 5,

no JEATEIT LeHAIE. 774~ Y — VLAN ~O B 1T 2§ X THIFRT 5,

(B EHI]
UFDO7F7 4 _R—=KVLAN 2R ELT=DOB, 774~ U —VLANIZX LTl ¥ U — VLAN ZBHEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U —VLAN(Z 2 = =7 ( — VLAN)
s VLAN#103: &% >4 U — VLAN(7 A Y L — k VLAN)

SWR2310 (config-vlan) #vlan 100

SWR2310 (config-vlan) #vlan 101

SWR2310 (config-vlan) #vlan 102

SWR2310 (config-vlan) #vlan 103

SWR2310 (config-vlan) #private-vlan 100 primary

SWR2310 (config-vlan) #private-vlan 101 community

SWR2310 (config-vlan) #private-vlan 102 community

SWR2310 (config-vlan) #private-vlan 103 isolated

SWR2310 (config-vlan) #private-vlan 100 association add 101
SWR2310 (config-vlan) #private-vlan 100 association add 102
SWR2310 (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MEFTRLA— NDFRE

[ER
switchport mode access
[ E
switchport mode access
[AJ1E— K]
A HF—T 2—AE— R
[FAA]
WHEA o Z =T 2= ZAOR— MEEZT 7 AR — MTRET D,
[/— ]

ARza< RIZ LAN/SFP R — b B LI OGHELA v Z — 7 = — RIZDO AR E T HE,

B VA =T 2= RAEHRE L TRa~v L RERELZGAIL. ZOA X —7 2 — A ZATET 54 TO LAN/
SFP iR— FDOREVEE I ND,

— MR E T R — I BT 7 AR — MIEE LA 1L, switchport trunk allowed vlan =2~ > KO E
k & UN switchport trunk native vlan =~ > KO E 03 #1H] umﬂ )j:q Do

77 AR—FELTCHETS VLANID |Z, switchport access vlan =~ > R CiRET %,
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[ EH]
LANR— M #1 27 7B ZAR— MNCERET S,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #switchport mode access

6.2.6 7 7 AR— MNH 72 LAR— M)DFTE VLAN DORE

E&

switchport access vlan vian-id
no switchport access vlan

[/NT A —=HF—]

vian-id 1 <1-4094>
&9 % VLAN ID

(AR E

switchport access vlan 1

[AJ1E— ]

A HF—Tz—AEF—F

B

RGA B —T 2 —ANT 78 AR— L LTHTET S VLANID % ET 5.

no TR THAT L 7B I3HIIR EITR 5,

[/—}]

Az~ RiX switchport mode access =~ > R23FRE S 4L TV 5 LAN/SFP AR — B L OGRELA ¥ —7 = — R |ZD
TR T AT HE,

FREA VA= T 2= AERGE L TR RERE LG AIEL, TDOA V4 —T = — AR T 542 TOD LAN/
SFP R— FDORENEE I D,

R— MERZ N7 > 7 R—MIEFELEGAF, Aa~r FORENUIHIRTIIR D,

[ E B

LANR— M #l N7 7 £ AR — b+ & LCHTET 5 VLAN Z VLAN #10 (23R ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport access vlan 10

627 b7 R— MNEZTFHER— NDORE

[EX]
switchport mode trunk [ingress-filter action]

[F—T—F]

ingress-filter DA T A E—DEEEREET S

[/NT A—=HF—]

action AN T A E—DEME
R EE Bl
enable AT 4 NE—ETHT D
disable AT 4 VB — % BN D

[WIHIRRE]

L

[AJ1E— K]

A H—T2—AE— R
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[BEHA]

ingress-filter 2% L 7283818, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7L—LD VLANID 3 >4 —7 = —ADFTE LTS VLANID & —F L
FEEDH, T L—LEEEET D,

AN T 4 W Z =BG IRGEIE, TRTOT7 L— L ZiRET 2,

[/—}]

A~ FIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D B iE I hE,

WA S H =T 2= A MR L L TR~y RERE LIEHAE, €O I =7 =—RITPET 22TO LAN/
SFP R— FDORENEE I D,

R— MNP ZET 78 AR— KB T 7 R— MIEFE L725ATL., switchport access vlan =~ > K OF% E 23 FJ 5%

EWR D,

NZ 7R —FE LTHTET S VLANID i, switchport trunk allowed vlan =~ > R CEET 5, £/o. XA 747
VLAN D% 7E 1% switchport trunk native vlan =~ > R CTIET 5,

[ EH]

LANR—F#l & F T 7 R— MIRET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport mode trunk

628 b7 7 AR — MNEZ T FHEAR— N)DBTE VLAN DR E
E=Y

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[¥—7—F]
all ©ovlan A< RCREINTNDHTRTO VLAN ([ZFTE S H 5
none © 2 TOVLAN MOk ESE 5
add © HEE L VLAN B SH 5
except © $5E L7 VLAN LISk, vlan =< > RTRIE SN TS TXTO VLAN IZFTE S5
remove : HE L7 VLAN B g &5
[T A —5&—]
vian-ids 1 <1-4094>
vlan =~ FCRRE STV % VLAN ID
BEIEET 256, UTO L2, """ EEHT &
« VLAN#2 7»5 VLAN #4 & TZRIRT 58545 2-4
« VLAN#2 & VLAN #4 % ®RIR$ 5355 2,4
[FIHIERE]
7L
[AF1E— K]
A H—T2—ZAF—R
[REFA]

B H—T 22— AN NT IR —FE LTHIET S VLANID 2% ET 5,
no R TEIT LA, AT 5 VLANID AT _RCHIRINTHR— MEJINT 7 AR— MIEE IR D,
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[/— 1]

A3~ Rid switchport mode trunk =~ > R3¢ E 4 TUV %D LAN/SFP AR— B L UGREA ¥ —7 = — X (TD

F R E W] e,

WMEEA VA — T 2= RAERRLE L TR~y RERE LIZEAIX, Z0OA v 4 —7 =2 — A ZFTET 54T LAN/

SFP R— M DRENEE S5,

N— MEREZT 78 AR — MIER LIELGEIE, Aa~xr FOREPVIHIREICRE D,

all £7213 except ZH5E L Tk L7 E 1T, ZOHKIZEE L7z vlan 2 v RONENFIIKMEIND,

all £721F except #FHE L TRE LIZGAIL, LTORELITI &, FEV OFFE L T\ VLANID % add THEL

TEREICEREIND,

« remove ZHHE L CHTJE L T\ % VLAN ID ZHIkk L7256

« switchport trunk native vlan =~ > R CHTE L C\\% VLANID #f5& L 7= 56

except ZHHE L TR E & 1T - 7%, add 257 L TERAF L T 7= VLAN ID IZFTE & B 7285405, e L T\ 5 VLAN

ID % add THIE LIcREICEH SN D,

remove Zf5E L 72 ICHTIE L TWWRW VLANID 2587 5 & =7 —272 5,

A=< K & switchport trunk native vlan =~ > RORREIL, %“aEEL LD,

o KRz~ RTHiE S 7 VLANID %457 L T switchport trunk native vlan =~ > RZ3%E LA, HEELE
VLANID 706 hiE S 55,

« switchport trunk native vlan =~ > R CEE ST\ 5 VLANID Z457E L CHTIE & ¥ 72354 . switchport trunk
native vlan none 235X & S 115,

switchport trunk allowed vlan add =~ > RC, vian-ids (2"-"°"," & A GO THRE L72HA. v 3—2 3 U (Rev.

2.00.08 LENICRT & a~ v REREICKKT 5, fRE LT, EFICHBETE R R REND 5, EER :

switchport trunk allowed vlan add 101,103-105)

[ E ]

LAN R— K #1 & F 7 7 A— MIFRE L T VLAN# (IR EH 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport mode trunk
SWR2310 (config-if) #switchport trunk allowed vlan add 2

629 NIV I R— MNETHRER— MDRAT 47 VLAN ORIE
EE

switchport trunk native vlan vian-id

switchport trunk native vlan none
no switchport trunk native vlan

[F—TU—F]
none : A7 47 VLAN Z82hic 32
ST R —5—]
vian-id 1 <1-4094>
vlan =< > FCRIESHLTWD VLANID
(IR RE]
switchport trunk native vlan 1
[AJ1E— K]
B —Tz—AE—FR
B

HRA L —T = —ADXAT 47 VLAN ZHET D,

none ZRE L72H AL, XA 7 4 7 VLAN BRI 25, ZHICK VMRS VX —T =2—ATIE, ZIELE¥ 77
L7 L—ARET 5,

no IERCHEAT LI A IR EICK b,
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[/—}]
A 2= R switchport mode trunk =~ > RV E S 4L T 25 LAN/SFP AR — B L UGRBEA 4 — 7 = —X(TD
TR TE AT HE,
WA S H =T 2= AR E LTARAT Y FERELELGEIE, £OA ¥ —7 =—AZFTE T 542 TD LAN/
ﬁPﬁ~%@&E#%Eéﬂé

“— MERNZT 7B AR — MIEE LIEGAE. Ao~y FOREPIIHIREIZR S,
21§:l‘?/ K & switchport trunk allowed vlan =1~ > RO EL, 7REEBILL 25,

+ switchport trunk allowed vlan ==~ > R CHJE St7- VLANID #f8E L CARa~ > RERE LHE, BELL
VLANID 6B SH 65,

« ARa~l RTEEL VLANID % switchport trunk allowed vlan =~ > K CHE X ¥ 72454, switchport trunk
native vlan none 73 5¢ E S 415,

[ E B

LANAR—F#l & b7 2 7 R— MIRELTRA 7 47 VLAN IZ VLAN#2 & ET 2,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport mode trunk
SWR2310 (config-if) #switchport trunk native vlan 2

6.2.10 77 4 _X— k VLAN O 7R— NERI DR E
BN

switchport mode private-vlan port-type

(]

no switchport mode private-vlan port-type

[/XT A —HF—]
port-type DAR— L o#EE
R EME B!
promiscuous 7' I AHAR— |
host RA RR—
(MR E]
L
[AJ1E— F]
A F =Tz —AEF— R
[FLAA]

KRA B =T == ADT T A ~_— | VLAN DR — MEJlZRET D,

no JEATHEAIT LG G, MBRA U F =T 2= RAIWESNTND T T A ~X— h VLAN OREZHIFRT %,
[/—}]

A 2= Rid switchport mode access =~ > R3ERE I AL TV % LAN/SFP 78— MMIZ D HEXTE AIHE,

Mz 7T, LLFDA > ¥ —7 =— AT promiscuous & i%E TX B,

« FIZVIHR-PELTEMELTVD AV F—T =—R

o WA H—Tz—R

B!

LAN R—h #1 270 I AH AR— b, LANR— F #2 R A FAR— MIRET D,

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #switchport mode private-vlan promiscuous
SWR2310 (config-if) #exit

SWR2310 (config) #interface portl.2

SWR2310 (config-if) #switchport mode private-vlan host

6211 75 4 _X— |k VLAN ODFR A hAR— FOHRE
EE

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—7U—F]
add 7T 4~U—VLANIZXT 5l &V — VLAN & ET H
[78T7 A= —]
pri-vian-id . <2-4094>
774~ VY —VLAN & L TREIN TS VLAN ID
2nd-vlan-id D <2-4094>
T H ¥ Y —VLAN & L TREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AV H =T z—AE—R
[FLEA]

MPA LV HE—T 2 —ANT T4 _X—=KVLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZXREL T, &F
AU — VLAN % Ml T 5,

no WK TEIT LGS, HBA L H—T 2—ANKRAFR—=F L LTHIBT S 774~ — VLAN DR EB L0k
H > &Y — VLAN O RHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— h & LT E X TV %5 LAN/SFP AR — MM 2D &
B E P HE.

pri-vian-id & 2nd-vian-id 1%, private-vlan association =~ > R CEHEfT T LN TWDHMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE S5 E. Ao~y ROREIX
HikRE N 5,

[F% 2 5]

HA B =T 2= AZLNTFDT 7 A ~X— k VLAN R ET D,

o LANKR—bF#l:774~VU—VLAN#100, &% U — VLAN#101

s LANFR—hF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &> % U — VLAN #103

SWR2310 (config)# interface portl.l

SWR2310 (config-if)# switchport mode private-vlan host

SWR2310 (config-if)# switchport private-vlan host-association 100 add 101
SWR2310 (config-if)# interface portl.2

SWR2310 (config-if)# switchport mode private-vlan host

SWR2310 (config-if) # switchport private-vlan host-association 100 add 102
SWR2310 (config-if) # interface portl.3

SWR2310 (config-if)# switchport mode private-vlan host

SWR2310 (config-if)# switchport private-vlan host-association 100 add 103

6212 54 _X— K VLAN D712 I A H A R— FDEE
BN

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add . 774~V —VLANIZxT HEH &Y — VLAN Z%ET 5
remove : 774~ U —VLANIZxT 58l &Y — VLAN ZHIBR¥ %
[/NT A—=HF—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L TixE & TW% VLAN ID
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2nd-vlan-ids o <2-4094>
®H XY — VLAN IZERE SN TS VLANID

BEIEET 2%6. UTo Loz, """ " afffl+o5Z &

« VLAN#2 75 VLAN #4 £ TZEIRT 554 2-4
« VLAN#2 & VLAN #4 3 IR4 254 2,4

[FIEIER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN % E LT, EH 4% VU — VLAN
% BT B,

R TCET LEES. MR A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OREL
YO H &Y — VLAN OB T 28R 5,

[/ —H]

AR 2= RiZ switchport mode private-vlan 2~ > KT/ 12 I A AR — bk & LTHE I TS LAN/SFP 7" — b
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, 7aIABAR—F L LTEREESNTWARUTFTDOAS v H—T7 22— ATHRETE D,

o "IV IFR—FELTEMELTCWVAAS L H—T =—2R

s mEA =T —R

pri-vian-id & 2nd-vian-ids 1%, private-vlan association =~ > K CBIHEAT T SN TWAMENRD S,

A LA =T 2= RAERHRE L TR RERELEZEAIE. 204 0 —7 x—RZATERT 542 TD LAN/
SFP ;R— F DBRENEE I ND,

switchport mode private-vlan =~ > N CR— F ORI T 1 I AN AR — MNSMIRE S NTZHG. KA~y Fo
BREITHIBRE D,

23 a2=F 4 —VLAN T, BHOT I A AR— M LTCEEMITAE I ENTX S,

12D 77 A4~V —VLANIZX LT, D70 IADAR— FNEeRETE D,

TAVL—RFVLANIHNDOA VX —T 2— R . 1 OO T 0 I AHAR— K EDORBENTRERTZD. 1 OOT A VL
— M VLAN BRI b5 7 2 AH AR — I 1 DD,

Bail|

LANAKR—F#l 270 I ABAR—FL LTEWEESE T, 774~V —VLAN#100 % EL. BH % U—VLAN
#101, #102, #103 ZBAEFHT 5,

SWR2310 (config)# interface portl.l

SWR2310 (config-if)# switchport mode private-vlan promiscuous
SWR2310 (config-if)# switchport private-vlan mapping 100 add 101
SWR2310 (config-if) # switchport private-vlan mapping 100 add 102
SWR2310 (config-if) # switchport private-vlan mapping 100 add 103

6.2.13 "1 A VLAN D& E
EE

switchport voice vlan fype

no switchport voice vlan

[T A—=F—]
type AT
R EME B
<1-4094> VLAN ID
dotlp TIAFTVT 4 BT T L —LEEATS
untagged 2T LT L— BT
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[FIHIER E]
L
[AJIE— F]
A H =Tz —AFE—FK
[RiAA]
RAAVLAN O EET D, TI7EAR—NMIRELIEYEA L F—T7 2 — ADHFKETE D,
VLANID Z48E L7254, B E LT VLANID ® 802.1p ¥ /D& 7L —AL52EBEF T 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANLANID (20 T, CoS EAEE SH7= 802.1p ¥ /)% 5/ b
F774v 7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
FEH]
LAN 7R— |} #1 7R A A VLAN & L C VLAN #100 [ZF%ET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDHE

[EFX

switchport voice cos value
no switchport voice cos

PS5 A—g—
value o <0-7>

BRI CRR ET D CoS 1

(R E]

switchport voice cos 5

[ASTE— K]

A B —T 2 —AF— R

B

P CER b7 7 4 v Z I HTRE CoS EEZRET D,

LIF D & &2 LLDP-MED CHEGigas (Z5% & &l 5,

o HWIR— FTARAAVLAN BEEIN TS,

o F4WR— T LLDP-MED %552{E M A fE,

[ EH]

LAN 7R— bk #1 THA A VLAN & L CHHTXE CoSE%E 6 (TR ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport voice cos 6

6.2.15 R A{ A2 VLAN @ DSCP fED & E

[EFX]

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHAR IZRE T % DSCP
[FIHIRRE]

switchport voice dscp 0
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

PEGR AR CE R N7 7 ¢ v Z I TR DSCP &% ET 5,
LIF @ & & |2 LLDP-MED CHEGE AR E & WM T 5,

o MR — FTHRARAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—F DEEE
EEN

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/VF 7LV VLAN 7 /L—7 1D
BEEEET 256, LTOLHic, "R a2 &
o TN—TENOITN—T #4 FTERIRT D55 2-4
« TN—TH#ETN—T #4 BEIRT D524

[#IEIRXE]

7L

[ASE— F]

Ao H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AV H—=T 2= AR LTI N—TEEE LIGA, %A v ¥ —T =— AT, v/VF 7L VLAN 7 /)L—7 3 H
CA v H—T 2= AOHRTHEFETE 5, AL VLAN TH, w/LF 7L VLAN 7 L—7R3E S 4, BfE T2
|

MBS L =T 2= A VI TN —va Vi LS — T = — ADRIEETE B,

MHPREE TIXE A v Z — 7 = — AT~ /LF 7L VLAN 7 L— 7R L7\,

no TR TIAT L7 A . VIMIREIZK D,

[/—}]

7T A _X— K VLAN & OOFHIZTE 20,

Vo7 7=y a Vil v A —T == AZFTR S DR — D~/ F 7L VLAN 7 )V—T (X[ — 2T D3
Nd 5,

~NVF TV VLAN ZV—7REAEN501%, R— NOOT7+ T —F 4 7 OFH, BIHEO/NT > NI~ ALFTv
VLAN 7 )V— T RIE DB Z TR0,

~VIVF TV VLAN X E L TN TH, LFORBETELLHBETERNIERH S,

o A=V ITVY—DTm ey 7R

« IGMP AX—t > Z7/MLD AX—E 7 DIkfE

o —"TRHoT ey JREE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7 /L —7 #10 \Z3&ET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #switchport multiple-vlan group 10
SWR2310 (config-if) #exit
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6.2.17 < )L'F 7 )L VLAN 7'V — T DL HTDRE
[ER]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id 1 <1-256>
~/VF 7V VLAN 7 /v—7 ID
name DB AEHTR LA S(G2 XTFURN)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥¢xxxx (% 4 70 7 /L —7" 1D
[AJ1E— K]

sua—s\varz 4 b—varE' =R

[RLBA]

~/VF TV VLAN 7 N — T4 E R ET D,

no JZITHAT LG EIE. FIHMEICR 5,

FXTE L7-4HilZ. show vlan multiple-vlan =~ > K CERIN D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHICHRET S,
SWR2310 (config) #multiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 /L VLAN BRERFD YMPI 7 L — A B REHE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch : ¥VF TV VLAN ZERED YMPI 7 L — LG RE DO B
RIEE B!
enable IR EEZ AN T D
disable TrEEE 2 3 5
[WIHIRRE]
multiple-vlan transfer ympi enable
[AS1E—F]
srua—arr 4 —va R
[FLBA]
~NF TV VLAN RERFIZ, ¥~ EERT 7 2 2ARA » FOEFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET Do

BHDOY~ N NERT 7B ARA v NBNEL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —E IR E /-
ITHHRLAN = b — T — A FIH L7-WIEA, ANCT o208 R’"H 5,

no I CTFAT LI EITHIMIR EICR 5.

[ E B

~/LF 7L VLAN @ ERF O YMPL 7 L — LGB HE 2 M5hic 5,
SWR2310 (config) #multiple-vlan transfer ympi disable
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E&N

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2TO VLAN H# & FRT 5
[/3F A —&—]
vilan-id <1-4094>
#F7:7 % VLAN ID
[ASTE— K]
JERFHE EXEC £ — N, $## EXEC £=— F
B
F8E L7~ VLAN ID Ol A2 FRT 5,
IFTOEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — LB HRET 2 D05 D)
State « ACTIVE : #51%7 %
« SUSPEND : #2315 L 72\
VLANID IZFFB L CWAB A v X —T = — %
Member ports e (W): TV EBEAR—NF T2 LE—h)
e (O): FTUIR—=KMNEIFER=])
[B%E B

2 VLAN 1§ £ T 5,

SWR2310>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fF#OKT
[EF=]
show vlan private-vlan
[AJ1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[FLBA]
7'Z A X— K VLAN Oz &R 5,
ITOEANRFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY v h %Y — VLAN @ VLAN ID
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HAH GL]
th 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
e community: 2 I = =7 4 — VLAN
INTERFACES RARMR—=FELTHBLTWDAS VH—T 2 —R
[BEH]

77 A ~_— K VLAN OIF# % £rT 5,
SWR2310>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 ¥ /VF 7 )L VLAN 7 /L— FREBROET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FFEOV LT TV VLAN 7 — T D E KR T 5
[R5 A—&—]
group-id 1 <1-256>

~JLF 7V VLAN 7 /L —7" 1D

[AJ1E— K]
FFekE EXEC & — N, %74 EXEC E— N
[RLBA]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT 5,

group FEE A B LT-B A0, EBRICA v 4 — 7 = — X ZED B THERTWD I —TFRTEFRT D
YMPI 7 L — LB BBEEE DR EIRRE b T 5,

[ EH]

~)LF 7 )V VLAN 7 )L— T DR EREE FTRT D,

SWR2310>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUPO0001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3STP(A =272V U —7u1 Fa)l)

E

e

63.1 AT LDANN= TV —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

[WIHIRRE]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)aryz 4 JL—vg T — R
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B
AT ANEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABEKOANRN= T Y —2 G392 T 5
[/—H]
ANRZ TV V=% GNIT 272D, Ka~vw 2 RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= T ) — RN T D,
SWR2310 (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>
RIS SERF I (FD)
[(WIERRE]
spanning-tree forward-time 15
[AF1E—F]
Ja—\ a4 L— g F— K
[

ARG EBIERF M 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—}]
Ka<y FOREITLLFORMEZM-TLERD D,

2x(NE—H A L+]) S KT — VU TR = 2 x (IRRIRERFRH - 1)
R — 3 JWEfE]IZ, spanning-tree max-age =~ N CHETX 5,
NE—Z A DIFIZ 2T, BETDHZLITTERY,

[FE B

HR IR AR 2 10 ICERET D,

SWR2310 (config) #spanning-tree forward-time 10
633 ZRT—V LV JIREDORE

EEN

spanning-tree max-age fime

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 v TR (D)
(IR E]
spanning-tree max-age 20
[AJ1E— F]
Ja—nmnarz 4 b—va e —R
B

RRT—V U TRHERET D,
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no JEATHEAT LI G IIIMIRRE IR 5,
[/—}]
BRT—V U 7 LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VhEZEETIRHET 2R TH D,
RKa<y ROBREIZIUTOERMEMI=THEND D,
2x(MNE—=H A L+1) = RRT—V 2 ZHEEE] = 2 x (EREEERRE - 1)

Sin==d

HADE R IEIF[#] 1T, spanning-tree forward-time =~ R CiXETX %,
N =LA NI 2T, BETLHZLIETTERY,

[B E 5]

I RT—2 0 T 2 25 PICRET D,

SWR2310 (config) #spanning-tree max-age 25

{1l

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[/NT7 A —=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 41

[(WIHRRE]

spanning-tree priority 32768

[AJ3E— R

ra—\)var 74—y aryE—F

[FHA

TV PTIAF VT A ZRET Do BN/ NS WIE EBREDRm,
no JE A THEAT LI BITAIREIZR D,

[/—H]

MSTP DAL CIST(A > A X v A #OWIK T HRIE & 72D,

[BREH]

TV TTTAXYT 4 % 4096 (ZKET D

SWR2310 (config) #spanning-tree priority 4096

635 AV F—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y Y —OEE
BREE B
enable ANR= T Y —E [T D
disable ANR=Z I Y — % BHZT D

[WIHIRRE]

spanning-tree enable

[AF1E—F]

AU H—T2—AE— R
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B
RHBA R —T 2 —ADANR= L TV —DEHWEERRET
no JE K CEIT LTZH A TR EICRE 5.
[/ —F]
Ko< RIiZLAN/SFP AR— B L OGHELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET L LILTE 2R,
[EXEH]
LAN R— k #1 TAR= 7Y ) — 24 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree disable

636 A EZ—Tx—ADY I EATORE

E&
spanning-tree link-type #ype

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B
point-to-point RAV NY—=HRA L NY D
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

B =T z—AE— R

B

WHBA B =T 2= ADY) I B A TEHET Do

no IR TIAT L 7B I3HIIRR EITR 5,

[/—}]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AZDOHFRE HE,

FELA X — 7 2 — RZFTE LTS LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R — M &Gl A ¥ — 7 = — R S HATE. M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
PR EITR D,

B!

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree link-type shared

(1

637 A2 —Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[73F A —4F—]
filter : BPDU 7 4 V%2V v 7 OEME
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REHE B
enable BPDU 7 A V2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T %
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VB U U T HERET D,

no A TIHAT L7 A I3 EIC R S,

[/—}]

A~ RIL LAN/SFP R — M L OGREEA ¥ — 7 = — AT D HaG% iE I RE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DHZ LT TE R0,

LAN/SFP AR— F ZiaBlA o #—7 = — AIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR~ ROBREDN,
MW EICR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHZT 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #spanning-tree bpdu-filter enable

63.8 4% —7x—AD BPDU H— KOH®E

[EFX]
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[73T7 A —=F—]
guard : BPDU #— FO#EE
BRIEME B
enable BPDU 4 — N ZHZT 5
disable BPDU % — N &8 %
(IR E]
spanning-tree bpdu-guard disable
A1 — F]
AH =T =2—AF—F
[FAA]

WA VX —T = —AD BPDU H— RERET D,

no FECHAT LG IIHIHIRR EITR 5,

[/—}]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE [ HE,

LA A —T7 2 —AZHTB L TCWA LAN/SFP iIR— MIF L TARa~ > RERET B Z LT TE R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S ¥ 725613, 3% LAN/SFP A — NIt 2RI~ ROBREN,
VIR EICR S,

LAN/SFP 78— k23 BPDU 4/ — RIZ & o> T shutdown S 7285E1E, HUi% A o ¥ —7 =—R|{Z%F L T no shutdown =
<~ REFE[TT DL THIATE 5,

MBS H — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% L T shutdown
o< R&ESLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #spanning-tree bpdu-guard enable

639 1AL F—T 2 —AD/INAITA NDERE

a2 KU 77 LA | Layer 2 BRE

1219

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/NT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=T2—AD Y 7 HEIIE U T, LTOEEFEHT 5,
YT S 3 RR= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMBRA X —T7 = — AL, B LTWA LAN/SFP A— DV v 7 EE 2G5 L7 EE tic, /XA 3 X MEMRRE
el
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

MHRA L —T =2— ADNRAAR N ERET D,

no G CTHIT LI BB TIREICRE 5,

[/— 1]

MSTP D513 CIST(A > A X 2 A #ONIHRTT DR TE & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%E Al He.

MEA A —T7 2 —AZHTB LTV A LAN/SFP AR— MIXf L TARa~ RERTETH I LT TE RN,

LAN/SFP iR— R Z iAo v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ 5 AR~ ROFRTED.

*)]:H;qﬂx/i \—)j:%éo
e
LAN B— k #1 ®/8Z2 2 2 F % 100000 IZZET 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree path-cost 100000

RRE

(1]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX
spanning-tree priority priority
no spanning-tree priority

[P35 A —&—]

priority 1 <0-240> (16 D4R
TIAFYT 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =Tz —AF— R
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[FEHA]
KBA L HE =T 2= ADTTAF)T 4 ZHRET D,
no TR TFEAT L A IR CITRE S,
BAED/ NSV EERENE L A v X —T = —AP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOE1E CIST(A ¥ A X v A #OWIKFT DERE & 72D,
AK=a<> FIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFRE I HE.
FRHELA X — T = —RZFTE LT D LAN/SFP AR — MIXf L TARa~ Y RERET DL Z LIXTE 2R,
LAN/SFP R — M &Galli A % — 7 = — R S 75A 11X, M5% LAN/SFP AR — MIXT 2K~ ROBRED,
W EIZR D,
REBH]
LANR— RN #1 DT TAF VT 4% 64 1THET D

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree priority 64

6311 A LV F—T2—ADT Yy IVR— FNOHRE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]

A HF—Tz—AEF— R
[@i ]

MHBA VA =T 2 —ADT Yy VR— NEFEET D,

no TR TFEAT L= A IR IR 5,

[/—}]

Az~ R LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg% iE 7 HE,

FEEA v H—T7 = — AZHTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTE 720,
LAN/SFP 7R — F Zi@BllA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktF AR a~2 ROBREN,
WM EIZR 5,

REH

LAN R—F#l > UR— MIT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

EN
show spanning-tree [interface iframe]
[F—U—F]
interface DRI THAAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M 72 idGmBl A ¥ — 7 = — A D4
FRT DAV H—T 2 —RA
[AS1E—F]

FEHHE EXEC B — ., 45 EXEC £— N
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B
ANR= 7Y U —DIREBE RN T D,
interface M L7 HEIL, 2TOA V¥ —T7 = —ADRERERRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A RKRT D,

UFOHEBENRFRREND,
HHE B

Bridge up AR= 7Y Y —Ta k3 )vof /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AEKE,

Root Port N—hrT Vo TPDEXIX0 EERRIND, mBlf ¥
—7 == ADHEFRIEA LS =T == ADA o H—
Tr2—AA T v I AFEFTRRIND,

Bridge Priority TV ITIAFVT 4

Forward Delay b= 7Y ¥ ORRIERIE R ] R EE

Hello Time N— TV DO m—F A LREE

Max Age =TV VORRT— Y 7RI EE

Root Id N—+ D7V v VA, V= DTN T TAF
U7 ¢ (16 #EECHE 4 M) & MAC 7 RLATHERR S D

Bridee Id TV VA, TV T T A AT ¢ (16 EHEIEER

8 447 L MAC 7 KL A CHERR &%

FRB O —F = U L RIBEEICIEITC 7

topology change(s)

7 Offu 2 BPDU O %tz =)

last topology change

BRI MR —F = o UNFE LT B

Ifindex A E =T 2 —=AL VT v I AFEE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%E|, Disabled, Designated,
Rootport, Alternate DV T FL7)>

State A > HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 417>

Designated Path Cost INA A |

Configured Path Cost A HF =T x2—AD/NA A MREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DO

Designated Port Id Designated 7~— k @ ID

Priority AEBE—=T 2 —=ADTTAF VT 4

Root N— DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EXETE 4 M) & MAC 7 RLATHER SN D

Designated Bridge 7‘? v VR ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RLATHER S D

Message Age Ay — Ut

Hello Time Na—Z A LNFEE

Forward Delay i 08 AL PR [ R B

Forward Timer

FEEROHRERIE & A ~—

Msg Age Timer

A B —T x— A7 BPDU DEREAEET H X A ~—,
WIHARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 O A b E D95
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HE B
Hello Timer AE—=OFFIHENT D24~ —, 012722 T2HK T/
m—Nry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KETHBPDUDH A
Ty VR — N O EM & BIEDIREE, portfast off,
portfast configured N
portfast on, edgeport on DV F FL7)>
N - - “\__‘ N *4 P = i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUEN & BiAE
DR
bpdu-filter A H—=T7=—ADBPDU 7 4 L&V THEREDRE
il & BIEDIRAE
root guard configured Jb— I — REERE DR M & BIAE DR R
. A B=T=2—=ADY 7 ZA T OREMEBAEDIK
Configured Link Type fi&, point-to-point F 7= % shared
auto-edge configured F— b=y UORREME BIEOIREE
Bl

LAN R— K #1 O A= 7 ) —DOIREER FRT 5,
SWR2310>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.1l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A= 27"Y J—® BPDU OFEEHRDOFER

[EFX

show spanning-tree statistics [interface ifname]
[F—Y— k]
interface D RRT DA AT 2= RERETDH



ST A= —]

ifname

[AS1E— F]

FEFRFHE EXEC *£— K, F#E EXEC E— K

[FRA]

A= 7Y U —@ BPDU OFEFHERDE R T D,
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LAN/SFP iR — F E 72 135HA v X — 7 = — A D4R
BRTAA LB —T 2 —RA

interface ZEME L72BEIL. B2 TCOA LV H—T7 =2 —ADIRERFRRIND,
(B EHI]

LAN 7"— k #1 ® BPDU OfiEHEHR A2 TR+ 5,

SWR2310>show spanning-tree statistics interface portl.1l

o o o 0 o A A O A A O A° A O O° A o o

o\°

o o° A° A o o o o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

Og wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KD VT
EEy

clear spanning-tree detected protocols [interface ifname)
[%—7— K]
interface D VT TBAE—T 2 —AERETD

[78T7 A —=F—]
ifname : LAN/SFP AA— M E 70 idimBilaf v ¥ — 7 = — A D4
IVTTHA A —T 2 —R
[AS1E— K]
F#E EXEC E— K
[BLFA]
STP H#aE— RCEMEL TV oA v ¥ — 7 = — A% WEE— F~RT,
interface ZEME L7=5A1E. &2 CHOA U HX—T = —ADREN T VT b,
[/ —F
STP @ BPDU % %5 L7236, %5 LA v ¥ —7 =— AL STP EME— RCTEET 2L 91225, LirL, T0
#% STP @ BPDU 25 L2 2o T, YA v ¥ —7 = — AL STP At — FTEMELKET 5, 2D X5 REE
WCARa<w REFEITTH I LT, STP AT — R LilEE— R~NRET LR TE D,
[BREBH]
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWR2310#clear spanning-tree detected protocols interface portl.l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—ar7 4l —varsE— R
[FREA]
MST A LV AZ L ARLMST U — a3 VOBREZITI 12O MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—o)Lary 74 7 b— g 0 — RIORAICIT exit 2~ 2 RE2fEH L., ¥ HE EXEC E— FIZE
HiZldend 2~ REFEHAT 5,
[REH]
MST &— RIZBITT 5,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #

6.3.16 MST A V' A X L ADAERR
[

instance instance-id

no instance
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[78T7 A —=F—]
instance-id o <1-15>
A VAL AID
[FIHEIERE]
7L
[AF1E— K]
MST £— I
[BLFA]
MST A > AR AZ AT 5,
no FECTEIT LB A L, MST A v A X AZHIBRT 5,
[/— 1]
MST A A% ADA[LE VLAN & OBHAT T X, instance vlan 2~ > R TRET D,
[BEH

MST AV AZ A #]1 KT 5,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #instance 1

6.3.17 MST A V' A& 2 RIZ%T 5 VLAN ORE
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

[R5 A—F—]
instance-id ¢ <l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
(AR E]
mL
[AJ1E— ]
MST &£— R
B

MST A A X A 2% LT VLAN % BEfHT 5,

no JERTEIT LT2HA1E. MST A A& A2k % VLAN OREEAT T 2 HIRT 5, BIRL7ZfE%E, MST A > &
B R xﬂ/flf)% VLAN 23 BEAT T HATWARWEA L, MST A v 2% v A& IRt 5,

ERENTWRWMST A U AZ AR ELESEAIE. MST A VA XV ADAERBITHON D,
[/—F]

o> MST A > A% o AZBAEAHT 5 Cu5 VLANID 25 E 95 Z LT TE R0,

(% EH]

MST A > A X o Z #1 12 VLAN #2 % BIEfF T 5,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #instance 1 vlan 2

E

e

6318MST A L AZ LV ADTLFAF VT 4D
[EX]

instance instance-id priority priority

no instance instance-id priority
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[78T7 A —=F—]
instance-id ¢ <1-15>
A VAL A ID
priority © o <0-61440> (4096 DIE%K)
TIAF VT 4 fH
(AR E]
instance instance-id priority 32768
[AJIE— F]
MST &— F
[RA]

MST A VAR ADTZAF VT 4 HBRET D,

BIED /NS WZEERENELS . MST AV AX U ANONL— KT Y v DI272 5 alietE i m < 72 5,
no JER THEAT LB A I3 HBREICRE S,

[ EH]

MST A LV AZ AR DT TAF VT 1% 4096 |ZHET D,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #instance 2
SWR2310 (config-mst) #instance 2 priority 4096

63.19MST V —T 3 VA DRE

[EFX
region region-name
no region

[/NT A —=HF—]

region-name DO ATIECT R L OVEMAEE S (32 SUFEEAN)
V—T a4

[WIEARRE]

region Default

[AJTE— F]

MST E— K

[RBA]

MST U — a3 VAERET D,

no FECTEAT LG A IIWIHIREICR 5,

[BRAEH]

MST U — 3 4 % Testl IZRET D,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #region Testl

6320MST V—a DY EYa VBEORE

[EX]
revision revision
35 A—%—]
revision 1 <0-65535>
VEeva & e
[WIHIRRE]

revision 0
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[AF1E— K]
MST &— K
[BLEA]

MSTVU—> a3 EYa v EBELXRET D,

no B CTE(T LA ITVHRTEIZR S,

(B EHI]

MST VU —Ya3>Dlela a2 ET S,

SWR2310 (config) #spanning-tree mst configuration
SWR2310 (config-mst) #revision 2

6321 A VH—T =—RIZKTDHMST A VARE LV ADEE
[ER]

spanning-tree instance instance-id

no spanning-tree instance
[73F A —4F—]
instance-id ¢ <l-15>

AERENTWS MST A VA X ZD ID

[FIEIE E]

L

[AJTE— K]

A B —T 2 —AF— R

B

KB A L E—T 2 — AWK LT MST A v AZ LV AERET D,

no JERTEIT LA IE. MST A VA X U ADREZHIRT D,

[/ —F]

Ko< RKIZLAN/SFP R — F B LI OGHEA v X — 7 = — AT DO AR E T HE,

A A — T 2 —AZFTB L TCWA LAN/SFP AR — MIXt L CARa~ REZRETHZ LITTERU,
LAN/SFP R— R 5B A & — 7 = — A ZFTE S ¥ 728815, Mi% LAN/SFP R— Mt 5 AKa~ o FOREN
’Jﬁ)jﬁ;quX/E \—)7:'%60

X EH

LANR—F#1ICMST A v AR VAR ZHRET 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #spanning-tree instance 2

63.2MSTA LV AEZLVRIZBITAA L EZ—Tx2—RADTFF3AF VT 4 DHRE
[E=]

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[/XT A —=F—]
instance-id o <1-15>
MRA VA —T 2= ATERE SN TND MST A V' AX L AD ID
priority 1 <0-240> (16 Df5%R)
TIAFVT 4 E
[WIEARRE]

spanning-tree instance instance-id priority 128
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

MST A VAR LV AZBITDRNRA B —T =2—ADTTAFT VT 4 ZHET D,

no JER THEAT LB A 3R EICE 5,

[/—}]

A~ R LAN/SFP R — B X OGREEA v ¥ — 7 = — AT D B iE 7 HE,

A v H — 7 = — AR LT D LAN/SFP AR — MIxt L TARa~w RERET H Z LIETE 720,

LAN/SFP iR — F & igBliAf ¥ — 7 = — R |ZHTE S ¥ 72581, %Ui% LAN/SFP AR — MIxT AR~ ROREMN,
R EITR D,

[B E Bl

LANR—=F#l ODMSTA VALV AR DT TAF VT 4% 16 IZRTET D,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #spanning-tree instance 2
SWR2310 (config-if) #spanning-tree instance 2 priority 16

R
i

63.23MST A VAFZVARIZBITAAVHF—T =2—AD/NAIARA D

E&

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[T A —5&—]
instance-id o <1-15>
WRA LV H—T 2= ATRESNTND MST A LV AX L AD ID
path-cost : <1-200000000>
JRA 3 A ME
(IR E]
A HE—=Tx2—ADY 7 HEEIZE U T, LTFOEEFEHT 5,
NS : 3 INRA A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
A X —T7 = — A, FTB LTS LAN/SFP AA— h DU v 7 HEEZ G5 LT A JTIc, S22 X MESRE
Do
[AS1E— F]
Ay H—Tx—AF—R
B

MST A Y AX LV AIBITDHHMBA VA —T 2 —AD/NAT A NERET D,

no IR CELIT LIS ITWHRTIIRE D,

[/ —}]

Az~ FIZLAN/SFP A" — M B X UGRBEA o F — 7 = — AT D Ha% iE I hE,

B X — 7 = — ZICHTE LT D LAN/SFP AR— Mt L TR~ Y RERET D2 LT TERY,

LAN/SFP AR— F ZGallA o #—7 = — AIZTE SE72 8613, H% LAN/SFP AR — MIx$ o AR a~ 2 ROBREDN,
WIHEREIZR D,

[ EH]

LAN R— k #1 D MST A > A X > Z#2 D/8ZA 3 Z k% 100000 1R ET 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #spanning-tree instance 2
SWR2310 (config-if) #spanning-tree instance 2 path-cost 100000
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6.3.24 MST U — ¥ 3 VfFBROFE R
[ER
show spanning-tree mst config
[AJIE— F]
FEREHE EXEC E— K, FfHEEXEC E— K, / V¥ —T7 = —RE— K
(LA
MST U —2 a v OBERE R =T 5,
[FE B
MST U —2 a > OBEREZ R =T 5,
SWR2310>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP {8 D FER

E&V
show spanning-tree mst [detail] [interface ifname]
[FF—T— K]
detail DOREAME A RN D
interface D EBRTDHAH =T 2 —AERET D
[T A—F—]
ifname : LAN/SFP AR — M E72IEGm A ¥ — 7 = — ADA R
RRT DA H—Tx—RA
[AF1E— ]
JERFHE EXEC £ — R, FFMEEXECE— R, f V¥ —T = —AE—F
(@]

MSTP D1E#R = FrT 5,

HWHFIIMST A v AX AL VLAN BEX S V¥ —7 = — AT IE#RE R RT 5,
detail Z¥EE LT EIE, A1 v F—T7 2 —ABLUMST A A X o ADFMME M E FRRT D,
interface ZZ Mg L7=HE1E. T _XCTOA v X —T 2 —ADERBPERIND,

[/—F]

ifname |2, A L H —7 = — AT LTS LAN/SFP AR — R Z24RET 5 Z LixTa 0,
(B EH]

MSTP OIE#H = FK T D,

SWR2310>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

Default: CIST Root Id 8000ac44£2300110
Default: CIST Reg Root Id 8000ac44f2300110
Default: CIST Bridge Id 8000ac44£2300110

o o o oo

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
3 Instance VLAN
% 0: 1

1: 100 (portl.8)
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LAN A"— bk #8 ® MSTP DFEMIE % £RxT 5

SWR2310>show spanning-tree mst detail interface portl.8

Default: Bridge up - Spanning Tree Enabled - topology change detected

Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44£2300110

Default: CIST Reg Root Id 8000ac44f2300110

Default: CIST Bridge Id 8000ac44£f2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o

o o o oo

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

o\°

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44f2300110

% portl.8: Regional Root 8000ac44f2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer O - Msg Age Timer 0 - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f£2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > A ¥ o AERDF IR

E&y
show spanning-tree mst instance instance-id [interface ifname)
[F—TU—F]
interface D RRT DA =T 2= AERET D
[/3F A =4 —]
instance-id ¢ <l-15>
RIS TND MST A AF 2 ZD 1D
ifname : LAN/SFP AR — b E72IE5mBA ¥ — 7 = — ADAH]
FRTAAL L H—T 2 —R
[AJ1E— ]
FEFFHE EXEC T — R, $EEXEC E®— R, f V¥ —T 2 —ZAE— R
B

FRE L= MST A Y ARV ADIEREERT D,
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interface M L72H A 1L, FEE LT MST A UV AZ U ARREINTNDTRTOA V¥ —T = — ZADIERP LR
Shb,
[/—H
ifname \Z, FHEREA X —7 = —AIZFTE LTV D LAN/SFP AR— R & HEET 5 Z LT TE 20,
[BXE B
MST A VA X U A #1 DIF#HELRRT D,
SWR2310>show spanning-tree mst instance 1
Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44£f2300110
Default: MSTI Bridge Id 8001ac44£2300110
portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

State Forwarding
portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390

o o o oo

% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O
6.4 L — 7R

6.4.1 L — 7 RRHBEREDRER AT L)
[E=]

loop-detect switch

no loop-detect

[T A—=F—]
switch D VAT AEERON— TR RE DR E
RIEE B
enable ZX?A3W®W~7@m%%%ﬁ%K?
disable gX?AéW®N~7ﬁm%%%ﬁ@K?
[WIHIRRE]
loop-detect disable
[ASIE—F]
Ja—n)arz 4 —va rE'w—NR
B

VAT ARERON— T RREERE A A D E T IX NS T B,

no JIER CHEAT LI G & I3 IR E IR T,

[/ —}]

VAT ABIRTANR= 7Y ) —iie L L — TR RE AR O T & B,

N—TRHRHEREEZ AN T H720100F, Ka~r Rigzxa T, £ ¥ —7 =—ATHL—7HbgiEE2 A0+ %

VENH D,

N—THRHERENEDRBETH, LTDA V¥ —7 =2 — AT — TR REIZEE L 22\,

o ANR=27YY —HEREDENEL TV 5 LAN/SFP AR — b, 7272 L. Forwarding 78— I Tl LDF OEZA(E %17 9 72
B, AP KV L— T NRE LA, — T RHERERE S EIET B,

e IT7—VIHREDI T —AR— & LTCEIEL TVW2% LAN/SFP AR— k

o BMPERA X — T = — RTEFE STV D LAN/SFP AR — b
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[ EH]
VAT LARER T — TR AN T D,
SWR2310 (config) #loop-detect enable
VAT ARR T — TR RE A T D,
SWR2310 (config) #loop-detect disable

6.4.2 )V — T RHEREDREAL vV X — T =—R)
Ey

loop-detect switch

no loop-detect

[/XT A—F—]
switch DR H—T 2 — ADN— TR HERE DR E
B EME B
KA KB —T 2 — AD ) — T B
enable R
. KR A B —T = — AD ) — T H G
disable T
[FIHIER 2]
loop-detect enable
[AJIE— K]
A H =T 2 —RAF— K
B

KGA LV H—T 2 — ADN—TIRHSRE A A F TN T B,

no I TIAT L 25 A I3 IR EIZ R T,

[/ —1}]

A< RIZ LAN/SFP iR — b2 D B % E 7 HE,

W;T@ﬁ%%%ﬁﬁﬁﬁékbmﬂ\KHVVFKWZT\Vx?Aé%f%»—f@ﬁ%%%ﬁ@ﬁ?é%%

NdH 5,

N—THREHENT DR GATH, LTFDA V¥ —7 =2 — AT — 7 HRHEEERIZEE L 722\,

o AN=2 7YV —HEEEDENE L T % LAN/SFP AR — b, 7272 L. Forwarding " — kGl LDF OEZAF %179 7=
B, REBEEIC L L— T 0RE LTSRN, — T REERENEIET 5,

e X7V UTHREDI T —FR— k& LTEINEL T\ D LAN/SFP R — h

o BB X — T 2 — RITF STV D LAN/SFP A7— |

A= 7 ) —FERE(STP)E L OV — 7 M A RE(LPD) DR AR REIZ KT LT, EB L OMEEN AN DM ELLT

DFEITRT,
A BE—T 2 —A
LPD %% LPD A%
STP #%h STP H%) STP #% STP A%
STP %) - - - -
LPD %)
STP H%) - STP - STP
DS NN
STP #%h - - LPD LPD
LPD H%)
STP A% - STP LPD STP
[B%E B

LAN &"— k #1 OL—FHiHBsREE BT 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #loop-detect enable



o~ KU 77 LA | Layer 2 F§HE | 233

LAN R— b #1 O/L— 7R HESRE 2 204 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #loop-detect disable

6.4.3 /)L — 7 HRHKFD Port Blocking DEXE
EEN
loop-detect blocking switch
no loop-detect blocking
[3T A —HF—]
switch DR A U H — T = — AD Port Blocking D% E
REME Bk
%G A o # —7 = —AD Port Blocking %A
bl "
e T %
disable RRA o H—7 = — AD Port Blocking %
2l e )
[WIHIRRE]
loop-detect blocking enable
[AJ1E—F]
A HE—T2—RAE— R
(@]

RIRA B —T 2 — AT, N—T %M L2845 O Blocking BN F 721304 5,
no IR CHEAT LIS & I3 IR E IR T,

[/—F]
Ko< RIZ LAN/SFP AR — MZ DB 3% E Al BE,
Bl

LAN 7R— |} #1 T/L—7 Z M L7=8A12 Blocking 5 X 5127 %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #loop-detect blocking enable

LAN 7R— b #1 TL—7Z /K L7284 12 Blocking L2V X 91235,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #loop-detect blocking disable

6.4.4 Port Blocking D)\ — 7f#{ % —E e CHERT 5
EEN

loop-detect blocking interval interval

no loop-detect blocking interval
[73F A —4F—]
interval 1 <10-3600>

Jo— T IRIHRERE O BRI (BD)

(IR E]
L
[AJIE— K]
Jsua—nmvarz 4 b—va e —R
B
WE, V=T BE SN D & BIEEIZ Blocking I3RS D,
Zoavy RERETDHE, —EMBETL—7PHE SN T D0 MRS DL 2125,
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=T R STV UE Blocking & fi#FRT 223, A— 7B SN TV RIT IR, FEZORMARIET 5 £ T
Blocking Z #5795,
no I THEAT LI a I, AIIRREICHE T,

[/— 1]
Port Blocking JREED R — RV > 7 Z72 LI=354 . Port Blocking (XRIRFICHEER S5,
[BEH

Port Blocking ¢ /L — 7 fig{i e 78 o M FEREM 2 300 FICERET 5,
SWR2310 (config) #loop-detect blocking interval 300

6.45 V—7HRHKEDO) Y b
[F=]
loop-detect reset
[AJ1E—F]
K EXEC E— K
[FH]
BTOA VB —T = —ADNL—THHIREZ ) £y T 5,
[/— 1]
Ravy Fid, VAT AREOL—TRISEDSH RGO OBFEITT 5 2 LB TE S,
[BREBH]
N—THEREEZ Y vy 5,
SWR2310#loop-detect reset

6.4.6 /L — 7R HHEEE DIRFEFT

EEN!
show loop-detect
[AS1E— K]
FEFrHE EXEC E— N, %74 EXEC E— N
[BLFA]

N—T BB RE DR ECIR B R T D,
KRAEIFTLTDOLEEY,
© VAT LAEERON—TIREHERE DR E
+  Port Blocking ®/V— 7 eFR O M FRFRE# ("auto" F 7213 "N seconds")
« LAN/SFP R— h T L Ov—T Rt ok EE
o AV H—T x— A4 (port)
«  LAN/SFP 7R— k O /L— FFa IS RE D% iE (loop-detect), /b — 7R HHEERE N EIE L CTWL DA, (D5 &
%)
«  Port Blocking D&% i K f&(port-blocking)
o JL—T7 O HKRE(status)
[BREH]
N—TRHIRREDIRE A TRk T D,
SWR2310>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable = —-————=
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(*): Indicates that the feature is enabled.

6.5DHCP AX—t° v

6.5.1 DHCP R X—t' 7 DA RERE (VAT b)
[EX

ip dhep snooping switch
no ip dhcp snooping

[/XT A =5 —]
switch D VAT AERO DHCP A X — ' VR DR E
REE 235
enable VAT ARRD DHCP A X — B> JHEHED
RIEZANTT D
disable VAT A4fRO DHCP A X — ¥ > JHBED
RIE & NI %
[(IHIRR RE]
ip dhcp snooping disable
[AJIE— K]
Ja—sSar7 g S—va e =R
[FLHA]

AT LAEKD DHCP A X — ' ZHREDRE & AN E 1213\ T 5,

no JEATHEAT LI B3R E IR T,

[/—}

DHCP A X —E > ZHREA AT H720DI2iE, A< FIZMA T, VLAN A 4 —7 =—ATH DHCP A X —
B TRBREE AN T DR D D,

S 512, ip dhep snooping trust =~ > K C DHCP ' — =2 SN TWDLR— MR ET DLERDH D,
[FE B

VAT AERTDHCP A X— ' e H T 5,

SWR2310 (config) #ip dhcp snooping enable

VAT AERTDHCP A X — B2 ZHfe 2 Mo § 5,

SWR2310 (config) #ip dhcp snooping disable

6.5.2 DHCP A X—¥' L 7 DHR/EERE (VLAN)
[EFX]

ip dhcp snooping switch
no ip dhcp snooping

ST A—F—]

switch XA A —T 2 —AD DHCP A X — L FTHEBED R E

X EE FiEA
w5t A v 2 —7 x—A@D DHCP AX—t L

bl A E i =— ]
e THBEDBREEBIINTT D
disable st A v H—7 =2—AD DHCP A X—t

JHEREDRBE & WM D
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(AR E]

ip dhep snooping disable
[ASIE—F]

A B—=T2—AE—F
B

$t%A L H—T7 2 —AD DHCP A X — Vv VHRED R E & B E I3+ 5,

no FECHEAT LG & I3 WHIR EICRE T,

[/ —}]

RKa<w KIZVLAN £ VX —T7 2 — A ZDOIHRETE B,

DHCP A X — bt v JHREZ BN T H1-0101%, Ka~r RIIA T, Y AT ALK TH DHCP A X — B JHke
EENCTHLERD D,

S 512, ip dhep snooping trust 7~ > K CDHCP ¥ — —REF SN TWDHR— NERETLHILERD D,
[ Hi]

VLAN1 T DHCP 2 X — "> FHRE 2 HEhz+ 5,

SWR2310 (config) #interface vlanl

SWR2310 (config-if)#ip dhcp snooping enable

VLAN1 T DHCP A X — b JHERE &2 424 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip dhcp snooping disable

6.5.3 DHCP A X— b FDR— FNERIRE

EN
ip dhcp snooping trust
no ip dhcp snooping trust

(AR RE]
L

[AS1E— K]
A H =T 2 —AF— R

[FiFA]

no FECHEAT LG I3WIHIR EICRE T,

TEREE Tl3 T _XTOAR— 2 Untrusted R — MR ES N TV S,

[/—F]

AR=a<> RIZLAN/SFP R — F B L UGHEEA V¥ — T =2 — RAZOHRRETE 5,

LA U H — T = — AZHFE LTV B LAN/SFP iR — MIERTE TE 2\,

Trusted " — F TIZ DHCP /X7 > b D7 4 V2 U T RfToT | B S 1172 DHCP — =N SN T\ DR —

MIRET D,

Untrusted ?R— h CTix, LA RO DHCP /X7 b DT 4 L Z Y > THBENEITIND,

+ DHCP % —/ 3= 53545 &5 DHCP /X7 v k& ikZET 5,

s NAUT 4T T —HR—=RZMAC T RLUARBELINTNT, DOBERA VX —T 2 — AL (TR DA ¥
— T 2 —AMBZE L IP 7 R L AfEHER (DHCP RELEASE) BLXWNIP 7 FL A EEMHHEE (DHCP
DECLINE) #1355,

« MAC 7 FLARBIEDNEZIDEE. DHCP /N7y hOEEITLMACT RLAL IV FA T hN—RU =77 RL A
(chaddr) ZLbfE L., —EH L72WEAIT %% DHCP /Y7 v 2 #Ed 5,

« Option 82 NAX DA, DHCP 7 74 7 > h b 525 L7z DHCP /3% MZBEIZ Option 82 1 #A3MF 5 ST
5 & xE, Y% DHCP X7 v FZREE 5,

B&l|

portl.5 % Trusted " — MIFFET 5,
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SWR2310 (config) #interface portl.5
SWR2310 (config-if)#ip dhcp snooping trust

6.5.4 MAC 7 K U R RRIEDO B Zh/ELIERE
BN

ip dhcp snooping verify mac-address switch

no ip dhcp snooping verify mac-address

[R5 A B —
switch © MAC 7 R L ARGEOHKE
RUEME id
enable MAC 7 R L ARRGED R EZ AT D
disable MAC 7 R L ZAFREEDRRE & N3 5
(AR E
ip dhep snooping verify mac-address enable
[ASIE—F]
Ja—n)nary7 4L —yg T — R
B

Untrusted R — F TZ{E L7~ DHCP X7 v FDEETLMACT KL AL 7 FA4 T hoN— R =77 FL A (chaddr)
ZHEE L, —EHLARWIEEIEYE DHCP X7 v M 2 iEFET 5,

no JETHEAT L2 G 8 IIHIRE ISR T,

[BX )

MAC 7 R b ARRGED R IE &2 TN %,

SWR2310 (config) #ip dhcp snooping verify mac-address disable
6.5.5 Option 82 DA N/ ERNRE

[EF2

ip dhcp snooping information option switch

no ip dhcp snooping information option

ST A—F—]
switch : Option 82 DFXE
RIEE B!
enable Option 82 DR E X AN T D
disable Option 82 DFXE % MEHZT 5
(AR RE]
ip dhcp snooping information option enable
[AFTE— ]
rua—s\varz 4 b—va e —R
[FAA]

DHCP /37 @ Option 82 1§ MDA, AL, HIFROHGR/IEROREZAT I,

no JEATIHAT L7 A I3 IR T,

Option 82 A ZN D54, Untrusted 78— K CDHCP 7 7 A 7> b 235515 L7z DHCP /¥4 » K Z Option 82 {&# %
5L,

DHCP #—/3—/»5 DHCP 7 74 7 FuTDR Y 73~ k@ Option 82 fE#H & HIkk L TliET 5,

Option 82 fH#HUIZLL FD & B0,

* Remote-ID
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o T 74N BNTIE, KD MACT RLARFEIND,
* ip dhcp snooping information option format remote-id =~ > "G, Remote-ID |ZAT-E DO LFH] (4 5875
FOCEATE ) 25752 &M TE D,
* Circuit-ID
© 774/ BT DHCP 7 74 7 ;775 DHCP /N7 v b %5 L7Z VLANID & A & ¥ —7 = —AFK G HMT
Fahb,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ >~ NC, Circuit-ID Of§# %, DHCP
7 7 AT RhrEb DHCP 237w h&%{5 L7z VLANID LR — FEBIZEER T 52 LN TE 5,
*  Subscriber-ID
o T 74/ NTEHME IR,
« ip dhcp snooping subscriber-id =~ > RC, %4 — k@ Subscriber-ID I LE D XFHN AR ET H Z & T

Ihad,
F 72, Untrusted 8 — ~ CTREIZ Option 82 fE# 3 5- & 4172 DHCP /N7 v b & 5A5 L7=84 . £ ® DHCP N7 v b &
S 5,

ip dhep snooping information option allow-untrusted =~ >~ K C, Untrusted 78— K Z331F % Option 82 % & ¢» DHCP /¥
Ty FOEREEFFAIT L2 ENTE D,

[ EH]

Option 82 D E & HELNZT D,

SWR2310 (config) #ip dhcp snooping information option disable

6.5.6 Option 82 ff % /34 v k ® Untrusted 38— hZ{SZFAIRE
[E=X

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[ E]

L

[AJ1E— K]

Ja—x)vars 74—y g F— R

[REFA]

Untrusted 78— k C Option 82 1§ # 23+ 5- & 4172 DHCP /{7 v b OEEEE G T D,

no JZTHEAT LI B3I E IR T,

[BREH]

Untrusted 78— I T Option 82 {f# 23 F 5- S 4172 DHCP /X7 v b D¥REAZ AT 5,
SWR2310 (config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 ™ Remote-ID DEXE
[F=

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—U—F]

string : REMOTEID XFSIZ4EET 5

hostname : REMOTEID 2R A " R ET D

[/XT A—%F—]

remoteid D ARE O CEA TR LOARL T 63 SUFLAN)
[FI#AER %]

L
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

Option 82 ™ Remote-ID (ZAEE D L FHNZ 5425 Z LN T 5,

7272 L, fEBEOXTFIN" 2 ED D Z LI TE R0,

no I TEIT L7285E 1%, Remote-ID IZAED MAC 7 KL ANfTHE S5,
[/ —F]

RKa< RIZVLAN A VX —T = —AZDIHHRETE D,

(B EH]

Remote-ID (ZAEE DO LFH % 595,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip dhcp snooping information option format remote-id pcl

E

e

6.5.8 Option 82 @ Circuit-ID @
[ER

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
no ip dhcp snooping information option format-type circuit-id

[FF—7—F]

vlan-port : Circuit-ID type 0 VLAN ID, Module( A % v 7 1D), R — b&EFEEHT 5
string : Circuit-ID type 1 fEE O CFHNZHEHT 5

vlan-ifindex : Circuit-ID type 2 VLAN ID, ifindex % 4%

[T A—F—]

string D ARBOIFA] CEATE TR X UM R 63 SUTFLIN)
[WIHIRRE]

ip dhep snooping information option format-type circuit-id vlan-ifindex
[AFTE—F]

AH =T 2—AE—NF

(LA

Option 82 @ Circuit-ID THEAT 2 1EHREZIEET 5.

vlan-port Zf57E L7284 1%, DHCP 7 A4 7 b6 DHCP /87 v % %{5 L72 VLANID &, A ¥ v 7&K, H—
FEBEMNET D,

string ZF57E L7281, EBEOXTHN 25325, 2720, {EROXTFINI" " EEHDH T LIXTE R0,
vlan-ifindex Z¥6€ L7=54&1%. DHCP 7 A4 7> +736 DHCP X7 v & {EL/7- VLANID &, f vV H—T = — R
BEEftET 5,

no FECTEAT LG E IR, VIR EIZE S,

[/—F]

Ka<w L RIZVLAN A VX —7 2 — AZDBRRETE 5,

B&l|

Circuit ID IZ DHCP 7 5 A 7> k)25 DHCP /37 v b %255 L7z VLANID & HR— NEEZf 535,

SWR2310 (config) #interface vlanl

SWR2310 (config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port
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6.5.9 Option 82 @ Subscriber-ID DF% &

[ER
ip dhcp snooping subscriber-id subid

no ip dhcp snooping subscriber-id

[/3T7 A—=F—]

subid D AEBOICFA CEA TR L OEATE S 50 SCFLIN)
(AR E]

L

[AJTE— K]

AP =Tz —AF— N

[@iA]

®EEAR— b @ Subscriber-ID (ZATE D SLFHN(1~50 LTF)EHET D, 7272 L, LFHNI" " EEFHDH T LT TX 0,
no FECTHEFT L725A 1%, Option 82 1E#(Z Subscriber-ID 235 S #1720,

[/ — 1]

AR~ RIZLAN/SFP R— b B L OGREEA V¥ — 7 = — AIZDOHRGFETE D,

PR A — T = — A|ZHTE LT D LAN/SFP AR — MIRE TX 720,

[BREH

portl.1 @ Suscriber-ID % ET 5,

SWR2310 (config) #interface portl.1
SWR2310 (config-if) #ip dhcp snooping subscriber-id a room

6.5.10 DHCP /X% v FZfg§ L — MHIRDERE
E&N|

ip dhcp snooping limit rate /imit

no ip dhcp snooping limit rate
ST A—F —]
limit : 10-125

1 ¥ & 72 0 |25 15 AIHE7 DHCP /3%~ X (pps)

(AR E
mL
[AFIE—F]
Ja—N)nary74JL—ygrET— R
[@iHA]
VAT LA T ST IZZEAEES: DHCP X v MIERET D,
2V — b bRz L6, %5V — P &# A 728 DHCP /N7 v MIMEET %,
no B TIHAT LB 1E, DHCP X7 v FDOXAE L — MR ZAT D220,
[BEH]
VAT LARD DHCP /N7 v b E2{g L— k% 100pps IZEXET D,
SWR2310 (config) #ip dhcp snooping limit rate 100

6.5.11 DHCP /34 v MRZEER: SYSLOG ) OB RN/ EZNRE

[EFX]
ip dhcp snooping logging switch
no ip dhep snooping logging
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[78T7 A —=F—]
switch : DHCP /"7 v MEFERE SYSLOG ) DR E
BEE LA
DHCP /{7 v MFERFZ SYSLOG (ZH 9
enable 2
disable DHCP /37 v MEFERFIZ SYSLOG IZHi /1 L
VAR
[FIEAER E]
ip dhcp snooping logging enable
[AJTE— K]
Ja—x\)ary7 4L — g E— R
[FREA]

DHCP /™77 v MHERF I HEEE &2 SYSLOG (ZH 1§ %,

no JE A THEAT LIe GBI E IR T,

[EE B

DHCP /3 v MFERFIZ SYSLOG (2 /)35,

SWR2310 (config) #ip dhcp snooping logging enable

6.5.12 DHCP A X— bV 7T DIV AT AREFROER

EEN
show ip dhcp snooping
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
DHCP A X — VB> VDV AT KR EEREFETT D,
B!
DHCP A X — V> VDY AT AR EHRETTT 5,

SWR2310>show ip dhcp snooping
DHCP Snooping Information for system:

DHCP Snooping ServicCe ........oo... Enabled
Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ............o.... Enabled
Rate limit ......uiiiiiiiineeeennnn 100 pps
e (e a8 0L Enabled

6513 DHCP AX—E L T DA VB —T 2 — AR EHEROER

EEN
show ip dhcp snooping interface
[AS1E— ]
FHFiHE EXEC £ — N, %54 EXEC £— N
[
DHCP AX—¥ T DA v ¥ —T7 2 — AR EEREEZRT D,
[BXEH)
DHCP AX—¥ T DA v H—T7 = —AREFEREERT 5,
SWR2310>show ip dhcp snooping interface

DHCP Snooping information for vlanl:
DHCP snooping ... Enabled
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Remote-ID ....
Circuit-ID ...

Interface Type

Trusted

Untrusted a_ room
Untrusted b room

00a0.de00.0001
vlan-ifindex

Subscriber-ID

DHCP Snooping information for vlan2:
Enabled

DHCP snooping

Remote-ID ....
Circuit-ID ...

Interface Type

Trusted
Untrusted C_room
Untrusted d room

yamaha
vlan-port

Subscriber-ID

DHCP Snooping information for vlan3:
Disabled

DHCP snooping

DHCP Snooping information for vlandé:
Enabled

DHCP snooping

Remote-ID ....
Circuit-ID ...

Interface Type

yamaha
torakusu

Subscriber-ID

Untrusted e room
Trusted

6514 XA T 4 VT T —RZR—ZADFKR

[EFX]

show ip dhcp snooping binding

[ASIE—F]

FEFFHE EXEC £ — N, 454 EXEC £— K

[@iHH]

NAUT LT T—ER=R IS TnWbd=r b —fEHwERT-T 5,
= M) —ERIILULTO LY TT,

« DHCP 7 A7 > )5 DHCP A v & —T %33 L7~ VLAN ID

e« DHCPZ 5AT7 v "B DHCP A vt —V5ZE LA v F—T = — A FHR
e« DHCP /7 79A4 7 FOMACT KL A
e« DHCPZ7S5A4 7> FDIPT RL X

o U — 25
[ EH]

NA VT 4T T —=HR=ZADONEEFRT D,

SWR2310>show ip dhcp snooping binding

DHCP Snooping Bindings:

Total number of bindings in database:

VLAN Interface

1 portl.l
1 portl.2
2 sal

2 portl.10

MAC address

0000
0000
0000
0000

.1111.2222
.3333.4444
.5555.6666
.7777.8888

4

IP address

6.5.15 DHCP A X — ¥ 7 D HERFE T

Expires (sec)

259170
112000
100000
infinite

[EX

show ip dhcp snooping statistics

[A1E—F]

FEHEHE EXEC & — N, ¥k EXEC £— R
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[FiFA]
DHCP A X —E v 7 OfiEHEME £ T 5,
AHE—=T 2 —RAT LT, ZIE LI DHCP /N7 v b EEFES 1172 DHCP X7 > RO AERRT 5,
[/ —}]
DHCP /%7 v hZ g L— MR OREIC L > THEESNT= %7 v NI v h a7,
[ EHI]
DHCP A X —t'> 7 OfitHE R E TR 5,

SWR2310>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 A T4 TT—ER—ZADI VT
[ER
clear ip dhcp snooping binding
[AJ1E— ]
FiHE EXEC E— R
B
NA T AT T=ER=2 %7 VT 5,
[EX )
NA T AT T—=ERX=A %7 VT T 5,
SWR2310#clear ip dhcp snooping binding

6.5.17 DHCP A X — 'L JO#FHEHRD 7 U T
[EF2
clear ip dhcp snooping statistics
[AFTE—F]
F¢HE EXEC E— K
B
DHCP A X — V> 7 OfgattEma 27 V7T %,
[BREH]
DHCP A X — ¥ > 7 OigattEma 27 V7T %,
SWR2310#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pvd 7 RL ZADHRE

EEN
ip address ip _address/mask [secondary] [label fextline]

ip address ip _address netmask [secondary] [label textline]
no ip address ip_address/mask [secondary]

no ip address ip _address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T R AL LTRETD
[R5 A5 —]
ip_address : AB.CD
IPv4d 7 RL A
mask o <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AS1E—F]
AU H =T 2—AE— R
[

VLAN A 2 —T7 2 —ZAIZX LTCIPVE 7T RL A &Ry AT ZBRIET D,

IPvd 7 RL AT 1 OO VLAN A > X —T =2— A2, T34 <V —T KL RE1fHlé, BALF)—T KL 2% 44
FTRETE D,

VAT LAERTE ET%@E%T%VXiWk8@iTT%é
THH) =T RLAZRETHEDIZIE, OO T T4~ =T RLAZRETHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%m%?éoWM7FVX%? ELRDST-HEIT. 2ATO IPv4
7 KL 2 EHIERT 5,

TH A =T RLAZRELTWDHIREET, 7IA4~V —7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA L H—T 2 —ACRE— Ty hOIPVAT RLAZEIN Y THZ LITTEXR,

(B EHI]

VLAN#1 |12 IPv4 7 RL- 2 & LT 192.168.1.100 X ET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ip address 192.168.1.100/24
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712 IPv4 7 F L A DFR

[EX]

show ip interface [interface] brief
[/$F A —&—]
interface : VLAN A V' F—T = — A4
[AS1E— F]
FFrHE EXEC E— N, %54 EXEC E— N
(A
A B =T 2—RED IPv4 7 NL A &EKRT D,
FRNEITLTO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
¢ ip address dhep =~ > NIZ X STEHNZ IPvA 7 RLADRRE SV TWHEEIL, IPvd 7 KL ADH{IZ "*" %

ML CTERRT 2,
* ip address dhep =~ > RAGRIERIT IPvA 7 R U ARERIE SV TOZRWIGE (Y — /SR %), "searching” &
FRT D,

« ipaddress =~ R23EXE LTV WA 1S "unassigned” & &R d 5,
o WEE OIREE
« T—XULIREDINEE
A B =T 2 —AEEELEBEIIEOA v 7 —T7 2 —ADFEREY, BB LIEEAIZIPVE T FLAEZRETESH4
TOA F—T7 2= ADIFRERTT D,
[/—}]
FBELIA L E =T 2—ARNIPVAT FLAZEID S TOHNRNS D THLIGEIXT T —ITR D,
[BREH]
ETHOVLANA v HA—T 2—ADIPv4 7 KL A EHRRT 5,
SWR2310>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
BN

ip address dhcp [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #—/"—DHKRA N ERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIEIRRE]

7L

[AS1E— R

A H—T 2 —AFE— R
[BLFA]

DHCP 7 94 7 > b & LT, DHCP % — = bft5E XN 1Pvd 7 KL A% VLAN A Z—7 = — R LT
BRET D,
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DHCP ¥ — _—%$5E T 5 &, Discover/Request A 1 — 2 HostName 47+ a > (A7 ara—K12) 400
THILENTEXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > REZETT 5L B LTWEIP T RLADRRKA vE—V%
DHCP #—/"—Zi%k %,
DHCP 7 A7V EREEENTNDA Vv H—T 2 —AIZ, BH L Z V=T FLAIRETER,
no I CTHEAT L7ZHE1%, DHCP 7 74 7> b OREZHIBRT 5,
[/ — 1]
DHCP H—/3—Zxf L CERT 5 U — AW 72 REE CREE &35, 7272 L, ERBRIZY — X S5 HifHiX DHCP
—N—DRENNEATT D,
KAz FZEY DHCP == bT7 74V 7 —F U =A, DNS Y —/— FT7 /L b RAL B EZEAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > ROFREDIT ) MBI SN D,
AKaw o REELTH DHCP —/3—/n 5 IPvd 7 RLUARERF TE 204, Auto IP HERED %N 72 VLAN A
B —T 2 —AZRY  IPv4d ) 7 a0 —H T R L A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,
AL JRERENB YN DO AKX v 7R — FTAuto IPBEREZEFH L CWABAE, Ko~ R TE 220,

B&l|
VLAN #1100 \Z DHCP 7 A4 7> M X > TIPv4 7 L A&t 595,

SWR2310 (config) #interface vl1anl00
SWR2310 (config-if) #ip address dhcp

714 DHCP 7 547 F DIREBDOERT
[EFX]

show dhcp lease
[AFTE— K]
FEFRFHE EXEC *£— N, F#E EXEC £— K
B!
DHCP 7 74 7 v hOWREER T H, LFTOHERRRIND,
« DHCPZ A7 e LTEIEL TS A X —T = — X
e EDYTHNIZIPVE T KL A
o U—ZHR
o U — ZIERFRIIR
o U —AHBUSHIR
« DHCP % ——%
« DHCP A7 v a & L CHISGL-EH
« Xy VR
s TITFANITF—bFTxA
o U — XIFRH
+ DNS H—/3—
« DHCP % —/3—1D
s KAAU4
[/ —}]
A By JHERRDAE N GG, Ka~vr RIdEHTE 20,
[ EH]
DHCP 7 74 7 > b DIREEFIRT D,

SWR2310>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:

subnet-mask 255.255.255.0

default-gateway 192.168.100.1
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dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BREDFRE
[F=
auto-ip switch
no auto-ip
[/XT A —HF—]
switch : Auto IP #EEEDENE
R EME B
enable Auto IP #EREZ AT 5
disable Auto 1P H§REZ EZNIC T 5
(IR E]
auto-ip disable
[AJ1E— K]
AH =T 2 —AF— R
B

VLAN A > Z—7 = — AR LT, IPv4 U 7 a—H L7 R L A(169.254 xxx.xxx/16) % HENAE KT 2 Auto 1P B&HE
B+ 5,

Auto IP #£AE(Z. ip address dhep =~ > RZFRE%IZ, DHCP — 3= 5 [Pv4 7 R L ANEE TE R WEAIZ D4
FrET 5,

Auto IP BEBEIZ. 1 DD VLAN A L Z— T = —RICOBENTHZ LN TE S,

no BN CHEAT LG & 3R EICRE T,

[/—F]

IPv4 V7 a—nT RUARRE LTZ%IZ DHCP — =025 IPvd 7 KL ARREGTE =546 1Pvd U 7 o —
HIVT R AZBEHEEL T, DHCP ' — =06l &L IPvd 7 RL AR EHT 5,

ALy THEREMN B NN DAL v 7 AR — T Auto IP BEREA M L TW o 56, ARa~vy NIIEHTE RN,

[ EH]

VLAN #2 @ Auto IP #RE % 202 ¥ 5,

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #auto-ip enable

7.2 IPv4 R B

7.2.1 IPv4 BRI R E
EE

ip route ip_address/mask gateway [number]

ip route ip_address/mask null [number]

ip route ip_address netmask gateway [number]

ip route ip _address netmask null [number]

no ip route ip_address/mask [gateway [number]]
no ip route ip _address/mask [null [number]]

no ip route ip_address netmask [gateway [number]|
no ip route ip_address netmask [null [number]]

[¥F—U—F]
null Ty FERBEETICEET D
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ST A—F—]
ip_address : AB.CD
IPv4 7 KL X
TIFNT = U oA ZET DL X1X0.0.00 &7T5
mask : <1-31>
<~ A7 By MK
TIHANVIT = =2 ZHETHLEIT0LTD
netmask : AB.CD
7 RLAERDOR Y b~ A7
T AN T U2 ZIRET D L E130.0.00 £T5
gateway : AB.CD
T—=HFT=ADIPv4 7T FL A
number 1 <1-255>
EELEREE (BRI OBLE) ERLIESE D
DN SV EBIE DR E U,
(AR E
mL
[AJ1E— F]
Jua—nN\)arz 4 L—varE—FR
B

IPv4 DFHIRREE 2B N3 5,

no B CTHEAT LA 1, H5E LI-REZHIBRT 5,

[ EH]

T AN N — U =A% 192.168.1.1 LT 5,

SWR2310 (config) #ip route 0.0.0.0/0 192.168.1.1

EV DN 172.16.0.0/16 DIFED S — N7 = A % 192.1682.1 L35,
SWR2310 (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
(BRI
show ip route [ip address[/mask]]
85 A —5—]
ip_address : AB.CD
IPvd 7 N A
mask ¢ <0-32>

v A7y M (B LTESE  32)

[AJIE— R]

FEREHE EXEC £ — N, ik EXEC £— F

B

IPv4 #5157 (FIB: Forwarding Information Base) # #1795,

IPv4 7 R L RAZEME LTG5, FIB ONEEZ T XTHRRT D,

IPv4 7 RLRAETIIFRy NU—2 7 FUVRAZIFE LTSGE, 5siEnEn D & —ET 2T b Y —OFEME# %
TR D,

[BREH]

IPv4 BRIA R 2§ ~TRRT D,
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SWR2310>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

S 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanlOO0

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 58 CD/3 7 v b &% D & IHEH SN 2R E2FRT D,

SWR2310>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R EFRDOE R
[ER]
show ip route database
[AS1E— K]
FHrHE EXEC E— R, %M EXEC E— I
[BLFA]
IPv4 #2#3 (RIB: Routing Information Base) *3/R~9 5,
[ E B
IPv4 R EZRRT D,
SWR2310>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
8§ *>0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl0O0
C *> 192.168.100.0/24 is directly connected, wvlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

724 IPv4 BRBRICBF SN TVLIRET ) —DHY <= —DFER
[
show ip route summary
[AJ1E— K]
FEHEHE EXEC & — N, ke EXEC £— R
B
IPv4 #%#%7 (RIB: Routing Information Base) IZHEk SN TV ORI N —DH~ U —%2RKR-T D,
[BREH]
IPv4 RRERICBEEE SN TV DRE= M) —DHh~ ) —%2RKR-T D,

SWR2310>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3
Total 5

7.3 ARP
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7.3.1 ARP T —7 VDFRKR

[EX]
show arp
[AS1E— F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[BLFA]
ARP ¥ ¥ v ¥ a R RT 5,
[BEBH]
ARP X v v v a2 B RRT5H,
SWR2310>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

7.3.2 ARP T — 7 )V DilFE

&y

clear arp-cache
[AJ3E— K]
Fike EXEC E— R
[
ARP X ¥ v a7 U715,
[BXRE )
ARP X v a7 VT T 2%,
SWR2310#clear arp-cache

733 ) ARP =2 N U —DRE

[EFX]

arp ip_address mac_address interface

no arp ip_address

ST A—F—]
ip_address : AB.CD

IP7 FLA
mac_address :  HHHH.HHHH.HHHH

MAC 7" KL A
interface : portN.M

WA B —T = A A
(IR E
L
[AJIE— K]
Jua—m"narz 4 b—va e —NF
[@iA]

¥l 7L —7 ARP = MU —&ERRT 5,
no B THEITLZEEIE, HBE L= MY —%2HIRT 5,

[BREH]
portl.1 ([ZHERE SN2 IP 7 R LA 192.168.100.100, MAC 7 K L 2 00a0.de00.0000 D #5 ARP =2 kU — & Bk
60

SWR2310 (config) #farp 192.168.100.100 00a0.de00.0000 portl.l
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E

e

73.4ARP A LT T ~D
[ER]

arp-ageing-timeout time

no arp-ageing-timeout [time]
[73T A =4 —]
time : <1-3000>
ARP = b U —{REFRER] (FD)

(18I E]

arp-ageing-timeout 300

[AJTE— K]

A H—T 2 —AF— R

B

K VLAN A X —7 2 —RA|ZE1F5H ARP = R ) —fRFFRFZ A E T 5, Z ORFINICZE S /20> 72 ARP
= b —3HIBRESN D,

no IR CEIT L=84 15, ARP = F U —Wff % 300 P2 5,

[RXEHI]

VLAN #1 ® ARP = F U —{REFEERT % 10 0 ICEE T 5,

SWR2310 (config) #interface vlanl
SWR2310 (config) #arp-aging-timeout 600

735ARP Z A AT Y hEED ARP U 7 = X FEEFRDORE
E=N

arp-ageing-timeout request mode

no arp-ageing-timeout request

[/3T A —HF—]
mode i ARP U 7 =X NEEFR
REMHE Gk
unicast ARP % A L7 7 MRHIZIA(ET 5 ARP U 7 =
A M=%y XA FTHEETD
broadeast ARP # A L7 7 FHFIZIEES 5 ARP U 7 =
AhET7HR—RFXy A NTHEETD
[FIHIRRE]
arp-ageing-timeout request unicast
[AJ1E— ]
A HF—T 2—AE—FR
[
K VLAN A 7 —7 = — A 2BV T ARP T U — ORI T L7 & SICEFET 5 ARP U 7 A hDJ5
KERET D,
no JZI N THAT L2 B3I E IR T,
[BXE B
VLAN #1 @ ARP = b U —DOPLRFFRFENE T L7z & EITXETHARP U/ A &7 0 — R¥ v X N THET
50

SWR2310 (config) #interface vlanl
SWR2310 (config) #arp-aging-timeout request broadcast

7.4 TPv4 B &
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7.4.1 IPv4 BER%E3R TE
[ER]

ip forwarding switch

no ip forwarding [switch]

[/3T A —HF—]
switch © IPv4 /N7y N DERERRE
REE B
enable IPv4 /3y N OEREEGINZT D
disable IPv4 /Xy s DRRE A BN T 5
[WIHIRRE]
ip forwarding disable
[AJ1E—F]
sa—\)varZ 4 S L—varE'— R
[RLBA]

IPv4 /3y N DERIEEZ BN E T2 13T 5,
no TC K THEAT L= A 1T EIT = T,

7.4.2 IPv4 BRIEFR EE D KRN

(&=
show ip forwarding
[AJ1E— F]
FEHFHE EXEC & — R, %54 EXEC ©— K
[FiFA]
IPv4 /377 > N DERER EH FnT D,
[ E B

IPv4 /X7 N DERRERTE & RKonT 5,

SWR2310>show ip forwarding
IP forwarding is on

7.4.3 MTU DR E
EE]

mtu mtu

R

no mtu
[/3T A =4 —]
mtu 1 <68-9216>

KEATRER RN T R A X

(AR E
mtu 1500
[AJIE— F]
AP =Tz —AF— N
[FiHA]
VLAN A > % —7 = —=Z/)pBRE AR/ N7 v b A XOHRKEMTU E) 2 & ET S,

AR EETE 7 v b BIOARBEN L3 BV —T 4 )T 537 v SRR L0 . KRGS L2 5%
(AA o F o) THAL—F T L— AT BHN R D,
IPv4 ~ v % —® Total Length 2 MTUEZ X /37 v h& L3k 556, IP 77 7 A RSN TEEIND,
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IPv6 ~ > % —® Payload Length 7% MTU & #8 2 5737w F & L3 553 256, ICMPv6 = 7 — NGk S LT/ 7
v MIEFEIND,
mru 3 RCRESNIA =Y 7 L= ARICE DY A XD/ bIR—T 4 VT ORGLIRDTD, Vv
R7ZV—LEN—T 47T 5580 mu a2~ NCZEARRA — 7 L— LR ARETILERH D,
no FECHEAT LG & I3 EICRE T,
[/— 1]
ARa= RIXVLAN A ¥ —7 = — A LD IR IE Al HE,
MTU 1%, WIHMEZBRONTRRKTT DL TRRDEEZRET DI LN TE D,
ipv6 enable 23F%E S 7= VLAN A > % —7 = — A Tld, MTU D% E AT RERIPH T <1280-9216> & 725,
MTU fE78 1280 £V &/ S FHE SN TS VLAN A % —7 = — A2 LT ipv6 enable =~ > RZHET 5 2
LIETERY,
[BE ]
VLAN £ 4 —7 2 —ZA#1IZFTBTH LAN AR — h #1 &, VLAN A ¥ —7 = — 2 #2 |ZF1E 7 % LAN A" — h #2
G, 10240 XA FETOT ¥ VAR T L—A%FH L. MTU % 2000 NA MMZT 5,

SWR2310 (config) #interface portl.1-2
SWR2310 (config-if) #mru 10240
SWR2310 (config-if) #interface vlanl-2
SWR2310 (config-if) #mtu 2000

7.5 1Pv4 BiiERET
7.5.1 IPv4 BliERER
[EX]
ping host [repeat count] [size datalen] [timeout timeout] [source ip_address]
[F—VU—F]
repeat D ETESRERET D
size D ICMP 7= # Ey DR S(NA MHRADERET D
timeout o FEATEESY D Echo U 7 = A M EIHE LI OINER B ZRET 5
source i ICMP "7y FOREITLT FLAZRET D
[/3T A —HF—]
host : ICMP Echo % {59 %% 5L
BRA N, F21E, 588D P 7 F L A(A.B.C.D)
count DOEATEE (AELIESA 0 S)
REE Bl
<1-2147483647> FRE L2 TT %
continuous Crl+C MAN END ETHFEITZ YIRS
datalen . <36-18024>
ICMP 7 — X5 DR S(N b)) (Bl L7255 56)
timeout ;. <1-65535>
INERBIFH] (B L7258 1 2)
FZ{T[EI¥ % continuous (2 L7ZAIXEHR SN D
ip_address : AB.CD
IPv4 7 KL A
[AS1E—F]

¥EbE EXEC E— K
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[FiAA]
ICMP Echo Z#57E L7278 A MZi%H L, ICMP Echo Reply D& A 15,
ISERBIUZ, FOEEFERT D, A~ FORTRICHREMEREFTT 5,
[ EH

IP 7 FL R 192.168.100.254 55 CIZT — & ¥ A X 120 /A b, FEITREIFIL 3 Bl CHOIRMER

SWR2310#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms
128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

Z1T 9,

7.5.2 IPv4 RRBETHERR
[EX]
traceroute host
[/XF A—&—]
host D R A RER T Dt
BRA N, F12IE, 558D IPvd 7 R L A(AB.C.D)
[AJIE— K]
FiHE EXEC £— R
BN
FBELIZARA M TORKIERERRT D,
[BX EH]

192.168.100.1 & TORBEHEREZIT 5,

SWR2310#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1) 30 hops max

4
1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms
2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms
3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms
4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms
5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms
6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.61Pv6 7 KL A &3

7.6.1 IPv6 DR E

[EX

ipv6 switch

no ipveé

T A =5 —]

switch : IPve OENE
R EME A
enable IPv6 ZHNZT 5
disable IPv6 % RN T 5

[FIHIER 2]

ipv6 disable

[AS1E— K]

A H—T2—AE— R
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[FEHA]
VLAN A v # =7 == R LTIPV6e Z AN LY 7 m—V T RL 2% BERET D,
IPv6 (I K 8 HlETHD VLAN A > 4 —T7 = —ATHMITHZ LN TE 5,
IPv6 Z 2N L72iGE . BIET 28E b RIFFICHIBR S D,
no TR THFEAT L= A IR IR 5,
[/—h]
HEFYE Sz 7 a—A7 KLU AL, show ipv6 interface brief =~ > KN CHGRTZ 5,
ARy VRN ARN IR G, Ra~y FIIEHTE 20,
[ E 5]
VLAN #1 @ IPv6 #H 2T %,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ipv6 enable

7.6.21Pv6 7 K L A DFXE

[EX]
ipv6 address ipv6_address/prefix_len

no ipv6 address ipv6_address/prefix_len
no ipvé address

ST A—F —]
ipv6_address DX XXX

IPv6 7 KL X
prefix_len 1 <1-127>

IPv6 7'V 7 4 v 7 AR
AFE— K]
A BE—=Tz—AE—F
[FHA]

VLAN A VX —T =2 — AKX LTIPV6 7 RL AL T LT 4 w7 ARERET D,
IPv6 7 K L A% ipv6 enable =~ > FAFE XN TS VLAN A ¥ ¥ —7 = — R ICHRETH 2 L N TE 5,
ARz~ FiL, ipv6 address autoconfig =~ > R EfffTx %,

IPv6 7 RL AL 1 DD VLAN f v X —7 =— AT, Fa—"L7 RLARAREXGINESHETE, Vo rn—
ANT R A% IHRETE 5,

VAT LB TRETE L IPV6 7 FLATRKEHETTHLH(HBICE DV HTHNDY v r—H LT FLA
%l-%%<)o

no B TIAT LG AT FEE LT IPve 7 RLAZHIBRT 5, IPv6 7 R LA ZIEE Lo 1256 1%, 22T O IPve
7 R ARA REEFZL)EHIBRT 5,

[/—}]

BEOA =T 2= AZ[ VT Fy hOIPV6 7 KL AZEI D Y THZ LIZTE A,

2By JRERRPEN GG, Ka~r FIdEMATEZ2R0,

[ E B

VLAN#1 [ZIPv6 7 R LA L LT 2001:db8:1::2 27X ET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ipv6e address 2001:db8:1::2/64

7.631Pv6 7 KL XM RA &€
[

ipv6 address autoconfig
no ipv6 address autoconfig
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[FIEIERE]
7L
[ASE— R
Ao HF—T 2 —AF—FR
B!
RAZfEH LT, VLAN A VX —T = —AIZIPv6 7 KL AZERET D,
RA [T ipv6 enable =~ > RVEXE AL TV D VLAN A ¥ —7 = — AT IE
Az< > RiL, ipv6 address ipv6_address/prefix_len =~ NEffHTE 5,
no I THEAT L= A 15, RA O EEHIBRT 5,
[/— 1]
APy JHRRENA RN 26, Ao~ s RIIEMATE e,
[ E ]
VLAN#1 12, RAZHHLTIPV6 7 RLAZEET 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #ipv6 address autoconfig

7.6.41Pv6 7 K L A DFER

THZENTE D,

[ER
show ipv6 interface [interface] brief

[/XT A= —]

interface : VLAN A VX —T7 = — A4,
RRTHA VA —T = —R

[AJIE— F]

FEFFHE EXEC & — N, %54 EXEC £— N

B

A UH =T 2= AFEDIPV6 T KL AERRT D,
e IPv6 7 KL X
« IPV6 7 RUAMERE SN TORWIEA T "unassigned" & 725,
- WEEORE
« T—HUUIEORE

AUH =T 2= AERELIEHERCOA ¥ =7 == ADFHhE, AW LIEEAIEIIPve 7 F L ANRE SN2

TOA v HZ—T 2 — ADEREFERT 5,
[/—F]

BELEA V=T 2—ANIPv6 7 RLAZE DL ToHNRNWEDTHAIGEIT= T —I2/2 5,

ALy T REREN AN E . A~y R T 20,
Bl
ETHOVLANA v H—T7 =2—ADIPv6 7 KL RAEHRRT 5,
SWR2310>show ipvé6 interface brief

Interface IPv6-Address
Link-Status
vlanl 2001:db8:1::2/64

2001:db8:2::2/64
fe80::2a0:deff:fe:2/64
vlan?2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64
down
vlan3 unassigned
down

7.7 IPv6 % B A5

Admin-Status

up up

up

up
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7.7.1 IPv6 ERAUREBEERE
[ER]

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé6 route ipv6_address/prefix_len [null [number]]

[F—U—F]
null sy M ERREETICEEET S
X A—5—]
ipv6_address X XXX
IPv6 7 R LA
T AN N — U oA ZHRET H & Z1T ::(0:0:0:0:0:0:0:0 DERETE) & T2
prefix_len o <1-127>

IPv6 S L7 4 v 7 A
TIFNIT = oA ZRETHLEIT0LTD
gateway D X XXX
TF—h7=ADIPv6 T KL A
IPv6 V> 7 a—NT RUAZIRET S L XX, A ¥ —T7 = —ALIEET HLERD
% (fe80::X%vlanN D)
number o <1-255>
EAIAE (REERIFOMEIALRE) (EMELZSE 1)
EDV/NSVIE EEERE D,
[AJ1E— K]
Ja—)ary 74—y g rET— R
[
IPv6 DFFHIREHE 2 B9 5,
no A TIHAT LA, faE LRI 2 HIFRT 5,
[/ —}]
TITHNIT = U oA OFFEIT, RAICKDEELY &, FAURKIC L OREDNREBILEEND,
A By JHERENA GG, Ra~y FIIEHTE 20,
[ EH]
KD JEA% 2001:db8:2::/64 DG D7 — N = A % 2001:db8:1::1 & T 5,
SWR2310 (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1

T 74V NP — N U = A & VLAN #1 L0 fe80::2a0:deff:fe:1 &35,
SWR2310 (config) #ipv6 route ::/0 fe80::2a0:deff:fe:1%vlanl

7.7.2 IPv6 BRiER DFIR
[EFX]
show ipv6 route [ipv6_address[/prefix_len]|
[/3F A =4 —]
ipv6_address DX XXX
IPv6 7 R LA
mask ;o <0-128>

IPv6 'L 7 4 v 7 AR (BB L7854 1 128)
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[AJTE— K]
e EXEC E— R, %M EXEC E— I
[
IPv6 #51%5%  (FIB: Forwarding Information Base) % /"3 5,
IPv6 7 R L A %M L7235E1E, FIB ONKEETXTRRT D,
IPv6 7 RLAXEZR Yy FU—2 7 FLAZRE LB E., 5UENEND & —BT o= U — DR %

KT D,

[/ — 1]

2By JHERENA RIS G . Ra~r IR TE 20,
(R HI]

IPv6 FRIER T N TRRT D,

SWR2310>show ipv6 route

Codes: C - connected, S - static

Timers: Uptime

::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08
2001:db8:1::/64 via ::, vlanl, 00:01:10

2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nr w haED & XA SN RKEF T D,

SWR2310>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl

S
©
S
©

7.7.3 IPv6 fREER DX~

[EX]
show ipv6 route database
[ASTE—F]
FEFrHE EXEC E— N, %74 EXEC E— N
B
IPv6 #%#% 7% (RIB: Routing Information Base) # #7795,
[/—}]
ALy JHREENA R e e, AR~ s RIIEMATE e,
[BEH]
IPv6 IR K 2 R D,

SWR2310>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QunQwn

7.7.4 IPv6 BREERICBHEIN TWVWEIRK= N —DY <) —DFER

EEN
show ipv6 route summary
[AJTE— K]
FEHEHE EXEC £ — I, F##E EXEC £— F
[

IPv6 $% 43 (RIB: Routing Information Base) (ZBF SN TV ARKE T ) —DHh~ U —2FRT 5,
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[/ —F]

AB - THEREDRERNRGE, Ao~y RiEfEHTE R,
[ E B

IPv6 REF DOV~ —%2RRT 5,

SWR2310>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor %% v ¥ =

E

e

7.8.1 #HJ Neighbor ¥ ¥ >~ 2= ) —D
[EFX]

ipv6 neighbor ipv6_address interface mac_address interface

no ipv6 neighbor ipv6 address interface

[73T A =4 —]
ipv6_address DX XXX
IPv6 7 R LA
interface : vlanN
VLAN A > % —7 = A 24
mac_address : HHHH.HHHH.HHHH
MAC 7 R LA
interface : portN.M
MBS o Z—T = A A4
[AJIE— ]
Jsa—x)ary 74—y g F— R
B

Neighbor ¥ ¥ v ¥ =2 [ZFFY= 2 U —Z BT 5,

no JEATHEAT L Ald, BE L= M) —&2HIkRT 5,

[/—H

AL VERENANRG G, Aa~r NI TE 20,

[EE B

VLAN #1 LE® portl.1 iZ& %, IPv6 7 K L& 2001:db8:cafe::1 ® MAC 7 K LA % Neighbor ¥ ¥ v ¥ = [ ET D,
SWR2310 (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.1l

7.8.2 Neighbor ¥ ¥ v ¥ =27 —7 /L DERR
[ER

show ipv6 neighbors
[AJTE— K]
FEFHE EXEC £ — N, ke EXEC ©— R
[FAA]
Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
[/— ]
ALy TN A DG, Ao~y R TE 20,
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[BREH]
Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
SWR2310>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bc4:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22f£:£fe33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ 27 —7 /VDHEE
[E]
clear ipv6 neighbors
[AJE— F]
F#HE EXEC £— R
[RLEA]
Neighbor ¥ ¥ v =227 U745,
[/—H
AL VERENANLG G, Aa~r NI TE 20,
[EE 5]
Neighbor ¥ v v =% 27 V735,
SWR2310#clear ipv6 neighbors
7.9 1Pv6 HRik T4
7.9.1 IPv6 ERIEERE
(&=
ipv6 forwarding switch
no ipv6 forwarding [switch]
R A —5—]
switch © IPv6 /X7y N DERERE
RIEE B!
enable IPv6 /N7 N DEREZFNTT D
disable IPv6 /377 | DRR% Z N2
(MR E]
ipv6 forwarding disable

[AFIE— K]

Jua—N\)arz4 g b—varsE— R
[RLBA]

IPv6 /X7 N DEREEF N E I35 5,
no W THEAT L= B ITUIRR EIZ =T,

7.9.2 IPv6 B5i5iR E DFK RN

(&=
show ipv6 forwarding
[AF1E— ]
FEFFHE EXEC £ — K, 454 EXEC £— K




a2 KU 77 LA | Layer 3 F4AE | 261
[REA]
IPv6 /X7 v N DERERR E & FnT 5,
[ E B
IPv6 /37 N DESIERTE# T 5,

SWR2310>show ipv6 forwarding
IPv6 forwarding is on

7.10 IPv6 BRI ERERS

7.10.1 IPv6 BEESR

[ER
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address]
[F—T— K]
repeat COEITRE AR ET D
size © ICMPV6 7 —Z iy DR S (A MHfD 2R ET D
timeout DO FHTIEHUY D Echo U 7 = A R & X5 LIt DISERF DR 2R ET 5
source : ICMPv6 X7y RDIREILT RV AZRET D
[73F A —5F—]
host D ARRA ML, E£720E, IPve T R U A(X:X:XX)
ICMPv6 Echo % %57 % 565%
IPv6 UV 7 m—JnT RLUAZRET D5G13, BHA v F—T7 = —ZAbIEETLLEND
% (fe80::X%vlanN DJE)
count DOFTREL (AWM LTGS2 5)
RUEM B8
<1-2147483647> FERE L7 EERAT 5
continuous Cr+C MANENDETHFEATZRY KT
datalen 1 <36-18024>
ICMP 7 —## DR S(3 b)) (Bl L7I=35E : 56)
timeout 1 <1-65535>
INERF IR (B LI25GE 1 2)
FEATIEEL % continuous (2 L7 & I3 A S D
ipv6_address DX XXX
IPv6 7 R LA
[AJ1E— F]
F¢HE EXEC £— R
B

ICMPv6 Echo ##57E L7274 A MMZEH L, ICMPv6 Echo Reply 2325 531 TCL 2 D& FD,
EOLNTEEDL, TOEA2FETT D, A~y RN TT5 LHEAFKEEREETT D,
[/—}]

A By TR AEN GG, Ka~r FIFEHTE 20,

Bl

fe80::2a0:deff:fe11:2233 58 CIZ BB 21T 9.

SWR2310#ping6 feB80::2a0:deff:fell:2233%vlanl
PING fe80::2a0:deff:fell:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms
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64 bytes from fe80::2a0:deff:fell:2233: seg=1 ttl=64 time=4.760 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

-—- feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 ﬁ%ﬁ%@
[EX]
traceroute6 /iost
[/XT A—F—]
host DR E MR T D5
RA NG, FT20X, 58560 IPve 7 R L A(X:X:X:X)
[AS1E— K]
¥ikE EXEC E—
B!
FEELTZAA M E TORKBIEREFRT D,
[/—}]
2By JRERPAN GG, Aa~r FIdEHTE 20,
[ E R

2001:db8:1::2 F TOMRBEMERETT I,
SWR2310#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 10.413 ms 7.681 ms

711DNS 7 A7~ b

7.11.1 DNS ~DOfW& b REDRE

E&

dns-client switch
no dns-client

[R5 A—HF—]
switch : DNSZ 747 hO@E
REHE B
enable DNS 7 FA4 7 v bEHNZT S
disable DNS 7 A4 7 v b &MIHZT 5
[WIHRRE]
dns-client disable
[AS1E— K]
ra—\)var 74—y aryE—F
[FHA

DNS ~DWE O ERE A B FE 12 13T 5,
no TERTEAT LA 13RI T 5,
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[ EH]
DNS ~D W& b HEREE BT 5
SWR2310 (config) #dns-client enable
7.11.2 DNS % —X—UJ X N DR E
E&y

dns-client name-server server

no dns-client name-server server

85 A—F—]

server : AB.CD
DNS $—/3—®D IPv4 7 KL A
X: XXX
DNS #—/3—®D [Pv6 7 F L A
IPv6 U7 ma—i)T FUAZIRET 25613, FHA v 2 —7 = — AL HET DLERH
% (fe80::X%vlanN D)

[WIHIRRE]

7L

[AJTE— K]

rua—)arz 4 L—va 'R

[BLFA]

DNS H— 3=V X MZH— =% BT 5,

P N—IH KR IMFETHEETE D,

no B CHEAIT LI=HAIE. € L7z — 3—% DNS — —1 X kS HIRT 5,
[/ —F]

ip address dhep =~ > KiZ L - C DHCP #—/3—75 DNS — 13— U 2 MZRfG L6, Ka~r RORENE
fEnsd,

72720, Aa<r RFIZX D DNS — 3—1U 2 N OBEEN 3 R OHAIEL, A5 3 % TU A FKREIZ DHCP
P R—InHHS L7= DNS — =1 2 K& BT 5,

[BX EH]

DNS —/3— 1 2 MZIP 7 F LA 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 #1B19 5,

SWR2310 (config) #dns-client name-server 192.168.100.1
SWR2310 (config) #dns-client name-server 2001:db8::1234
SWR2310 (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

TA13T 7NV b AL VA DRE
[EFR]

dns-client domain-name name

no dns-client domain-name name
[/XF A—%—]
name D FAA % (BeK 256 XX7F)

(AR E
L

[AFTE— F]

Ja—x\)ary7 4L —g T — R

[FEHA]

DNS WAL HERIZERATA2T 740 F RAAL VA ERET D,
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no B CTEIT LB AIET 740 b RAAL VA EHIBRT D,
[/ —}]
ip address dhep =~ > RIZ L 5 TDHCP #— =0T 7 4V N RAAL VA(ET Y ara— RISETE LY
By AKa~vr FROREMBELEIND,
dns-client domain-list 2~ R THZ KA AL VU A M BREESNTWBEEHESIT, Ra~v  RCHRELEZT 74V M R
AA %4, BEOY ipaddressdhep =~ 2 RIZ K> THERRESINTZT 740 b RAA U4 H & 7eu,

Bl
T 7 4V kKA A 4 % example.com ([ZFRET D,

SWR2310 (config) #dns-client domain-name example.com

TI1LABBRERNAAL U R NORE
B

dns-client domain-list name

no dns-client domain-list name
[2XF A—&—]
name D FAA 4 (K256 XXF)

[FIEAE% €]

L

[AF7E— K]

Ja—\ a4 L—gEF— R

B

DNS BWEDOERHZEHATE2MBE RAAL U X NI FAAL V4 5BNT 5,
BBERAAL VA MIBK6MHFETRAL UV EBETE D,

B TETLEEEIE, FFELEFAAS VA EZREBERAAL U X L HIRT 5,
[/ —F]

RKa<w RTHZERAAL VA MBRESINTWV DA, dns-client domain-name =~ > R CHRE LT 74/ b K
AA 4 BEOYN ipaddressdhep =~ NIZ K> THERESNTZT 7 4/ b FAAL AT H S0,

[ E ]
KA A 4 examplel.com, example2.com ZfREE K A A U 2 MZTBEINT 5,

SWR2310 (config) #dns-client domain-list examplel.com
SWR2310 (config) #dns-client domain-list example2.com

711.5DNS 7 54 7 v MEBOER

[ER]
show dns-client

[AFSTE— R
JEHHE EXEC ©=— K, %54 EXEC £— K
[FEHA]
DNS 7 A 7 v MEREFR T D,
FRANFIZUTO LR,

HE B

DNS Client is enabled DNS 7 4 7 v NDSER)

DNS Client is disabled DNS 7 Z A 7 > b ML)
Default domain TITHIERAL 4

Domain list MBERAL LY AL

Name Servers DNS #—/"— U Z MIP 7 R LX)
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[ EH]
DNS 7 74 7 v ME#ERRT 5,
SWR2310>show dns-client

DNS client is enabled

Default domain : example.com

Domain list examplel.com example2.com
Name Servers 192.168.100.1 2001:db8::1234 feB80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP Client.
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HE
IP = /LF % ¥ A ~MEIHE

8.1IP v/ FF ¥ R MEKFRE

811 KRAD~NLF X% A7 L — LD FTEDORE

[ER]
12-unknown-mcast mode
[NT A—=F—]
mode WA TFFR Yy R NT L— AOME T
BRIEME il
discard € 2 )
flood 7I9TATTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—\)arz 4 L—va rE R
[RLA]
MAC 7 RL AT =T BRI TR LT F X 2 N7 L— L0 IEEZRET D,
Bl

KD NVTFF ¥ A NEHIEIET D,
SWR2310 (config) #12-unknown-mcast discard

812 RHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)

E&

12-unknown-mcast mode
no 12-unknown-mecast

[/$F A—%—]
mode DI TF XY AR T L — AN G E
REME S

discard e )

flood T7I9TA4VITTD
[F1EIER E]
L
[ASIE— K]
AR =T 2—AF— K
[FRHA]
VLAN A V2 —T7 = —ATZELI-MAC T RL AT —TILZBEESN TR /LTFF ¥ A N7 L—ADUHET;
EEFRTET D,
no WX CTHEAT LGS IR EICEY . VAT AREKORMO~ LT X v A 7 L— LM FIEOBREITHE D,
[/ —F]

A~ RIZVLAN A ¥ 5 =7 = = RIZOHRETE 5.
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Ko<y RIZV AT AEBEORMO~ILFX¥ A N7 L— MU HEORE L VEEESN D,
[ EH]
VLAN#1 TZfELIZMAC 7 RL AT =7 /WICBHE SN TN RN LT F v A N7 L— AT T 5,

SWR2310 (config) #interface vlanl
SWR2310 (config-if) #12-unknown-mcast discard

813V v rua—hn<NFF¥ A BT L —LDERERE
B

12-unknown-mcast forward link-local

no 12-unknown-mecast forward link-local
[FIHIER 2]
L
[AJT1E— K]
Ja—rparz 47—y g =R
B
12-unknown-mecast discard Z5XEL TWA L&, Vo 7o —hL</LFF ¥ AT RLADT L — A ZEEE3Cls
‘T 5,
no B THAT L1241, € LIEREZHIRRT 5,
[/ —h]
Ka<wr RicBITA, Vora—hA<LFXy AT RUVRIZLLTO#&HAE T 5,

» 1Pv4:224.0.0.0/24
» [IPv6: £102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTEIES N, ZOBXBREEND 2T 4 T EFHHRAALTGAEITE
BIAYIZ 12-mcast flood =~ > RIZEX# X b,

(B EHI]
Vo 7ua—AnN=LFXxx AT RLADT L—LERMOZILF Xy 2 b & L THESTICIESRT S,

SWR2310 (config) #12-unknown-mcast discard
SWR2310 (config) #12-unknown-mcast forward link-local

814 <v/NLFX¥ AT L —ADEELERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr

[/3T A—HF—]
ipv4_addr : AB.CD
IPv4 v /VF X A N7 LA

[FI8IER €]

L

[AFTE— K]

AV HE—T 2 —AF— R

B

VLAN A v Z—T7 2 —ATZE LT~V TF X A MBRIEOT THENTBEELZIPVE~LTFFY AN RLAD T
V—L%ET7 Ty T 4TI D,

RKa<y RV AT LAERT 100 HE TREN T B,

o ERCET LA, BELEIPVE~ALTF X A T RLAOREFYIRT 5,

F2. IPA LT XY AT FLAZEBE LZHEEIE. T XTORELZHIFRT 5,
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[/ —F]
RKa< 2 RIZIVLAN A VA —T7 2 —RAZORBHKETE D,
Ko< RTHESINEZIPVM L FXRY AT RLAZIGMP A X —VE L T OXSRINE 72D,
Bl
VLAN #1 TZAE L7235 IPv4 7 KL AN 22400251 D7 L —AL% T w75 4 735,

SWR2310 (config) #interface vlanl
SWR2310 (config-if)#12-mcast flood 224.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEEDE D), BB E
EY

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]
time o <1-30>
IGMP/MLD 2 =V —i&{E1F H IR (7))
[WIERRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Jua—\)aryz 4 —v g rE'—NR
B
AR 7Y =2k D AR V=T, 72U 77— IGMP/MLD 7 = U — % (5T 2 BREOBIE 2 3% E
Do

no JERCEST LA IT0IREITR 5,
IGMPMLD AX—¥E 7 L AR 7Y ) =2 LRI, PR Y —RRICL > TwAT X v X MBEES—FF
BN 2 Z ERNH D20, AREEZ AT VEZ oMM 28T 52 LN TE S,

A LTIEGEIEL, MR Y —ER 2T 5 &, fE SN 72& L IZ IGMP/MLD 7 =V —Z %57 5,
BN LB EE, PR Y —ZEE)NH > TH IGMP/MLD 27 = U —Z 45 L7220,

[ AEBI]

AR B =IO IGMP/MLD 7 = U =X E 2 AN L, FFbIFfZ 5 FICBET 5,

SWR2310 (config) #1l2-mcast snooping tcn-query enable 5

AR E =R KO IGMP/MLD 7 = I —i%(E & Whic ¥ %,

SWR2310 (config) #12-mcast snooping tcn-query disable

82IGMP AX—t°

8.2.1 IGMP A X—t° L 7 DB/ HWEhRE
BN

ip igmp snooping switch

no ip igmp snooping
[NT A —=F—]
switch : IGMP A X — & 7 OEfE

R EME B!
enable IGMP A X — b 752/ T 5

disable IGMP A2 X — b 7 %4 5
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ip igmp snooping enable
[AJ1E— ]

A HF =T z—AE—F
B

A2 —T 2 —ZADIGMP A X —E > VOBNEEZZRET 5.
no JIER CTHAT L7288 13 IR EICE D,

[/ —}]

AKa<w 2 RIZVLAN A Vv Z—T = — AZDHHRETE 5,
[ EH]

VLAN #2 ® IGMP 2 X — ¥ > Z 2 (N1 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping enable

VLAN #2 O IGMP A X — 2 7 28515,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping disable

8.22 IGMP R X —t° > /& @iB DR E
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[EFX]
ip igmp snooping fast-leave
no ip igmp snooping fast-leave

[FIEIEE]

7L

[AJ1E— F]

A B =T 2 —RAE—F

[RLBA]

AU A =T 2 —ADIGMP A X —¥ 7@l R = A8t 5,
no B THITT % &, IGMP A X — ' 7 @i iR 2 4 %,
[/— k]

AKawy RIZVLAN A VX —7 = — R ZOHRETE 5,

ARa<> Rk, LAN/SFP /R— MIBEE DB A SRS TWD VLAN f V¥ — 7 = —ATITHEME L7z &,

[BREBH]

VLAN #2 O IGMP A X — ¥ 7 @id iR & e+ %,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2

SWR2310 (config-if) #ip igmp snooping fast-leave
VLAN #2 @ IGMP A X — &> 7 i i il 2 824 5

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping fast-leave

823 v /NLF X ¥ R M —F —DEERFHLEDRTE

[EFX

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname
ST A—F—]
ifname . LAN/SFP R—FDA X —T =2 — R



270 | 2~ KU 77 LU A |IP < /vFF v A Ml
RETHA L H—T =2—RA
[FIEIERE]
7L
[AJ1E— K]
Ao H =T 2—AF— K
B!
< ILFF ¢ A R b—F — DN STV D LAN/SFP AR — k2§ ET 5,
no A THATT H L, RELWEFET S,
[/— 1]
Aa< U RIZVLAN A VX — 7 2 —RAZOHGFETE B,
FE L7 LAN/SFP B— ML, L FF ¥ A M—F—BEHE SN TWA 2L, Ly— =5 IGMP LAE— h %
Zf54 %5 &, BT L7 LAN/SFP 7R — MZH&EET D,
[B E 5]
VT XX A M—H— O E LT LAN R— b #8 23R ET 5.

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping mrouter interface portl.S8

ST F ¥ X FL—Z — DR S LAN AR — k #8 44T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping mrouter interface portl.8

8.2.4 7 VU —XERERE DI E
E]

ip igmp snooping querier
no ip igmp snooping querier
[WIHIRRE]
L
[ A1 E— ]
A HF—Tz—AFE—R
[
IGMP 7 = U — A EHRAEZ AT B,
no I THITT 5 &, IGMP 7 = U — X EHERE & M50 T 5,
[/—H]
ARKa<wY FIZVLAN A V' F—T7 = —RZDHHEETEZ D,
AREREEZ AN LIEEEIP T FLVAEZEE S5 AHRIZIELWIP Y FLATZ 2 Y =245 LA 25D T
HB5Z L,
B
VLAN #2 OEEHEREZ ANICT 5,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping querier

VLAN #2 OEEHEREZ HENICT 5,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 = VJ —EEEIREORE
[

ip igmp snooping query-interval interval
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no ip igmp snooping query-interval

ST A—F—]
interval : <20-18000>

U = Y —R{RRIRRCED)
[ E]
ip igmp snooping query-interval 125
[ASE— K]
AP =Tz —AEF—F
(B8]

IGMP 7 = ) — DA EMREZRET .

no FEXTHATT 5 &, IGMP 7 = U — D &[G HlR 2 PR E IR T,
[/—}]

A< RIZVLAN A VX —7 2 —AZDOBRHETE 5,

[BREH]

VLAN#2 O 7 =) — X5/ Z 30 ICRET D,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping query-interval 30

VLAN#2 © 7 =V —%FHMRE 2 YHEICE T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping query-interval

8.2.6 IGMP /4 v s ® TTL {EMFEREREDER E
[E=X]

ip igmp snooping check ttl switch

no ip igmp snooping check ttl

[78T7 A —F—]
switch : IGMP /%% » @ TTL fEIRFEREAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping check ttl enable
[AJIE— F]
A HE—=Tz—AE—F
B

IGMP /3% b @ TTL fERGERSREZ R ET 5,

no I TIAT LI B ITHIMR EICR 5,

B LB AIE, IP~y X —O TTLERARIE( SN2 IGMP 737 v b Zili#E9 5,
TN L3 a0d, Ui v MEEEE, TTL A 1 ISHiiE L Tzt d 5,
[/—}]

Ao~V RIZVLAN A VX —T 2 — A ZDOHFETE B,

[ E B

VLAN #2 T IGMP /3% > @ TTL {ERFERERE 2 A0 9 5,
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SWR2310#configure terminal

SWR2310 (config) #interface vlan2

SWR2310 (config-if) #ip igmp snooping check ttl enable
VLAN #2 C IGMP /%% > k@ TTL {ERRGEFERE & 29 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping check ttl disable

8.2.7IGMP R— g v DRE

[E=]
ip igmp snooping version version
no ip igmp snooping version

3T A= —
version o <2-3>
IGMP R— 3
(AR E)
ip igmp snooping version 3
[AS1E— F]
AV HE—T2—AE—NK
[FAA]

IGMP D/X— 3 VBB IET 5,
no X THFEITT 5 L. IGMP N— 3 > AW E (VIR T,
[/ — 1]
ARa<2 RIZVLAN A VX —7 2 — A ZOHRGFKETE D,
REL I HN—2 3 VD IGMP X7y R &ZE LIZGE. LNOEEL 85,
o V2 ERERE

s V372V —mZELLSGE. V27 —& LTk

« V3LR— I EZELEGE, IKE
. V3 RERF

s V202 —%XZELELE, V272 —L L TR

« V2 UR—bFEZELESE, V3 LAR— e LTHE
[ EH]
VLAN#2 TIGMP RN—V g % 2 ITHRET D,
SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping version 2
VLAN #2 TIGMP /N—¥ g > Z 4B =,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ip igmp snooping version

8.2.8 IGMP L " — NIMERE DR E

E&

ip igmp snooping report-suppression switch
no ip igmp snooping report-suppression

35 A —5—]
switch : IGMP L R— ~#fiHse
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BRIEME il
enable EER) ] N B3
disable )] N 3
[WIHIRRE]
ip igmp snooping report-suppression enable
[AS1E— F]
A H =T 2 —RAEF— K
B

IGMP L 7"— MfIFSRE 23X E T 5,

no JE TIAT LGB I3 EIZE D,

BT LIGAIE, 318 L7z Report A v E2—X Leave A v E—UNOELEREZ L L2, F/IBEOA v E—T%
~NVF Xy A M —H—R— F~EET D,

BN LA, %15 L7z Report A v E—UX Leave A v — TV EZFR~/ILTF v A ML—H —R— h~HZkd
50

[/—F]

RKa<w RIZVLAN A VX —T 2 —AZDIHHRTETE D,

[B%E B

VLAN #2 T IGMP L 7R— NIESEE 2 A 230ic 3 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~kIHERE 2 50123 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ip igmp snooping report-suppression disable

8.2.9 v LF ¥ ¥ R hL—F —H— b ~DF — F LR OBRE
[EX]

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[/NT A —=F—]
switch DT E R == b AO T — SRR A
REE Bk
enable BT D
disable N5
(IR ]
ip igmp snooping mrouter-port data-suppression disable
[AJIE— K]
A VB =T 2 —RAE— R
[RLBA]

VN F XX A ML—F —R— b ~DF — F LIS RE 2 R ET 5,

no IR CHFAT LI G & I3 EICK b,

B LTEBEIE, v FF v A M —F —R— K TReport A v —V%2ZELTEBEDOHEYT —H 2~ /LFF
¥ A b—H —R— bS5,

RN LT BAIE. WO R— FTReport A v E—V%ZELTOIUE, YT —ZiE~ L FF v A hL—4
—AR— MIbiREIND,

il
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[/ =}

A~y FILVLAN A ¥ 5 =7 = = AZOHRBETE B,

BT

VLAN#2 TV AF X4 A b b= 5 = b~ D7 — 5 iaesiiiiie & A2

SWR2310#configure terminal
SWR2310 (config) #interface vlan2

SWR2310 (config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN #2 T=/LF F 4 X hL—HF —R— h~DTFT — F Bk HE 2 M50

SWR2310#configure terminal
SWR2310 (config) #interface vlan2

SWR2310 (config-if) #ip igmp snooping mrouter-port data-suppression disable

82.10 /L FF ¥ R L —F —$ER— MEHROFER

:\j_‘éo

:\j_‘éo

E&y

show ip igmp snooping mrouter ifname
ST R —5—]
ifname : VLAN A VX —T =— R4

BT A I =T =—A

[AJIE— F]
FEREME EXEC £ — N, FrHE EXEC £— F
B

I E SN, ERIEFHICERE LTV T F v R bL— 2 —#Hi AR — MEREERT D,

(B
VLAN#2 D~ /VFF ¥ A F—F — R — FOERE TR T 5,

SWR2310#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216

8.2.11 IGMP Z )L —F X LN — v FIEHROFER

00:00:49

&3]
show ip igmp snooping groups [detail]
show ip igmp snooping groups 4.B.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—7—F]

detail D RRM G

[T A —=F—]

A.B.C.D D WALTFFXYARNTAN—TT R R

ifname © VLAN A V¥ —T = — 24
FRTAL A —T o —R

[AFIE—F]

FEFrHE EXEC E— N, %54 EXEC E— N

[

IGMP 7 L —F A v — y PR A FRT D,

[BREBH]

IGMP /' V=7 A v N= o T O A RFT 5.
SWR2310#show ip igmp snooping groups

IGMP Snooping Group Membership
Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires

Last
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Reporter Version
1 239.255.255.250 portl.5 R 01:06:02 00:03:45
192.168.100.11 V3

IGMP Z' )L—7 A 3= o T ORI 2 2R T 5,
SWR2310#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.12 f V' ¥ —7 = —AD IGMP B EIFH & K~

E&N

show ip igmp snooping interface ifname
(/85 A —5—]
ifname : VLAN A V' F—T = — A4

FRTDHA VA —T 2 —R

ASE— K]
FEREHE EXEC £ — N, FiHE EXEC £— F
B
VLAN A > % —7 = —A D IGMP IR 2 £ RT 5,
[FRE B

VLAN #1 @ IGMP B # 4 FRwT 5,
SWR2310#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is disabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMP Snooping check TTL is enabled
IGMP Snooping Mrouter-port Data suppression enabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.5
portl.8

8.2.13IGMP /L —F AL _R—L o 7Dy Y —HIk&
[EX]

clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D

clear ip igmp snooping interface ifname
[F—U— K|
group OHIBRT AT XY A NI NA—TT RLAZRET D
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interface © HIBRT D VLAN A v ¥ —7 = —AZEET S

[/ A — & —]

A.B.CD D WAL FXRRY AR L—TT KL R
AT R Y —

ifname : VLANA > X —T = —RA4

YIRd DA 2 —T 2 — R

[ASIE— ]

EebE EXEC B— N

B

IGMP /' V= AR =y TOx ) —ZHIRT 5,
[BX EH]

VLAN #1 O IGMP Z' v —F A =2 o FOxr b U =%l 5,
SWR2310#clear ip igmp snooping interface vlanl

83MLD AX—t

8.3.1 MLD A X — V'V 7 DAL EHRE

EEN
ipv6 mld snooping switch
no ipvé mld snooping

[/%5 A —&—]
switch : MLD A X—t 7 D8
R EM A
enable MLD A X—Vt > 7 ZHMNT 5
disable MLD A X—Vt 7 %M+ %
[WIHIRRE]
ipv6 mld snooping enable
[AS1E—F]
A E—=T2—AFE—FN
[FHA]

A B =T 2—ADMLD AX—E 7 OEEEHET D,
no FECHEAT LG E I3 WHIREICR 5,

[/— 1]

ARawy RIZVLAN A VX —T7 2 —RZOHRETE D,
[BREH]

VLAN#2 O MLD A X —t > 7 /T 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — bt F 2N+ 5,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping disable
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R
il

8.3.2 MLD X X— v J&@Ei&n
B

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[FIEAER E]

L

[AFTE— R

AV H—T 2—AFE— R

BN

A B —T 2 —AD MLD 2 X—t' o FEEEE BN T 5,

no FERTHEITT D &, MLD AX— V>V EmiiR 2 i+ %,

[/—}]

ARKa<wy RIZVLAN A VX —T 2 —RAZOARETE D, £7o, MLD AX—E U IR RGHEDOAHRETE D,
ARKa<> R, LAN/SFP R— MIBEE DR A NP SN TS VLAN f V' F — 7 = — A TITEME L7V &,
[B%EH)

VLAN #2 ® MLD A X — &> V@R 2 B+ 5,

SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping fast-leave

VLAN #2 O MLD A X — &> 7 s ik 2 890129 5,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping fast-leave

8.3.3 v/ T F ¥ X M—F —DERRICDERE
[

ipv6 mld snooping mrouter interface ifname

no ipv6 mld snooping mrouter interface ifname
X A—5—]
ifname : LAN/SFP R— hDA » H—T = — A4
RETDHA L H—T =2 —A
[FIEIRRE]
7L
[AF1E— K]
A1 H =T —AF—FR
B
< VFF ¥ A hb—H — ) STV D LAN/SFP 7R— h & HHICRET 5,
no B CTHEATT D L. RELMWHES D,
[/— 1]
KA NIEIVLAN A U F—T = —ATDOHZRRETE D, £7o, MLD AX—E U I DRENRYGE DHIRE TE D,
E L72 LAN/SFP 7R — MZIX, vV FF ¥ XA M—F =i Tns 2 e, Ly— =15 MLD LAR— h &
Zf59 5 &, & L7 LAN/SFP 7R — MZHR AT D,
[BREH
VAT F ¥ A M—F =Dk E LT LAN R— N #8 R ET D,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping mrouter interface portl.S8

< NVT Xy A ML—H —DEEHG S LAN " — b #8 245,
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SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if)#no ipv6 mld snooping mrouter interface portl.8

8.3.4 7 = U — X EHEREDERE

[EF2

ipv6 mld snooping querier
no ipv6 mld snooping querier

[FIHAE% E]

L

[ASTE— K]

A H =Tz —AF— R

B

MLD 7 =V — A& EHEEZ BT 5,

no IR CEITTH &, MLD 7 =V — L EHEREA RN T 5

[/ —H]

RKa<w RIZVLAN A VX —T 2 —AIZDIHHRTETED, Fi2. MLD AX—E L T NENRIGEDIHRETE D,
Atgre T 5561347 ipv6 enable =~ 2 RZWT IO VLAN A V¥ — 7 = —AIZRETHZ L, ipve
enable =~ RRHRTESNTWARWES, MLD 7 = U —[3XESNRVOTHEETLHZ &,

B&il]

VLAN#2 O MLD 7 = J —iXEHEEZ BN 5

SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping querier

VLAN #2 O MLD 7 =V —i5EHRE & 5+ 5,
SWR2310#configure terminal

SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping querier

(1

8.3.5MLD 7 = ) — X {ERIR DR E

[ER
ipv6 mld snooping query-interval interval
no ipv6 mld snooping query-interval

[/3F A —4F—]
interval : <20-18000>
7 ) — &5 HREE)
(R E]
ipv6 mld snooping query-interval 125
[AFIE—F]
B =Tz —AE—F
[FiHA]

MLD 7 =V —DOEEHREEZ R ET b,
no TEXTHATITH &, MLD 7 = VU —DOEERIBEEZ PR EIZTRE T,

[/ —H]
ARa<w2 RIZVLAN f VX —7 =2 — R ZOHFKETE D, £/, MLD AX—E I BRENRGEDRRETE D,
[RXEHI]

VLAN#2 O 7 = —%EME%E 30 RICERET 5,
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SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping query-interval 30

VLAN#2 ® 7 = 1 —%E M 2 P EICE T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N"— 3 VDRE
B

ipv6 mld snooping version version

no ipv6 mld snooping version

[/3T7 A —F—]
version o <1-2>
MLD "—3 3 >
(AR RE]
ipv6 mld snooping version 2
[AFIE— K]
AV HE—T2—RAE—NK
[FAA]

MLD O — g U ERET D,
no X THEITTH L, MLD N—2 3 VAR E(V2)IZFE T,
[/ — 1]
ARKa<wy RIEIVLAN A VX —T7 2 —RAZOHRETE D, £7o, MLD AX—E U I RFERRGHEDOHEETE D,
BREL I HNN—T a3 D MLD N7y hEZE LS AE, LFOEEL 25,
o VI RERE
e V27V —%ZELLSGE. VI 72— LTk
« V2L R— I EZELELGE, IKE
o V2 RERF
s VI —%XZELIEHEE, VI 72U —L L TiEE
« VI VAR—bFZZELESE, V2 LAR— e LTHE
[ EH]
VLAN#2 TMLD R"—Y 3 v % 1 ITRET D,
SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #ipv6 mld snooping version 1
VLAN #2 T MLD /A— 3 > 2 HIHEIC R T,

SWR2310#configure terminal
SWR2310 (config) #interface vlan2
SWR2310 (config-if) #no ipv6 mld snooping version

8.3.7 v /VFF ¥ R hL—F —EEgHR— MEROER

[ER]
show ipv6 mld snooping mrouter ifname
[T A—F—]
ifname : VLAN A V' H—T = — R4
RRTHA VA —T = —R
[AJIE— F]

FERFHE EXEC & — R, %7 EXEC £— F
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[FAA]
I SNnTe, FREFICRE LT VT F v R b— 2 =R — MERE£RT D,
[E 2B

VLAN#2 D~ VT F v A hb—X —ER— S OFEHRERRT 5,

SWR2310#show ipv6é mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1 (dynamic) fe80::ae44:f2ff:fe30:291 00:01:04

8.3.8 MLD /L —F R L N—3 v FIERD R

E&y
show ipv6 mld snooping groups [detail]
show ipv6 mld snooping groups X.X::X:X [detail]
show ipv6 mld snooping groups iframe [detail ]

[F—TU— K]

detail DR

[/NT A—F—]

XX XX WA TFRY AN —=TT FLA

ifname : VLANA X —T = —RA4
FRTDHA LA —T 2—A

[AJ1E— F]

FHFeME EXEC & — R, %74 EXEC E— N

[RLEA]

MLD 7 )V—TF A o R—y TEREFRIRT D,

[ERE B

MLD 7 Vv—TF X N\— s TOERE R TRT D,
SWR2310#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter
ff15::1 portl.3 00:00:44 00:01:07

fe80::a00:27ff:fe8b:87e3
MLD 7 /V—TF A =y T OFMERE T RT D,
SWR2310#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )
Source Address Uptime v2 Exp Fwd Flags
fe80::221:70ff:fef9:8a39 00:00:03 00:01:06 Yes R

8.3.9 4 & —7 = —AD MLD BEFRZ KR

E&

show ipv6 mld snooping interface ifname
[73T7 A —5F—]
ifname : VLAN A VX —T =— R4

BRTHA LV H—T z—R
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[AF1E— F]

FEFFME EXEC £ — N, b EXEC E— K

[FEA]

VLAN A > % —7 = —A® MLD B#IEH 2 £ rT 5,
[BREH]

VLAN #1 ® MLD Bl # & #1795,
SWR2310#show ipv6é mld snooping interface vlanl

MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDv1l fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 12
Active Ports:
portl.8

8.3.10 MLD Z/V—F A _"—T v Dy M) —Hilk
BN

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—7—F]
group OHIBRT AT XY A NI NA—TT RLAERET D
interface © HIBRT D VLAN A X —T = —ZAZ4RTET D
[T A—=HF—]
XX XX D WATFFXYARNTN—TT R R
"I AT R Y —
ifname : VLAN A V' H—7 = — A4
HIbRd 24 v 4 —7 = — A
[AS1E— F]
¥HE EXEC £— K
[BEEA]
MLD /' )V—TF A=y 7Oy N —ZHIRT 5,
[BREH]

VLAN #1 ® MLD Z L —7 A v "— oy 7O b —%HIRT 5,
SWR2310#clear ipv6 mld snooping interface vlanl
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AV

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y X N DAERK

[EX]

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn]

[urg]]
[F¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

srec-info

protocol |Z tep ZFEE L2 E . SR TCP ~y ¥ D ACK 7 7 7 8 ET 5,
FAEIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . SR TCP ~>y ¥ O PSH 7 7 V% 18ET 5.,
protocol |Z tep ZHEE L7eHE . SR TCP ~>y ¥ D RST 7 7 V& I8ET 5,
protocol |Z tep ZFEE L=, SRIHEIZ TCP ~> ¥ D SYN 7 7 7 %2 46ET %,
protocol IZ tep ZHRE L2 E. RIFICTCP ~v ¥ D URG 7 7 7 %487ET D,

op

protocol IZ tep ZFRE L7 %

o> op

op

<1-2000>

IPvd 7 72U Z F®ID

<1-65535>

=l U ARG, MBET 7RV A MAICBITL= M) —DNEETRET D,

VT U ARG EEE LGS, VA NOREBERICT Y N —RBinshd, oL &,

BEFORBRETY N —I2 10 ZNE L@ ) —0&F S L LTHERES LD,
WO = o AR/ SR LTEBMLEZEAS, = R —DFSIX 101225, )

T 7R AT DEMEEEET D

RIEME B
deny FHEES"T
permit LM Z IR B

MHRLTLH7m b arf@plzfiiES S

REME 2 EH
<0-255> IP~yXO7a faLEs
any T_XTO IPv4 /3w b
tcp TCP /37 v b
udp UDP /X7 » b

ST AERETIPVE T FLAFREZHRET S
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R EME B
JA ) RAI— Rty MEF.GHffZ? IPv4
ABCDEEGH 7 RLUA(AB.CD)ZIEET S
HT Ry b A7 EMbit)fd & D 1Pvd 7 K
A.B.C.DM L % (AB.CD) & ET %
host A.B.C.D H—DIPvd 7 KL A(AB.CD)REET D
any TRTCOIPVvA T FLAZRRET S
src-port 1 <0-65535>
protocol |Z tep, udp ZH5iE L7c e, &l & 32 FE 0K — FE5<0-65535>%10ET 5, A
W95 2 &b AHE
BEFE B
eq X A= MEZX)EIEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info D RMEL T A IPVA T LU AR ERET D
REME S

JA ) RA— Kty MEF.GH)/f & D IPv4
7 FLAAB.CD)ZRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0DIPv4 7 L A(AB.CD)EZFEET S
any TRTOIPVE T RLRAEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH57E L7725t S=fh & T 55008 — M 5<0-65535>%f8ET 5, Ak
THZ L bR

BEFIE B!

eq X R— FEEFX)ZHEET S

range X Y A= FEFX)NLY)EHEET D
[WIEARRE]
2L
[AS1E— F]
Ju—nmnarz4 7 b—va e —NF
B

IPvd 772 A ) A NEAKT D,

AR L7778 AU R MCiE, BEMAX256 D&M ERETDHZENTE 5,

AR LTZIPvd 772 AU A MEBASELEA1T. A ¥ —7 =—AF— KT access-group X~ > R&HHT 5,
no AT action LI 215 E L7255 E 1%, FUEETH BT H1IPvda 7 78R Y X N ZHIBRT 5,

no X C action LARRZFRE L7 o728/, 7278 AV A MO ID BN —ET51IPvd 77 v AU X R ZHIRT %,
[/ —}]

LAN/SFP R — M B L OGRHA v ¥ —7 = —ACHA L TWAHT7 78R Y A NI, no B THIBRT 5 Z LixT& 72
W, T Z R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFHDIEE TEX A0, ZO X ICHFAZIRE L IPvA 7 78 A U X NI AT ALK
T—2721F access-group 2~ R TA U H—7 = — AT TZX 5,
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[ EH)
E(E7T 192.168.1.024 D7 A2 vt 172.16.1.1 ~DOWEZEET 5 IPvd 772U 2 b #1 Z2{ET 5.

SWR2310 (config) #access-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWR2310 (config) #no access-1list 1

9.1.21Pv4 77 &2 Y 2 ~ OFBHAIGEAN

[F2

access-list ipv4-acl-id description line
no access-list ipv4-acl-id description

[/3F A —&—]
ipv4-acl-id 1 <1-2000>
LA BN 5 IPvd 772 A U XA RO ID
line o BN HEAA S, ASCII T 32 3UF & TR E Al
[(FIERRE]
7L
[AS1E—F]
sa—m\)varZ 47—y aryE—FR
[BLAA]

R LTHDBIPvA T 7R Y X MIEBSTE BT 5,

o FERTEIT LIS, IPVA T 78X Y A NOFATEHIRT %,

[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M 2HASE-H# S, Ko< R CHAZBENT S
ZLIEEHE, (BRAEDOTUHAXN EEEXT D)

(B EH]

PE(ETT 192.168.1.024 DT A2 Fdvd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A bk #1 Z1ER L, B C
[Test] #8095,

SWR2310 (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWR2310 (config) #access-1list 1 description Test

913IPvd4 77 ERU R ~DEHA

EEN
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
WHTAIPvA T Z7EAY A RO ID
direction D M7 L—A0FmERET S
REM S
in ZE7 =L LCHEASED
out BEZL—AZXLTCHEAIES
[FIHIRR 2]

L
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[AJ1E— R

AR =T 2—AFE—F

[BHA)

LAN/SFP R— h B L UGBS v X —T7 = — R ZIPVA T 7B A Y 2 M &+ 5,

ZREAEETL—LBT 7 AU A MDORMEL B LEHE, T/ EAV X MOT 7 v a v BHYS T L— LTk 5
7 7 3 a 2 (permit, deny) & 72 B,

no B TEITLIEHEA. WA LIET 78 AU A % LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—h]

TI7EAYZ ML, F—0OAf ¥ —T7x—RA |2, ZET7 L—2A(n) L EE 7 L—LOut)DZENENIT 1 DT Lok
FRTER,

EET V=BT 57 78 AU A ML LAN/SFP 7R — ~Ixt L C oA A A6,

HFIEEIZLL T 0@,

N— hFE SHPH(range X Y)ZFEE LTZIPv4 727 AU A ME, 257 L — L (out) 2l TE 720y,

ZET LT DT 78 AU A MRERE S U7 LAN/SFP AR — MIGRELA v ¥ — 7 = — A AR TE 72\,

ZETL—AIHTATZ7ERAY X MIHREA VX — 7 = —R|ZHB L TVWA LAN/SFP R — Mok L CiEf T
R, 2L A= T v ar 7 4 BB A VA —T7 = —AZFTE LT\ 5 LAN/SFP iR — MIZE7 L—
DT BT IV BAV A NREDDHDHE. ABZR— FOREDGHHEA VA —T7 =2— A @A SN 5,

B&l|

LANFR—F#l DZET7L—LIZX LT, 778 AU R #l Z#HT 5,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #access-group 1 in

9141IPv6 7 7B AU R DA
BN

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info]

[8F A—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 EAY X M@ ID
seq_num 1 <1-65535>
V= AR T, RMBET 7R A MRICBT LT ) —OMEEZRET D,
= U AFFEER LGS VA MORERRIZZ M) —RBINEhD, 2D E,
PAFORERT Y Y —I2 10 ZE LZEAFHT Y M) —0F 5L LTHERE SN D,
(RN =7V AFE IR L CTBMLESA, = b —DOFBIT 1012725, )
action T RASMICRT A2EMEERET D
REME B
deny FEEESRT D
permit e S ot A M )
sre-info DML T AEETLIPVE T RLUAFHRARET S
REME B
R BT xRy b A7 R(Mbi)f & D IPv6 7 R
XX:XXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZXG LTS
[FIHIRRE]

mL
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[ AJTE— K]
Ja—\)aryz 41—y T — R
[FREA]

IPv6 77 AU A NEAEKT 5,

AR LT 78 AU R MCiE, BEMAX256 D&M ERETDH LN TE 5,

AR LT 72 A A el SE5581F, A ¥ —7 = —AF— KT acecess-group 2~ > K& 5,

no T action LI ZEE L1-HE1E. REETHR—&THIPv6e 77 B8R U R N ZHIRT 5,

no FE T action LI HEE Lo 72358101, 778 AV A MDID N—ETBHIPv6 77t AU A N &HIERT 5,
[/ — 1]

LAN/SFP R— b B L UGHELA VX —T7 2 — R ZHEA L TWET7 78 AU A M, no B THIBRT 2 Z LTk
W TEAERER L CBEIBRT S Z &,

A By JHERENA RS G, Ra~y FIIEHTE 20,

[ EH]

3ffe:506::/32 B D/ M EERT D IPV6 77 AU A b #3002 Z1ERKT 5,

SWR2310 (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 772 A U A k#3002 ZHIBRT 5,

SWR2310 (config) #no access-1list 3002

9.1.5IPv6 7 7 R U R s OFLEASCEM
&

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[R5 A —& —]
ipv6-acl-id : <3001-4000>

A ZBMT 2 Pv6e 77 EAU 2 R ID
line o BN HEAASC, ASCII C 32 307 & TR E Al e
[FIEIRRE]
L
[AF1E—F]
ra—var 74— g rE— R
[BEEA]

R LTHDIPV6 T 78X Y X MIFHALZBINT 5,

no B TEITLIES . IPv6 7 7B XU X NOFACEHIRT 5,

[/—F]

LAN/SFP R— F B L OGBS LV A —T7 =2 — AT 7 A A M2 EASE %L, Ko~y FCBAZBENT 5
ZEFARE, (A DMAX T LEEET D)

AH - THEBEDBA NG E ., Ao~y RiEfEHTE 20,

[ EH]

3ffe:506::/32 S DNy N EIESETDHIPv6 778 AU X - #3002 Z/EAL L. #iHASC [Test] ZBIN4 5,

SWR2310 (config) #access-1list 3002 deny 3ffe:506::/32
SWR2310 (config) #access-1ist 3002 description Test

9.1.6IPv6 77 A Y X N DiE

E&

access-group ipvo-acl-id direction
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no access-group ipvo6-acl-id direction

[T A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 1IPv6 77 EAU A R ID
direction D WA L—LAOHMERET S
REME B
in ZEZLV—AI L THEASES
out EEZL—LZH L THEHEES
(IR E]
7L
[AJ1E— K]
B =T z—AEF— R
[FLFA]

LAN/SFP R— B L OEGERA o X — T =2 —AIZIPv6 7 7B A Y X N2 #AT 5,

ZEEETZTV—LABT 7RV A MOSEME—KLTZGE. 77BAVARNDT 72 a VNS T L—AICXT 5
7 7 3 a v (permit, deny) & 72 B,

R TET LSS, MALETZ7EAY 2 % LAN/SFP A— F B L OGHH A v Z— T = — A6 HIRT 5,

[/ =}

TI7RAV AL, FH—0OA ¥ —7x—RZ, ZIET L —A(n)EEET7 L—AOu)DZNZIUT 1 D7 D LK
FTERn,

RIET L—LIZx T 57 7 £ A Y 2 ME LAN/SFP B— Mkt L TOLBEA ARETH 5.

HFFHILAL T O@EY

ZIET L — AT AT 7 AU R MR E SN2 LAN/SFP AR — MIGHELA v ¥ — 7 = — A ZATETE RV,
ZETL—AIHTBET7ERAY X MNIHBA v Z—T7 =—RZHB L TVWA LAN/SFP F— Mxf L CiEf T
R, 2L A= T v ar 7 4 7 Bl A A —T7 = —AZFTE LT\ 5 LAN/SFP iR — MIZE7 L —
LI T DT 7 BAT R MNRENRDDHE. EEZR— FORENREA VX —7 = —RTHEHAEIN D,

ALy TREREN BN 2 E ., Ra~<y NI TE 20,

(B EH]

LAN AR— R #1 OZET7 L—AIZX LT, IPv6 7278 AU A k#3002 2T 5,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #access-group 3002 in

9.1.7TMAC 77t AU 2 DR
Ey

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

/8 A— 5 —]
mac-acl-id : <2001-3000>

MACT7 Z7&AUAXRDID
seq_num 1 <1-65535>

V=l AR, BT VAV A MNIZBITL = N =DM EERET D,
VU AZEERE LG AIE, VA NOERBREIC= MY —EBINENS, T X,
BAORBRE= N —I2 10 ZMBE LIERFH- ) —DFK 5L L THERE SIS,
(BN —Hr o ARB R L TEMLESES, = N —DF L1012 5, )

action T RAGHCRT AEMEERET D
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REME LA
deny FEEEE"T 5
permit BN T B )
src-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%I$££I£{££§I$WWW (WWWW.WWWW.WWWW)f % 0 MAC 7
: : K L A(HHHH.HHHH.HHHH) % {8 €3 %
host HHHH. HHHEHHHH %; > MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOMACT RLRZEXRET D
dst-info DML T HEE MAC T LA RERET D
REME B
DAL KEHI—FE Yk
a‘&*\g\;{l\{;{\g&l\?ﬁb{www (WWWW.WWWW.WWWW)f % D MAC 7
: ’ R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL ARG ET5H
[FIHIRR E]
L
[AJ1E— K]
Ja—\)ary7 4L —v g rET—FR
[

MAC 77 & AV A N&EAKT 5,

R LT 78 AU A MCE, BEMAX256 D&M E2RET D LN TE 5,

ER LT 78R R MEEAIEI5E61L. 4 ¥ —7 =—RF— KT access-group 2~ > N&FEI79 5,

no JE. T action LI 2 H8E L2 H8013. SMETH—ET25 MAC T 7B AU A M &HIERT 5,

no T action LU ZHRE L2281, 778 AV A MO ID BN—FHT 25 MAC 77 AU X MEHIRT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = —RAZHEHA L TNDET7 27 8AY X NI, no B THIFRT 2 Z Lix T 722
W, ST EER L CODHIBRT D Z &,

"W", "H"X 0-9,a-f,A-F 5725 1 XFLERD,

[ E B

MAC 7 F L & 00-A0-DE-12-34-56 2> 5D 7 L— LA Z AT 5 MAC 77 A U & | #2001 /BT 5,

SWR2310 (config) #faccess—-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 A YU A | #2001 ZHIpr4 5,

SWR2310 (config) #no access-list 2001

9.1.8 MAC 7 7 EZX U X s OFBAIGEN

[EFA
access-list mac-acl-id description line
no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCE BN 5 MAC 772 AU A hdDID
line ©BINT AR, ASCII T 32 305+ TREE FlBE
(IR E]
L
[AJ1E— K]
sa—nnarz 4l —varE—NK
[BLFA]

ERLTHD MAC T 7 AY A MNMIBASCEBINT 5,
no R TEIT LS. MAC T 782U 2 N AEEIRT 5,
[/ —}]

LAN/SFP R— "B LIS v X — T 2 — AT 7B AV XA MNAHAISE-#% Y, Aoy NCaBSIEBNT5
ZlFATRE, (A OUIAIN EEET D)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 6D 7 L— A %HEHT 5 MAC 727 AU A K #2001 Z/ERk L. #RBISC Test)
ZBINd 5,

SWR2310 (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWR2310 (config) #faccess-1list 2001 description Test

9.1 9MAC T Z7ERXY X DM
EE

access-group mac-acl-id direction

no access-group mac-acl-id direction

[73F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT Z7EAY 2 D ID
direction D WA L—LAOHERET D
R EM B
in ZEZLV—AHLTEASED
(AR RE]
L
[AS1E— ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP R— h B L OEIA v ¥ — 7 =2 — A L TMACT 782U A F&2HEAT 5,

SAET V=BT 7R RAY A MDRMEL —BLIHE, T2 8AV R DT 7 a VRN T L—AIHT 2T
¥ a M (permit, deny) & 72 5,

no B TEITLIEHA. WHL/ET 78 AU A F% LAN/SFP iR — F B X OGREEA v ¥ — 7 = — AL HIRT 5,
[/ —}]

Fl—DA v F =T 2= A EEDOT 72 A A NEBETDH I LIXTERN,

HFEEIXLL T 0@,

ZETLU—LIRTEHT 7 BAY A NPERE ST LAN/SFP AR — MIGRELA ¥ — 7 = — A ZHTE TE 7auy,
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ZIET L—ATHT BT 72 A Y A MIGHEEA V4 —7 = —AIZATE L TV % LAN/SFP AR — bt LGl i T
RN, 2L AF— T T ar T g 7 BICEEA 2 — 7 = — ZZFTE LT D LAN/SFP AR — MZZfF 7 L —
DT DT 7 EAY A MREND DYd, BETFR— FORENTHEA »F—7 = — AWM SN D,
[ EH]
LAN R— b #1 DZAE7 L— LI LT, 778 AU X b #2001 28 H 95,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #access—-group 2001 in

9,110 £ L7=T 7R Y XA FNDOFER

(&)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI78AJ X MDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT 78 ARAY A NEFRRTH,

acl id Z#EME L72GA1E, 2 COT 78 AV A NEERT D,

A E—T 2— R ZHEA I, o, S H o7 L —2% 1 O FSEFEFITEELEEES, FOT7L—AD
FatS(match) b FoR4 5,

[/—h]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]
—BEFRRT D,

SWR2310>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 S D7 VT

EEN
clear access-list counters [ac! id]
87 A —5—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI78AUVAMDID
[AS1E— K]
FHE EXEC £— R
[REBA]
show access-list @~ > N CHER I D HEitH i (match)z 7 U 79 %,
[BREH]

etz 7 V79 %,

SWR2310>clear access-1list counters
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9,112 A UV F—T7 =2—RIZHEALET 7RV XA hOFER
[ER

show access-group
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FRE B
—B\ERTT D,

SWR2310>show access—-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB LR VLAN 7 7 T A< v 7 E— R~OELT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/ A—&—]
access-map-name ;A FETF I LOCEMAFEH(256 LFLIN)
TIRAY T
[ E]
L
[AFIE—F]
Ja—n"narz4 7 b—varE—F
[

access-map-name CIEE LT BIO VLAN 77 B A< v THEAER LT2O B VLAN 77 B A< v TR ET DHT2OHD
VLAN 7 7 & A< v 7 %— RIZBITT 5,

no B TEIT LB AIE, FEELZ VLAN 77 v 2~ v F 2R 5,

[/ —h]

VLAN 77t A~y 7FE— b rZa—n"\ a7 4 7 b—varET— RIRED I exit a~ 2 REEH L., FHE
EXEC E— RIZEDHZIT end =2~ FEEHT 5,

[ E A

VAMOOl £ W I 4HITD VLAN 77 A~ v 7% EK LT, VLAN 77t A~ v 7 E— R~BITT 5,

SWR2310 (config) #vlan access-map VAMOO1
SWR2310 (config-vlan-access-map) #

E

e

9114 VLAN 7 78 A= A IZXTHETI7EAV R D
[ER

match access-list /ist-id

no match access-list /ist-id

[/XF A—&F—]
list-id ;. <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X "NERE
(18I E]

L
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[ASTE— R
VLAN 7 7 & 2~ v 7E— |
[FREA]
SR VLAN 7 7 B A~y @A T 27 78X A NERET D,
no JERTEIT LA, BELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —}]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiRE L MR TE 5,

(B EH]
VAMO01 & W HLETD VLAN 77 B2~ TZ2AER LT, 192.168.0.1 225D N EET AT 78X X M &
%&}\’:‘E“j‘ 50

SWR2310 (config) #faccess-1ist 2 deny any 192.168.0.1/32 any
SWR2310 (config) #vlan access-map VAMOO1
SWR2310 (config-vlan-access-map) #match access-list 2

91.15VLAN 7 7B A~ T 4 LV E —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction)
[/NT A—F—]
access-map-name ;A FHT I L OCEMA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWNWDLT 7 EAY v T4

vian-id . <1-4094>
vlan =¥ > RC enable JREEIZERE 41TV V5 VLAN ID

direction AT LA LMERET S, AW LEBARZET LA L THEHASRD

BREME Bk

in ZEZ7LV—AIX L THEASED
out EEZL—LIRLTEASES

[WIHIRRE]

L

[AJ1E— ]

ra—\)vary7 47—y a e — R

[RLBA]

FEE L7 VLANIZVLAN 7 VB A~ v 77 4 VX — T 5,

no JER THEAT L7256 1%, 5 € L7z VLAN (295 VLAN 77 B A~ v 77 4 VX —%HIFRT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 &1L TERLY,

VLAN 7 7 A~ L, W—DA 2 —7x—R|2, ZE7 L —2A(In) L IEET L—L(ou)lIZENER 1 DT D
HTx5%,

72720, UFOT 78 AV A RERE LT VLAN 77 A~ v 7 d, BE7 L— A(out) T TE 720,

s MACT7Z7EAURAR

o N— MESEIPH(range X V)AFEE LT IPVA T 7 AU X |

[ EH]

VAMO01 & W9 ZHTD VLAN 77 E A~ » 7 2ER LT, 192.168.0.1 W60/ MEEGTHT7 78 AU A M
BRELIZOH, VLAN #1000 D55 7 L— 2%t LT VAMO001 %@ f 9 5,

SWR2310 (config) #vlan database
SWR2310 (config-vlan) #vlan 1000
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SWR2310
SWR2310
SWR2310
SWR2310
SWR2310
SWR2310

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AFTE— F]
FHrHE EXEC E— R, %M EXEC E— I
[FAA)
BEESNTWE VLAN 77 B A~ v T H2ERT D,
UToHEANERIND,

e« VLAN 77t 2~ v 7 DOXHi

o VLANT7 7t RA<= vy @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7 ® A~ v 7 OIERE L RT D,

SWR2310>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER
EEN

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $## EXEC £— R
B
VLAN 7 7 B2~ v 77 4 V2 —OiRIG#E &ZrnT 5,
ITOHENFEREND,
¢ VLAN 7 7 & 2= v 7O
s VLAN 7 7 &®A~ v 7 0EH STV VLAN ID
« VLAN 77 kB2~ v 7RiH T\ 5 7 L— ADFh)(in/out)
(B EH]
VLAN 7 7 B A~ v T 7 4 VEZ—DFEREFRRTH,

SWR2310>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAEZ « HZhH4E
[EFR]

qos action

qos_disable
[T A—=F—]
action : Qos DEE
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REME il
enable Qos ZHMNZT 5
disable Qos Z SNz d 5
(IR E]
no qos
[AFTE—F]
rua—)arr 4 L—vg E—R
[FFA]

QoS Z AT 5,

no R TIATL72HA. QoS MR 5, Zd& &, BET 5 QoS XE b [FIFFIZHIFRT 5,
[/—}

7 u—flEOY AT NEEBANLEE. Qos wAMIZTH I LITTERN,

QoS BHIE v > FiE, QoS ZHAMMI L TEMNRVWEETTERNLDONEZH D D,
[BXRE )

QoS ZHNZT B

SWR2310 (config) #gos enable

QoS Z LN T 5,

SWR2310 (config) #gos disable

922574k CoS DRE
B

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 v b CoS &

(R E]

qos cos 0

[ASTE— K]

A H =Tz —AF— R

B

LAN/SFP R— FB X OGBS v X —T =2 —ADTFT 7 4+ /L ~ CoS ZRTET 5,

no JERTHAT L7256, FIHIE(CoS=0)Z2 3% ET 5,

FI7 4L RCoSIE,. AV HF—Tx2—ADPFTAPME—RB CoSICRESNTWARETHE /R L7 L —25ZEL
BRI SN D, (7 L—AI2 CoS MR E SN TR 72)

[/ —H]

Ko< REETT DI, QoS #Ac L THL T L,

EITTBA X —T 2 —AD T A FE— KN CoS TIERWEES, Ka<wy RIZFETT—L 15,
F 7 4V bk CoS 23725 LAN/SFP iR — MIFHFIA v 4 —T7 =2 — R L LTHRNRD Z LT TE R0,

FATTHA 02— T = —ANGHIA ¥ —7 = —AIFTE LT 5 LAN/SFP R — b D4, Ao~y MIZFETEZ
— L5, ttb x&—b7/7z/74ﬁi@ GELA X — 7 = — A TR L TV % LAN/SFP /R — h OF%E
L, BEBR— FORENHEA L X —T7 =— A @AIND,

[ EH]

T 74V K CoSMl% 2 IZRRET D,

SWR2310 (config-if) #gos cos 2
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77 %V b CoS EZ WIHMEIZ R,
SWR2310 (config-if) #no gos cos

923 N7 A hE— FORE
[ER
qos trust mode
no qos trust
[T A—F—]
mode : M7 ABME—FR
REME i
cos EEF 2 —% CoSHICESWTIRET S
dscp EfFF = —% DSCPHICESWTIRET S
port-priority ZAz R CRRE SNV E A EA T 5
[WIHIRRE]
qos trust cos
[AS1E— ]
B —Tz—AE— R
[@iA]

LAN/SFP R— FB X OHBA L X —T 2 —AD N T A ME— RZHRTET 5,
no JTEITIFAT L7256, FIHME(CoS R T A M E— MERIET D,

F T A ME— R2S cos DAL, ZET7 L— LD CoS {1l % 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2 —AITRES
TBREITEESNT, FEF 2 —DREZIT I,

CoS fE=X° DSCP fE, ZAEAR— MK 2XEF 22—, BLTFTOa~y FTEET L LNTE D,

FFRALE—F EEFX 2 —RECHEATOIRERE | HEavrF

CoS CoS-E(EF = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5F % = — ID £#i7— 7/ | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUMEDOH T, EEXF a2 —ZRETHELETHXA IV TIX4FHED D,
EEX 2 —HY 2 Th

7 TAYy FICEDEEF = — 1T

I IAS LD TV~ —% U TIHRE

JIAwy TN EBY~v—F TIRE

2,3,41Z N7 A FE— R"CoS"£721X"DSCP" DL EDHIEEFRETH Y, WTHOHEHLAHZD M7 A ME— NITxf
J5T % TEEXa—IDET—T V] 2ZWTHZLICLD, EEFa—DPHVLTHEND,

[/—}]

Ka< REFITTDHITIE, QoS #ANc L TR Z &,

LAN/SFP R— F B L OGRS v 4 — 7 = — AR —< v FREH I TV EEHS, FF A ME—ROLF LT
ERAAN

Mo A FE— KPR/ 5H LAN/SFP R — MIfRELA v F —T7 = — AL LTHRNAD Z LIFTE 220,

A A —T =2 — AT LTS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, 2L, A —1FT v
7:/747L® GHA L F— T = — ZIZFTB LTS LAN/SFP AR— R DR TEIT. A ER— FORTEDHIEA
H—T7 c— A ZHEEENS,

QoS HERETIE, P T A PE— RICE > TEITHIRA D D b O, RFHRORIRD LONRD D,
BBl
LAN/SFP R— B X O A v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal i
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SWR2310 (config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T 2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWR2310 (config-if) #no gos trust

9.2.4 QoS HRE DR EINEB DK IR

E&
show qos
[ASTE—F]
FEHFHE EXEC — R, %M EXEC ®— K
[@iHH]
QoS F&HRE D A #)(Enable), % (Disable)ki&Z 27 %,
[ EH]
AT LD QoS DEEIREEFRT Do

SWR2310#show gos
Enable

925 A L F—7 = —ZAD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP A— MBI WGRBLA ¥ — T = — R4, BRI ER— hExtg s 35,
KT HA 0 H—Tx—RA

[AJ1E— F]
FEFHE EXEC £ — N, FrkE EXEC ©— F

B
FRELIZA v F—T7 2 —AD QoS RIEHME LR T H, RTHNEFILUTOLEY,

HH HH

Port Trust Mode A H =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHE DR > —~ v T LT
7 A~y THEHRE 1)

Port Default CoS Priority 7 7 4V & CoS fE(IE 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 740y 2— 7 (R— HET)

Egress Traffic Queue Shaping NT7T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORATYa—) IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 57 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND 7 L—LDKEEF =2 —15E

EDHEHINATWDEIRY =<y TRRNIGEIEFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZBROZ L,

H2) FT A FE— RN"CoS" DA DHEREND,

H3) 7 A ME— FP"HR— MEE"OHBEDOHERIND,
H4) b7 A FE— KR"DSCP"OFEDIHRERIND,
[/—}]

RKa<wr FEFETTHITE. QS =AML THL T &,
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[BREH]
LAN R"— b #1 ® QoS REZFR~T D, (M7 A FE— R CoS)
SWR2310#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Schedullng

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue?2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN 7R— b #1 ® QoS X E & #~T D, (M7 A ~E— K DSCP)
SWR2310#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Schedullng
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 £fE ¥ = —EHROFTR
[ER]
show qos queue-counters [ifname]
5 X —5—]
ifname : LAN/SFP &R — N, BREFEI R — ARG LT 5,
TR T HA L H—T =2 —R&
[AJ1E— F]
JERFME EXEC £ — N, ¢t EXEC E— 1
[FHA]

F8E L7z LAN/SFP R — h DEE X 2 —BOFHEL X R T D, F2—OFHRIILLTF CTHET S,
(Fz—DEHF) = (F=2—ICHEAII TSN 778/ (F=2—DRALR)
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[/ — 1]
ARz< 2 Fix QoS DIRRECH /G b LT TX 5,

(% EH]
LAN R— b #1 OF 2 —flif iR 2 FK T 5,

SWR2310#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhd R O
OO WO oo

P O oO O OO
o o° o° A o o o oP

W
el

9.2.7 CoS-EEX a2 — ID BT — TN D

EEN!
qos cos-queue cos-value queue-id
no (os cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07>
CoS fEIZ G % EE F = — ID
(IR 2|
[/ — M=
[AJ1E— ]
Ja—nsrarz 4 L—varE—R
[FL8A]

KEX 2 —ZRETDHOILH T 5 CoS-EFX 2 — ID BT — T VOEERET .

no I THAT L7254, $85E L7 CoS D E(E ¥ = — ID Z WM EIZRE T,

CoS-HEfEFa— ID AT —T X, N7 A ME— RPN CoS IZRESNTWIHEAIHEH NS,
[/ —}]

ARa<wr FEFETTHITE, QS E#AMILTHELL I &,

CoS-EfEF =2 — ID BT — T NV OYPREIX FEDOLELD,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWR2310 (config) #gos cos-queue 0 4
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CoS fE"0"DE(E % = — ID Z #IHIEIZ T,
SWR2310 (config) #no gos cos-queue 0
9.2.8 DSCP-3:15% = — ID BT — 7 /L DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T A =4 —]
dscp-value 1 <0-63>
JE 50 0D DSCP i
queue-id 1 <0-7>
DSCP EIZHIET D 5(EF = — ID
(R E]
[/ — SR
[AFIE— K]
ra—)ary 74— g F— R
[FAA]

EEX 2 —2RET DO AT 5 DSCP-5{5F = — ID BT — 7 VO AR ET D,

no TR CIFAT L7=5A . $857E L72 DSCP EDOE(E X = — ID ZAIHEEEICH T,

DSCP-i4{§ % = — ID a7 — 7 /MiE, hT7 A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—}]

AKa<r REFITT 51T, QoS AL THL Z &,

DSCP-2%{E % = — ID BT — 7 L OUMREIZTTEDO LBV,

DSCP f& EfFFa—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREBH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWR2310 (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWR2310 (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED
E=V

qos port-priority-queue queue-id

no qos port-priority-queue
[T A—=HF—]

queue-id : o <0-7>
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[FIIERE]

gos port-priority-queue 2

[ASE— ]

A B =T 2—AFE— R

[

LAN/SFP ;R— h B L OGHHELA v X —T7 = — AT, ZEA v F— 7 = — AR T DEECEE xR 2 — ID) AR ET
Do

no W THEITLIEBE, IBELIA LV —T7 2 —ZADEEF 2 — ID 2 UHIEQ)ICET,

A— MEEEIX, NI A ME— RB"R— MEEICRESN TV EEEORGEF 2 —OIREICHEH SN S,
[/—}]

AKa~v s REFITT 51T, QoS AL THEL Z &,

FATTHA v H—T 2= AD R T A ME— R — MER"TIEARWEE, Ko~y RRFET=I—Li b,

N NMEJEEENE 72 D LAN/SFP AR — MIGmEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 20,

RITT DA V5 =7 2= ANV HF —7 = —ZITHTE LTV D LANSFP R — b D6 Ao~ RIFEIT=7
—eD, L, A= T T a7 4 7 EOiwEA U F— T = — AZFTE LTS LAN/SFP AR — R OF%E
I, BB R — FOREDTHIEA v X — T = —AZHEA S5,

[ EH]

LAN R— h #1 OFR— MEEEL LT, REXT=2—ID#M E2FIV Y4 T5,

SWR2310#interface portl.l
SWR2310 (config-if) #gos port-priority-queue 4

9210 A1 v FARENOEEIND 7L —LDEEX =2 —1EFE
[EX

qos queue sent-from-cpu gueue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

ra—m\)varZ 47—y arE—FR

[BFA]

AA - FARK(CPU)D B4 LAN/SFP AR — b ~IEEEND 7 L — LD DREX 2 — 2R ET D,

no IEX CHEAT LT2GA . PIHEZRET D,

[/—F]

RKa<y REFEITTHITE. QoS =AML THL Z &,

CPUMNLERFEEINDI T L—LDOBLEELZ T IFb L, LVBLEEORNF 2 —NLORENEBLEINDI 2D, Ban
DOARARE T L2MS /b — T M 72 EOMSBENEME L 72 < IR D FREMER H D, Z D72, AFREMIXATHE/R R D K& 72
EEERE) 95 2 &2 HEET 5,

ZH o T RSEER I . CPU MBI E SN D 7 L — A DKM IEE X o — ID DR EMEIT 6" L 72 5,

[BXEH]

SWR2310 (config) #gos queue sent-from-cpu 5



aw L RYU Ty LA | bT 7 4w 7301
9211 7 F A~ (8T T 4 v 7 DR DERK
[EX]

class-map name

no class-map name

[7XF A—&—]

name T ATy TG (20 UL KT/ EXBIT D)
[AJTE— ]

Ja—nN")naryz4JL—g T — R

B

I TRy T AT B,

IIARyNE, ZMET V=B T T4 v I 7 TRIGETHODOFKRNEEZERT HHDOTHY . match 2~
RCER LIS L 2Tk 57 7 & a U (permit/deny) THEL S VD, 7 T ARy T DT 73 a  E RO LD IT
25,
« 7271 AU A KMACL)ZEE L7=%4 (match access-group =2~ > K% JZ1T)
ACLIZXT 5T 7 avBNITA~y T DT Ivarbind,
« T8 AYANMACL)LUAEIRTE LI-HE
FF Al (permit) & 72 5,
EEth. TONBERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA X, FHE LT T A~ vy T HHIRT 5,
[/—}]
AKavy REFITTHITE, QS #AMILTHL Z &,
BELIL Y 7 A~y IRERE OGS, BllEIOREICK L TERENMTRbID, 72120, RY ¥ —~ v 77 LAN/
SFP R— M B L UGB, 2 — 7 = —RCHEMFE AL OEE, R —~ v BN TN TWE Y T A~ v 7T
e - HIBRT 5 Z LT TE 20,
Bl
7 Z A< Telass" VR T 5,

SWR2310 (config) #class—-map classl
SWR2310 (config-cmap) #

9.2.12 7 T A~ v 7 OEEEN T
E=N

class name

no class name
/%7 X — & —]

name L IRy T4

[AJ1E— K]

RV —<vv7FE—FR

[RRBA]

R o=~y T A~y T EBEEMT 5,

A<y TOBEMFICHST DL, R v—~vo T« 7 TRAE—RIBHT D, R v—~vvT 7T RE—
RCIE, b I 74977 TAFBICUTOREEIT) ZENTE D,

o TUw—F UV ERITEEF—FEE

o A—XULT

« RS

e Uw—F 7

no XX CFEAT LG AIR. R v—~ o7 b T 2~y TOREAMT 2R 5,



32| 2~ RUTZ7 LA | RT7 4 v 7 HIH

AU —~< v 7D S 472 LAN/SFP R — MBI OGREEA v ¥ —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET VLB N T T4 v I VTR T D, VTA~Yy T DT Vv a ) permit DE, %% -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—ODORY ==y FICHEMTOND I TA X, 8 OFETET 5D,

[/—}]

Ka<o REFITTDHITIE, QoS #Ahc LT Z &,

deny 773 a> D77 4777 AR LT, QoSMHEDOFREZ L THEMMNZZ,

[BREH
LAN R—F #1l OZET7 L — AT L TCUTOREET 5,

¢ 10.1.00 DXy NT—=UNODNT T 4 v 7 ZFFHA]

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k 7 T A % /358

« Green:fizik, Yellow:DSCP fE% 10 (ZEE#ax . Red:AZE

[NT 747 7T ADESR

SWR2310 (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #fclass-map classl

SWR2310 (config-cmap) #match access-1list 1

SWR2310 (config-cmap) #exit

[RY 2 —DHKIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) fpolice 48 12 12 yellow-action remark red-action drop
SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2310 (config-pmap-c) #fexit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.13 b7 7 4 v 7 5 FESRME DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X KID
<2001 - 3000>
MAC 77 & AU A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE— N
[BLFA]

NTT 4w 7T ADGERMCT 7 A A TS,

ZETV—2NT 78RV RNDOEMBIC—H LTIEGE, T7BAVANDT 72 a BT T 49T T TADT I
T 3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML EMEREXHIGRT D,
[/—}]

AKa<wr FEFATTHITIE. QoS ZAMC L THL Z &,

FNIT 4y I ETT 78 A A MIRETEDRMFITRKRIGFETERD,
B!

25 A<y T elassl"DESARCT 7B AU A - #] ARET D,
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SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match access-1list 1

92.14 + T 7 4 v 7 IS DR E(CoS)
[ER]

match cos cos-list

no match cos

[73F A —F—]
cos-list : <0-7>
YRR L LTHET D CoS M, R 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
[FAA]

NT T 4T 7T ADIEESMIT VLAN & 7~ Z D CoS &M+ 5,
no B THEIT LIZHA. CoS DEMREEHIRT 5,

BEE D FIREG E)E T, REAMVIET Z N TE D,

[/ —}]

Ka<wy REFATT HITIE, QoS ZHMI L THL T &,

[ E 5]

7 A< T class1" D3GR CoS fE" 1" 2" 2R ET D,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match cos 1 2

9.2.15 b T 7 4 v 7 IR DR E(TOS BILE)
[ER

match ip-precedence fos-/ist

no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
DFESRMEE LTS 5 IP ~ v & D TOS 1856 (precedence) 7 ¢ — /b NE, K 8 fll & T
FRTE D,

[AS1E— K]

7 IAYy TE— R

[RLBA]

T T 4w D 7T ADBFEGRMITIP ~ v X D TOS #55E (precedence) 7  —/L RE &3 %,
no JTETHFAT L7256, TOS AT L 2 R EZHIbRT 5.

BEHD LIREB M) E T, REZBVIRTZENTE D,

[/ — 1]

Ka<r FEFTT5IT1E, QoS Az LT 2 L,

[ EH]

7 7 A~ 7 class1"DIVFASITIC TOS L3 L "4 2 3 ET 5,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match ip-precedence 3 4

9.2.16 7 7 4 v 7 KM DR EDSCP)
[ER]
match ip-dscp dscp-list

no match ip-dscp
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X A—5—]
dscp-list : <0-63>
SIS L LTl S IP ~ > # @ DSCP(DiffServ Code Point) 7 4 —/V N, K 8 £ T
BT 5D,
[AS1E— K]
JITARy TE—R
[FHA)

NT T w7 7T ADLHEERIEZ IP ~ v Z D DSCP(DiffServ Code Point) 7 4 —/L R & 95,
no X CIHAT L7254, DSCP IZ K D 5M3E & HIBRT 5,

BEED FIRGE)E T, REZXHRYIRT Z LN TE D,

[/— 1]

AKa<xr RuEFATT 5121, QoS ZHMT L T Z L&,

[BREH

7T A~ v 7 class1"DAYFAZAEIC DSCP 48" L "56" & ET 5.,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match ip-dscp 48 56

9.2.17 F T 7 4 v 7 3RS DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © KM VLAN # J & 2 HRET S

untagged D KM VLAN Z 77 LA ET D

[/XT A —=HF—]

type D A=Y Ry NI L —LDE A TERET S,

X EME B!

0XXXXX Z A 7D 16 HFKFL
any ETOT L—A

[AS1E— K]

7 TARy TE— R

[

NI T4 TADESIEA —F Ry T L —LDF A FEE VLAN % 7 DFELZFETT 5,

no R TIIT LA, A=V Fy F 7L —2DX A FEE VLAN ¥ 7 OF I L 5 5:M35%EZHIRT 5,
BEIZ match ethertype =~ > R TREZIT> TV DLEEIT. WEZEET 2,

[/ —1}]

AKa<xr RueFATT 5121, QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZBEH LG A L D(T 7 B AR— TR T EZ 7 L—2%fbRW\W ),
Bl

77 A= T elass1"DIPHSRIFIZ, A —HF Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match ethertype 0x0800
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9.2.18 N7 7 4 v 7 KM DR E(VLAN ID)
[ER]

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>
SRS E LCEM T %5 VLAN ID
[AF1E— F]
JITASy TE— R
B

7T 47T ADG AR VLANID 27 %,

no IR THFEAT L 728A. VLANID I X D430 E & HIFRT 5,
BEHD FERGOE)E T, BREAMY KT Z LN TE 5.
[/—h]

AKa<wr REFATT HIT1E. QoS ZAMC L THL Z &,

[ EH]

7T A~ 7 class]" D AR VLAN #20 X ET 5,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID LV VHE)

[ER
match vlan-range id-start to id-end
[/$F A—&—]
id-start 1 <1-4094>
SRS & LTI S VLAN ID O BRAR1E,
id-end o <1-4094>
SRS E LT 4 VLANID O#& THE, BRAGD DT X TOFREHIFH TR K T 30,
[AJTE— K]
7 IA%y TE— R
[@iA]

7T 4w 7T ADGFERMC VLANID ZE 17 %,

SESEZEIBRT 554 1L. nomatch vlan =2~ > R&EHT 5,

matchvlan 2~ > FORTEELHHTHZ LN TE S,

e EBR30 {#)E T, mateh vlan =2~ > K> match vlan-range =~ > FOEREZM Y KT Z LN TX 5,
[/—F]

ARKa<wr FEFITTHITE, QS ZAMILTHL Z &,

[B% &)

7 Z A=y T class1"D/PESIZ, VLAN #20 0 H#30 £ TEHEET 5,

SWR2310 (config) #class-map classl
SWR2310 (config-cmap) #match vlan-range 20 to 30

9.2.20 7 7 A< v TEBROFR
[

show class-map [name]
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[7NT A —=HF—]
name DT ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FEFFHE EXEC £ — I, %5 EXEC £—
B
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 ARy THBOFTFNEITZLUTOLEY,
vI7var IEH 2157
57 55 (match) Match Access-List 772 AY 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS fE
Match IP precedence TOS &%
Match IP DSCP DSCP &

o RS, BFERIO O BEREINTWVWDS DR —DEITRRIND,

o PHESHE. XN T D 3= 2 Rmatch) 3% E STV R WEEITE R S0,

[/—F]

AKa~<r REFITTHITE, QoS =AML T Z &,

[ EH]

7T A= T class1"DIF R E LR D,
SWR2310#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZIETZ7 L —AIZKTHRY —~ v T DERK

[FX]
policy-map name
no policy-map name

[/XT7 A—=25—]

name DR =y T B2 LFUT.. KT/ CF % KR %)
[AFTE— F]

Ja—n\)aryz 4L —y g T — R

[FRHA]

R —~vw PEEKRTH, R)—~vv 1T, ZETL—LICHTEUTONIEEY N5 7 4w 7 7T REITE &
Db DTH D,

s NT T4 IR

s Tlw—FT

o A—XULT

s RITUT

c Uw—F7

RKa<y FTHEKRLERY —< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — M L UGREEA > ¥
— 72— RZEHATHZLENTED, I, RV V=~ THNOEI TASy T IZEoTZIETL—A0 b
T4 w7 TACGEINDG LRV, BT T 4 v 7k LT —HF—DFEE L7z QoS MERThh s L 9
27 %,

., TONEERET LR v—~v v 77— NIIBEIT 5,

no I CHEAT LG A, BELERY v—~ v 7 E2HIBRT 5,



aw L RYU Ty LA | NT T 4w 7307
[/— 1]
Ka<y FeFT1 5103 QoS AL T 2L,
FBE LR —~ v IPEREADOGE, BRIOREICK L TERMTRbiLd, EL, R r—<v 7N
LAN/SFP A — R L OGS v ¥ —7 = — R THEAEAOEE . Wk - HibRkT 25 Z L3,
[BEH
LAN R— h #1 OZ(E7 L— A2k L CU T OREE T 5.
« 10.1.00 DRy NT—=I NGO T T 4 vV AR
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #77 7 A %4y ¥d
+  Green:fizi%, Yellow:DSCP fi% 10 [ZE X #i % . Red:AfHE
[NT T4 v 0T ADER
SWR2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit
[RY > —DRE]
SWR2310 (config) #policy-map policyl
SWR2310 (config-pmap) #class classl
SWR2310 (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2310 (config-pmap-c) fexit
SWR2310 (config-pmap) #exit
(
(

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #service-policy input policyl

92N ZET L —AIZHTEIRY —< v FDEHA
[

service-policy input name

no service-policy name

85 A —5—|

name AT ARY —= v T4
[ATTE— K]

A HE—T 2 —AF— R

B

RY—~ v FH3% 48T 5 LAN/SFP R— F B L OGS v ¥ —7 = — A ZHEAT 5,

no B TEIT LA, LAN/SFP R— F B X UGREA v X — T =2 —2ANnER Y —< v T & fiixd 5,

[/—F]

RKa<wr REFITT 5T, QS ZAMILTHL Z &,

BEIZARY o—~ v 72 LAN/SFP R — b B I OGHHA v X — 7 = — RCEAFHAOHEE. =7 —L 75,

RN —=y FAICEEMNT N7 T A~ v IOV T, LANSSFP R— F B L OGBS vV X —T =2 —AD T A |
E— REMGELRVEENR D THEHEENTWEGA, =7 —¢hkd, VIATYTOREDI L, N TARE—
iz L 2EAHIBERD D a~ RIZLLTO LB,

FF A FE—F a<wr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERATT
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FZ A FE—F

a2 R

HIRAE

Port Priority

set cos

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

A AT

police, remark-map

U~ =% A E I3
AAI(E 1)

WDV ~—F 2 IR MAE &1, police 2~ > KD yellow-action F 7213 red-action 73 remark (23 E ST

D, Ho, ZY% A0 remark-map 23558 E SN TWAEAEIET,

RY —= v 7N S 7= LAN/SFP AR — M, #aElA v X —7 =2 — RIZFTR TE R0,

R —<y FIIREA X — 7 = —AIZFTE LT\ 5 LAN/SFP AR — MIXt L CHEATE 2V, 72721, AHX—h
T Far 7 4 RICEHREA L — T 2 —RCFTE L TUVWA LAN/SFP R— MR Y —< v THRENH HEA. i
'R — NOBENRIA X — T = — R HEHEINS,
A—=2 Y TE, LFOREA ¥ —7 2 — AR L TEWESED Z L3 TE e, A=V 7 (R —)&RE

(police Fa~ > M) ZFZ LAY o—< v FZMH LW &,

© AB YT EWNT DA N=AL v FEHENTIN— T LIialiA v 4 —T = — X

[EEH]

LAN R— b #1 (2R U > —=~ v 7 policyl ZfH+ 5,
SWR2310 (config) #interface portl.1

SWR2310 (config-if) #service-policy input policyl

LAN R— k #1 53R Y v—~ v 7 policyl &+ %,
SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #no service-policy input policyl

9.2.23 L ~—% 7 DFE(CoS)

E&y

set cos value
no set cos

[/3T7 A —F—]

value o <0-7>

FL=—F% T TRET D CoS

[AFIE— F]
RV —v T« JTRAE—F
[FLHA]

SELTE NI T 4w 7 7T AD CoS %A, FEE L2 CoSHICER T 5, /-,

—ID T =T MIHESE | EFEF 2 —OFEID M TET I,
no [P TEIT LGB, bT 74 v 7 7 TATHT D CSEDOT L~ —F 2 ZIE ZHIRT 5,

[/ — ]

RKa<y REFEITTHITE. QoS #HAMILTHL Z &,

Trw—=F 7% REXF—fERE LIPS Z LT TE R,

[ EH

LAN R— R #1 OZ{ET7 L — AR L CUTFORTEET A
¢« 10100 DF Yy FT—=IMMBDNT T 4 w7 ZFFA]
o HBHELIENT T 4T T T A% CoSHNIET D

[N T4 v 7T ADERE]

F T A FE— RIZHIG LT EF =

SWR2310 (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl
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SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY S —DRE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set cos 2

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9224 7L ~—3% 2 DR ETOS BEILE)
(&R

set ip-precedence value

no set ip-precedence

ST A—F—]
value o <0-7>

T —F 7 TRET D TOS EIE
[AFIE—F]
NV —vv 7« 7 FAE—NR
[FHA]

LT RN T 747 7T ADIP ~v XD TOS I (precedence) 7 4 —/L K%, 8E L7- TOS HIZEFE T 5,
Flo, PTAPME—RIZHIGLEEEF2—ID T =7 MCESE, REXF2—0OFHV Y TEITH,
no W CTEITLIESGE. T 74 v 77 T AT 2 TOSBLRED T L~ —F o JIHEAHIERT 5,
[/—}]

Ko< REETT DI, QoS #AICLTHL T &,

T~ —%F 73 FEF—RERE LT Z LIFTERY,

[BREH]

LAN BR— b #1 OZE7 L— LI L TUTOREET S

¢ 10100 DRy NT—=InHD T 7 4 v 7 &FFA]

s DHELIZNT T 47T A% TOS LS ZEFE TS

[N 74w 0T ADES

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY 2 —DRE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set ip-precedence 5
SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.25 7L ~—3% 1 7 DR EDSCP)
[

set ip-dscp value

no set dscp
5 A—5—]
value ;. <0-63>

TLw—% 7 THRET D DSCP &
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AHE— K]
K o—y T e s T RE—R
[BH]

SELIZNT 7 4w 7 75 ADDSCP %A, $5E L7 DSCPHICEE TS, £/~ FTRZ ME— RIS LT-%E
Fa—IDT—TNMZESE, BEXF2—OFEY LB TEITI,

no X TEITLIZGE. N T 747 7 7 AZKT 5 DSCPED T L~ —=X% 0 JALE & HIRT 5,

[/ —F]

RKa=wy REFEITTHITE. QoS AL THL Z &,

TLw—F% 7, BEXF—EEREELIFH T Z LixTE RN,

RFC THELES U TWRW DSCPE~D 7 L~ —F 7/ ) = —% > 73, Gt 4 FHE T2 T&E 5. RFC THELE
S5 DSCPEIZ. FRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[EEHl]

LAN R— h #1 OZ[F7 L— LIk L CLLFOBREET D

¢ 10.1.0.0 DRy NT—=IMHD NT T 4 v 7 &7

s LT NT T 4 v 7T A% DSCPE"10"IZEE T 5

[(NT 747 7T ADEF]

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY > —DRIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set ip-dscp 10

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.26 HAAR Y P —DFREE TV L—1)

[EFH]
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police
[F—U—F]
single-rate DI L— MR —EEHT S
T R =5
CIR : <1-102300000>
NZ 7 4> 7 L— k(kbps)
CBS : <11-2097120>
WA N—2 Ny FDS—Z kA X(kbyte)
EBS ¢ <11-2097120>

#EiE h—2 Ny D= R YA Z(kbyte)
action DO T AT E NN v OEE
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RIEME Btk
transmit k3%
drop &3
remark < —% 2 7 (CoS/TOS/DSCP)
[AS1E— F]
RN)o—~vv 7« 77 RAE—N
[RLBA]

DL NI 7 4y 7 7 AR LT, fEHRAR Y —( T — MERET D,
BEIZ police =~ > RTREPTONL TV D HEIE. WEZERHT 5,
A—=Z ) TE, TN b— b 38T —<——RFC2INZFESNTITV, S LIk 7 21cx LT, LL
TORHAFRET 5 LNTE D,
*  Green : B51 5D B (FEE AR TT)
© Yellow : #8305, ff#E, U ~—F 0 7 bHiER
« Red:ff3E, V~—F 2 7R
7L, U~—F% 7%, Yellow,Red DEL LN~ OREET HZENTE D,
V~—% 2 7O EIX, remark-map 2~ (R v—~ v 7« 7T Z2F— R)TIT 9, action 73 "remark"|Z 3%
ESNTZDIZPPbD BT ZONRT 7 25T 2V ~—F 0 T OFEMBRERRIno T ha, ) ~—% 0 713 ES)
LD, ZOWA. WIHIRRE(Yellow: #5k, Red:AEE) N @M Sh b,
no W TIEIT LIS G, A= V7 - RV T - U~v—F 0 ZOWREHIRT 2,
HEHIAR Y P —(police-aggregate =~ > N L OHFHIZTE 220,
[/—}]
ARa<wr FEFETTHITE, QS E#AMILTHEL Z &,
A—=Z ) 7%, UTOMBA L H—T7 22— A L TEESED Z LIXTERN, A=V 7 (R H—)F
(police R~ R) ZEHLARY —~v 7 ZHWH LN &,
o REZYVEWET DA N =AAL v FEBENTITN—E T LA v F—T = — A
[BREH]
LAN BR— b #1 OZE7 L =L L TUTOREET S
¢ 10100 DRy NT—=InBD T 7 4 v 7 &7
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte C. #5177 A % /348
+  Green:#i5i%, Yellow:DSCP fE% 10 [ZE X #i X, Red:AfHE
[FT T 4w 7T ADIEHE]
SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #fclass—-map classl

SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[R U —D%E]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop

(

(
SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2310 (config-pmap-c) #exit
(
(
(

R
it

SWR2310 (config-pmap) #exit
SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #service-policy input policyl

9.2.27 fHRIR Y P —DFREC A > L—h)
EEN

police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—D— K]
twin-rate VA= NRY =TS



3| a~vr KU T7 LA | NT 7 4 w7 HIH

[7NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L — h(kbps)
PIR : <1-102300000>
E—27 K77 4 w7 L— hkbps), CIR LV /NSUVMEIXFEETE 220,
CBS 1 <11-2097120>
WA N—2 Ny hOS—R M A X(kbyte)
PBS ;o <11-2097120>
v —7 h—27 2Ny FDOI—R A X(kbyte)
action DAy T AT ST N Y N OEME
BEME BhiE
transmit HirE
drop T 5E
remark ) <= —33 7' (CoS/TOS/DSCP)
[AJIE— K]
RN)v—~vv 7« 7 TAE—FK
[BLAA]

SGELIE N T 7 47 7 7R LT, IR b —(V A v L— MNEHRET D,
BEIZ police 2~ > RTREMTHOINLTWDLEIL, NELZEHT 5,
A=V T, VA L— b 38T —~—F—(RFC2698)IZ DN TITV, L7877 2izxt L <, LT
DIBRZFEET H T ENTE D,
Green : 51X DA (FHE AR F])
« Yellow: #5316, i, U ~—F 2 7N HER
o Red:fifZE, V~—F 27 MDER
72720, V~—F% 71X, Yellow,Red DELEN—FOARIRET H I LN TE S,
U ~—F% 2 7 OFEMEREIX, remark-map 2~ R(RY v—~ w7« 7T 2AF— R)TIT 9, action H"remark"|Z 7%
ESINTZDT»Pb LT, TORIRY 7 A% 5 U ~—F 0 7 OFEMBREN oA, U ~—F2 73S
LD, ZOWA. WM E(Yellow: 55, Red: I 2N S b,
no IR TIATLIHA, A—F VT RV T« U= 7ONEEZHIRT 2,
EHKIR U P —(police-aggregate =~ > R) & DFHFHIZTE 720,
[/—}]
AKa~v s REFATT 51T, QoS AL THEL Z &,
A=Y T, LTFOMmEA v F—7 2 — AR LTEESED Z LI TERY, A—Z U7 (R H—)
(police Za~> M) ZELAR Y v —~y T EZEHA LN &,
o« ARB YT EWRKT DA UN—AAL v FHBENTIN— T LI A v —T = — A
[ E B
LAN R— bk #1 OZE7 L— A LT T OREET 5
¢ 10.1.00 DXy NT—=I 06D NT 7 4 v 7 ZFFH]
« CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte T, ##7 7 A & 435
+  Green:fizi%, Yellow:DSCP fE% 10 (& & H#ix | Red:fk%E
[N T4 w0 0T ADES
SWR2310 (config) #ip-access-1list 1 permit 10.1.0.0 0.0.255.255
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-group 1
SWR2310 (config-cmap) #exit

[R VU —DFRE]

5
Fi
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SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #fpolice twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9228 FEARY P —D VU ~—F 2 FDORE
ES

remark-map color type value

no remark-map

[23T A —%F—]
color D =X BT TR
REE SiHA
i 7 A Yellow DV ~—% U VREELT
yellow 5
red W7 7 ARed DY) ~—F LV TREEITD
type U~ —F o TR
BEME LA
cos CoS V~—F 27
ip-precedence TOS B Y v~ —F% 2 7
ip-dscp DSCP UV ~v—F% 7
value o <0-7>
CoS, TOS D ) ~—F 7l
<0-63>
DSCP VU ~—% > /i
[AF1E— ]
R =~y 7 7 TAE—F
[FREA]

ERIAR U Y —ToH¥E L7287 7 A Yellow, Red 124 T2 U ~—F  JENEOREZXIT . /o, FT A ME—RIZ
LR EF2—ID T — I MCESE, BEF 22— DB Y TEITI,

U~—%> 7%, CoSfE. TOSEJE, DSCP DO WTNNEERINT HZ LNTE S,

no WX TFEIT LI E, V~—F L IRELHIRT 5,

V=% 7 %ATO2DIIE, Ra<wr ROREDITH, police 2~ KRRV v—~v v 7+ 7T AF— R)THAT
Dtk T ADOT 7 v a &k " remark" IR E L TR MLERH D,

[/—}]

ARKa~< s REFITT 51T, QoS AL T Z &,

V=% 70 F, T~ —F U IREEXF 2 —DRELIHTHZ LN TE S,

RFC THEEES N TWRWDSCP E~D S L~v—F 7/ ) ~—F 7%, 4FEE Chra——ERMEL L THEHT
HZLINTED, RFC THELEZ S DSCPHIZ, TERD LB,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474
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PHB DSCP fE RFC

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[ 2B

LAN B—F #1 OZETL— LI L CUTFOREET S

¢+ 10100 DRy NT—TINLD NT T 4 v 7 &JFA]
+ CIR48Kbps, CBS:12kbyte, EBS: 2Kbyte T, i/ 7 4 % 437
o Green:fi5k,. Yellow:DSCP % 10 (& XH#i % | Red:f3E

[N 7477 T ADERR

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class-map classl

SWR2310 (config-cmap) #match access-1list 1

SWR2310 (config-cmap) #exit

[RY 2 —DFFIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWR2310 (config-pmap-c) #remark-map yellow ip-dscp 10

SWR2310 (config-pmap-c) fexit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.29 F£KIAR U —DAERK

EEN
aggregate-police name
no aggregate-police name

[T A—F—]

name O ERRY A (0 SCFLLT, RUF/INLTFE XN 5)
[AJ1E— ]

Ja—n)ary 74—y g — R

[@EA]

LR =2, 2, BRCAEREADOGEIL. TONEERET D,

avy KBRS T 5L, BRI —ONEEZRET L2EN0RY —F— NZEBT S,

no WA THEITT 2 &, BRI F—%HIRT 5,

UToHAE, BERRY P —DONEFEEET LI EIXTERWERR Y —— FIZERB L2,

o BRIV —DOBRESINTT TAY Y TEELRY —~ v 778 LAN/SFP R— F B L OGBS v X —T7 = — R
WZEH STV D

UUTFOHA, ERRY =252 L1XTE 0,

+ police-aggregate =~ > NIZL VD, RIS =N T 74 v 7 7 TRACRESNTND

[/—H]

ARKa~< s REFITT 512, QoS AL T Z &,

A—=H2 Y TiE, LFOWHEA V¥ —7 2 — AR LTEESER Z LI TE 20, X=XV 7 (RYH—)3

(police Fa~ > M) ZF LAY vo—< v FZHMH LW &,

o AE VT EERTDHAVNAN—AL v FEBENTIN—E T UIZiaHA v A —T =2 — R

[ EH]

R Y —"AGP-01" % AT 5

R
it

SWR2310 (config) #aggregate-police AGP-01
SWR2310 (config-agg-policer) #



A RYU Ty LA | NT T 4w 7 315
9230 KR Y F—DREES V7L — 1)
B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—U— ]
single-rate DN L— MR —EEHT S
[T A—F—]
CIR ;. <1-102300000>
77 4 w7 L— h(kbps)
CBS ;o <11-2097120>
WA h—2 vy D= M A Z(kbyte)
EBS ;o <11-2097120>
Bl h— 7 8y hDR— R kA R (kbyte)
action DOE Y TR FE Iy S OENME
REME BifE
transmit i3k
drop &S
remark < —% 7 (CoS/TOS/DSCP)
[AJ1E— K]
ERRY —F—F
[BLAA]

FERRY =2, YT L— bR B —DBREEIT,

no R THEAT LGS, A—Z V7 - RV T« Uw—F 0 TONEEZHIRT 5,

A—=Z ) TE, TN b— b 30T —<—D—RFC29IZFESNTITV, L=k 7 21cxk L <, L

TOWREFRET HZ LW TE 5,

Green : 526D A (F5E AR 7))

« Yellow: §i525, AEHE, U~—F 2 70 HIiER

e Red:f3E, V~—F> 7R

7277l Uv—F 271, Yellow,Red DELOLN—FDARIEET H I ENTX D,

U ~—F% 2 7 OFMREIX, remark-map =~ > FEEMAR Y —F— K)TIT 9, action 73 "remark"| \_Eﬁﬁéﬂt

z 7575 Ebfoff FOHRIY T AT DY ~—F T OB EN 2o T2 E, Vvy—F o 7I3Eg s, Z
. PIHIER B (Yellow: Hik, Red:AEE) 235w H S b,

[/—}]

AKa<wy REFATT HITIE, QoS ZAEC L THL Z &,

A—=Z Y T7F LT OMEA 2 —T7 2= AR L TEES L 2 &IETE RN, A—=F V7 (R ¥—)&KiE

(police Za~ M) #F LAY —~y 7 ZHEHA LW T

. X&y&%%ﬁ?é%/A~X4y%%%wfﬂw~t/7bt%ﬁ4y&—7l~x

[BREH]

EHKIR U Y — "AGP-01" Z1ERLT D,

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM (2 X D A —% U > 7 % FAT

* Yellow:DSCP ffi% 10 (C#E X #i % . Red:fHE

R U Y —DIERK]

SWR2310 (config) #aggregate-police AGP-01

SWR2310 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop
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SWR2310 (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2310 (config-agg-policer) #fexit

9231 ENR ) P —DREC AL —H)

[ER
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate D VAL — MR &I S
[/3T A —HF—]
CIR : <1-102300000>
77 4> 7 L— k(kbps)
PIR : <1-102300000>
v—2 877 4 v 27 L— hkbps), CIR XV /NSVMEITFEETE 220,
CBS : <I1-2097120>
WA N—2 Ny FODA—Z kA X(kbyte)
PBS : <I1-2097120>
v —7 =27 2Ny hO—R F A X(kbyte)
action DAY T RS I N Y S OEE
R EME Bk
transmit HR Ok
drop fite 3
remark < —% 7 (CoS/TOS/DSCP)
[AS1E— ]
R —F—F
[@iH]

LR —IT, YA b— R —DBREXITH,

n B TET LEGA, A—Z VT R - Ue—F TONEEHIFRT D,

A—=Z ) TE, VA b— ]« 35T —~—H—(RFC269)ZISNTITW, L7 7 2 LT, LLF

DU ZIEEST HZ LN TE D,

*  Green : B2 5D B (FEEARTT)

« Yellow : #5326, fFHE, U ~—F 2 7Mbb

+ Red: M3, V~—F 7 HER
72720, V~—F% 271X, Yellow,Red DEL LN~ OARIRETHZ LN TE S,

) v —% T OFFMEREIL. remark-map 2~ RENRY —F— K TIT9, action 7¥"remark" 123X E I 7= D
BT, ZORY T AT D) v —F 0 T OFEMBREN 2o Te e, V~—F o JI3ES LD, 2

DA PIWIERE(Yellow:fi5k, Red:fEHE) 0N @EH S b,

[/ —}]

Ao~y REFEITTHITE. QS AL THLL Z &,

A—=H VT, UTOMmEA v Z—7 2 —AZH LTEESED 2 LIXTERY, A—F V7 (KU H—)
(police R~ RN ZFLARY v—<y 7 ZMH LW &,

o AB VT EBRTDHAVN—AL v FEBENTI V=T Lizinif vV X —T = — A
[ EH]

IR Y Y— "AGP-01" Z1ERKT 5.

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TrTCM (Z L D A —% U > 7 % AT
* Yellow:DSCP fE#Z 10 (2 X H1x | Red:fik3HE

e
il
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[SERI7R Y Y —DAERK]

SWR2310 (config) #aggregate-police AGP-01

SWR2310 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2310 (config-agg-policer) fremark-map yellow ip-dscp 10

SWR2310 (config-agg-policer) ffexit

I2.NEKRI Y —D I ~—F L T ORE
[

remark-map color type value

no remark-map

[/XT A—F—]
color D V==X T RTINS T A
REME S
W7 2 A Yellow D VU ~—F > V% E &1T
yellow 5
red i ARed DY ~—F LV TREEIT D
type s U —F o U
B EME LA
cos CoS V~v—F%o 7
ip-precedence TOSBRE ) ~—F 7
ip-dscp DSCP V~—F 27
value o <0-7>
CoS, TOS BN ) ~—F /'
<0-63>
DSCP UV ~—* > 7fH
[AJTE— ]
EHIRY —F—F
B

ERR VY —THE LI 7 X Yellow, Red I35 U ~—F L JEIWEDOREEZIT Y, 7. NPT A ME—RIZ
SIS LEEEF 22— ID T — NI SX | EEX2—DOFEV Y TEITH,

U=—x 2 71%, CoSfE. TOSHSEE, DSCPHEOWTNMNEBIRT L LN TX S,

no X TEITLIZHE., UV ~—F FHRELHIRT 5,

U~—=% 7 E#ATIIOIIE, Ka~ >y FOBEDIED, police 2~ FEEMRY —F— F)TEYT D87 7
A2ADT 7 a s E" remark"IZERE L TBLSMLEND D,

[/ —H]

ARKa<wr FEFETTHITE, QS E#AMILTELL I &,

V=% 7F, T~ —F U IREEXFa—DRELHHT I ENTE S,

RFC THERE XN TWRWDSCP E~D T L~v—F o F /) = —F 73, 4EEFE TR —V—FHRME L THAT
HZLENT&ED, RFC THESEX 2 DSCP fliZ, TED LB,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598
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[BXE B
EHR Y Y —"AGP-01" 1TV ~—F LV T OREEIT I,
+  CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM IZ X D A —# VU > 7 % FAT
* Yellow:DSCP ffi% 10 (CF X #LZ | Red:fHE
[FERI7R Y —DAERL]
SWR2310 (config) #aggregate-police AGP-01
SWR2310 (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2310 (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2310 (config-agg-policer) #fexit

9.2.33 £KIAR U p—DRR

[EX]
show aggregate-police [name]
/985 A —4—|
name BN Y Y —4, BRI TR TOENR Y —N0n"Rt5E 25,
[AJ1E— F]
FEHFHE EXEC £ — P, FibE EXEC £— F
[@iH]
LRV P —DONFEFRT D, FZRNEIL, show class-map 2~ > R THR/REN S police &7 v = v L [AIEE,
[/—H
Ka<wr FeFT1 51203, QoS ZzAMCL T 2L,
[E )

HEHIR Y P —"AGP-01"ONEE ERT D,
SWR2310#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XA Y Y —DEH

E&

police-aggregate name
no police-aggregate name

55 A—F—]
name LT B Y —
ASE— K]
K)o~y T 7T AT~

(B9

77427 TR LT, BRRY b—2RET D,

no X TEIT LGS, NT 74 v 7 7 T RACKTHENR Y b —0RELHIBRT 5,

ERIR U —(GRY >—~< 7« 7T ZAF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/—}]

AKa~v s REFATT 51T, QoS AL THEL Z &,

A—=H YT, LTFOMEA v F—7 2 — AR L TEESED Z LI TERY, A—Z U7 (R H—)
(police Za~> M) #EHLAR ) —~y T EZEHA LN &,

e

it
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o RE T EERTIAVNAN—AL v FEBENTIN—E T UEREA v A —T 2 — R

[ E ]

RY v —< v 7 "policyl"D 2 DD N7 4 7 77 A'class1", "class2"lZxf LT, K47 U +—"AGP-01"% @ H T 5

«  CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L. SITCM IZ L5 A —4 U o 7 % F4T

* Yellow:DSCP fE#Z 10 (& X #1x | Red:filkHE

[ERIAR U P —D1ERK)

SWR2310 (config) #aggregate-police AGP-01

SWR2310 (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2310 (config-agg-policer) fremark-map yellow ip-dscp 10
SWR2310 (config-agg-policer) ffexit

[R VU —DF%E]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #police-aggregate AGP-01

SWR2310 (config-pmap-c) fexit

SWR2310 (config-pmap) #class class?2

SWR2310 (config-pmap-c) #police-aggregate AGP-01

SWR2310 (config-pmap-c) #fexit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1

SWR2310 (config-if) #service-policy input policyl

9235 A—H Y Tho o X —DFKRN

E&y
show qos metering-counters [ifname]
T A—5—
ifname : LAN/SFP R— M B L UGHEA v 4 — 7 = — 24, BRI RR— N2 LT 5,
[AJ1E— ]
FEHEHE EXEC E— N, FrkE EXEC £— R
B

FEE L72 LAN/SFP IR — h B L OGBS v H —T7 = — A 2B D, T_XTOR Y P—{A@BIR U Y —/FEHKR U —)D
A—=5 Y U TREERERRT D,
TR SNDHEHERITLLTO LY,

HE Bl

Green Bytes HI 7 T A Green IS T/ A ML

Yellow Bytes W7 7 A Yellow ([ZMA S L7z 31 MK

Red Bytes W7 T A Red ICFAE NI A ML

717 v N OBIGRIEL, LAN/SFP R — NBLOGREEA v ¥ —T7 = — AR —~ v &l LeRER s LR &35,
[/—H

Ko~ REFETT DI, QoS # AL TR Z &,

[EXE B

LAN R— k #1 O A —% VU > FiEaHEHRE ForT 5,

SWR2310#show gos metering-counters portl.l
Interface: portl.l(policyl)

* Kk ok k kK Inleldual * Kk ok k kK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok k k k )k Aggregate * k Kk kkk Kk
Aggregate-policer: AGP-01
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Class-map : class2
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—HX VT hO o Z2—DI )T

E&N
clear qos metering-counters [ifname)
[/3T7 A—5F—]
ifname : LAN/SFP R — "B L UGHEEA ¥ —7 = — R4, BRI ER— bRt T5,
[AJIE— F]
FiHE EXEC £— K
B

F8E L7= LAN/SFP iR — b B L OGRS v X — 7 = —AZBIT D, TXTORY F—{lBIR Y H—/EHRY —)D
A=V TEEERE ) T T 5,

[/—HI]

Ka<wy REFATT HITIE. QoS ZAMC L TH Z &,
Bl

LANAR— R #l D2 =% U o IHiiHERE 7 UV 73 5,
SWR2310#clear gos metering-counter portl.l

9.2.37 iE{5 ¥ = — DIEE(CoS-Queue)
EE

set cos-queue value

no set cos-queue

[73F A —&—]
value o <0-7>
E(EF = — ID IZxt)is L 7= CoS &
[AJ1E— K]
RV =<y 7 TRAE—NK
[FFA]

LN T T 4y 7 T ACEGEF 2 —&EI S TD,

KEF 2 —OFFEITIE CoS EA A L. [CoS-IAEF = — ID BT —7 /1| ITHEAWHMEF 2 =031 HTHAL
Do

o ERTEITLIZHAE. VT 74 v 7 7 T ACKTHEEF 2 —DIREE TN 5,

[/—}]

Ka< REFITTDHITIE, QoS #ACLTELL I &,

EEF2—EEX. F~—F AT L ITTE R,

CoSIZLDEEFEF 2 —DIFEIL, CoS N T A M E—FNEHERD, R v—~vv Il KRavr NEEah7 7 A~
T IM—DOTHLEENDHE., TORY —<v 7L CoS F 7 A ME— FUA DR — MZIF@#EHTE 220,

[ E B

LAN R—h #1 OZE7 L— A LT FOREE T 5

¢+ 101.00 D%y NT—IMBD NT 7 4 v 7 ZF7FA]

. ﬁbth774/777x1%m#;~x&$$ CEETD

[NTF 74277 TADGE

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2310 (config) #class—-map classl
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SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY 2 —DFFIE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set cos-queue 3

SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9.2.38 /3 ¥ = — DFEE(DSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[T A—F—]
value ;. <0-63>
#{E % = — ID (24} L 7= DSCP fE
[AF1E— K]
R)v—<vv 7« 7 TAE—FK
[FEEA]

LN 74y 7 7 7 AZEEF2—%2H HTo,

E1E % 2 —DFFEITIZ DSCP EZAE M L, [DSCP-AEF 2 — ID AT —7 /1| ITHEOWEEF 2 —23FI 0 24T
b b,

no R TEAT LA, N T 74 v 7 7 TRACKT HEEF 2 —DIEEEZENT 5,

[/—H]

Aoy FEEFTHITIE, QoS A AT LTHL Z L,

BEX2—HEEL. v T EIETERY,

DSCP (2 L B EEF 2 —DFFEIE, DSCP T A M E—FEMLER D, NI v—< vl Kavr Faghr 7 A
YT MW=DOTHEENDSGE, TORY L —~ > 7 I DSCP K7 A ME— LSO R — MITEA TE 720,
[ 2B

LANR— h #1 OZE7 L— LI LT TOREEZT S

© 10.1.00 DRy U= INED T T 4 v T HFFE]

s HELTENT T4 v 7T AFTEEF 22— 3(DSCP2H)EET 5

[T T4 v 7T ADEHE]

SWR2310 (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWR2310 (config) #class-map classl

(
SWR2310 (config-cmap) #match access-1list 1
SWR2310 (config-cmap) #exit

[RY > —DRE]

SWR2310 (config) #policy-map policyl

SWR2310 (config-pmap) #class classl

SWR2310 (config-pmap-c) #set ip-dscp-queue 24
SWR2310 (config-pmap-c) #exit

SWR2310 (config-pmap) #exit

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #service-policy input policyl

9239 R ¥ —= v FERDOER
[
show policy-map [name]
[/3F A =4 —]
name DR ey A, B, TRTORY =y IERNERIND,
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[AS1E—F]
FEFFME EXEC £ — N, b EXEC E— K
B

RELIER) =y TOEREFTT D, ZFNEITLLT,

HH

BzL]

Policy-Map Name

R v~ v 74

State

R >—= v 7 O ik #8(attached/detached)

Class-Map Name

7 7 A=y 7E#R, /T show class-map =2~ R %
ZHOZ &

Match A SES LY
- Match Access-List (77 & A U X | ID)
- Match ethertype (Ethernet Type)
- Match vlan (VLAN ID)
- Match vlan-range (VLAN ID)
- Match CoS (CoS 1)
- Match IP precedence (TOS 18 ¢ %)
- Match IP DSCP (DSCP 1)
Set T =X VRE, EEX2—RE
-Set CoS (FL~—F 73T : CoS 1)
- Set IP precedence (7' L~ —F > V' FE : TOS L)
-Set IP DSCP (7' L ~—=F o 7 #% & : DSCP fif)
- Set CoS-Queue (IX{5 F = —#57E : CoS)
- Set IP-DSCP-Queue (515 = —4#5 /& : DSCP)
Police A=B YT SRV T )~ —F  TRE

KEEAILLT 22

A—BVLT SRV T ) —F L TRED

AL T D LB,

HE LA

Aggregator-Police Name ERIRY =2 HRERE SN TND
BDRH)

Mode A—=H YT T T Y X AL(SITCM/
TrTCM)

SITCM D AR

average rate

k7 4 w7 L— b (Kbits/sec)

burst size

WG h—27 "y hDO/AS—Z R
4 X(KBytes)

excess burst size

il b —27 Xy FOS—Z R
A X(KBytes)

TITCM D HZR

average rate

k7 4 w7 L— b (Kbits/sec)

peak rate

v'—2 877 4 v 27 L — F(Kbits/sec)

burst size

WA RN—27 2y hOS—A K
A A (KBytes)

peak burst size

v —2 =2 "7y RO/N—Z |
A X (KBytes)

yellow-action

ik Z A Yellow (2% 3 2 Eh{E

(transmit/drop/remark)
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HE LA
red-action I 7 7 A Red (2% 5 #ifE(drop/
remark)

+ Match & Set /3.

RESNTWVD DN —DETERREND,

+ Match & Set & Police 1%, *fItn9 % =< > R(match, set, police) 3F%TE S TWRWIEAITFR R INR,

[/ — P}

Kawr Fe2FTT 51203, QoS ZAZC LT 2L,

[ EH

AU —= v 7 "policyl"DIEREFRT B,

SWR2310#show p

Policy-Map N
State: att

Class-Map
Qos—-Acce
Police:

olicy-map policyl

ame: policyl
ached

Name: classl

ss-List Name: 1

Mode: SrTCM

average rate (48 Kbits/sec)
burst size (12 KBytes)

excess burst size (12 KBytes)
yellow-action (Remark [DSCP:10])
red-action (Drop)

9240 vy AT —H ADFER

[EX)

show qos map-status #ype [name]

[T A—F—]

type

name

[ASTE— R
e ME EXEC £ —

[FLAA]

FRT B~ TR

BEE LA
policy RY ==y T DRT—F ANEHRE TR
class VIR T DAT—H AERE TR

TRTHERY v—<v 7 (FILT T A T) OLFR, BERFHLITXTORY v—<v 7
(F72130 9 A7) DG d,

. %k EXEC £— R

R =~y TRV T ANy TDAT — 4 AMERERRT D,
Ka<w RER+T22LT, A —<v7NEDLAN/SFP A— FB L@ A v X —T7 = — X @A STV
B, TTAR Y TMEDORY —< v FIZBEEINTWAENRE, R —v v IRI T A~y TOMEIZET

HIEREMD Z ENTE D,

FTRNEITLTOLEED,

policy-map

HHE RTRAE

input port RY —<v7PEH STV 5 LAN/SFP Av— R &

NGRS L H—T 2 —AD—E
edit/erase policy-map/no policy-map 7337 R[BE & D
attach limitation N Z A hE— RO TS

class-map
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HAE

FTNE

policy-map asociation

JITAR T RBEESINTWELRY v—~v v T O~

edit/erase

class-map/no class-map 23 FE{TAIHED & 5 />

attach limitation

~Z A FE— FEOH

P

RN =y IR T A~y TOERENEIL, show policy-map, show class-map =~ > N TR T 5 Z &,

[/—}]

Ka~vy REFTT5HITE, QoS AL THL Z &,
[ E B

AU —= v 7 "policyl"D AT —H A& FKRT B,

SWR2310#show gos map-status policy policyl
policyl status
input port : portl.3

edit/erase : Disable

attach limitation
CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

77 A<y T class|"D AT —H A Frmd b,
SWR2310#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEF2—DATVa—) LV ITRE

[EFX]

qos wrr-weight queue-id weight
no qos wrr-weight queue-id

(85 A —5—]
queue-id : o <0-7>
EfEF 2 —1ID
weight T <1-32>
WRR D A
(IR E]

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6

no qos wrr-weight 7
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[ AJTE— K]
Ja—\)aryz 41—y T — R
[FREA]

EEF 22— LT, WRR(EAMNE T U RREL)OEALDITREEZIT ),

Al a—0 7 AT, 7T LAN/SFP AR — h B L OGREEA > ¥ — 7 = —AHHOHRE L 72 D,
no X CIAT LA, 5% = — 1 TMaxcHEISP) L 72 D,

[/—}]

Ka< REFITT DT, QoS #AhcL TR L

[BREH]

PE{E S 2 —#T#6 % SP S5 (7T MBI, #5#4#3#2,#1 #0 % WRR 73 (5:5:5:2:1:1) & 5,

H

SWR2310 (config) #no gos wrr-weight 7
SWR2310 (config) #no gos wrr-weight 6
SWR2310 (config) #gos wrr-weight 5
SWR2310 (config) #gos wrr-weight

SWR2310 (config) #gos wrr-weight
SWR2310 (config) #gos wrr-weight
SWR2310 (config) #gos wrr-weight
SWR2310 (config) #gos wrr-weight

O N WD
=N o oo

9242 T 7 4 v 7 V=2 — U T (R— hBEAD)DRE

E&y
traffic-shape rate kbps CIR burst BC
no traffic-shape rate

ST A—F—]
CIR : <18-1000000>

b774/7v~b&m9 HDIABDFEAT D7, ATMEISKE L C IR a2 87
ANRBH L[/ — M)

BC : <4-16000>
JS—Z hHF A R(kbyte), 4kbyte BT CTORIE & 725,

(AR E

no traffic-shape rate
[AS1E— F]
B =T z—AF— R
B
— M LT, Y=V TERET S,
no B CTEITLIEHA, R— by =—E U 7ORTITE L 725,
[/— "}
Ka<o REFITTDHITIE, QoS #ACLTHELL T &,
774y 7 b= MIWDIARBRET D720, AMEI L TEBOBERMENRR L5517 5,
Bl
LAN 7R— k #1 7» 5 D415 % CIR:30016kbps, Be:1876000byte (24X %,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 N7 4 v IV — LT (Fa—H)DORE

[EX]
traffic-shape queue gueue-id rate kbps CIR burst BC

no traffic-shape queue gueue-id rate
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[78T7 A —=F—]

queue-id . <0-7>
BEEF 2 —1ID

CIR : <18-1000000>

N7 74 w7 L— ~(kbps), FOIABNFEAET D76, ATHMEICK L CTEBEO@ HE #72
LEENRH D[/ — MBIR)

BC 1 <4-16000>
R—Z hH A K(kbyte), 4kbyte EENL TORRE L 25D,

(AR RE]

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[ AJTE— K]
A B —T 2 —AF— R
B

A= RFDEEF2—IX LT, Y-V 7 E2RET D,

no W TIFAT LI G, BEF2—ICHT L3 =— VU 7OREITEN L 2D,

[/—}]

ARa<wr FEFETTHITE, QS AL THELL T &,

N7 74y 7 L— MINDIALDBRET D7D, AJMEICH L TEEOBIMEN R 2258030 %,
[ E ]

LAN R — b #1 O F = — #0 7> 5 D%{F % CIR:10Mbps, Be:64000byte (2685,

SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 — &7

9.3.1 7 & —#fHIIEEE 802.3x PAUSE DEZE)DRER AT B)

EEy

flowcontrol #ype
no flowcontrol

[/XT A—F—]
type 7 ua—HlEoBE
R EME B!
enable 7 a—#liE &2 G T B
disable 7 v —ifilfHl & 3 5
[ E]

flowcontrol disable
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[AJ1E— R
ra—m)var 74— g rE— R
B
AT NAERD 7 v —HIEI(IEEE 802.3x PAUSE 7 L — AREZA(E) 2 AN 5,
no X THFAT LI=mE, 7 v —Hilllz Eahicd 5,
[/— 1]
QoS HREM AR L &, AT D7 u—HlllEZ BN THZ LT TERU,
7u—fllEZ G LeGE. BEICT —L My THRBITEDIC /R 5, 272, AZ v ZEREDN A LTS
BIEARFIBRICEEY L2,
A =T 2 =207 —{flilE, AT LUEA L E—T 2 =2 O T v —HEREE ENENAIN LTS
BOHENET D,
[ E 5]
VAT LD T m—ilill e AT D,
SWR2310 (config) #flowcontrol enable

9.3.2 7 u —ffH(IEEE 802.3x PAUSE DXEZE)DFREAM vV F—T = —R)
EEN

flowcontrol #ype

no flowcontrol

[35 A—5—]
type D 7 u—HEOEE
R EE B!
auto 7u—HEOREIR A== g U EFR)
[ )
both Pause 7 L' — L DFME/ZEEADIT S
disable 7 v —fil# & BT 5
[WIHIRRE]
flowcontrol disable
[AJ1E— K]
f B =T 2= AF— |
[FEHA

LAN/SFP 7R — k @ 7 o —#I##I(IEEE 802.3x PAUSE 7 L — A %ZE) & BT 5,

no A TIAT L7 HA. 7 v —iilill & Jhic 4 5,

[/ —}]

A2~ Ri% LAN/SFP 7R — T D B3 & FlHE,

VAT LD T v —iEN N e G S EIE LR,

PAUSE 7 L —ADEFE L ZEIEW Sty N THWESORE L 25,

rP BT BRI O AL 5 A3 241297 % PAUSE 7 L— A D HIBTIERIE, OXxFFFF(65535) & 4 %,

UTOHIRER® 5,

o SFP+EVa— N EHWLEE, 7a—fl#EloaBEirT = — g IR AR — K,

« TROFHFCHETIHE, BB I T — 3 B X Pause 7 L— AEEIIRY A — b, (Pause 7 L — L%
FEOHHHR—])
o RZ VDA RN. Do, T —HENE RS

o VR — MZIE"flowcontrol auto" & 5% E TX 720N,

[BREH]

LAN R— b #1 © 7 o —#lf 2 Hhd 5,
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SWR2310 (config) #interface portl.1l
SWR2310 (config-if) #flowcontrol both

LAN F— k #1 © 7 o —§l# & iz 4 3,

SWR2310 (config) #interface portl.l
SWR2310 (config-if) #no flowcontrol

9.3.3 7 u —HlHOBEREBORR

[ER]
show flowcontrol [inteface ifname]
[F—T— k]
interface D RBRTEA A =T 2 —AEIRETD
[73T7 A —=HF—]
ifname : LAN/SFP R— 4, BIEHFIXEA v X —T = —RAEXRET D,
FRT DAV H—T = —A
[AJTE— K]
HHrtE EXEC £ — R, %§#E EXEC £— I
[BiA)
7 b —HIENZ B D E ROE N/ EER), PAUSE 7 L — LA DEZEE) 2 Fornt 5,
[/ — 1]

PAUSE 7 L — AEZEHIT, U R— b7 a0 —HlENELE 2> TWEBADHREREND,
PAUSE 7 L — LEZ{E80L. clear frame-counters =~ > NE(THC 7 U T &N 5,

[BXEHI]
LAN R— k #1 © 7 o —#lHIES % £51T 5,

SWR2310#show flowcontrol portl.l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0
2AR— b0 7 v —HflEERERR<T D

SWR2310#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — A

9.4.1 A h—AHIHEORE

[EX]
storm-control fype [type..] level level
no storm-control

X5 A—F—]
type LR N LEE S AT



level

(IR E]

no storm-control

[AS1E— F]
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A h—AfilElZ A 7

B

Tr—R¥ ¥ A MR N AHIEEFZHICT

broadcast z
multicas < LT E A DA = MHEE AT
unicast SEEAHD =% ¢ X b7 L— 2Ol %

BINZT %

<0.00-100.00>

Ml 2 #IiE D/ S —t o F — IV TRET S
BE I/ N BORLL T 2 AL E TRRIETE %

A HE—=Tz—AE—F

[Fi ]

LAN/SFP AR— NIkt L7 r— K¥ ¥ A b A b —AMIfH, ~LFF v 2 A b—2AHI#HB IO, s rfHO2 =%
A N7 L—LORIEZEEIZ L., ZEFHIRZ T 5,
MIEZBZ TZELE7 L—AEESN D, 7272 L, BED 100% D5 A 132 EHIRIZ Ly, BETe” L—2A
HFETHY ., FEHNZITERETE 220,

[ E B

LANFR—F#l OT B — RFF ¥ A A M—LHf LA TFFr 2 b A F—LEEEZ BN UBIE 30% %2R ET 5,

SWR2310 (config) #interface portl.1l

SWR2310 (config-if) #storm-control broadcast multicast level 30

9.4.2 A b — ALl {5 ERMEDFT

[EX]

show storm-control [ifname]

[/8T7 A —=F—]

ifname

(AR E]

L

[ASTE— K]
FEHHE EXEC E— K,

[@iA]

LAN/SFP R— h DA X —T = — R4
TR T DA H—T =2 —R&

7 L — LD EIREEF T D,
B =T 2= AZ B LT HEIE. B VX —T 2 —ANAB 5,

[EEH]

A U H =T 2= ADOBRERELZ TR T D,

SWR2310#show storm-control

Port

portl.
portl.
portl.
portl.
portl.
portl.
portl.
portl.

QO Jo Ul W

kg EXEC E— K

BcastLevel McastLevel
30.00% 30.00%
20.00% 20.00%

100.00% 100.00%
100.00% 100.00%
50.00% 50.00%
100.00% 100.00%
100.00% 100.00%
100.00% 100.00%

30
30

UcastLevel
100.

20.
100.
100.
100.
100.

00%
00%
00%
00%
00%
00%
.00%
.00%
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10 =
TV Ir—g v

10.1 2— % /)L RADIUS H#—/ —

10.1.1 = — % L RADIUS H— —RE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A MERFIT 1812 & D)
(R
radius-server local disable
[AFIE— K]
Jga—\)varyz 4 b—y g rEw—NR
[FAA]

= — 77 /L RADIUS % — "—#§Re D F 2N/ 2 2 5 ET D,

F7o, WEEH UDP R— FESELETT LI LNTE D,

no JTER Ca~ > R&EFAT LA 3R EMICR D,

[/—}]

72— 77 /L RADIUS $r— N—HEREZ 32 72 I21%. HAJIT crypto pki generate ca =~ > N T/L— MRGER % Ak
TLONEND D,

[BREH]

B —71/L RADIUS ¥ — —tKREZ AT D,

SWR2310 (config) #radius-server local enable

10127 78R VB —T =2 —ZADHRE
[EX]

radius-server local interface interface

no radius-server local interface
85 A—H—]
interface : VLAN A V' #— T = — R4,

[FIHAER E]

L

[ASE— R

Ja—\)ary7 4l L—g s EF— KR

[FHA]

7 —77 /L RADIUS Y —/N—=~DT 7 X% #H 0T 25 VLAN A VX —T = — A RET D,
TIBAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —7 =— A% HIBRT 5,

[ EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> h(NASYOHDT 7 A% T[4 5,
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SWR2310 (config) #radius-server local interface vlanl
SWR2310 (config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR
BV

crypto pki generate ca [ca-name]

no crypto pki generate ca

[T A —H&—]

ca-name L BRGIFE4
FREER4 DA FTRESCF
o 3FLLE 32 XFELHN
o \[]/"?2 A= RERR AT - PAT S
« "DEFAULT"Z}EEART]

(18R E]

L

[AJTE— K]

Ja—\)ary7 41—y g T — R

[FRHA]

7747 v MNERAEEZBITT D100 — NERRER A AT 5,

RAER4 AW L5613 "YAMAHA_SWITCH" 2 H 4%,

no W CTa~r REFETLgE1E, i€ Lo/ — FNERERZHIBRT 2,

[/—}

NV— FRBRER A AR L TV R WEEIE, = — /L RADIUS $— N—FEREITAE FH T & 220,

BEIZ N — FREGER D ER SN TV ORI TR R HFERA R E L6, V— FMRERIL EEE S5,
N— FBGERZHIREII EEETD L BITHELDT T4 T > FEAFT TN TEY) L2 D,

Jb— REBAFRAMFEIE LT T 1 erypto pKi generate ca iX 232 & Lb— REBFER & LT TE 720y,
(B ]

PFEfA4 A "MYRADIUS" D /L — hiBFER % KT 5,

SWR2310 (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y a U E— R

[E=]

radius-server local-profile
[AJTE— K]
Jgua—\)varz 4 lb—y g rEw—NR
[FAA]

RADIUS 227 4 J L—3 g3 UF— RIIBITT A,
1 — % L RADIUS H— S — e OB RE A R T 272D DE— R CTh B,
B!

RADIUS 2> 7 4 L —3 g »E— NIZBITT A,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #

RIE

(1]

10.1.5 FBFEHF XD
[EFX

authentication mode [mode...]

no authentication
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[T A—F—]
mode Tk 77 2
REME B

pap PAP F2aE /7 2
peap PEAP #AlE 7 =
eap-md5 EAP-MD5 58457 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

(AR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE— F]

RADIUS =7 4 7V Lb—va E— N

[@iA]

= —77 /L RADIUS $— "— T3 238G N a5 E T %,

no B Ta~y REET LA ITMFREMEICREY . T X TORIMLTADBGIE D,
[/—H]

PEAP, EAP-TTLS #¥FEF O NHERFRFEF R & LT, MSCHAPV2 & MDS &% 7R— b9 5,
MD5 AT 25613, BREHF U eap-mdS ZHRET DL ERH B,

[ EH]

3 % F85E 5 % PEAP, EAP-MDS |[ZHlBRT 5,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #authentication peap eap-md5

10.1.6 RADIUS 7 5 A 7 2 F(NAS)DFRE

[EFX]

nas host key secret

no nas sost
[F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & ODBERFICHEHT 5 /XA Y — RZRET 5
[73F A —&—]
host S IPTRUVA, FE, PRy NU—ZT RLX
REE A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui & o
. _ . Ty bV =2~ A7 OFHIT 8~32 T IP 7
IPv4 % v k7 —27 7 KL A(AB.C.D/M) RLADER L0 & 725
=X AT RLADS L REET KL
IPv6 7 K L A(A:B:C::D) A(:128), T 7 AV hb— R T R L A(::/0),
N—T Ry 7T R L A28 &2 RN T- 6 D
IPv6 > b7 —2 7 KL Z(A:B:C::D/M) TVT 47 AKX 1~128
secret D HEENRRTU— R

(128 SCFLAN, \[]"? A= R ZER< P AEET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 ' L—varE— R
B

RADIUS 7 A 7> U A MZRADIUS 7 74 7 > F(NAS)Z BT 5,

B RBEREIE 100 TH D,

no B Ta~r FEFETLEEEAIE. $8E L= RADIUS 7 74 7> FOREZHIERT 5,
[/ —F]

ARa~ o RTEE L RADIUS 7 7 A 7 M(NAS)E#tIX. running-config, 3 KT}, startup-config (ZIFFRR S 4172
Uy,

Flo, BEOREI~VY FEFRARY, Ravr REFETLERRTRET —# & LTRFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H#IZ. show radius-server local nas =~ > K TR TX 5,
A DA — FIRGEHERE Tr — /L RADIUS —_—Z 45 ET 25613, U T E2RET DLNENH D,
SWR2310 (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /XA T — K"abede"?® RADIUS 7 71 7 > F(NAS)Z BT 5,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
| us]er userid password [vlan vian-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid

[ZF—U— K]
vlan : #AFv”7 VLAN IO VLAN 23R ET 5
mac DRI ARERE LT WEAICEAD MAC 7 RLAERET 5
ssid DOHEREL T D SSID & HFE L72WEEIT SSID 2 HET S
name A=Y ARRERET D
mail D 7 TIAT V PREHEORA A AT VR EBRET D
auth CORRES RS A T ERET D
expire LU TAT v MEMEO AR AR E T 2 GRAE T A 78 EAP-TLS O35 O A4 7%))
T A—F—
userid ;. a2—H%—1ID

(3 3CF-LAE 32 SUF LA, "DEFAULT" X5 E AR AT)

FRRET AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A= R Z BRI AR
EIS") AR — < e Insg

EAP.TLS \%L]-/%ﬁ';%a% 2 A bR <A I
password D RXRAT—

(32 LFLIN, \[1" 2 A=A 2 IR A IET - FMAFLS)
vian-id 1 <1-4094>

2 AF 327 VLAN 1D VLAN % =
mac-address : hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R LA

ssid o &S SSID
(32 LFLINL \[1"? A= 2 BB A8 - A5
name D a—W—4
(32 LFLAN, "2 A= R &R AT - AT
mail-address . A—LT RLZA
(256 SCF-LIN, AR L - @)
bpe =V
REME B
PAP §RiE X (= —%—1ID L XA U— K%
pap AT %1 7)
PEAP, EAP-MDS5, EAP-TTLS F8iF 7 X (== —
beap P—ID L RAT — REMET 2 41 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D HAT(AEMSEE 2037/12/31 L 5)
(YYYY/MM/DD ZAE B £ 225 2037/12/31 £ T)
[FIHIER E]
L
[ASE— )
RADIUS 27 4 7 L—3 a3 »E— R
[BiHA)
RADIUS H— _—TFFET 52— — %857 5,
B KRB ERELIE 2000 TH 5,
no B CTa~y REFETLIESGAIE, BE Lica—F—%HIRT 5,
FBREH T EAP-TLS 87 L7284, certificate user 2~ R CZ 74 7 > FEHAEDRITHNMLE L 70 D,
Flo, NRATU—=RRZ 747 v MiEHEOAIWIRAZEE LIGE S, BESZ 747 2 MEHEORITHLE L 72

Do
7 74T v MEAEZRITHADO 2=V =2 IRT 556, BBICY 747 & MEAEO KDL ZAT 9,
[/ — ]

ARKa<y FCHEE L2 ——1F#HIL. running-config, 3} LT, startup-config {ZITFR/R 720,

T, BEOREaA~Y REITRRY, Ravy REFATLERRATRET —¥ & LTRFEEIND,

FRTE Lz — —1H#IL, show radius-server local user =~ > K CHER TX 5,

mac ¥— U — R THET D MAC 7 KL AlZ, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354

RSN D,

ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & =AM A S h
60

[BREH]

PRREL— W —Z X T D,
SWR2310 (config) #radius-server local-profile

SWR2310 (config-radius) #fuser yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FHEFEREIFR O E
[EX]

reauth interval time

no reauth interval

[/NT A—F—]

time : <3600,43200,86400,604800>
FROREMH PR DR

(AR E]

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7 L—3 g VE— R

(LA

RADIUS 7 7 A 7 > M(NASWZi@ A9 5 HidaE M@ 2 5% Ed 5,

FRAGERIFR & LT T 2 20285 22220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZ A B 5,
no JER Ca~ > REFIT LG EIIOMEREICRT,

[ EH]

PSRRI %2 604800 FYIZR%ET 5,

SWR2310 (config) #radius-server local-profile
SWR2310 (config-radius) #reauth interval 604800

10.1.9 17— %L RADIUS ¥ — S—~DFEF— & Kk

[EX]
radius-server local refresh
[ATJ1E— K]
¥ibE EXEC £— K
B

17— /L RADIUS $— —|ZBEDRRE & Ik S 5,

RADIUS B DR EZZH L2 HE1X, T ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHF I H 4
ERH D,

[/—}]

ARawy REFATLIHA. 2— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 Ho b L s etk
WZHBET S

[B%E A1)
17—/ RADIUS $r—/"—{Z, BIEORELZ XM IE 5,

SWR2310#radius-server local refresh

10.1.10 7 5 A 7 v FEEFAZORST

E&
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA 7 FEHFEOFAT L AR — =~ A — L B RS,
[73F A =4 —]

userid . a—%—1ID
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(3 3CF-LAE 32 SUFLAN, "DEFAULT" X5 E A A)

RREH R AJTRIBEICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT AT
] \[1/:%]|<>"2? A= &R PEATEH
FAP-TLS FOEATE
[AF1E— ]
¥t EXEC E— I
B

EAP-TLS iBiF XA E L TWbHa—H—D 27 T4 7 FEHEZHITT 5,

2—H— 1D ZAHME LI25A1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELEZ —FERITT 5,

« V747 MEHELEZ ELIHITL TR —F—

o NRU—=R, 7747 FNEAZEORIHIREZZE Liza—HF—

FORE % EAP-TLS ~A W L7z —H—

FBRE % EAP-TLS 75 EAP-TLS DISMZA R L2 —H—1X, AEICY 74 7 > FaEEEZ RS 5,

mail ¥—U— R&ZFEELZHE, user 2~ RTREL TWVWDA—ILT RLANT T4 T 2 MiEHELEEMAT D,
A=V DL E RSN HOWTIL, FEAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7 L— MIHEH,
AT RUARHEE SN TR WIGEEIT A —LEE LR,

[/ — ]

7747 FEHFEIT 1 2= —IZOZ 2 BETHEITTE D, 2L EFITLIELEITH VO S D0 BIEEIZ KL
ERGE

7 TA47T » FEHFEO—ERATIIRFM R D72/ Ny 7 75 R T TE Y FITHTh a~ 2 FETIIEE
Th b,

L, T a<y RIZOWTUIETTE RV E D IHIRZ 20 T D
* crypto pki generate ca

* o crypto pki generate ca

* nas

* user

 certificate user

 certificate mail user

+ certificate revoke

+ certificate export sd

* copy radius-server local

[ EH]
7747 v MNiEHEE —ERITT 5,
SWR2310#certificate user

10.1.11 7 5 A 7 M IEBHE O RIT T

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FIEE certificate user 2~ REFITTHZ LT 747 FEHZEORITZHEHATE 5,
[E )

74T v MNEHEO—FERITE P ST 5,

SWR2310#certificate abort
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10.1.12 7 A 7~ FEEAED LS
[EFR]

certificate revoke user userid

certificate revoke id certificate-id

[F—TU— K]
user D BELEa—Y =D 74T v NEAEEZ RS D
id D RELEIAT U MAEAEID O 74 7 2 MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CFLAE 32 SUF LA, "DEFAULT" (345 E AR AT)
RIEH R AJIAIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R AT AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. 2 A Z R < A IR
certificate-id T4 T FREHEID
"= ID"-" ) T AE S OB G DY
[AFIE—F]
Rt EXEC E— K
[REFA]

BELa—Y—F737 747 MEAZEID 07 74 7> bEAELZ RSB,
7747 v MNERAENREINTGE. T OEAEEZ M S ZFRGEIT AT 5,

[/—}]
7 7 A 7 > NREE ID(certificate-id)IZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

Z—H—1ID"Taro" D7 T4 7> FEHEZ RS D,

SWR2310#certificate revoke user Taro

7 A7 MEEBE ID "Taro-DF5S98EE9B44D22CC" D7 T A 7 ¥ haEEZ R S H 5,
SWR2310#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A 7 v biEAEO T 7 2R — ~(SD = E'—)
[ER]

certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI IAT v NEHEE T AR— T 5

user D HELE— -0 FA4T7 v FEEE T AR - TS
compress ©ozip 7 7 A MTHERET D

/3T A—&—]

userid . a2—%—1ID
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(3 LA L 32 SUFUAPY, "DEFAULT" (36 7E R 7))

RREH R AJTRIBEICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT AT
] \[1/:%]|<>"2? A= &R PEATEH
FAP-TLS FOEATE
[AF1E— ]
¥t EXEC E— I
B

74T MiEHESR, SD I— Rz 7 AR— 15,
T AR— ML, SD 1 — RIN® /swr2310/certification/ T 5,
compress ZF5E L2 E1X. 7 747 > FREHEZ ZIP 7 7 A VITEM L T b7 AR — T 5,

= RR— b &
" TRTDOT T7A47 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2—Y—02r F747 v FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
=M

Ty AR N END S TAT v MR EE. BEO | EBOHTH S,

B2 fl]

22— —ID Yamaha ® 2 7 A 7 FEEA SD 1 — R~/ AR — 2%,
SWR2310#certificate export sd user Yamaha

10.1.14 7 A 7~ FREBAED T 7 AR — M(A —/ViE(E)

E&

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEAEE A —VEET D
user D BELEa—Y 27 T4 T MNEAEEZ A —VEET D
compress 2 ZIP 7 7 A VIZIERET D
[/XT A—F—]
userid . o—H%— 1D
(3 SCFLA L 32 SCFLAN, "DEFAULT" I35 E A 7))
AL = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATEET - EAR S
\[1/:%|<>"2? AR_— R &R AT
EAP-TL B
> PR
[AFTE— R
¥i#E EXEC £— K
[FAA]

7 IAT v MEBHEZ XA — VIR L TH 2 —F =T A —ILiEET D,
BT 79407 FIFHEIL, HFa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N W AW a2—PF— |25 LTI, A—/LDEENMThILe,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OHL/ I EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHIMEHTLIA—NLT 7L —FIDZHRTEL TEMEND D,

[/ —H]
A—=IVIKEEND 7 TA T FEEHEL, BHO 1 @BOHRTH D,
[EXEH]

22— —ID Yamaha ® 2 7 A 7 biEEE A —VIEET D,

SWR2310#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

[EF
copy radius-server local src_config num dst_config num
ST A—F—]
src_config num . AE—EDaA LT 4 TR
BREE Bl
<0-1> T T #O-#1
sd SD 1 — FND=a 7 1 7
dst_config_num D av—onar T 4 Ik
RIEME B
<0-1> a7 (T HO-#1
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
B
2 —7% L RADIUS $r— =2 57 =%~z at'—7 %,
o Jb— FEREER

o FITLT=V T4 7 2 FiEHE
¢ a—P—F—x
. BT AL

a<r RRELEOET N TOREL 2 E— LIZWEATL, copy startup-config =~ > R Ta =45 Z LN TX
éo

[/—F]

SD H— KB~ PENTWARVIREET, sd 2 ELSE/AIT= T —L 725,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD I — R~a ' —14 %,

SWR2310#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 > F(NAS)DFIR
E&y

show radius-server local nas /ost
[2XF A—%&—]
host D IPT7TRUVA, FHE, IPRy hU—=Z T LA
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BEE A
0.0.0.1~223.255.255.255 ® 9 H 127.0.0.1 %
[Z3AYl N0

T NI =7~ A7 OFPHIL 8~32 T IP 7
RUADRAMNBIZO0 L7225

A=F XY A RT RLADI B RIEET L
IPv6 7 K L A(A:B:C::D) A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T Ry 7T KU AC128) &RV -8 D

IPv4 7 K L Z(A.B.C.D)

IPv4 %> b U —27 7 KL A(A.B.C.D/M)

IPv6 % v kT —2 7 KL Z(A:B:C::D/M) TVUT 47 AR 1~128

[AF1E— ]

¥iHE EXEC £— K

[FAA]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,

[ EH]

IP 7 R L A%3"192.168.100.0/24" D RADIUS 7 7 A 7 > h(NAS)Z £ 5,

SWR2310#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24 abcde

10.1.17 BBt — P —FHROFR

k={

E2N!
show radius-server local user [detail userid]

[F—U—F]

detail EE LT — - ORI R R TS

[/ A — & —]

userid . a—H¥— 1D
(3 CFLL L 32 SCF LN, "DEFAULT" (348 E R Al)

ABREST A AS BT
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A=A %R AT EATL
PEI<S" ) ANR— G < el B

EAP-TLS \qy/#:ﬁt T ? A A %R < A 5K

[AS1E—F]

Kt EXEC £— K

[RLBA]

a—P—fFRERTT D,

[BREH

A—F—HFRO - HE2TKTT D,

SWR2310#show radius-server local user

Total 1
userid name vlian mode
00a0de001080 YamahaTaro 1 eap-md5

Z—4— ID 73"00a0de000001" D = —H —{F i & £ 7T 5,

SWR2310#show radius-server local user detail 00a0de000001
Total 1
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userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 74 7 ¥ FEEAZEORBITIRER =

[EFX]

show radius-server local certificate status

[AJT1E— K]

¥iHE EXEC £ — K
B
7 FAT v MEMERITREOREEZ R TT D,

FITIRRE N
done 54T v FREIEDORITNGE T E I IERREIT
processing 7 74T v MEAEEZFRITH
aborted certificate abort 2~ K72 BN K~ To 747 > MiE#A
FEORAT & W

Bt
7747 v MEAEBITRBEOREZ R RT 5,

SWR2310#show radius-server local certificate status
certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]

[F—U—F]

detail DR -RERR TS

[T A—=HF—]

userid . a2—%—1ID
(3 CFLLE 32 SCF LI, "DEFAULT" (X486 E R Al)

RAEH R ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
- P A

EAP-TLS \“%E]-/%Lﬁ',;;% ? A 2% i< AR

[AT1E— K]

HHE EXEC £— R

[FHA]

FATH 2 TAT > NEBED ) A N2 RRT D,

userid 18 E LT A 11X, T2 —F—0OiEMiERAE £ T 5,
[BREH]

i — P — DT T4 T M EEERET D,

SWR2310#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR Y X M RAR

[EX]
show radius-server local certificate revoke
[AJTE— K]
ke EXEC £—
(R EA]
KRB INT=T T4 7 > FEHED Y A N &2 FRRT 5D,

RENEH NE

revoked FENZ LD KD

expired A RIARREIAIC K D K%)

[BXEH)
7747 v MEHEORZ Y A M ERRET D,

SWR2310#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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A

aaa authentication auth-mac 173
aaa authentication auth-web 173
aaa authentication dotlx 172
access-group (IPv4) 284
access-group (IPv6) 286
access-group (MAC) 289
access-list (IPv4) 282

access-list (IPv6) 285

access-list (MAC) 287

access-list description (IPv4) 284
access-list description (IPv6) 286
access-list description (MAC) 288
action 139

agent-watch down-count 119
agent-watch interval 118
aggregate-police 314

arp 250

arp-ageing-timeout 251
arp-ageing-timeout request 251
auth clear-state time (f > % —7 = — A& — F) 191
auth clear-state time (7' 22—/ 3L 7 ¢ 7 L—3 3 »F— K) 190
auth dynamic-vlan-creation 180
auth guest-vlan 180

auth host-mode 178

auth order 179

auth radius attribute nas-identifier 186
auth reauthentication 179

auth timeout quiet-period 181

auth timeout reauth-period 181
auth timeout server-timeout 182
auth timeout supp-timeout 183
auth-mac auth-user 176

auth-mac enable 176

auth-mac static 177

auth-web enable 177

auth-web redirect-url 189
authentication 331

auto-ip 247

B

backup system 145
banner motd 32
boot auto-apply 39
boot prioritize sd 38

C

cable-diagnostics tdr execute interface 46
certificate abort 336

certificate export mail 338
certificate export sd 337

certificate revoke 336

certificate user 335

channel-group mode 163

class 301

class-map 300

clear access-list counters 290

clear arp-cache 250

clear auth state 190

clear auth statistics 188

clear boot list 38

clear cable-diagnostics tdr 47

clear counters 158

clear ip dhep snooping binding 243
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clear ip dhep snooping statistics 243
clear ip igmp snooping 275

clear ipv6 mld snooping 281

clear ipv6 neighbors 260

clear lacp counters 168

clear lldp counters 116

clear logging 60

clear mac-address-table dynamic 198
clear qos metering-counters 320

clear spanning-tree detected protocols 224
clear ssh host 94

clear ssh-server host key 91

clear system-diagnostics on-demand 46
clear test cable-diagnostics tdr 47
cli-command 140

clock set 47

clock summer-time date 49

clock summer-time recurring 48
clock timezone 48

cold start 143

config-auto-set enable 126

copy auth-web custom-file 191

copy radius-server local 339

copy running-config startup-config 33
copy startup-config 36

copy tech-support sd 44

crypto pki generate ca 331

D

description 147

description (schedule) 139
dns-client 262

dns-client domain-list 264
dns-client domain-name 263
dns-client name-server 263
dotlx control-direction 174
dot1x max-auth-req 175
dotlx port-control 174

E

eee 149

enable password 28

erase auth-web custom-file 192
erase startup-config 35
errdisable auto-recovery 195
event-watch disable 125
event-watch interval 126
exec-timeout 53

F

firmware-update execute 130

firmware-update http-proxy 129

firmware-update reload-method 133

firmware-update reload-time 133

firmware-update revision-down enable 131

firmware-update sd execute 132

firmware-update timeout 131

firmware-update url 129

flowcontrol (f > % —7 = —ZAE— R) 327

flowcontrol (7 @ —/ )L a7 4 7 L—3 3 U F— R) 326

H

hostname 142
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http-proxy 87

http-proxy timeout 87
http-server 83

http-server access 85
http-server interface 85
http-server language 86
http-server login-timeout 86
http-server secure 83

|

instance 224

instance priority 225

instance vlan 225

interface reset 156

ip address 244

ip address dhcp 245

ip dhep snooping (1 > # —7 = —AFE— K) 235

ip dhep snooping (7El‘—/§/l/:l V74T =g e R) 235

ip dhcp snooping information option 237
ip dhep snooping information option allow-untrusted 238
ip dhep snooping information option format remote-id 238

ip dhcp snooping information option format-type circuit-id 239

ip dhep snooping limit rate 240

ip dhep snooping logging 240

ip dhcp snooping subscriber-id 239

ip dhep snooping trust 236

ip dhep snooping verify mac-address 237
ip forwarding 251

ip igmp snooping 268

ip igmp snooping check ttl 271

ip igmp snooping fast-leave 269

ip igmp snooping mrouter interface 269
ip igmp snooping mrouter-port data-suppression 273
ip igmp snooping querier 270

ip igmp snooping query-interval 270

ip igmp snooping report-suppression 272
ip igmp snooping version 272

ip route 247

ipv6 254

ipv6 address 255

ipv6 address autoconfig 255

ipv6 forwarding 260

ipv6 mld snooping 276

ipv6 mld snooping fast-leave 276

ipv6 mld snooping mrouter interface 277
ipv6 mld snooping querier 278

ipv6 mld snooping query-interval 278
ipv6 mld snooping version 279

ipv6 neighbor 259

ipv6 route 256

L

12-mcast flood 267
12-mcast snooping tcn-query 268
12-unknown-mcast (f % —7 = — ZXFE— ) 266

12-unknown-mcast (7 2—/ NV 7 ¢ JL— 3 UE— R) 266

12-unknown-mcast forward link-local 267
12ms configuration 117
12ms enable 117

12ms filter enable 120
12ms reset 121

12ms role 117

lacp multi-speed 167
lacp port-priority 172
lacp system-priority 166
lacp timeout 167
led-mode default 144
line con 52

line vty 53

1ldp auto-setting 105

1ldp interface enable 112

1ldp run 103

11dp system-description 104
1ldp system-name 104
1ldp-agent 105

logging backup sd 59
logging event 58

logging facility 57

logging format 56

logging host 55

logging stdout info 58
logging trap debug 57
logging trap error 58

logging trap informational 57
loop-detect (f » &% — 7 = — AFE— ) 232

loop-detect (/' v —sS)L a7 4 JL—3 g9 E— R)231

loop-detect blocking 233
loop-detect blocking interval 233
loop-detect reset 234

M

mac-address-table ageing-time 197
mac-address-table learning 197
mac-address-table static 198
mail certificate expire-notify 101
mail notify trigger 96

mail send certificate 100

mail send certificate-notify 100
mail server smtp host 95

mail server smtp name 96

mail template 97

management interface 55
match access-list (QoS) 302
match access-list (VLAN) 291
match cos 303

match ethertype 304

match ip-dscp 303

match ip-precedence 303

match vlan 304

match vlan-range 305

mdix auto 149

mirror interface 151

mount sd 143

mru 148

mtu 252

multiple-vlan group name 212
multiple-vlan transfer ympi 212

N

nas 332

ntpdate interval 51
ntpdate oneshot 51
ntpdate server 50

P

pass-through eap 193

password-encryption 28

ping 253

ping6 261

police single-rate (RN J > —~ v 7 « 7 5 ZF— ) 310
police single-rate (42548 U % —F— ) 315

police twin-rate (N J ¥ —~< v 7 « 7 7 XF— ) 311
police twin-rate (SE497R U ¥—E— F) 316
police-aggregate 318

policy-map 306

port-channel load-balance 169

port-security enable 193



port-security mac-address 194
port-security violation 194
private-vlan 201

private-vlan association 202

Q

qos cos 294

qos cos-queue 298

qos dscp-queue 299

qos enable 293

qos port-priority-queue 299
qos queue sent-from-cpu 300
qos trust 295

qos wrr-weight 324

R

radius-server deadtime 185
radius-server host 183
radius-server key 185
radius-server local enable 330
radius-server local interface 330
radius-server local refresh 335
radius-server local-profile 331
radius-server retransmit 185
radius-server timeout 184
reauth interval 334

region 226

reload 142

remark-map (R > —~< v 7« 7 7 ZF— )313
remark-map (25974 U —F— K) 317
remote-login 136

restart 142

restore system 146

revision 226

rmon 70

rmon alarm 73

rmon clear counters 78

rmon event 72

rmon history 71

rmon statistics 71

S

save 33

save logging 59

schedule 137

schedule template 140

script 141

send from 98

send notify wait-time 99
send server 97

send subject 99

send to 98

service terminal-length 54
service-policy 307

set cos 308

set cos-queue 320

set ip-dscp 309

set ip-dscp-queue 321

set ip-precedence 309

set lldp 106

set management-address-tlv 106
set msg-tx-hold 110

set timer msg-fast-tx 109

set timer msg-tx-interval 109
set timer reinit-delay 110

set too-many-neighbors limit 111
set tx-fast-init 111
sfp-monitor rx-power 160
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show access-group 290

show access-list 290

show aggregate-police 318

show arp 249

show auth statistics 188

show auth status 186

show auth supplicant 187

show boot 38

show boot prioritize sd 40

show cable-diagnostics tdr 47

show class-map 305

show clock 50

show config(show running-config) 34
show config(show startup-config) 35
show ddm status 159

show dhcp lease 246

show disk-usage 41

show dns-client 264

show eee capabilities interface 150
show eee status interface 150

show environment 40

show errdisable 196

show error port-led 145

show etherchannel 164

show etherchannel status 170

show firmware-update 131

show flowcontrol 328

show frame-counter 157

show http-proxy 88

show http-server 84

show interface 153

show interface brief 155

show inventory 40

show ip dhcp snooping 241

show ip dhcp snooping binding 242
show ip dhcp snooping interface 241
show ip dhcp snooping statistics 242
show ip forwarding 252

show ip igmp snooping groups 274
show ip igmp snooping interface 275
show ip igmp snooping mrouter 274
show ip interface 244

show ip route 248

show ip route database 249

show ip route summary 249

show ipv6 forwarding 260

show ipv6 interface 256

show ipv6 mld snooping groups 280
show ipv6 mld snooping interface 280
show ipv6 mld snooping mrouter 279
show ipv6 neighbors 259

show ipv6 route 257

show ipv6 route database 258

show ipv6 route summary 258

show 12ms 121

show 12ms agent-config 123

show lacp sys-id 166

show lacp-counter 168

show led-mode 144

show lldp interface 112

show 1ldp neighbors 115

show logging 60

show loop-detect 234

show mac-address-table 199

show mac-address-table count 200
show mail information 101

show memory 42

show mirror 152

show ntpdate 52

show policy-map 321

show port-security status 195

show process 41
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show qos 296 spanning-tree priority (f ~ % —7 = —ZXFE— ) 219
show qos interface 296 spanning-tree priority (/' 2 —/N)L a7 4 L — g UE— R)
show qos map-status 323 216

show qos metering-counters 319 spanning-tree shutdown 214

show qos queue-counters 297 speed-duplex 147

show radius-server 189 ssh 93

show radius-server local certificate list 341 ssh-client 94

show radius-server local certificate revoke 342 ssh-server 88

show radius-server local certificate status 341 ssh-server access 90

show radius-server local nas 339 ssh-server client alive 93

show radius-server local user 340 ssh-server host key generate 91

show rmon 75 ssh-server interface 89

show rmon alarm 77 stack 134

show rmon event 77 stack renumber 134

show rmon history 76 stack subnet 136

show rmon statistics 76 startup-config description 37

show running-config 34 startup-config select 37

show snmp community 68 static-channel-group 162

show snmp group 69 storm-control 328

show snmp user 70 switchport access vlan 204

show snmp view 69 switchport mode access 203

show spanning-tree 220 switchport mode private-vlan 207

show spanning-tree mst 229 switchport mode trunk 204

show spanning-tree mst config 229 switchport multiple-vlan group 211

show spanning-tree mst instance 230 switchport private-vlan host-association 207
show spanning-tree statistics 222 switchport private-vlan mapping 208
show ssh-server 89 switchport trunk allowed vlan 205

show ssh-server host key 91 switchport trunk native vlan 206

show stack 135 switchport voice cos 210

show startup-config 35 switchport voice dscp 210

show static-channel-group 163 switchport voice vlan 209

show storm-control 329 system-diagnostics on-demand execute 46

show system-diagnostics 45
show tech-support 42

show telnet-server 79

show test cable-diagnostics tdr 47
show tftp-server 82

show tx-queue-monitor 161
show users 31

show vlan 212

show vlan access-map 293
show vlan filter 293

show vlan multiple-vlan 214
show vlan private-vlan 213
show y-unos 102

shutdown 147

snapshot delete 128
snapshot enable 127
snapshot save 128

snapshot trap terminal 127
snmp-server access 67
snmp-server community 64
snmp-server contact 63
snmp-server enable trap 62
snmp-server group 65
snmp-server host 61
snmp-server location 64

T

telnet 81

telnet-client 81

telnet-server 78

telnet-server access 80

telnet-server interface 79

terminal length 54

terminal-watch enable 119
terminal-watch interval 120

test cable-diagnostics tdr interface 46
tftp-server 82

tftp-server interface 82

tlv-select basic-mgmt 107

tlv-select ieee-8021-org-specific 107
tlv-select ieee-8023-org-specific 108
tlv-select med 108

traceroute 254

traceroute6 262

traffic-shape queue rate 325
traffic-shape rate 325
tx-queue-monitor usage-rate (f > ¥ —7 = —ZFE— R) 161
tx-queue-monitor usage-rate (7 2 — )L a7 4 JL— g UE—

snmp-server startup-trap-delay 62 ) 160
snmp-server user 66

snmp-server view 65 U

spanning-tree 216

spanning-tree bpdu-filter 217 unmount sd 144
spanning-tree bpdu-guard 218 user 333
spanning-tree edgeport 220 username 29
spanning-tree forward-time 215 username privilege 30
spanning-tree instance 227

spanning-tree instance path-cost 228 \V4

spanning-tree instance priority 227

spanning-tree link-type 217 vlan 201
spanning-tree max-age 215 vlan access-map 291
spanning-tree mst configuration 224 vlan database 200

spanning-tree path-cost 219 vlan filter 292
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wireless-terminal-watch interval 125
write 33

Y

y-unos enable 102
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