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1) FEFFHE EXEC E— R terminal length ==~ > R
2y Zm—s\var7 4 7 b—3i g E— RO service
terminal-length =~ >

DORBEITIARZMH LTS —H — |2 — a3
IS HDHHEET, 2~ FEITH, AEICKMmIILET,
DDOREFRDE Yy avrnbBGohe 9,

2.2 X E(Config) 7 7 A M K B H#afE
B aw R—=RETRIR L7 7 A VERE(Config) 7 7 A /L & FENE T,
SWX232x (Zf%E L7=HA X, TFTPIZX VY LAN EDRE A FvD Config 7 7 A /b & L TRt Z &M TE £,
F A AN LD Config 7 7 A V% SWX232x IZit A EH TRIEEITI Z &b TEET,

Config 7 7 A MIBKDREZFTLIB LT D THY | FEH D ORELL T it LT 2o Rl aEEIALTE
DTHZ LIXTEEHA, Config 7 7 A /LIX ASCII + 24T 22— R(CRLF £72 X LF) THK T 57 F A N7 7 A 1 &
Li‘a‘o

7238, Config 7 7 A VOWNEILX, 2~ b‘@if%/\"ix X —DFRER EONENIE L FLill STV 5 M4
HEF, MiESTZELNSOHNERD > THAITIE, TONFEFEECK ST EBH I ET,

221TFTP 72 5 ATV EDx6DT 7R
TFTP 12X Y Config 7 7 A VL&D L 0§ 570I21F, 3, #EHEREEAP > N T —27)OREELEITV, RIZ, TFTP
= N—DOREEITNET,
SWX232x D IP 7 KL ADEEIZOWTIX, BLFD LR T,
o IPv4 7 RLUAOYMEEIX, VLAN#1 123 LT, 192.168.100.240/24 Z 3% E L T\ ET,
o IPv4 7 RLUADET|L, ip address 2~ > K TITWET,
SWX232x @ TFTP H— "—REREIC O\ TiX, LT &0 TF,
o TFTP — —HEREDO MR EIL, T 7 4 /L hAR— KNUDP R—k 69 H)TEEI L TWT, EInbDT 78 AE
TSR T ERA,
o ZER— FEZOEEIL, tftp-server 2~ 2 R TITWVE T,
s TFTP #—/N—~D7T 7 & AL, VLAN H[ THIFH T X | tftp-server interface =~ NTRETEXET, 77/ & R
ZFFA[T %5 VLANID 3% E L TL 7280y,

222 RET 7 A NDFAH L/IEEIAHA
RIET 7 A NDOFEAHH L/EEIAARIT, LAN EOKRA 23D TFTP a2~ REFETLET,
FAH U/ EZIARLEITIRE T 7 A VIZLLTO@EY T,
s WETTAIN

%2 CONFIG RRT 7 A IV B

running-config CONFIG 7 7 A /v (.txt) BUEIE T Ok EME (FEARRE)
CONFIG 7 7 A /v (.txt) RAF SN TV DEREE GEARRRE)

startup-config #0, #1, #SD ) W BN (T RTOR
F ST OBE (zip) gféﬂf DRCENE (F T DR

RIET 7 A NVOFEAH L(GET)/EZIAAPUT)ED Y T— hXRE LT, LFZHBELET,



20| 2~ R 77 LR | avy ROFEWS
RGET7 7 AND Y E— hXA(BEFESE) 2 L)

F7.

%5 CONFIG | X7 7 AV JE— k3R B L(GET) |FEIAZPUT) | HEVFES
running-confi CONFIG 7 7 A confi o o -
ECOME L () g
CONFIG 7 7 A
config0 o o -
IV (.txt)
startup-config #0
~ BN
T. COBE config0-all o o -
(.zip)
CONFIG 7 7 A
configl o o -
Jb (.txt)
startup-config #1
S B4
ﬁ_f\T@pX[E configl-all o ) -
(.zip)
CONFIG 7 7 A
configsd o o -
startup-config b (txt)
#SD . S
j—.f\f PEE configsd-all o o -
(.zip)

EBB L TCWDar 7 ZFPEHSR LR 7,
WG 7 7 ANDYE— hRA(HEHESH D)

RIET 7 A Ve EM%, HERICY AT LR SEZWEEE, UTo U= b 22 ELET,

i

%8 CONFIG BT 7 AN JE— RS2 M L(GET) | EX5ALPUT) | AEELEH
CONFIG 7 7 A
reconfig - o o
HERBM LT |V ()
% startup-config s .
TS ORIE reconfig-all - o o
(-zip)

RIET 7 AN EEZIARPUT)T H & X, %5 CONFIG, BLW, 47 7 A /VOFERINTE LW & 2fERL T
él/\o

Mol 77 ANERETHEELIKTE EHA,
RT3~y ROBRIX, ZDOFRA RO OS(TFTP 7 74 7 > MIIKFELET, ROMTEE L TETLTLLES

Y,

SWX232x D IP 7 KL &

AT — NIE"SA T U E— R"TITVWET,

UE— RN ADHAHIZ"/PASSWORD" & ) TR TR AN AU — REARET 2R ERH Y £,

Rt S 2D — R EDIRIE TR RIET 7 A VOB L/EZADE T H LI TEE A, #ib o Th
MENAT — REETTHNERH Y F7,

UE— h/3RZ"config" 2 5 E L T PUT(FH XA T 256, BUBEMTOREITH LT, BMELIZ EHESZL
ESr N

REZBMELITIELE LN DIZONTIE, BIEEH L TWAREDEE LR T,

Fio. REMITRTF SN2, RIFELIZWEAIE write 2~ 2 RETRIFL T 7Z&EW,

K55k S #7273 A T — R(password 8 X° enable password 8 ® =~ > KJZ0)iZ, TFTP T running-config |Z PUT L
THREICKRSILEE A,

Fo, B bEN/-/ AT — RaeE& e —HF —DOf% E(username 2~ > )X, =—HF—DOBEHKEN I TOHLEH
Ho

23u A

SWX232x OEEINFE T 5L, v/ A VlHER R LET,

BREL2—YP—Z L RXRAT—REANTHZ TR THIENTEET,

IR ETIL, OB~ —HRESINTEY, 22—V —%:admin, /XA 7V — N:admin TR 71 452 &N
TXET,

o7 A
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Username:admin
Password:

s Bl AHBOaL Y —)VHE
SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX232x>
PEH 2 ——Tu /A v LA, IROARNRAY — RERRBENFRINETOT, WAT—REEH LT
<TFEW,

o XAV — RZE [

Username:admin
Password:

SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving

Succeeded to write configuration

¥, NAU— R 3 Rk TRIER 7256, 1 ol 74 U fIRS v E T, | ok, ELWASAT—Ra A
AL TLIZE N,

o B A BRI

Username: user
Password:

[o)

% Incorrect username or password, or login as user is restricted.
Password:

Q

% Incorrect username or password, or login as user is restricted.
Password:

[)

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

s Bl A UHIRESIa—F =0, BUVUSRT — K& fEZ 5 &HlIRRFEAEF S ET,

o HIREFRFGRZICIELWASAT =2 ANTHI L TR A TEH L5100 £,

24 a2 FAJJE— RIZ2oWC

241 2~ FAJIE— FOIEAK

SWX232x DR ELETRLIREES B AT AHE. W a~v Ly FANE—RIZER LT, vy REFEITTALALE
BHVET, I~ ROANE—RNILUTOL D 2RI NTEY, HEA4DE— RN TANTEDa~vr RRE
e FET, =W —F, T NEMRT LI LT, BE, FOE—RICWDIONMRT DL ENTETET,




2|avr R 7y LA |avy ROFEWE

O4- >/ EE
(/AT — BEAFIEm)

T exit, logout

IHFHEEXECE— =
(1—HE—R)

T disable

p—- 4§1EEXEC:E— I"‘: ——— SWX232x#

exit, logout
I exit, end

20—)0UL
A JA40—<3a>F—K

I exit
{51

A4 9L—=3a>E—Fk

Dﬁfpmml

SWX232x=

enable / administrator 1

configure terminal 1

SWX232x(config)#

interface 732 & 1

SWX232x(config-if) #

end

avy RANE— ROBBICEET 2 AN a~ 2 FiX, UTFERVES, Zu—Larrg 7 b—va
— R ofEplar 7 4 VL —va rE— FaOEBa~ Ly RZOWTE, MEjlary 74 7 b—va e =R 2%
LT ZEN,

e exit IR

+ logout =<2 K

* enable =~ > I /administrator =~ >

+ disable =~ K

+ configure terminal =~ > R

e end IR

242827 4 L —y g E— R
@7 47— 3 % — REX, LAN/SFP R — RSP VLAN A V' # —7 = — A QoS 72 &, FrE DI H x4
DERBREEITY) T-DDE— ROBKHTT, a7 4 7L —arE—RICABIZIE, Fa—r_Lar7 g
T —3a B RTCERE—RNIIBEITH7-00a~vy REFETLET,
SWX232x DRl 7 4 7L — g — RIZIEROBDORH Y 4, lRll=zr 74 7 L— g F— ROHIC
FEBLENL TS EDLH ET, HlziE. RV —~vFE—R >R —<v 7+« 753 XAF— RTT,

Eplay 74 7 v—vavE—F |(BBavr R A=A
A B =Tz —AF—FK interface =~ SWX232x(config-if)#
FAE—F linecon =2 v R SWX232x(config-line)#

line vty =< > K

VLAN E&— K vlan database =~ SWX232x(config-vlan)#
VLAN 7 7 A~ v 7E— K vlan access-map =~ > R SWX232x(config-vlan-access-map )#
MST & — | spanning-tree mst configuration =~ SWX232x(config-mst)#

NN
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B2 74 7 v—vaE—F |BBav K a7k

I ITARySE— R class-map =~ > SWX232x(config-cmap)#

RN v—vy7E—R policy-map =~ > K SWX232x(config-pmap)#

RV —~vv7 7 T7AE—F class =< K SWX232x(config-pmap-c)#
TRRY Y —F—F aggregate-police =~ > K SWX232x(config-agg-policer)#
L2MS E— K 12ms configuration =~ > N SWX232x(config-12ms)#
LLDP =—> x> hE— R Ildp-agent 2~ > N SWX232x(lldp-agent)#

A=) T T L— E—F mail template =~ > SWX232x(config-mail )#

A a— VT L— hE— R schedule template =~ > N SWX232x(config-schedule)#
i&mﬂ:y747v_yay%_ radius-server local-profile =~ > F | SWX232x(config-radius)#

243 a~< o R OV T7 40w T R
aw Ry 0TV T 4 w7 AF, RA MEFERLTWET, PIHMRETCIIFRA M E LT, T4 T
5 [SWX232x] ZFRLTWET, AFRIL. hostname =~ R TCHRA NERETHA L TEHETXET,
SWX232x ZHEEHEH L TWAEARE, HFAL v FICH 2 D4R ZREL THEL 2T, BENALLTLS 2D F
KR
RA NG DOEE

SWX232x (config) # hostname Switch-012
Switch-012 (config) #

244 B HAITE— RDa~ REST
SWX232x TlE, B— RZLICRAMRERa~y RBRRRD -0, FITAERE—RETEBR L Ca~vr RE2FETL
RNIERY A, TNERETHa~ RELT, doa~y RE#EELET,

doa~> FAREHRTAL, T R_RTOaLy 747 b—3arF— RO EXEC F— Roa~vy REETTHI &
NTEXFET, Zhicky, I _Thar 74— a3 rF— R OEME EXEC E— NIcBEITAHZ &L BIE
a7 47— ar B3 BE L0, REDRENREL 20 £,

7272, do TITMITEMBEIFFT TE W esd, ZDRIH S T~ FE TNV AV ETLITERR TAT T D020
HYET,
o TNAULTANTHHE
SWX232x (config) #do show running-config
« BRIETANT 2546
SWX232x (config)#do sh ru

2.5 a2V Y — )VEHRAREO X —R— REfE

2.5.1 22 Y — )V ATI D FEAREE
SWX232x TlE, a2~ FIA4 v LT, L TFOBIENTIHE T,
o I—YINDOKHE)

R FHRME B -
- 1 CEAICBE LT
— | CFEICBB L ET

| HEEAICBE) L E 9 (h — VLB B D HEE D fic
DILFOWICHEE L E9)

| HREEICBEI L (0 — Y VLB ICH D HEED JLiA
TFCBELEY)

Ctrl + A TOLFHICBE LET
Ctrl +E ITORBIZKRE LET

Esc ff F#&IZ F

Esc i F#%1Z B




4|3~ RY 77 LA | awy ROMEWS
o AJISCFOHIBR

%R M PERA - B

Backspace

H—=INVDEIH D LT EHIBRLET
Ctrl + H

H— Y NWAEDO LT ZHIR L £,
Ctrl+D a2 RITRZEOIREETAREEZ L7256 1E, exit =
~ U RERUEMEE 2D F9,

N N =] P s NN N
Esc # F7%12 D F— I NALE LR, PIOZEAOERTE TEHIFRL E

_é—-

Ctrl + K H—Y NAENSITOREE TEYIBRLET

Ctrl+U AIFOLTFEETHIRLES

.« FDM
¥ —R— FHEAIE T - B

B — I NANBEDILTF & FDEFTOL T2 ANz F

Ctrl +T LK
H—=INVPITORRBIZH D & &, ERIOLFE L Z DR
DXF o AN 2 F T,
JEHHE EXEC & — K & 54 EXEC £— K TiZ. AAHh
Do~y REMEL TROITICEY £,

Cirl + C Rl 74 7 L—3 a3 vrE— Rl Aoz~

v RTTARREEE L T HE EXEC E— NIZEB LET,
BUEFITHR O a~ 2 OB Z il L £9, (ex: ping =
< R)

=7 4 7 L— g e — R B R HE EXEC £ —
Ctrl +Z NIZER L £,
end 2~ RERUEIWEE 20 97,

252 a<v R~/
O RIAV ETP"2ATITAHIET, EETE D a~y RERIINRTIA—F—EHREBETETET,
SWX232x#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWX232x#show vlan

253 Ao~ ROz, ¥—V— FEMH—BEDOFER

oy Y= bETa<y FAJEPIZ, "Tab"S—%2 4L, o~ FainsshnEd, £/2. $—U—FANEIC
"Tab" ¥ —Z T L WICATAIEER T — VU — RO —E 2T LET, AEIEZ, "Cul+1I"$—Z2# L TH R
RENMEL 720 9,

o oy RO

SWX232x#con"<Tab>¥—Z 4"
!
SWX232x#configure
« F—U— REM—EORTR
SWX232x (config) #vlan "<Tab>¥—Z& 4"

access-map database filter
SWX232x (config) #vlan




254 < ROEEAT

aw R Ty LA awy RO |25

AR RELFIANTA—F—ZHE L TAN LR, ANShEXFR—EDa~vy RERFARIA—2—L LT
W TCE %A, F0a~y RRFEITERET,

a2 ROEMEAJ)Hil(show running-config)

SWX232x# sh run

255 2~ REAXA Y —

a<v  Re R NY —Hped T 5L, BECAD Lo~y REMERBETHETLEY, BEICAHLEZ
< RO—EERE L CHETTAIIENTEET, avr FE XA M) —3, £F— FEROBRELE LTERIN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— NHE

T

Ctrl +P

o< RgRE Sh0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show] THEEBHa~<w K

261 FET 47747

BT 477 AT, show 2~ RRHITLHERE 7 4 v Z —IZiB L, LERIEFRICAFEK D Z & Tl A1

RO <ERLET,
SWX232x TlE, show 2~ ROET 4 77 A4 T L LT, RO 3IFHEERMEL ET,
EFA4T7AT A
include
BE LTI Gt e 45
grep
exclude BE LTI EEERTEH TS

BB, FETAT7ATIIH-TORMERWTRE T, BEIFET D LITTEEE A,

< (B

SWX232x#show running-conf
interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & T2 2 £~ 5,

< (B

SWX232x# show spanning-tr

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

ig

nl

e

show running-config C VLAN #1 % & el 2 FrnT 5,
grep vlanl

include Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 747 —Tay

3.1

REEDE B

SWX232x (X, LT a7 ¢ Vafif]l L CROEMEZEB L £ 7,

a7 4 7 OREE Bl FIREZR L — P —HfE

Z =7 ar7 (7 (running- HAIEF OFREM, RAM ETE | BB/ AX =T v a7 4 7~
config) Y5, DIRAT

PRAF L 727% &M, Flash ROM Lo 2
DOPaALT 4 7L SDA—REDI
SDarT 4 7 EEHT 5, Flash
ROM LD %57 — % |X startup-
config select =~ > N CIRET 5,
SD 1—REDa7 4 7%, LLFD

_ N . | T A TERT S,
;igh7/7g/747“mmp - SWX2320-16MT : "/swx2320/startup- | B / % / =2 &' —
config"
+ SWX2322P-16MT : "/swx2322p/
startup-config"
+ SWX2320-30MC : "/swx2320-30mc/
startup-config"
+ SWX2322P-30MC : "/
swx2322p-30mc/startup-config"
F7H b3 7 47 (default- 7 7 4V N ORGEM, FlashROM E |,
config) T B, BAFRT

SWX232x D A7 AEEIRE, LT e 720 4,

1. startup-config select =~ > NREMEZZM L, BEHT2AX— T v T a7 40 7 E2RET D,
startup-config select 7~ > R Csd BNREINTWNWT, AZ— R T v 7 a7 4 FPEFEINTND SD 1— R
FASN TR oA, AX— T v 7 ar 7 ¢ 7 #0 BRI ND,
2. WELIAZ = T w7 ar 74 FPHET D56, %87 —F %2 RAM RiZT =7 ar7 4 78 LTRMA
T 5,
startup-config select =~ > REXEMEIZ LN > CTIRE LTZA X — T w727 4 77 Flash ROM _EIZAF(E L
WA, TN a7 4 TR RAM FICEBET S,
SWX232x M HPICa~ > R TREZLR T DL, KELILARRI TSI y=r7ar 7 4 ZITKB S E
T, T s ar 7 4 JEER LR, write £2X copy 2 REFETTHILET, AX— K T v Sarry
TMHEFHINET, RE - AR LIENEFEZRAF LW THERT L, RE - BENAENKRDNLET, THEELE
S,

327 74V NREME

SWX232x DF 7 # /b FREEIZHOWT, LTOXRIRLET,

THHAREOREIT, AFCRBE SNz~ FOUPESEN SN DT TER, LFDOT 740 MRE
fEIZ 22> TV KT,

o VAT LALERDOT T 3L NRE

RESHE REHHE 77 4 v MR EME

CONFIG RENC Y 5 CONFIG gﬁ@jpwwxg““7yij
ay ) —)VHEA LT Tk 600 sec

Ui R VTY # 8
TR 24
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RESH REEHE 77 v MR EE
G B o — A — T:dz;% :admin, /NAYU —
E=Y=TAT b B /XA T — R admin
IRAT — ROt 5k L2
e A JST (UTC + 9.0H)
IR B NTP H—/3— 7L
NTP H 58 /& 1B 1 [E]
RMON B B
sFlow iE 2

Ty =AU T B

A m— K URL

« SWX2320-16MT

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swx2320.bin

o SWX2322P-16MT

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swx2322p.bin

* SWX2320-30MC

firmware-update url http://
www.rtpro.yamaha.co.jp/firmware/
revision-up/swx2320-30mc.bin

* SWX2322P-30MC
firmware-update url http://

www.rtpro.yamaha.co.jp/firmware/
revision-up/swx2322p-30mc.bin

Jeva s Hy O FEAIL 720
EA LT T I 300 sec
BE H%h
LLDP -
H &% E H5h
BE H%h
L2MS
B z—x 2k
debug L~v a2 7 7 OFF
information L' ~yL 1 7 H| /) ON
SYSLOG
error L~y 7 H S ON
SYSLOG ¥ —/3— L
TELNET H— /3 —iRHE HEIT 5
TELNET ¥—/_—7 7 & & VLAN #1 O ZFA]
SSH #—/N—IKHE EE L 720
7 U A TFTP H—/3—RfE EE L 220
HTTP H—/N—REE EZE4 5
HTTP ¥ — "—7 7 & % VLAN #1 O HFFnf
t ¥ 27 HITP Y — X—iRhE EZEE LW
R5F VLAN VLAN A V' Z—7 = — A VLAN #1
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T T 4 7l

BESE FEHEHE F 7 )V MR EME
MAC 7 KL & [ #5338 H%h
MAC 7 RLAHE)ZE = —2 0 7 300 seo
REH
. ZR= Y — B
2 AA vF T - —
AL — TR HHEZh
~LF 7))L VLAN L
~NVF 7V VLAN O YMPL 7 L— [,
- 2
L
DNS 7 Z A 7 b E1E H%h
A B —T = — A PoE #4578 A2 (XPoE XfISET VD)
QoS 5h

~7 v —fil{# (IEEE 802.3x) 2N
Web GUI SRERTE HAGE (I 50)
#HE HE 25
X ~
PO Z v 7 ID 1
ALYy 7R RTHD P T FVA 05 1689500024
#i
o EH1E L)
7Y — - ”
T —=rU H— 4 C T
« LAN/SFP 7R— MHALDT 7 #+ /L FEEIE
BESE BEHEHE F 7 )V MR EE
HEREET— RERE auto
7 A/ A L— b~ BERAE R H%h
MRU 1,522 Byte
FEARGEE AR— b~ 0K 2L
EEE i)
Port Mode Access
FTJE VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 L Z — i)
) AR= T — A%
2 AA vF 7 - —
MEL—T H%h
QoS F T A RE—F CoS
NS5 7 4 2 I 7 v —#l{# (IEEE 802.3x) Ei3)
A — Il ) i)
e BB A% (3% PoE XJGET LD Ir)
PoE #57E -
FR B fE (% PoE XJ )& 7 /L D7)
) EZEE—F EEBLUOZE
LLDP =—Y = b
FEAREH TLV H5h

« 7 7%/ VLAN (VLAN #1) (ZxHd % 5%

it
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RESHH REHEHR 77 /v bR EME
Layer3 F&E IPvd 7 R L A 192.168.100.240/24
L 239.192.128.250 (Y-UNOS
CINT X A NT L— LDERE ) (
ik HHE2)
Querier 2D
Fast-Leave 2
Check TTL AHzh
AHE 7
IGMP Snooping Check RA A2
Check ToS HHE 22
IPv/LFFx A b
Report-Suppression A5
Report-Foward )
Mrouter-Port Data- "
S : %)
uppression
ik %)
Querier )
MLD Snooping
Fast-Leave HHE 22
Report-Suppression A5

337Uk w b
SWX2320-30MC. L, SWX2322P-30MC Ti%, Dante ®° NDI 72 EDFHE - M T 7 ¢ v 7 Z{xiET D AVolP
Fy NU— 7 k@72 RE%, DIP A v FOEDTHEIITI 2N TEET,
KXy NI BREICHDOEE SN2V 2y PERHBELTEY, AR 74 L THREB LUV
B2 2475 2 LN A[RETT,
B, 7V kY M write 2~ 2 R72 ETHRENMEFEIN TWARWIREE(TH IR O A@EH S nET, Uty
k&3 AT A8 1%, SWX232x & THHARREBICRE T LERH Y £,
REFRE/R2 T 2y P A FIFUTOLEEBY TY,
o DIP AA v F #1~#4 DK E
TV AT EFRELET, AVOIP v T — 7 BREICFH L LT EN A ERGEIX. A A v FOEARRIE
Td 5D Normal |2 L TL7ZE0y,

DIP 21 v F FUky A
#1 # #3 #4 7

P

AA o FOHAR

S
AxX AE

OFF OFF OFF OFF Normal

Dante 5 5% /&
(GEARFRIE)
Dante Fx 1 5% &
OFF ON OFF OFF Dante type B FEARREF N T
I AR—=F)

ON OFF OFF OFF Dante type A

Dante # il s &
(FEARFRE
+L2MS/BPDU 7
B

ADECIA E#:
=Ju

X e

ON ON OFF OFF Dante type C

OFF OFF ON OFF ADECIA

ON OFF ON OFF NDI NDI i 5% &
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DI A 57 ZVey kA e
- Fas
#1 #2 #3 #4
OFF ON ON OFF SDVoE SDVoE #xiiia% &
ON ON ON OFF IPMX IPMX 5 iz &
SMPTE ST
SMPTE ST 2110 .
OFF OFF OFF ON b PTP TC 21 L(Z(ETP TC)&H
WX TE
—
ON OFF OFF ON Extron NAV Fjﬁgn NAV il
(4

+ DIP AA v T #7 DFRE

L2MS HRE DA 30/ 50 238 E L £ 97, Normal LSO U & M FHIRFIC AR E & S L £ 9
DIP A A v F #7 BérE
ON L2MS HEREA 2D
OFF L2MS FEREHEZ)

« DIP A A vF #8 DRE

LED O SST/MEIT 23R E L E£7, Normal DTVt il R E Z IR L £,

DIP A A v F #8 HrE
ON LED #UAT
OFF LED 84T

BTED DIP AA v FOIRREA HER LT 5A 1L, show dipsw 2~ R CHERTHZ LM TE £,




A~y R 77 LA RS - EHIEKRE | 31

B4
{57 - BT

4.1 XA J— R

4.1.1 B/ AT — KOIRE

EEN
enable password password

5 =5 —]

password DO ERE R AT — R
PAFEFIBLO" L& &> &2 LT ERR AT SCFUL L 32 SCFHN)
WA DL ST TRI TN T 220

(AR E

enable password admin

[AJIE— F]

rua—)arz 4 L—varE' R

B

FikE EXEC & — FBATT 270D DAY — RERIET D,

W SAD — R Th 5 admin ICEE T 5 Z LITTE2RUY,

[/— 1]

password-encryption =21~ > | L7228 > T AL S NTZ/RA T — RDOEE, 2227 4 7 1 Cld"enable password 8
password"DIEAR TRR SN D,

A== Zav I NI Pbar T4 FRET D EE, ZORKNTANT LI LT TSR, £z, 81T FRIXT
ThoHTeH, NAT—=RIZ8DHERRET H I LIXTERUY,

[ EH]
B/ R AT — K& LT adminl234 2% T3 5,
SWX232x (config) #enable password adminl234

4.1.2 RA T — ROBFEAL
[EX]

password-encryption switch

no password-encryption

[2XT A —&—]
switch D NRT— REESLT 200G
REME B
enable e LT %
disable b L2
[FIHIER 2]
password-encryption disable
[AF1E— F]

Jsa—)ars 74—y g F— R
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[FEHA]
NAY — RO 5z AT %,
HZT B &, password =<2 K. enable password =~ K, username 2~ RCAS L7Z/AU—F%, 3
7 4 THTIEN S SN TRIET 5,

no JIERCTHAT LA 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ > K username
TAN LI RAY—=RE, ar 7 4 ZHTIREXO F ERFT D,

[/—}]

WA — ROWSAbZ BN O AMIER L72GE 13, BRICREFHADO/IA T — NI b b S iz ig=lic
EHEINDD, ARPLEMHIIER LI2SGEE, BRc Skt Tnd a7 4 ZHORZAT — REFEUTITR S
fib\o

[BREH]

WA — RO Sb2 BT D,

SWX232x (config) #password-encryption enable
NAY — OB S 2 BT D,

SWX232x (config) #no password-encryption

42 22— —Tho v MNEHE

421 2 —YF—DH|E
[EFX]

username username [privilege privilege] password password

no username username

[F—TU— K]
privilege =Y —DWHERERET S
password D 2=V =AU — RERET D
[/XT A—&F—]
username D a—Y—4
P (32 SUFLAN)
privilege D RRHER AT B D
X EME LA
FEHE EXEC E— RBATRFIIC N A T — RD A
o FIDRKD 70
Administrator #£fRC Web GUI 127 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RD A
off MRDEND
Guest #EfR T Web GUIIZT 7B ATX %
password D a—H—onr A RAT— R
PATHTEIO L | > L2 AT ERLS PAT S LT E 32 TFURN)
WD LT AT T TRIT L OIT 720
(18I E]
L
[AJTE— F]

Ja—\)nary7 4L —y g T — R
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[RLBA]
a—YP—FRERET D,
Z—WP—IERITR KT I3 ETHETE S, 7272 L, privilege off O — W — I K 32 {-FE T, privilege on DL —
P—lT LT 1L 72 D,
UTORGET2—Y—4 & L TBRERTERY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

F T "R AT— R Th D admin 1T/32A T — RE L THEATERU,
[/—F]

password-encryption =~ > R E SN TW oG, AU — R 5t &= 7 ¢ 7 1 Tld"username
username password 8 password" DFE TR R Z 5,

=P Favr RIA o nbar 74 VRETHEE, ZOBXNTANT LI LIXTERY, £72, 8 T THRXF
ThdHID, NAT—RIZ8DAERETHZ LIXTE N,

ELENRFIZ, privilege on D —H—723 1 DHEHE STV ARWEEA L, P11 Bl = — ¥ —(admin/admin) Z 1813 %,
EEIRFIZ, NAT— RRREIN T RN —F—X, 22— =4 LR CLFHNE AT — RIZAEEET D,

[ EH]

Z—H— user1234 ZFHET D,

SWX232x (config) #username userl234 password user pass

ez 5 Lz — % — user1234 Z3RET 2.
SWX232x (config) #username userl234 privilege on password user pass

422 22—V —HERDOEE

[EF=]
username username privilege privilege
[F—T—F]
privilege =Y —DHEREIRET S
[NT A—=HF—]
username D a—Y—4
A (32 SLFLAY)
privilege D KR AT B D G
R EE A
FiHE EXEC E— RBATIFICNAT — RO A
o HHRD bR
Administrator #FE T Web GUL (Z7 7 Z AT
ERA)
Kt EXEC & — FBATIHZ N AT — RO A
off NWRHBND
Guest H[R T Web GUIIZT 7 EATX %
(WX E]
7L
[AFIE— K]
sa—\ a7 4 b—3a E—F
[RLBA]

BERGEH D2 — Y —OMHEREEET D,
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[/— 1]
RBGRD 2 —F —|TILRETE 2\,
[BREB]
B A D L— W — user1234 [ZHFHEA T 595,

SWX232x (config) #username userl234 privilege on

423 a /A va—YP—EROER

[AF1E— ]
JEHHE EXEC £ — R, f#HE EXEC £— R, Za— s lar 7 4/ L—v g vE— R
[RLFA]
oA RO —Y—EREERT D,
UFOHEANFRREND,
HH A
nJA v FREERRT D,
con0 (X VT —AR— |k
Line vty N X VTY &A— k
stk NI ZUE—hFB /AR —F
http N /% Web GUI
Own H& O AR — L OITIC * #FRT 5,
User B A R Oa—Y 4 & FRT D,
Status Dﬁ%Vﬁ%%%%?éoi—$~ﬁﬁm$@%6\
Login Z &/~ 7 2,
Login time v 74 U E R D,
IP address B —F—D P 7 FL 2% &RT 5.
[BXEH

AH sy JREREN I IRE Ca—Y —Dr VA UEREFRRT D,
SWX232x>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 = = =

vty 5 = = =

vty 6 = = =

vty 7 = = =

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 - - -

ALy JHEBENBRNIRRECa—F —Dn J A U EREFRRT D,
SWX232x>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23
vty 0 * operatorsl Login 00:12:59 192.168.100.1
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abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
- Login 00:00:21 192.168.100.10

vty
vty
vty
vty
vty
vty
vty
stk
stk
stk
stk
http
http
http
http

:33:11

userl234 Login 01:12:25 192.168.100.4
(noname) Login 00:18:04 192.168.100.102

WNRPRPOWNRFROJOUO D WN R
|
=
O
Q
’_l.
=
(@]
(@]

424 NF—DHRE
[EX]

banner motd word

no banner motd
[/XT A—F—]
word COCPARET R K ONEAFE R (256 SCTFEL)

(AR E]

no banner motd

[ASIE— K]

Ja—\ a4 L—gF— K

B
ayYy—nnal A4 UEICEREINDI NN —EERET D,
[ EH]

RF—FK:% [Hello World!| IZFRET 5,

Username:
Password:

SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.

SWX232x>enable

SWX232x#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX232x (config) #banner motd Hello World!

SWX232x (config) #exit

SWX232x#exit

Username:
Password:

Hello World!

SWX232x>enable

SWX232x#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX232x (config) #no banner motd

SWX232x (config) #exit

SWX232x#exit

Username:
Password:

SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Copyright (c) 2021 Yamaha Corporation. All Rights Reserved.
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SWX232x>

43 a7 4 T OEH

431 5=y ar 7 4 FOETE

[EFX]
copy running-config startup-config [config num)|
[78T7 A —=HF—]
config_num LAY T4 Ry
RUENE 5
<0-1> AL =T v T a7 47 #0-#1
sd SD I — KNAZ =R T v TFarr47
[AJ1E— F]
F¥HE EXEC £ — K
[FHA]

BEEATOBRE(T =T ar 7 4 NEREBFOREA X — T v 7T a7 40 7)E LTRET S,
config_num ZEME Lo GE 1T, BUEORBIRICHEN LA X — T v 7T ar7 4 71T FT 5,

[/ —}]

T T a7 4 VORAET write 2 KPsave 2~ R THITH Z &M TE D,

SD #— FB<=T 2 FEINTWARVIREETIE, SD 1— RN Config X RICL TR~ REEITTHET— L
725,

ALy TR, AA v AA » Fl(Active IREE)D I T AIHE,

[ EH]

Fr=vrarT g PERGET S,

SWX232x#copy running-config startup-config
Succeeded to write configuration
SWX232x1#

43250 =07 a7 4 T DRLE

EEN
write [config num]
save [config _num]

[/3F A —&—]
config num Do ar I 4 IEE
FEE FLEA
<0-1> AR = NT v T a7 47 #0-#1
sd SD i—KWNAX— T v Tar747
[ASE— K]
Bt EXEC E— R, Rz 74 L—y g 0 F— R
[FRHA]

BIEEHTORET =7 ar7 4 NEEBROREARZ — T v 7Tar7 4 7)e LTRIFET 5,
config num ZEM LI25E 1%, BIEORBIFICHER L7eAZ— N7 v T ar 7 4 ZITRFT 5,

[/— 1]

T o= a7 4 7 OLRIFEIE copy running-config startup-config =~ R THITH Z LN TX 5,
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SD 71— RMR~ DU v b ZITWRWIREETIX, SD #— RA® Config X RICL TARa~v L REFITTH LT — &
7%,
AH s PR, A A AL w Fl(Active IREE) D A AT W HE,
[BEH]
Tr=rTarz a7 uakET 5,
SWX232x#write

Succeeded to write configuration.
SWX232x#

433 5= T ar T 4 FTORR
[EX]

show running-config [section]

show config

[T A—F—]
section DRI LRIV a s
BREME B
access-list 77 'AY A NEHE
http-server HTTP H— /N — [
interface AV H—T x— AR
ip IP [
ipv6 IPv6 [
key FORIE S —
12ms L2MS Pt
lidp LLDP (38
mail A — L i@ i B 5E
radius-server RADIUS #—/N—Bdf
schedule R a— L
sflow sFlow P&
snmp SNMP B4H#
spanning-tree STP BH:dL
ssh-server SSH #— /" — [
telnet-sever TELNET H—/— 5
[AJ1E— F]
Fi#E EXEC E— K, fHRlla> 7 4 7L —va »E—FR
[FHA]

BEERFPORE(T =7 ar7 4 NegrT 5,
section TEEBMEIF X T X COEREELRRT D,

[E% B

= raryr 4V ERRT D,

SWX232x#show running-config
I

interface portl.1l
switchport
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line con O
line vty 0 7
|

end
SWX232x#

434 AZ— N7 v a7 4 T DRR

[EX]

show startup-config [config num]
show config [config num]

[/NT A—F—]
config_num Do arv I 4 IEE
REE P
<0-1> AR —=NT T a7 47 #0-#1
sd SD i— RANARZ— T T arr 4/
[AFTE— ]
¥i#E EXEC £— K
[RREA]

BRI T OREA L — T v Tar7 4 NaeRRT D,

config num ZEWE LI-GEX. UT2ERRT 5,

- show startup-config : BI{EIEH L CWb v 7 4 VY /REDAX — NT v T av 7 4 S ukFrT 5D
- show config : HAFEM T DT = T a7 4 V23Rt 5

[/—}]

SD B — R~ F SR TWRVRRETIX, SD #— RN® Config # X RIC L TARa~v L REETTLHET— L
%,

Bl

RERBIFOA Y — }T v 7327 4 J % F5T 5.

SWX232x#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
!

interface portl.l

switchport

switchport mode access

no shutdown
|

interface vlanl

no switchport

ip address 192.168.100.240/24
no shutdown

|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable
|

line con O
line vty 0 7
|

end
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SWX232x#

435 AFZ— T v Sars7 4 FDOEE

[ER
erase startup-config [config num]|
[/NT A —=HF—]
config num =N =
RIEE B
<0-1> AL =T T a7 47 #0-#1
sd SD 1 —KNARZ— R T v Far747
[AJ1E— ]
FiHE EXEC £— R
[@iHH]

BN AT 2RE(R X — b T v Far 7 4 2\ e ZUCHiET 2 5H 25T 5,
config num B LI2GE 1L, BIEORBIRFICHER LAY — T vy T ar 7 7 &2EET 5,

[/—}]

SD 71— KRB~ h S TWZRVIREETIE, SD #— FIN® Config ZxXRIZL TARa~vY RKEETTHEZT—L
25,

[BREH]

AR— K NT v Far7 4 T EEETH,

SWX232x#erase startup-config
Succeeded to erase configuration.
SWX232x#

436 AZ— N7 v a7 4 7Dar—

[F=
copy startup-config src_config_num dst_config_num
[T A—F—]
src_config_num D abt—gnar T 4 JEKE
REE B
<0-1> AR — KT T a7 47 #0-#1
sd SDW—RNAZ =T v Far7427
dst config num . av—eoarT 4 IEFES
REE B!
<0-1> AR =R T v T a7 7 #0-#1
sd SD I —KNARZ— R T v T ar747
[AFIE—F]
¥t EXEC E— I
B
BEREORE(AF— T v T a7 4 e ZNIHET 2EHRE a8 —3 2,
[/— "}

SD 71— KRB~ S TWRVIREETIE, SD #— FIN® Config ZXRIZL TARa~vy REEfTTHE T —L
5,
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[ EH]
AL =K T oA T4 T H EAZ— T v a7 47 # ~at—3 5,

SWX232x#copy startup-config 0 1
Succeeded to copy configuration
SWX232xi

43T AR — T v TFar7 4 FTOER

[EX
startup-config select config num
no startup-config select

[R5 A—&—]
config num L
RIEE B!
<0-1> AL —RNT T a7 47 #0-#1
sd SD W— FRNAZ =T v Far74 7
[WIHIRRE]
startup-config select sd
[AJ1E— K]
R EXEC E— K
(@]

EERHCEATARER Y — N T v a7 0 NERR L THERT S,
no B TEIT LA, FIHIREIZRE S,
[/—F]

ELEIRE, config num & L Csd DX ESNTNT, AX— T v 7 a7 4 FPRGFENTND SD — RBFHEAS
TR TEGE AZ— T v 7 a7 4 7 # BNERIS LD,

AH THRED AR config IV B 2 2 LI2GAIE, A v 7 BELSHERTERLS b t+07elilEs LT
Ehfi 9 D MEND D,

Bl

AE— R T v Far 7 4 7 # B8R L CHEHERT S,

SWX232x#startup-config select 1
reboot system? (y/n): y

438 AF— KNT v TFar7 4 TORATOHRTE

E&

startup-config description config num line
no startup-config description config num

[78T7 A —=HF—]

config_num . <0-1>
AT 4 TE S

line DOCPARET R K ONEATEE(63 SUTFLIN)
WRAX— T T ar7 ¢ 73 B

[AJ1E— K]

F#E EXEC E— K

[

SRAF =T w7 a7 4 7k L GRIACERET 5,
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no JERTIAT L7256 13, L ZHIFRT 5,

#HHA ST show startup-config =~ > RO FEITRER DO LIHICE REIN D,

[BREH]

AB—=NT v T a7 4 7 #ICHRAXERET D,

SWX232x#startup-config description 1 TEST CONFIG 1

4.4 EBFHROEH

4.4.1 EEMEFROFR
B

show boot num

show boot all
show boot list

[F—U—F]
all D EIEROBREE RN TS HFETRTT S
list D EEFROBELZ RN TSHETHI L RTD
8T A—F —]
num o <0-4>
FRE LI E ORI EZF T 5
[AJIE— K]
HHrtE EXEC £ — R, %5 EXEC £— I
[BLBA]
EENME A LR T D,
[/—}]
cold start =~ K clear bootlist 2~ > N&Z/T3 5L, ZOEKEIEIYZ VT &b,
[BEH]
BEDEEE ®E £RT D,

SWX232x>show boot 0

Running EXEC: SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Previous EXEC: SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Restart by reload command

EEERED — B iR T 5,
SWX232x>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 BEVMEBRDOZ VT
E&N

clear boot list
[AS1E— K]
¥iHE EXEC £— K
[RAA]
EEEROEREZHIBRT 5,
[ EH]
EEERE 7 V735,
SWX232x#clear boot list
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4.43SD 1— K7 — FDOFEE

[EFX]

boot prioritize sd switch
no boot prioritize sd

[T A—F—]
switch : SDA— N7 — b AT D0 ED
REfE B
enable SD 1— R7— b EHNZT D
disable SD 71— K7 — M &M+ 5
(IR E]
boot prioritize sd enable
[AS1E— K]
HitE EXEC £— I
[RLBA]

Ty —ALUxTDSD H— K7 — MEREDHLR) « BhE2PI0EZ D,

a~ v RETHR, VAT LOFEEBNTOND,

VAT ATHIBEORETH D728, EENH (startup-config #0 ~ strtup-config #1)fFEIZFREIL TE 720,

TR EILSD I— R 7 — " DNEHTH D,
no 2= RETRHIVIHREICR D,
[/ —F]

SD B — R7'— MMEREDOFH %) - M%hi%, show boot prioritize sd =~ > K CTHES 7] HE,

[BEH]

77 —ALU =T DSDI— R7— MEREENTT D
SWX232x#boot prioritize sd enable
reboot system? (y/n): y

4.4.4SD H— K7 — b HEhEAEEDORE

[F=
boot auto-apply switch

[/3T A—F—]

switch : SD A — F7— b HEhiE RE 2 AN T D050
B EE B!
enable SD 1 — N7 — b H#Ehw fkee 2 A0Ic 32
disable SD 41— 7 — I H & B RE 2 LN 2§ 2

[WIRRE ]

boot auto-apply enable

[AS1E— F]

F¢HE EXEC £— R

B

SD #— K7 — ~ BEhi IR 2 A2 £ 713 E2hic 3 %,
AFEEEDIRAEIX, show environment =~ R CHER TX 5,
[ EH]

SD 1 — N7 —  HEhiE IfRE 2 T 5
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SWX232x#boot auto-apply disable

4.45SD J— K7 — FREBBROER

EEN
show boot prioritize sd

[AJS1E—F]
it EXEC E— R, %M EXEC £— I
[
SD 71— R7 — MERREHHRERTT D,
[BREH]
SD 71— R 7 — MERREHHRERTT D,
SWX232x#show boot prioritize sd

SD boot configuration:
firmware : enable

4.5 EREHRFZT

4.5.1 R FRORR
&3]

show inventory
[AJIE— K]
JEHHE EXEC &— R, H### EXEC £— R
[RLBA]
AIEEB L OSFP £V 2 — L ORI ERE FRT 5,
UTFTOHEANERIND,

2 B

NAME L

DESCR B

Vendor R4

PID 7u&7 1D
VID /§_:)3 :/ID\ ﬁ;ﬁ]w%é\bio
SN YT NE S

[EEHl]
U E £ 5.

SWX232x>show inventory
NAME: L2 switch

DESCR: SWX2320-16MT
Vendor: Yamaha

PID: SWX2320-16MT

VID: 0000

SN: S00000000

SWX232x>

4.5.2 BEMEHROET
[
show environment
[AJ1E— K]
FEHFHE EXEC &— R, R EXEC £E— K
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[FAA]
VAT LAOBIINEREFTRT D,
UToHEANERIND,

ET VA
Al AT I

Ty—buT7IEY g

N A = IV
A E

U T NEE
T34 A 1D
MAC 7 RV A&
CPLD "— 3 v

PHY \—Y =3 v

PoE = b —F——2 g o %PoE XtET /LD A

CPU f# =

AV fEfE

SD 51— R~ MikfE
7 7 v OFENREE

7 7 OEEER

Tr—LxT 77 AV

AR EE DR
AR

AB—= KT a7 4777 AL
SD #1— 7' — b H #hii AR DR E

YT IR—L— |k

o EEREZ
o BITERFZ
o EEND D OB
[BREH
Bl HERR~T 5,
SWX232x>show environment
[Device]

Model

BootROM version
Firmware version
Board version
Destination
Serial

Device ID
MAC-Address

CPLD version

PHY version

[Status]

CPU
Memory
SD card
Fan status
speed
Temperature status
value

[Configuration]

Startup firmware

Startup Configuration file
selected file

Boot auto-apply
Serial Baudrate

[Time]

Boot time

SWX2320-16MT
1.00
Rev.2.05.20
00

00 (-)
S00000000

(Mon Sep

0000000-0000000-0000000-00000

ac44.£200.0000
00
10.5.0.0

4% (5sec) 4% (1min)
% used
Unmounted
Normal
FAN1:6257rpm
Normal

32 degree C

FAN2

execO
configO
config (SD)
Enable
9600

2025/09/01

4

o\

(5min)

:6301rpm

11:13:00 +09:00

1 00:00:00 2025)

FAN3:6067rpm
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: 2025/09/02 16:18:00 +09:00
: ldays 05:05:00

Current time
Elapsed time from boot

4.5.3 5 4 A7 fERRI

EN

show disk-usage
[AJ7E— F]
JEHFHE EXEC &— R, F##E EXEC ©— K

[FiRA]

VAT LATHHLTWDT 4 27 DRI ZFRT 5,

+ System: VAT AMEHTUT
Config : R EHFRTY 7

+ Temporary : —HfT U 7

[ E ]

T4 AT ORI ERRT D,

SWX232x#show disk-usage

Category Total Used

46.1M
103.4M
80.0M

2.2M 41.5M
2.5M 96.2M
152.0K 79.9M

System
Config
Temporary

454 F TR0 a2 DER

&y
show process
[AJ1E— K]
FiHE EXEC E— R
[
Friho T a2k —fFERRT D,
[BXE B
ESS A= RS S TN W

SWX232x#show process

4.5.5 A€ U R DOF R

[FR

show memory
[AF1E—F]
¥t EXEC E— I
B
TutAEOA TV EHNEZERT D,
T OEHZFRRT 5,

HH

AL

PID

“ut A 1D

NAME

a2

Y%MEM

WELAE) O EHR

SIZE

Wk A & U Ofdf BB (E)

PEAK

WEL A £ ) O HE(Z I E TORKE)

DATA

BRAE A £ U —fEIY A X
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HAE

B

STK

ARy 7P AX

[ E B

TatvREO AT VHHEYRRT D,

SWX232x#show memory

4.5.6 HfF RN — MEROFTR

[EX]

show tech-support
[ASTE—F]
FHE EXEC £— R
[FFA]

B R — MR RRT B, B R — MERICIE, BT ooy ROEHERAE TN,
2B I RTINS, A X v 7 B R LT\ BT OB ORI K — MER A £FT 5.
HMI FO o~y F B A SR

1L, AA VAL TFELRAUNRN—2A, v FTCETEIND A~ NiZRAL S,

HT k,

a<w v R

AZ 7B

RH 7 S

AL VAL v F

AUNR=ZAAL v F

show environment

O

show running-config

show startup-config

show stack

show system-diagnostics

O[O]O010|0

show clock detail

show disk-usage

OlO0|O0|1010[O|0O

OlO0]010]0

O

show dipsw

O

O
*

O
X

show inventory

show boot all

show boot prioritize sd

show fan history

show logging

show process

show users

OlO[O]O1O0[O|O

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

OlO|O|1O01O0[O|O]O[O[O]O1O010[O]10]0

OlO|O|1O1O0[O|O]O[O[O]O1O010[O]10]0
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avwr R RE v 7S kit
AL VAL F AUN—=ZAL v F
show ddm status O O O
show errdisable O O -
show auth status O O -
show auth supplicant O O -
show power-inline O (%2) O (%2) -
show error port-led O -

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhcp interface

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

show radius-server local certificate status

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

show sflow sampling

show yno

OlO[O1O]1O0[O|O]OIO[O]O1OIO0[O]OO[O[O]O01010]0|10]0

OlO[O]1O1O0[O[O]OO[O]OIOIO[O]OIO[O]O]1O0|10[O]0

X1DIP AA v FHEHET LZFITEEND,
¥2PoE BT NTEITFIZE TN,

[BXEH]

Hiffi AR — MMEHREFRRT D,

SWX232x#show tech-support
#

# Information for Yamaha Technical Support

#

*** show running-config ***
|

! - Running Configuration -
! Current Time:
|

Fri Jan 1 00:00:00 JST 2021
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dns-client enable
|

vlan database
vlan 2 name VLANO0O0O2

vlan 3 name VLANOOO3
|

interface portl.l
switchport
switchport mode access

*** show startup-config ***
*** show stack ***

*** show environment ***
*** show disk-usage ***

#

# End of Information for Yamaha Technical Support

#

SWX232x#

4.5.7 Fifi v N — MEBROIRAE

[EX]
copy tech-support sd
[ASTE— F]
FikE EXEC E— R
[BLFA]
Hr AR — MEHZ SD I — RIZRIET D,
SD 1 — FNIZIZLL F O 7 7 A W4 TRIFE D,
+ SWX2320-16MT

/swx2320/tech-support/YYYYMMDDHHMMSS techsupport.txt
« SWX2322P-16MT

/swx2322p/tech-support/YYYYMMDDHHMMSS techsupport.txt
+ SWX2320-30MC

/swx2320-30mc/tech-support/YYYYMMDDHHMMSS techsupport.txt
+ SWX2322P-30MC

/swx2322p-30mc/tech-support/YYYYMMDDHHMMSS techsupport.txt
% YYYYMMDDHHMMSS ... =2+ > RETROFEH H R
[/ —h]
FHNZ SD H— FEFHAL TB LERH D,
[ EH]
Bl AR — M % SD I — RITRFET 5,

SWX232x#copy tech-support sd
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[EFX]

show fan history
[AJTE— F]
FHrHE EXEC E— R, %M EXEC E— I
[BLFA]
77 DUEREZFRTT D,
[BREH]
77 v DUWEEREAZFRT D,

SWX232x>show fan history

2020/10/22 15:45:54: FAN1 status:Low perform:80%

4.6 AT AHC2ZH

4.6.1 VAT L HCEZEEREDORR

E&
show system-diagnostics
[ASTE—F]
FEHFHE EXEC &— R, %M EXEC ©— K
[@iHH]

TATOVAT AHCDEHER (77— 87 v TRERER, AV T~ RBEmER, ~VAT=4Y & T2 R)

ZFIRT D,

[BXRE )

VAT LHOZWERE R D,
SWX232x#show system-diagnostics
Test results:

P = Pass, F = Fail, U = Untested
N = Normal, W = Warning

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand

Last on-demand diagnostics information:

Date : 2025/01/01 09:00:00 +09:00
BootROM : Ver.1.00
PHY Test

- Health monitoring

SFP Test:
Port 13 14 15 16
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4.62 T <~ RBEOFEAT
[ER
system-diagnostics on-demand execute [no-confirm]
[F—TU—F]
no-confirm D AT FRWOFETHRR (yorn) Z1THOTRINEITT S

[AJ1E— K]

Rt EXEC £ — R

[BLAA]

FrT=r Nl ITT 5,

PWII T~ TO LANSFP R— &y v N T 45, BE TRICIIM SR R e For L, BB AT
LEHEBT 5,

NI A—=B—FRELBRWEAIE, AT~ Rz FITT 250 E ) 0ORERD BN D,

DA FATTHHAIT Y 2, ETLAVWEAIE 1" 2 AT ILERD D,

[/— k]
F T v R Wik R OFEN L FE B 12 show system-diagnostics =~ > K CHER TX 5,
[ E B

T~ RSWiE FITT 5,

SWX232x#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y

on-demand diagnostics completed (pass). reboot immediately...
4.6.3 AT~ v F2Wk ROHIR

[EX]

clear system-diagnostics on-demand

[AJ1E— F]

HtE EXEC £— F

[RLBA]

d T R R AR 5.

[BREH]

FUF L DB REHIRT 5.

SWX232x#clear system-diagnostics on-demand

4.7 r— 7 )L}

471 r—T NEBW D ELT
EE

cable-diagnostics tdr execute interface ifiname

test cable-diagnostics tdr interface ifname

[/NT A—F—]

ifname : LANAKR— b DAV Z—T =— A%
MEDA S —T 2—A

[AS1E—F]

Ki#E EXEC £— K

[RLBA]

=7 VWi EFEITT S, AiRlOZE#EFIX show cable-diagnostics tdr 2~ > R CHER T 5,
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[/ — P}
WG RN ZERT ORISR O RFF S, BES—7 V22 E4T LIS a3 AN EEX S5,
[EE Bl

portl.1 ([ZHfE SN TV D LAN 7 —7 VOB % F174 5,

SWX232x#cable-diagnostics tdr execute interface portl.1l
The port will be temporarily down during test. Continue? (y/n): y
% To check result, enter "show cable-diagnostics tdzr"

472 r—7 NBEiERDO I VT
BN

clear cable-diagnostics tdr
clear test cable-diagnostics tdr

[AJIE— K]

F¢HE EXEC £— K

[BLFA]

AiflA] @ cable-diagnostics tdr execute interface =~ > RO FEITHEREZ 7 UV 735,
[BREBH]

BIE D A —T VB O R TRERE 7 U T3 5,
SWX232xf#clear cable-diagnostics tdr
SWX232x#

473 r—7 NVZERE R DFER
BN

show cable-diagnostics tdr
show test cable-diagnostics tdr

[ASTE— ]

FEREHE EXEC & — N, 454 EXEC £— K

[FA]

HilF @ cable-diagnostics tdr execute interface =~ > ROFEITHRER 2 FKRT 5,
[ EHI]

HiEl D r —7 N2 D FATRE R A R T D,
SWX232x#show cable-diagnostics tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 BFZ) &

4.8.1 REZI D FBIFRE
(BRI
clock set time month day year
[T A—F—]
time : hh:mm:ss
534
month 1 <1-12> F£ 7213 Jan, Feb, Mar, ... , Dec

H -1 A4
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day o <1-31>
H
year C AR 4 H7)
[ AJTE— K]
ke EXEC E— K
B
VAT LR ERET b,
[ E B

REZ) % 2015451 H 1 H 0 FEO0 %) 0 RMICERET 5.
SWX232x#clock set 00:00:00 Jan 1 2015

482 ZA LY — L D/E

E&N|
clock timezone zone
clock timezone offset
no clock timezone

[73F A —%—]
zone L AL — A
B EME FiEA
UTC o & LR
JST H A e

offset © UTC 2B DFFEEZ R IE
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R EME B

-12:00 GMT-12:00
-11:00 GMT-11:00
-10:00 GMT-10:00
-9:00 GMT-9:00
-8:00 GMT-8:00
-7:00 GMT-7:00
-6:00 GMT-6:00
-5:00 GMT-5:00
-4:30 GMT-4:30
-4:00 GMT-4:00
-3:30 GMT-3:30
-3:00 GMT-3:00
-2:00 GMT-2:00
-1:00 GMT-1:00
+0:00 GMT+0:00
+1:00 GMT+1:00
+2:00 GMT+2:00
+3:00 GMT+3:00
+3:30 GMT+3:30
+4:00 GMT+4:00
+4:30 GMT+4:30
+5:00 GMT+5:00
+5:30 GMT+5:30
+5:45 GMT+5:45
+6:00 GMT+6:00
+6:30 GMT+6:30
+7:00 GMT+7:00
+8:00 GMT+8:00
+9:00 GMT+9:00
+9:30 GMT+9:30
+10:00 GMT+10:00
+11:00 GMT+11:00
+12:00 GMT+12:00
+13:00 GMT+13:00

(R E]

clock timezone UTC

[AFTE—F]

rua—s\varz 4 b—va e —R

[FAA]

B4 D= ERRET B,
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no JEXCHEITT 5 &, UTC 2725,
[BXEH]
BA LY =% ISTICHRET D,
SWX232x (config) #clock timezone JST

B A DY — % UTCH9 BRI ET D,
SWX232x (config) #clock timezone +9:00

483 h~—Z A LOREGVIRL)

EN
clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[/3T A—HF—]
name DA A LADBREITSNTNWD L ZICRRT HEA LY — 2 DAHI
A P T(T L)
week 1 <l-4> F£ 7213 first, last
H O H s ZEET 5
wday . Sun, Mon, Tue, ..., Sat
e H
month : <1-12> F£ 721 Jan, Feb, Mar, ..., Dec
H E72iX H4
time :  hh:mm
534
offset o <1-1440>
Y~ =2 A LOMISBNY D, 5 THRET D, 7 7 4/v ME 60,
(AR E]
72 L
[AJIE— K]
Jua—nmNnvarz 4 b—va e —NF
B

P~ —F A LERET D,

ERE L2 LR THRBB LR TT D L0 I ~—2 A L &2RET D,

RAIDEGy TH~—2 A LAOBMEZ, 2 FDOHS TR TR ZIEET 5,

no JEATHEITT D & REDVHIERS LD,

[/— k]

Y= A DMIEERETER,

[ EH)

V=S A LPEFEI HOBE _HRO2EHIMAED . 11 AOH—HREDO 2 FHIHKD D X5 ICRET D,
SWX232x (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.8.4 Y~ —F A LOBRE(BEE)

[F=

clock summer-time name date month day year time month day year time [offset]

no clock summer-time
[/XF A—F—]
name YA ADHITINTNWD L ZZERT DL A LY — DATH]
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A HHLT(T SCTLL)
month : <1-12> £ 7213 Jan, Feb, Mar, ..., Dec
H ¥£7213 A4
day ¢ <1-31>
H
year D AR(TEIEE 4 4)
time : hh:mm
1537
offset o <1-1440>

Y~ =S A LORICIBMNT DIFH, 3 THRET 5, 7 74 /L MET 60,

(#1132

L

[AJTE— K]

Ja—n)aryJ 47—y g — R

B

fw—2 A LNERET D,

BELEAM TG LIOKR T TALICh~—4 1 L5 ET S,

OO T~ —4 A LOBMES 2, 2FDOW TR T HMNZRET 5,

no FEXCTHEITT B &, HENHIBREIN S,

[/—F]

P — A NMIEEFZETERN,

[B%EH)

Y —F A L2021 3 H 14 HO2FFITHRE D, 2021 11 H 7 HO 2RFITKED D L HITHET D,
SWX232x (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BIERZ| DFRR
[EX]
show clock [detail]
[¥—U— K]
detail ORI b 2R D
[AJ1E— K]
FEHHE EXEC B — I, 45 EXEC £— R
B
BUEDKZ, FA A EZRTT D,
detail Z5E L725E1%, FRMERETEDORFZ &~ —H% A LYERRT D,
P b A AR Y I L (recurring) DA, K (E T XBUERETH DY~ — 5 4 LI OEBO A % 27T 5.
[BREH]
BUE ORI & 7T 5.

SWX232x>show clock
Thu Jan 1 00:00:00 JST 2015

HIEDORZ OFEMER TR T D, (M~—F A LOREPDHDHH)

SWX232x>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time
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Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDORFA OFEME ML £ T D, (V~—F A LORENZRVGE

SWX232x>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP — _R—DHRE

[EA
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[F—U—F]

ipv4 : NTPH— "—% IPv4 7 KL A THRET D
ipv6 : NTPH—"—%IPv6 7 RLATHHET S
name : NTP #— =% KA N THRET S

[/3F A—%—]

ipvd4_addr : NTP h— =D IPv4d 7 R L A

ipv6_addr : NTP — R—D IPv6 7 KL A

IPv6 U > 7 m—R LT FLAZEET D5HE1F, BHA V7 =7 = —ALBETL2LERH
% (fe80:X%vlanN D)

Jfqdn i NTP — "—DFR A 4
FFE L L THRF(RCF/NLT), BT, (B VAR, (A 7 )BMER TR

[FIEIE% E]

L

[AJIE— K]

Ja—N"\)naryz4JL— g F— R

B

NTP —"—D7 RUAETIXAR A N =BT 5,

ARa<r RIZRKT2OEFTHRETE 5,

no BN CTEATT B &, HENHIBRIN S,

NTP #—/3—% 2 D% E L7 KAE CTREZIFIM 24T > 72455 . show ntpdate =~ > K TH/R I 415 NTP server 1, NTP
server 2 DJEF THRIWAEDLEEIT I,

NTP server 2 ~DV A%, NTPserver 1 & DRMICKI LIZHBAEDOHITHILS,
[ E R

NTP H—/3—|2 192.168.1.1 R ET 5,

SWX232x (config) #ntpdate server ipv4 192.168.1.1
NTP H—/3—|Z fe80::2a0:deff:fe11:2233%vlanl % iR ET D,

SWX232x (config) #ntpdate server ipv6 fe80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com % & ET 5,

SWX232x (config) #ntpdate server name ntp.example.com
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4.8.7NTP — _— 2 X 5EZIFHIA >3 v FEHD)

[ER

ntpdate oneshot
[AJIE— F]
F¢HE EXEC £— R
[BA]

BERES TV D NTP H— = b LIS R O BUS 2 42 5,
Ao~ REATHHC 1 EZIT1T 9,

[RXEH]

NTP H— =5 REZIE &2 S35,

SWX232x#ntpdate oneshot

4.8.8 NTP ¥— 3— 2 & 2 BZl| EI R (B I F B3R E)
EN

ntpdate interval interval-time

no ntpdate interval
[R5 A—5—]
interval-time 1 <0-24>

BEZ S DY OB, 0 BFfA] 2 457E LIS aid, A 217h 720
(AR E

ntpdate interval 1

[AJTE— K]

rua—Narr 4 L—va E—R

(LA

GRS AT D NTP B — 3=/ 5 JE IR IS R 2016 & B 9 2 HRR 2 1 e AL TRRET D,
no L THEITT 5 &, PIIRREICHK D,

Ko< FIATHE, RUEICREZ OB 2470 LI, BOE LA TR 2179,

[BXEH)

RrZ DRIWE DR & 2 Rl £ 12T 9,

SWX232x (config) #ntpdate interval 2
R D E AT 21T RN L 21275,

SWX232x (config) #ntpdate interval 0

4.8.9 NTP Y —"—I2 X % B AR EEHOFR
[
show ntpdate
[AS1%E— K]
JEFFHE EXEC £ — R, 4§ EXEC £— K
[BLH]
NTP $—/3—I2 £ 5 IR B % e N 2 27T 5,
[XEH]
B IR E N i 27T B, xRS | B OB A

SWX232x#show ntpdate
NTP Server 1 : ntp.nict.jp
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NTP Server 2 : none
adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WPz R E A £ d 5, % AR LOBE

SWX232x#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 R R

4.9.1 PTP BEEEDFRE (VAT b))

[FX]
ptp npe
no ptp
[/3T7 A =5 —]
type D VAT AAKO PTP HREOEE

BREME B

enable AT LERD PTP EREZ A ZNICT 5

disable AT LD PTP MR A WAhiZ 35

(IR E]

ptp disable

[AS1E— R

sa—m\)ar7 47—y aryE—FR

[BEFA]

VAT LARARD PTP HEREZ AN E 721X 2,

no JEATHEAT L= B3 AIRE I =T,

[/ — 1]

PTP HREZ EIMESE DT, A v X —T7 =—AD PTP HEREL AN T IHLEND 5,
ALy JRREN AR 26, Aa~ v R TE e,
[BREH

VAT LR T PTP HEREZ AN T 5,

SWX232x (config) #ptp enable
VAT AAERT PTP BEREZ HEhIZ T 5,

SWX232x (config) #ptp disable

4.9.2 PTP BEEDRE ([ v Z—T7 = —R)

EN
ptp type
no ptp
[/NT A —=HF—]
type DR A H—T = —AD PTP HEREDENE
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BEE s
enable WA v 2 —T = — AD PTP MRER A NT
T 5
disable %A v H—T = — A PTP HERE % WAz
T 5
[FIEAER E]
ptp disable
[ASTE— )
A H—T 2 —AF— R
(A

SRA 2 —7 = —AD PTP #REZ AN E 71T BN T 2,
no JE A THEAT LIe G B3I E IR T,

[/— 1]

Az~ R LAN/SFP iR — NI DR TE Al HE,

AT KRR D PTP BEREN LN 2 5 A B E L 7220,
ALy JHRRENA R 26, Aa~r R TE e,
[ERE B

LAN 7R — |} #1 @ PTP H§REAZ A 2HICT D,

SWX232x (config) #interface portl.1l

SWX232x (config-if) #ptp enable

LAN 7R— | #1 @ PTP H¥RE A 2hiC 35,

SWX232x (config) #interface portl.1
SWX232x (config-if) #ptp disable

4.9.3 PTP OEIMEE— ROFRE

&

ptp mode #ype delay-mechanism mechanism step step-mode
no ptp mode

[F—U—F]
delay-mechanism FUULA AN =R LOFEREIEET S
step AT v TE— ROFENERET D
[/XT A —F—]
type : PTP OEhEE— K
REME S
transparent N7 ART LV Ny (1 AT )
mechanism FAUULA A=A N
REME S
e2e TURY =Ty FE—F
step-mode AT v E— R
REME S

one-step | AT v 7E— R
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(AR E]

ptp mode transparent delay-mechanism e2e step one-step
[AJ1E— ]

Ja—)ar 74—y g F— R

B

PTP DEIEE— R LT 4 LA A= AL EHRET D,

no JEA TIAT L 728G B I3 EIC R T,

[/—}]

Ao~ RiEy AT AERO PTP BEREN IS 72 5 A X B L 720,

Flo. VAT LERO PTP BEREDN BN R IGE DOAHEE TE D,
FUULAAD=ZANTE, = RY—x 0 FE— ROREVR— T35,

AT w7 E— R SWX2320-16MT, SWX2322P-16MT DA FRET HMLENH D,
AKa<y RIZPTP OEEE—FiZ, FI VAT LU b ay 7Oz R—15,
[BREH]

PTP OENEE—RZ N F AT Lo Myl TAVAAD=Z AL BTy RY—2 0 RE— RIZRET D,
(SWX2320-16MT, SWX2322P-16MT)

SWX232x (config) #ptp mode transparent delay-mechanism e2e step one-step

PTP OEEE—REZ T AT L byl TA LA A D= A LExy FY—x2 2 FE— NIRET D,
(SWX2320-30MC, SWX2322P-30MC)
SWX232x (config) #ptp mode transparent delay-mechanism e2e

494 PTP A vE—VDEEET 2 Fa/LOHRE

By

ptp transport protocol fype
no ptp transport protocol

[NT A —=F—]
type : PTP A v E—VOERETHEAT S 71 =
REME Bl

ipv4-udp IPv4 UDP %15 %
ipv6-udp IPv6 UDP %4 %
layer2 L2 Ether 7 L — A &M+ 5

(IR E]

ptp transport protocol ipv4-udp

[AJ1E— K]

sa—s)var 74— a s E— R

[@iHA]

PTP A v E—VO#ET 1 b a /L ERET D,

no IR CHFAT LI G & I3 E IR T,

[/ —}]

Ko< RiEy AT A2 O PTP BEREN S A A 13 EME L 220,
Flo. VAT LABIRO PTP BEREN R e & DAL L TE 5,

[ EH]

PTP A vt — DA% UDP @ IPv6 &+ 5,

SWX232x (config) #ptp transport protocol ipv6-udp
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[EX]
show ptp
[AJTE— R
FERFHE EXEC & — R, %7 EXEC £— F
[FRHA]
PTP DR EREEZF T D,
[ E R
PTP O ERREE KR T D,
SWX232x>show ptp

PTP State : Enabled

PTP Mode : Transparent Clock
Delay Mechanism : End to End

Step Mode : One-step
Transport Protocol : UDP (IPv4)

496 4 ' HF—T7 = —AD PTP [FEHDOER

[ER
show ptp interface [ifname]
[F—TU— k]
interface D BRTAA VAT 2= AERET D
[/XT A—&—]
ifname : LAN/SFP R— "D A vV H—T = — A4,
FRTHA A —T 2 —A
[AF1E— K]
FHHrHE EXEC E— R, %M EXEC E— I
[

BELEA VX —T2—AD PTP [EH4FRT 5,

interface ZEME L7=5A1E. 2 THOA v Z—T7 =2 —ADBERVBEFRIND,

[EXEH]
fR— b D PTP tE#H &= Frnd D,

SWX232x>show ptp interface
Interface PTP

portl.1l Disable
portl.2 Disable
portl.3 Enable
portl.4 Enable
portl.5 Enable
portl.6 Enable
portl.7 Enable
portl.8 Enable

LAN 7"— I #1 @ PTP A FH =T 5,

SWX232x>show ptp interface portl.l
Interface PTP

portl.1l Disable

4.10 SRR E

4101 A4 E— K@V —NVEF—IF/W)~DBIT
[ER]

line con port
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[/RTA—F—]
port -0
YT aL L R— R ER

[FIEIER E]

line con 0

[ATTE— K]

Ja—n)ary7 41— EF— R

B

A= NE =T NAVDOREETITEODT A E— RIZBITT 5,
[/—F]

FA =R b T u—rvar 7 47—y a T — RICED T exit 2~ FEEHA L, %4 EXEC £— NIZ
AT end 2~ REfEHAT 5,

[ 2B
A= N —IFNERETHIEDODTA T — NITBITT 5,

SWX232x (config) #line con 0
SWX232x (config-1line) #

4102 VTY ;R— FDOREB LT A »E— F(VTY "— M)~DBAT

EN
line vty portl [port2]

no line vty portl [port2]

[T A—=HF—]

portl . <0-7>
VTY "— &5

port2 . <0-7>
HPHFRERF ORAE VTY N— F &5

(AR E]

no line vty 0 7

ASE— K]

Jsa—x)ars 74—y g — R

B

HELEVIY R—h2ACLEE0b, VIY R— FOBREEITHIT2ODT A »E— RICBITT 5,

no I CTHAT L2 GEIE, FBE LT VIY R— M &2+ 5,

port2 IRE LT GEE, ®FEE & 72 0 L port] D25 port2 £ TOTRTOVIY R— hZHEELLZZ LI D, port2
X portl J//U:@%Féﬁ LT 6780,

[/—}]

TELNET 7 7 A 7 >t O KRFEIFREHEIL, A%)78 VIY N— F ORIKFT D,
TAE—RDbZa— a7 4 Jb—arE— RIRED I exit 2~ RE2@H L, $# EXEC £— RIiZ
EAHIZEend 2~ REFEHT 5,

Bl

VIY R—bF#0 2B LD, T4 T — RIIBITT 5,

SWX232x (config)#line vty O
SWX232x (config-line) #
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4103 R A4 L F A LT 7 MBI ORE
[E=X]

exec-timeout min [sec]

no exec-timeout

[R5 =5 —]
min 1 <0-35791>

ZA LT U NEEEI(G))
sec 1 <0-2147483>

A LT 7 NEEE(FD)
(IR RE]
exec-timeout 10
[AJ1E— F]
TAUE—R
[@i ]

A= E=IFTNEBLOVIY T, F—ANPRVEARICEBNICE 77D 5 TORHEZRET S,
sec ZAME LTEHETX, 0 BEREIND, min, sec & HIZ0ICRE LG AIL. BENICE 77 7 K LA,
no JETHEAT LGB B EICR 5,

[/— 1]

Kavwry RREHR, kO 7 A ARENLRENPEHN SN D,

[BEH]

AV —=NDZA LT T MR A 5 IR ET D,

SWX232x (config)#line con 0

SWX232x (config-line) #exec-timeout 5 0
SWX232x (config-1line) #

4104 AL TVAEER 1 R—TUhE OFRTRITHROEE
Ey

terminal length /ine

terminal no length

[R5 A—F—]
line . <0-512>

AR 1 _X—=T BT 0 DFRFITE
[AJ7E— K]
FERFME EXEC £ — N, ¢t EXEC E— I
[FHA

AL TWDIR 1 X—Y B ORFITRELET 5,

line |2 0 Z8E L=ty _—VH L THRRE —RHEIE L2,

terminal no length =~ > FZEIT L7 HE1X, RRITEHD U T v a Y — L O8a15 24, VTY OUE 13k
D YA RTYARERD,

[/—}]

Kawr Rk, 7. RBICEERKBSN D,

service terminal-length =~ > FOFREL Y, Ka~ o FOFTHEROTGPER L TEMA SN D,

[ E ]

FBEHL TV IR 1 =T H 720 ORTFITHE 100 TICEET D,
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SWX232x>terminal length 100
SWX232x>

4.10.5 ﬁ#-lﬁj{ 1 J\ob—j‘/‘\})‘f: D ®§%frﬁ‘§®§&i

[EF2

service terminal-length /ine
no service terminal-length

[/XT A—&—]
line : <0-512>
AR 1 R=T o720 OFRFITE
[(WIHARRE]
no service terminal-length
[AJTE— K]
Jua—\)narz4 b —varE— R
(@]

MR 1 R_X—=U BT ORPITEEHRET S,

line % 0 \ZRE Lt ~_—VHALCRREZ —RHELL L,

no IR THEIT LB AR, BRITEN LY Tar Y —LORAIX 24, VIY OBAIIERKRO Y 4 Rud A4 X
L5,

[/—}]

Kavwy REEH, kOB T A CRENLERENEH SN D,

terminal length ==~ > R3E(T S 72354, terminal length =~ > ROSATRERO SN B L CHE M S b,

[ EH]

Ui AR 1 ~—=TH 72 ORFATEZ 100 TICRET D,

SWX232x (config) #service terminal-length 100
SWX232x (config) #

4106 VU TR —L— FDOEFE

[EFX]

baudrate select baudrate
[23T7 A —%&—]
baudrate : 9600, 19200, 38400, 57600, 115200
U 7 LR — L — K (bps)
[FIEIER E]
baudrate select 9600
IASIE— ]
¥ibE EXEC £ — K
B
YU TR —L— hERET D,
[ EH]
U T NAR—L— k& 115200 IZ%ET 5,

SWX232x#baudrate select 115200
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4.11 {£5F

E

e

4.11.1 f&5F VLAN @
EEy

management interface interface

no management interface
[73T A =4 —]
interface : VLAN A & —T = — R4

(AR RE]

management interface vlanl

[AJ1E— F]
Jua—mnarz 4 b—va e —R
B

RAFCHIAT 5 VLAN 2% ET 2,

RKa<w  RERETHIET, I2MS=—V = P TEET A L &, L2MS ¥ 12—V v —0 6% VLAN IZEI D 24
THNEIP T RLAZHRE - BB Tx %,

no IR TEITLZHE. b LLIZVLAN ZHIBR L7=2GA. Ra~vr RLUHRTEIZRD,

[RXEH]
{557 VLAN % VLAN #2 IR ET 5.

SWX232x (config) #management interface vlan2

4.12 SYSLOG

4.12.1 v 7 OBHIFE(SYSLOG Y —/N—) DR E

E&y
logging host /ost
no logging host /0st
[XT A —=F—]
host : AB.CD
SYSLOG #—/3—®D IPv4 7 R LA
X: XXX
SYSLOG H—/3—®D IPv6 7 K LA
IPv6 U > 7 a =BT RUAZBET DHEBIE, BHA V=T 2= ABRET LMERDH
5 (fe80::X%vlanN D)
(AR RE]
no logging host
[AFTE—F]
Jsua—s\varz 4 b—va e —R
[FAA]

a7 O TH D SYSLOG —_"—D P 7 KLV AEZHRET D,
AT M) —8iF2 ThH 5D,

no I THEAT LI GIIHIMIREICR Y . @A TH R0,
[BREH]

SYSLOG #—/3—®D IPv4 7 KL A%, 192.168.100.1 IR ET 5.
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SWX232x (config) #logging host 192.168.100.1
SYSLOG #—X—D IPv6 7 KL A % fe80::2a0:deff:fe11:2233 |

CRIET D,

X AE

SWX232x (config) #logging host fe80::2a0:deff:fell:2233%vlanl

41220 7 DBAT —~ > bD

e

[EX]
logging format rype
no logging format

%5 A —4—]

type D omT DT r—~y MNER

R

B

legacy

Ny B (A DA T RA N
EORVEA 7 4 —~ > k

(AR E
no logging format

[AS1E— F]

ryua—Naryz 4L —vgarE—R

(@]

SYSLOG H—R_R—~@HTIHDA v =D 73—~y FeEHET L,
no JER TEIT LI AIL SYSLOG A v —IC A~y ' —E (ZALAZ T RARNL) 2E0D5H,

(BB

SYSLOG A v =V D7 —<v hae~y X —72 LIZRET D,

SWX232x (config) #logging format legacy

41237 D77 )T AEDORE

EEN
logging facility facility
no logging facility
[/$5 A—%—]
facility N =S A A ]
RIEE B
0..23 facility fi&
user 1
local0..local7 16..23

(R E]
logging facility local0

[AT1E—F]

Ja—x\)ary7 4L — g E— K

[FiAA]

SYSLOG H— N —~EHTAHRA v =077 UV F 4 fHEEET 3,

[/—

77 VT AMEOERSITIX, 4 SYSLOG — "—THMEIZ1T ),




[ EH]
SYSLOG A v =YD 773U T 4% 10 ICRET D,

SWX232x (config) #logging facility 10

4.12.4 1 7 DHF L (debug) DFRE

A~y R 77 LA RS - EHIFEEE | 67

E&y
logging trap debug
no logging trap debug

[WIHIRRE]

no logging trap debug

[AJ1E— ]
Ja—)ars7 47—y g — R

[FLFA]

debug L~ L D w7 % SYSLOG IZH /19 %, no B THEAIT LIGAIEH I LR,
debug LIV EHHNZTHEREOR I NHIIENDT20, LEBRIGAEDHZEMNT 5,
logging host =1~ > N C SYSYLOG ¥ —/\—|ZI#HT 256, A A MUIZIZ 077 0 27 fllkz ik L T 2 &

NEFE LV, T7 40 FREZHE I LRV,
[F% B
debug L)L 7% SYSLOG IZH /13 %,

SWX232x (config) #logging trap debug

4.12.5 v 7 O H J1 L)L (informational) DX €

EEy

logging trap informational
no logging trap informational

[ E]

logging trap informational

[AF1E—F]
rua—s\varz 47—y a e — R

[@iA]

informational L'~V & 7 % SYSLOG (ZH /13 %,
no FEXTHAT L2 GAIXHITI Lawy,

[/— k]

logging stdout info =~ R T2V —/LICH I ERDLZ ENAETH D,

[RXEH]
informational L'~V 1 7 % SYSLOG (ZH /19 5,

SWX232x (config) #logging trap informational

W

4.12.6 © 7 DT L)L (error) DEX E

&
logging trap error
no logging trap error

(AR E]

logging trap error
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
error L'~L O a7 % SYSLOG (2 /14 5,
no B TEIT LA I L2y,
[RXEH]
error L'~yLd 1 7 % SYSLOG (ZH 1T 5,

SWX232x (config) #logging trap error

a127ar7oayy— )VHAOHRE

e

&
logging stdout info
no logging stdout info

(AR E

no logging stdout info

[AJIE— F]
Ja—nnarz4 7 b—varsE —F
B

informational L'~ ® SYSLOG % = >V — LIz /14 5,

no A THEAT LIz BT I L7,
[ EH]

informational L)L ® SYSLOG % = >V —/VIZH 19 5,

SWX232x (config) #logging stdout info

4.12.8 A X FEfroa FHITORE

E&N
logging event type
no logging #ype
P85 A— 45—
type D WD ERET DA MR

R

gﬁl(l

BA

lan-map

LAN v v 7

(AR RE]

no logging event lan-map

[AJ1E— F]
Jsua—mvarz 4 b—va e —R

B

FRE LA Xy MEROr 7 EGHT 5,
no JEATHEAT LTcHaldn N 2777w,
(BB

LAN v v 7 onu 7O A313 %,

SWX232x (config) #logging event lan-map




v KU 77 LA | RSF - EAKEE | 69
4129 T DN IT oS
[EX]

save logging
[AS1E— K]
FEFpME EXEC E— K, ##4 EXEC £— R
[FA)
RAM hIZERE S /-ma 7 % 4T Flash ROM IZER1FT %
7 7 OFERITX RAM ETirbi, EHMICHEIT FlashROM I3y 7 7 v 7 LTWA R, Aa~wr Riokv, Tl
TRy I T v TTHIENTED,
logging backup sd enable =~ > R EINTEY , 2>2 SD I — RBFHA I TV 54, Flash ROM (ZIR7FT 5
EFRFZ, SD W— FRICHEL T D7 7 A W4 TRIF S 415,

/swx2320/1og/YYYYMMDD syslog.txt

EJ e
/swx2322p/log/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > R3E{THFD4EH H
[ EH]
QT ORI T T EITH,

SWX232x#save logging

41210 B 7D SD I — Ry 7 7 9 T ORE

E&y
logging backup sd enable

logging backup sd disable
no logging backup sd

[F—U—F]

enable D BT DSDA— RN I T T EHGINCT D
disable D BT DSDA— RNy I Ty T EBERT D
[WIHRRE]

logging backup sd disable

[AS1E— K]

Jgua—)aryz 4 l—y g rEw—NR

[FHA

17D SD W — RNy 7T v T ORI « WML RETS D,

A L7546, savelogging =~ RZFAT L7 L ZIZSD I — N2 u 7 Z2R{F7 5%,
no TR CTFEAT L =B A I3 E TR S,

SD 71— RIZIZLLF D7 7 A W4 TIRIFE N D

/swx2320/1og/YYYYMMDD syslog.txt

EJAe
/swx2322p/log/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > R3E{THFD4EH H
(BB
BT DSDA— RNy 7T v T BT D
SWX232x (config) #logging backup sd enable
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4.12.11 v 7 DYk
[EF=R]
clear logging
[ASIE— K]
¥iHE EXEC £ — F
B!
0 7 x=HIBRT 5,
[ EH]
v 7 &HIBRT 5,

SWX232x#clear logging

4.12.12 © 7 D5 PR
EE

show logging [reverse]
[F—T—F]
reverse L B EWIBICERT S
(ASE— ]
FEREHE EXEC £ — I, #7#E EXEC £— N
[FiAA]

AHERROEEIRIL 2Rk LTz 0 V2R T 5, @EIIEERLAOE WL 006 r ZZIEICFE RTS8, reverse 235
ESNTIHEE BV RT T %,

1 7 OEKREFHESIL 10,000 4 TH D, BABEBZ ZHEICIE, BERAOEWHONHHEEIN TN, &K
Bl Eowv Va7 555121, logging host ==~ > }\“CE 7 % SYSLOG H—/N—[Z#AE LT, A A MITTERIFET
HILENRD D,

W4 287 DL~ logging trap 2~ R THRTEFRETH 5,

[/—}]

o 7 OEEIT RAM ETiTbit, EHIMIZEEIT FlashROM IZ ANy 7 7 v XL TW5, BIREZY A ENRNy 7T v
INTWARVWa ZIRFESNRVD T, v 72 REFELTEWEAIITFEI TRy 7 7 v 7T HA0ERD D,

reload 2~ KRR T7 77— A0 2T DONRX—=Ua T v R I L 5HFEREZITo=HE8F. e 7 2REFLTND
[B%E B
0 s ERRT D,

SWX232x#show logging

4.13 SNMP

4131 SNMP BHIA v —VDEEBLEFIRA FOHRE
[EFR]

snmp-server host sost_address type version version community

snmp-server host rost_address type version version seclevel user
no snmp-server host host_address

no snmp-server host rost_address type version version community
no snmp-server host host_address type version version seclevel user

[PNT A =5 —]
host_address DA Y= YV ORIEI IPv4 I IPVE T R LA

IPv6 V> 7/ ma—NT RUAZIRET H5A1E, A V2 —T7 = — AL EET HLENH
% (fe80::X%vlanN D)
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type DA vyE—Y
R EME iEA
fraps WA v E—U% 8Ty PO E MR
P L)THIET 5
WA vE'—T % inform U 7 = A MEKX(E
informs BB S V) TIE(ET D, version H32c'E7-
I3DLEFHETED
version : SNMP R"—T 3 v
REME LA
1 SNMPv1 % {#
2¢ SNMPv2c % fifi H
3 SNMPv3 % {#i
community oA a=T 4 —4(32 LTLUW)

version W1'E7-132c'D L FFETE 5
EAs, " EIL CHERCWEE X, [l ", "IESFEICE TR

seclevel DA Y —VOREEIBWTRO NS EXF 2 YT 4 —LL
version '3 D & X DHIFETE D
REME B!
noauth FRREZR L - E5{k72 L (noAuthNoPriv)
auth FORED D« 5K 72 L (authNoPriv)
priv RiLd D - K5k Y (authPriv)
user DA —(32 UFLIN)

version IN3'D & X DIHIEETE 5
S, " E/IE " THENTWEZ & &, @Wumo ", " IESUTFEEICE AW

[FIEIE E]

L

[AJTE— K]

Ja—x\)ary7 41—y g — R

[FREA]

SNMP 1 A v B — DREHREZHRET S,

Rk b —#iL8 THB,

no B CTHEIT LG EIE. HERELARA NORELHIRT 5,

[/ —}]

IPv6 V27 a—hNT RLATHREL TWAEA, F—7 RLAICK LERDIEHA VX —T = —AZFEE LT

EXEMNTHE, TRLAEERA 2 — 7:~x®ﬁ#Abﬁ#WEéntk&&L TV A OB OFREN

T _CHI E?éﬂé@f(f DT L, BIZIE, "fe80:10%vianl" ZHEE LI EDEE D HIHEIZ. Bzl

"fe80::10%vlan2" DX EZIBINT S &, "fe80::10%vlanl" OFHEITT X THIER S, BINL 7= "fe80::10%vlan2" D%

E®$ﬂ%é:&mﬁéo

Batl]

SNMPvl ZfEH L, b7 v 7 OEE % 192.168.100.11 IZFXET H, b7 v 7D aI 2 =7 ¢ —4 % snmptrapname
WZHRET 5,

SWX232x (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

|71
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SNMPv2¢c Z i L. H A v —DOFEELE 192.168.100.12 IR ET D, BHEF A 7% informs, @EED =2
=7 4 —4 % snmpinformsname (45T 5,

SWX232x (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPV3 Z i L, @A v t—YO%E % 192.168.10.13 [IZRET D, WY A 7 % traps, =5 T DHHFOEF
UT 4 — L% priviZ, = —F—4% adminl \ZHET 5.

SWX232x (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl

4.13.2 VAT AEEIRFICBRH A v — VR EET D F TORMERE DORE
BV

snmp-server startup-trap-delay sec

no snmp-server startup-trap-delay

[R5 A—H&—]
sec ;. <10-600>

TEHRRF T (7))
[WIERRE]
snmp-server startup-trap-delay 10
[AFTE— F]
sa—svar 74— a s E— R
[

VAT LAEEIRFIC, SNMP A A vE—Y (FT7 v ) ZFET D E CORERZRET 5,

VAT MBI, RS NEGE T D F TICAER S Lz SNMP A A v — Ui, SRR IEE SN D,
no B THEAT LI AIE, REZTHIRT 2,

[/—h]

FEEIER OFHAIBALG, & TIX, AFor Bl aniz2 A4 I 7,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[EXEHI]
VAT LAEEIRFIZ . SNMP B A v —T AR5 T D F TORERFZ2 30 RICRET 5,

SWX232x (config) #snmp-server startup-trap-delay 30

4133 EETHBHAA v E—TVF A TORE
]

snmp-server enable trap trap_type [trap_type]

no snmp-server enable trap
85 A —5—]
trap_type N7y T ORE
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BRIEME i
coldstart IR OFF/ON, 7 7 — AU =7 FHiE
warmstart reload 2 REATHY
linkdown NS E A
linkup Voo T v 7k
authentication ORISR
temperature T A T R bR
fan FAN 55 28{k,FAN {5 1L IF
12ms L2MS =— ¥ = > b ORR A I
errdisable ErrorDisable #f [/ fif R IRE
rmon RMON A > kST
termmonitor Uit A AL Jen Iy
bridge iﬂ:yfyUHWHFﬁm/FﬁHVH

pAd
powerethernet PoE JRAEBZEAL., /" B o HH Py
loopdetect Jb— 7Kg ARV R
all TARTORT ‘y'f@iﬁo 27 A 7 BT,
LR RToO T v FREENREIND,
[FIHR ]
no snmp-server enable trap
[AJIE— K]
Jua—\)arz7 4 b—vasE— R
B

EETDH N T v TommEA T EEET 5,

no IR THEITLICHAIE. bT v T2 EMICT 5,

[/—FI]

powerethernet X, PoE #5FExf L€ T /L TOAIEE A HE,

[RXEH]
coldstart b7 v 7B/ T 5,

SWX232x (config) #snmp-server enable trap coldstart

Ty T BN D,

SWX232x (config) #no snmp-server enable trap

4134 VAT LAV E T FNOBRE

[F=

snmp-server contact contact
no snmp-server contact

(/35 A — 5 —]

contact VAT AU E T N LUTRENT DAFRQRSS SUFLIN)

[N E]

no snmp-server contact
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[AF1E—F]
rua—)arz 4 L—va R
[BA)
MIB % %% sysContact Z iR E T D,
sysContact [T —fIZ, FHHFT OARTOEE L EZ LA L TBLEHTH D,
no G THEAT LI E L, REZHIRT 2,
[ E ]
VAT LAY k% swx_admin@sample.com [ZEXET D,

SWX232x (config) #snmp-server contact swx admin@sample.com

4135 VATl —a VDOERE

[F=

snmp-server location /ocation

no snmp-server location
[/XF A—F—]
location VAT Au—va b LTS D455 SUFLIN)

[FIHIER E]

no snmp-server location

[AJTE— K]

sa—nNarz 4l —yasE'w— R

[

MIB Z#%% sysLocation % 7% E 3 5,

sysLocation |3 —#%HIIZ, HERORELTTZ LA L TBEHTH S,
no JEATIAT L7213, REZHIFRT 5,

[ EH]

VAT Lnr— = 2% MainOffice-1F IZFET D,

SWX232x (config) #snmp-server location MainOffice-1F

413.6 SNMP 2 =2 =F 4 —DHRTE

[EF2

snmp-server community community ro_rw
no snmp-server community community

[/XT A—&—]
community DA a=T 4 —432 LFUN)

WEAS, " EIT T THEATW & X, WEwD ", " ESCFRICE £
ro_rw T AR

REE Bk

10 P L EE

rw FEIAL AR
(WX E]
7L
[AJIE—F]

Jua—m\)arz4 g b—varE— R
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[FEHA]

SNMP 22X 2 =7 4 —%&&ET D,

Bk CTEDLaIa=T 4 —ORRET 16 THD,

no R TIAT LI GA. HBEaI2=7 4 —%HIBRT %,
[ EH]

A LEEHAD a2 I 2 =7 ¢ —4 public R ET D,

SWX232x (config) #snmp-server community public ro

public 2 X = =7 4 —%HIRT 5,

SWX232x (config) #no snmp-server community public

4.13.7SNMP B = —D/RE

[EA
snmp-server view view oid type
no snmp-server view view

[/3F A—4%—]
view D B a2 —4((32 XLTFELN)
oid : MIBAZ7 Y =7 ID
type AL
BREME B!
include BELEAT7 Y= b ID ZEHARICT D
exclude FBELE-AT Y27 b ID Z2EHEANR50R
N5
[FIEAER E]
L
[AJ1E— K]
Ja—r)arz 4 —y g rE'—NR
[FRHA]

SNMP MIB ¥ = — % ET 5,

MIB B 2—&i3, 77 RAELZHTTIERICEETOIMIB A7V 27 FOEASTH D,

BKELTEX A MIB Ea—0FEKRKKIT 16 THhD,

0id /X7 A—H—L type )XT A —H—DIT, FFEDA TP =7 NID LD MIB 7V U —2EHx% 45,/ L
RN L EBWT D, 0id NT A—H—L type NTA—H—DfE 1 OO R —L LT, £4DMIB B 2—I|C
HLTEEOZ P —2fBETHILENTE, TORKREILS TH D,

O N —ZEE LRI, FREFNVEELEA 7Y 2 M ID OF TEAEGERICH DL HDIF. LV FAORE
JEETIELEAT V=7 FIDICHIET % ppe /85 A—2 —BEESND,

n X TCa~vy FEETLESEASIE. MIB B2 —%28lRd+5, =2 M —HEZOHIRIZTE 7220,

(% EH]

internet / — F(1.3.6.)EL F A& T most B2 —ZRET D,

SWX232x (config) #snmp-server view most 1.3.6.1 include

mib-2 / — F(1.3.6.1.2.1)LL F Z %7 standard B = —Z & ET D,

SWX232x (config) #snmp-server view standard 1.3.6.1.2.1 include
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4.13.8 SNMP 7 )V —7DFRE
[EF=R]

snmp-server group group seclevel read read_view [write write_view)

snmp-server group group seclevel write write view [read read view)
no snmp-server group group

[F—TV—F]
read ORI N—TIIHET D — = FE A L ATREZR MIB B 2 — & 1RE T 5
write DRI N—TICET 22— RN EEIALFIRE/R MIB B 2 — % 18ET 5
[/XT7 A =25 —]
group DT V—T 432 SCFEL)
seclevel DRI N—=T IR T D=l ko bndtEXa VT 4 — L
REME B
noauth FORE7e L - W55k 72 L(noAuthNoPriv)
auth PaEd ) « W5k 72 L (authNoPriv)
priv FRED Y+ B 5k & U (authPriv)
read_view DR N—=TIIFTR T S =P =0 G L ATREZR MIB £ = — DA (32 ST L)
write_view DRI N—FIITET D 2 — PR EEIALAEEZ: MIB B = —D4FI(32 LFLN)
[FIEIERE]
L
[AJIE— F]
ra—R)ary 74— g F— R
[RiAA]

22— =T N—TEHRET D,

ZOATY R TRESND MIB E2—IlHENRVMIB A7 Y=/ b~DT 7 A TEIESND,
MIB t = —[J snmp-server view =~ > NI L > TERIND,

AT ) —HiT 16 TH D,

no B Ca~vy REFITLESLGAIR. BEZ VT OREZHIRT 5,

[RXEHI]

2—H—7 L —7" admins Z1ERL L. admins Z /L —7ZTET D2 —% — I most B2 —~DTNVT 7L ARG 2
60

SWX232x (config) #snmp-server group admins priv read most write most

2 —HP— TN —7 users ZVERL L. users 7 /V— 7 D@4 5 2 —H —[|L standard B = —~Di A H LT 7 & AR 5
2B,

SWX232x (config) #snmp-server group users auth read standard

4.13.9 SNMP =— ¥ —DFRE
[EX]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]

NoO SNMp-Server user user
[F—U— K]

auth CORRRET VY RLAERET D
priv MR LT VT Y XLAEHRET D
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[78T7 A= —]
user Do — =432 CFELN)

S, " EE T THEEATW & Wmo " IETRICE ERun
group DT 4(32 SUFLA)

mieAS . " E IR THER TV L & WO " " IESCFERICE Enn
auth O FEET VT Y XL

REME B!

md5 HMAC-MD5-96

sha HMAC-SHA-96
auth_pass DORRRENA T — R SUFRL B, 32 STFLI)

MY, " EIT T THENATW S X WEEO ", " ESCFRICE £
priv N R = W

REME 2 EH

des DES-CBC

aes AES128-CFB
priv_pass DORFRENA T — R CFRL B, 32 SCFEIA)

MG, " EIT T THEATW & X, s ", " ESCFRICE £
[WIHIRRE]
L
[AJTE— K]
sra—\)varZ 4 S b—arEw— R
(@]

=Y —%RET D,

ARKa< ROZ)V—T7413 snmp-server group 2~ R CTEFRLIZAREZIEL, ZV—7RECTHELI-EX 2
T A — LS LT, BENRORGELE R S THEAT L7V XL ERRAT— REFRET D,

B, BAEEATO T BLDRZITO T EIXTE R,

R P =T 16 TH D,

FRRERCIE AL DA, 7T Y AAB LU RY — Rid, ®fL725 SNMP v 32— v —fllo 22— —FE & —E

SETBILERDH D,
no JERATa~r RE&FTLELEIR, fE2—P—DOREZHIRT 2,
[ AEBI]

a—H—& L Cadminl Z1ELT D, FTRZ V—7ORELFIR I NV—TTEDONIZEX 2V T 4 —L-ULIZE
¥ T, AL - R L T % 7 1 b L(SHA, AES) & 7R 2 U — R(passwd1234) 8 ET 5.,

SWX232x (config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

2 —H—L U Tuserl ZEkT 2, FTBINV—7ORELFIBI/NV—TTEDLNTEX 2V T 4 —LLIZAED
BT, BFE - BEBALTHEMT D7 1 b a2/ (SHA) & /S AT — R(passwd5678) & & ET 5,

SWX232x (config) #snmp-server user userl users auth sha passwd5678

4.13.10 SNMP Y —R—~T IR TEBR7 54T +FOIP 7 KL ZfIfR
[

snmp-server access action info [community community]

no snmp-server access [action info [community community]]
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[F—TU—F]
community D Ala=T 4 —%EETD
[/XT A —F—]
action T RASCR T AEMEETRET D
REME S
permit ES o ] R s
info DT D IRETE IPVA/IPVE T R L AE R AR ET D
REME ErL]
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 FMbit)ft & D IPvd 7 K
A.B.CDM L A(AB.CD)Z T %
XX X:X IPv6 7 R L AX:X:X:X) &4 ET 5
XX BT Ry b A7 EMbit)fl & D IPve 7 K
XX:XXM VAKX XX X)EHRET D
any T _TO IPV4/IPv6 7 KL AZIRET 5
community oA o =T 0 —4((32 LFELN)
T eAFRMEEAT a2 =T 4 —
A2 =T 4 —DOREEBAK LTS, 77 BAFMFTTRTOII2=7 ¢ —IZX L il
Hans
MSGEAS, "EITTHENA TV & E ) mEGo", "IESCFRICE ke,
[FIHIRR E]
7L
[AJ1E— K]
Ja—)aryz 4 l—y g rEw—NR
[FAH]

SNMP $—N—=~DT 7B A% TDHT T4 7 MK % IPv4/IPv6 7 R L A THIRT %,
AKa<wy NIRRKRZUEEFTRENPARETH Y, LBITRESNTLOPEE L THEHAIND,
Kavy FERE LSS, B8 LIEREEMTE S RWT 78 23T X TG T 5,
7L, Kavy REREL TOWRWESIE, TXTO7 78R EFT5,

no A TIAT LA, € LIEREZHIRT 5,

no /3. T community Z &g L7256, $657E L7 info DT X TOREZHIFRT 2,

no R TTRTONRT A—=F—ZHMELI256E. TXTOREXHIRT D,

[/—}]

Ko< RTOT 7 AZADHKIRIL. SNMPv]l, SNMPv2c DT 7 & AD i &5,
SNMPV3 O 7 7 ¥ ZZI3J@H S,

[ EH]

SNMP #—/R—=~D7T 7 & 2% 192.168.100.0/24 D& 7 A " IvHDBFFA[T 5,

SWX232x (config) #snmp-server access permit 192.168.100.0/24

23 2=7 4 —4'public' T7 7 & ARRE/R AR A N % 192.168.100.0/24 DT, 2 2 = =T 4 —4'private’ T7 7 & A A]
BEZRR A % 192.168.100.12 D AITHIFRET 5,

SWX232x (config) #snmp-server access permit 192.168.100.0/24 community public
SWX232x (config) #snmp-server access permit 192.168.100.12 community private
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41311 SNMP 2 X = =7 4 —DFROET

[EF=
show snmp community
[ASIE—F]
FHHFHE EXEC £ — R, H5H#E EXEC £— K
[FLAA]

SNMP = X = =7  —DIFRZFRT 5,

Al a=T 4%, TIVEAE—REERTD,
[BXRE B

SNMP = X = =7  — DIz £ T %,
SWX232x#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.13.12 SNMP ¥ =2 — DR ENEDFT
[EX]
show snmp view
[ASTE— R
FEHFHE EXEC £— K, 4%#HE EXEC £— F
B
SNMP b = — DR ENETETRRT D,
Ba—%, A7 V=7 NID, 44 TEERTH,
[ EH]
SNMP t = — DO ENEE T RT D,

SWX232x#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.13.13 SNMP 7 V— 7 DHENBDFH R

E2v
show snmp group
[AJ1E— K]
FEHEHE EXEC £ — N, ke EXEC £— R
[Fi8A]

SNMP 7' V—T7 DR ENKEFRT D,

TN—T%, X2V 74—~ b, GiAAAHAE 2—, EXALAC 2 —2EKRT B,
[B%E R

SNMP 7 —TF DOFHENE & ERT D,

SWX232x#show snmp group
SNMP Group information
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Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.13.14 SNMP 2 —H¥F —DRENBTDFER

[EF2
show snmp user
[ASTE— ]
FEHEME EXEC & — N, ke EXEC £— R

B
SNMP = —W—DHENE & L RT D,
=P ID, a—Y—4&, iRt 500 —74%4, RirhR, ek iRXE2FRT 5,

[ EH]
SNMP 2 —HW—DRENETEFTRT D,

SWX232x#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaecb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.14 RMON
4.14.1 RMON BREDFRE
[ER]
rmon switch
no rmon
[SF A—F—]
switch : RMON #&REDE
R EM A
enable RMON #gEZ G2 T 5
disable RMON #§RE A HELNIZ T 5
[FIEIRRE]
rmon enable
[AJIE— F]
Ja—\)nary7 4L — g rET— R
[RiAA]

VAT AE{RDO RMON #EEDEHEZ R ET D,
no JE K CTHEAT L= A ITHIMRR EIC R 5.
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[/—}]

Aa<r R TCUAT LALRO RMON BEREN IR & LT=54A. LA FO RMON 7 1V —7 OEWENEL L 72 5,

« A—Hxy MEEHERIV—T

. BREIN—T

s TI—LITN—

s ARV ENTN—T

Ao Rif, 774 ~X— bk MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) & W Ci%ET 5 Z & M AlHE,

[3% 2 5]

RMON H8EZ AT 5,

SWX232x (config) #rmon enable
RMON HERE & B0 4 5,
SWX232x (config) #rmon disable
4.14.2 RMON 1 —# X v MEEHMER I V— T ORGE
EEN

rmon statistics index [owner owner]

no rmon statistics index

[T A —F—]
index 1 <1-65535>
A —H % MEFHEHR T V—T DA T 7 A(etherStatsIndex)
owner s A=Yy MEEHE#R 2 V— T O A — ) —4 (etherStatsOwner)
127 U7 LI
(B L7254 : RMON_SNMP)
(W E]
mL
[AS1E— K]
A =Tz —AFE—NK
B

RGA B —T7 2 — AT, RMON O A —H 3w NEFHER I NV — T OREEZH/NNCT 5,

ARawy RERE LSHA, HeHESROIENTTHIL, RMON MIB O etherStatsTable 2NUfF CT& 5 X 512725,
Fl—A H—T7 2—RZXT D, Ka~<wr FOREED ERIXZS THD,

no IR TFEAT LI EIE, BE L WUE LI-HEHER A HIFRT 2.

[/ —}]

RMON HRETA — 1w MEGHEBRZ L — 7 OREL AT 272DI2IE, Ra~vy FITMA T, Y AT LAREKT
& RMON BEREZ AN T 2 MENH 5,

Aavr e EEXLESA, ZNE CIELERFESREZHIBR L O 2 C, HENELRAT S,

VAT LARRD RMON BEREA NI L7356, HaHEMOWENR IS D, TD#%, ¥ A7 LA4{KD RMON #
RBEANC LA, ZHVE CIE LaREHERZAIBR L7 5 2 C., BENELZFIAET 5,

[ EH]

portl.]1 TRMON DA —H %> MEFHER I NV —T DORELZ AT D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #rmon statistics 1

4.14.3 RMON BRE T NV — T DR E
EE

rmon history index [buckets buckets] [interval interval] [owner owner]




82| a~vr R 7y LA | fR5T - HEAIERE

no rmon history index

[T A—=F—]
index 1 <l -65535>

JEIE 7 v—"T"DA T w2 A(historyControllndex)
buckets 1 <l -65535>

J@IRE 7 — 7 D Jg FE LR R4 (historyControlBucketsRequested)
(B L7=554 1 50)
interval 1 <1-3600>
J&RE 7 N— 7 D JE LR MR (FD) (history ControlInterval)
(B L7=555 : 1800)

owner © BT N—T" DA —F—% (historyControlOwner)
127 3T LI
(B L7354 : RMON_SNMP)
[FIHER ]
7L
[AJ1E— K]
A F =T 2—AF— N
B
xXtGiA v B —7 = — AT, RMON DBV )V—T DR E & HIMNZT %,
Ao~y RERELEZSA. RMON MIB @ historyControlTable 28HUfS C& 5 L 91272 %, Ao~ RRE#R, RTE

L7-RME T, JBIEIEHROINELTTHIL, RMON MIB @ etherHistoryTable 23if3 CT& % X 512725,
Fl—A =7 2—XT D, Ka~vy FOREHRD LIRIZ 8 TH S,

no I THAT LI E IR, BE L WUE LI BIEIE R A HIFRT 2.

[/—h]

RMON H#RE CRBRE 7 NV — 7 OREEZ AT 72D, KRa~ 2 FITA T, A7 ALK TH RMON ez f
N DTN D 5,

AKavy Fe EEEZLESAG, SNECIUELERBEERAZHIR L O 2T, HENELHRGT D,

VAT LAED RMON BERE A HELNIZ L7256, RIEHHMOINE R P sh D, TDO%, ¥ A7 L4{K?D RMON ##
REA AN LIS E . ZHvE CIE LTCBREERAHIBR L2 9 2 C, MENELZHIET 2,

[BREH]

portl.1 CRMON DJERET N—T DR EE AT 5,

SWX232x (config) #interface portl.1
SWX232x (config-if) #rmon history 1

£

e

4.144 RMON A Xy N T —7D
[EX]

rmon event index type community [description description] [owner owner]

no rmon event index
[/XT A—F—]
index 1 <1-65535>
ARV NI N—T DA T v 7 A(eventIndex)

type o A MR (eventType)
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BRIEME i

log =7 A=Y & S )

trap SNMP k7 v 7% &(E

log-trap 2 Z\ZFEk L. SNMP T v T & E(E
community : 33 2 =7 1 —%(eventCommunity)

127 3T LI

type I3 "trap" F 721X "log-trap" D L FFEETZ 5
description : A X2 kO (eventDescription)

127 3L

(G L7235 : RMON_SNMP)
owner AR NI NV—T DA —F —4% (eventOwner)

127 3CF-LA
(B L7=354 : RMON_SNMP)

(AR RE]
L

[AS1E— K]

Ja—n_"pyar 74— g T — R

B

RMON O A R T NV—TDREEAIT D,

Ka<wy REFE L7Z8%E. RMON MIB O eventTable NG CTE 2 L 9127 d, Ka~vy ROA Xy T L—TD
FXEIL. rmon alarm =~ R CEHAT 5,

no B TIAT L7255 A 13, REMEEZHIRT 5,

[/—}]

RMON BERECTA X2 R I NA—T OREEFNCT H-0ICiE, Aa~r RIZMAZ T, Y A7 LA2KTH RMON BEE
EHINCT HUERD D,

RMON @ SNMP | 7 v 7% %(ET 5846, SNMP O b7 v TEEORENMTONLTWDLEND D,

[BREH]

SNMP k7 v 7 DOFEEEIT>THhHEH, RMON DA X2 NI N—TDOREEFINT D, A2 MERIL "log-trap",
FT7 T Daa=7 4413 lpublic] &5,

SWX232x (config) #snmp-server host 192.168.100.3 traps version 2c public
SWX232x (config) #snmp-server enable trap rmon
SWX232x (config) #rmon event 1 log-trap public

4145 RMON 7 7 — A7 V—TFDRIE
BN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner)

no rmon alarm index
[T A—5—]
index 1 <1-65535>
T T =T IN—T DA T v 7 A(alarmIndex)
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variable o BRI MIB 472 = 7 | (alarm Variable)
interval o <1-2147483647>

W7V TR (DY) (alarmInterval)

type o Y7V v JfER(alarmSampleType)
REME B!
AERHEIC XD, B 7 e L&A
absolute T 5
delta FRHELS K D ik, st o 7 VAl & il
YT MMEOEE LEVE L T 2

(B L7236 : absolute)
rising threshold . <1-2147483647>

EBR L &\ ME(alarmRisingThreshold)
rising_event index : <1-65535>

A X~ T v 7 A(alarmRisingEventIndex)
falling threshold . <1-2147483647>

TFR L %\ Ml (alarmFallingThreshold)
falling event inde : <1-65535>

x
A X hA T v 7 A(alarmFallingEventIndex)
startup o <1-3>
7 T — LD EMOPETHEMT H L Z\ ME((alarmStartupAlarm)
REME S
1 R U & VME D 28 9 5 (risingAlarm)
2 TR L & WME D 2 119 % (fallingAlarm)
3 ERRUEVME, TRRL EVMEOM G 26+
% (risingOrFallingAlarm)
(B L2356 0 3)
owner L T T — AT N—T DA —F—% (alarmOwner)
127 3L
(B L7354 : RMON_SNMP)
[WIHIRRE]
7L
[AJ1E— K]
rsa—)ar 7 40— g F— R
B

RMON D7 7 — LT N—TDREEANT 5,

variable \Z1%, RMON O 7 7 — A7 V—TOERMRMIB A7 V=7 NEFRET D, variable 1.
etherStatsEntry(.1.3.6.1.2.1.16.1.1.1)O MIB A7 ¥ =27 hDH b, A7 U ZHMEFFOMIB 47 ¥ =7 b OAFEEAHE,
LR D 3 SOIEATHRIED 7l hE,

+ etherStatsEntry.X.Y

* (etherStatsEntry @ OID 4).Y

+ .1.3.6.1.2.1.16.1.1.1.X.Y

i 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. ) Z X ET 255, LLFOWTHOEAT L EFH

[y
<)
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A A
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 44).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising_threshold 721X, falling threshold D X H 6O B Z i ET DR A ATRE, ZO%HE, RENAMINT
WHRT A=ZIZIE, LUFOERRESN D,
s rising threshold D FfE ]
 falling threshold : rising threshold & 7] U{E
s falling event index : rising event index & i) UfH
o startup : 1(ER L 2 WEO LT 5)
s falling threshold M #ff [f]

s rising threshold : falling threshold & 7] U{E
* rising event index : falling event index & 7] UfH
o startup : 2( PR L ZWMEO LT %)
Kaw v RaEHE L72%4E, RMON MIB O alarmTable 2V Hif3 T& 5 X 91272 5,
no JTETHFAT L2 GA 13, REMAZHIFRT 2,
[/—}]
RMON HRETT 7 — L7 V=T DREEXFINCT H720I121E, Ka~y FITMz T, ¥ A7 A2fKTH RMON HiE
EENT DUERD D,
variable \Z¥8ET D MIB A7V =2 M, A —FFy MEEHERZ AV —TDOMIB A7V =2 b ThDH, MROA
T I AR =Xy MEEHEBRZ VLV — T WER SN T RWEE, Kavxy NI —Ek 5.

A —H % v MREHER Z /L — 71X, rmon statistics =~ > NIZTIERATHE, RKa~r R THEAL TS A — %y b
HEHER 7 N —TBHIBR SN ZGE. Aa<r RLEIBRENS,

AR IDA T 7 ZE rmonevent 2V N CRE LA VT v 7 A&fET D, Aa~v FCHEHALTHD
AR N NA=TREIBRESNIZGE. Aavr RLHIBRESN D,

rising_threshold O U X\ MHEIL, falling threshold D L 2 \MELL_ EOE T/RITNIXAR 5720,

AKavo Re EEEZLESEG, ZhETOV TV 7T —2Z2HIBR LIS 2T, BEY 7Y 72T 5,
VAT LAKO RMON #ieZ B9 L= 6, o7 ) v 7 nvthilfiansg, 2ok, v A7 A2k RMON e
EHRHMNCLIESA, IRNETOV TV 7T —2%HIBR LTI 2T, BEY LTV 7 E2RET 5,

[ E ]

UTDOEET, RMON OF T — L7 —TFDREZHNT 5,

o BEEURSGHR MIB 47 2= 7 M. etherStatsPkts. 1,

o U7V TRIRIZ, 180 Fb,

o YTV TRERNE, delta,

o EBRUEVWMEIX 3000, EFRLEWMEZEZ ER-72E & DA X2 M,

o TRRUZVMEIZ 2000, FRLEWEZ FEIS/ZEEOA X MEL,

SWX232x (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.14.6 RMON #REDIRFER
E&

show rmon
[AJTE— K]
JEHME EXEC £ — K., %74 EXEC ©=— F
BN
RMON HEHE DR ECIRRE R KT B,
ITOHEBENEREIND,
o VAT ALRD RMON BEEEDRE
« RMON HERED 7 —7 T L OFRIE
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« A—Hxy MEEHEHRINL—T
. BEIN—T
o TTI—LITN—T
s ARV KNI N—T

[BE B

SWX232x>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index = 1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.14.7 RMON A — %R v MREHER 7 L — 7 DIREFER

ESN!
show rmon statistics
[AS1E— ]
FHFiHE EXEC £ — N, %54 EXEC £— N
B
RMON A —H % v MEiHEHR 7 L —7 ORECKREE R RT D,
UFOEANERIND,

s AVUT VIR

o XMBALUH—T z—RA
s input /X7 > b

s output /X7 v K

[ EH)

SWX232x>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0
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4.14.8 RMON JEE 7' /L — 7 DIRREFR R

[ER
show rmon history
[AJIE— F]
FERFHE EXEC £ — R, F#HE EXEC E— K
[BA]
RMON &7 N— T DR ERKREZFR T D,
PUF OB A SRR SN D,
c AT VIR
s WBAVH—T z—R
JEIENS W D PRFFEL
J I A T B
A —F—4
[EAEBI]

SWX232x>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

4.14.9 RMON A X k 7 )L—F DIREER T

[ER]
show rmon event
[AJ1E— K]
JEHHE EXEC &— R, ## EXEC ©— K
[BiFA]
RMON A 2 k7 —7 OFGERLRIEE BT %,
LFOEANRKRSND,
AT I A

o A2 MOFHH
o A MR
N7 v 7EGEROa =T 44
A~ b FATHY
F—F—4%

[ EH]

SWX232x>show rmon event
event Index =1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_SNMP

4.14.10 RMON 7 7 — A7 )L— 7 OIREER R
EEy

show rmon alarm
[AJT1E— K]
FEHEHE EXEC £ — N, HkE EXEC £— R
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[FiAA]
RMON 7 7 — A7 NV —T7 DR ERIREE KR T 5,
UTOHEANERSND,

« AVUT VIR

s T T —LDIREE

o BB MIB A7 Y b
o HUTU TG

« BT TR

o HEfE

o EFRRL Z VA

« ERLEWEDA R K
o FIRL VUM

o FERLEVWEDA R b
o BAMGT 7 — A

« F—TF—4%

B!
SWX232x>show rmon alarm

alarm Index = 1
alarm status = VALID

alarm Interval = 15
alarm Type is Absolute
alarm Value = 0

alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.14.11 RMON A —¥% R v MEEHEBIN—TDOh o ¥—D 7 VT

[EFR]
rmon clear counters
[AS1E— K]
A H—T 2 —AF— R
[RLEA]
MRA L —T =2—AD, RMON A —H Ry MNEiHEM I N—TDh 2 —2 27 VT T 5,
[BEH
portl.1 @ RMON O A —H x>y MRFHER I N—T DI 2 —% 7 V74 %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #rmon clear counters

4.15 sFlow

4.15.1 sFlow #$RE DR E

[EFH

sflow switch
no sflow

[/3F A —&—]
switch . sFlow H&REDENE
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BRIEME i
enable sFlow #RE 2 AN T D
disable sFlow #§RE & 2N 3 2
[WIEIRRE]
sflow disable
[AJ1E— F]
Jrua—m\varz 4 b—va e —R
(A

sFlow H§BEDEMEAZ R E T D,

no TERTEAT LTS ITWIIER EIZR 5,
Batil]

sFlow #§8E&2 BT 5,

SWX232x (config) #sflow enable

4.15.2 sFlow =— = > N DFRE
BN

sflow agent address

no sflow agent

[T A—F—]
address : AB.CD

IPvd 7 RL R

X: XXX

IPv6 7 K LA
(R
L
[AJ1E—F]
Ja—)arz 47 —g rET— R
[FAA]

A==

sFlow =T— = FDOIP T RLAEZHRET 5,

Ko< RTHRELEZIP T RL A& sFlow 5 —# 77 LD sFlow ~y ¥ =i &h 2,
no R CEIT LIS IR EICRE S,

[/ —F]

AR TKEREINE NS, IPv6 7 R L RITFEETX 720,

(B2 EH]

sFlow T— x> FOIP 7 L A% 1192.168.100.240] (TR ET 5,

SWX232x (config) #sflow agent 192.168.100.240

£

Ra

4153 sFlow 2L 7 X —®D
[EX]

sflow collector address [port]

no sflow collector
[/XF A—F—]
address . AB.CD
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IPv4 7 R L %
X XXX
IPv6 7 R L %
port : <1-65535>
sFlow =1 L 7 % —®%i4E UDP K— h &5
WIEME L, 6343

(IR E]

L

[AJTE— K]

Ja—\)ary7 41— — R

[FREA]

sFlow 2 L7 X4 —0D 1P 7 KL A L% UDP " — hE S EHRTET D,
no FER CHEIT LB TR EIZRE 5,

[/ —F]

A K THEREINE NI E . IPve 7 KL AT ETE 720y,
[RXEHI]

sFlow 2L 27 % —® P 7 RL 2% [192.168.100.240] IZET 5,

SWX232x (config) #sflow collector 192.168.100.240

4.15.4 sFlow 7T — % 75 LADFERY A ADRE

[EX]

sflow collector max-datagram-size size
no sflow collector max-datagram-size

[/NT A—F—]
size 1 <512-1452>(3A1 1)

(AR E

sflow collector max-datagram-size 1400

[AJIE— F]

Jua—nm"narz4 s b—varsE —NF

B

sFlow =— = k226 sFlow 2 L7 X —CEESND T —F 77 LDOFRKIA XEFHET 5,
no B CTHEIT LB AR EICR 5,

[

sFlow 7 —% 7' 5O KV A X% 1000 /XA MMIEET 5,

SWX232x (config)#sflow collector max-datagram-size 1000

4155 X7y v7u—H oY o TV T T L— NORE

[ER
sflow sampling-rate rate
no sflow sampling-rate

[R5 A—%—]
rate : <256 - 1000000000>



[F1EIER E]
L
[ASE— K]

aw L RU 77 Lo A RS - ETRERE | 91

B —T z—AF— R

[@iHA]

KGR — MMZT
Ka< FPRF%

\/\/7/F7D~47L/7)/&’5:ﬁ55”"@ YooY — NERET S,
REINTWRWEARIE, X7y h7a—3 o7 ) 73 Tbhiaun,

LAN/SFP 7R— MZ7Z1T 7 ET%
no B CEIT LA ITVHREIZR S,

[/— ]

SWX2320-30MC, SWX2322P-30MC TiZ. LLFOMIRNH %,

e A T5-50D LAN/SFP 7R — NI E T HE,

o RHy THERFEL, AL N—AA v FEITHRKT 5 DD LAN/SFP AR — MIEXE FIHE,
e Ko<l K&, mirror 2~ FCHRETHHR— MIEHEARA,

[BEH]

Ry hTa—H%oFY o T FY o L— FE 10000 IR ET D,

SWX232x (config-if) #sflow sampling-rate 10000

4156 Xy h7u—H LTIV TDA =P Ry b T L —LDHERNY F—H 4 XORE

EEy

sflow max-header-size size

no sflow max-header-size

[/3T A—HF—]

size

(AR E]

<14-256>(/3 1 1)

sflow max-header-size 128

[ AJTE— K]

A HE =Tz —RE—F

[FiAA]

KRR — M T

Ty hTu=F T Y T ETIRD, T T ) T =Y Ry T L ADASy F—

A ADHKREEHET D,
no B CTEIT LB IT VIR TEICR S,
LAN/SFP R — M2 5% & 7 HE,

[BE B

Ny hZa—H T T ORKRSy X —H A X% 100 IZRET D,

SWX232x (config-if) #sflow max-header-size 100

4157 BTV B —Y oY T OR—Y v T RERORE

[EX]

sflow polling-interval interval

no sflow polling-interval

[T A—F—]

interval

<1 - 86400>(F)
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[P E]
L
[AFTE— K]
B —T z—AF— R
B
SBR—PMIT, BT Z—F TV T HTHIED, "=V v ITHRERET S,
Ko<y %75) RESNTWARWEARIL, b2 —3 7Y i3 thiun,
LAN/SFP iR — M 72T 8% E 7 HE,
no FER . CHEIT LB TR EICRE 5,
[RXEH]
H A=Y T TOR—=) TR E 100 B IZERET D,

SWX232x (config-if) #sflow polling-interval 100

4.15.8 sFlow DIRFED KR

[EX]
show sflow
[AJTE— F]
FERFHE EXEC E— R, 7 EXEC E— R
[BiAA)
sFlow DIRFEA FRT D,
Bl
sFlow DIRREAE FKIRT B,

SWX232x#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : 0

4.15.9 sFlow OV 7Y v JIEHROFTR

EEN!
show sflow sampling [ifname]
[R5 A —5—]
ifname : LAN/SFP K— h DA U H—T = — A%,
TR T DA H—T =2 —R
[ASTE— ]
FHHrE EXEC £ — R, %5 EXEC £— |
[FEEA]

ifname CHE LA ¥ —7 = —A®D sFlow DY 7V v THEREFR AT D,
ifname ZHME LICGEIX, 2TOA 2 F—T7 = —ADIFRERR-T D,
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[/—}]
AH o THERENAID L &, AL U TIEHRNVWA AR, vy F TR~ RIFFETTE R0,
AB S THERENHENDE &, A4 v AUNN—RCARFHRIZFERH S e,

SWX2320-30MC, SWX2322P-30MC Tlx, X7y h7a—H o7V 7D, IRONNry a7 o 73 5%0 0
BRI REN2 0,

[BXEHI]
sFlow % 7Y v SR EFRT 5,

SWX232x#show sflow sampling
sFlow sampling information:

Interface portl.1l:
Packet-Flow-Sampling:
Sampling count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Sampling:
Sampling count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Sampling:
Sampling count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Sampling:
(NOT SET)

4.16 TELNET $—/3—

4.16.1 TELNET YV — \—DEEBHEB L UM R — " EFDOER
Esv

telnet-server enable [port]

telnet-server disable
no telnet-server

[F—T— K]
enable : TELNET %—_—%HGhZT 5
disable : TELNET %——% M523 5
[7%F A—&—]
port : <1-65535>

TELNET % — =D U 2= 7K — hEB (Bl L7=54 : 23)
[WIHIRRE]
telnet-server disable
[AJIE—F]
Jya—nN)arz 4 b—vaE— R
(@]

TELNET Y — —%2F&hT 5, £72. VA=V TCP AR— FEEE2EETHZLENTE S,
no JER CTEAT L2 A1 ERhIC T 5,

[B%E R

U 2= R— F&EB % 12345 12 LT TELNET H— "—%ig#1 5,

SWX232x (config) #telnet-server enable 12345
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4.16.2 TELNET ¥ — —DZEIRBOET

[EX]

show telnet-server
[AFTE— F]
¥iHE EXEC £— F
[FEEA]

TELNET Y — \—DOERMZ R KT D, UTOHANEREND,

«  TELNET ¥— N—#&EE DA 20/ 15

e VA=V ITR—MDOF S

s TELNET —N—~D7T 7 A% T5 VLAN f V' F—T = — R
« TELNET ¥ ——~D7 7 v AZHIRT 57 4 L% —

(B E B
TELNET H— \— DO ERM &2 ForT 5,

SWX232x#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

4.16.3 TELNET —R—~T7 7 XA TXBHHRA NORE

N

telnet-server interface interface
no telnet-server interface interface

[73F A —5&—]
interface © VLAN A > ¥ —7 = —A%

[FEAE% €]

L

[AJTE— K]

Ja—)ary 47—y g — R

B

TELNET H—_—~D7 7 A% T5H VLAN f VX —T = —AEFHET D,
n R TEITLIEGAIE, BE LA v X —7 =2 —AZHIRT 5,

Ra<wy FidgKk8MFE TRETE, RELLIBIZ#EHAT 5,

ARKa<wy FERELTHRWEAIL, RSF VLAN OLT 72 ATX 5,

[/ —}]

telnet-server enable 2532 E SN TV WS, Ao~ RITHERE L7220,

(B EH]

VLAN #1, VLAN#2 12856t L TWAD B A )5 D TELNET —/"—~D 7T 7 B R EZFHF[T 5,

SWX232x (config) #telnet-server interface vlanl
SWX232x (config) #telnet-server interface vlan2

4.16.4 TELNET 4 —R_X—~T IV RATEBIFA T FDIP T KL RHIRE

E&

telnet-server access action info
no telnet-server access [action info)
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[/XT7 A—5—]
action D TR A IR T AEMERTRET D
REME B
deny SUEE"ER"T S
permit FMEEFRT S
info DR LT D RMEIC IPVA/IPVE T R L ATEH AR IET D,
REM A
A.B.C.D IPvd 7 R L A(AB.CD)&EEET D
BT Ry b A7 EMbit)ft & D IPv4 7 K
AB.CDM L A(AB.CD)ZIEET %
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET D
N BT Ry b~ AT EMbiHftE D IPve 7 K
XXX XM L A(X: XX X) &R ET D
any T RXTOIPV4/IPV6 7 RLAZIEET S
[FIHAER E]
7L
[AJIE— F]
Ja—paryz 47—y g rET— R
[

TELNET ¥ —/R—~D7 7 B A ZFFAT 57 747 Mk % IPv4/IPv6 7 K L A THIRT %,
AKavwy NIERRKSIFETRENARTHY , LRICRESNTZHONELE L THHIND,
Kavy REBRE LTS G. BE LRI EZIMTE S W T 78 23T X THER T 5,

722, Ravwry RERELTOWRWESRIT, $XTOT7 78 A&7 T %,

no B CTIAT LG AL, € LIERELHIRT 5,

no XTI A —F—2AME LIZGAE, T X TOREEHIRT D,

[/—}]

telnet-server enable 23i% E SN TCWWARWEE, Ko< RIFHERE LRV,

[BREH]

192.168.1.1 & 192.168.10.0/24 D& 7" A > k735 D TELNET Y—/N—~D 7T 7 ¥ 2D I % FFA[T 5,

SWX232x (config) #telnet-server access permit 192.168.1.1
SWX232x (config) ftelnet-server access permit 192.168.10.0/24

192.168.10.0/24 & 7' A > ~ 350 TELNET Y — _X—~D7T 7 B ADHH LT 5,

SWX232x (config) #telnet-server access deny 192.168.10.0/24
SWX232x (config) #telnet-server access permit any

417 TELNET 7 747 b

4171 TELNET 7 A4 7 > r DjEH)

[EX]
telnet host [port]

[T A—F—]
host © UE—RKRA RN, 70, IPvA T RLAABCD), £7201%, IPv6 7 KL A(X:X:X:X)
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IPv6 Vo7 a—JNT RURAERET D563, BHA V¥ —7 = —AbIEETHLERD
% (fe80::X%vlanN DOFE)
port ;. <1-65535>
AT 2R — FES (B LIZSE @ 23)

(IR E]

L

[AJTE— K]

et EXEC B— N

B

FEE L= A b~ TELNET TH#kiT 5,

[ E R

IPv4 7 R L A 192.168.100.1 DA MZ, &— h&E5 12345 T TELNET £5i9 5,
SWX232x#telnet 192.168.100.1 12345

IPv6 7 K L R fe80::2a0:deff:fe11:2233 DR A MM, "— h&HE 5 12345 T TELNET #5695,
SWX232x#telnet fe80::2a0:deff:fell:2233%vlanl 12345

4172 TELNET 7 54 7~ s ODBFL

[EX]
telnet-client switch
no telnet-client

[73F A—F—]
switch : TELNET 27 74 7 v M &EHNTT D080
RIEME B
enable AT 5
disable F11379) N
(IR E]
telnet-client disable
[AS1E— K]
sra—\)varZ 47—y aryE—FR
[FFA]

TELNET 7 A4 7> h& LTtelnet 2~ REFEHA TS5 L9105,
no B TEIT LTI HAIX TELNET 7 54 7 > MBI+ 5,
Bail|

TELNET 7 94 7 > AT 5,

SWX232x (config) #telnet-client enable

4.18 TFTP Y —/\—

4.18.1 TFTP Y —"—DEBB L OZ R — B EOER

[EF2

tftp-server enable [port]
tftp-server disable
no tftp-server

[F—TU— K]
enable : TFTP ——%FHHT 5
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disable : TFTP Y— — % E4h|2 9 5
[R5 A —& —]
port ;o <1-65535>

TETP H—_"—D J A= 7R — hEE (E LIRS : 69)
[FIEAER E]
tftp-server disable
[ASE— R
Ja—\)aryr7 4 —y g rEF—NR
[FHA]
TETP —R—%Z G T 5, /2, VA=V I R— I EEAEETLHLENTE S,
no I THELT LA 1L TFTP — —Z2 Wi+ 5,
(B EH]

VA= R— 5% 123452 L C TFTP H— —% E#7 5,
SWX232x (config) #tftp-server enable 12345

4.18.2 TFTP Y — _R—DREREBOERTR

[E

show tftp-server
[AJ3E— ]
FiHE EXEC E— R
B

TFTP Y — "— DO ERN 2 TR T 5, LFTOHEANFEREIND,

o TFTP $— " —H&EE DA 2N/ L)

o VA=V ITR—MDOFEE

s TFTP —"—~DT 7B A% TH VLANA X —T = —RA
[ E B

TFTP Y — " — DR AE KR T 5D,

SWX232x#show tftp-server

Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3

4.18.3 TFTP “]j-‘_‘/‘\‘—‘f\T 7 'IZXT% ABRA B @%E
[ER

tftp-server interface interface

no tftp-server interface interface
P95 X —5—|
interface : VLAN A & —T = — R4

[FIHIE% E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— K

B

TFTP Y —"—~DT 7B A% TDH VLAN A VX —T = — A5 HRTET D,
no R TEITLIZGAIE, BELI-A VX —7 = — A& HIBRT 5,
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Aoy NIRRSMHETRIETE, &ELIZIEICEMT %,
Kawy RERELTOARVWEASIE, B VLAN DRT 7B ATE 5,
[BXE B
VLAN #1. VLAN #2 |24 L TV B R A Ry D TETP H— S"— DT 7 & A &[T 5,

SWX232x (config) #tftp-server interface vlanl
SWX232x (config) #tftp-server interface vlan2

419 HTTP Y —/3—

4.19.1 HTTP Y — N_—DEEIRE L O R — FEFDOER

[EX]
http-server enable [port]
http-server disable
no http-server

[¥F—7U—F]
enable : HTTP — =% [T 5
disable : HTTP $—"—% T 2
[/3F A—4&—]
port 1 <1-65535>
HTTP % —"—D ) A= 7K — b (Al LIZ54 : 80)
(IR E]
http-server disable
[AS1E— F]
ra—)var 74—y a T — R
[BLAA]

HTTP —_—Z2 G T 5, £72. VA=V T TCP R— "NEBAIEETH ENTE 5,
no X CHEAT L= E 13 ENIC T 5,

[BXEH]

U A= 7 R— h&H% 8080 (Z L C HTTP V— —% KLH#j7T 5,

SWX232x (config) #http-server enable 8080

4192 X =27 HTTP 4 —R_"—DEHEB L2 R— I EEDOEE

E&N
http-server secure enable [port]

http-server secure disable
no http-server secure

[F—U—F]
enable o BFX 2T HTTP = =2 HNT 5
disable ©oBF 2T HTTP — =2 3 5
[/3T A—HF—]
port : <1-65535>
TH 27 HTTP = =D U 2= 7 R— bR (B LI-HA : 443)
[HIHIRRE]

http-server secure disable
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[ASTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]
¥ X 27 HITP —"—%2FENT 5, F72, VA=V T TCP R— FNEBAIEETHI LN TE S,
no B CEIT L HAITEMNTT 5,
¥ 27 HTTP ' — "2 HZ LIEBE. e bIZY 7 b =TI L »TiThn b=, 774 v 7 BIZSET
CPU =R E L 725,
EFEHREBT D702, Xy aRfR—FRLLAN Y v 7R PHEITHEFT SN D Web R— 22— —T7 7
TATAEILET HONHFE LV,
(B EH]
VA= R— % E% 8080 12 L CTEXx o7 HITP — "—ZEHET 5,
SWX232x (config) #http-server secure enable 8080

4.19.3 HTTP Y — "—DJR EREDOFH T

[FX

show http-server
[AFIE—F]
¥t EXEC E— I
[@iHA]

HTTP — "—OERNE TR T D, LFTOHANERIND,
o HTTP ¥— N—H&EED A 2N/ )

« HTTP H—"—0DJ A= T HR— FDF

« HTTP —"—~D7 7 A%FAT5HVLANA L F—T = — R
o HTTP —R_—~D7 7 v 2%ZHIBT5H7 4 L7 —

s B =7 HTTP % — N—#¥RE DA 2h/fE%h

e Ol A UEA LT T MR

(B EH]
HTTP % — "— DR ERNE T RT D,

SWX232x#show http-server

HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4194 HTTP —NR—~T 7 EZATEXBEHRRX NOHRE
[EX]

http-server interface interface

no http-server interface interface
[/$5 A—%—]
interface : VLAN A & —T = — R4

[FIIRRE]

L

[AS1E— ]

ra—mvar 74—y g rE— R

B

HTTP Y —/"—=~D7 7 ¥ AZFF AT 5 VLAN A ' F—7 = —RAZRET D,
no IR TIAT LA L, FRE LA v ¥ —7 = — A& HIBRT 5,
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Ko~y FiImR M ETRIETE, &E LIZIEICET T %,

Ka<wr K%
(B EH]

Sin==4

X [E

LTV WEA I,

R5F VLAN O BT 7B ATE 5,

VLAN #1, VLAN#2 1286 L TWADHRA NSO HTTP Y —R"—~D 7T 7 B R &[T 5,

SWX232x (config) #http-server interface vlanl
SWX232x (config) #http-server interface vlan2

4195 HTTP ¥y —R_R—~T I B8R TEB 7 FA T FDIP 7 F L RilfR

E&

http-server access action info

no http-server access [action info]

ST A—F—]

action

info

[FIEAER E]
L
[AJTE— K]

T 7R AR @R RET D

BREfE Bk
deny FEHEST 5
permit FMEE"TRT 5
5t &+ B K(E T IPVA/IPVG 7 R L AERERET 5.
REM B
AB.CD IPvd 7 R L A(AB.CD)EFEET D
TRy b A7 BMbinftE D IPvd 7 K
AB.CDM L A(AB.CD)ZEET D
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
R BT Xy b~ A7 FEMbitf) & D IPv6 7 K
XX:XXM L AKX XX) B ET 5
any FTXTOIPVA/IPV6 7 KL AEFRET D

Ja—n\)aryz 41— g T — R

B

HTTP Y — /"= ~DT I AL T DT T4 T Mg K% IPv4/IPv6 7 KL A THIBET 5,
Ko<y RIIEKSMHFE TRENFARETHY ., HRICREESNTZHD)

Ka<wr K%

L

Ax JE

L7=%6.
72770, Aa<w FERELTWRWEEAIE, I XTCOT 722 %

no JEATHEAIT LG AT, 188 LICREZHIFRT 5,
no B THRI A —Z —Z B M L6, TXTORELHIRT 2,

[/ — ]

MEEL TSNS,

Bk LTI 2l S 20T 7 AR R RS 5,
AT 5,

http-server enable %, L < |% http-server secure enable 73i% /& STV RWGE, Ao~ RIZEERE L7220,

(B E B

192.168.1.1 & 192.168.10.0/24 D& 7 A > "H 6D HTTP y— _R—~DT 7B ZADLH AT 5,

SWX232x (config) #http-server access permit 192.168.1.1
SWX232x (config) #http-server access permit 192.168.10.0/24

192.168.10.024 & 7 X > Rx60 HTTP —_"—~DT 7 B ADH LT 5,
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SWX232x (config) #http-server access deny 192.168.10.0/24
SWX232x (config) #http-server access permit any

4.19.6 Web GUI DEEHRTE
BN

http-server language lang

no http-server language

[/3T A—HF—]
lang SmEiRET D
REE SiHA
japanese HAGE
english BizE
[WIHIRRE]
http-server language japanese
[AS1E— ]
Ja—)arz 4 b—vasE— R
[

Web GUI DEREZRET D,

no JERTEIT L EAIT. PIHIREICR S,
(B 2B

Web GUI O Sif% J5EI2 T 5,

SWX232x (config) #http-server language english

4197 HTTP ¥ —R—pua /A4 L Z A4 AT U MR ORE
ESN

http-server login-timeout min [sec]

no http-server login-timeout

S A=
min : <0-35791>

ZA LT T MR
sec 1 <0-2147483>

ZA LT 7 MEFHEED)
[WIHIRRE]
http-server login-timeout 5
[ASTE—F]
Ja—N")aryz4JL— g rF— R
[

HTTP h—/"—=~DT 7 B AR WEEICHBNICe 77 7 45 F TORMZHRET D,
sec #EME LA, 0 WEREIND,

no R CELT LA TR EITR D,

[/ —}]

BRE FIRE 7R e/ ML 1 43

Bt

HTTP $— =D X A L7 U MEMZ 2 53 30 FICERET D,
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SWX232x (config) #http-server login-timeout 2 30

4.20 HTTP Proxy

4.20.1 HTTP Proxy #REDH 3L

[F=

http-proxy switch
no http-proxy

[73F A —&—]
switch : HTTP Proxy B&RE 2 AT 2 D7
RIEE
enable HhZT 5
disable TS
[FIHIRRE]
http-proxy disable
[AJIE— K]
sa—m\)varZ 47—y aryE—R
[BLAA]

HTTP #—/X—® HTTP Proxy #EREZ AN 5,
no X CIHAT L 7B I3 BT D,

[ EH]

HTTP #—/3—@ HTTP Proxy H¥HE & AN T D,
SWX232x (config) #http-proxy enable

4.20.2 HTTP Proxy B6RED % 4 L7 7 MEEE D

e
it

[F=

http-proxy timeout time
no http-proxy timeout [fime]

[73F A —&—]
time ;. <1-180>
ZA LT U N DHETORR (B)
[FIEIERE]
http-proxy timeout 60
[ASIE—F]
ra—varz 47 b—va e — R
[FLFA]
L2MS =— = > D Web GUI Z UG T2 L & DX A L7 U MM EZRET D,
no IR THEAT L2541 60 B2 5,
[BEH]

HTTP Proxy #6ED % A4 L7 U MR % 2 53 ICRRET 5,
SWX232x (config) #http-proxy timeout 120

4.20.3 HTTP Proxy 888 X EIRFED R

[FX]
show http-proxy
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[AS1E— K]
¥t EXEC £— I
[FHFA]
HTTP Proxy B8EEDORERM 2 F R T D, LTOHEANEKRIND,
« HTTP Proxy e DA %/ M%)
o XA LT U N
[BREH]
HTTP Proxy #RE D% ERILZ KRR T 5,

SWX232x#show http-proxy
Service:Enable
Timeout:60

4.21 SSH ¥ —/3—

4.21.1 SSH — "—DEEHB L OZftR— FBESOER
ESY

ssh-server enable [port]

ssh-server disable

no ssh-server

[F—U— k]
enable : SSH #—"—ZFNZT 5
disable : SSH Hr—"—Z N T 5
[NT A —=HF—]
port ;. <1-65535>

SSH #— =D A= KR— " EH (Al LIZ5GA 0 22)
[WIEARRE]
ssh-server disable
[AJTE— K]
rua—marz 4 L—va sE—R
[BEFA]

SSH —_—%HMZT 5, F/-. VA= TCP R— "N EELXIEETHI LN TX S,
SSH H— "—%HZNZT D5A 1L, FRNSA A MEDIER (ssh-server host key generate) 217> TR LENH 5,
no TR CIFAT L7285A 1% SSH H— " — %2 )29 5.,

[/— 1]

SSHZ 547 v binbuaZA 3 5880F, FaNca—F—4 & 32U — RO %dk(username) % L TH L LER H
z)o

[BREH

VA= JR— "B % 1234512 LT SSH — _—a i@+ 5,

SWX232x#ssh-server host key generate
SWX232x#configure terminal
SWX232x (config) #ssh-server enable 12345

4.21.2 SSH ¥ — N — DR EIRBED R
[EX]
show ssh-server
[AJTE— K]
¥t EXEC B— R




104| 2~ U 77 LU A | RSF - EAREHE

B
SSH $— "— DR ERMNE TR T D,
UTOHEBNRERIND,

«  SSH H— " —#aE DA 2/ M%)

« VA= THR—FDOEE

e SSH #— R—7K & MDA I

o SSHH—R—~D7 7 BAZFHFTHVLAN A X —T = — A
e SSHH—N—~DT7 7 EAZHIBETELT 4 NE—

[BX EH]
SSH %— N—DRERNZ FKRT D,

SWX232x#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

e
el

4213 SSH —NN—~T J A TEXLHRA LD

EEN
ssh-server interface ifname
no ssh-server interface ifname

[/3T A —HF—]
ifname : VLAN A & —T = — R4

[FIEAER E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— R

[FREA]

SSH #r—/N—~D7T 7 A% T5H VLAN A V' FX—T = —AERTET D,
no WX TEITLIZGEIE, BELEA VX —7 =2 — R &HIRT 5,
ARa<wr FIIRKSHETHRETE, RELLIRICEAT %,

Ko<y REFRELTHRWESIE, R VLAN ODLT 7 ATE 5,

[ EH]

VLAN #1, VLAN #2 (2855t L CWA R A R v B D SSH r—_R—~D7T 7 v A & 3Fa]1 5,

SWX232x (config) #ssh-server interface vlanl
SWX232x (config) #ssh-server interface vlan2

4214 SSH #—NR—~T VR TCEXBRIS5AT 2 FORE

EEN
ssh-server access action info
no ssh-server access [action info]

[/XF A—&—]
action TR ARMICKT 2EMERRET D
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REME LA
deny SEEEE"T 5
permit FEE"FAT 5
info D& T D MEIT IPVA/IPVE T R L ATERARIET S,
REM B
AB.CD IPvd 7 R L A(AB.CD)EEET D
7Ry b A7 BEMDbinftE D IPvd 7 R
A.B.C.DM L Z(ABCD)EIEET S
XX X:X IPv6 7 R L AX:X:X:X) & 4R ET 5
o T xy bv A7 BMbifFED IPve 7 K
XXX XM L AXXXX) BT %
any FTRTDIPVAIPV6 7 RLAZFRET D
[FIIRR %]
7L
[AJ1E— K]
Jga—)aryz 4 l—y g rE'w—NR
[FHFA]

SSH CHft 3527 74 7 MK % IPv4/IPv6 7 R L A THIRET %,

AKavwy NIERRKSHFETRENARTHY , LBICREINTZHLONELE L THAIND,
RKa<wr FERE LGS, BERLESHEmRIZS 20T 72X 3T X THEST 5,
7L, Ravry RERELTWRWESIX, 3XTOT7 78 RAZFAT5,

no I THEAT LG EIE, & LIERELZHIBRT 5,

no XTI A —F—ZEBME LIZGE, T _XTOXREEHIRT D,

[/ —}]
ssh-server enable =~ > RN EIN TV ARWES, Ko< RITHEEE L7220,
[BXEH]

192.168.1.1 & 192.168.10.024 D& 7 X b bH D SSH —/N—=~D7T 7 B A DK ZF AT 5,

SWX232x (config) #ssh-server access permit 192.168.1.1
SWX232x (config) #ssh-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A B O SSH —_R— DT 7 B ADHEERT 5,

SWX232x (config) #ssh-server access deny 192.168.10.0/24
SWX232x (config) #ssh-server access permit any

4.21.5 SSH #— "—7K 2 MEDOVERR
B

ssh-server host key generate [bit bif]

(/85 A — 5 —]
bit : 1024, 2048

RSA DO E v MK
[FIEIERE]

L
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[ASTE— R
et EXEC B— R
B

SSH #—/"—®D7HR A s RSA§E L A A b DSA BEZHRTET D,

RSA 1% bit /NT A —ZIZEL S TEMTHE-OE Yy NMEEZFEETE 5, DSA#13 1024 £y FO#EZ AT 5,

[/ —}]

SSH — —#RE A R T 28551, FACARa~ Y REFITLTHRA MEEART DXLERD 5,

BEICAR A FEPREENTOVDRE TR~ FEFEIT LSS, 22—V —ICk L TRA MEZ T T 2060 %
BT 5,

RAMREOARKRICIZ, BOREOREBB N DGERH 5,

AKa< KL, SSH V= _"—DRNEHOPHITDBFEITTE D,

Bail]

2048 £ D RSA#EL | DSA % 4EKT 5,

SWX232x#ssh-server host key generate bit 2048

421.6 SSH ——FK X MO VT

[ER]
clear ssh-server host key
[AJTE— K]
F¢HE EXEC £— R
[FRA]
SSH #—/3—®D 7R A k RSA #EL A A s DSA #AHIBRT 5,
[/—}]
Ao~y Rid, SSH = "—REHDLAITDOHFITTE D,
B!
RA N RSA#EL AR A | DSA #EZHIBRT 2,

SWX232x#clear ssh-server host key

4.21.7 SSH Y — \—/ABEEDF R

ESN!
show ssh-server host key [fingerprint]
[FF—U— K]
fingerprint DR ERTT D
[AJ1E— F]
HiHE EXEC £— R
B
SSH — "—ORfEE R =T D,
fingerprint % — U — RZ45/E L72a 13, AREORR LR, 7T AF =T — FaRTT 5,
[/—}]
PR DNy 2T A X AL, MD5 & SHA256 D )i &2 FKRxd 5,
[BREH]
NESEAEFTRT D,
SWX232x#show ssh-server host key
ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhFdmtoIJri+ujdAIfgrdhL/0w7J1vc50eXyg

sXJoCglP1sLRGHOOzxVYbOouPCUV/JPFCatgOIii8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1TIo0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM7ofadd
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9ySbomj06Y/0k81L5gqFhCHMGOGtgITKZsgb5VnPz8FYC8t1s6/tpyrUabaG2af/yTEaS5USBDYAucC88
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPJE0Jyeli+4c5qWSFE
PXUgrLf5SHAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDySuwD4DWBbRxsPKaX1sicJGCOaridnTthIGa8
ARypDjhpLl1a37SDezx8yCl1Q5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC41ial0n81tMxW/EPw4SqFP
77r7VVvCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt 7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAWVAZKI8JKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWIMZEDAJR6OMx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/i210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s4Q0XRnUJphI1INrW278Dnvyry31liR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3YCIMuWH6Ek/cst+PCtgnt0XV5B107 9uRUMCACS 2pDXSEWrwb PXXXX XXX XX K==

NBREDRFEN 2 RRT D,

SWX232x#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+———[DSA 1024]————+
| 2 ¥ g |
|=*=+. o |
|E+X+ o) |
| o + = + |
.. ..0 X . |
|oo=.B.*.0o |
| o + S o |
| . o |
| E |
+————— [MDSIf===——= +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSriMhOfWoW0Bw7aA0XXXX
+———[DSA 1024]————+
| . +E. |
| o o |
| o X S |
| *Fo= |
| o B * |
| + o . |
| * ok 4+ |
|X+.Q@ +o= |
|[@*0.= o. |
=== [SERAZ256 ] ===== +
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:03:24:17:XX:XX
+-——[RSA 2048]----+
| |
| oo0o® |
| *+. |
| |
| + |
| |
| E |
| . B.. |
| . 00 |
- [MD5] —————— +
2048 SHA256 : XXXXMkUuEbkJggPD68UOR+gobWPhgu7qqXzE81UXXXX
+-——[RSA 2048]----+
| *.== |
| *o+= |
| *=0. . S |
| ¥ 8 o |
| + B * o |
| == . . . |
| o |
| |
| o % % |
+----[SHA256] -—-—- +

421.8SSH 7 S5 AT v N DEBHEROHRTE
B

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
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no ssh-server client alive

[78T7 A= —]
interval 1 <1-2147483647>
7747 hOELFHEGERE (B AN L7258 £ 100)
count o <1-2147483647>
7 IAT > DEIFHERRKR T T M (B LI BE 2 3)
(AR E]
ssh-server client alive disable
[AJIE— F]
Ja—n"narz4 7 b—varE—F
B

I TAT v NDELFREREAT ) DO ERET D,
7547 v MZinterval TRRE LT-BREIBCREEERT LA vE—T %155, count THE L7272 1) L T
WNER 2o Teb, ZDOI7IF3A T MeDEREDID, By a a2k T35,

no FECHEAT LGS I3WIHIREICR 5,

422S8SH 7 A7 ~ b

4221SSH 7 A4 7~ b DOiLHE)

EN
ssh [user@] host [port]

[/XF A—&—]
user D UE—MRA NIRRT A T HBIERT 2 ——4
host D UE— AR M, 7203, IPvd 7 RV A(AB.C.D), £72i%, IPv6 7 F L A(X:X:X:X)

IPv6 Uo7 ma—R 7 RLUAZET 25E1E, BHA V2 —T = — AL HETLILELH
% (fe80::X%vlanN DJE)
port o <1-65535>

A 2R— hET (BIELIZES - 22)

[FIHIER E]

7L

[ASE— ]

¥iHE EXEC £ — K

[RHAA]

FEE L7 A b~ SSH THifi T %,

user Z AWM LI2G, v /A v hOa—YF—L &ML TSSH Y —"—~D7 72 %T 5,
A 2 — W — T 7 A P user AW L7255 A1 root" 2+ 5,

[/—}]

TR —TLFNIT VL (~) T 5D, DA —TLFIITHEICATI SN LTS5,
TEEDN O T A — 7 7% 2 [alEeld CTAD LA, = A —7 3R — O A& LTHERA S,
TR —7LRIRT T U A OB AT S 86, smfilrc B2 L 5,

TR =T LFIRNT T 2 AF a OB ANSNTEGE, 2 A= ANO—EhFRIND,
[BREH]

IPv4 7 R LA 192.168.100.1 DR A NI, —H—%4 uname, A — M5 12345 T SSH #fii 2.

SWX232x#ssh uname@192.168.100.1 12345
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[Pv6 7 R L & fe80::2a0:deff:fe11:2233 DR A FZ, =—H—4 uname, ~— F&ES 12345 T SSH #5575,

SWX232x#ssh uname@fe80::2a0:deff:fell:2233%vlanl 12345

4222SSH 7 54 7 v~ N OFEE
BN

ssh-client switch

no ssh-client

[T R — & —]

switch : SSHZ 747 v FEFIIT D0ED
REE A
enable AT D
disable HEINZT D

(IR E]

ssh-client disable

[AJ1E— F]

ra—m\)varyJ 47—y aryE—F

[FHA]

SSHZ 547 heLTsshavwy FEFEHTEAS X 91215,
no JTERTEIT LI AILSSH 7 54 7 > M E T 5.

[ E B

SSHZ 47 v FEHEMMIT 5,

SWX232x (config) #ssh-client enable

4223 SSH R & MEBRDOZ VT
[

clear ssh host sost
[/XF A—F—]
host : UE—FHRR NG, E£70E, IPvd 7 R A(AB.C.D), 7213, IPv6 7 F L A(X:X:X:X)

[ASTE— K]
et EXEC B— N

B
SSHZ F A4 7 b & LU THE L7= SSH Y — S — DN B Z HIR3 5.

[ E B
SSH /R A Mgz 7 V79 %,

SWX232x#clear ssh host 192.168.100.1

423 A — /LA

4.23.1 SMTP A — /L — —DHE
EEN

mail server smtp id host sost [port port] [encrypt method] [auth username password]

no mail server smtp id
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[F—TU—F]
port DAY= R—DR— "N EEEEET D
encrypt WA kO ERET S
auth : SMTPRERETHES 7T H v v MEBRAHET S
[73T7 A= —]
id c <1-10>
A — )L —,X— 1D
host DAY= N=T L X ET0E, RA M
IPv4 7 KL A(AB.C.D), IPv6 7 F L A(X:X:X:X)
IPv6 U7 a—7 RLAZIRET D2HEIE, BHHA v 2 —T7 = — A b EETDILELD
% (fe80::X%vlanN D)
BA BA(64 SCFLAN, PEASET L)
port 1 <1-65535>
A =LY — R =D 7R — FFE B (B WEEEL 25, method & LT over-ssl 2MEE SN TV 256
465)
method N X APV
REM S
over-ssl H{E 2 M5k 3 % (over SSL)
starttls BE #m551b7 5 (STARTTLS)
username © SMTP #FECHEHTH2—%—4
(64 SCFLAA, 2" | > LA A=A Z RS AT - AR T)
password © SMTPRBFECTHIMT 532U — K
(64 LU, 2" | > LA A=A Z R EAIET - AR
[FIEIEXE]
7L
[AS1E—F]
sua—\varz 4 b—varsrE' =R
[RLBA]
A= VEEIMERT 2 — " —1FRERET D,
[/— k]

SMTP #BFEZ1T 9 B, AUTHLOGIN =2~ > K% fli o TREREZ1T 9,
SSL/TLS ®/3—< = 1% TLSv1, TLSv1.1, TLSv1.2 IZxHiG L TV %,
A= NP —=R"—=D7 KL AL LTIPv6 7 FLAZFKET H%E . SSLITLS IZ X DK SALITFIH TE 220,
[EXRE )
A —)LIE(E Y —/3—[Z, smtp-server-test.com % X ET D,
SWX232x (config) #mail server smtp 1 host smtp-server-test.com
A —)VikfEH— 3= & LT smtp-server-test2.com Z+57E L. W5{t & SMTP @GR 2R EEXIT 2.

SWX232x (config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.23.2 SMTP A — VP —RR—Z OHRE

[EFX]

mail server smtp id name server_name
no mail server smtp id
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[T A —&—]
id : <1-10>
A — )P —,3— 1D
server name A N4
(64 SLFLAN, 2Z bR < AT - FATLD)
[FIHIERE]
7L
[AS1E— F]
ra—mpvar 747 b—va e — R
[BLFA]
A= NVEEIHERT 20— = DARTERET D,
[ E ]

A= VIEFY— =D 4 AT E LT test_ mail server ZiX €T D,
SWX232x (config) #mail server smtp 1 name test mail server
4.23.3 A —)LBHID ) H—RE

E&
mail notify temp-id trigger lan-map [#ype [type ...]]

mail notify femp-id trigger terminal
mail notify temp-id trigger stack

no mail notify femp-id trigger lan-map
no mail notify femp-id trigger terminal

no mail notify temp-id trigger stack

[F—T—F]
lan-map : LAN vy FIZET 54X M Edmmd 5
terminal D OUmAREEARBEREICEA T O A N F Rl S
stack DAYy JHEBRICBIT DA X AR EAT D
[/XT A —F—]
temp-id o <1-10>
A=) 77 L— K ID
AN MBS 27 7V — b EEET D
type : LAN v v 72T 514~ hOFEH
X EME B
hardware ENZN ¥
loop J— 7 fE
sfp-power SFP %t L~V B E
queue-usage EE X o —H
poe PoE #A 7
snapshot AFwFva v b
12ms L2MS v % — ¥ v —DHEH
[WIERRE]

L
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[AJ1E— K]
ra—r)var 74— g rE— R
[BA)
FEE LToHBED A X MERE A — VBT D120 DK EEIT I,
lan-map Z R E L C yype 25 ET D &, FRELIZ LAN v v FIZHT 54 R0 bR EMEN D,
type HEME LTIZHE1E. LAN = v AT 5T _XTOA X hBS@EmESn D,

[/ — ]
APy JHEREICBE T DA N h@RIE, A v ZHEREISHIE LT DR TED 72,
[ EH)

A=NT T L= #LIZ LAN = v TRERHOA N2 b M) H—2RET D,
SWX232x (config)#mail notify 1 trigger lan-map

4234 A—NLVEEDOT VS L— FREE—F

[EX

mail template temp-id
no template

[/3F A —&—]
temp-id c<1-10>
A—)L 77 L — K ID
[FIEAE E]
L
[AJTE— K]
Ja—x\)ary7 4L —y g E— R
B
A— VL ERRICEAT AT S L — FERETHE— NIIBITT 5,
TUT L= E—RIBITTAZECIREOEHERET DI ENTE S, 77 b— MI&gKk 10 BB ATEE,
o A—JLEEDFEET KA
e A—LEEDOEETLT L2
o A—JLEREOMH4L
o A VR ERHBLREMORE N MEHOAFER)
[RXEHI]
A—)LT T L— K #l OFREE— FICBITT 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #

4.23.5 A—)LEEDOH— 1 —ID OFE

[EX

send server server-id
no send server

[T A—F—]

server-id ¢ <1-10>
A—=NT 7 L— ] ID

(AR RE]

no send server

[AJ1E— F]

A—)LT T L— hE— R
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[FEHA]
RT3 A — 1P —_—DID 2$5ET 5,

[ EH]
A—NF oS L—F#l THERTAA NP —R— |2 —R_R—ID#l #EET S,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send server 1

4.23.6 A VI EDEETA =T FURADRE
[F

send from address

no send from address
[T A—=F—]
address DOEETA—ALT FL X
(256 LFUN, EAEET L @)

[FIH1ER 2]

no send from

[AJIE— K]

A—)T T L—hE—F

[FHA]

EFETLA—NLT RLAERET D,

[ EH

A =T T L— K #1 OEETLA—/VT KL AT sample@test.com Z 45 ET 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send from sample@test.com

4237 A—NVIEE DI A —NLT FURADERE
[EFX]

send to address

no send to
85 X —5—]
address DOSESEA—LT KL R
(256 LFLIH, FAEKT L - @)

[N E]

no send to

[AF1E— K]

A=) T T L—hE—F

[

A —NT RURERET Do (K4 1)

[/—}]

KRRENTA N M@ oOgis & UTHEH S 4L, FEFORARLECHmL L LTI 2,
[BEH

A—)LT T L— h #l DI A—/LT L AT user@test.com % F5ET 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send to user@test.com
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4.23.8 A —)VIEE DL DRRE

[EFX]

send subject subject
no send subject

[RT A—F—]
temp-id A= VIR ERF D4
(128 STFLAN, N> bR < AT - ML)

Tl

[FIIRRE]

no send subject

[AF1E— R

A—=NT T b—hhE—R

[iFA)

A —)VIRE DI ZTRET D,

[/—}]

RREDHEIZLL T O & 725,

s A X2 NBJA : Notification from SWX232x
« AFBAEECA : Certification publishment
REPBIESEAN : Certification expiration

[ E B

AT T L= b # O A= VIEEREOIFAIT "TestMail" Z & ET 5,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send subject TestMail

4.23.9 A — LIXERFLRFDORE

[ER]
send notify wait-time time
no send notify wait-time

[73F A —5F—]
time 1 <1-86400>
HER DR ()
(R E]
send notify wait-time 30
[AFIE—F]
A—=NT T L—FE—F
[FAA]
AN REERO A — VPN FEERTEE SN D £ TORERH 2R ET 5,
[/—F]
ARRENIA N2 MBEO A — /LR EFHERR & L THER SN D,
[ EH]

A =T T L— b #l DA = LEEFHREEIC 60 B ERET D,

SWX232x (config) #mail template 1
SWX232x (config-mail) #send notify wait-time 60

4.23.10 FEAAERARE D X — VL E

E&N
mail send certificate temp-id
no mail send certificate
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[78T7 A= —]
temp-id :<1-10>

A—)T 7L — K ID
(AR E]
no mail send certificate
[AJ1E— ]
RADIUS 27 4 L—varE—FR
B
RADIUS #—"—=0D 27 T4 7 > FEAEZEMNT L L S ITHEMAT 27 7L — b ID 245ET %,

RADIUS ¥—_X—0D 7 T A 7 > FFEAEIL, RADIUS — N —fERED user 2~ RTHRELTZA—/LT FL A~k
45,

[/ — ]

RADIUS %—X—D 7 5 A 7 o FEERAEDETD A — LA S

Certification is published.

Name : [£ (] % user 2~ > RO NAME # 7°v 3 » O EME
Account : [ —H'—4] % user =~ > K USERID

MAC address : XX:XX: XX XX:XX:XX

Expire : YYYY/MM/DD

[RXEH]
RADIUS % — =D 7 T4 7 v FEAEEZ A —NVEMT D EEIEHT L7 7L — N IDIZ#1 ZHET D,
SWX232x (config-radius) #fmail send certificate 1
4.23.11 FEAEEARED A — VB E
[EX]

mail send certificate-notify temp-id

no mail send certificate-notify
[/XT A —=HF—]
temp-id : <1-10>
A—=NT 7L —hKID
(AR E
no mail send certificate-notify
[AJ1E— ]
RADIUS 27 4 L—v g »E—F

[REBA)
RADIUS ¥ —R—D 7 T A 7 FEHEERZ A —/LIBHT D LS IHHT LT 7L — F2RET 5,

[/ — ]

RADIUS $—/X—D 7 T A 7 > FEAEOF AU FRTHEE D A — VAR

Your certificate will expire in [X] days.

Name : [£Al]] % user 2~ > RO NAME 4 7> 3 > O EE
Account : [ — W —44] % user =~ > K USERID f&

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD
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[ EH]
RADIUS —_"—0D 7 T A4 7 v bEHELZ A — VBT 5 L EIEHT T 7 L— MR 2HET D,

SWX232x (config-radius) #mail send certificate-notify 2

B AE

m

4.23.12 ;EFAEO A BRI BHMZ A I T D

E&
mail certificate expire-notify day [day] [day]
no mail certificate expire-notify

[T A—=HF—]

day : <1-90>
ARG Z 18 509 2 7% A7 H K

[(WIHIRRE]

mail certificate expire-notify 30

[AJ1E— ]

RADIUS 27 4 7 L—3 a3 E— R

[

RADIUS #—/—0D 7 74 7 > bk EOAZHGIREIN &2 ST @95 A& faET 5,
WHIABIL 3 L THRETE 2,

[/—H

day IZANNEFIZBEDL BT, BIETR RSN D,

[EXE )

RADIUS #—/—=0D 7 74 7 > FEREOAZHIREIN O Sai@k 2 50 HATE 10 AANZEET 5.
SWX232x (config-radius) #mail certificate expire-notify 50 10

4.23.13 XA — /)L EEBEROETR

[ER]

show mail information [temp-id]
[23F A —%—]
temp-id ¢ <1-10>

A—)LT 71— KID

AT E— K]
ke EXEC E— |
B
BELET L —FID DX — L EEREETT D,
T 7L —hID 2B LEEAT. ETOA—/UERER TS,
[ E R
A= T T L— k #]l DA —NEREFRT D,

SWX232x#show mail information 1

Template ID 3 A

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com
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4.24 LLDP

4.24.1 LLDP #8EDH L.

[EX)
Ildp run
no lidp run

[FIEIRRE]

7L

[AF1E— K]

ryua—Naryr7 4L —vgarE—R

[

AT MK T LLDP BEREZ A RNICT 5,

no JERTHEIT LIS A1E. ¥ AT L2 T LLDP BRI+ 5,

[/—}]

A— MZxF LT LLDP e A AN T HIIFLL F O a~vy RERET HLERH 5,
set Ildp enable =~ > K® fype (LLDP T— = > hF— R TMEIZIG U C txrx, txonly, rxonly Z % &3 5,
e« lldprun(Zu— 37 47 L— g U F—R)

« lldp-agent (- 4 —7 = —AF—F)

+ set lldp enable fype (LLDP ——3 = > FE— R)

Bt

LAN R— b #1 ® LLDP BBEDEZAE 2 AT 5,

SWX232x#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SWX232x (config)#11ldp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #11ldp-agent

SWX232x (11ldp-agent) #set 1lldp enable txrx

4242 VAT AOFBEATORE
B

1ldp system-description /ine

no lldp system-description
85 A —5—]
line LV AT DO SO CTFHN(255 LFLIN)

(MR E]

no lldp system-description

[AJTE— K]

sua—nNarsz 4l —ra 'R

[RLAA]

LLDP HSRECHE 45, v AT AOMHALEHET 5,

no JEATHEIT LI B3R E IR D,

IR E DML, HEL+ 77— =7V EYa ] ThhH,
[BEH]

L AT AOFH LA SWITCHI_POINT A 1T 5,

SWX232x (config) #11dp system-description SWITCH1 POINT A
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4243 VAT LDAFIDEE

[EFX]

Ildp system-name name
no lldp system-name

[7XT A—F—]

name L VAT ADLAFDILFHN(255 LFLIN)
(AR E

no 1ldp system-name

[AS1E—F]

Ja—n"narz4 7 b—varE —NF

B

LLDP #RECHEA T2, VAT LADLHERTET D,
no IR CHEIT L= BB EIC R 5,

IR EOMIT ML ) Th b,

FXEfE X LLDP System Name TLV [Z3%E S 115,
[B% 2 5]

VAT DL FRE SWITCHL 12T %,

SWX232x (config) #11ldp system—-name SWITCH1

4244 LLDP =— = F OERK

[EX]
lldp-agent
no lldp-agent
[FIHAE% €]
L
[AFTE— F]
A H—T 2 —AF— R
B
LIDP =—Y x> F&2fERK L, LLDP =— x> hE— RICERT 5,
no B TEIT LA 1E, LLDP =—2 = > M &2 HI&RT %,
[/ —H]
LLDP =— x> FEHIBET AL LLDP=—Yxcy hE— RTCEHRELZa~Y FLHIBREINS,
[BXEHI]

portl.] TLLDP =— = hZ&fEf L, LLDP =—¥ = ME— FIZBITT 2,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #1lldp-agent
SWX232x (11ldp-agent) #

4.24.5 LLDP |2 k. 5 HEVR EREDORIE

EEy

lldp auto-setting switch
no lldp auto-setting

[7%F A —H&—]
switch : LLDPIZ X% BEIFREMEDRTE

{{
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X EME A
enable LLDP |Z & % HEhEk ERrE = BN T 5
disable LLDP T &k % HEER EMREZ 2T 5
(#8137 2]
lldp auto-setting disable
[AF1E— ]
Jua—)aryz 4 l—yarETw—NR
B
FFEDY v RN EFETALLDP 7 L — ALK Y, AL v T OREE BEINICET T H¥EZEINNCT S
F7-. power-inline disable delay =~ > NIZ X DFFEE X A I 0 7 OWFHEREZ AT D,
MDP7V~ATmuF®%%ﬁ%Eéﬂ60
o 7 u—iilf#
* QoS
¢« IGMP AX—t'
- EEE

¢ RADIUS #— 38— |

o UAREEH

no I CHEAT LGS I3 EICR 5,

WA L H—T 2 — ADBRIIHETE D,

[/— 1]

ARERE A+ 5 729121%, setlldp enable =~ > R T, LLDP 7 L — A& ZETEDREICTILEND 5,
[BEH

LLDP | & % HERREMREZ AT D

SWX232x (config) #11dp auto-setting enable

4.24.6 LLDP EZ{EET— FOFRE

[EF2
set lldp enable #ype
set lldp disable
no set lldp enable
[NT A —=F—]
type D EEEE—F
RIEE B!
rxonly ZAEHHICHRET S
txonly FEEHHICHRET S
txrx EEBIOZEICRET D
(IR ]
set lldp disable
[AFTE—F]
LLDP =—Y =¥ FE— R
[FAA]

MBA B —T 2 —ZATOLLDP 7 L—LDEZEE— RERET 5,
set lldp disable D355 1%, LLDP 7 L — A Z65%(5 L7V,
no B CTEAT LG E X, VIR EIZRE S,
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[ EH]
LAN 7" — | #1 @ LLDP #% {5 — FEZEHEHIIHET 5,
SWX232x
SWX232x

SWX232x
SWX232x

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent
lldp-agent) #fset 1lldp enable rxonly

42478 H7 L ADOFERDOHRTE

[EX]
set management-address-tlv fype
no set management-address-tlv

[/3F A—&—]
type D OERY R L AOFEE
REME B
ip-address BHT RLAZIPT RLALTS
mac-address BET L AZ MACT KL R ET25
[(WIHIRRE]
set management-address-tlv ip-address
[AS1E— ]
LLDP =—Y = hE— K
(@]

LLDP THMH$ 2. A— FOEHRT N ADFEALRET 5,
no JEI TIFAT LGB I3 IIER EIZ R D,

5% EfEIX LLDP Management Address TLV (Z5%E S 415,
Bl

SWX232x (config)#11ldp run

SWX232x (config) #interface portl.1

SWX232x (config-if) #1ldp-agent

SWX232x (11ldp-agent) #set management-address mac-address

W

4.24.8 EAEH TLV OFE

E&
tlv-select basic-mgmt
no tlv-select basic-mgmt

[WIHRRE]

L

[AJIE— ]

LLDP =—Y = hE— K

[RiAA]

HET L — DZHEAEHE TLV Z21BN4 %,

no IR CHEAT LI H AL, #ME7 L— AL EAREH TLV 2 <,
ZDa~y RTLFO TLV 2 LLDP 7 L—AZBINE b,
<HAEF TLV>

(1) Port Description TLV : A8 — k D FEHSL

(2) System Name TLV : 3 A7 LD AT

(3) System Description TLV : 3/ A7 A D@ ST
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(4) Syatem Capabilities TLV : A7 A DHRES]
(5) Management Address TLV : IR — RN OEFFLHT FL A (MAC 7 RV AE2ILIP 7 R LX)

[ EH

LAN 7R— |k #1 TET 5 LLDP 7 L — AMZEEAREH TLV 284 5,
SWX232x (config) #11ldp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1ldp-agent

SWX232x (11ldp-agent) #tlv-select basic-mgmt

4.24.9 IEEE-802.1 TLV O E
[EFX

tlv-select ieee-8021-org-specific
no tlv-select ieee-8021-org-specific

[FIHIERE]

7L

[AS1E— K]

LLDP =—Y =¥ fE— R
B

P15 7 L — A2 IEEE-802.1 TLV % iB/N$ %,

no B THEIT LE=HA1E. %4157 L— 2475 [EEE-802.1 TLV # &<,
ZPawy RTLUFO TLV 3 LLDP 7 L—AIB S5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : 78— k VLAN ID

(2) Port and Protocol VLAN ID : 7”& | =2/L VLAN ID

(3) Protocol Identity : ¥ AR — 4572 ha/Ld U X K

(4) Link Aggregation: U > 7 7 7'V 7 — 3 U IiE#

(5) VLAN Name : " — F VLAN O£ R

[BREH]

LAN 7R— k #1 T%{59 5 LLDP 7 L — A2 IEEE-802.1 TLV % iB/d 5,

SWX232x (config) #11ldp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #11dp-agent

SWX232x (11ldp-agent) #tlv-select ieee-8021-org-specific

4.24.10 IEEE-802.3 TLV O E
EE

tlv-select ieee-8023-org-specific
no tlv-select ieee-8023-org-specific

[WIERRE]

7L

[AS1E— K]

LLDP =—Y x> FE—F
[BLFA]

P57 L— A2 [EEE-802.3 TLV # B3 %,

no FECTHEAT LA, 2157 L— 275 IEEE-802.3 TLV % Fk<,
ZDawy RTLLF® TLV 28 LLDP 7 L— A TEME b,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : A — F xR T > = —3 3 »OH R — MEH
(2) Power Via MDI : PoE 1&# (PoE #4HE D & 2 FEFE D 7)
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(3) Link Aggregation: U > 7 7 7'V 7 — 3 U IiE#
(4) Maximum Frame Size : fx K7 L — A4 X

[ EH

LAN R— k #1 T%[E4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 5,
SWX232x (config) #11dp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1ldp-agent

SWX232x (l1ldp-agent) #tlv-select ieee-8023-org-specific

4.24.11 LLDP-MED TLV D% 7E

[EX]
tlv-select med
no tlv-select med

(AR 2
L

[AS1E— F]

LLDP =—Y =¥ fE— R

B

{57 L— A2 LLDP-MED TLV %3817 %,

no TR TEIT LA, #E 7 L— 2475 LLDP-MED TLV % &<,
ZOa~y RTLR® TLV 73 LLDP 7 L— AZBINE L,

<LLDP-MED TLV>

(1) Media Capabilities : %1595 LLDP-MED TLV DOFE%H

(2) Network Policy : Voice VLAN 1§ #i(Voice VLAN 2% E SV TN DA — hD&H)
(3) Extended Power-via-MDI : JI3 PoE 1% (PoE F&RE D & 2 HEFE D 7)
[/— 1]

Location Identification TLV MfE|L "Location" 23FZE ST 5,

[BREH]

LAN 7R— bk #1 Ti&/59 % LLDP 7 L— A |Z LLDP-MED TLV % B9 %,
SWX232x (config)#11dp run

SWX232x (config) #interface portl.l

SWX232x (config-if) #1lldp-agent

SWX232x (11ldp-agent) #tlv-select med

42412 LLDP 7 L — ADEERBRROERE

X

[EFX]
set timer msg-tx-interval /x_interval
no set timer msg-tx-interval

[R5 A —H—]
tx_interval 1 <5-3600>

LLDP 7 L — L3 (D)

(AR RE]

set timer msg-tx-interval 30

[AJ1E— F]

LLDP =—Y =¥ hE— R

[FiA]

LLDP 7 L — LD XERIRZRET 5.

no JZ N TIAT LIZG B IR EICRE 5,



[ EH]
LAN R— F #1 T#ET % LLDP 7 L — 2 OEERIEE 60 I ET 5,
SWX232x (config)#11dp run

SWX232x
SWX232x
SWX232x

config)#interface portl.l
config-if)#lldp-agent
lldp-agent) #set timer msg-tx-interval 60

4.24.13 EFEEELB O LLDP 7 L — A LERBOHE

avy R 77 LA | RSE - EAIERE

1123

EEN
set timer msg-fast-tx fast tx
no set timer msg-fast-tx

[73T7 A =4 —]
fast_tx o <1-3600>
R EE I O LLDP 7 L — L33 RIFR (D)
(AR E]
set timer msg-fast-tx 1
[AS1E— F]
LLDP =—Y = hE— R
[FLHA]

B EHIR O LLDP 7 L — A ERR AR ET 5,
no R CTHAT LB A I3 EICE 5,

AR AR L 1R — N ORI T L < oo 2 EZOWIF T, Bl
WLLDP 7 L—AREEEIND,

+ set timerx msg-fast-tx fast xR E I O R EMRE) 2R ET 5,
o set tx-fast-init value : FHEEHIMICIE(E T2 LLDP 7 L — A O 5%

B!

B WA R E

RIET Do

LAN F— k #1 TEHEEEHIRIO LLDP 7 L — AL ERIGEE 2 IR ET 4,

SWX232x (config)#11ldp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1ldp-agent

SWX232x (11ldp-agent) #set timer msg-fast-tx 2

42414 LLDP 7 L — AEEELEN O HIHIL T TOEBORE

MOLLT Dz~ R

E&

set timer reinit-delay reinit_delay
no set timer reinit-delay

ST A—F—]

reinit_delay o <1-10>

LLDP 7 L — ARG 1) & 8L £ TORRE(7)

(AR E]

set timer reinit-delay 2

[AFTE— K]

LIDP=—2 x> hE—FK

[FEHA]

LLDP 7 L — A EEEIEN L EH L E CORR 2R TET 5,

no JER . CHEAT LTS I3 IR EIZRE 5,

[BX EH]

LAN 7/"— k #1 TLLDP 7 L —AEEE IO B L £ TCORR % 10 71

EX ﬁ‘éo
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SWX232x (config)#11ldp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #1ldp-agent

SWX232x (11dp-agent) #set timer reinit-delay 10

4.24.15 BERFBOREREATTL 2 BN T 22D OREDRE

E&

set msg-tx-hold value
no set msg-tx-hold

[23T A —%—]
value ;o <1-100>

HEA S O REFER (TTL) Ol 2B H T 5 7= 0 DFEK

(BRI E
set msg-tx-hold 4

[AJ1E— ]

LLDP =—Y = hE— R

[FA]

AT M O LRFFRER (TTL) 2R T 5 72D O R ZHET 5,

no B CTHEIT LI BB TIR EICR 5,

Z ORGEMEIT LLDP 7 L — L2415 R (msg-tx-interval IC B S 4, S5+ 1 LCTTLEE) & 725,
TTL fiiZ. Time To Live TLV I[Zf#E SN 5,

TTL = msg-tx-interval x msg-tx-hold + 1 ()

[ EH]
LAN R— b #1 THEHEHROMRRRER (TTL) 2/ T 27200 FEE 2 ITRET 5,

SWX232x (config)#11dp run

SWX232x (config) #interface portl.l
SWX232x (config-if) #1lldp-agent

SWX232x (1lldp-agent) #set msg-tx-hold 2

4.24.16 FEEAEHIW O LLDP 7 L — AR EHEEKORE

[EX

set tx-fast-init value

no set tx-fast-init
[73F A —4F—]
value : <1-8>
R E B O LLDP 7 L — AR fE %
[FIHAE ]

set tx-fast-init 4

[ASTE— K]

LLDP =— Y = hE— K

[FLHH]

ESELEMR O LLDP 7 L — ARG EEE R ET 5,

no B CTEIT LA T VIHIEREICR S,

Bt

LAN "— h #1 TEBEEHMO LLDP 7 L — AEEEEE 2 IR ET S,

SWX232x (config)#11ldp run

SWX232x (config) #interface portl.1l
SWX232x (config-if) #1ldp-agent

SWX232x (11ldp-agent) #set tx-fast-init 2
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4.24.17 F— MR TEHETX BB ORKEHF B ORE
B

set too-many-neighbors limit max value

no set too-many-neighbors limit
8T A—F —]
max_value : <1-1000>

H— N T ELC & 2 BB RO i £ 4

(AR E]
set too-many-neighbors limit 5
[AJ1E— ]
LLDP =—Y =¥ FE— K
B
R— P CHEHTE 2 ORKRERZRET D,
no X THEAT LIZGE B EIC LR D,
R— ORI AR EBZISE. B LS G5 S LLDP 7 L— A4 5,

[/— ]

av Ly RERETD L, FHER—FTHRIDLLDP 7 L— A &%(E L& X IC—F, UE— MESEIT — 7 L0
7 VT Ihb,

[BREB]

LAN 7R— b #1 THR— MR CTEH T 28O RKEHE 10 ITHRET D,

SWX232x (config)#11ldp run

SWX232x (config) #interface portl.1l

SWX232x (config-if) #11ldp-agent

SWX232x (11ldp-agent) #set too-many-neighbors limit 10

4.24.18 LLDP Bt DA v X — T = — A —FERE

E&y
Ildp interface enable #ype

lldp interface disable
[F—U—F]
enable : LLDPBEREZ AT D
disable : LLDP B¥ReZ BN 5
[R5 A —F—]
type D EEEE—F
R EMHE B
rxonly ZAEHHICHRET S
txonly EEHHICERET S
txrx EEBIOZEICERET D
[AJ1E— K]
Jua—m\)arz74b—varsE— R
[FHA]

LLDP #8e DA 30/ E) %42 T D LAN/SFP AR — M —FERET 5,
BHNREDHEEIX. FEE L LLDP 7 L — ADEZEE— FEHRET S,
[/ —}]

Kawr RIlae—)var 74— g o — ROBRFEITARE,
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BB, Raxr FEK{A 2 —T72—ADLLDP RELZ T H72HDH D TH Y | running-config [ZIFF R IR0,
[BXEH]
42C?® LAN/SFP 7"— b @ LLDP ¥¥fEA AN L, LLDP 7 L — A& 6% E A RE/R T — RIZHRET 5,
SWX232x (config) #11dp interface enable txrx

42419 4 V' #— 7 = — ADIRERR

(&=
show lldp interface ifname [neighbor]
[(F—T—F]
neighbor DOHEE L TV OB O E R T T D,
[/XF A —F—]
ifname : LAN/SFP R— FDA v Z—T = — A4
BRT DAV H—T 2 —A
[AJ1E— K]
FEFFHE EXEC £ — K, 454 EXEC £— K
[

ifname TIRE Li=A ¥ —7 =—AD LLDP 1§ & £ r~T 5,
neighbor ZH8E L7 EI1TA v ¥ — 7 = — R TERL L TV AR DIEHR 2 KR T 5,

DITOEBANFRREND,
show lldp interface ifname DG

o AU E—T 2 —ARFDOFEHE R

Agent Mode

7'V » ¥ — F(Nearest bridge [ &)

Enable (tx/rx)

EEE— R/ZEE— R (Y : A[EE. N: RH)

Message fast transmit time

EHEE WO LLDP 7 L — A LERIFR (D)

Message transmission interval

LLDP 7 L — L3 MR ()

Reinitialisation delay

P ILER 2 O AL & TORFHI(F)

MED Enabled LLDP-MED TLV £{8 DA %/ %)
Device Type T NA A X A 7(NETWORK_CONNECTIVITY [&E )

Total frames transmitted

LLDP 7 L — A D%EEHK

Total entries aged

TTL BUL EZER 2L BHT — T AN BHIBR S8
D

Total frames received

LLDP 7 L — A DS(EH

Total frames received in error

LLDP 7 L — A DZET T —¥#

Total frames discarded

WIS 7- LLDP 7 L — A 0D¥K

Total discarded TLVs

%3 X 7= TLV O

Total unrecognised TLVs

Ak CcxE o7 TLV O

show lldp interface ifiname neighbor D55

o SRR ELE

Interface Name

ZRELIEAVH—T 2 —R4

System Name

AT LA TR

System Description

AT KDFA

Port Description

AN— s DFLHH
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System Capabilities

AT ADRES]

Interface Numbering

A B—T 2 —AFEBEOEA T

Interface Number

AU H—T 2 —AEF

OID Number

OID % &

Management Address

MAC 7 RLAEIZIP T KL XA

+  Mandatory TLV D1 %

CHASSIS ID TYPE CHASSISID TLV O % A 7 L i
PORT ID TYPE PORT ID TLV D % A 7 L
TTL (Time To Live) FEARTE RO PRFFRFH (D)

« 8021 ORIGIN SPECIFIC TLV D1 #

Port Vlan id A — F VLAN @ ID

PP Vlan id 71 k=L VLAN @ ID
VLAN ID R— K VLAN @ ID
VLAN Name A—  VLAN O£

Remote Protocols Advertised

YR—rF57a harol &k

Remote VID Usage Digestt

VID Usage Digestt fi

Remote Management Vlan

T VLAN O4 R

Link Aggregation Status

Vo7 70T = a DR ZER)

Link Aggregation Port ID

Vo277 ) F—2 g i R— D ID

« 8023 ORIGIN SPECIFIC TLV D& #

AutoNego Support

F— b xr A —3 g UHERED H /LR

AutoNego Capability F— b xrITvT— g UAEEREE K
Operational MAU Type WMERELT 2Ly I AFE—R

MDI power support PoE H¥HEH R — F OF M

PSE power pair PSE /XU —~7 —

Power class

PoE #a®& 7 7 A

Type/source/priority

PoE#EH A 7. V—A, BIELE

PD requested power value

PD #2503 k95 % /7 (0.1mW HAfi7)

PSE allocated power value

PSE #2503 A 7 T & 5871 (0.1mW HAL)

Link Aggregation Status

Vo o7 7 F— g v OBFNER)

Link Aggregation Port ID

Vo277 )= g iR— D ID

Max Frame Size

NN G

« LLDP-MED TLV ®Of## (LLDP-MED TLV %#%(8 LT BAICEREND)

MED Capabilities

LLDP-MED TLV OFf&EfED U A k

MED Capabilities Dev Type

LLDP-MED AT 4 7T /A A% AT

MED Application Type TV r—vary AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7' DA

MED L2 Priority

L2 DB E
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MED DSCP Val DSCP flE DG 2
MED Location Data Format MEHFRO 7 +—~ v b
Latitude Res FEEE D FRE(A 2072 BALE > M)
Latitude HEG4EY 1)
Longitude Res TEEE D REE(A 72 B E Y FK)
Longitude REGB4 B> R)
AT mEX AT
LA —H—
2EADTET
Altitude Res DR 2N 72 BALE > MK
Altitude EEGBO E Y M)
Datum Tl Hh L YR
0K [E ot S IR (WGS 84)
1:AE7 A U IR (NAD 83)
2467 A U A I HANAD 83) 0 - BETE S AR
LCI length FEEHRT — 2 DR E
What it DS PR E
0:DHCP H—/N— D57
17747 MiRbiinwWe&ZE2x bbb xy NI —/ 3
FDONLE
2:7 4T FONE
Country Code a—F
CA type CA (Civic Address) ¥ A 7°
MED Inventory Inventory 1&# U 2

NS HRIZES L CIE RFC 3825 2 &R

[BE B

LAN 7R— k #1 ® LLDP [§# % F =15,

SWX232x#show 1lldp interface portl.l
Nearest bridge

Agent Mo
Enable (
Message
Message

Reinitialisation delay
MED Enabled

Device T
LLDP Age
Total
Total
Total
Total
Total
Total
Total
SWX232x4#

de :
tx/rx)

fast transmit time
transmission interval

ype

nt traffic statistics
frames transmitted
entries aged

frames received
frames received in error
frames discarded
discarded TLVs
unrecognised TLVs

'
: NETWORK CONNECTIVITY

:Y/Y

1
30
2

O OO OO oo

42420 2THOA V¥ — T = — R ZBIT A EEEBE OB HF R

[EF2

show lldp neighbors
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[AJ1E— K]
FEFrHE EXEC E— N, %§# EXEC E— N
[
BETOA P —T7 == ATBT DGO M E R 5,
(FEREUT show lldp interface ifiiame neighbor =~ > K% &)
[ EH]

Befgi L TV DR OIF M A £ T 5,
SWX232x#show 1ldp neighbor

Interface Name : portl.l

System Name : SWX2320-16MT

System Description : SWX2320 Rev.2.05.02 (Mon Dec 14 12:08:51 2020)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering : 2

Interface Number : 5003

OID Number :

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id L
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30
Power via MDI Capability (raw data)
MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0x0
PSE allocated power wvalue : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude :
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length

OO O OOOo oo
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What : 0
Country Code : 0
CA type : 0
MED Inventory

SWX232x#

42421 LILDP 7 L — LU Z—D 7 )T

[EFX

clear lldp counters
[ASE— R
¥t EXEC B— R
[FRHA]
ETODR—FDLLDP 7V —LH T X —% 7V TT 5,
Batl]
LLDP 7 L —A N A —% 7 )T 5,

SWX232x>clear 1lldp counters

=
il

4.25 L2MS (Layer 2 management service) DX

4.25.1 L2MS E&— R~DO#4T

[ER

12ms configuration
[AJIE— F]
Jua—npparz 4 J—yarE—NK
B
L2MS DFEE 4T 5 729D L2MS E— RIZBATT 5,
[/— "}

L2MS E— R b/ ma— a7 4 7 b—3 g 08— RIORED I exit 2~ REfEH L, 8# EXEC £— RIZ
RAIIZend 2~ REfFEHT 5,

(B EH]

L2MS E— RIZBITT 5,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #

4.25.2 L2MS BEEDORE

[EF=
12ms enable
12ms disable
no 12ms

[FF—V—F]
enable : L2MS HErex T 5
disable : L2MS BéreE A L

[FI33% 2]

12ms enable

[AJIE— K]

L2MS =— R

[RAA]

L2MS #reZ 3 2 B A2 ET 5,



no FER CEIT LA IR TICRES,
[BXEH]
L2MS #RE 23 5,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable

4.25.3 L2MS BEBED R EI DR E
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[EFX]

12ms role role
no 12ms role

[/XF A—F—]
role : L2MS HERE D% E
M B!
B FIC8EkE L72 SWX & U — X% WLX302
manager LU = ROBE - WEETT S LIMS ~ F—
r—& LCEET D
N—H— Tr7AF¥—T+—/, L2MS ~ %
agent — Uy —IIRE I NI SWX v — &
& L2MS ~ % — 5 — & L CHIET 57~
HERDOERIND X OEMET S
(IR 2]
12ms role agent
[AJTE— K]
L2MS E— K
[FRHA]
L2MS #EREZ EH T D BROEHI 2R ET D,
no X CTHEAT L7285 13 agent & L CTENMET 5,
[/—F]

Fl—% v U —2ZHNIZ L2MS (A A v FHl5EE) #h %ﬁﬁ LY~ N—F =T 7 A ¥ —T 3 —/L, L2MS <

X =T —TBREI N SWX VU — XBEHAFE LT

[Fl—% v hU—2Z7121. L2MS ¥ % — % — & 72 AR

(B EH]
L2MS #fEA ~ R —Y v — & LT 5,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable
SWX232x (config-12ms) #12ms role manager

4254 1L2MS =— = Vv N OEHREB BB ORE

L2MS ¥EREDS IEH IZEIME L 8 A,

m&ﬁéi5KLT<ﬁéwo

E&N
agent-watch interval time
no agent-watch interval

[T A—F—]
time . <2-10>

B LA H PR (FD)
[WIEARRE]

agent-watch interval 3
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[AF1E— F]
L2MS E— K
(LA

L2MS D= — v M EPRBETH 7 L— A OEERERMRE AR ET 5,

no FE CFAT LG A 3R EICKE D,

time & R EMEICRE LT2HA. R 7 L— 2 OBEHE TS 23, L2MS D= —Y = > b &G L T D L2MS ~
F =T — NI D ETCORFMNEL 2D, time Z/NSIRBEICRE LG AITTOW LR RET7 L —LDk
BRI Z 50, L2MS D=— = 2 L T D L2MS v 32—V % — 0385k 5 F TORNEL 72 5,

[/ —H]
I2MS D= — = FOEHIZI2ZMS N~ 32—V v — & LTEEL TWAGAEDARIT I,
[BXEHI]

Eti IR 2 5 BICRIET D,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #agent-watch interval 5

R
i

4255 1L2MS =— = N O X U U Z W B B D
ESN

agent-watch down-count count

no agent-watch down-count
ST A—F—]
count T <2-10>
At [T REIEIE
(R E]

agent-watch down-count 3

[ASTE— K]

L2MS E— R

B

I2MS =—Y = hIBDISE 7 L — L ZERTH T LIZ LT 5 £ TORERRKR T L — LR EREERET 5,
no IR CHEAT L& I3WHRTIR D,

BTV —DL% count TRELERIBEERELTHIMS =— 2 2y M SISE 7 L —AEZZELAWEES. 4%
L2MS =— Y = > MIX T Lz LT 5,

[/ —}]

I2MS =— V=¥ hEEH L TWAR— IRV 7 X0 LEEGER, Ya~v 2 FORELY RN F A I /T
L2MS ==V =¥ RNZ U LI LT 5 2 &35 5,

L2MS O —V = FOEMRIZL2MS B3R —T ¥ — L LTEEL TWAEHEDRIT I,

[B%E R

Z g o A W S aldkcA 8 IR ET S,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #agent-watch down-count 8

(]

4.25.6 VK DB EHERE DR E
[EF=]

terminal-watch enable

terminal-watch disable
no terminal-watch
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[F—T—F]
enable DR OEHERE A AT D
disable DOmAROEEERE A AT L
[WIHIRRE]
terminal-watch disable
[AS1E—F]
L2MS E— R
B
SR DEBEREREZ AN T D, AN/ D LEMIICER v N U — 27 RITIHET DU RIEROBISF 21T 9,
no I THAT LGB, IR OEHBERE N ) L 70 5
[/—}
I AROERLL L2MS A~ R — V¥ —& LTHEL TV AHHEDHIT I,
B
Ui AR D B RE & AN T D,
SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable

(
SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #terminal-watch enable

4.25.7 A 1S 8 O BUSRrE E E O E
[#FX]

terminal-watch interval time

no terminal-watch interval

[/XT A= —]
time : <1800-86400>
HSUAH R ] T e (F)
(AR E]
terminal-watch interval 1800
[AJTE—F]
L2MS E— K
B
Xy bU— 7 Ol RiEHRE BT 2R ZRES D, time [CRE LR MARBE T2 & vy MU — T ITIFE
T HuARDEHREZ G 5,
no I CTHEAT LGSR EICR 5,
[/ — ]
U ARDEBEREN AR TIERWIEE, Aa~xr FOREICEAD LT, AN RO IGFIITHRU,
[E 2B

AN WO BRI % 3600 IR ET D,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager

SWX232x (config-12ms) #terminal-watch enable
SWX232x (config-12ms) #terminal-watch interval 3600

4.25.8 L2MS #lfH 7 L — L DEZIERE
[ER

12ms filter enable
12ms filter disable
no 12ms filter
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[¥F—T—F]
enable © L2MS Ol 7 L— A B BEZETE a0
disable © L2MS Ol 7 L — A EEZETE D

[FIH1ER 2]
12ms filter disable

[AF1E— K]

AH =T 2 —RAF— K

B

L2MS Ofillfl 7 L — A ZEZET 20BN EHIET D,

no IETIAT L2GA X, L2MS Ol 7 L— A2 EZ(ETEH L 012 b,

[/ — 1]

Aa<wr Rid, LFOA X —7 2 — AR ETE R,

« VLAN A L H—T =—2R

o FElA UH—T =R INESN TV OB, U F—T 2 — R

WA =T 2 — AN E SN TWAYHEA v F—T7 = — AL, IWEEDOAa~ L ROREICHKE> TEET 5,
B, WA U E—T 2 — AEGREA VX — T = — RNET HEEIC, WERA VX — T = — ZAOFREIIYIHE I
K5,

Ka<wy ROFEICEADL T, LTFOWTNNOFEMELZGZ L T D5EEIEL, L2MS Ofillill 7 L — AR EZ(E Sz
W2 ERH D,

o STP 7213 —7HHEHEEEIC K » TA > ¥ —7 = — 2 Blocking IRREIZ 72 > T D

+ switchport trunk native vlan none =~ > R E I LTV D

o HBA LA —T 2 —RITESNTND

[ EH]

portl.5 TL2MS DOl 7 L — A& EZ(F LWL 91295,

SWX232x (config) #interface portl.5
SWX232x (config-if) #12ms filter enable

425912MS =V =V FOFEEDO Y > b
[

12ms reset
[AFTE— R
¥t EXEC E— R
[FEHA]
L2MS v X — V¥ —NEE L TWALTOILMS =— V= 2RI LA4A LT L2MS =— Y = o h OERZ 0
DET,
[/ —F]
L2MS =% —Y ¥ — L LTEMEL TWVWAHRAEDAETTE 5,
AKa<wr FEFEITTHE. BHINTWELMS = —2xy NS HI % L2MS ¥ 3% — 2 ¥ — O S BRIE) B4,
RKavw s REFATLIERZRICHOLMS =— Y = > M RET 5% A I 71X, agent-watch interval =~ > N Ti%iE
LRk E T %,
[ EH]
I2MS =—> = hOFEHEZ Yy T 5,
SWX232x#12ms reset

4.25.10 L2MS DOfEHR DT

E=Y
show 12ms [detail]
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[F—7—F]

detail DML R T D
[AS1E— K]

FFeME EXEC E— N, F#bE EXEC E— K
[FA)

L2MS OEEREIZIE U T, LT OEHRERRT 5,
o L2MS v —V ¥ —& LTEEL TV DA
o HFLTWSLIMS =—V = h D%
« BELTWVWDL2MS =— = DI
e MACT RV X
. R4
. HRERA
. FREE
s TV IR—F
« WHINTWDRE
o L2MS v R—U ¥ —& LTEEL TWT, detail & L7256
-mev*—yk—@%ﬁ
+ L2MS ¥ F3— — I STV DR DL
« L2MS ¥ F%— — T STV AR DI
. MAC7FVX
« BEFiSNTCVAHER— b
o URAREFE LT REL
o HFLTWVWALIMS =—V = h D%
e BEHLTWD L2MS =—Y = FDOIE#HR
e MACT7 FL XA
. RS
. R4
I 3
« UL I Ty LTWVAHER—b
o TV IR~}
o Xy KR—F
s HWHINTWARE
o L2MS =— = ¥ MIEEE STV DR DK
« I2MS =—V x ¥ MR IN TV DIRDER (AL v FOHA)
e MACT7 FL XA
s HESINTWDHER— b
o AR AFE R LT REZ]
o L2MS =— V= ¥ MIER SN TV AR OEHR (AP OHH)
. Bt ST % SSID
o PRSI TCV D B
o BRARERE L LT R
e I2MS AT —V =2 hELTEHEL TWDEGA
o L2MS ¥ 3 — V¥ —|ZEHE I TV D 0G0
e L2MS ¥ F—V ¥ —D MAC 7 L AEHINTWEHHE)

[/—F]

L2MS REHE L TWARWRE., FEHRITFR TSI,

detail DIFTIL, L2MS N~ F—V ¥ — L LTEMEL CHHADAANTH 5,
(B EHI]

L2MS A~ % —V % — & LTEIEL TWASE D L2MS [H O A2 521 5,
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SWX232x>show 12ms detail
Role : Manager

[Manager]
Number of Terminals

[Agent]
Number of Agents
[acd44.£230.00a5]
Model name
Device name
Route
LinkUp
Uplink
Downlink

Config

Appear time

Number of Terminals
[bcae.c5ad.7fb3]
Port
Appear time

[00a0.deae.b8bf]
Model name
Device name
Route
LinkUp
Uplink
Downlink
Config
Appear time
Number of Terminals

2

SWX2100-24G
SWX2100-24G_75301050WX

: port2.1

1,
1
3

3, 9

: None

Tue Mar 13 18:43:18 2018
1

9

: Wed Mar 14 14:01:18 2018

SWX2300-24G
SWx2300-24G_sS41.000401

: port2.1-3

1
1

: None
: None

Tue Mar 13 18:43:18 2018
0

42511 I2MS D= — v ha v 7 4 TERODFRR

EN

show 12ms agent-config [agent]
[/NT A—F—]

agent

MAC 7 R L A(HHHH.HHHH.HHHH), %721%, #&(portD.D-D.D)
RO LIMS T—V = 2 MIRDO MAC 7 RL A EIIREEIRTET 5, BRI 42 L2MS

TV =y MEREMNGRLET D,

AT E— K]

FEHEME EXEC £ — N, ke EXEC £— R

[FAA]

L2MS =— = o MARSWX2200)D 21 > 7 1 75l & FRT D,

FRNFITLUTDO LB TH D,

HE A
system-name name K2R DA DR E
energy-saving mode BESIFERE 2T 2 DR IE
led-brightness mode LED DL D
port-speed port speed A— N OBEEERS L OEEE— RORE
port-use port mode RN— b+ 2T 2 I DOFRGE

port-auto-crossover port mode

A= b7 v AX = =R EEH T2 NEDORE

port-speed-downshift port mode MK T T MERE T 2 0B ORKE
port-flow-control port mode 7 v — il & D I ORGE
vlan-id vlan_register num vid VLAN ID O E

vlan-port-mode port mode

AR— h® VLAN Bi{EE— RDO#&

iE
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HAE

B

vlan-access port vlan_register num

T I AR— NORE

vlan-trunk port vlan_register num mode

T R— FORE

vlan-multiple-use mode

< /)VF 7V VLAN Z i3 5 0 SO E

vlan-multiple port group_num mode

~)VF 7))L VLAN O 7 )V— T DRE

qos-dscp-remark-type port type

DSCP V ~—F L 7 DEXHZ FTRXORE

qos-dscp-remark-class port class

ZAENRT Y NDU T AZTORE

qos-speed-unit unit

IR 24T 5 B 003 B2 B D R E

qos-policing-use port mode

o747 DRY T HITI DENDOHRE

K
Gy

qos-policing-speed port level

ENT T 4w ORIIE DR IE

B
i

qos-shaping-use port mode

»
oy

KNS 747Dy —E 2 T 5T INEDDORE

qos-shaping-speed port level

o
ol

NT 7 4y 7 ORBIE DR E

mirroring-use mode

]71

7=V v TR T 2 I Em D DOBGE

mirroring-dest port

171

F=U TNy FEEHT DR — FORE

mirroring-sre-rx port mode

ZELE Ry eI 70 U T THINENPORE

mirroring-src-tx port mode

EETLNNTy eI T =0 I T L ENORE

counter-frame-rx-type port counter type

ZETVL—ANU A ThAU Y T BT L— DT
DFXTE

counter-frame-tx-type port counter type

BETVL—D DT A THT Y NT D7 L —AOFESE
DFHIE

loopdetect-count count

L BHT2 ) ON—TWFE LTz LRIl 2 B O E

loopdetect-linkdown action

N— TSR OEEDBIE

loopdetect-recovery-timer time

H— b U Ly H 0 LT b S5 % TORH]
DRE

loopdetect-port-use port mode

N—TRRERE 2 S 2 R D DORBGE

poe-class port class

A= N CHRETIER 7 7 A0 LIRORIE

[ EH

ETOLMS =—V =¥ MNRKO a7 4 JiEREF AT D,

SWX232x>show 12ms agent-config

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlan-trunk 1 3 join

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 8 hybrid
vlian-trunk 1 2 join
vlan-trunk 1 3 join
vlian-trunk 8 2 join
vlan-trunk 8 3 join

[00a0.de00.0002]
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system-name TEST1 SWX2200-24G
port-speed 7 100-hdx
port-auto-crossover 7 off
port-speed-downshift 7 off
port-flow-control 7 on
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-port-mode 23 hybrid
vlian-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 23 2 join
vlan-trunk 23 3 join
loopdetect-count 5
loopdetect-linkdown linkdown-recovery
loopdetect-recovery-timer 600
loopdetect-port-use 7 off

MAC 7 K LA 00a0.de00.0001 @ L2MS =— = > bR D a7 4 TR A2 F T 5,
SWX232x>show 12ms agent-config 00a0.de00.0001

[00a0.de00.0001]

system-name TEST2 SWX2200-8G
vlan-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlian-port-mode 8 hybrid
vlian-trunk 1 2 join
vlan-trunk 1 3 join
vlan-trunk 8 2 join
vlan-trunk 8 3 join

BRIEIN 1.23-1.23-8 D L2MS =— = o M RD 2> 7 ¢ VIR EERT 5,
SWX232x>show 12ms agent-config portl.23-1.23-8

[portl.23-1.23-8]

system-name TEST3 SWX2200-8G
vlian-id 2 2

vlan-id 3 3

vlan-port-mode 1 hybrid
vlan-access 5 2

vlan-access 6 3

vlian-trunk 1 2 join
vlan-trunk 1 3 join

4.25.12 R AP B2 T O R EH O BUEHR DR E
EEy

wireless-terminal-watch interval time

]

no wireless-terminal-watch interval

[/XT A—F—]
time . <10-86400>

A5 Re IR (D)
[FIHIER 2]
wireless-terminal-watch interval 60
[AJ1E— F]
L2MS E— K
B
MR AP AL T ORISR Z BUS T ARG 2R ET D, time |Z5%E LT-REEARE T 5 & THR AP Bl FICFEET S
RKOEHRETIGT 5,
no IR CHEAT LI A& IR EICK 5.
[/ — D}

UARDERPEEL TOARWEE, Aa<xr FOREICEHDL LT, mAFROBIFIITH2RU,
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[BREH]

Ui AN R OO KU b A 3600 FIZERET
SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable
SWX232x (config-12ms) #12ms role manager

(
(

)
SWX232x (config-12ms) #terminal-watch enable
SWX232x (config-12ms) #wireless-terminal-watch interval 3600

4.25.13 4 X FERBRE DR E
EEN

event-watch enable

event-watch disable
no event-watch

[F—U—F]

enable DoAY MRS AT D
disable DoAY MRS REE AN LV
[WIERRE]

event-watch enable

[AFIE—F]

L2MS E— K

[

ARy NEBEEE AN T D ENERET D, AHOBGEIIENICR Yy MU — 7 NIZHFEET S L2MS =—
= DAY MEROBGZIT I,

no JEATHEAT Lo BlE, A~ MEREREN AR E 2D,

[/—F]
A R_ FOEAITIIMS R~ 32—V v — & LTEIEL TWAEEDHRIT I,
[BREH]

A X NEERSRE A NS T D,

SWX232x (config) #12ms configuration
SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #event-watch disable

BXRE

(]

4.25.14 A~ b EHR O BASErE R O
[

event-watch interval time

no event-watch interval
8T A—&—]
time 1 <60-1800>
IS ] ] B (D)

(AR E]

event-watch interval 300

[AFIE— K]
L2MS E— K
(LA

F v NU—ZIFETDHL2MS T—V = h DA X2 MERZ TS T 2R 285 E T 5, time \ZFXE L 72 KEfH
PR\ THE, Xy NI —JIZEETHILMS =— Vv h DA Xy MNMERA TS T 5,

no I TEFAT LGB I3AIIIER EIZ R D,
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[/— "}
ANy MERBENFRD TIERWEE, Aa~xr FOREICHDLL T, A~y MEROIFIIITHR,
Bl
BEALIRF IR 2 60 FVIZERET Do

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #event-watch interval 60

42515 I2MS =— Vv hOPu a7 4 VRS FERTANENDORE
EEN

config-auto-set enable

config-auto-set disable
no config-auto-set

[F—T— K]
enable D IMS =—V v ORIy T o THEREAERHT A
disable D IMS =—Vxr ho¥uar T o SEREA M E LW

(R E]

config-auto-set enable

[ASTE— K]

L2MS E— K

Bl

IDMS =— U = o MERSREDOYn a7 ¢ JEEERF T AN ENERTET 5,

Yooar 7 0 FTEENENND, L2MS T— 2 =2 FDY < NRA v F FITIH AP OFRE(2 > 7 4 DDRIFES
NTWBDEAE, LIBEHMIRED L2MS =— Y x> bR Ry MU — 7 TR SNTZRFHZ, (RESN TV ARE(= v
74 BB TRET D,

no N CHEAT LGS I3WIHIREICR 5,

[/—}]
T—x b SWX2200 IZKT AR EORMIL, ARE & I3BFRR<IToh 5,
[B%E B

L2MS =—Y x> bV uar 7 4 JEEEFERAT 5,

SWX232x (config) #12ms configuration

SWX232x (config-12ms) #12ms enable

SWX232x (config-12ms) #12ms role manager
SWX232x (config-12ms) #config-auto-set enable

426 27y T7a v b

4261 A F v a vy MEREDOHRTE
BN

snapshot enable

snapshot disable
no snapshot

[F—VU—F]

enable D AF v TFvay MEREEZARNCT S
disable D Aty va vy MEREADZ LW
[ E]

snapshot disable
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[AJTE— K]
Jga—n~)aryz 4 b—y g rET—NR
B!
AF v Fay MEREANZT 5,
no B CEATLZGEIE. ATy 7 vay MERRPER L5,
[/ — 1]
AKa<wry RiE, LMS A3 —Y ¥ —L LTEEL TV AHEDOARANTH 5.
[ EH]
AF v Fay MEREANZT S,
SWX232x (config) #snapshot enable
4.262 2 F v 7V a v b OHBRRITHARZE D D PEPORE
EEN

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—U—F]
except-wireless  :  MERREHG S WK G W E 2T > 7Y a v P ORESHRN BRI D,
[FIAE ]

no snapshot trap terminal

[AJ1E— F]

srua—arr 4 S L—va sE—R

[FLEA]

IR E ATy T ay FORBRRIZED D,

except-wireless 47"V a Y AFEE LTG0, BT 7 AR A o M T ISR SN cim R iEHIX, A7y
a v FOHBSHRN ORI S D,

no B THEAT LI HAIE, MREHRIZAT v 7Y a v hOBKHEIE 25,

[/— 1]

ARa<r RiE, ~%x—Y % —& LTHEIEL, 7> terminal-watch enable =~ >~ K & snapshot enable =~ > K3 iR E
SNTWDLHEDHRANTH D,

[BEHI]

SAREHRAE AT v T a Yy NORBHRIZED D,

SWX232x (config) #snapshot trap terminal

4.263 2 F v 7 a v s OFERK
[ER
snapshot save [after-update]
[FF—T— K]
after-update DRy N7 OERREEER LIck, Ay vay ELTREFET S

[AS1E— K]

Kt EXEC £—

[FiHA)

LAN~ Y 7 DA}y T vay MEETR—RALRDZAT v T vay N7 7 A VERTET D,

after-update 47> a U NEENRVGE, BUEYR— V¥ —BRFELTOD Xy b U —7 OfeikiEE 2T v 7
av b 774 0E LTIRET S,

after-update 7' > a UNEENDIEGE . Xy N —2 OFERCREEOEMARIICHEFT LI-tk, AT v Tavy b7
7ANE L TIRITET D,
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[/— "}
after-update 77> a2 U EENDLHE. Ry N — 7 OHFRIREEOHERA BHICERFHT 28Ry T — 27 ORI
Ko TUTEFNTE T 2 E TITHEHDB DD D56 035 5,
[BXE )
Ty NU—7 OEFRIREEER LIk, 2Ty T ay b7y AVERTT D,
SWX232x#snapshot save after-update

4.264 2} v 7 a v b OHIER
[ER]
snapshot delete
[AIE—F]
HHE EXEC £— R
[FHA]
AF T ay N7y ANERIRT D,
[BREH]
AFyTvay N7 A NVEHIRT S,
SWX232x#snapshot delete

427 77— LU =T EH

4271 77— A7 = TEHF VA FORE

EV

firmware-update url ur/

no firmware-update url
8T A—5—]
url DA L UNEARL (255 SLFLA)

77 —LT =T INEPNN TV D URL

(AR E
ETN IR E

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/

SWX2320-16MT revision-up/swx2320.bin

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/

SWX2322P-16MT revision-up/swx2322p.bin

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/

SWX2320-30MC revision-up/swx2320-30mec.bin

firmware-update url http://www.rtpro.yamaha.co.jp/firmware/

SWX2322P-30MC revision-up/swx2322p-30me.bin

[ASE— K]

sa—)ary 74— g rET—K

[BLEA]

WEB H— R —CBINTNE T 7 — AT 2T T 7 AN s T T 7 — AT =7 T+ 8L xnF v 0— RED
URL Zi&ET D,

AN http://H— =D IP 7 L A BWNER A M/ ZL” LW HTERE 725,

IPv6 7 R L ZADBEIE[IPv6 7 RL A" X 52" CH 5 %ENRH 5,

IPv6 Uo7 u— LT RLRERETLHAIE. EHA v 2 —T7 = — 2L 8ET 2 UENR b 5 (fe80:X%vlanN DI
2o

P N—DF— R FEA 80 LIS OEA L, “hitp://H—/N—D IP T KL RBH DL R A MyR— bEE/S A4
WHTER T, URL OFICIRET D MENH 5,
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[ EH]
Ty —AUxT DX a— R URL % http:/192.168.100.1/swx2320.bin (23X E T 5,
SWX232x (config) #firmware-update url http://192.168.100.1/swx2320.bin

4272 77— =T RBHFTHEHTS HTTP 70 % —HP—R—DRE
EEN|

firmware-update http-proxy server port

no firmware-update http-proxy

[/3T A —=HF—]
server : AB.CD

HTTP 7' u ¥ o —H— =D [Pv4 7 KL A
server T [Xe X XX]

HTTP 7' % v —H%— =@ IPv6 7 KL A
[X:X:X:X]D LD IZ[ITH S BE R H D

IPv6 U7 ma—Hh T RUARAEZBET DL, A V¥ —7 = —ALBETLHHERD
5 (fe80::X%vlanN DFZ)

Hf AT IS KON RL (255 SCFRAY)
HTTP 7' =& &% > —%—/3—® FQDN
port 1 <1-65535>
HTTP 7 &3 —H—N"—D I 2= FR— K=

(AR RE]

no firmware-update http-proxy

[AJ1E— F]

Jsu—\varz 4 b—va e —R

(@]

WEB = =TI NTND T 7 — LU =T 77 ANEESTT7 77— L0 =7 EHT2HLEDHTTP F'r ¥ —

ﬂ‘_/\ﬁ%uxm‘i—é

Hﬂ??m%/%ﬁ%ﬂ%# XE STV WA, HTTP 7o —Hh— =% AT 7 7 — L7 = 7 HH N
Thihb,

A= FESLIARICRET DHERDH D,

no IR TIAT L7 8A 13, HTTP 7' 3 —H— _R—DREZHIRT 5,

[BREH]

HTTP 7' & & > —H%—/3—% 192.168.100.1(7K— h &5 8080)IZiRET D,

SWX232x (config) #firmware-update http-proxy 192.168.100.1 8080
SWX232x (config) #

4273 7 7 — b0 = T BHDELT

[F=
firmware-update execute [no-confirm] [no-reboot]
[F—T— K]
no-confirm 77— AU = T EHOMREE L
no-reboot 7y — Ay = 7T BRI EEE L ey
[AJ1E—F]
FiHE EXEC E— K
[REFA]
WEB V= R—Z@E PN TWVWA T 77— LU 2T 77 ANV EBREETTO 7 7y —2 027D ETa v a2Fv 7 L,

E XML AR Tz!?)i(b X7 7 —AL 27D EYa T v EETTA,
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HEIMAERI EY a DT 7 — LT =T PFET D &, HERZROONLDT, HHT 55803 "y &, EHr
LZ2WHAIE " Z AT DUERD D,

no-confirm Z#8ET 5 &, MHEREZFETICI Y a v T v 7 E2FEITT D,

no-reboot ZFEETH &, VBV a 7 v FETRICHEH L2V, REEHFICESFHRO 7 7y—2 07 =7 CEHT
ZDO

[/— 1]
firmware-update url =~ R CTH¥ 7 m— REURL #ZEHTE 5,

firmware-update revision-down enable =~ . FZRETH L HNWI BV a v ~D I BV a XUV TRHEDIT
%,

no-reboot ¥5ERFIL, firmware-update reload-time =~ > R E SN TWEATH, FHERLNIZHES L,

[BX EH]
WEB =R —{ZENPNVTWND T 77— AT 2T 77 A NT 77— T BHFT5H,

SWX232x#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.05.01
New Revision: Rev.2.05.03
Downloading. ..

Update to this firmware? (y/n)y
Updating. ..

Finish

SWX232x#

4274 77— LT T E U ra— REA LT 7 NEEORE

[F=

firmware-update timeout fime
no firmware-update timeout

[T A—=F—]
time : <100-86400>

ZA LT U NEEHEI(FD)
(AR E]
firmware-update timeout 300
[AJIE— F]
Ja—)arz 4 —y g rE'w—R
B

WEB H— =B 77— AU T2 Xy ra—RT5LEX0OX A LT U MNEMERET S,
no A THAT L7 B I3 B2 R 5,

[ EH]

Ty —hU=THZyrua— RKOXA LT U NERE 120 DICERET D,

SWX232x (config) #firmware-update timeout 120
SWX232x (config) #

4275V EY g ¥ O

[F=

firmware-update revision-down enable
no firmware-update revision-down

[WIHIRRE]
no firmware-update revision-down

[AJTE— K]
Ja—nnarz 4 —yarE'w—R
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B

WEB H— N — 2B TWD T 7 — AT 2T 77 AN G- T T 77— AT 2 TEHFTLHEEX . BIEDIEY g &
DHEENWIEY g ~DT7 77— x2T DY a L E T EHAT S,

R TETLESEAIZV E  a v X U 2RI LA,

Bl
VeV a Xy et s,

SWX232x (config) #firmware-update revision-down enable
SWX232x (config) #

427.6 7 7 — AU = 7 BHHERER EDFRR
BN

show firmware-update
[ASTE— ]
F#kE EXEC £— R

[FiFA)

7y —AhU 7 BHEREICET A2 RIEORERNERRT D,
DTFoOmENEREIND,

o Xt u— R¥:d URL

s uF¥ i —H#——@ URL

e Burua—FRDEA LT T N

e VBV arHAyrOFFA

o WEEENED 77— =zT IV EY g

o FHTHR O PR B

o RE -y JHERREO BIEE) T E

Bt

Ty — LU= T BEHEE DR ER I ERRT D,
SWX232x#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swx2320.bin
http-proxy: -

timeout: 300 (seconds)

revision-down: Disable

firmware revision for next boot: -
reload-time: -

reload-method: Normal
SWX232x#

4277SD H— KRN0 77— AT = 7T BIFDELT

[EA]
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[FF—T— K]
no-confirm D 77— LU= THEFE SD I— RO~ U MEROMERE A Lz
no-reboot D 77— AU =T ISR L2
sd-unmount D7y AU =T EHENCHEREE T SD h—FNET v TS
[ASTE—F]
¥t EXEC E— I
B

SD 1 — FRNIZKI SN TWD 77— LT =T 77 A NVTT 77— LU =T Bz FITT 5,
T A=Z—ZdRE LW EIE, SD A — FRICEESMAWRERY 7 — LU = 7 PMEET H L EHE SD H—FD
~ U v MREEZ R T 2 OB EZ RO HiLd,

77— AU =T EEHTHHAE Y &, EHLRAVEAE " Z AN T IMERD D,

SD 1 — RO~ v NREAMGET 251X "Y' &2, 7o ~U Yy M58 " A AT 50ENH D,
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no-confirm % fHAET 5 &, MR AT SD — Ko~ vy MRIEEREEL 7 7 — A0 = 7 B % KT 5.

no-reboot ZFEETH L. VBV a 7 v FIEITRICHER LRV, REEEFHICEREDO Y 7 —LAv =7 TERET
60

sd-unmount ZfEET 5 &, HERELETITSD I —ROT7 U ~T 2 F&21T D,

[/—}]

Ty =AU =T 77 AL, SD H— FD"/swx2320/firmware/swx2320.bin" F 7213 "/swx2322p/firmware/
swx2322p.bin" 7 7 A V&2 BT D,

SDW—=FADT 7 =LV =T 77 A NVEBERITHIOT7 7 =0 =7 D) BV a v Fxy 73Tk,

SD 71— R&EHV 4 S WA 1x,. HEZEIFFIC boot prioritize sd =~ > KOFREIZHEVSD H— KND T 7 — AT =
T CEEIEND,

T RLTSDI—RERVALTH 77— 20 =7 BT 5,

no-reboot 5 ERFIL, firmware-update revision-time =~ > R E SNV CW2HETH, FRERZIC RS L,
[ EH]

SDA—FRHNDT 7 =L =T 77ANTT 7 =L =T BHT D,

SWX232x#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.05.01

New Revision: Rev.2.05.03

Update to this firmware? (y/n)y
Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.

Updating...
Finish
SWX232x#
4278 77— AU = T B OBREBIRZ ORE
[EX]

firmware-update reload-time hour [min]

no firmware-update reload-time

[73F A —5&—]
hour :<0-23>

77— AU =7 RO R EIREZ(RF)
min ;. <0-59>

77— =7 B OFEEIRZI())
[ASIE—F]
ra—varz 47—y a e — R
B

Ty =AU =T WG OFEMIL T 7 — Y = T AN AR ET 5,

no B CEIT LG 77— AU = 7T HHERICHESH L CH Y 7y —L2 v =T 2EHT 5,
[ EH]

Ty — AU =T HHOFEEINGLZ AM 1:30 IR ET 5,

SWX232x (config) #firmware-update reload-time 1 30
SWX232x (config) #

4279 A% o VRO 7 7 — L0 = T EHI L D HEBHFIEORE
EEY

firmware-update reload-method method

no firmware-update reload-method
[/8T7 A —=5F—]
method CORR IO T 7 — AT = T EHNC X RS A



av R 77 LA RSE - EHIEEEE | 147

REME S|
normal A AL T A=A v FARFHE
1
sequential %4 YAAL T AUN=Z Ay FIER
[ E
firmware-update reload-method normal
[AJIE— F]
sua—,varz 4 S b—ya =R
B

ALy TR D7 7 — 50 =7 B L DB TIEZRET S,

normal D&, AA AL vF « AUN=ZA v F 2ERFICHEEIT 5, sequential DI E. A A AL v F H
BE T, AV A=A, v FHHERIT DL ETEAFTOR Y T —7 P —ERTHBNRNE S IZH 77— LT
=7 Z#EHT 5,

no JEACHEAT L2 5E 3HIHIEICR 5,

[/— ]

Ka~y RIZAZ v 7 BERED A DK O 745 7E Rl e,

[FRE B

77— AU =7 L 5 HEBIELIEREEBICRET D,

SWX232x (config) #firmware-update reload-method sequential
SWX232x (config) #

428 A Z v 7

4.28.1 A ¥ v 7 BEREDRE
[EF=
stack switch
no stack
[T A—=HF—]
switch DAYy VT EEREOEE
RIEE WA
enable 2By JHERRE AT D
disable AH 7 HEREE BN T D
(AR E]
stack disable
[ASIE—F]
Ja—)arz 4 r—y g rE'w—NR
B

A By TR E AN E T ITESNCT 5,

no N CHEAT LGS I3 WHIREICR 5,

[/—}]

AKa~v s REAZ v 7S TORIATTE 5,

SD /1 — RIZ{RTF L7z Config CTEENL, TD% SD I —K&2T7 >»~U v b LToRETARa~ Y REFETTHLEZT—
L5,
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[ EH]
A H - IR E AT D,
SWX232x (config) #stack enable
ALy JHERE A N T 5,
SWX232x (config) #stack disable

4282 AH v 7 ID DER

EEN
stack stack id renumber new_stack id
ST A—F —]
stack_id o <1-2>
KHARDA L N=2A v F DAL v 7 ID, FHELRWNID ZE LIZHAIETT =125
new_stack id o <1-2>
EHBEDAL 27 D
(AR E
mL
[AJIE— F]
Ja—n"narz4 7 b—varE—F
B
FRELIZA LV N—=2L v F DAY v 7 1D #EFHT 5,
[/— "}

Ka<wy FEAZ w7 5IEHIETORIATTE %,

Kavwy NEALY v VB E B E LG EDHRETTE 5,

HOHHEDAY v 7 ID DARERTE D,

SD #— RIZf#-FF L 7= Config CHRENL, D% SD H—RKET >~ b LR TR~ F2FEITTLH LT —
L5,

[BREH]

AZ 7 1Dl DA N—=ZA v F & ID2ICEHLT D,

SWX232x (config) #stack 1 renumber 2

4.283 A ¥ v 7 EROFER
Ey

show stack

[AJ1E— K]
FEFFHE EXEC £ — N, 454 EXEC £— K

[RiHA)
AR T T ABRERCAT — X ADEREFRT 5,
FRNFITLTDO LB,
o RAH v 7 HEREDRBE (Stack)
« HEODAZ > 7 ID[EEE](Configured ID)
. BHOA% 7 ID[#EME](Running ID)
« HEDAT— X A(Status)
« HEORAHZ v 7 R— TS IP 7 KL AD#iPH(Subnet on stack port)
o RAH v JRERREED MAC 7 K L A (Virtual MAC-Address)
o« AUN=ZA v FHOIEH
« A% w7 ID[JEHME](ID)
« ET /L4 (Model)
e AT — X A(Status)
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« 1z—/(Role)
s U 75 (Serial)
< PPFEMAC 7 K L A(MAC-Address)
« 534 Z ID(Device ID)
« AH v IR— KT ELDOIER
s A& —7 = — A% 5 (Interface)
e AT — 4 A(Status)
AU IN—=AA o F4ED AT —H A(Status) TIELL FOWT N EERT D,

Status A
AUN—=AA v FHTAY v 7 BRERT DTN

Seting RBEETT > TV BIREE,
Active AUN=AA yFRTAL v 7 PR STV D AKTE,
i ML, GUBESIEAL » FHERIRL T3

AB - THEREDNB NN, A= vy F L=
Standalone —varynEndT, 1 BTEHLTWDIREE, 8L T
DB AKX v 7 PRI TWRNT & E2RT,

AR VRERENARNTEN, A=A vy FLxITv=

Standalone(separated) —Ta UBENT, 1 HETEHALTWDREE, Z#L T
MHAS 7RIS TWEZ & 2R,

Disable A Sy 7 BEREDN BN T 4K T,

[/— 1]

Ka< s REAZ v 7 IS TORIATTE D,

[BREBH]

ALy JIERERTT D,
SWX232x#show stack
Stack: Enable

Configured ID 3 A

Running ID 1

Status : Active

Subnet on stack port : Auto-ip

Virtual MAC-Address : 00a0.de00.0000

ID Model Status Role Serial MAC-Address
Device ID

1 SWX2320-16MT Active Main S000000000 00a0.de00.0000
0000000-0000000-0000000-00000

2 SWX2320-16MT Active Member S000000001 00a0.de00.0001
0000000-0000000-0000000-00001

Interface Status

portl.15 up

portl.1l6 up

port2.15 up

port2.16 up

i

4284 A X v IR — MTHES IP 7 KL ADOHIFHZR

[EX]
stack subnet NETWORK ADDR
stack subnet auto-ip

no stack subnet
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[/RTA—F—]

NETWORK ADD : AB.CD
R

IP 7 R L AZE[H (A.B.C.0)

(AR E]

stack subnet auto-ip

[AF1E—F]

Ja—)Lar 74— gF— KR

B

Rawr NFARY v 7 SIS TORIATTE 5,

Kawy FiZAY v 7R THEMAT 2 1P 7 L AZEREZBET D,

NETWORK_ADDR (Zi%, 7% v | 255.255.255.0 2 [EE T S5, auto-ip DA A H v 7 H#E T Auto 1P
e S D,

no TR TIAT L= 8B-AI3HIIR IR 5,

Kawr RiZ iof%ﬁéhtET%VX i, AZ v 7 AR— MSOFR— N TIHEHTE 220,

Aa<wy ROBREZMECKRSEL7-OITHLIHNMLETH D,

AHy JHEERD P T KL AZE Wi%ﬁﬂbﬂ7% H—HRET D, BIRDNRNTA—H—5RELIGH, AX v
7 BEERI CTIE LWBEDMT 2720,

[B% E B

AB 7 R—FOIP T FLAOHPHE LT"192.168.101.0"% R ET 5,

SWX232x (config) #stack subnet 192.168.101.0

4285 AV N—AAf v F~DI)E— T A~
EEV
remote-login stack id
[/3T A —HF—]
stack_id o <1-2>
AL 7 ID

(IR ]

L

[ AT E— K]
b EXEC EB— R

(i8]

ZH 9 IHEIRT, A VAL v FPBIEESNIZA v A—Z A, v F~VE—hu s A T35,
VE— hu S A ATRT S E BB T LT NI Y v 2 ID B E SR THRRSNS,
[ EH]

AL VAL 9 TFIB AL A=A v F(AD2)~Y T k1 F A v+ 5,

SWX232x#remote-login 2

SWX232x-2>
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429 AV a—)v

4291 A7V a—)LDRE
[

schedule id time date time template_id

schedule id event event template_id
no schedule id

[78T7 A —F—]

id ;o <1-10>
AT a— )V

date D<1-12> F721F */<1-12> £ 7213 sun, mon, ..., sat 7213 *
H/H
R O ER] RENE
1 1 H
1,2 1HE2H
2- 2HMB 12 AT
2-7 2AHMBTHET
-7 1AL THET
* 1 H
H DR EH HENE
1 1H
1,2 1RpE2H
2- 2HMB12HET
2-7 2HMBTHET
-7 1A 7THET
mon AR
sat,sun +HEH & HIEH
mon-fri HIEANO&RER £ T
-fri HIEALO&MEH £ T
* 1 H

time <0-23> F72d * 1 <0-59> E 72l * 1 <0-59>
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Ip: 03 R (B DFRE 1A I FTRE

Rr DR EH] RENE
12 12 W
12,13 12 Fg & 13 B
12- 12 K§ 6 23 KfE T
10-20 10 B 5 20 BE £ C
-20 0 M5 20 FEE T
* iRy
53 DR EB RENE
30 30 47
15,45 1545 & 455y
30- 30 53705 59 43 E T
15-45 15575 45 53T
-45 035 4553 F T
* (=%0)
event A b
R EE B
startup EE L7z L&
sd-attached microSD 11— R&T7 Z v F LIz & &
template_id <1-10>
AP a— VT T L— RS
(IR E]
7L
[AF1E— F]
sra—m\)var7 47—y arE—FR
B

time ZFEHA L CAF P a— L ERE LGS, HELLHAIZR ST X IHESNTZAF Y 2a— T 7 L—F
IR ENTWET 7 v a v aFT9 5,

event ¥ L TR Va— NV EaRELTELGA. HELTEAXRY MRBELXIBESNTEAF VY a— T 7 L—
MIFERENTWBE T 7 v a v &2373 5,

no IR TIAT L7HAIE, FHE LT ID DAY Y 2 — L &2HIBRT 2,

[/—}]

DA ¥ 2 — VIRFEIRFZNCFAT SN D56, ID /NS W EBIRICE TSN D,

AOEECHT LA ZRAESHETIEET S Z LI TE 2R,

BOREZEME LIZGE., 00 REEELZGA LR UREICZR D,

A B &R O E TS0 2 AW #HEEC LD 2EEE2T 5 LN TE S, 72 LEUC """ % A
WHIPHIEEC""C LD RHREE T2 Z I TE 0,

[ EH]

AR D 0,12,1221,2223 65 & 5 PIZAF P a— LT o L—M# 2FTTHA Va2 — L #l ZRET 5,

SWX232x (config) #schedule time */mon -2,12-14,21-:0 1
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[EFX]

description /ine
no description

ST A—F—]

line D AT L OREATE(64 TFL)
A a—)L T L— h OIS

(AR E

no description

[AS1E—F]

A a— VT T L—FE— R

B

AT a—NT T L— NOBPALERET D,

no JERCEAT LIEHAIL. A7 P a—nNT 7 L— hOBHIEHIRT 5,

[ EH]
AP a—)LT 7 L— M # IS ERET D,

SWX232x (config) #schedule template 1

SWX232x (config-schedule) #description Get tech-support

4293 A7V a—NT v T L — s OFREHORE
EEN!
action switch
no action
[/NT A—F—]
switch DAV a— AT T L— N ORE
RIEE B
enable AT a—NT T L— NEFINIT S
disable AT a— VT T L— N EEHICT D
[WIEARRE]
action enable
[AJ1E—F]
A a—NT T —hE—R
B

A7 a— VT T L— N EAEITESCT D,

ARa~ RTdisable Z5ETH2 LT, NI H—DEENCEDZT 73 a v OFETEIEDDZ ENTED,

no R TEIT LG AIE, A7y a—T7 07 L— 2 FARIC

[BX EH]
A a— )T T L— N # RN T A,

SWX232x (config) #schedule template 1

SWX232x (config-schedule) #action disable
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[EF=

schedule template template id

no schedule template
[XT A —=F—]
template_id ¢ <1-10>

AV a— VT T L— hEE

(AR E
mL
[ASIE—F]
rua—\)arz 4 L—varE' R
B
AV a— VT L= MERET HE— NIIBITT 5,
no B CEIT LGB, HBE LAY Y a— AT v 7 L— N aHIBRT 5,
[BXEH)
AT a—)VT T L— kN # ERET HE— NIIBITT 5,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #

4295 AP a—NTF LS L— rDavwy REFTORE
[ER]

cli-command id command

no cli-command id

[/NT A—F—]

id :<1-20>
a<y RES

command : avw R

[WIHARRE]

L

[AJTE—F]

A a— VT T — hE— R

B

AT a—/VERED U =B L7 & EIIATEIN D a vy RERET D,

no B TIATLIEGA ., FBELEEFOa~y REHIBRT 5,

[/— 1]

RUAY Y a—/L7 7 L— NI cli-command 2~ > R & script 2~ 2 RO NERE SN TV DA, seript 2~
¥ RMFELTEN, cli-command =< > RIFEIE L 220,

BHEOa~y FERE LSS, 23y FESHNNESWELLIRICIAT SN D,

BEOa~ L FEELESGS, 2~ RRBPTETZ I —IZho/c LTHEY Oa~»y NIFETEN D,
U =SB LR T, FiE EXEC E— R Ta~y FRFITEND o), a~vy FIZd > TR#EdZRE— NI
BT L0 av s bbby TRETDILERD D,

REERTT DHEAITRED write I~ > RERITTHMERH D,

HMETa~y RERETHZ L3 TERY, BlZIEA 4 —7 =2 —2 L LT Portl.] DASIE— RIZADZEE, int
portl.1 Ti%72 <. interface portl.1 LR T HHENRH 5,

UTFDa~y RIZFETTERN,
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backup system, baudrate select, boot prioritize sd, no boot prioritize sd, certificate user, clock TihE 5 =1~ > K, cold start,
copy radius-server local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update
execute, firmware-update sd execute, logout, ntpdate T4AE % =~ > I, password-encryption, no password encryption, ping,
ping6, quit, reload, remote-login, restart, restore system, schedule, no schedule, schedule template, no schedule template, show
THhEE D 2~ R, ssh, ssh-server host key generate, stack CTUaE 5D 2~ > K, no stack TEE 5 =~ > R, startup-config
select, no startup-config select, system-diagnostics on-demand execute(*1), telnet, traceroute, traceroute6, unregister yno, yno
enable, yno disable

(*1):system-diagnostics on-demand execute no-confirm {$321T Al HE

[ EH]
ARV a—)T 7 L— N #l O3~ REE #1 1T copy tech-support sd =~ > R&EEKT 5,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #cli-command 1 copy tech-support sd

429.6 ATV a—NTF L L—FDRY ) S NEITFOBRE

[EX]
script ref

no script
[NT A —=HF—]
ref DRIV R T A NVOERI
R P
sd microSD 7 — K

(R

no script

[ AJTE— K]

Alra—)VT T L— hE— R

B

MU H—EEFFO R 7 ) 7 NFEITOF NN EZ R ET D,
o TR TCETLEEAIE. A7 ) NEFEEDCLET,
[/ —H]

R a—/VHEBED N U T —NEEE) L7z & & microSD I — RN O/MEFE4 /schedule/script.txt (ZF0ak STV 5 F
B JeHHN S 100 4T CTa~vy ReELTHEITT D,

R LAY 2—/NT 7 L— hMZ cli-command 2~ > K & script 2~ > RO T AHRE SNV TV DG, script 2+
v RAEITE 4, cli-command 2~ > RIFEIE L7220,

cli-command =~ RCEITHEZEIEINTWD o~y NIEFETT L LI TE 20,
Bal]
Al a—=T T L—h#l TR V)T NETEZHDICT 5,

SWX232x (config) #schedule template 1
SWX232x (config-schedule) #script sd

430 7P —

4301 7Y —D I AT AERTE
EEy

buzzer switch

no buzzer
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AT D 0E D

RIE AT D

TH =V 2T DREL BN D,

[XT A —=HF—]
switch TP =L AT ARTE
R EME
enable
disable
[FIHIRR 2]
buzzer disable
[AS1E— K]
ra—\var 74—y a rE— R
B
TP = AT AR EEANE TN T 5,
no T THEAT L= A ITHIMRR EIC R 5.
[ E B

TP = AT AREEHIZT 5,

SWX232x (config) #buzzer enable

TP = AT AREZEDT 5,

SWX232x (config) #buzzer disable

4302 7Y —D M) H—RE

E&

buzzer trigger trigger type [trigger type]

no buzzer trigger trigger type [trigger type]

[T A—=F—]
trigger_type THF—=D ) H—
rY AT— W - EE
temperature IR 7 — 257,
fan 77 VRS T P — 28 5T,
psu PSU B E BRI 7 P — 2557,
poe PoE #a s il H 5 & M IR lo 7 Y — 2 g 577,
loop wfjmgéﬁjhzkybﬁﬁygimy
XTI I —EG LT,
sfp SFP S L~ T — IR 7 =25 53,
startup EENSE THRICT P —2E 5T,
o SD 1— R~ NT o~y y M7
—&E 5T,
all EREFTA_TE S TRIET D,

(AR E]

no buzzer trigger all

[ASIE—F]

Jsa—x)ars 74—y g F— R

(3]
[ERED b ) H—E AT 5.
no JHACHAT LI

HEED Y =N T 5




psu [ XFEIFITREREXR IS E T /L T D B E 7T HE,
poe % PoE #5EEXIGE T /L "CD A% E I RE,
[BEH]

2 AT D,

SWX232x (config) #buzzer trigger startup

4.30.3 7YV —EMER a2~ ROFELT

a<w RY 77 LA |RSF

- TE A

EN
beep buzzer beep type

[/3T A —F—]

beep type D TP —EofEE
TE%E B
system-error VAT AT T —
port-error A—bhxT7—F
startup e
sd-mount SDA—R~vU v bE
sd-unmount SD1—R7~vUy Mg
mute NER N
unmute < =— MigkRE
find-switch (ZDAL v FEHRT ] OFEITHE

A1 E—F]

F¢HE EXEC £— R

[BEAA]

TP —FHER o~ REEITT 5,

[/— 1]

(DAL v TFE2HT | FTE, VAT LT —F, K— 27 —FIZHEL L3 E#EYEL THBMIEILET S,
AKa<w  RE7 P —r ) H—DNEYGTHLI AT ARENAN T 2— FRAEH THIUIMFHTX %,

Flo, Ra<r NIRRT —FNB-> TWHRHIIIFIT= T — L2 D,
Bl
R— b= T —EZRT 5,

SWX232x#beep buzzer port-error

4304 I =— FELT

[ER]
mute buzzer
[AS1E— K]
JEHFME EXEC E— K, H## EXEC E— K
B!
i T ]\ %%?‘Tjﬂéo
[/—}]
22— A RN7IREE T buzzer disable 2~ 2 NI X > TTHF—v 27 A
SNnb,
AKawr RiFxar7 4 ZIREFESNERE A,
B!
R a2— NEEITT A,

2L

ax &

NN 72 o Te 6 X = — MIERR

AN
7.

£1157
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SWX232x>mute buzzer

4.30.5 X = — MER
[ER]
unmute buzzer
[AJIE—F]
FEHFFHE EXEC E— K, FfE EXEC E— K
[FHA]
L a— FERRT D,
Bl
I =2— hEERRT D,

SWX232x>unmute buzzer

4.30.6 7P —FERDOFR
[ER]
show buzzer
[AJ1E— K]
JERFHE EXEC £— K, %% EXEC £— F
B
TV —ORESCIRNEE R TT D,
[ EH)
T —ORECIREE R TRT D,
SWX232x>show buzze

System : Enable

Mute : Disable

Status : Standby

Enabled trigger : Startup SD FAN Temperature Loop SFP

4.31 Yamaha Network Organizer (YNO)

431.1 YNO =— = > MEREDRE
B

yno enable

yno disable
[F—T—F]
enable ©YNO=—V =y MEREZANCT D
disable . YNO =—V = MEREZEMIZT D

(AR E]

yno disable

[AJ1E— R

sa—\)varZ 4 L—varyE—FR

[RRBA]

YNO =— v = MERRD AR, MER 2R ET D,

YNO =— = MERBZAZNC L72%6. BEIRIZ YNO v R — U v —~ i 2 Blia 4 5,
[/—}]

YNO B&ElE, YNO 7 A & ZBRENLIETH D AAREND S OFIH & YNO FIHBKICIFE L7z L TAKRE 2 1
THZ L,
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[BREH]
YNO =—v = MERRZAZNICT S
SWX232x (config) #yno enable
YNO is a service intended for use within Japan only.
Please do NOT use this Service if
- you or a user of the Service resides outside Japan.
- the network device is installed outside of Japan.
Are all users and this device located in Japan? (y/n): y

To activate this function, you have to

- purchase a YNO license.

- agree the terms and conditions before purchasing.
http://www.rtpro.yamaha.co.jp/RT/docs/yno/license.pdf
Have you purchased a license and agreed the terms and conditions? (y/n): y

YNO =— = > MEREAZ I3 5,
SWX232x (config) #yno disable

4312 YNO y—R_—L DX — 77 54 T OREREIBRORE
[EX]

yno keepalive xmpp interval time

yno keepalive gfw interval time
no yno keepalive xmpp interval
no yno keepalive gfw interval

[%—U— K]
xmpp : XMPP % —/3—(Extensible Messaging and Presence Protocol #—/3—)
gfw : GFW #—/3—(GUI Forwarder ¥ —/3—)
[R5 A= —
time : <30-300>
XMPP % —77 7 A 7 ORI IEFD)
time 1 <3-60>
GFW % —7"7 A 7 O bR (ED)
(R E]

yno keepalive xmpp interval 300

yno keepalive gfw interval 30

[AS1E—F]

Ja—N)naryz4JL— g rFT— R

[

YNO # ==L DX =77 7 A 785 & FEhi T 2 R 2R ET D,

no IR CHAT L= A I3WHR TR D,

[/— 1]

YNO v 32—V v — L PIcRa~y RS T LG E . REEZRMSE LS00 YNO v R — ¥ — & DT H
RIS SN ET,

[BREH]

YNO $—/3—~XMPP H— =)L DX —T77T Z 4 7 OWEEE % 60 IR ET 5,
SWX232x (config) #yno keepalive xmpp interval 60

YNO H—/N—(GFW — ) DX —7"7 7 4 7 OREMEZ 10 ICRET 5,
SWX232x (config) #yno keepalive gfw interval 10



160 | 2~ > R 77 L2 A | fR5F - i FRRE
4.31.3 YNO ® HTTPS 70 &% 3 —H—_R—DERE

[EFX]

yno https-proxy server port
no yno https-proxy

[T A—F—]

server © HTTPS 7’'m ¥ ¥ —H— "—DHKR A MM, Fl2id, IPT RLA
2N & A= R E R AT - FARL (255 SCFL)

port 1 <1-65535>
HTTPS 7' 1 ¥ —H% —/"—DKR— hF5

(IR E]

7L

[AJ7E— K]

ra—\)var 74—y aryE—F

[FHA

YNO T4 2% HTTPS 72 ¥ —H—R—%HET D,
no JIER CHEAT LI & I3 EIZK D,
[/ —H]

HTTP/1.1 ® CONNECT # Y v FZFHAT % HTTPS 712 ¥ o —H —"—CDH5fET 5, 22— —BEENNE
HTTPS 7' m v —H—RN—%FHT25Z LITTIR0,

YNO v 3 —U v — LR TICARa~ U REEIT LSS, REEZXMIE 570 YNO v 32— ¥ — & OFRtILH
BICEEE R SN E T,

[RXEHI]

YNO Tffi 4% HTTPS ' %o —H—_R—%RET D,

SWX232x (config) #yno https-proxy 192.168.100.1 8080

4.31.4 YNO ZRGRFERR
[ER
unregister yno
[AJ1E— F]
FiHE EXEC E— R
B
AKE IR A BRI HIZ YNO BEMRERT 5,
[/—H]

AKa<r FiE, YNO =—2 = MERPAR. 72D, YNO v X —V ¥y —LlENTELRETITHILERH D,
2R AR Ao~ RIMER X220,

[BX E 5]

KT A SR IH91T YNO BRI 5,

SWX232x (config) #unregister yno
Unregister this device from YNO Manager? (y/n):y

4315 YNO =— = v N OBEREBORT

[FX]
show yno
[AFIE—F]
¥t EXEC E— I
(A
YNO =— = v hOEIERIEEZ R RT D,
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FoR

{1l

B

Online b2

S ks L B
RN

Offline (J%5 B FR) )

ARIERCINAE GLHELH)

ACS ~DHEHEN IR LT
TABVANREY 2 THEETICANLZ W

AR —Z =T T NI T
FR—Z—T 1w FHHEIBR S LT

YNO ¥R — ¥ — TR DI BB STV
AH s JREREN B ZNTEN, YNO v~ % — v — D
BETAH v 7 T N—T1Z8) ¥ THR TN
AL JRERED TN TEAY . YNO v % — ¥ v — D
WETAHL v 7 T N—TIZE) B THRTND

o YNO ¥ 3 — v — & OB 2 e Sr L= A I
s YNO-—V =y MEREZEHEL WAL —F—0D ID

*« YNO ¥ 3—V ¥ —D&H—/N—(ACS, XMPP, GFW H— 3—)& OFEIRHE

BTN FiEA
Connected P RN
Not connected FRESTRINIE
Abnormal Bl Rne
[ E B

YNO =— = s OEMEIRIER TR T 5,

SWX232x#show yno
[YNO Agent status]

YNO Agent : Enable

Connection status : Online

Connected date 2025/02/27 16:02:38
Operator ID Sample00001

[Server connection status]

ACS : Connected
XMPP : Connected
GFW : Connected

4.32 Yamaha Unified Network Operation Service (Y-UNOS)

4.32.1 Y-UNOS H#EEEDRE

[EFX

y-unos enable
y-unos disable

no y-unos

[F—T— K]

enable Y-UNOS #rEZ A 2021 %
disable Y-UNOS #%RE A AT 5
[WIHIRRE]

y-unos enable

[AJ1E— K]

Jua—nN)narz 4l b—varE— R
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[RLBA]
Y-UNOS (Yamaha Unified Network Operation Service: & b 7 —27 %4 L CT A AR L2 ET 59— ) g%
BNETZIT TN T 5,
no I THFAT LGB I3 IIER E IR D,
[/—}]
Y-UNOS #§HEIZIRSF VLAN O R TEMET 5, f5F VLAN IZ IPv4 7 R L ADRGEE STV NEAESC, fA5F VLAN
MY 72T LTNDIREETIL Y-UNOS BéE A 15 195,

R5F VLAN 22 L7256 13, Y-UNOS OFH A B BFBFRIEREH O~ /L F % v A b 7 L — AR EE E (12-mcast flood
239.192.128.250) % f&£5F VLAN I[Z@#HT 5 Z &,

Y-UNOS #RED A MR CIZITHR K 1 0256036 5,
ALy RN GG, Ao~y FIIEHTE 20,
[BXEH)

Y-UNOS HHE2 A2 5,

SWX232x (config) #y-unos enable

Y-UNOS H¥RE 2 B2 3 5,

SWX232x (config) #y-unos disable

4.32.2 Y-UNOS HFHRDOFT

[ER]
show y-unos
[AT1E— K]
¥i#E EXEC £— K
[FHA]
Y-UNOS (2B T B ERAT — X ZADE#RE R IRT D,
KTRNEITLLTOLED,
+  Y-UNOS #§HE D% & (Y-UNOS)
+  Y-UNOS BERE DK RE(Status)
+  Y-UNOS H4HED IPv4 7 R L A(IPv4-Address)
« ASFVLAN O IPv4 7 KL AL ID £ 5
o Mtz —E
s BT L4 (Model)
o U 7 LE5(Serial)
s 77 —AU=xT /"= 3 (Version)
¢« MAC 7 R L A(MAC-Address)
» IPv4 7 R L A(IPv4-Address)
AR A 44 (HostName)

Y-UNOS BERE D IR RE(Status) TIZLL FOWT I aE £rT 5,

Status 25 BH

Active Y-UNOS FERED ENE L T2 IRT&

Y-UNOS HERENEIE L CUVVRUVVIRFE(A & v 7 BSREDN A
TN 722 TND) X AKX 7 Kt IHEFE D

Inactive(stack enable)

Y-UNOS H#EHRENENE L TV eV VIRRE(FRSF VLAN (Z IPv4

Inactive(no ipv4 address) T RUARHEIN TV, F213E5F VLAN BN U >
72T LTND)

Disable Y-UNOS HERE 23 20 704K 8

[ EHi]

Y-UNOS & &R 4 %,

SWX232x#show y-unos
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Y-UNOS : Enable
Status : Active
IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
RM-CR RMCRO0001 VvV2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220

SWX2310-28GT 2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.33 PRFHEH—

4331 R A ML DERE
EEy

hostname hostname

no hostname [hostname]
[PXT A —=F—]
hostname DR ASET S KL UNEARL (63 SCTRAN)
RA M
(R E]
hostname SWX232x
[AT1E—F]
su—s\Nar7 4 b—varsE—R
[FHA]

WA ML ZBRIET Do

Ko< RTCHRELEFSA MMiZa~vr Ry 7 e LTCHEMAT S, SNMP 77 & RA[REZR AL, MIB 2%
sysName Offi & L CEHT %,

no JER THEAT L7- 5B 1L E & MIHMEIZ R T,
[BRE B
RA N4 % "yamaha"IZERET Do

SWX232x (config) #hostname yamaha
yamaha (config) #

4.33.2 VAT LADOFEHE)
B

reload [stack-member ID]
restart [stack-member ID]

[¥—U— K]

stack_member DAY y JRERRERIC, FHEBISEDE AL v 7 AU NR—EIREEK LTSGR, BAX v T A
V8 S/ R L5 130 s )

[73F A —5&—]

1D - <1-2>
A LB 7 1D

[AJ1E— K]

Kt EXEC E— I

[FHA]

VAT KNEFERET 5,
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[/—}]
FITHORE(T = a7 4 NDBNEBROREALZ— T v 7Far 74 )b ERINTWAERE, HEH)
ICE D EFENEN /D720, MBI U T, reload =2~ 2 FX° restart =~ > REITH{IZ, copy running-config
startup-config =~ > R0 write 2~ 2 R, F7oidsave 2~ REEITTHZ &,
stack-member 47 3 XA K v 7 BEREDN A 2R D SR TE FTHE,

[ E A

VAT LEHEEIT S,

SWX232x#reload

reboot system? (y/n): y
4.33.3 REDAHIL

[ER]

cold start

[AJ1E— K]

¥iHE EXEC £ — K

B

TR DR E CHER)IT 5, SYSLOG & #H#lkd 2,

[/ — D}

< RIEITRHCEIHE S AT — RE AT 2 0ERH D,

RN A T — R EDIRIETIZ, Ra~ U FEETTLI LN TEEY A, Aib o TRIENATY — REZEH
TOMENRHY T,

[ E 5]

BE 2 1T %,

SWX232x#cold start
Password:

4334SD I— KD~y k
[EX

mount sd
[AJTE— K]
FEHFHE EXEC & — I, 454 EXEC £— R
B!
SD 71— RO~ ¥ MUELE AT %,

SD #— FHEAFRFZIZAEMIIC T > FENAH D ETTHHLEIT/R, unmountsd 2~ > RTT U~ U > hE
TWAHEARICFITTHILERD D,

[/ —H]
SD #— RiET7 <= MREEDIEE., HHATE 220,
[B%E B

SDh—Rae~vvr b5,
SWX232x>mount sd

433.5SD I—FDT~v b
[EX

unmount sd
[AJTE— K]
FEHHE EXEC & — I, ¥4 EXEC £ — R
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[FiFA]
SD 1— ROT v~y ML EFEITT 5,

RKa<wr REFEITLR0->720, Web GUI b7 <=0 0 MUEAZFEITLARWTSD 1— K% SD A v bbbk
WA, —H# 0S FTIEEOEENHASEAENRNH D,

[/—F]
SD Z— RiE7 »~=vr MREEDEE., HHTE R0,
[B%EH)]

SD—FK&7 v~ b1 5,
SWX232x>unmount sd

4.33.6 ¥ LED £— FORE
[EFX

led-mode default mode

no led-mode default

[/3T7 A —5F—]
mode © MIMILED £— K
REE Bk
link-act LINK/ACT £— K
poe PoE E— K
off OFF £— K
(IR E]
led-mode default link-act
[AS1E— ]
su—\ar7 47 b—varyE—R
[FBA]

W LED € — FZHET 5,

Kavr ReFTd5 L RELLT— FTLED ARUTT 5, £7o, =7 —038E L STATUS ©— RICBAT LY
ATH, =7 —MRHZRITRE L7 LED £— FIZR D,

no IR THEITT H L, WIHIREIZRD,

PoE & — RX PoE #5 8 xf T 7 /L T O A FEIT A HE,

[ EH]

W LED &— K% OFF £— RIZHEET D,

SWX232x (config) #led-mode default off

4.33.7 LED &— RDF/R

[EFR]

show led-mode
[AF1E— K]
FERFME EXEC B — K, F5#E EXEC E— K
[RiHA)
LED £— ROFREIREEZ LR T D,
UToHEAZR T D,

. M LED T— FOBEE
o HIED LED F— RORTE
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[ EH]
LED E— RO EKEELETT D,
SWX232x>show led-mode

default mode : off
current mode link-act

4.33.8 "— h =5 — LED JREEDOFE TR

E&N
show error port-led
[AJIE— F]
FEREME EXEC £ — N, ik EXEC £— F
[Fi ]

TT—BRELTVAEHR—FDID LUTOT —HEHREFK KT D,

HH

AL

loop-detected (blocking)

—TH LT ey X/

loop-detected (shutdown)

JL—7#i L C shutdown &7

sfp rx-power error (low)

SFP Z L~ UL N IER & L W IET

sfp rx-power error (high)

SFP S0t L~ UL N IE R L 0 B 5

poe error (port limit)

PoE /R— KU X v MI XYk

poe error (system limit)

PoE ¥ A7 AU X v ML Va1 £7id I7— RS
v RIZ L HAarEMIE

poe error (PD error)

N
RN o

PD =TI —fH LT 1k

B!
R— DT =L FRT D,

SWX232x>show error port-led
ID error

poe error (PD error)
loop-detected (blocking)

4.33.9 DIP A1 v FDRERT

[#FX]
show dipsw
[AJ1E— ]
JEHHE EXEC £ — K., %74 EXEC £=— F
[FRHA]
DIP A A v FOLEIRFOIREE L FEDIREER XRT D,
Preset type : @357V &y N A7
L2MS : L2MS HE8E O F %h/ 4
LED : LED @ s XT/344T
[ EH]
DIP A A v FDIRHEAFRT D,

SWX232x>show dipsw
[Startup status]
DIPSW |

: Normal
: ON
: ON

Preset type
L2MS
LED




[Current status]
DIPSW | 1 2 3 4 5 o 7

Preset type : Normal
L2MS : ON
LED : ON

[EHET
SWX2320-30MC, SWX2322P-30MC

43310 [Z DAL v F =T | HaERHLG
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[EX]
find switch start sec method [method)|

87 X —5—]
sec o <5-3600>

[(ZDAA v FE2EET | KR
method s HiE

T A5 — BB
busger [ZOAL Y FERT ] ORTETT Y%
u‘% % [/ i j_o

led F&8,CR— b LED & iR S £ 7,
[AJ1E— K]
¥iHE EXEC £— F
B

FRELIEBREEFIET TZOAL v F 28T HiEE EIT77 2,

[/ — P}
TP =2 AT ARENEL T o720 |

Ra— FRFEITINTWDOIERIE TV —2RL LEEA,

F7-. BIED LED T— K2 OFF £— RiZ72 > TWAEA . LED # Sk x84,

[ AEH)

7\‘_‘j;‘_4& LED &:J:U 10 *}‘ﬁ;ﬂficj’ !—:O)X/I) 79:%?7&"911 *)%%ﬁg%sﬁﬁé—gﬂéo

SWX232x#find switch start 10 buzzer led

43311 [Z DXL v F 28T ek

E2N!
find switch stop
[AT1E—F]
HHE EXEC £— R
B
(DAL v F2RY ) WaEzfz1kd 5,
[BREH]
(ZDAA v F Y| HieziFlbT 5,

SWX232x#find switch stop

43312 VAT AERD AN I T v F

BN
backup system
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[AS1E— F]
¥ EXEC £—
[FHFA]
AEDLLTF % E% SD 1— F~a v’ —13%,
o RHE—KNT w7 arT 4 7 #0-#1 L ZNHICAEET D
+ startup-config select =~ > KD EE
* boot prioritize sd =~ > FOFE(E
 boot auto-apply =~ > RO EM
SD 77— R® "/swx2320/firmware" 7 4 /L &2 "swx2320.bin" NFE LA, Ny I T v 774V FIlae—7 5,
SD 1— FMR~T > FENTWDHHAICIRY ETTE D,

[/ —}]
SD 1 — RN I T v 7 ENTT 7 A WVIHREB LOHIBRZITHhRWnWT &,
[BXEHI]

VAT DERON Y I T v T BFETT D,

SWX232x#backup system
Succeeded to backup system files and firmware file.

43313 VAT LERDO Y A T

[EX]

restore system
[ASIE—F]
FiHE EXEC £— N
[@iHA]

SD H— FRIZAR Y I T v F LTV AT MMEREARIE~Y 2 T T 5,

SDH—RKRNDONY I T T THNTNET 7 — LT =T 77 ANVPFELIEGE, 207 7 A NVERNT T 7 —AY
=T OEFHHIT .

VA NT#%, BEBN TOND,

SD #— FB=T Y FSNTWALGEIZRY FEITTX 5,

[/—}]

A5y JHERRN ARG G, Ra~y FIIEHTE R0,

[ EH]

VAT DMEREAREANY X ST T D,

SWX232x# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.05.01

New Revision: 2.05.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWX232x#

4.33.14 ProAV 7u 7 7 A WVRERIDRE
[EX]

proav profile-type fype [name name]

no proav profile-type
[/$5 A—%—]
type © ProAV 7'u 7 7 A LRI



av R 77 LA RS

- S JHBERE | 169

BRIEME il
dante-primary Dante 774~ U —
dante-secondary Dante = > &%V —
extron-nav Extron NAV
ipmx IPMX
ndi NDI
sdvoe SDVoE
smpte-st-2110-ptp-tc SMPTE ST 2110 with PTP TC

name TR Ty A VR4

? A=A E R EARET R K OEATE(B2 XTFLN)
(IR E]
L
[AJTE— K]
A B —T 2 —AF— R
[FREA]
ProAV 7'u 7 7 A NFEBIZ R TET D,

Ko< KL, Web GUI ® ProAV R E~2— T VLAN & ProAV 71 7 7 A L OSSO 7=z An b b,

[/ —F]

AKa<w L RIZVLAN A v X —T 2 —RZDBRETE D,

Ka<r R%Z CLI TEITLTH. ProAV 712 7 7 A LOREITEA S L2,
AH - THRBEDRBERNRGE, Ao~y RiEfEHTE 20,
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R

A V¥ —T = — A

el

5.1.1 FEBASC DX

[EX]
description /ine
no description

[73T A =4 —]
line DA ST LU R (80 SLFLI)
KR B —T = — ATKT DA
(AR RE
no description
[AJ1E— F]
AH—=T7=2—AF—F
B
HRA 2 —7 == AT L TR EZRET D, no JEARTIIT LI2GEIR, S CZHIRT 5,
B!

LAN R— R #1 [ZEBACERET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #description Connected to rtxl2l10-router

512V %y hE TV

EEN
shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =T 2 —AF— R

[BiA)

MBRAVH =T 2—A% vy N L TER LWL 1295,

RKavw RIRREINTA U F—T 2 — AL, #EfInTb I 77 v 7 Lelkd,
no B CTEIT LG AIE, WAV —T 2 —RAEFEHTE DL 125D,

[/—}]

A~ RIiX LAN/SFP R — M K OGREEA ¥ — 7 = — AT D HG% iE FhE,

B VA — T 2 — ARG L L TR RERELTESGAIX, TOA ¥ —T7 =R IR THETO
LAN/SFP /R — DR ENEHE I D,

[ E 5]

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #shutdown
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Ka<w iz
AKa< 2 RIZLAN/SFP R— MIDLBBETE 5,

type (2 auto ZHEE L2, A— A — g U2 A T DF

AT ERETE D,

RETA— PRIV =g THR— T HI8(E

5.1.3 BEHE - BEE— FORE
[EX]
speed-duplex type
no speed-duplex
[/$5 A —&—]
type WEHE - BEE—RNZA 7
BERE - Bt — &1 B

auto F— I — g9
25000-full 25Gbps/Full
10000-full 10Gbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half

[FIHR E]

speed-duplex auto

[AJ1E— ]

A H—T2—AF—F

[RLBA]

WEHE L BEE— NERET D,

no TR CIAT L 72 H A I3V EIZE D,

[/—}]

LDREEEEATO &, HPFA U F—T =—AR—RHIZ) 7 X7 T 5,

A= MEPNZ L » CREAREREEFREMET— NARR D, REREBEEHREMEET— NIZUL T
ﬁﬁ@%fﬁ TR LAN #— } SFP+E— b SFP28 AH— b QSFP28 F— b
auto O O O O
25000-full _ ) o -
10000-full - O - -
5000-full - _ _ -
2500-full - - - -
1000-full i - - -
100-full O ] _ -
100-half O(%1) - - -

% 1: SWX2320-30MC, SWX2322P-30MC Tl
728, SFP+R— KT SFP £ ¥ = — /L % 5t
F7-. SFP28 A— h
[BREH]

LAN R— b #1 Ol{5HE/1E(5E— N4 100Mbps/Full (258 E

SWX232x (config) #interface portl.1l
SWX232x (config-if) #speed-duplex 100-full

L. 10000-full Z5&E L71-3%
IZ SFP ¥ = —/V &8kt L. 25000-full Zf5E€ L7=5HA1Z

100Mbps/Half [X5% & TE 720>,
A1TIE 1000-full & L CEIEST S,
1T 1000-full & L CEIEST 2,
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5144 — FRILT—L 3V F A TORE

[EFX]

negotiation fype [type..]
no negotiation

[7XT A—F—]
type D BEXZAT
WIE S A7 EL

10000-full 10Gbps/Full
5000-full 5Gbps/Full
2500-full 2.5Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half

[WIHIRRE]

ETIV MR E

SWX2320-16MT, SWX2322P-16MT

negotiation 10000-full 5000-full 2500-full 1000-full 100-full
100-half

SWX2320-30MC, SWX2322P-30MC

negotiation 10000-full 5000-full 2500-full 1000-full 100-full

[AJTE— K]
AV B —T 2—AE— K
[FREA]

F—= A= a T R— T HWEXA TERTET D,

no JIECHEAT LI & I3 EICK 5,
AKa<w2 RIZLAN R— MZOBBRETE 5,
[/—F]

Ravy NICEDBRELEZAT) & HPA v F—T == AR NI ) 7 X7 55,
WEHEABE T — FREICA— b I vm—ya VEABEE SN TV D56, ABMEEIXEIEL 20,
SWX2320-30MC, SWX2322P-30MC Tld, 100Mbps/Half [T E T & 720,

[ E B

LANR— bt #l OF— b Rr I —2 5 THR— M 2185 ¥ A 7% 1Gbps/Full & 100Mbps/Full IZ%ET 5,

SWX232x (config) #interface portl.l

SWX232x (config-if)negotiation 1000-full 100-full

5.1.5 Forward error correction(FEC)DZ &

[EX]
fec mode
no fec

[T A—F—]

mode : Forward error correction &— R
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BEE FiEA
Juto EY 2 — Wl K- THEIRIZ FEC AU
TE
FEC % A%} (Clause 74 FC-FEC, KR-FEC,
cl74
25G)
clol FEC % A %) (Clause 91 RS-FEC, 100G)
cl108 FEC % A %)) (Clause 108 RS-FEC, 25G)
off FEC % M%)
[FIEIER E]
fec auto
[AJTE— K]
A H—=T 2 —AF— R
[FREA]

RfGA o H—7 = — AP Forward error correction(FEC)Z % €9 5,

no B A TIAT L7e B I3 EI R T,

[/—H]

Forward error correction D% &1L, X MR DO IE & GOEDLMENH D,

Az~ RiX SFP28 7R — F I KL OV QSFP28 "R — MID AR ETE D,

ARavwy RIZEDRELEFEZITHOE, UHgA VI —T == AR V7 X T 5,
SFP28 7R — RZ SFP/SFP+E ¥ = — /L 2 455i L 125513 FEC 1382 & L CEET %,

O RERTETHA LV H—T 2 — AL THRETE DT A= —)NER 5,

A VB —Txz—
A

auto cl74 clo1 cl108 off

LAN 7"— R - - - - -

SFP+AR— k - - - - -
SFP28 7~ — b O O - O
QSFP28 *— | O - O - O
auto Z fRE L7256, Bt S =€ Y = — Wit UC FEC FREfHHT 5,

O

it

=

TYVa—b FEC
YSFP-25G-SR £7%) (Clause 108, RS-FEC)
YSFP-25G-LR £7%h (Clause 108, RS-FEC)
YAOC-25G-1M £ %) (Clause 108, RS-FEC)
YAOC-100G-1M %) (Clause 91, RS-FEC)

[BREH]
portl.29 @ Forward error correction % & % cl91 {23 5,

SWX232x (config) #interface portl.29
SWX232x (config-if) #fec cl91

[ HET V]
SWX2320-30MC, SWX2322P-30MC

51.6 F— h I =—3 3 VOEHFRR
EE

show interface negotiation [ifname]
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[NT A —=HF—]
ifname : LAN/SFP R— b DA Z—T = — A%, BWRRHIRA L H—T = — 2 &0 R LT 2,
FRTDHA LV H—T = —A
[AF1E— F]
JEFFME EXEC £— N, Fp#E EXEC £— |
[FFA]
AVE =T 2= ADF— hxr AT — 9 VOFREETT D,
UTFOHHENRERIND,
HE i
Interface AR =T x— A%
Nego F— hx Iy T— 3 OEN/ES)
Link Advertisement i: }L\“Z Ty x—v g TR — T 55 LR
[BEH

F—hxIvz— a3 OERERRT D,
SWX232x#show interface negotiation
Codes: Nego - Auto-negotiation

All - 10000-full, 5000-full, 2500-full, 1000-full, 100-full, 100-half
Interface Nego Link Advertisement
portl.1l Enabled All
portl.2 Enabled 10000-full, 5000-full, 2500-full, 1000-ful, 100-full
portl.3 Enabled 100-full, 100-half
portl.4 Enabled All
portl.5 Enabled ==
portl.6 Enabled ==
portl.7 Enabled ==
portl.8 Enabled ==
5.1.7 MRU % 7E

[#FX]

mru mru

no mru
[T A —=HF—]
mru 1 <64-10240>

ZAEFRE K 7 L — A A ARETHEIIEHTHDHZ &)

[WIERRE]
mru 1522
[AJ1E— F]
AR —T 2 —AEF—FR
[RLBA]

SASTIRER R 7 L — bV A A HRIET D,
no B CTEIT LA IT VIR TEICR S,

[/ —H]
AK=za< > FIZ LAN/SFP R — MM DI EFHE,
Batil]

LAN A"— k #1 @ mru % 9000 XA MIFHET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #mru 9000
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518 7u X /X L — M HEHIBIRRE
[ER

mdix auto action

no mdix auto

[T A—F—]
type o m RS AR L— N A OB E
REME i
enable 7 u XA N Lb— b BEHBIZ AT D
disable 7 aR/A K L— s BEPHERIZ BT 5
(IR E]
mdix auto enable
[AS1E— F]
A H =T 2—AE— K
[

7 m A /A S L— b BB é”ﬁ?ﬁ ZT %, ANCT DL BB E R —T NG A A 7 (A b L— M EiEY
B A)ERH L, ke EUNCERET .,

no JEATIAT L7 id. BEPHIBIAENIZ /2D MDI & 72 5,

[/ —}]

A< Rid LAN AR — M2 O 2% E IhE,

Ka<wy FICEARELEFZITOE, YA LV A —T 2 — AR v 7 80045,
[ EH]

LAN /R— k #1 7 v A A |k L— kO HBPHBIERE &2 #0245,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #mdix auto disable

5.1.9 EEE & 7&
BN

eee action

no eee
[T A—=F—]
type :  EEE O#E)ff

B EME LA
enable EEE # B35
disable EEE % #5hi2§ 5

(R E]

eee disable

[AS1E— K]

AV H—=T 2 —AF—F

[RBH]

44 % JI¥%HE Energy Efficient Ethernet(EEE) % 4 ZhiZ

no JTERCTHAT L7254 1%, EEE W/ D,

[/—}]

A< Rid LAN AR — M2 O % E IHE,

Ka<wy FICEARELEFZITOE, YA LV A —T 2 —ARN—BRIC) v 7 8055,
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[ EH]
LAN 78— k #1 ® EEE 28329 %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #eee enable

5.1.10 EEE XL AR &R RT D

E&y

show eee capabilities interface ifname
/35 A—%—]
ifname : LANR— DA L F—T = — A4

FRT DA VI —T 2 —A

AF1%E— F)
FEREME EXEC £ — N, b EXEC £— F
B
BELTA v ¥ —T 2= AN EEEIZXIGE L TWANE I hERRT 5,
UToOHEANERIND,

HAE B!
interface A E =Tz — AR
EEE(efficient-ethernet) H & 7% EEE [Tk LTV 5 2
Link Partner KRS EEE IZHIG LTV 5 20
17— F
XA BERE S LTV R WAL, EEEICHE L TR KRR EN D,

[EEHl]

LAN 7R— b #1 ® EEE ®Hit Al &2 £ d 5,
[t 8% EEE (Z %6 L TV B354

SWX232x#show eee capabilities interface portl.1l
interface:portl.1l
EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : yes (1000-T, 100-TX)

(X A#% 23 EEE 12kt L TR N GA]
SWX232x#show eee capabilities interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): yes (1000-T, 100-TX)
Link Partner : not enabled

5.1.11 EEE AT — % A {EREFRT S

E&y
show eee status interface ifname
[/3T A= —]
ifname . LANAR—FDA LV H—T =2— R4
FRTAL L H—T o —R
[AJIE— F]
FEFEHE EXEC £ — N, Kb EXEC T— F
(@]

BELIEA X —T 2—ADEEE AT —H A& HKR_T5H,
UTOHEANERIND,
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HAE

B

interface

AR =T x— A%

EEE(efficient-ethernet)

EEE 238 % h»

Rx LPI Status

ZEMOEESE— FOIKKE

Tx LPI Status

EEMOEET— FORE

Wake Error Count

TI7—=Avr b

[BXEH]
LAN 7R— ~ #1 ® EEE A7 — % A2 KT 5,
[EEE M) D355

SWX232x#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status :  None
Tx LPI Status None

Wake Error Count )
[EEE B H R OHE]

SWX232x#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received
Tx LPI Status Received

Wake Error Count : 0
[EEE AN DB EE— R~BITHOEE]

SWX232x#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status Interrupted

Wake Error Count : 0
[EEE N & >EE T — R~BIT L TV D5E]
SWX232x#show eee status interface portl.l
interface:portl.l

EEE (efficient-ethernet) :

Rx LPI Status : Low Power

Tx LPI Status : Low Power
Wake Error Count : 0

Operational

5012 K" —FIF53—V U TOHRE

E&

mirror interface ifname direction direct
no mirror interface ifname [direction direct]

[F—T— K]
direction N7 T4y 7 OBERGTRMEZRET D
[T A—=HF—]
ifname LAN/SFP iR— kDA ¥ —T = — A4,
FNoT7 4w I T7=0 0 TFHA 0 F =T =R
direct N7 7y 7 OEERITT
774 v 7 DBEREM B
both AR & EE R O W 5
receive =R
transmit EER
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[F1EIER E]
L
[AFTE— K]
Ao HF—T 2 —AF—FR
[FRHA]
KRA o H—T 2 — A A=T 7 —R— b ifname T =X —HR— K& LT, direct THEINTZ T 7 4 v 7%=
F—=V U795,
no R TEITLIZEAIE. 27—V 7 OREEHIRT D,
[/—}]
ARz~ RIZ LAN/SFP R— b DA% E 7 HE,
AT 7 —AHR—MNIBRETEDA L FX—T—RAT 1 DD,

[B%EH]
LANAR—F#l ZRA=T77—AHR—FL LT LANKR—F#A OEZET L —LLE LANR— M #5S OEETL—L %
PN R

SWX232x (config) #interface portl.1l
SWX232x (config-if)#mirror interface portl.4 direction both
SWX232x (config-if)#mirror interface portl.5 direction transmit

5113 R"— F I F—1 VT DIREER

[#FX]
show mirror [interface ifname]

[¥F—7—F]

interface R THEMAR— NERRET D

[T A =5 —]

ifname : LAN/SFP R— hDA v X —T = — A%,
FRT LR — b

[AJ1E—F]

JFekE EXEC E— N, F7kE EXEC £— R

[

R—=hIT7—U VI ORELEFRT D, interface ZEME L7235 E1E, RTOERR— MIHTIRENTZRIND,
1 DDA —F T2, UTOEANRFKRSND,

HE B
Monitored Port FERIR— FDA A —T = — A4
Sniffer Port A=T 77— R— b DA KX —T 2 — A%
Direction N7 7y 7 OEERLITR

[ EH]

TV IR NOREEERT B,
SWX232x#show mirror

Sniffer Port Monitored Port Direction

portl.1l portl.4 both
portl.1l portl.5 transmit

5114 4 VX — 7 = — ADIREFRR

EEy

show interface [ type [ index ] |
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X A—5—]
type B =T 2—AFAT
AVE—Txz—RABAS i
port WA H—T = — A
vlan VLAN f ' F—T = — A
sa ABET 4y Vi A A —T = — R
po LACP i¥if v ¥ —T = — R
index AT v I AL
AV EF—Tx=—R1ID =5 BF
S X WA B —T 2 —AD AKX 7 ID(S),
' RIZHIF SN H X)) EHRET 5,
<1—4094> VLANID Z$5E€T 5,
_ ABT 4 T VA —T =2 — A F T
<1796> T 5.
<d—127> %ﬂwﬁﬁ4y&~7lwx§%%%ﬁf
[ASTE— R
FERFHE EXEC E— R, F#ME EXEC E— R
[RLA]
ifname THRE LTcA v ¥ —7 = — ADREEFIRT D, ifntame #EMW LT-HEIL, £2TOA ¥ —7 = —ZADIKHEE
HFRRT D,
UTOEANEREND,
EHH B!
Interface AV H—=T x— R4
U vy AT —H A %2 (shutdown Ff
ITERZ£RT D)
Link is « shutdown g% EF : (by shutdown)

o KR— b7 —KHE: (by err-

disable)
Hardware is A B —7 = — AFE}(Ethernet,
VLAN 72 &)
HW addr ME(MAC)T KL %1
Description AU H—T 2—ADFHAL
ifIndex AV HE—=T 2 —AA T I AHKS
MRU Maximum Receive Unit %4

ARP ageing timeout

ARP % A L7 7 MRFH(ARP = K
U —{RFFIF[H]) %3

Speed-Duplex

WEEEE ., BET— ROREM & B
TERTE %1

Forward Error Correction D% EfE &

F o = .

- FEIKAE %6

Auto MDI/MDIX Auto MDI/MDIX H %h/#%h % 1

IPv4 address IP7 RLRA/~AVE %3(IP 7 Kb

RBRERED LT SN D)
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HAE

g&li

BA

IP7ue—RXxy¥ AT RLA %3P
T RUVAREROAFRIND)

broadcast

AA v FR—FDE—F
Switchport mode « access: ¥ 772 L
o trunk: ¥ 7} X

AT 420 T OIRKE
Ingress filter + enable : H%h
+ disable : %)

ZAEFRE7e 7 L —L2 B AT
e Al BTOTL—LEZZ(F S
Acceptable frame types HIEEAMRZ2 L)

+ vlan-tagged only : VLAN % 7 Dff
W27 L— A DRHZLE

2 7L 7L —A%H 5 VLANID

o ZITRLAE—FOBE:
switchport access vlan =~ > I C
fEE L 7= VLAN

Default Vlan o AUTfFER—FNOEE XA T 4
~7 VLAN
o HITfFER— %“Cﬁ’ﬁﬁ%/vf‘y
kD IZAZFRE DA : None

RA5EHF : vlanl

ML N —T 2 — ANETE LTV

Configured Vlans % VLAN ID 00—
packets ZAE STy MEOK2
bytes A/ NI %2
input multicast packets ZAE~NTFF v A RNy MEOK2
BN DT = S NEE
drop packets xf:./\ v 7 7 LTe Ny MK
2,%5
packets BIENRT y M Ro%2
bytes EIEAA Mg x2
multicast packets EEYALTFF v X M3y MEOK2
output PN : - "
EE7a—RFXx A b7y MEox
broadcast packets )
T Ray S LTRE Ry MK
drop packets X2.%5

X1 WA o —T = — ADIFRIR

X2WPEA L F—T 2 — A A H—T 2 — ADIHRFKR

X3 VLAN A ¥ — 7 = — ADIHFER

A/BA LA —T 2 —ABIWVVLAN A VX —T =2 —ZADEFHIT, FTDOA L X —T =2—RAZBLTWEHYHEA
B —7 x— A D/ MEE TR

%57 =)V Fu v TRAENRIGEICEEORER, EHRGAIIIZEOHEROAERINET,

%6 SFP28 8 L (N QSFP28 "R— h D AF /RSN F 1,

[BREH]

LAN 7R — | #1 OIREEEFRRT B,
SWX232x# show interface port 1.1
Interface portl.1l

Link is UP
Hardware is Ethernet
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HW addr: 00a0.de00.0000

Description: Connected to router

ifIndex 5001, MRU 1522

Speed-Duplex: auto (configured), 1000-full (current)
Auto MDI/MDIX: on

Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan 5 1
Configured Vlans : 1
Interface counter:
input packets : 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895

multicast packets: 628
broadcast packets: 0
drop packets H0)

VLAN #1 ORREZ FKRT B,

SWX232x#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ifIndex 301, ARP ageing timeout 1200
IPv4 address 192.168.100.240/24 broadcast 192.168.100.255
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3(u) portl.4 (u)
portl.5(u) portl.6(u)
portl.7 (u) portl.S8(u)

51154 V' Z—7 = — ADIREBDOE G K

[EX]
show interface brief
[AFTE— F]
FJEHFHE EXEC £ — K, %M EXEC E— K, fEpla> 74/ L—v g vEF—FK
[FEEA]
A UH—T 2 —ADREE S ETRT D,
UTOEENRRREND,
EHH B!
Interface A B =T 2 — A%
Type A B —T = — AFER %2
PVID ?7@L7V~A%&5WAND
%2
2L o FR—FDE—F %2
Mode + access: X772
o trunk: ¥ Jf &
Status Vo RAT—H4A
U Hyr OER
Reason + AD: shutdown % &
« ED: R— b= 7 —kHH
« PD: _EFCLISE
Speed HEHE OB EIRAE %2
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HH B
TR 2o v & —7 = —ADFE
Bl %1
o (S): AET 4 v Ui LA —T
Port Ch ) 7
= —A
« (P):LACP#HA v F—T - —X
FET oA v % —7 =—AD ID
Description A B —T = — ADFBA
X1 WEA 2 —T = — ADHFRR
XLWMBRA B —T 2 — A GHEEA L H —T 2 — ADRHFER
[EXE B
B =T 2= ADREE WS ERT D
SWX232x#show interface brief
Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down
Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #
portl.1l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up = 1g = =
portl.3 ETH 1 access down PD auto -- ==
portl.4 ETH 1 access down AD auto -- --
portl.5 ETH 1 access up == lg == ==
portl.6 ETH 1 access up == 1lg == ==
portl.7 ETH 1 access up == lg == ==
portl.8 ETH 1 access up = 1lg = =
Interface Status Reason Description
vlanl up == ==
vlan2 down PD ==
Port-channel Type PVID Mode Status Reason Speed Description
Interface
sal AGG 1 access up == 1lg ==

5016 A L FZ—T7 =—ZAD V& I

EN

interface reset ifname
[NT A —=HF—]
ifname

Uty b oM 08 —T7x2—2R

[AFTE— F]
F¢kE EXEC £— R
B
RELIA L 2—T=2—2% )y T 5,
[/ — ]

LAN/SFP 7R — b 723wl A v —T = — A

WRA LV H—T 2= ADY U 7REEZ VY ML, V7 2HMESLT D,

B, Uty MTHEN—RIZY 7 2T URRET D,
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FREEA v H —T7 = — AT LT D LAN/SFP AR — MTIZEIT TE 720,
[ EH]
LANAR—hF#1 %V -ty b5
SWX232x#interface reset portl.l

51017 7 V—LHh UV Z—FRR

[EF=]
show frame-counter [ifname)]
[/XT A—F—]
ifname . LAN/SFP R—FDA X —T =2 — R
RRTHA L H—Txz—A
[ASIE— K]
FEFFHE EXEC £ — R, F¥#E EXEC E— R
[7r.BA]

ifname CRRELTcA LV F—T 2 —ADT L—L N T Z—ERERTT D, ifname ZEM LIZGEIZ. &2TOA
S —T7 2= ADIEREFRT D,

UToHEAMNERIND,
HHE A
Packets RIE/ZENT Y MK
Octets EE/ZEF Ty MK
Broadcast packets Ta— R¥xx X Ty MEER ZER
Multicast packets ~ VT X A MRy MEEH ZEK
Unicast packets =%y A Ty MRERSZEE
. T U= A XNy NEAGE(64 A7 T RRT DX
Undersize packets
T )

. A=Y XNy N EAES(1523 A2 T v ML ED

Oversize packets RVEAS )

7T 7 A by NRAEE(64 A2 T BRI T CRC

Fragments MEFETHDNTr v 1)

Jabbers %’V/“"—/\‘”J‘ > h%fé%&z(lsm 427 v NELETT CRC
WRETH D37 v R

FCS errors FCS =7 — "7 v M5

RX errors ZlET T —H#

TX errors EETI—H

Collisions a2V v a AR

Drop packets 7;;;/;; f/ 7 l/ffiii%/‘\o/f“:/ ]‘%C Ny 7 7L &

A& LT Ny M EO%2

64octet packets 64 4277 v NED/T v MEZEE

65-127octet packets 65~127 427 7 v RO/ MEZERK

128-2550ctet packets 128~255 42 7 v NREOD/NT v MESZAEH

256-511octet packets 256~511 A7 T v b RO v FEZER

512-10230ctet packets 512~1023 &7 7 v NREDO/R7r v MEZEE

1024-MAXoctet packets 1024~ KA 27 7 v MR DD/ > MEZER
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X1 KA v H—7x2—AD MRU IZEFE L TEHT 2,
X2 7=V Ra vy TRENRGEICEROER, BB A8 3R EOEROAFRTREINET,

[ EH)

LIANBFE—F#l OT L —A DO —5FRT 5,

SWX232x#show frame-counter portl.1l
Interface portl.l Ethernet MAC counters:

Received:
Packets : 84
Octets : 6721
Broadcast packets : 8
Multicast packets : 76
Unicast packets : 0
Undersize packets 0
Oversize packets 0
Fragments : 0
Jabbers : 0
FCS errors : 0
RX errors 0

Transmitted:
Packets : 91
Octets : 11193
Broadcast packets : 0
Multicast packets : 91
Unicast packets : 0
TX errors : 0
Collisions : 0
Drop packets : 0

Received and Transmitted:
6doctet packets 1
65-127octet packets 1
128-2550ctet packets : 7
256-511loctet packets : 1
512-10230octet packets : 0
1024-MAXoctet packets 0

5018 7V —AL WU Z—DJ )T
[EX]

clear counters ifname

clear counters all
[F¥F—TU—F]
all DT RTCOAE =T 2= ADT =L H I —% I VT T 5
[73F A —4F—]
ifname : LAN/SFP AR— M EiFfmBiA v ¥ —T = —ADA v F—T = — A4
XRDA B —T =2 —R
[AJ1E— ]
¥t EXEC E— I
B
AVH—=T 2= ADT L —LH TR =% VT T 5,
ifname HE LTZGEIE, £OA X —T=2—AD T L—L IO X —% 7 ) TT 5,

ifname \ZiwBlA o F—T7 = — A ZIRE LTZHEIE. TDOA 2 —7 =—AZHTET 548 TD LAN/SFP R— hD 7 L
— LI A —E T VT D,

[BREBH]
LANKR—F#l DT L —L AT X —% 27 VT T 5,
SWX232x#clear counters portl.1l
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5.1.19 SFP £ = —/VDIRHER IR

EEN
show ddm status [interface ifname]
[F—T—F]
interface FRrT 5D SFP R— b EfRET D
[R5 A—5—]
ifname SFP AR— b DA H—T = — A4
#9325 SFP AR— b
[ASTE— ]
HHrE EXEC £— N, $§# EXEC £— F
[

SFP £ ¥ 2 — L OWRIER FRT 5,

1 SOIEA T LT SFP AN— F T L IZHIEfE, LIREE, FIREMENS R RS,
HAE A
Temperature TV 2 —/LINERIEE (°C)
Voltage HEEAE(V)
Current FEVLE(mA)
TX-Power F 8 D58 L (dBm)
RX-Power = DR (dBm)
[BREH]

SFP & ¥ 2 —/LORREE F£IRT D,

SWX232x#show ddm status

Interface

Temperature
(Celsius)

40.7
Unsupported

Voltage
(V)

3.34
Unsupported

Current
(mA)

6.2
Unsupported

TX-Power
(dBm)

-5.4714
Unsupported

RX-Power
(dBm)

High Alarm
Threshold

95.0
Unsupported

High Alarm
Threshold

3.89
Unsupported

High Alarm
Threshold

17.0
Unsupported

High Alarm
Threshold

-1.9997
Unsupported

High Alarm
Threshold

High Warning
Threshold

90.0
Unsupported

High Warning
Threshold

3.70
Unsupported

High Warning
Threshold

14.0
Unsupported

High Warning
Threshold

-1.9997
Unsupported

High Warning
Threshold

Low Warning
Threshold

-20.0
Unsupported

Low Warning
Threshold

2.89
Unsupported

Low Warning
Threshold

2.0
Unsupported

Low Warning
Threshold

-10.7058

-11.0237
Unsupported

Low Warning
Threshold

Low Alarm
Threshold

-25.0
Unsupported

Low Alarm
Threshold

2.70
Unsupported

Low Alarm
Threshold

1.0
Unsupported

Low Alarm
Threshold

-12.2184

-11.7392
Unsupported

Low Alarm
Threshold
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portl.25 -7.5696 2.5527 0.0000 -16.9897 -40.0000
portl.26 = = = = -
portl.27 -8.7614 1.0002 -1.0017 -18.0134 -20.0000
portl.28 Unsupported Unsupported Unsupported Unsupported Unsupported
5.1.20 SFP & 2 — VDY L~ )VEER DR E
[
sfp-monitor rx-power action
no sfp-monitor rx-power
[/3T7 A= —]
action SFP & = — /LD U ~ULEE R O e
REME B
R - AY V2 |27 7
enable SFP ¥ = — /LD L~ VEAR 2/ ZhIZ
B
3 — S Rt JHE%
disable SFP & = — /LD L ~ULREAR & M52
B4
(IR E]
sfp-monitor rx-power enable
[AS1E—F]
rua—)Narr 4 L—va R
B
SFP & 2 — /LD LNV 2R ET D,
[ERE B
SFP & ¥ =2 — /LD L ~ULBEE 2 B 5,
SWX232x (config) #sfp-monitor rx-power disable
5.1.21 Ef5% = —DEHREFDOREC AT D)
EEN
tx-queue-monitor usage-rate action
no tx-queue-monitor usage-rate
X5 A—%—]
action VAT ARRDIEEF 2 — O HREEHORE
REE Bl
enable VAT LDBERDFEF 2 — O REN &
AT D
disable VAT DERDOFEEF 2 — ORGSR A
FL135) [ R A
(AR E

tx-queue-monitor usage-rate enable

[AJTE— K]

Ja—x\)ary7 4 L—v g T — R

(@]

VAT ABEROBEER 2 — O AREREG T2
no JECET LT=HE

BT D,
IHTRBE IR T,
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[/— 1]

EEF 2 —OERAREREZFENCT H70ITE, Kavr Rz T, A ¥ =7 2= A THEEF 2 —OFHER
BERZGITOUNERD D,

[BREB]

VAT LR TEEF 2 — O HRER A BT 5,

SWX232x (config) #tx—queue-monitor usage-rate disable

5.1.22 EEF = —DEHREFRDOREAL v F—T = —2R)
&

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[73T7 A =4 —]
action DORBRA U H =T 2 — ADEEF 2 — O HREAOKE
REE Bl
enable RIGA B —T 2 — ADKEEF 2 — D
REREENTT D
. WRA L H—T 2 — ZADREEF 2 —Off ]
disable R NS D
(AR RE]
tx-queue-monitor usage-rate enable
[AFTE—F]
A B =T z—AE—FR
B

KGA L H—T 2 — ADEEX 2 — O HAEER LB E TN T 5,

no JEACTHEAT LI G I3 E IR T,

[/—}]

A~ Rid LAN/SFP AR — NI D AR E Al HE,

REEX 2 —DEHREREZENCT D010, Kavr FIIMA T, VAT LK THEEF 2 —Ofd I REH
EHINCT HMERD D,

Bl

LAN R— b #1 OFEEF = — O FRER 2 BT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #tx-queue-monitor usage-rate disable

5.1.23 #f5 % = —DOEFEARER OREFR

[EFX]

show tx-queue-monitor
[A1E— ]
FHHFHE EXEC & — N, kg EXEC £— R
[
HEEF 2 — DM REROREZRTT D,
FRNFITLTDO LB,

o VAT ABEROEEF 2 — O AREHOKE
« LAN/SFP R— T L ORE
o AV H—T x— A4 (port)
«  LAN/SFP 7R— k D3%(E F = — Ol F REZH O 7% i (usage-rate),
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[ EH]
HEX = — OFEAEERORELFRT D,

SWX232x>show tx-queue-monitor
usage-rate: Enable

port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

52V 00770V —vayv

S22 AZT AV IRBAVE—T = —ADRE
EEY

static-channel-group /ink-id

no static-channel-group

[T A —5&—]
link-id ;o <1-96>
ART 4 v I VA —T 2 — 2K E
[AF1E—F]
A H—T2—ZF— R
[RLBA]

SHBA VA —T 2 — A% link-id CHRELIZAAT 4 v VimBiA v A —T7 =2 — R ZHTB&E 5,

o ERTET LSS, JIBA v F—T 2 —REAXT 4 v TR X —T 2 — ANLLESHE 5,

[/—F]

Ko< RIZ LAN/SFP AR — MMZ DB 3% E Al RE,

RABRT 4 PEBAA o H—T = — ADFLE L7 link-id 12%F L C. LAN/SFP R— F & FTE X8 AEA1%. Bz &
BT 4y VPR A —T 2 —ANER SN D,

ABT 4 TagliA v H— T 2 — AL LR SRR, PR T %5 LAN/SFP AR — " ELS 7 o 358101, AX T+
v TR L E—T = — AN EN S,

1 ODART 4 v Vi A v X —T7 =2 — AT K8 DD LAN/SSFP R— F 2B &5 2 L Tx 5,
BEICHFAELTWDAX T 4w Vg v X —T7 = — A L CITE S 25813, LAN/SSFPAR—hERAXT 4 v 7
MEA VA —T 2 — AT, UTOREEZET—HIEDLZ L, REVERRDIGEIIT L7725,

« VLAN OFHE

* QoS D KT ARE—REET 7 4/V bk CoS B, AN— MEFLELET)

o —THRHEOFREOLV— TR OERAES, RN— T vy X T OB/,

BTN AET 4w VB v 2 — T = — APRER SN D ETE. LAN/SFP AR — b D EFLEREN A X T 4 v 7 i A
VH—T = — ADYIMERE L 72D,

LAN/SFP iR— R &2 AKX T 4 v JimHiA v X —7 = — R AR IE 5 &, MSTP O EN IR CMICR S, 7.
ART 4 TREA L H—T 2= ANBLHIR LT2E S MSTP OFEN IR EMEIZRE D,

1 20 LAN/SFP iR— M 2 OB, v X — 7 = —XIZATB S E 5 Z S TRV, no B THIESE T DR
TR A —T 2 — A ICHBRIEB I L,

[EX EH]

LAN R —F#l ZAXT 4 v VinA VA —T7 = — A #5 TR S ¥ 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #static-channel-group 5
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820 AZT 4 v JiBEA VH—T = — ADREBETR

[EX]

show static-channel-group
[AS1E— F]
FHFrHE EXEC & — I, b EXEC E— I
[BLFA]

ABZT A4 VB A VA —T 2 — ADWREEFRRIT D,

GHETDAXT 4 v ViR A VX —T7 =2 — AT LIZLFOHEERR RTINS,

« RET A v TiBA U H—T 2 — A

 B— RXRT U RBEREDL— L

« FIBLTWD LAN/SFP R — kDA ¥ —T = — R4

02— RNZ 2 AREBED L— /2D T L, port-channel load-balance =~ > RD type /X7 A — 4 —HHDZ &,
[BRAEBH]

ABT 4y Vil VB —T 2 — ADREERTT D,

SWX232x#show static-channel-group

% Static Aggregator: sab
% Load balancing: src-dst-mac

% Member:
portl.1l
portl.2
portl.3
portl.4

523LACPHBA L F—T =2 — RADHE
BN

channel-group /ink-id mode mode

no channel-group

[/3F A —&—]
link-id s <1-127>
LACP g A v X —T7 =2 — A%~
mode O E@IfEE—F
mode B!
LACP % ACTIVE £ — F CHSRES ¥ 5,
active ACTIVE £— R ClE, xfrkasicxf L TH3
B2 LACP 7 L — A% EET 5,
LACP % PASSIVE &— R CHSRES ® 5,
Jssive PASSIVE &— R Ci, xfmsss o LACP
P T L—ALEZE LG EICOHR LACP 7 L
"_A %%{gj—éo
[ASTE— K]
A B —T 2 —AEF— R
B

KGA B —T = — A% link-id THRE L72 LACP ##liA ¥ — 7 = — R IR S ® 5,

no ERTETLEBAIT. [MB A2 —T 2 — A% LACP @A L X — 7 = —ANHIRESE 5,

[/ —}]

ARz~ FIX LAN/SFP 78— 2D & TE A HE,

LACP #@#iA % —7 = — AT LAN/SFP R — M & B S ¥ 7258 1%. 7% LAN/SFP 78— R IZ lacp timeout long 7)35%
EIND,

F72. LACP#BiA v # — 7 = — AN LIRS E 7285815, %% LAN/SFP /R — K O lacp timeout =~ > R DX EMN
HIBR S 4L 5,
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LACP faHA ¥ —7 = — ZAHMFELE L2\ link-id (2% L C, LAN/SFP AR— k2 FTE S ¥ 2355103, #7212 LACP #
A2 —T2—ANERIND,
LACP i@#if v 2 —7 = — AN BB S 7k, TR %5 LAN/SFP 7R — M MVEES 72 o 7235513, LACP GasA( o
H—T 2 —ANHIEEND,
1 DO LACP imHlA v H—7 = — A ZEH K 12 D LAN/SFP R— M2 i@ SE 2 2 L TE 5,

ATE 9 % LAN/SFP 7R— MM, 8 OF TIL LACP #HElA v ¥ —7 = — R AR B, 8 D& 72>V
TIIEERAEIM A CORER— 725,

WET— ROBY-"HED LAN/SFP " — MI LACP U 7 7 7 U F— g kG LZgw, (FTBIXRIEETZ A3 LACP U
yﬁ?iUﬁ—VEV&LfﬁﬁiL&w)

WBIE LS B 72 5 LAN/SFP 7R — R 28[F— LACP wBlA ¥ —7 = — R ZHTR L TV DA OBEIXEEE ) > v
TV —a yOREIKTFT D, sEMIE lacp multi-speed 2~ > RZZHDZ &,

ffbfméme GELA v Z— 7 = — A% LT LAN/SFP AR — F Z TR S ¥ 5841, LAN/SFP AR— | &
umP MELA L H—T =2 — AT, UTORTEEET—HIEDL L, RENRRDILGEIIZ T L7725,

« VLAN OFE

¢« QoSDFTAME—RRET 74V bk CoS ., N— MELELZET)

o NV—TRHEOBREN—TRBOGEHIES, R— T 1y X7 OB

P12 LACP #BiA v & — 7 = — ANER SN D EA1E, LAN/SFP R— k@ _LGia%EA LACP fa#lif v ¥ —7 = —
AZDHMFRE L 72D,

LAN/SFP 7"— h % LACP #l A > ¥ —7 = — A ZFTR & ¥ 5 & Mﬁ?@&ﬁﬂ@%%ﬁmmﬁéo
F7o. LACP Bl A v ¥ —7 = —ANG MR L7256 H MSTP O%E D HIHIER EEIC

1 >® LAN/SFP R — M EEOfmBA v 7 —7 = —ACFTE s ¥ 5 2 eim%&w

no R CHIESHTHDBALHmBA V¥ —T7 = —RIFTRSELZ L,

[ EH]

LAN 7R— |k #1 % ACTIVE &£— R CLACP i A ¥ —7 = — A #10 [ZFATIR S H 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #channel-group 10 mode active

5.2.4 LACP ¥ A v X — 7 = — XA DIREFR R

[ERX]

show etherchannel [ifname]
[/XF A —&—]
ifname : LAN/SFP R— DA LV H —T = — A4,

LACP @Bl A ¥ — 7 = — A ZR L TWNWDHA L H—T = —R

[AF1E— K]
FEHFHE EXEC E— K, FibE EXEC E— K
[FHA]

ifname M L1256 . LACP fdliAf v % —7 = — ZADREBE KT D,
FET 5 LACP A v & — 7 = — A Z L ICU T OHEARE RSN D,

« LACP##iAf v ¥ —7 =2 — R4
o« B— RXRT U AEEED L —)L
o FTBLTW5 LAN/SFP AR— b DA ' H —T = — A%,

17— R/NT 2 ZERED L— L Z-DUWTiX, port-channel load-balance =1~ > KD fype /N7 A —H —ZDZ &

ifname T LT23E . LACP iwBlA v ¥ —7 = — 2 Z R LTV %, LAN/SFP R— h DiRFEZ FRT 5,
UTOHEENREREND,

HH A
Etherchannel portN.N LAN/SFP 7"— 44

Physical admin key Wy BRI 72 Rt % 35519 5 #d(bandwidth,duplex,mru, VLAN
RERE > B VERK)
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HAE

B

Receive machine state

LACP 7'1 |k =2/l Receive machine 3B DR HE
* "Invalid"

e "Initialize"

* "Port disabled"

* "LACP disabled"

» "Expired"

¢ "Defaulted"

e "Current"

Periodic Transmission machine state

LACP 7' 17 k =1L Periodic Transmission 3242545 DR HE
e "Invalid"

*  "No periodic"

+  "Fast periodic" (1 FPfHI[E CTi%(F)

+ "Slow periodic" (30 F>EfE TiEE)

* "Periodic"

LACP 7 & k @1/l Receive machine B4 DR HE
e "Detached"

Mux machine state +  "Waiting"
« "Attached"
+ "Collecting/Distributing"
fitt FRRE
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LU DF % 2 Hi(Actor B4y BE . Partner X [4HTF)
Aggregator ID LACP o5 ID

Information TIZLL FDIHERNFR RIS,

HH B

LAG LACP AT LID(ZFT7A4F VT 4, MACT KL R)
Admin Key LACP DIt & 72 5 IDGREEAR — N & 7)
Port priority LACP 7~ — MBS

Ifindex A B =T 2 — AT

Timeout Timeout fE("Long"=90 >, "Short"=3 #})
Active LACP #1f{EE— F("Active", "Passive")
Synchronized Synchronization 7 7 7'

Collecting Collecting 7 7 7'

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

[EXE B

LACP A v ¥ — 7 = — ADREEZ T T D,

SWX232x#show etherchannel
% Lacp Aggregator: pol0
% Load balancing: src-dst-mac
% Member:
portl.l
portl.2
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portl.3
portl.4
LACP R A v ¥ — 7 = — A Z R LT 5, LAN/SFP "— M DIREER FvT 5,

SWX232x#show etherchannel portl.l
Etherchannel portl.1l

Physical admin key 3
Receive machine state Current
Periodic Transmission machine state Slow periodic
Mux machine state Collecting/Distributing
Selection Selected
Information Actor Partner
LAG 0x8000, 00-al0-de-e0-e0-e0 0x8000, 00-a0-de-11-11-11
Admin Key 0001 0001
Port Priority 32768 32768
Ifindex 5001 5001
Timeout Long Long
Active 1 1
Synchronized 1 1
Collecting 1 1
Distributing 1 1
Defaulted 0 0
Expired 0 0

525 LACP AT MELEDOHRE

[ER
lacp system-priority priority

no lacp system-priority

[T A—F—]
priority ;. <1-65535>
LACP ¥ AT NS
NSV SR E
[FIHIRRE]
lacp system-priority 32768
[AF1E—F]
srua—\)arz 4 S —varE' =R
[

LACP v AT AMERIEEZFRTET 5,
no FERCTEIT LG A ITREEZ WM R T,

[/ —}

LACP #BEA & 5 — 7 = — A DSRTAHESE & HobE S - . o AT MMESEHE 2 Holle LT B SRHEDS BV J5 1 e S
5z b,

[BREH]

LACP ¥ 27 LMBIJEE 2 100 IZRRET 5.
SWX232x (config) #lacp system-priority 100

5.2.6 LACP > 2T AMBHREDOFE R
[ER]
show lacp sys-id
[AFTE— ]
JEHEHE EXEC & — R, #§# EXEC E— R
[
LACP ¥ AT MMESE L LACP AT A ID 29 5,
UTOEANERIND,
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« LACP v A7 LS (0x THE D 16 HEE)
e« LACP VA7 A ID
[/ —}]
LACP ¥ A7 LESEEELT, lacp system-priority =~ > R CRETE 5,
LACP v A7 A ID (F, MAC 7 RLANBARKR IS,
[ EH]
LACP OV AT MERE AR RT D,

SWX232x>show lacp sys-id
% System 0x8000, 00-al0-de-e0-e0-e0

527LACP BEEY L7 7V F—2a VORE
[

lacp multi-speed switch

no lacp multi-speed

[/NT A—F—]
switch D BEEEYV TV —v g UHBEDOE R - AR E
REE i
enable i WEY T TN —a EARIC
disable % WEY T 7Y = a RN
(IR E]
lacp multi-speed disable
ASE— ]
sa—s\)var7 4 b—3a E— R
[ﬁ%]

LACPIZBIT A REEY o7 77U F— a UHEREDAR) - BRI EZRET D,

no IERCHEAT LI=H A IR E 2 W HMEIZR T,

[/ —}]

FREEY 2 T 7 A= g U INEN DA OEIE

« BHREEBR—F) ETOTRTOMBR— FZ2EEHREICEDLLTT 7T 4 71T 5,
© B RAFURFTRTOFERR— FERFICH .

o KIS R DWERHEEZZITANRWGS, B St ngiR s TR — N —EAHAICAZH L, M5
NMERRRERFTER AR — N2 T 7T 4 7 235,

FRE) o T U= g UINERIOEA OEE

o FBAR—FATRINCY 7T v 7 LR — b ERCBEFHEEDOR— NORET 7T 4 7129 5D,
o GBEHENRRIMOR—NMIAZ A DEFLET D,
o FI—hRIATVE—T g VIIEREINTWAEA FTEAN— N TR R I =— g o LEEFR L CiEfE

WEDR—NOIRET 7T 4 72T 5,

o ANV I T T LR FERETY V7 Xy Lz &, LACP#ElA v 4 —T =—A b V7 Xy d
2,

[ EH]

BEEY o T 7 = a v EAMCRET S,

SWX232x (config)#lacp multi-speed enable

528 LACP ¥ A AT U FDFRE
EEN|

lacp timeout duration




194| 2= RU 77 LU A | A Z—T =— A

[2XT A =& —]
duration D FALT Y NERET S
duration B!

short ZALT T E3IVETD
long A LT NEORETH

[AJ1E— F]

A H =T z2—RAE—F

[FHA

LACP # A L7 U b &R ET D,

[/—H]

Az FILLACP i@l A % —7 = — T8 L T % LAN/SFP 38— M D B3R E H e,
LACP @A % —7 = — A2 LAN/SFP AR — F Z )@ S 75513, 24#% LAN/SFP /R — R IZ lacp timeout long 737%

EIND,
F72. LACP iAo v ¥ —7 = — A G PLE S H 7285515, %% LAN/SFP /R — h @ lacp timeout =~ > KD E N
HIFR SN D,
LACP # A A7 7 &1E, RSSO LACP 7 L — A5 ETERN oAy v Li- L e+ CoR
F'Eﬁ % %—é—o

F7-. LACP # A A7 7 FOFEREILLACP 7 L — AIZKHN S L CTRIAMEERIZIE B L, 218 Lo xS ER I S
7Z-LACP ZA L7 7 D13 DB TLACP 7L — L2 EETH LR D,

HE D LACP 7 L —ADEEHMEIL, X HHEERNHE 5T D LACP 7 L—ANIZKEMN E N TV D LACP # A A
T MRS D,

(% E R

LAN R— k #1 ® LACP # A A7 7 % short IR ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if)#lacp timeout short

529LACP 7V —AL O Z—D7 YT

[#FX]

clear lacp [/ink-id] counters
[NT A —=HF—]
link-id 1 <1-127>

LACP #i A v ¥ —7 = — A &K=

[AJ1E— K]
Kt EXEC £— R
[BLFA]

LACP D7 L—2b T A —% 7 VT T 5,

link-id =80 L= 85513, FETLHIETO LACP @i f v ¥ —T = —ADTV—L DX —% 7 VT 5,
[ EH]

ETOLACPHEA LV A —T 2 —ADT L —Dbh T Z—% 7 VTT 5,

SWX232x#clear lacp counters

5210 LACP 7 L — A B U X —DFRRN

(]
show lacp-counter [/ink-id]
[/3T A—HF—]

link-id 1 <1-127>
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LACP igHiA v X — T = — A%~

[AJ1E— K]
JEHERE EXEC &— R, #§# EXEC E— R
[FiFA)

LACP D7 L — LN T H—%FKrT D,

link-id %8 W LT23560%, FIET 22 TO LACP i f v X —T7 2 —ADT L— LA T X —%FKRT D,
& L T % LAN/SFP ARn— F T2 12, LFOHERRRIND,

o EZ[FENTZLACP 7 L —A4

o EZEENT- Marker 71 hILT L— A

s EZEINTETZTI—TL—A

[BEH]

ETOLACPREA LV A —T 2 —ADT L —DLh T v Z—RFRT D,

SWX232x#show lacp-counter

[o)

% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.1 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

He
i

5211 ©— K5 U ZAHEBED )L — )LD
B

port-channel load-balance fype

no port-channel load-balance

[/3T A —HF—]
type DOMRREEA VA —T 2 — A B RD DT DIL— I
type B
dst-ip 565 IPv4/IPv6 7 K L A
dst-mac 5695 MAC 7 R LA
dst-port %645 TCP/UDP R — b &+
src-dst-ip EE L8 L U%ESE IPv4/IPv6 7 K LA
src-dst-mac EETLRE LU%E%E MAC 7 R LA
src-dst-port (508 L O%E S TCP/UDP " — R &5
src-ip {5 I IPV4/IPv6 7 R L A
src-mac EEIE MAC 7 R LA
src-port %6{5 ¢ TCP/UDP AR — K &5
rx-if ZEA H—T 2 — R
[FIHIERE]
port-channel load-balance src-dst-mac
[AJ1E— K]
Ja—n"Nnarz4 7 b—varE—F
B

02— NNT U ZMERE DR IEN A v X — T 2 — A EZRD DD DN — LV EZERET D,
ZAELIET7 L—ANO L2/L3/LA EREFEH L, BEERREIND,
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§§\§%4V&~7xwx%ﬁﬁbt%é@\ﬁt7v~A%§%Lt4V&~7I~XK;D%%%ﬁ&ﬁé
no FECHEAT LGS I3 WIHIREICR 5,
[/—}]
Kawy RIZVAT ABIKROBREE 2D,
IPV4/IPV6 /377 R TIE72 W7 L—ADEEIT, FEESILTNDL—LZEb LT, B#EXBLU%E MAC T KL
A% JCITHRES A v F— T = — APRIET D,
[ EH]

—a—éo
SWX232x (config) #port-channel load-balance src-dst-ip

5212 LACP B A ¥ —T7 = — XD 7 v b a)LIREBRR

[ER

show etherchannel status [/ink-id] [summary | detail ]
[F—TU— K]
summary o RS
detail L BRI
[/3T7 A —5F—]
link-id 1 <1-127>

LACP il A v 5 — 7 = — A& 5

[AJ1E— F]
FEREME EXEC £ — I, #7#E EXEC £— N
B

link-id CTHEE L7 LACP ig¥liA v 4 — 7 = — ADIRBEEEZ T T 5,

link-id Z 45 M% LTz & &3, 2TD LACP @A ¥ —7 = —ZREERTRT D,
summary % f57E L7250 13 R R L, detail #1587 L7 HE 1L EE~T 5,
summary &, detail HEME L7- & X, summary NFEESNTZHDET 5,

LFOmBENRREIND,
HH Bl
Aggregator LACP f@BiA v Z—7 = — R
ID LACP ##iA v & —7 = — A OB ID
Actor LAG iﬁi?@LMPyx%Amm?4ﬁU%4Aﬂc7
Admin Key By B4 D LACP D7t & 72 5 IDGRELR — H 3 5)
Status Voo 77V r—ya s DAT—H A("Not
ready"/"Ready")
Partner LAG ﬁ@ff@LM}yx%AHx7?4ﬁU?mmmc7
Partner Key KFHAHTD LACP 88Dt & 72 % ID
Link count T — 2 @E AR — NUEIE AT AR — MK
Link MR % LAN/SFP AR — F —BEGEHMIZLL FOK)
Link (ZIZUL FOHEA N R R SN D,
RN 08
"Unselected" LACP il 7 = ~ =2 /Li@fE .,
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fE KRR B
"Selected" LACP 3 H %72, LAN/SFP i— h & L C&EIR L7,
"Standby" ;&P#ﬁ%ﬁJAM%Pﬁ%FEL\ﬁ%$*bkb
Synchronization 7 7 7 B
"no" Synchronization 7 7 7 23375 TU M2,
"yes" Synchronization 7 7 27 7335 T\ 5,

fEHARTE & . Synchronization 77 736, U 7 7 w7 L7 LAN/SFP 7R — N DIRFEN D5,

(EERINCS

Synchronization

V> 277 7 L7 LAN/SFP i"— k
DIRE

Unselected no

LACP > v k =L i@fEh,

Selected no

LACP 23H#%h7:. LAN/SFP in— bk &
LCER L, Vo277 F—v
a e LTHRRPD-HD, 2T
— g

Standby no

LACP NE#%h72. LAN/SFP AR— |k &
LR L, R — b e L,

Selected yes

LACP 3 E %072, LAN/SFP 7R— | &
LT8R L, Voo T 70—
gy L THRRLNTT —XEE
HEE 7R o7,

[BREH]
LACP §i¥EA v X —7 = — ADREEZ T T 5,

SWX232x#show etherchannel status summary
Aggregator pol

ID 4601
Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po?2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1

SWX232x#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.l Selected Synchronized
Aggregator po2

ID 4602

Status Ready

yes
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Actor LAG 0x8000, 00-a0-de-e0-e0-e0

Admin Key 0002
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Link
portl.2 Selected Synchronized no
portl.3 Unselected Synchronized no
Aggregator pol27
ID 4727
Status Ready
Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0127
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Link
portl.4 Selected Synchronized no

5.2.13 LACP "— MBEEOHRTE

[EFX]

lacp port-priority priority
no lacp port-priority

[7NT A—F—]

priority : <1-65535>
LACP 7~ — MEJEE
INSUVE EESEEE D R

(AR E

lacp port-priority 32768

[AJIE— K]

A B =T z—AE— R

B

LACP " — MEREZRET D,
no FECHEAT L2 13 € 2 I I 54,
[/ —H]

LACP B A v % —7 = — AT D & & D LAN/SFP AR — MY 8 D F TIX LACP #i A o ¥ — 7 = — AZHIIE
[ZRADI, 8 DEMAT T HONTTREHE AL TRER— ~ &7 2,

Z DX 9 72KE, LAN/SFP R — k[ CHEEIAN 235 F M ST, BRI OB NS DO bR LD,

ESENEAL OFHM 7 1E1L, LR O#EY Th 5,

1) LACP AR — MEJEEED/ NS W S D,

2)LACP R — MBIEENRFR U THIVUL, A v F—T = —AFZI/NSWVRELEIND,

SFP R — b &0 S L5 AT, LACP F— MELEAMOF— b X0 /NSSRETDLEND D,
[ 2B

LACP 7" — MESEEE A 1024 IZERET Do

SWX232x (config-if) #channel-group 1 mode active
SWX232x (config-if) #lacp port-priority 1024

5.3 i"n— MEREE

53.1 A7 ALK TO IEEE 802.1X i EEDHRE

[EFX

aaa authentication dotlx
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no aaa authentication dotlx
(AR E]
no aaa authentication dotlx
[AJ1E— ]
Ja—n)ar 74—y g F— R
B
VAT LAMRT IEEE 802.1X @Gk A AT D,
no A THEIT L72HEIE. v A7 L42K T IEEE 802.1X FBFEA HXh T4 2,
FOAEI, radius-server host 2~ N T E L7z RADIUS r— —ZfiHT %,
[/— ]

ZEPRIC IEEE 802.1X FRAF AT A 7= 01213, R A X —7 =— A T% IEEE 802.1X ik 2 AT HHLER H
%, (dotlx port-control =~ > )

[B% E 5]
AT AR IEEE 802.1X 38iF & Ak 5,
SWX232x (config) #aaa authentication dotlx

532 VAT AR TD MAC REFEREDR T
EEN

aaa authentication auth-mac

no aaa authentication auth-mac

(R E]

no aaa authentication auth-mac
[AFTE—F]
sua—m\Narz 4 b—varsE—R
[FAA]

VAT AR T MAC BFEE BT

no B TEITLIZHAIL. VAT A {2[:*( MAC & uﬁ%ﬁﬁj 2T 5,

FSFEIZ. radius-server host =~ > FTi/E L72 RADIUS h— —%{FHT 5,

[/—}]

FEFRZ MAC HAFA T 57201001, R A v F—7 =—ATH MAC HiF2HNCTH BN H 5, (auth-mac
enable =~ > R)

[BXEHI]

VAT LR T MAC 3Bk &2 A9 5,

SWX232x (config) #aaa authentication auth-mac

533 Y AT L2 TD Web SRIFHERE DR E
[EX

aaa authentication auth-web
no aaa authentication auth-web

[FIEIER E]

no aaa authentication auth-web

[AJIE— K]

Ja—\)naryz 4L — g FT— R

[FHA]

‘:/X'}:.ZA M—QVC Web o uﬁ%ﬁiﬁ

no B CEITLEZHAIE. VAT L8 ﬁ—‘“(“ Web FBAEZ HENZT 5,

FRFEIL. radius-server host =~ N Ci% & L 7= RADIUS Y — _—%fH T 5,
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[/ — 1]

?%[‘%\éﬁl Web it &3 5729 EW XNERA L HF—T 2 —ATH Web & nft%fﬁ)‘j] T HRERDH D, (auth-web
enable =~ > )

[ EH
VAT LR T Web i8Rl E H ML T 5,
SWX232x (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X FRirEEDEEE— NRE

[EFX]

dotlx port-control mode
no dotlx port-control

[/3F A —&—]
mode : IEEE 802.1X FBREOEEE— F
B{EE— K 24
IEEE 802.1X #2:E ™ Authenticator & L CEE
auto
T 5
=L
force-authorized IEEE 802.1X FERED FBREHT A AN — b [H 5%
ET D
— MNCEERE
force-unauthorized IEEE 802.1X G8GIEDAGEFEAR — M ERE
T 5
(#1813 €]
no dotlx port-control
[AFTE— K]
A H—T 2 —AF— R
B

KA v #—7 = — A% LT, IEEE 802.1X REFHEREDEIEE— RE2 R TET 5,

nEARTa~vy REETLIEEAIE., R A % —7 =—ZD IEEE 802.1X ZRIFHEREITEER & 72 5,
[/ —H]

Ko< RIiZLAN/SFP R — B L OGHELA v ¥ — 7 = — AT DHFHE [ HE,

Bail|

LAN 7R— b #1 C. IEEE 802.1X #XFFEREDENET — K% auto IZRET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X IO KV R — b COEELHIHORE

[EX]

dotlx control-direction direction
no dotlx control-direction

[/XF A—&—]
direction COREEFER— FTONr y NEEEIEES R IE
EREENE LA
both EEAE & BT D,
in G DIHLIET B,
[ E]

dotlx control-direction both
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

KRA VA —T7 = — Ak LT, IEEE 802.1X RFEDRFRFERF D /37 v NREENEEZEE T 5,

no FEXTHEIT L72EE L. WIHEREIZE S,

both ZFHE L TV DHEE, Y7 U DY "D XE LTy FEMIEL, fOR— b $7 Y v oS
TWH Ay F =T 2—=A~DT 0= FF v A NZLT Xy A MRTy FHIEET D,

in ZHELTWDEA, TTV DY MPLRE LAYy hORZREMIEL, MOR— 1915 F7 U I h OB S
NTNWBA U H—T 22— A~DT B— RFx A NZLTFy ARy NIEET S,

[/—F]

ARK=a<> RIZLAN/SFP iR — F B L UGHEEA ¥ — 7 = — AZDOHFXE THE,

MRA =T == AT, RAME—FE~vAFH TV I bE— FICRE LA MACRGEE 0P L7256
X, HEIEIZ in & 725,

KA L H—T 2 —ATH AN VLAN OFEEZ L TWEIEBIL, Ao~ FOREBERNERY L 25,

AKa< ROREEZEETDH &, BARREBIIHENIRBICRE S,

ARa<r REFEHT L2010, SR A v ¥ —7 2 —ATHR— FNRIHEREE H T 20N H D, (dotlx port-
control =~ )

Bal]

LAN R— k #1 ORFEFEAR— b TO/ y MREINEZ ZE DRI 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #dotlx control-direction in

5.3.6 EAPOL /X% v F DX EIE DR E
[

dotlx max-auth-req count

no dotlx max-auth-req
[/3F A —5F—]
count ¢ <1-10>
EAPOL /"7 v b DR K%E 1K
(B3R ]

dotlx max-auth-req 2

[ASTE— K]

A H =T 2 —AF— R

B

RBA B —T 2 — 2% LT, EAPOL %7 v F OEERIOENELEHET 5,
o X TCa~y RE2EITLIESEEIL. PIHREICRED,

[/ —H]

K< RIiZLAN/SFP 7R — M B L UOGGHEEA > ¥ — 7 = — AT DA% E I HE,
RKa<wy REMHATHDI2F, MRA L H—T =2— A TH— NEGEEREEZ AN T HXLE N H D, (dotlx port-
control =< > )

[RXEH]

LAN 7R— k #1 C, EAPOL /X7 v hOXERIEE 3 ITRET D,

SWX232x (config) #interface portl.l
SWX232x (config-if) #dotlx max-auth-reqg 3

5.3.7 MAC FIFERE DR E
(]

auth-mac enable
auth-mac disable
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no auth-mac
[¥F—T—F]
enable : MAC RGERE 2 AT %
disable : MAC RGERRE & 20129 %
[WIHARRE]
auth-mac disable
[AS1E— K]
Ao H—=T 2 —AF— R
[BLFA]
WHHA B —T =2 — AKX LT, MAC #BREZ AT D,
no JETIFAT L72GE . £72I, disable Z45E L7236 1%, MAC BREZE 22T 5
[/— 1]
A< RIXLAN/SFP R— B L UGHERA v ¥ — 7 = — AT D HGRIE Pl e,
FERIC MAC FRAEZ T 5720121, VAT AEETH MAC Bl 2 AN T 545738 5,  (aaa authentication
auth-mac =~ R)
[BEH]
LAN R— k #1 ® MAC FRiEHRE A2 202 5

SWX232x (config) #interface portl.1
SWX232x (config-if) #auth-mac enable

5.3.8 MAC FEFEFD MAC 7 RL AR DOERE
[E=X]

auth-mac auth-user fype case

no auth-mac auth-user

ST A—5—]
type o B EAEE
R EME i
hyphen XX-XX-XX-XX-XX-XX
colon XXIXXIXXIXXIXX XX
unformatted XXXXXXXXXXXX
case D ORXF - NEERE
BEME i
lower-case NI (a~o)
upper-case KILF(A~F)
(IR RE
auth-mac auth-user hyphen lower-case
[AFTE— ]
ra—nR)aryJ 47— g F— R
[FiAA]

MAC % BN il 7k‘b\‘(\ AT DEH# 1%%‘3‘5:1‘—%”—% s INAT— ]\O)}%K%%Ej—é

MAC ZFAETlX, U B FOMAC T FL RABa—W—4 « AT — R & L C#EH L RADIUS — N—~FHiE %
R 5,

no A TIAT L7213, FIHEREICRE D,
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[/ — 1]

Ko<y REfHT5720121F, 68 A v ¥ —7 = — AT MAC RS REZ BN T D LENH 5, (auth-mac
enable =~ > )

3“‘/2'%{5']]

MAC GBREIZEHT 5 MAC 7 RL AR Z A 7o L, RLFICETT S,

SWX232x (config) #auth-mac auth-user unformatted upper-case

5.3.9 MAC pcunJ—.Eo)x 57"{ b4 77&%0)_“%
By

auth-mac static enable
auth-mac static disable
no auth-mac static

[F—TU—F]
enable DORET A v I REREANCT D

disable CORET oy VRGN D

[WIHRRE]

auth-mac static disable

[AS1E— ]

A B =T z2—AF—F

(@]

MAC BFFHERE T, RAEEZ SR L2 T U FOMACT RUAZ FDBIZAZ T v 7 N —& L CRET
Do

no IR THEAT LI, F72ld, disable Z$5E LI2GEI1X. A¥ T 4 v 7 BEEZ N T 5,

[/—H]

Az~ RIXLAN/SFP N— M B X UGHERA ¥ — 7 = — AT D HGHE I 6E,

AKa~ v F@aﬁﬁ:ﬁ%%ﬁ?ék FRRRAR TR I T AR e

HE . MAC #REILFDBIZX A F I v/ b —¢& L“Cé‘ﬁ%ﬁ"é?‘:&):ib—“/“‘/ﬁ\ﬁ'/fA?"? NS RPN
RKa<wy FEBRFIAZ T 472 R —L LTRET H-0Ox845 70 b,

clear auth state =~ > K, F72(%, auth clear-state time =~ > R T, A&7 1 v 7 HEERIEEREZ7 VT THZ &
MNTED,

Ko<y R4 5720121F, 68 A ¥ —7 = — AT MAC iRiHSREZ AN T D LENH S,  (auth-mac
enable =~ > )

[BREH]

LAN R— h #1 ® MAC RBFED A X T 4 v 7 Bk E BN T D

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth-mac static enable

5.3.10 Web FRFFREEE DR E
B

auth-web enable
auth-web disable
no auth-web

[F—TU— K]

enable © Web RIS EE X BT T D
disable © Web iRGIEHEEE & HEZhIZ 3D
[FIHAER E]

auth-web disable
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[ASTE— K]

A H =T 2 —AF— K

[FRHA]

ﬂ%/l’ ~\/’/17b‘7:£b‘;< 7§(ATL/VC Web qu%?ﬁfjJ wgﬂé

no JE K THEITLT=HE. F£7/-1%. disable #F5E L7=35A 1. Web PBiE& ®Ehicd 5
[/—F]

ﬁzv/hiummWf-bk;U A LA —T o — A D IR ETRE,

FEBRIT Web RGEAEH T 2720121%, AT AR TH Web iilE 2 AN T H 465D % 5, (aaa authentication
auth-web =~ > )

< /VFH TV A hE— RSN Tl Web BBGEEREZ BN T 5 2 LIX T FHA,
7 A K VLAN L OffHIZTCE EHA,

(B EH]

LAN 7R — k #1 O Web SRIFERER BT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth-web enable

53.11 A FE— RORE
E=N

auth host-mode mode

no auth host-mode

[2XT A—F—]
mode DA — NEGEOENMEE— R
BEE— K B
1f%h@t@1#f)ﬁ/L@ALﬁ
single-host AT 5E— KT, BUICFEEE XA LT
YTV NOBETAT D
1 R—=HIZ VBT > bOEE%
AT 5E— RT, &MOVT Y T A
multi-host muuﬁ%/\xj—é C]'f I_JL/-J_"_‘ }‘EE‘FOD "j_7
Uy MER nﬁ%??joiﬁ <T %)JE'L:IZ))EI
L
1T~h%t©@ﬁﬁ7)w/b@kﬁ
multi-supplicant AT 5E—RTHT U I MEIZHED
el - ERAERET D
[FIHAER E]
auth host-mode single-host
[AJ1E— K]
B =T 2 —AF— K
B

RRA U H—T 2 —ATH LT, A— FRGEOEEE— RELET 5,

no R TEIT L2 A1E. PIHIREIZRE S,

[/—}]

ARza~< > RIXLAN/SFP A"— FEB X OGRELA ¥ — T = — AT D HFRE A 6E

AKa~vr ROREEXERTDH L, RARRIEIIWIHIRE
vw%%7)w/h%~kf&4%:yﬁWAN%ﬂ%#é%é\%fUWVkﬁﬁ?WAN%%Eﬁé:&ﬁﬂ
HEo

VVFRA = RTHAF I v 7 VLAN 28T 256, 2HFBLEOY 7Y I MIRPIOF 7V 712 b A
A L7 VLANID 2Nl & 5.,
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RKa<wy REMFHATHD2F, MRA L H—T =2— A TH— NEGEHEREZ AN T H2XLE N H D, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )
[ EH]
LANR— M #l Z~v AV FH 7TV I FE— RICEET 5,

SWX232x (config) #interface portl.l
SWX232x (config-if) #auth host-mode multi-supplicant

5.3.12 IR F DR E
[EX]
auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order
[F—D— K]
dotlx : IEEE 802.1X #&FF 7=
auth-mac : MAC #ZiF
[F13E% %]
auth order dotlx auth-mac
[AS1E— K]
A H—Tx2—AE— R
B!

AN— FEBAERE C, REEF R AP L7256, SRR T O IR A ET 5,

no B CTHEAT L= E 1, W EICR S,

[/—H]

AR~ RILLAN/SFP A— M B L UGHEEA ¥ — 7 = — AZDOFGHE F R,

Web FRFEIZ, ARREICEIFR7R < Web F3AEM & C ID/Password 787\77 Lo & ZITREREZ1T O,

IEEE 802.1X 5¥E. MAC Gk, Web iBAEDRRE NN 256, € ORGEST AT FEH S g,

Kawy REFEHT L0123, %A ¥ —T7 2 —ATHR— ]\uunH}E EXHNTHNLENSH D, (dotlx port-
control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )

[BREH]

LAN R— b #1 OFRFEF X DNAFE % . MAC FB5E -> [EEE 802.1X FRFEDNEE TIT 9 L S ITRET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth order auth-mac dotlx

5.3.13 FREEDRE
&R

auth reauthentication

no auth reauthentication

[FIH#13% 2]

no auth reauthentication

[AF1E— ]

A H—T 2 —AE— R

B!

ﬁ%%y&—7i—x ﬂLT TV h v N OFEREREE AT
no ﬂ%ﬁ(%?? fo_ ﬁ:wuu %ﬁf‘jj ;ﬁﬁéo

KRR E & AN Lf: AL, RREICAPI LYY 1 v b 2 E IS FRRRET 5,
FHRRFEOMFEIZ. auth timeout reauth-period =~ RTEHE TX 5,

[/—}]

A< RIXLAN/SFP R— B L UGREA ¥ — 7 = — AT DB IE Al e,
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IEEE 802.1X RGEREL., ﬁm£®&4 Vb E L, 7Y B MIZTEAPOL A7y FEEE LT a—Y—{15H%
ﬁﬂ‘yﬁ%’; [/ RADIUS ‘Tj‘%«/\*‘ k—ntu uL‘Eg;k 75_)1'7 5 o

MAC ZREFHRT. HRGFDZ 1 2 /7¢ﬁék\ﬁfuwyb®wmc7va%1~%~%\%;w\NxU~F
L Efﬁ L T RADIUS H—/—|Z \—ntu nﬁgjk %?—T 5 °

Web FULAIJJ‘_EHjﬂ‘:j: EEAL‘HJ‘_EO)a/‘) /&a f(ﬁé k ‘H_.j ) 7\7-/ ]\ODHILJDLE‘H: %j%l]lbﬂ Z%%éﬁéo

Ka<wy REMERTH0120E, B, v F—T 2 —ATHR— MliHEEEZ AT D2 HENH 5, (dotlx port-
control =< > | auth-mac enable =~ > N auth-web enable ==~ >~ )

[BREH]

LAN 7R — I #1 OFBIEE B

SWX232x(conf1g)#1nterface portl.l
SWX232x (config-if) #auth reauthentication

53.14 A4+ I v 7 VLAN O&RE
[

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

[WIHIRRE]

no auth dynamic-vlan-creation
[AJ1E— ]

A F =T z—AEF—FR
B

KGA X —T 2 —RTK LT, ¥A4F Iy 7 VLAN ZHENCTT D

no B THEAT LA 1X. A7 v 7 VLAN 250295,

XA F v VLAN BERA 2 —7 = —ATIL, RADIUS %— 3= L H57E &7z JBYEME (Tunnel-Private-
Group-ID)% & &2, FfE VLAN ZEJICZE 5,

[/—}]

A=z FiX LAN/SFP AR — B L OGRELA > # — 71—x&®#%iﬂ%0

AKa~v s RORECERT LH L. RBARIRRRIZHIHRRE
vw?#?)ﬁ/b%*kf&4f:yﬁWAN%ﬂ%?é%é\ﬁfUﬁVF%ﬁTWAN%%E?é:&ﬁﬂ

figo
VT RARE=RTHAF I 7 VLAN ZHIAT 256, 2 FHUBEOY T ) I MIRYIOY 7Y 7 > b v
F L7 VLANID 23 &%

Ka<wr REMERTH7-0120E, JHBA v F—T 2 —ATHR— MliHEEEZ AT D2 LENH 5, (dotlx port-
control =~ > K| auth-mac enable =~ >~ | auth-web enable =~ >~ IV)

[BREH]

LAN R— b #1 TH A F I v 27 VLAN ZHZT %

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth dynamic-vlan-creation

5.3.15 % 2 b VLAN ORE
B

auth guest-vlan vian-id

no auth guest-vlan

[/3F A—F—]
vilan-id c <1-4094>

7 A+ VLAN F® VLAN ID
[FIEIE% E]

no auth guest-vlan
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

RRA B —T 2 — ARSI TV DT T Y B EBRERE, H D WIE, BRI D & X ZHTE T 557 A N VLAN
%j: ‘a_éo

no TR TIAT L7=8A1E. 7 A b VLAN OREZHIRT 5,

[/—}]

A< RILLAN/SFP R — R B LOGREA v ¥ — 7 = — AT DO HG%E " HE,

ARKa<w FOREEZEET DL &, sBaBREBIIPHIREICRE S,

AKa<y REFEHAT 7201203, SR A v H—7 2 —ATHR— MNBIHEREE AN T D2HENH S, (dotlx port-

control =~ > N auth-mac enable =~ > |)

A= Fid, Web BREN AR L SRETE EHA,
Bl

LAN 7R— |} #1 TZ 2 ;s VLAN #10 24577 %,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth guest-vlan 10

5.3.16 FBAELEE O IEHAR DR E
BV

auth timeout quiet-period time

no auth timeout quiet-period

[73F A —4F—]
time 1 <1-65535>
AR, V7Y o b & OlfE 2 AT 2 B ()
(R E]
auth timeout quiet-period 60
[AT1E— F]
AE =T 2 —AE— R
[FAA]

MHRA o F—7 == TR LT, RAERIE ORBGEM LM 2 30E T 5,

no FECTHEAT LG AL, WIHIEREIZE 5,

RREIIEFAR IS 2T Lz M _CEEES 5,

[/—}]

A< RIXLAN/SFP R— B L UGRERA v ¥ — 7 = — AT D HGRIE Pl e,

AKa<y REFEHAT L7023, WA v X —7 2 — A THR— MNRIHEREE AN T D20 ENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > )

[BEH]

LAN AN— bk #1 OMIEHFE O E & 300 (R ET D,

SWX232x (config) #interface portl.1
SWX232x (config-if) #auth timeout quiet-period 300

5.3.17 FRFEREIR DR E
(==X

auth timeout reauth-period time

no auth timeout reauth-period
[78T7 A —F—]
time 1 <300-86400>
PV B S OFERIEHFRED)
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(AR E]

auth timeout reauth-period 3600
[AJ1E— ]

A HF =T z—AE—F
B

RGA B —T 2= R K LT, 7V B FOERGEMEEHET S,

no B TEIT L2 A L., PIHIREIZRE S,

[/—}]

A< FIX LAN/SFP iR — M B L OGRHELA ¥ — 7 = — AT D Bif% & Al e,

Kawr REHT 720120, J8A v ¥ —7 = — A THR— MRIHERE. 7o, FHRBIHEREZ AN T 5 MEN

» 5, (dotlx port-control =~ > | auth-mac enable =~ > N auth-web enable =< > R, auth reauthentication =
<~ R)

Bl

LAN 7R— h #1 OHFFEGERROBIEZ 1200 ICBET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ — N—2{KkD LB B REE O E
BV

auth timeout server-timeout time

no auth timeout server-timeout

[/3T A—HF—]
time 1 <1-65535>
FOREEL RT3 D REREY — /N = b DJREAF B (F))
(R
auth timeout server-timeout 30
[AJTE— K]
AE =Tz —AFE— R
[FAA]

XA B —T 2 — A THR— FEFEEIT 9 & & D, RADIUS ¥ — "—2fK) 5 DIGE R HIRFIE 2 3 E T 2.

no FEICHAT L= GA X, WIHIRTEICR D,

[/—}]

A=~ R LAN/SFP AR — b8 L OGREEA > F — 7 = — XIZ D HFRE Al HE,

ARBEEI

(radlus-server timeout =~ > K DOFXEfH) x (radius-server retransmit =~ > KO EfH + 1) x (RADIUS H—/3—%%)
BT 20ER S D,

ARa<r REFEHATL720120F, SR, v X —7 2 — A THR— NBIHEREE AN T D20 ENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)

[BEH

LAN 7R — | #1 OFEFEERIZxIT D RADIUS H— N —2ARDISE AR BRI 4 180 YT E T 2.,

SWX232x (config) #interface portl.1
SWX232x (config-if) #auth timeout server-timeout 180

5319 %7 U B MGERFLREE ORE

&Y

auth timeout supp-timeout time
no auth timeout supp-timeout
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[NT A —=HF—]
time 1 <1-65535>
BV H v R D DOINERE B R ()
(AR E]
auth timeout supp-timeout 30
[AJ1E— ]
A HF =Tz —AE—F
B

KRA B —T 2 —RZHK LT, A= RFEEITO L 2DV TV I M b DISEFRF LR 25X ET D,

no B CHEAT L=HA 1L, WHREIZR DS,

[/—}]

K=z~ FILLAN/SFP R— M B X UGHELA » X —7 = — AT D HGE Al 6E,

Ko<y REfHATH70120F, HH8A X —7 2 — A THR— NRIHEREEZ AN T 20BN H S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)

[ EH]

LAN R — M #1 OV 7V 2 b6 OISEFF B A 180 FMICERET 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS #— —/K X FORTE
EEN

radius-server host sost [auth-port port] [timeout time] [retransmit count] [key secret]

no radius-server host

[F—T—F]
auth-port : RADIUS #— N—DFRFEH UDP A — hEEARET D
timeout : RADIUS $— "=~ DRI D INE RN R 258 2T 2
retransmit : RADIUS $— "—~DERFEREE AR ET D
key © RADIUS #—/3— L O@ERHIHEH T 5 /32T — RERET D
[73F A —&—]
host i IPvd 7 FLZ(AB.C.D) £7213 IPv6 7 R L A(X:X::X:X)
IPv6 U > 7 a =BT RUAZEEST 2HEIE, B VX =T 2 —ALRET 20ERDH
% (fe80::X%vlanN D)
port 1 <0-65535>
RRFEM UDP AR — 3 S (W HRF IO 1812 21T %)
time : <1-1000>
B FERSIRE R (FD) (48 WS IF 1 radius-server timeout =1~ > R E(FIHIME 5 EONZHE D)
count : <0-100>
TR P4 (4 WS IR 1T radius-server retransmit =~ > Ra% & (FIHIME 3 [0)25E H)
secret DOEARETREIOL . A= EEREATES(128 XTFLN)
HAGRA T — REWEHE radius-server key =2~ > RE%EICHE D)
[FIHIERE]
mL
[AJTE— K]

Ja—\)ar7 4l —g % — R
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[FEHA]
FRREY— =V X M —R—Z BT 5,
R M) =T 8 TH D,
no B CTa~y FEFETLIEGEIL, ELEY—"—Z3iE— 13— U X k2 BHIERT 2,
[/—}]

FXEEIL. (radius-server timeout =~ > K DX EfH) x (radius-server retransmit =~ > RO EfE + 1) x (RADIUS
—/X—%7) DAY, auth timeout server-timeout =~ > KOFREMENIZ/R 2 XL O ICHETHALERD B,

LLDP H #iz% EEHE To% € S 117~ radius-server host =~ RORREITIZ, —FRRBRETHDHZ &5 HR
J"dynamic" 47 Y 3 UAMTE &S, "dynamic"A 7 Y g UMTE STV A EGE, write 2~ REFEITLTH A
B— T v T3 T 4 TR SN2,

[ E ]

IP 7 R LA 192.168.100.100, &EFFHEIFRH] 10 B, ZOREFREEIES Bl & U CRRREY— 3 — U X MZBINT %,
SWX232x (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 KA 192.168.100.101, FFFEA UDP A — b 1645, /XA U — K"abede" % 7BAEH—/N—1U X MZIBINT 5,
SWX232x (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

72— )b RADIUS H—/3—Z @ik — 3 — U 2 MZBd %,

SWX232x (config) #radius-server host 127.0.0.1 key secret local
5.3.21 RADIUS H—"— 1 BdH 7 Y DISERHREF OBRE

(&=

radius-server timeout time

no radius-server timeout

[73F A =4 —]
time : <1-1000>

ZORISE IR (FD)
(AR ]
radius-server timeout 5
[AJ1E— F]
Jsua—m\varz 4 b—va e —R
[@iA]

RADIUS —X— 1 BH 720 OINEFHFHRM 2% ET 5,

no B Ta~r FEETLEEEIE. FHREICED,

[/ —H]

radius-server host =< > RN CH — N—[EHFH O ERISEFHRIF AR E INTWAHEA. radius-server host =<2 N
O)Eﬁfﬁ_’ \—/f/?E 9 o

AR EfEE
(radius-server timeout =~ > N DFZE{H) x (radius-server retransmit =~ > FDOFREME + 1) x (RADIUS ¥ — 3—4%7)
DOAEAY, auth timeout server-timeout =~ > RO EMMNIZ72 D X I IZIHET HZLERNH D,

[BREH]
RADIUS ¥ —/3— 1 BbH ) OIEER BRI Z 10 BIZRRET 5,
SWX232x (config) #radius-server timeout 10
5.3.22 RADIUS Y — S—~DEREEFEFOHE
[EX]

radius-server retransmit count

no radius-server retransmit
[/XT A—F—]

count ;. <0-100>



v R 77 LA | A X —7 =— A | 211

HOR A
(AR E]
radius-server retransmit 3
IAF1E— K]
Ja—\)ar 74—y g — KR
B

RADIUS H—/"—~DERFEEE ZHET D,

no B TCa~y NEFATLIZSHEIR. PIFRREICRE S,

[/—}]

radius-server host =~ > N TH — R —[HH DERFEEHE AR E SN TV DH5E . radius-server host 2~ > ROk
TEWCHED o

[BREH]

RADIUS H— " —~DERFEEHE % 5 BICHET D,

SWX232x (config) #radius-server retransmit 5

5.3.23 RADIUS % — N—FLEF AT — FORE
EEN

radius-server key secret

no radius-server key

[/3T7 A —5F—]
secret D HHEARART—R
PAFHTIB L Y AR— 2 Z2 R AL E(128 SCFLLR)
(R E]
no radius-server key
[AJTE— K]
AV N A I Sl
[FRH]

RADIUS H—_— L O@ERFICHEHT 2 F ATV — &R ET D,

no B Ca~r REETLELEIL. PIHERTEIIRD,

[/—}]

radius-server host 7~ > R CH—N—FEHEFDOHLF AT — RPRBRESINTWDHEE. radius-server host 7= KD
BIEIHED .

[ EH]

RADIUS H—_— L D /2T — K& LT abede" &R ET 5,

SWX232x (config) #radius-server key abcde

Wi

5.3.24 RADIUS H¥— \—f FINHIRE R D% &

[EX]

radius-server deadtime time

no radius-server deadtime

[/3F A—&—]
time : <0-1440>

RADIUS H—/3—fif FH il R (57)
(IR E]

radius-server deadtime 0
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[ASTE— R
Ja—x\)aryz 41—y g T — R
[FRHA]
RADIUS % — R—~DHERNHX A LT U b LIz &, FZS4 Y — =R 2T 2 M 2R ET 5,
no B Ta~r REET LA, FIWEREICE D,
[RXEH]
RADIUS H— —ffi NI 2 1 21258 ET 5,

SWX232x (config) #radius-server deadtime 1

5.3.25 RADIUS Y —/—|ZiE%19 5 NAS-Identifier DR E
[ER

auth radius attribute nas-identifier /ine

no auth radius attribute nas-identifier

S5 A —&—]

line DRBRBISCFH253 L)
NAS-Identifier EE: & U TRRE T DL DTS

(AR E

no auth radius attribute nas-identifier

[AJIE— K]

Jua—nm"narz4 7 b—va e —R

[ﬁ%]

R EREFEREIZ B\ T, RADIUS Y—/3—|Z NAS-Identifier )@ & L CGRETT H2EE O XLFHV 2R ET D,

21§ REx LT2%A 1L, RADIUS $—/3—|Z NAS-Identifier B & L CGRENL, RELHIR L-GE @M A Z1ET
5o

no B Ca~<> FEFEITLZGEIR. PIHREICE S,

[ EH]

RADIUS Y —/X—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] Z¥& > Fd 5,
SWX232x (config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 RADIUS ¥ — \—ENE B DFRFED R E
[E=]

auth no-response-authorized
no auth no-response-authorized

(IR E]

no auth no-response-authorized

[AJ1E— K]

Ja—)ary 74— g — R

[AA]

RADIUS H— R —MESEREZ, FERERS) L7z b o & L TEET 5,

Immmmxmﬁ MAC BFE, WEB fBREDO K FRFEIZIV T, RADIUS ==L DIREN R XA LT F LTz
. ENENOR umﬁtmu FAERE L= b o & LCEET B,

fcﬁk Ko<y REMHAT 55A1L, auth reauthentication =~ > K & auth timeout reauth-period =~ > K CHi&E
WEEITD T L,

ﬁmeODFﬁBW% %@J RRTE ?5 LT, — BRIz (ZRBE u?j‘éﬂf\_ﬁ %I‘Eﬂiéﬁ #5:&75)’(%50
[/ — B

X2 VT4 OB ERLBNBH LT, Aa~vy FEfHTB3tx 207 0 —RY v —z 2 Had
HZ L,
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Ko< RAEZD RADIUS H— "— MR LHE L & &%, TOEEL 725,
s RADIUS ' —R—DODIRENL A LT U N LTz EORFEFAUC LT > CRAEEFFT 5
« IEEE802.1X FBFETIL, 7V v FOHRER LI X > TEFICEMEL 2 WEAERH D
« RADIUS % —_—2 R E STV DG, T73TO RADIUS H— =75 O IRE DD - T 56
AERED &35
e XA4FIv 7 VLANZHFH L TWAHATH->Th, R— MIREEIN TS VLAN TEIfET S
s TRTOYTY Iy MEFIFFIICT 5729, 7 A N VLAN [ZEIEL 720
« RADIUS % —/3—7R A hOFRENLWVIEAIE, Ao~y FRRE I TOTHRERERIITIE R 5780

[ EH]
RADIUS ¥ — /R — SR CEREE & HEhIC T 5,

SWX232x (config) #auth no-response-authorized

W

(2D,

73}
7

T

5.3.27 R— FRIEFERDOFR

[EFX]

show auth status [interface ifname]
[F—T—F]
interface BEDA L E—T 2= ADERO T FRT 5
P85 A—&—]
ifname LB =T 2 —R%

RRT DA H—Tx—A

[AJE— F]
JEHERE EXEC ©— K. Hj# EXEC £— K
[RLBA]
K FBAIEO R EIRE, B L UBHEOBIERE 2 27T 5,
[BEH]

ﬂf‘_‘ ]\wuu rﬁ?&%%ﬁj—é

SWX232x#show auth status
[System information]

802.1X Port-Based Authentication Enabled
MAC-Based Authentication Disabled
WEB-Based Authentication Enabled

Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

: Not configured

(port:1812)

802.1X Authentication : Auto (configured:auto)

MAC Authentication Disabled (configured:disable)
WEB Authentication Disabled (configured:disable)
Host mode Single-host

Dynamic VLAN creation Disabled

Guest VLAN Disabled

Reauthentication Disabled

Reauthentication period : 60 sec

MAX request 2 times

Supplicant timeout 30 sec

Quiet period 60 sec

Controlled directions Both (configured:both)
Protocol version 2

Clear-state time

: Not configured
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Authentication status : Authorized

Interface portl.4 (down)

802.1X Authentication : Force Authorized (configured:-)
MAC Authentication : Disabled (configured:disable)
WEB Authentication : Enabled (configured:enable)
Host mode : Multi-supplicant
Dynamic VLAN creation : Disabled
Guest VLAN : Disabled
Reauthentication : Disabled
Reauthentication period : 3600 sec
MAX request : 2 times
Supplicant timeout : 30 sec
Server timeout : 30 sec
Quiet period : 60 sec
Controlled directions : In (configured:both)
Protocol version : 2
Clear-state time : Not configured
5328 47U B MEROES
[ER]
show auth supplicant [interface ifname]
[F—T— k]
interface L EDA A —T 2 — ADIEROIL T FERTDH
(785 X —%—|
ifname DA E—T 2 — R4,

FERTHA L HE—T =2 —RA

[ASTE— K]

HrfE EXEC £— R

BN

RN— FGEICBIT A3 7Y v MEREFRTRT D,
(B EH]

LAN A R—F #1l OV 7V v MEREERT D,

SWX232x#show auth supplicant interface portl.l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authorized 1 802.1X
5.3.29 FEHER DFR

EN

show auth statistics [interface ifname]

[FF—TU— K]

interface D BEDA B —T 2= ADMHER O E FRT D

85 A —5—]

ifname LA UH =T 2 — R

TR T DA H—T 2 —R&

[AF1E— ]

FEHFHE EXEC £— N, F7#E EXEC E— N

[FHA]

HR— MR B8y bOFEHERE T S,
[ E B

LAN 7R— b #1 OFEHEHR 2L RT D,
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SWX232x#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455
Transmitted frames : 11
EAP Request ID 3 A
EAP Request 3 9
EAP Success 1
EAP Fail 0
RADIUS packets:
Received packets : 10
Access Request : 0
Access Challenge 3 9
Access Accept 1
Access Reject : 0
Transmitted packets : 10
Access Request : 10
5.3.30 KLEHERDZ U T
EEN!
clear auth statistics [interface ifname]
[FF—TU— K]
interface CEEDA H—T 2 — ADKEE RO E T VT T
85 A —5—]
ifname LA UHE—T 2 — R
FRTHA L H—T2—A
[AJ1E— F]
Rt EXEC E— I
[FFA]
N— FREEZBIT 237 > FOHEHEHRE 7 VT4 5,
BLL)

LAN R— | #1 OfEaHERZ 7 V7T 2,
SWX232xf#clear auth statistics interface portl.1l

5.3.31 RADIUS ¥ — N"—REFROER T

[EX]

show radius-server
[AFTE— F]
¥¢iE EXEC £— F
B

RADIUS % —_—{ZT D& EFHE R -T2,

FBRE—/N— U A NS L TH D RADIUS r— _— DR EER(—/3—HR A b, RFEH UDP R— hEE, A
PRAT— R ERISA R, BORFREEL, Y — S — SRR 2 KR 5,

Bt

RADIUS H——ICBT 2R EHME R RT D,

SWX232x#show radius-server
Server Host : 192.168.100.101
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Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 3 3

Deadtime : 0 min

5.3.32 Web SRFERIHE DU A L7 b5 URL OFRIE

[EFX]

auth-web redirect-url ur/
no auth-web redirect-url

[/XT A—F—]

url COEASEET B L UNEATL S (K 256 30T
Y XA L7 MED URL

[FI813% 2]

no auth-web redirect-url

[AS1E— K]

Ja—)aryz 4 b—y g rET—NR

B

Web FRFERIZICU XA L2 b3 5 URL 23R ET 5,

no ﬁ?iﬁ:f%’/ﬁt L/fii};l? IR nﬁﬁé@ ) &/]) v ]“#A% %ﬁiﬁ@\t#é

[/ — ]

"MEGATZURL ZHEET 5 2 LIXTEERA,

[ EH]
Web FRGEREIE DY & A L 7 AT http://192.168.100.200 % F57ET 5,

SWX232x (config) #fauth-web redirect-url http://192.168.100.200

5.3.33 FREERRED 7 VT

[ER
clear auth state [all] [interface ifname] [supplicant mac-addr]
[¥F—T—F]
all D RTOV T By FORGERIEE 2 VT T D
interface D BREDA A —T 2 — R EINTCWA YU b FORGRREEER 7 U T T 5
supplicant D RFEOY T B N OREEIREE 7 U T 95
[XTA—=F—]
ifname LA UE—T 2 — A4
VT THA 0 F =T =R
mac-addr ¢ hhhh.hhhh.hhhh (h 13 16 #£%5)
XD MAC 7 R LA
[ABE— F]

ke EXEC £— R
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[@iA]
Y7V N ORAEREE 7 VT T D,

[BREB]
LAN R— b #1 IZHFE SN TV DT 7Y 1 b OFEGERIEE 7 U 7T 5,
SWX232x#clear auth state interface portl.1l

5334 FBEIEREED 7 U T 2 RHIDORECEC AT D)
E =

auth clear-state time time

no auth clear-state time
[R5 A— 5|
time : <0-23>

PORERREE 7 U T 9 DI
(IR E]

no auth clear-state time

[AS1E— K]

Jua—\)aryz 4 l—y g rETw—NR

B

VAT LRI T v M).m Riez 27 V7T 5852 ET 5,

nO}%KT%%?LfC]ﬁEI N nun flj( %7 JTTJ—}:)H%‘:*IJ E%H’U%ﬁ—éo

[/ — D}

A UH—T 2 —ACRBIEIREER 7 U T T BRFLNHRE SN TWDEGE, A ¥ —7 = — AR E SN A TG
WED T VT 51T,

BREH
VAT LARERTY T N OFGRRER 7 U T DA & 12 FRCRET D,
SWX232x (config) #auth clear-state time 12

5.3.35 BIEIREED 7 U T DL DR EA v ¥ —T =—R)
[ER]

auth clear-state time time

no auth clear-state time
[R5 A— 4 —]
time T <0-23>

REiRBZ 7 U T D R
(R E]

no auth clear-state time

[AJIE— K]

AR =T 2 —AE—F

[

ﬁ%%y&~714X’%fUﬁyb®M£h x0T O AR ET D,
no A TIAT LA, ERREL 7 V) 7 LRI O E L HIBRT D,

[/ —}]

ARz~ RIZLAN/SFP A"— FEB X OGRS ¥ — T = — AT D HFEE A HE,

KBEA L H—T 2 A ATV AT ARRICEIRRREZ 7 UV T T AANRESNLTWVWTH, Aavr RTRESN
fCH#ZUTmunE'H( 0)7 )7%‘_”??50
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[BREH]

LAN AR— M #1 IZEe S 7 U o FOFRGEREER 7 U 7§ D84 % 12 BRICERET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #auth clear-state time 12

5.3.36 Web RFFHEIE D A X~ A A7 7 4 L OEE

[F=

copy auth-web custom-file all src_config num dst_config num
copy auth-web custom-file filename src_config_num dst_config_num

[F—VY—F]
all D ATO Web AR AL ~A A7 7 A NV Ea—T 5%
[/XF A—F—]
filename OEAEETB LOAT S
Webmuu ﬁﬁ15742ﬁﬁ774’/1/@774)/1/%
src_config num . Y —TDaALT 4 TS
BEE FLEA
0-1 AR = T T arr 4 7%&s
sd SD 1— K
dst_config num . avr’—eoar T 4 IEE
BREME LA
0-1 AR— T v Far7 4 &k
sd SD 1— R~
[AJTE— R
¥i#E EXEC £— K
[?ﬁfﬁ]
Web 325 ﬁﬁ257479‘ﬁﬁ@774’/1/%35“?“50
[/ —F]

SD 51— RinB AA » F~ Web iilLBIEH I A X~ A A7 7 A V& 2 —F 25513, SD U — RO /HiE4/
startup-config/web-auth/ {247 7 A L& FRE L T 72 &0,

SD 1— FAR~T v b SN TWRUVIREETIX, SD #— FH® Config 0 RICL TARa~v L FEFETTH LT —L&
%,

[ E B
4T Web iBRERE A A X~ A A7 7 A V& SD H— RipbAZ— T v 7 a7 4 740 ~ab—15%,

SWX232x#copy auth-web startup-config all sd 0

5.3.37 Web SREEEER I A X~ A X7 7 4 )V OHIR
B

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[F—TU— K]
all . ﬂif@ Web uun @ﬁx&"\?/]) X\‘)EH77/(}1/%%IJ|§/%—646
[/3T A —HF—]

filename DA LOEARL S
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Web RGEHIE A AT ~A AHT7 7 A NVDT 7 A V4

config num =N =
REHE B
0-1 AB— N NT v Tar7 4 7%Es
sd SD 1— R
[AJ1E— K]
¥iHE EXEC £— K
[%FEEDEJ]
Web muu ﬁﬁ15747<ﬁﬁ@774/1/78ﬁu%ﬁ—50
[/—}]
SD 71— KRB~ S TWRVIREETIE, SD #— FIN® Config ZxXRIZL T ARa~vy KEETTHEZT—L
25,
[BREH]

logopng & AX— KT w7 a7 0 7#0 InHHIBRT 5
SWX232x#erase auth-web startup-config logo.png 0

5.3.38 EAP /XA A )L —DHRTE
EEN|

pass-through eap switch

no pass-through eap

[78T7 A —=HF—]
switch : EAP /RZ 2 L—DEE
BRIEME i

enable EAP /N AR )V—%HNZT 5
disable EAP /R A Z )L — &R 5

(AR RE]

pass-through eap enable

[AJ1E— F]

Jsua—m\varz 4 b—va e —R

[@i ]

EAP /XA Z)L—DF NN 20 2, EAPOL 7 L — ADHEE AR A2 ET 5,

disable ZF8E L7=35E1%. EAP 7 L — A & filfdEd4 %

no FECTHEIT L7=HA . F7214, enable 45T L7=8A1E. EAPOL 7 L — A& EEET D,

[/ — D}

802. 1X FAHEREN A RN 72 A F— T = — AT HOWTCIIFHAERE Z 55 L, EAP /XA XL —DOREITEH S 72wy,
L)

EAP /XA A )L—ZH5h2 4 5,

SWX232x (config) #pass-through eap disable

I
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54 R —hEX2UT 40—

541 F—bEX=2 V7 1 —HREORE
[E
port-security enable

port-security disable
no port-security

[F¥F—TU—F]

enable D AR—bEX2 VT —HEEEF DTS
disable D R—=beFa VT LT D
(IR E]

port-security disable

[AFIE—F]

B =T z—AEF— R

B

MBRA L H—T7 2—RZHH LT, A—beXa T 0 —HEEHENT S,

no A TEHAT L7, £721%, disable ZI5E L12GE1E, IR A VX —T 2 —ATHR— X2 U7 1 —HiE%x
N3 2,

[/—h]

A=z RILLAN/SFP R — M B L OGREA o Z — 7 = — AT D HGRIE " e,

A= hEX2 U7 ¢ —BEEEZ AN LR T, BRI T RWERRITIEIN D,

Bl

LAN R— Rk #1 DR — bt X 2 V7 ¢ —HEEEZ AT 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #port-security enable

5.4.2 FFA] MAC 7 R L A& &%
B

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[FF—Y—F]

vlan : VLANID %48/E

[23T A —&—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 #E%5)
%50 MAC 7 R L2

action : mac-addr 54D 7 L — ATk HENE
BEE LA
forward Bk T 5

ifname : LAN/SFP AR— M E7iFfmElA v 4 —T = — X
SBEDA B —T = — A4

vian-id o <1-4094>
5t4: D VLAN ID

[FIEIER E]

L
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[AJTE— K]
Jga—n~)aryz 4 b—y g rET—NR
B!
R—=hrEXa VT 4 —2HMNI LA — N TEEZFHFTT25 MAC T KL REEET 5,
no FEXTHEIT LT2EE L. BEEHIFRT 5,
[ EH]
MAC 7 KL & 00:A0:DE:00:00:01 %2, LAN AR"— bk #1 OFF A7 KL A & L TEERT 5,
SWX232x (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 %2 VT ¢ —BERXEOEBIEDORE
Ey

port-security violation action

no port-security violation

[/XT A —=HF—]
action D AR—beXRa VT —EKEOBIE
BiffE— K s
discard AV AN E
shutdown Rl N A A7
(AR E]
port-security violation discard
[AF1E—F]
AP =Tz —AF— N
[@iH]

WGA L H—T 2 —RAZXH LT, R—bheXa VT ¢ —BKREOBET 7 v a vV ERET D,

no B THAT L= BAE, FIHIREICH S,

[/—}]

shutdown E— R TV ¥ v N U EN7-A— F&EIHIE58A81%, noshutdown =~ REHWD
A< FIX LAN/SFP iR — M B L OGGELA > ¥ — 7 = — AT D Bf% & Al e,

Bl

LAN R — bk #1 OEXFOEEL R — M Z U NIEET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #port-security violation shutdown

544 R— b EF =) T 4 —FEROERR
[E=]
show port-security status
[AFTE— K]
K¢bE EXEC £— R
[FHA]
R—bhEx=2D7 0 —HHREETT 5,
[BE B
=¥l T —lEHRzeErndT 5,

SWX232x#show port-security status
Port Security Action Status Last violation

portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal
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portl.4 Disabled Discard Normal

portl.5 Disabled Discard Normal
portl.6 Disabled Discard Normal
portl.7 Disabled Discard Normal
portl.8 Disabled Discard Normal
portl.9 Disabled Discard Normal
portl.10 Disabled Discard Normal
= N

5.5 = 7 — M HiBEE

5.5.1 errdisable JKBED> D D B BYE [HHEEE DR E
[

errdisable auto-recovery function [interval interval]

no errdisable auto-recovery function

[¥F—U—F]
interval © HEVEIRERR O E
[T A—&—]
function . errdisable DJFIK & 72 2 HHE
BREE i
bpduguard BPDU 7/ — RE&RE
loop-detect — 7R Rk RE
interval : <10-1000000>
HEME AT 2 £ TORE)
[WIEIRRE]

no errdisable auto-recovery bpduguard (BPDU 77— KE&HE

errdisable auto-recovery loop-detect interval 300 (/L — 7" # HHFKBE

[AJTE— K]

Ja—\)arz 4l r—g % — R

[

T 7 — R HBEREIC K > T errdisable JREBIZ R > 7 & ZICHEANICE IR T HHRELZ AN LT, BENMEIRT 2 £ TORy
MaERET D,

interval &M L7=561%. 300 RO EREIND,

no I THEAT LI aid, BHEVE RN EL L 22D,

[/—}]

Aoy REIFATT DRI BPDU A — REEEEIC X - T errdisable dRFEIZ 72 - 72 LAN/SFP 7" — k Ci, %[5l BPDU %
B L7 ITHEOEENKM SN D,

[BEH

BPDU #— K C errdisable JREEIZ /e~ 7= E X O EBNE IR A A2 L, EIAKER % 600 2127 5,

SWX232x (config) #errdisable auto-recovery bpduguard interval 600

JL—7 K C errdisable IRAEIZ /2 o 7= & D HENEIH 2 2T 5,

SWX232x (config) #no errdisable auto-recovery loop-detect

552 = 7 —RHBREDIF#RET
[ER]
show errdisable
[AJTE— F]
FFME EXEC E— N, b EXEC E— K
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B
=T — M REOEREFERT S,
IFTOHEBENEREND,
 errdisable JRAED & O B EWE [H A RS D>
o errdisable JREED A v F —T7 = —ZAB LT T —ZHiH L7-f%6E
[B%E B
T — SRR R A FRT S,

SWX232x>show errdisable

function auto recovery interval
BPDU guard disable

Loop detect enable 300
Port-security disable

port reason

portl.1l BPDU guard

portl.7 Loop detect

sal Loop detect

5.6 PoE

5.6.1 PoE #5BHERE DR E(T AT D)
[EF=]

power-inline switch

no power-inline

[XT A= —]
switch D VAT AERD PoE #EMSRE DR E
R EME i
enable VAT LAARD PoE faEBHERE A RN D
disable VAT LARD PoE K EMERE & N2 T
[ E]
power-inline enable
[AFTE—F]
ra—s\)var 74— a E— R
[RBA]

VAT LBRIKTO PoE ARTEEMREED AL - B ET D,

no K CHEIT L= BB 3IREICR 5,

[/—H]

A~ RiL PoE FAEEXHIGE T /L CDHIATAHE,

AT DAERD PoE FEMEREN AN R > TV T EBIDOR— b T L ITREMENED SN TV DLHE, €D
A— MIKEHREN N2 5,

[ EH]

VAT LAERTO PoE M BIEREE AT D

SWX232x (config) #power-inline enable
VAT LK TO PoE #hERE & N1 5,

SWX232x (config) #power—-inline disable
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[ERET V]
SWX2322P-16MT, SWX2322P-30MC

5.6.2 PoE A BHEREDREA v Z—T7 = —R)

[EF
power-inline enable
power-inline disable [delay fime]
no power-inline

[FF—U— F]
enable DR A U H—T = —AD PoE BHEREE AN T D
disable © XA ¥ —7 = —AD PoE FGEMERE R WA T D
[/3T A —F—]
time ¢ <1-3600>
o EEAS 1L F C O ERLERFH (FD)
[WIEIRRE]
power-inline enable
[AFTE—F]
AR =T 2 —AEF—FK
[FLEA]

MHA VA —T = —AD PoE FAEMED AL « N EHET D,
no K CTHEIT LB AT EICR S,
WML E COBIERFM AT LG E, a~ v RETH DI ERMRRIE %2 power-inline disable 235%E S 415,

F7-. LLDP (T X 5 A E)a EHRE(ldp auto-setting) 23 A 3072355, FamE S ILBIE IR E D v~ R AP (2% LT
WEEIEOXY A I TREmENS,

[/—}]

AR~ RiX PoE FaEEXHGE T /L TOHIATATHE,

PoE R— MRS CTlda~y RET= T — L7225,

A H =T = —AF— RTHEBENENTR>TNTEH, LUFOSHEITFEE IR,

« VAT LERD PoE FaFEMKRENN AT e > TV D HE

XAR— bR vy MF T REETHAAEITA T 2,

IREEIERIE A E R RN L T\ D72, T =7 a7 ¢ 7 EClX power-inline enable & L Tl s,
[ EH

portl.1 T® PoE faEMEEZ A NTT 5,

SWX232x (config) #interface portl.1
SWX232x (config-if) #power—-inline enable

portl.1 T? PoE #5 e FERE 2 HN T 5,

SWX232x (config) #interface portl.1
SWX232x (config-if) #power-inline disable

[ERET V]
SWX2322P-16MT, SWX2322P-30MC

5.6.3 PoE N— ~ DFBST DR E

[E]
power-inline description /ine

no power-inline description
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[RNTA—F—]
line D64 SUFLAN O BT

[FIHEIERE]

L

[AJ1E— K]

A HF—Tz2—AEF—F

B

PoE 7R — NS 2 PD H#s ORI L Z 7R ET D,
[/— 1]

A== Fid PoE AAEXHISE T /L TOHELT T,

% E U723t 3CId show power-inline =~ > K CF/R I b,
[BREBH]

portl.1 [ZHEGET 5 PD HgRDOFH & L CT"AP1"A X ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #power-inline description AP1

[ HET V]

SWX2322P-16MT, SWX2322P-30MC
5.6.4 PoE ;"n— N DG EBELEDRTE

[ER]

power-inline priority priority

no power-inline priority

[R5 A—&—]

priority D AREmESE
RENE B
critical B
high =
low K

[HIHRRE]

power-inline priority low

[AJIE— K]

A B =T 2= AF—

[@iH]

KGA B —T 2 — ADIEEELRELHRET D,

2R — N OREFEE ) DR ATREE /) EIRZ BRI 723551%, BERIRMO b 5 & HIRWAR— h~DFREEF T 5,
no TR THEIT L= A IR EIC R 5,

[/—}]

$3?V%ihﬁfﬁﬁﬁ%7wf@#¥ﬁ7%o

FR ML 1Y show power-inline =~ > R CHR/REN 5,

[ 2 H]

portl.5 OFFEE L A high(F)IZT 5

SWX232x (config) #interface portl.5
SWX232x (config-if) #power—-inline priority high
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[ERET V]
SWX2322P-16MT, SWX2322P-30MC

=
i

5.6.5 PoE ~— K @ Continuous PoE D3

E&

power-inline continuous switch
no power-inline continuous

[/XT A= —]
switch COXRA U H — T = —AD Continuous PoE D% E
RIEE B!
*GA X —7 = — AD Continuous PoE ##
enable e N
REZ BT D
_ XHRA A — 7 = — AD Continuous PoE
disable e o
iR i) [ Y
(IR E]
power-inline continuous disable
[AJIE—F]
A H—T 2 —AE— R
B

*GA v H—7 = — AD Continuous PoE #EFED A %) « Msh %R ET 5,

Continuous PoE ML SN TR — FCTlET7 7 — AU = 7 O reload 2~ > R Bl K DA A v FOFEHEIFT
bR — h~DFGE LT D,

no B THEAT LI G IIIMIRREICR 5,

[/—}]

K= RiE PoE #a X IE T /L C DA EIT A HE,

PoE R— MRS TIT A~y REITZ T — L0 %,

Continuous PoE #% €& show power-inline =~ N CERRI 5,

Bl

port1.2 @ Continuous PoE % HZhZd 5,

SWX232x (config) #interface portl.2
SWX232x (config-if) #power—-inline continuous enable

[ AET V]
SWX2322P-16MT, SWX2322P-30MC

5.6.6 H— KAV ROHRE

[EX

power-inline guardband watts
no power-inline guardband

[/3F A =4 —]
waltts 1 <0-90>
H— K32 ROE(W)
(AR RE]
TT IV PRI E
SWX2322P-16MT power-inline guardband 7

SWX2322P-30MC power-inline guardband 0
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[AF1E—F]
ra—r)var 74— g rE— R
[BA)
H— R REFRET D,
T— R Rk, REORERFIEEZN SToOICRET DG FTREE ) ERIZH L ToO~—Y 0 Th 5.
HARTTRETE N H — RNy REUF & 722 o 7254, PoE A — MIH7-IZ PD MgR 2 8t L C LB SN,
OW ZHE L2 E. F— KXy RIZEEL W,
no JEATIHAT L7 A I3 EIZR S,

[/— ]
A=~ Rid PoE #g X ISE 7 /L T DO HFELT Al HE,
Bl

J— RN RZ&30W 12T 5%,

SWX232x (config) #power-inline guardband 30
H— Ry REENT D,

SWX232x (config) #power-inline guardband 0
H— R R aYIBEIC R,

SWX232x (config) #no power-inline guardband
[EAET V]
SWX2322P-16MT, SWX2322P-30MC
5.6.7 PoE o BIF M D E R
EEN

show power-inline

show power-inline interface ifname

[73F A—4—]

ifname . PoE H—h
[ASIE— K]

FEHFHE EXEC B — ., H§HE EXEC £— N
[FA]

PoE " — M DFEEFWME L RT D,
ifname ZFEET H & HED PoE R— F DFEMIE R E ForT 5,

[/—F]
Ko< Kid PoE #8BEXHGTET VL CTOBLEIT A HE,
[B%E B

PoE B F M A £ T %,

SWX232x#show power-inline
PoE Status
Available Power : 250000mwW

Used Power : 41500mW
Remaining Power : 208500mW
Guard Band : 7000mW

Operation Status: Enable

PoE Interface
Interface Admin Pri Continuous Oper Class Power Max
Description
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portl.1l Enable High* Disable Powered 4 12000 29536* APl
portl.2 Enable Low Disable Standby n/a 0 90000 n/a
portl.3 Enable Low Disable Powered 5 6800 45000 n/a
portl.4 Enable Cri Enable Powered 8 22700 90000 n/a
portl.5 Enable Low Disable Standby n/a 0 90000 n/a
portl.6 Enable Low Disable Standby n/a 0 90000 n/a
portl.7 Enable Low Disable Standby n/a 0 90000 n/a
portl.8 Enable Low Disable Standby n/a 0 90000 n/a
portl.9 Enable Low Disable Standby n/a 0 90000 n/a
portl.10 Enable Low Disable Standby n/a 0 90000 n/a
portl.11 Enable Low Disable Standby n/a 0 90000 n/a
portl.12 Enable Low Disable Standby n/a 0 90000 n/a

* - Assigned by LLDP.
portl.1 DAFEEHRZ KR T D,
SWX232x#show power-inline interface portl.1l

PoE Status
Available Power : 250000mw

Used Power : 41500mw
Remaining Power : 208500mW
Guard Band : 7000mW

Operation Status: Enable

PoE Interface portl.l

Powered device type : AP1

PoE admin : Enable

Continuous PoE : Disable

Priority : High*

Powering status : 4-pair single

Detection status : Powered

Current power consumption : 12000 mW

Powered device class 2 4

Powered allocated : 29536 mW*

Powered pairs : Both (Alternative A and Alternative B)

* - Assigned by LLDP.

[EAET V]
SWX2322P-16MT, SWX2322P-30MC
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o=
Layer 2 $%5E

6.1 FDB(Z ¢V —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 28 HERED
BN

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAEEEREEZANCT D
disable © MAC 7 R L A EBEREZ T 5
(R E]

mac-address-table learning enable

[AJ1E—F]

rua—\varz4 7 b—va e —R

[FAA]

MAC 7 R L 2B EE DB/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 BT, 7V —Lh2ZFELTOLMACT RLAT =7 WA A F Iy 7z b —
DGR S LR,

[ B

MAC 7 N L 2 EEEREZ AT D,

SWX232x (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ VU T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LD
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Jua—nm"narz4 7 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no JIER CHEAT LI & I3 EICK 5,

[/ —F]

Ko<y RTRE LR & VERICHA AT I v I 2 PV =N MACT FLAT—T7 UL HIERESND F TORHE
EDOMT, BENELDEAEND D,
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[BREH]
A FIv Iy M) —DZ—T T2 A L% 400 V2T 5,
SWX232x (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR

E&y
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address . MAC7T FLAZIRET D
vlan : VLANID #f8ET %
interface DA E—T 2 —AERET D
instance D MST AV AF L AZFRETD
[73T7 A —=HF—]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%%)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IE5REA v ¥ — 7 = — ADAH]
GO B —T 2 —A
vian-id o <1-4094>
%152 VLAN ID
inst o <1-63>
*BED MST A A% A ID
[ASIE—F]
¥EHE EXEC E— K
B

MAC 7 RLAT =T Vinb B A F Iy 7w M) —&HIRT 5,

F—U— RFEEELLHEE. HERMHC—B Lz b =R EHIRT 5,
XF—U—RERELRWEEIEL, &2 TOXAF Iy 72 N —%HIBRT 5,
[BAEBI]

MAC 7 R L Z730020.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWX232x#clear mac-address-table dynamic address 00a0.dell.2233

614 RFZT 4 v 7 b —DRE

[ER]
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET %

[/RT A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

KR D MAC 7 KL A
action : mac-addr 56D 7 L — A% A ENME
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RIEE B!
forward HRIE T D
discard WEET S
ifname : LAN/SFP AR — b E721E5mEA v ¥ — 7 = — A DA
KROA R —T x— A
vian-id 1 <1-4094>

*5D VLAN ID

[ E]

L

[AJTE— K]

Ja—x\)ary7 41— — R

[FREA]

MAC 7 VAT —TNVIZAZT 4 v 72 b)) —%5E5kT 5,

action \Z forward R E LA 1T. RELEMACT FLABIORVLANID IC—H LEZET7L—Lo% BRELE
A B —T 2 — A THEET B,

action |2 discard ZEZELT-HA51F. ZBELE-MACT RLABIWRVLANID IZ—HK L7-ZE 7L — A%, fFIET
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7238 1L. VLAN#l DR ESND,

[/—F]

action \Z discard Z 3R E LT, mac-addr [~V F X ¥ A K MAC T RLRAZIRETAHZ LITTE R0,
mac-addr \ZLLTF O MAC 7 RL A BETHZ LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF.FFFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN 7R— b #2 [THsiE 35 & 9 Békd 5,
SWX232x (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

E&N
show mac-address-table
[AJ1E— K]
JEHME EXEC & — R, 5+ EXEC £— R
B
MAC 7 RL AT —T N E2HERT5H,
FOHENERIND,
« VLANID

o A UH—Tx— AL

e« MAC7 RL X

o T L—AIZxT 2 EME
o TV MNU—OFESH

e T—UUITHA L
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWX232x>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D BEDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAERT 5
[R5 A—&—]
ifname DRI HA U H—T = — ADLHI
LAN/SFP AR"— M E 72 diaE A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#”9% VLAN ID
[AT1E— K]
FERFME EXEC £ — N, ¢ EXEC E— I
[FHA

FDB = F VIZHHFINTWS MAC 7 RL A AEFRT D,

HEVFEICE VBRSNS AT Iv I T LA, BEY, FBBERSNIZALT (v 7T L ADBEENFR
S,

[ E B

FDB = F V2B SN TWS MAC 7 RL A A F T 5D,

SWX232x>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
sua—saryz 4 S L—varE—K
[
VLAN A V4 —7 = —ADREHAT ) 12th D VLAN E— RIZBATT 5,
[/ —h]

VLAN E— b7 a—\var 7 4 7 b—v g — NIZRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT 5,

[B%E B
VLAN £— RIZBIT9 5,
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SWX232x (config) #vlan database
SWX232x (config-vlan) #

622 VLAN A L Z—T7 = —ADRE

1233

EEN!
vlan vian-id [name name] [state state]
no vlan vian-id

[F—TU—F]
name : VLAN OA4HIZRET S
state : VLAN ORREZHEET D
[T A —F—]
vian-id 1 <2-4094>
VLAN ID
name DA L ORNEA RS (32 SUTU)
VLAN D44 i
state D7 L — ADEREERIT O DE D OIREE
REHE B
enable T U— LERET D
disable 7 L —AEEEE LR
[FIHIERE]
mL
[AJTE—F]
VLAN &— K
B

VLAN A V& —T 2 — AZHRET D,
no B TEITLI-HEE1E. VLAN A v Z— 7 = — 252 HIfRT 5,

name %M L75E1E. VLAN O4RiIC"VLANxxxx"(xxxx |Z 4 /7D VLAN ID)2S HEIMICERE SN D, 72720, H

5 ﬁéﬂé%miz/747ifiﬁréh&w
state 28 W& L7-H5 1%, enable iR E I 15,
disable Z#5E L7128 E 1%, U VLAN A L X — 7 = — A~DRETETHIBREN S,

[/ — P}

BEIZ name MERTE SN TV D VLANID IZ%F LC, name #AME L TR~ RERTE LY

5 name DE FEE I,

vian-id \Z1385 D VLANID ZHET5Z &R TEx, U T Xk oz, """ "2 FHHT 2,

« VLAN#2 7°5 VLAN #4 £ CTH®RIRT 584 : 24
+ VLAN#2 & VLAN #4 28R4 554 : 2.4

R, B D VLANID 3T Lz & & D name DFNMNILL T DO L H 12725,
e name ZIFE LA, B O VLAN 2 TIZA U name NHRESI NS,

*  name %EF ﬁ;bfoﬁb\i}%{j\\ %E;j(@ VLAN EVC&; name %’éﬁ%bﬁ_ & %0) VLAN%%‘

[ EHI]
VLAN #1000 % Sales &9 A HICRRIET D,
SWX232x (config-vlan) #vlan 1000 name Sales

6.2.3 774 X— bk VLAN OKE

A, BEICERE

RE SIS,

STV

[E=]

private-vlan vian-id type
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no private-vlan vian-id type

[73F A —%&—]
vian-id o <2-4094>
vlan =~ R CERE STV % VLAN ID
pe : 7T A ~— bk VLAN OFijl
REHE B
primary 77 A <1 —VLAN
communit YHH Y —VLAN(Z R 2 =7 (—
Y VLAN)
isolated %Y — VLAN(T A Y L— k VLAN)
(IR E]
2L
[AJ1E— K]
VLAN &— R
[RLEA]

vian-id % 77 4 ~X— K VLAN & LT 5,
no B TEITLIZHAIE. 7T 4 X— bk VLAN ORENHIFERIN T, @% O VLAN & LA+ 5,

[/ — 1]

a3a2=FT4—VLAN L LTCERETHE, T4V —VLAND T BEIAHAR—FBIORILZI2=T 41—
VLAN IZHTR T A A > ¥ —T7 2 — A L FTBETEDIN, ioaIa=7 4 — VLANEBILOT A YL — k VLAN
TR TAA 2 — 72— AL ITBETX L 25,

74 YL —KFVLAN &L LCRRETHE, T4~V —VLAND T O I AT AR—FLDOREETHILENTES
N, 232=FT 4—VLANBLIOQRT A YL — |k VLAN IZFTET HMDA o X —T7 = — R L Ti@lE ca il 25,
[BREH

LFDFZ 4 ~X— K VLAN &% ET D,

+ VLAN#100: 7'J A~ Y — VLAN

« VLAN#I01:&® 4> % U —VLAN(Z 2 = =7 (— VLAN)

« VLAN#102: &4 >4 U —VLAN(Z X = =7 1 — VLAN)

« VLAN#103: &5 > % U — VLAN(7 A4 Y L— b VLAN)

SWX232x (config-vlan) #vlan 100

SWX232x (config-vlan) #vlan 101

SWX232x (config-vlan) #vlan 102

SWX232x (config-vlan) #vlan 103

SWX232x (config-vlan) #private-vlan 100 primary
SWX232x (config-vlan) #private-vlan 101 community
SWX232x (config-vlan) #private-vlan 102 community
SWX232x (config-vlan) #private-vlan 103 isolated

6.2.4 754~V — VLANIZXT BN % VU — VLAN OFE
[

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids
no private-vlan vian-id association

[F—TU— K]
add © $8E L7z VLAN Z AT 5
remove : ¥BE L7 VLAN OBEN T 2 HIBRT 5
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X A—5—]
vian-id o <2-4094>
77 A~ Y — VLAN IZF%E STV % VLAN ID
2nd-vian-ids : o <2-4094>
T %Y — VLAN [T E S LTV 5 VLAN ID
BEIEET 556, UFTOXHIZ, """ " &2EHTHZ L
. WANM#EWANM&T%LR?%%&L4
« VLAN#2 & VLAN #4 %3R3 5855 2,4
(IR E]
L
[AF1E—F]
VLAN E&— |
[REBA]

754 _X— K VLAN D754~V —VLANIZX LT, BH % U—VLAN(Z A YL — bk VLAN, 23 2= (—
VLAN)D BEfT 1T 25X ET 5,

add Z¥RET 5 Z & Tvlan-id & 2nd-vian-ids O BEN T 2R E T D,
remove ZFEE T D Z & Tvlan-id & 2nd-vian-ids O BEERHT 2 BIFRT 5,
no IR THEAT L7 A 11X, 774~ U — VLAN ~OBHE T 2T~ THIBRT %,

Bail|
UFDOTF A4 =K VLAN ZRELT=DOL, 774~ U —VLANIZX LTl ¥ U — VLAN % BHEfHT 5,

« VLAN#100: 77 A~ U — VLAN

e VLAN#101: &4 >4 U — VLAN(Z X = =7 ¢ — VLAN)
e VLAN#102: &4 >4 U —VLAN(Z X = =7 ¢ — VLAN)
e VLAN#103: &4 4% U —VLAN(T A Y L — I VLAN)

SWX232x (config-vlan) #vlan 100

SWX232x (config-vlan) #vlan 101

SWX232x (config-vlan) #vlan 102

SWX232x (config-vlan)#vlan 103

SWX232x (config-vlan) #private-vlan 100 primary

SWX232x (config-vlan) #private-vlan 101 community

SWX232x (config-vlan) #private-vlan 102 community

SWX232x (config-vlan) #private-vlan 103 isolated

SWX232x (config-vlan) #private-vlan 100 association add 101
SWX232x (config-vlan) #private-vlan 100 association add 102
SWX232x (config-vlan) #private-vlan 100 association add 103

—_— — — — — — — — — —

6257 JBAR— MNEZTRLER— NDFE

1235

[EFX
switchport mode access
[ E]
switchport mode access
[AFIE—F]
A H =Tz —AF— R
[FAA]
WRA LV H—T == ADKR— NEREZT 7B AR— MIRET D,
[/—

ARza<>2 KIZLAN/SFP A — B L OGHELA v Z — 7 = — R {IZD AR E T HE,

B VA =T 2= AR E L TCRa~v L RERELZGAIL., TOA X —T7 =2—AIZATETHLTO
LAN/SFP 7R— F DR ENEFT E N5,
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“— MNERE N TR — BT 7B AR — MIER LA IL. switchport trunk allowed vlan =~ > KD E
k X O switchport trunk native vlan =~ > R D% E 23 9] EQTG? )%ZD
77 AR—FELTHET S VLANID |Z, switchport access vlan =~ > R CiRET 5,
[BREH]
LAN R— R #1 27 7 B AR — MIERET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport mode access

6.2.6 7 7 AR— MNH 772 LAR— F)DFTE VLAN DRE
[

switchport access vlan vian-id

no switchport access vlan
[T A—=F—]
vian-id o <1-4094>
FTE3 % VLAN ID

(IR E

switchport access vlan 1

[AJ1E— ]

AHE—Tz—AE— R

[RLBA]

WGA =T 2= ANT 7 AKR— & LTHET D VLANID & ET D,

no FECHEAT LGS I3WIHIREICR 5,

[/— k]

Az~ R switchport mode access =~ > RV E 4L TV 5 LAN/SFP AR— B L UGRELA & —7 = —R|ZD
;}‘Fﬂmj‘ﬁbo

WA A =T 2 —RERBE LAY RERELEZHAIL. ZOA X —T7x2—RA BT 22T
LAN/SFP iR— DB ENEFH IN D,

A— MERE RN T 7 R— NMIEFE LB, Ao~y RORENYIHIREICRE S,
(B EH]
LANR—F#1 BT 7 AR—FE LTETET D VLAN & VLAN #10 IR ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport access vlan 10

627 NT VI HR— MNETFER— FDORE

[EFX]
switchport mode trunk [ingress-filter action]

[F—TU— ]

ingress-filter DA NT 4B —OEMEERIRET D

ST A=

action AT 4 S —OEE
REME Bl
enable ANT A NE—ZHHT D
disable ANT AN F—2BHT D

(AR E]

L
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

ingress-filter 24 M L 7255513, enable 235X E S5,

AT 4 VB =BG E T, ZET7 L — LD VLANID 34 v 4 —7 = —ADFE LTS VLANID & —% L
L EqDH, T —hEEHET D,

AT 4 NE =N RGET, TRTOT L—LEERET D,

[/ —}]

A< FIELAN/SFP R— B L UGREA » # — 7 = — AT D HGIE e,

A H =T 2= X RE LTRIT Y FERE LGSR, £OA =7 == XITHBET 22T
LAN/SFP R — N DR ENEL 4D,

AR— MNEMZET 78 AR— b 05H N 7 AR — MIERE LA, switchport access vlan =~ > K D% E DS FJHAFR
EIZR D,

N7 27 AR—FELTHET S VLANID |X, switchport trunk allowed vlan =~ > R CiRET 5, F/2, AT 47
VLAN D% 7E % switchport trunk native vlan =~ > N CiXET %,

[BREH]

LANR— K #1 % N7 > 7 KR— MIEET D,

SWX232x (config) #interface portl.1
SWX232x (config-if) #switchport mode trunk

628 N 7 AR— NE &R — F)DFTE VLAN O E
[

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[F—TU—F]
all ¢ ovlan IV R CREINTNDTRTO VLAN ([ZFTE S H 5
none 2 TOVLAN MOk xE 5
add : fBEL VLAN IZFTE S ' 5
except © HELZZ VLAN LSO, vian 22 RTREINTNDHTXTO VLAN IZFTE S5
remove © RE L VLAN O iE S5
[$F A—F—]
vlan-ids o <1-4094>
vlan 2~ R TRE I TS VLANID
BERRET 256, LTFToXkoic, """ 2 HTZ &
« VLAN#2 >0 VLAN #4 % TZRIRT 555 2-4
« VLAN#2 & VLAN #4 % &R § 544 2,4
(IR E]
L
[AF1E—F]
A B =T 2—RAE—F
[FEBA]

WRA LV H—T 2= AN T IHR—FE LTCHTET D VLANID 2% ET 5,



238| 2~ KU 7 7 L > A | Layer 2 #&HE

no B TIAT L7286, PR % VLANID AT X THIBRS I THR— MERIN T 7 B AR — MIEE I D,

[/— 1]

A2~ Rid switchport mode trunk =~ > R3¢ E STV 2D LAN/SFP AR — F B L UOFREEA % — 7 = — R (TD

F R E W] HE,

B A —T 2 —RERG L L TR~ RERE LG AIEL, TOA ¥ —T7 =R IFBTHETO

LAN/SFP N — F OREVPERE SN D,

N— MEREZT 78 AR — MIERE LIELGEIE, Aa~xr FRORENPVIHIREICRE D,

all £7213 except ZH5E L Tak i L7 E 1T, ZOHKICEE L7z vlan 2 v RONENFIIKMREIND,

all £721F except #FHE L TRE LIZGAIL, LTORELITI &, FEV OFFE L TW\% VLANID % add THEL

TEREICEEIND,

* remove ZHHE L CHTJE L T\ % VLAN ID ZHIbk L7256

« switchport trunk native vlan =~ > R CHTE L T\ % VLANID #f5& L 7= 56

except ZHHE L TR E & 1T > 2%, add 257 L TERAF L Cu 7= VLAN ID (IZFTE & B 72854015, FTE L T\ 5 VLAN

ID % add THIE LIcREICEH SN D,

remove 5 L 72 ICHTIE L TWVRW VLANID 24687 5 & =7 —1272 5,

A=< K & switchport trunk native vlan =~ > RORREIL, %aEEL LD,

« KRz~ RTHTE S 7 VLANID Z 45 L T switchport trunk native vlan =~ > RZ3%E LA, HBELE
VLANID 706 iE S 55,

« switchport trunk native vlan =~ > R CEE ST\ 5 VLAN ID Z457E L CHTIE & ¥ 72354 . switchport trunk
native vlan none 235X & S 115,

switchport trunk allowed vlan add =~ > RC, vian-ids |Z"-"°","Z A DOETHRE LIZHE, W I—Ya

(Rev.2.00.08 LARMIZIR T & o~ v REREICKRT 5, fiRke L TIIEFRICHBETE R RN H 5, FEHF:

switchport trunk allowed vlan add 101,103-105)

[ E ]

LAN R— K #1 & F 7 7 A— MIFRE L T VLAN# [ZFTE EH 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport mode trunk
SWX232x (config-if) #switchport trunk allowed vlan add 2

629 NIV IR — MNETHRER— MDRAT 47 VLAN ORIE
EE]

switchport trunk native vlan vian-id

switchport trunk native vlan none
no switchport trunk native vlan

[F—TU—F]
none : AT 47 VLAN Z8hic3 2
ST R —5—]
vian-id 1 <1-4094>
vlan =< FTRESHLTWD VLANID
(AR RE]
switchport trunk native vlan 1
[AJ1E— F]
B —Tz—AE—FR
B

HRA L —T = —ADXAT 47 VLAN ZRET D,

none ZRE L72H AL, XA T 4 7 VLAN BRI 5, ZHICK VMRS VX —T =2—ATIE, ZIELE¥ 77
L7 L—ARET 5,

no JIER CHEAT LI A I3 EICK b,
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[/— 1]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TU %D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
Fr R E W] e,
WA Y H =T 2= AEXMBL L TRV FERELILLERIT, £0OA 7 =7 2 —AHRT22TO
LAN/SFP 7R— F DR ENEL S5,
N— MEREZT 7 2 AR — MIER LIEGEIE, Aa~vr FORENPVIHIREIZR S,
Az~ K& switchport trunk allowed vlan =~ > RFOFREIL, HEEL LD,
+ switchport trunk allowed vlan =~ > R CHiJ# St7- VLANID #f8E L TR~ RERE LHEG, BELL
VLANID 76t s ¥ b5,
« ARa~ RTEEL VLANID % switchport trunk allowed vlan =~ > K CHJE X ¥ 7244, switchport trunk
native vlan none 235X & S 415,
[ E ]
LANR— R #l % b7 7 R— MIRELTRA T 4 7 VLAN IZ VLAN#2 2R ET 5.

SWX232x (config) #interface portl.l
SWX232x (config-if) #switchport mode trunk
SWX232x (config-if) #switchport trunk native vlan 2

6.2.10 75 4 X— | VLAN OR— NEB|DOHE
[

switchport mode private-vlan port-type

3|

no switchport mode private-vlan port-type

[/3T A—HF—]
port-type © AR— hOBEME
R B
promiscuous 7' I AN AR— |
host RA RR—
[WIHIRRE]
L
[AJ1E— K]
A B =T 2—AE— R
(@]

WRA B —T =2 —ADT T A ~X— bk VLAN OR— MEJIZ R ET D,

no R TEIT LA, MBA LA —T 2 —ATHRESNTND T T A4 _X— | VLAN OREEHIFRT 5,
[/ —}]

Az~ Rid switchport mode access 2~ > R23ERE S LTV 5 LAN/SFP 78— b Z D AR E Al HE,

Mz T, L FDA ¥ —7 = — AT promiscuous & % E TX 5,

e FIFUIR—FPELTEIEL TS U F—T =2 — A

[B%E B

LANR—F#l 2702 I 2D AR— K, LANAR— F#2 KA FAR— MIRET D,

SWX232x (config) #interface portl.1l

SWX232x (config-if) #switchport mode private-vlan promiscuous
SWX232x (config-if) #exit

SWX232x (config) #interface portl.?2

SWX232x (config-if) #switchport mode private-vlan host

6211 54— K VLAN OF R F R— FOFRE
[EX]

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—T—F]
add i 7T 4~U—VLANIZXT 5l & U — VLAN 2% ET H
[78T7 A= —]
pri-vian-id . <2-4094>
774~ VY —VLAN & L TRREIN TS VLAN ID
2nd-vlan-id : o <2-4094>
T H ¥ Y —VLAN & L CREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
AR =T z—AE—FR
[RLEA]

MNPA L HE—T 2 —ANT T4 _X—=K VLANDKA MIR— & LTCHEBTDH7 714~ —VLAN ZREL T, &F
&Y — VLAN ZBEfTT 5,

no WK TEIT LGS, JBA L H—T =2 —ANKRAFR—=F L LTHIBT S 774~ — VLAN DR EB LNk
H & Y — VLAN ORHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— k& LT E I TV 5 LAN/SFP AR — M2 D&
B E P HE

pri-vian-id & 2nd-vian-id X, private-vlan association =~ > R CEHEfT T LN TV HMERH 5,

switchport mode private-vlan =~ > K C/R— hDOREBINA A hAR— FLPSMIERE SN E. Ao~y ROREIX
HikRE N 5,

[3% 2 5]

HA B =T 2= AZLNTFDT 7 A4 ~X— |k VLAN 2R ET D,

o LANKR—bF#l:774~VU—VLAN#100, &% U — VLAN#101

s LANFR—bF#2:7714~VU—VLAN#100, &4 % U — VLAN #102

o LANKR—hF#3: 7714~V —VLAN#100, &7 > % U — VLAN #103

SWX232x (config)# interface portl.l

SWX232x (config-if)# switchport mode private-vlan host

SWX232x (config-if)# switchport private-vlan host-association 100 add 101
SWX232x (config-if)# interface portl.2

SWX232x (config-if)# switchport mode private-vlan host

SWX232x (config-if) # switchport private-vlan host-association 100 add 102
SWX232x (config-if) # interface portl.3

SWX232x (config-if)# switchport mode private-vlan host

SWX232x (config-if)# switchport private-vlan host-association 100 add 103

6212 5 A4 _X— K VLAN D712 I A H AFR— FDEE
[

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add 774~V —VLANIZxT HEH &Y — VLAN 2% ET 5
remove : 774~V —VLANIZxT D&l &Y — VLAN ZHIkRT %
[/%5 A —5—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L TixE I TW% VLAN ID
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2nd-vlan-ids o <2-4094>
®H XY — VLAN IZEE SN TV 5 VLANID

BEIEET 2%6. UTo Loz, """ " afffl+5Z &

« VLAN#2 75 VLAN #4 £ TZIEIRT 554 2-4
« VLAN#2 & VLAN #4 8R4 254: 2,4

[FIEAER E]

L

[AJTE— K]

A H =T 2 —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN Z%E LT, EH % U— VLAN
& BT B,

R TCET LEES. MB A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OZEL
X &Y — VLAN OBBEN T 28R 5,

[/ —H]

AR 2= RiZ switchport mode private-vlan 2~ > KT/ 12 I A AR — bk & LTHE I TS LAN/SFP 77— b
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, a3 ABAR—F L LTEREESNTWARUTFTDOAS LV H—T7 2—ATHRETE D,

o "IV IFR—FELTEMELTCWVAAS L H—T =—2R

s mEA A —Tz—R

pri-vian-id & 2nd-vian-ids 1%, private-vlan association =~ > K CBIHEAT T SN TWAMENRD S,

B VH— T 2 — AR B L TR RERELLEGAIE., 204 ¥ —T7 ==X IHIRT52TOH
LAN/SFP 7R— F DR ENEFH I N5,

switchport mode private-vlan =~ > K CR— hOFERIN 7 1 I AN AR — NUAMIRE S NTHE, KRa<wr Fo
BOEITHIBRE D,

2Ia2=F7 4—VLAN L, B 7 I 2B AR— MU THEEMNITAZ ENTE S,
1OD7 7 A4~V —VLANIZX LT, HEDOTaIADAR— FERETE D,

TA YL —FVLANINDOA L HZ—T 2 —ZF. 1 O0 70 I AN AR~ EDBBENTRERT-D. 1 ODT A VL
— k VLAN ICBHESIT B D 71 2 AH AR— FI 1 DD,

[RXEH]

LANAKR—F#l 270 I AHAR—=FL LTEEESE T, 774~ U —VLAN#I00 & EL. BH % U — VLAN
#101, #102, #103 Z BEEfHT 5,

SWX232x (config)# interface portl.l

SWX232x (config-if)# switchport mode private-vlan promiscuous
SWX232x (config-if)# switchport private-vlan mapping 100 add 101
SWX232x (config-if)# switchport private-vlan mapping 100 add 102
SWX232x (config-if) # switchport private-vlan mapping 100 add 103

H

6.2.13 "A A VLAN D& E
[E=X]

switchport voice vlan #ype

no switchport voice vlan

[7NT A —=HF—]
type AT
R EME i
<1-4094> VLAN ID
dotlp TIAFT VT4 X T 7L —L%EHTS
untagged 2T LT L—LEMHT S
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[FIHIER E]
L
[AJIE— F]
A H =Tz —AE—K
[RiAA]
RAAVLAN O EET D, TI7EAR—NMIRELIEYEA X —T7 2 — ADHFKETE D,
VLANID Z48E L7254, fEE LT VLANID ® 802.1p ¥ /D& 7L —AL52EF N7 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANVLANID (20 T, CoS ENFEE M7= 802.1p ¥ /)% 357/ b
T774 w7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
REH
LAN 7R— |k #1 27”4 A VLAN & L C VLAN #100 [ZF%ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDRE

[EFX

switchport voice cos value
no switchport voice cos

P87 A—g—
value o <0-7>

BRI CRR ET 2 CoS 1

(R

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHEZRET D,

LLF® & &2 LLDP-MED CHEEGias (Z5% & 2 4 5,

o HWIR— FTARA A VLAN BEEIN TS,

o F4WR— [T LLDP-MED %552{E M Al fE,

[ EH]

LAN 7"— k #1 THA A VLAN & LT XE CoSE%E 6 (IR ET D,

SWX232x (config) #interface portl.1
SWX232x (config-if) #switchport voice cos 6

6.2.15 " A{ A2 VLAN @ DSCP fED & E

[EFX]

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHEAR IZRUE T % DSCP
[WIHIRRE]

switchport voice dscp 0
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

PG AR CE R N7 7 ¢ v Z IR TR DSCP %X ET 5,
LIF @ & & |2 LLDP-MED CHEGHEEHIER E &2 W3 5,

o MR — FTRAAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN 7' L—FDEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/)VF 7V VLAN 7 /L—7 1D
BEERET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 24
« TN—TH#ETN—T #4 BEIRT D524

[FIEIRXE]

7L

[AS1E— F]

A H =T 2—AF—FR

B

~)LF 7 )V VLAN O 7 )V—T Z4RET 5,

AP =T 2= AR LTI N—TZIRE LB, #8A v ¥ —7 =—ATiE, v F 7V VLAN 7L —7 730
CA v H—T 2 —AMORTEETE S, [M L VLAN ThH, w/LF 7L VLAN 7 —T7R3E S 45, @B T/
|

MBS L =T 2= A VI TN — v a Vi LS — T = — ADRIEETE B,

IHIRRE Tl A v X — T = — AT~ /L F 7L VLAN 7 /b— 7 IZHTJE L2y,

no G THEAT LI2GEG . PIMIRREICR S,

[/—H]

7T A X— K VLAN & OOz TE 20,

Voo T7 7V —va w2 —T7 2 — AR S5 R — O~ /LF 7L VLAN 7 —F 3R —I2 T D0 E
Nd 5,

~/WVF TV VLAN Z N —7REH I DX, R— MO T+ T —F 4 7 DF, BREO/T Y MIwALF 7L
VLAN 7 )V— T RIE DB Z T IR0,

~IVF TV VLAN 3 E L TN TH, LFORBETELLHBETERNI DD S,

o A=V ITVY—0T a7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ EH]

LAN 7R— k #1 Z~/LF 7 )L VLAN 7 /L —7 #10 \IZ3&ET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #switchport multiple-vlan group 10
SWX232x (config-if) #exit
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6.2.17 <)V F )L VLAN 7V —TF DL ETOHE
B

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id ¢ <1-256>
~/VF 7V VLAN 7 /v—7' ID
name D OPRAEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx (X 4 /7D 7 /L —7" ID
[AJTE— K]

Jua—nnarz4 s b—varyE—F

[RLBA]

~/VF TV VLAN 7 V—T 4R &R ET D,

no JZTHAT LI2GEIE, FIHMEICR 5,

FXTE L7-4Hi1lZ. show vlan multiple-vlan =~ > K CER I D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZHNCHRET S,
SWX232x (config) #multiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 )L VLAN BRERFD YMPI 7 L — A B REHE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch ;. ¥/VF TV VLAN ZERED YMPL 7 L — A GiEHRE O B
REE B!
enable IR EEZ AN T D
disable TR 2 3 5
[WIHRRE]
multiple-vlan transfer ympi enable
[AF1E—F]
srua—arr 4 L—va E—R
[FLBA]
~NVF TV VLAN RERFI, ¥~ EERT 7 2 2ARA » FOFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET D,

BHOY~ A NERT 7B ARA L BN EL DL F TV VLAN Z—FICFTR L TWT, 7T AKX —E IR E 7~
ITHRRLAN = b — T — A FIH L7-WIEA, ANCT 08’5 5,

no I CTHFAT LGB IR EICR 5.

[FE B

~/LF 7L VLAN @ ERF O YMPL 7 L — LGB HE 2 Mshic 5,
SWX232x (config) #multiple-vlan transfer ympi disable
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[EFX]

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2TO VLAN H# & FRT 5
[/3F A —&—]
vilan-id <1-4094>
#F7:7 % VLAN ID
[ASTE— K]
JERFHE EXEC & — N, %7 EXEC £— F
B
F8E L7~ VLAN ID O A2 FRT 5,
IFTOEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — L HHEET 2 D05 D)
State « ACTIVE: #5157 %
« SUSPEND : #5315 L 72\
VLANID IZFFB L CWA A v X —T = — %
Member ports e (W): TV EBEAR—NF T2 LE— )
e (O): FTUIR—=MNEIFER=])
[ E B

2 VLAN 1§ £ T 5,

SWX232x>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4 (u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fE#OKT
[EF=]
show vlan private-vlan
[AS1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[RLBA]
7'Z A ~X— k VLAN O &R 5,
ITOEANFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY 4% Y — VLAN @ VLAN ID




246 | 2~ > KU 7 7 L > A | Layer 2 #&HE

HAH GIL]
tH 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=RELTHBLTWDAS VH—T = —R
[ EH]

7'Z A X— k VLAN Oz &R 5,
SWX232x>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 v /VF 7 )L VLAN 7 /L — FREBROFET

EEV

show vlan multiple-vlan [group group-id]
[F—U— K]
group D FFEOV LT TV VLAN 7 v —T DR E KRR T 5
[R5 A—&—]
group-id 1 <1-256>

~JLVF 7LV VLAN 7 /L —7" 1D

[AJ1E— K]
FFeHE EXEC & — N, %7# EXEC E— N
[RLBA]

~/LF 7L VLAN 7 )L — 7 DR EREL FRT D,

group FEEZEME L2 GA1E, FBRICA VX —T7 = —RZE VSR TOHNTWEL IV —TFTRTEFRRT D
YMPI 7 L — A BBEEE DR EIRRE b £ T 5,

[ EH]

~ )L F 7 )V VLAN 7 )L— T DR EREE F T D,

SWX232x>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUP0O001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(ANN=" 7Y U —71 Fa)l)

E

e

63.1 AT LDANN= TV —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

(MR E]
no spanning-tree shutdown

[ASTE— F]
Ja—x\)aryz 4L —yg T — R



g~ KU 77 LA | Layer 2 F&HE | 247
[RLBA]
AT AEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABIEKOANRN= TV Y —2 G902 T 5
[/—h]
ANR= T V=% FGNIT D7D, Kawr RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= I ) —E ST D,
SWX232x (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>

RIS SERF I (FD)
(WX E]
spanning-tree forward-time 15
[AF1E— ]
Ja—\)ar7 4 L—gF— K
[

RSB IERF R 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—F]
AKa< s ROBREITLLTOFRMELZTIZTHENH D,

2x (NE—H A L+]) S RRT— VU T = 2 x (IRRIRERFRH - 1)
AT — 7 HE#IZ, spanning-tree max-age =~ R CHETX 5,
NE—H A NIFIZ 2T, BETLHZLIETE RN,

[F B

HR IR AR 2 10 ICERET D,

SWX232x (config) #spanning-tree forward-time 10
633 ZRT—V LV JIREDRE

EEN

spanning-tree max-age time

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR E]
spanning-tree max-age 20
[AJ1E— F]
Ju—nmnarz 4 b—va e —R
[BLBA]

RRT—V U TRHERET D,
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no JETHEAT LI G IIHIMIRRE IR 5,
[/— 1]
BRT—Vr 7R LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VEZEETIHET ORHTH D,
RKa<y FOBREITILL TORMEEZMIZTVLERD D,
2x (N —=H A h+1) = RRT—V 0 ZHEEE = 2 x (EREELERRE - 1)
HRGEAERFf# X, spanning-tree forward-time =~ K CEHETZ 35,
NE—H A DT 2T, BRI LI LI TERNY,
[BREH]
I RT— 0 T % 25 IICRET D,
SWX232x (config) #spanning-tree max-age 25

(1]

6347V T ITAF VT 4 DRE
EEN

spanning-tree priority priority

no spanning-tree priority

[NT A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 4

[(HIHRRE]

spanning-tree priority 32768

[AJ3E— K]

ra—\)var 74—y aryE—F

[FHA

TV VT ITATYT 4 ZBET Do BEN/NS VI EBILEDE,
no JE A THEAT LIE GBI EIZR D,

[/—}I]

MSTP DAL CIST(A > A X v A #OWIK T HRIE & 72D,

[BREH]

TV TTTAFYT 4 & 4096 (Z&IET D

SWX232x (config) #spanning-tree priority 4096

635 AV FZ—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y U —OENE
B EE B
enable ANR= T Y —E [T D
disable ANR=Z I Y —H BHZT D

[WIHIRRE]

spanning-tree enable

[AF1E—F]

A B —T 2 —AE— R
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B
RHBA B —T 2 —ADANR= L TV —DEHWEERRET
no JE X CTEIT LTI HEITHIREICE 5.
[/ —F]
Ko< RIiZLAN/SFP AR — B L OGRELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET L LILTE RN,
[BXEH]
LAN R— k #1 TAR= 7Y ) —Z W4 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree disable

636 A EZ—Tx—ADY I EATORE

E&
spanning-tree link-type type

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV WY —=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF—FR

B

WHBA LB =T 2= ADY) I B TEHET Do

no TR THAT L 72 AI3HIIRR EICR 5,

[/—}]

ARz RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AIZD AR E HE,

B X — 7 = — RZFTE LTS LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R— M &Galli A % — 7 = — R S AT1E. M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
PR EITR D,

B!

LANKR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree link-type shared

3|

637 A2 —Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[73F A —4F—]
filter : BPDU 7 4 V%2V v 7 OEME
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REMHE B
enable BPDU 7 A V&2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T 5
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U T ERET D,

no JEATIAT L7 A I3 EIZ R D,

[/—h]

A~ RIX LAN/SFP R — M L OGRERA ¥ — 7 = — AT D Ha& & I hE,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DHZ LT TE R0,

LAN/SFP AR— b ZiaBlA o #—7 = — RIZHTE S E72 8613, 3% LAN/SFP AR — MIx$ o AR~ ROBREDN,
MW EITR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHNZT 5,

SWX232x (config) #interface portl.1
SWX232x (config-if) #spanning-tree bpdu-filter enable

63.8 4 —7 = —AD BPDU H— KOHE

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[78T7 A —F—]
guard : BPDU #— FO#EE
BRIEME Bl
enable BPDU — & {5
disable BPDU % — N &8N %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH—=T7=2—AF—F
[FFA]

WA VA —T = —AD BPDU H— RERET D,

no FECEAT LG A& IIWIHIRR EITR 5,

[/—F]

Ko< RIiZLAN/SFP R — B L OGHEA v ¥ — 7 = — AT DHFHE Al HE,

LA A —T7 2 —AZHTB L CWA LAN/SFP iIR— M L TARa~ L RERETH Z LT TE 2R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S B 725613. Hi% LAN/SFP A — NIt AR~ ROBREN,
WIHRREICR S,

LAN/SFP 78— k23 BPDU 4/ — RIZ & > T shutdown S 1L7285E1%, HUi% A ¥ —7 =—R|{Z%F L T no shutdown =
< REFE(TITDHZ L THIATE 5,

S H — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% L T shutdown
o< R&SLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree bpdu-guard enable

639 AL F—T—AD/INAITA FNDERE
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E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/XT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—ADY 7 HEIE T T, LTOEEFEHT 5,
YT 3 SRR A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMERA X —T7 = — AL, B LTWA LAN/SFP A— hD U v 7 i BEZ# G5 L7 fEE tic, /N2 32 MEMPRE
el
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

WHBA L —T =— AD/NRAAR N ERET D,

no G CTHAT LI BB IIREICRE 5,

[/— 1]

MSTP D513 CIST(A A X > A #OIWIHRTT DR E & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%TE Al He.

MEA A —T7 2 —AZHFB LTV A LAN/SFP AR— MIxf L TARa~ RERETH I LT TERL,

LAN/SFP iR— R 23 A v X — 7 = — AR SE-EA1E. Y43% LAN/SFP AR— M+ A5 AR~ ROFTED.

*)]:H;LJX/E \—)j:%éo
e
LAN B— k #1 &322 2 F % 100000 2 ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree path-cost 100000

RIE

(]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX
spanning-tree priority priority
no spanning-tree priority

[R5 A —&—]

priority 1 <0-240> (16 DfE%R)
TIAFYT 4

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =T 2 —AF— R
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[FEHA]
KBA L HE =T 2= ADTTA KT 4 ZHRET D,
no TR CTFEAT L A IR CITRE S,
BAED/ NS VIE R ENE L A v X —T = —AWP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOFE1E CIST(A ¥ A X v A #OWIKT DERE & 72D,
ARz~ RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFHE I HE.
FRHELA X — T = —RZFTE LTS LAN/SFP AR — MIXf L TARa~ Y RERET D Z LIFTE 20,
LAN/SFP R — M &Galli A % — 7 = — R S 5A 11X, M5% LAN/SFP AR — MIXfT 2K~ ROBRED,
WIHIEREIZR D,
REH]
LANR— N #1 OTTAF VT 4 % 64 1THET D

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree priority 64

6311 f V2 —T 2 —ADT vy R— FDEE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]

B =T z—AEF—FR
[@iH]

MHBA VA —T 2 —ADT Yy VR— NEFHET D,

no TR THEAT L= A IR IR 5,

[/—}]

A~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg& iE W HE,

FEEA v H —T7 = — AZHTE LT D LAN/SFP AR — MIxt L TR~ RERET D Z EIXTX 720,
LAN/SFP 7R — M Zi@BlilA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktT AR a~ 2 ROBREN,
WM EIZR 5,

R EH

LAN AR—F#l > UR— MIT 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree edgeport

6.3.12 A= 7Y U —DIRREFR R

BN
show spanning-tree [interface ifiiame]
[F—U—F]
interface DRI THAAE =T 2= RAERET D
[/3F A—&—]
ifname : LAN/SFP AR — M E72idGm A ¥ — 7 = — ADA R
FRT DALV H—T 2 —RA
[A1E—F]

FEHHE EXEC B — I, 454 EXEC £— N
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[@iA]
ANR= 7Y U —DIREBE RN T D,
interface M L7 HEIL, BTOA ¥ —T7 = —ADRERERRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A TR T D,

LFOHEBENRFRREND,
HHE A

Bridge up AR= 7Y Y —7a k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AKE,

Root Port N—hrT Vo TDEXIX0 EERRIND, mBlf ¥
—7 == ADHEFRIEA LS =T 2= ADA o H—
Tr2—AA T v I AFEFTERRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERJERE ] R EE

Hello Time N— TV DO m—HF A LREM

Max Age =TV VORRT— Y 7RI EE

Root Id N—+ D7V v VA, V= DTV T TAF
U7 ¢ (16 #EECHE 4 M) & MAC 7 RLATHER SN D

Bridee Id TV VA, TV v T T A AT T ¢ (16 EHEIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIE TC 7

topology change(s)

7 Offu 7z BPDU Otz =)

last topology change

BRIC MR —F = o UNFE LT B

Ifindex A E =T 2 —=AL VT v I AEE

Port Id A B =7 x—ADHKR— K ID

Role A H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A HZ—7 = —ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 415>

Designated Path Cost INA A |

Configured Path Cost A H =T x2—AD/NA A NREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DO

Designated Port Id Designated 7~— k @ ID

Priority AEBE—=T 2 —=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TAF
U T ¢ (16 #EECTE 4 M) & MAC 7 RLATHERR SN D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RL AT S D

Message Age Ayt — Ut

Hello Time Na—F A LNFEE

Forward Delay His 15 AL PR [ AR fiE

Forward Timer

FEBROHRERIE X A ~—

Msg Age Timer

A v H—T = — AN BPDU DIFRAMWIEST 5 % 4 ~—,
WIHEARR E DA, STP 13 20 #07> 5, RSTP/MSTP (3 Hello
Timex3 OB AZ D v NE T 5
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HE B
Hello Timer AE—OFFIHENT 524~ —, 012725 T2Ff T/
m—ry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KETHBPDUDK A
Ty VR — N O EM & BIEDIRE, portfast off,
portfast configured N
portfast on, edgeport on DV T FL7)>
N - - “\__‘ Ny *4 Ll i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUENE & BifE
DR
bpdu-filter A B —=T7=—ADBPDU 7 4 L&V v THEREDRE
il & BEDIRAE
root guard configured Jb— A — REERE DR B & BiAE DR AR
. A B=T=2—=ADY 7 ZA T OREMEBHEDIK
Configured Link Type HE, point-to-point F 72| shared
auto-edge configured F— b=y UORREM & BIEOIREE
Bl

LAN R— K #1 O AR= 2 7 ) —DOIREER FRT 5,
SWX232x>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o°

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A =27V J—® BPDU OFEERDOFER

[EX

show spanning-tree statistics [interface ifname]
[F—YU— k]
interface D RRT DA AT 2= RERETDH



ST A—F —]

ifname

[AJ1E— F]

FEHRFHE EXEC *E— K, F#E EXEC £— K

[FRA]

A= 7 U —® BPDU OFEGHERDFE R T D,
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LAN/SFP iR — F E 72 135HA v X — 7 = — A D4R
BRTAA B —T 2 —RA

interface ZEME L7=BEIL. B TOA UV H—T7 =2 —ADIRERFRRIND,
Batil]

LAN 7"— k #1 ® BPDU OfieHE#HR A2 TR =T 5,

SWX232x>show spanning-tree statistics interface portl.1l

o o o 00 o° A A O A A O A° A O O° A o o

o\°

o o° A° A o o o o o o o

o

o o° o oP

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

OO wooor

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KO VT
EEy

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRA BT o —AERETD

[/XT A —=HF—]
ifname : LAN/SFP AA— M E 70 idGimBlilA v ¥ — 7 = — A D4
IJIVTTHA B —Tz—A
[AS1E— F]
F¢HE EXEC E— R
[BiA)
STP AT — RTCTEIEL T\ A v ¥ — 7 = — A& lET— F~RET,
interface ZEME L7=5A1E. @ CHOA U HX—T7 =—ADREN T VT b,
[/—H]
STP ® BPDU %#%(5 L1=HA, ZIELicA v ¥ —7 = — AL STP AT — RCEIfET 5 L 91 b, L, £0D
#% STP ® BPDU 2%f5 L2 /oo Th, YA L X —7 =— AL STP AME— FTEMELKET 5, 2D X9 RGE
WCARa<w REFEITTHZ LT, STP AT — R LilEE— R~NRET LR TE S,
[BE)
LAN R— b #1 % STP H#a/ Ll E T — R ~R T,
SWX232x#clear spanning-tree detected protocols interface portl.l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—x\)ary7 41—y g T — R
[FREA]
MST A vV AZ L ARLMST U — 3 VOBREZITI 12D MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—)Lary 74 7 Lb— g 0 — RIORAICIT exit 2~ 2 RE2fEH L. ¥ H#E EXEC E— FIZE
HiZidend 2~ REFEHAT 5,
[RXEHI]
MST &— RIZBITT 5,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #

6.3.16 MST A ' A X L ADAERR
[

instance instance-id

no instance
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[78T7 A= —]
instance-id o <1-15>
A VAL A ID
[FIHEIERE]
7L
[AF1E— K]
MST £— I
[BLFA]
MST A > AR A& AT 5,
no FECTEAIT LA L, MST A v A X AZHIBRT 5,
[/— 1]
MST A A% o ADA[LE VLAN & OBHEAT T X, instance vlan 2~ > R TRET D,
[BEH

MST AV AZ A #]1 T 5,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #instance 1

6.3.17 MST A V' A& 2 AIZ%T 5 VLAN ORE
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

[R5 A—F—]
instance-id o <1l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
[HIHARR E]
L
[AJIE— ]
MST &£— R
[RLBA]

MST A A X 2 A 2% LT VLAN % BEEfHT 5,

no JERTEIT LT=HA1E. MST A AKX A2k % VLAN OREEAT T 2 HIRT 5, BIRL7-fE%E, MST A > %
B R X]LLT1/)%VLANﬁ\F%ﬁ{TTE%LTI/\fﬁb\iHAﬁi MST A > A% v A& T 5,

HERENTWRWMST £ VAX VAZRELEEEIX, MST A v AX U ADEKR BIThILD,
[/—F]

o> MST A > A% o AZBAEAHT 5 CuvD VLANID 25895 Z L IXTE /R0,

MST A A Z v ZZBEA T 535 VLAN O3S AT AR TR KA 256 HE TE1 5,

[B% &)

MST A A H A #1 12 VLAN #2 Z BEfTHT 5,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #instance 1 vlan 2
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6318MST A LV AX LV ADTTFAZF VT £ DFRE

[EX]

instance instance-id priority priority
no instance instance-id priority

[/3T A =4 —]
instance-id o <1-15>
A AL A ID
priority 1 <0-61440> (4096 D50
TIAF YT 1A
[FIEARRE]
instance instance-id priority 32768
[AFIE—F]
MST £— I
[FRA]

MST A LV AR ADTFTAF VT 4 ZHET D,

BEDN/PNEWEEELRENEL . MST AV AZ L ARDL— 7Y » IR 5 RetE N @< 2 5,
no B THEIT LB AR EICR 5,

B!

MST A VAR A# DT TA A VT 4% 4096 |\ZERET D,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #instance 2
SWX232x (config-mst) #instance 2 priority 4096

6.3.19 MST J —2 3 VA DERIE

[EX
region region-name
no region

[23T A —&—]

region-name DA TS L UEA LS (32 SUFRAN)
V—T 3 0%

[FI8IE% €]

region Default

[AJ1E— K]

MST £— K

B

MST U =Y a V4 &2RET D,

no TR CTEIT LTS IIIREICRE S,

[ E B

MST U — a3 U4 % Testl IZRRET D,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #region Testl

6320MST VU —Va DY EVa VBFORE

[EFX]

revision revision



T R—5—]

revision

[WIHIRRE]
revision 0
[AJ1E— ]
MST £— K
B

a2 KU 77 LA | Layer 2 #RE

<0-65535>

Jeva o &Has

MST VU —Yarp)eya BELZRETH,

no JEATHIT L4

[BE B

i*ﬂ%ﬁnﬂﬁ g-)j:é éo

MSTU—U 32D Vs vRBerd 2 I0RET S,

SWX232x (config) #spanning-tree mst configuration
SWX232x (config-mst) #revision 2

6321 A LV H—T7 2 —R|ZXTDBMST AV AZ L ZADRE

1259

[EF2

spanning-tree instance instance-id

no spanning-tree instance

<1-15>
ERENTWD MST AV AX 2 AD ID

SBA L HE—T 2— AWK L TMST A Vv AZ L ABRHRET D,

AT, MST A v AZ L ADOBREXHIRT S,

[2XT A —%—]
instance-id

[F1H13R 2]

L

[AF1E— F]

A H =Tz —AE—K
B

no JEXCHEIT L7285

[/ —h]

AKa< 2 KiZ LAN/SFP AR— B L OGRS v ¥ — 7 = — A 2D HFHE I HE.

A —T 2 —RZFTB L TWD LAN/SFP AR— MIT L TARa~w» RERET D Z LT TE RN,

LAN/SFP iR — M Z @Bl A v ¥ — 7 = — R S8 723
VIR EICR D,

B EH
LAN &R— K #1 {Z

MST AV AZ LV A# BBRETH,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree instance 2

63.2MSTA VAR LVARIBITAAVE—T2—ADTFITAF VT 4 DHRE

AlE. M3 LAN/SFP AR — MIKT AR~ ROGREN,

[EX

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[PXT A —=F—]

instance-id

<1-15>
KHRA LV H—T 2= ATERESINTWNE MST AV AZ 2 AD ID
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priority 1 <0-240> (16 DfEEN)
TIAF VT 4 fH

(AR E

spanning-tree instance instance-id priority 128

[AJIE— F]

B =T z—AEF—FR

B

MST A VAR L AZBITDHBA v X —T 2 —ADTITAF VT 4 Z&RET D,

no TERTIAT LA I3IIR EITE S,

[/ —}]

A~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO HG% E W HE,

FEEA v H —T7 = — AR LT D LAN/SFP AR — MIxt L TR~ RERET D Z LT TX 720,
LAN/SFP R— b ZGRELA > ¥ — 7 = — AR S W75 A1E. M3% LAN/SFP AR — MIKRT A AR a~ 2 ROFEEN,
MR EIZR 5,

B!

LANR—F#l ODMST A LV AZ AR DT TAF VT 4 % 16 ITRET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree instance 2
SWX232x (config-if) #spanning-tree instance 2 priority 16

6323 MST A LV AF L RZBITBA L FZ—T 2 —ADNNAIA NDRIE

EEy

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[/$F A—%—]
instance-id o <1-15>
KIGA B —T 2= RTREIINTND MST A S AZ L AD ID
path-cost : <1-200000000>
RA A ME
[WIHRRE]
AVH—=Tx2—AD) 7 HEIIS T, LFOMEEERT 5,
YNV S J: 3 RR= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
WP v F— T = — X, PR LTV D LAN/SFP AR— F D U 7 EZ GFF LA JTls, /N2 3 X MEB IR E
Al
[AF1E— F]
B =T 2 —AF— R
[FEA]

MST A VAR L AZBITDRBA VX —T 2 —AD/RAAA N ERET D,

no B TEIT LB EITHREIZR D,

[/—}]

AR=a<> RIiZLAN/SFP iR — F B L UOGHEEA > ¥ — 7 = — AT DO A% E I HE,

FEEA v H—T7 = — A ZHTE LT D LAN/SFP AR — MIxt L TARa~ Y RERET D Z EIXTE 720,
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LAN/SFP R— h ZFBA » % —7 = — ZICHTR S B 51, 4% LANSSFP B— MIxtT 2 A3~ v ROBREN,
MR EIZ R B

(BB

LAN ZR— | #1 O MST A A X 2 A #2 O/3ZA 2 A k% 100000 23R ET .

SWX232x (config) #interface portl.1l
SWX232x (config-if) #spanning-tree instance 2
SWX232x (config-if) #spanning-tree instance 2 path-cost 100000

6.3.24 MST V — a3 VIFROFR

EEN
show spanning-tree mst config
[AJIE— K]
FEFEHE EXEC E— R, FFHEEXEC E— K, A/ V¥ —T7 = —RAE— K
[@ ]
MST U —2 a > OifslliE iz 24 5,
[ EBI]

MST V — g v OBIEREZF R~ 5,

SWX232x>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DEG2

6.3.25 MSTP fE# DO FE T

[EFH]
show spanning-tree mst [detail] [interface ifname]
[F—TU—F]
detail DOREHIEH AR T D
interface DORRTDHA ST == AERET D
[/3T A —F—]
ifname : LAN/SFP AR — b E72IE5mEA v ¥ — 7 = — A DA
ERTHA L HE—T =2 —R
[AS1E— ]
JEFFHE EXEC T — R, fMEEXEC ®— R, f V¥ —T 2 —AE— R
[

MSTP D@z R R~T D,

HHFIIMST A Vv AX AL VLAN B, v ¥ —7 = — ZAO BT IE#R 2 RRT 5,

detail ZFEE LT-HAIE, A1 v F—T7 2 —ABLMST 1 VA X o ADFHABERE FRT D,
interface ZEME L72BEIL. T_XTHOA VX —T =2 —ADFRPFREIND,

[/ —H]

ifname |2, FHERA X —7 = —AZHTE L TV D LAN/SFP AR — R & FEET 5 Z L1 TE 20,
[RXEH]

MSTP D@z R RT D,

SWX232x>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
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Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f2300110
% Default: CIST Bridge Id 8000ac44f2300110

% Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
% Instance VLAN

% 0: 1

% g 100 (portl.8)

LAN R— |k #8 @ MSTP OFEfME R 2 FR T 5
SWX232x>show spanning-tree mst detail interface portl.S8

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

o\©°

Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44f£2300110

Default: CIST Reg Root Id 8000ac44£f2300110

Default: CIST Bridge Id 8000ac44f2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o o° oP

o

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44£2300110

% portl.8: Regional Root 8000ac44£2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£f2300110

% Default: MSTI Bridge Id 8001ac44f2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44£f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O

6.3.26 MST A > 2 & > ZEHDOFR

[ER

show spanning-tree mst instance instance-id [interface ifname)]
[F—T—F]
interface DORBRTAALE—T 2 —RAEEET S
(/%5 A —5—]

instance-id o <1-15>
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EREN TS MST A v A ADID
ifname : LAN/SFP AR — b E72IE5mEA v ¥ — 7 = — ZADAH]
FHRTHA B —T =2 — A
[ASTE— K]
FEHHE EXEC E— R, #MEEXEC E— R, f v X — 72— AXAF— R
B
FEE L= MST A > A X o ADIERAEFRT D,
interface # GG L7285A1E. FEE LT MST A VAZ UV ANRRKEZINTNATRTOAL VZ—T7 = — ADFRMNER
b,
[/—F]
ifname |2, FWERA X —T7 2 —RAIZFTE L TWD LAN/SFP AR — R & HEET 5 Z L ITTE 0,
[B%E B
MST A v A X A #1 DIEFREFRT D,

SWX232x>show spanning-tree mst instance 1

% Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44f2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

o°

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000
% portl.8: Configured CST External Path cost 20000
% portl.8: CST Priority 128 - MSTI Priority 128
% portl.8: Designated Root 8001ac44f2300110
% portl.8: Designated Bridge 8001ac44£2300110
% portl.8: Message Age 0
% portl.8: Hello Time 2 - Forward Delay 15
% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O
6.4 /L— 7K

6.4.1 L —7RRHBEEDRE( AT L)
=

loop-detect switch

no loop-detect

[R5 A — 5 —]
switch D VAT AEEONL—T K HSEE DR E
R EME A
enable gx%A/ﬂi%@/lﬁ‘f@tﬂ%ﬁ?’iﬂﬁ@ﬁi@‘
disable ZX?Aéw@wwfﬁm%%%ﬁﬁuﬁ
(#1313 2]
loop-detect disable
[AS1E— K]
Jua—\)var7 4 —y g rEw—R
(R EA]

VAT WEERON— TR E A E TN T D,
no JEATHEAT LIS & 3HIHIBE ISR T,
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[/— 1]
VAT LABIRTAN= 7Y ) — e L L — T R RE A R T & D,
N—TRRIBERE A F T H720I2iF, Ka~r P2z, A v ¥ —7 =2 —ATHL—7 R EZ AT 5
WENRH D,
N—TRRIESRER AR 2B ETH. LT OA v ¥ —7 = — AT — 7RI REIZENE L 72,
o ANR=UTY Y —BEEENENEL T 5 LAN/SFP AR — M X UGRELA > % — 7 = — &, 7272 L, Forwarding 7" — |
TIX LDF OEZIEEITH 720, BEERSIC L D V— 7033584 L2581, V— 7 RIEEESEIET 5,
« X7V VIO T —A— & LTEHIEL TV 5 LAN/SFP A" — |
(BE )
VAT KERTA— TR Z AT D,
SWX232x (config) #loop-detect enable
VAT LR TA— T B RE A T D,
SWX232x (config) #loop-detect disable

6.4.2 )L — T FRHBEREDERE(AL » F—T7 = —2R)
[ER]

loop-detect switch

no loop-detect

[NTRA—=H—]
switch RS U H—T 2 — AD N — T RIERE DR E
RUENE e
MRA VB —T = — ZAD)— T R
enable T
_ WBA B —T = — A D — TR RE
disable HES T 5
(B E]
loop-detect enable
[AF1E—F]
A H—=T 2 —AF— R
(B8]

KGA VB —T 2= AD— TR REE AR E T3S T 5,

no TR CIAT L 725G A I3V E TR T,

[/— 1]

wgfﬁﬁ%%%ﬁﬁﬁﬁétﬁﬁm\KZVVFKMiT\VX?A@%T%w%fﬁﬁ%%%ﬁﬁﬁﬁé%E

N5,

Ka< ROBRENFE2D LAN/SFP AR — MIGHFHA L X —T7 x— AL LTHRD ZEIFITERWY, 1272 L, AX—

Ty T a7 4 7 EOEA U H—T 2 — AZFTE LTS LAN/SFP AR — h DR EIL, IBEHR— FORENH

AU X —T2—RZ@EAEIN 5,

PR A — T = — A|ZHTE LTV D LAN/SFP AR — MIAR <2 ROEIFITTE R,

N—THRHEBEREN A DR BAETH, WTFDA v ¥ —7 = — AT — TR ZEE L 220,

o AN=U 7Y U —HERENENMEL TV S LAN/SFP AR — M K UwE A o ¥ —7 =— X, 7272 L Forwarding " — |
TIXLDF OEZEEIT O 120, BBHEHEIC L D L— 7 N84 L1, V—7RIHEEENEIET 5,

e IT7—V TN T —R— L& LTEMEL TV D LAN/SFP R — k

ZR= 0 U —BERE(STP) B L OVL— 7R S RE(LPD) DR EIRFBIC KT L T, EH b OMEENA RN R 51 %2 LT

DRITRT,

AR =T — R

LPD %7 LPD A%

STP #%h STP A% STP %) STP A%
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STP %) - - - -
LPD %)
STP A% - STP - STP
AT A
STP 4% - - LPD LPD
LPD A%
STP A%l - STP LPD STP
[RXEHI]

LAN AR— |k #1 O — TR 2 A2 5.

SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect enable

ABT 4y ViAo B —T = — A # ON—T A AT 5,

SWX232x (config) #interface sal
SWX232x (config-if) #loop-detect enable

LACP g A v A —T7 = — R #1 ONV—TKHELZ G+ 5,

SWX232x (config) #interface pol
SWX232x (config-if) #loop-detect enable

LAN 7R— b #1 OL— 7 H HHERE 2 N2 5

SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect disable

6.4.3 L—7BRHEFD Port Blocking DX E

[EX]

loop-detect blocking switch
no loop-detect blocking

[/XT A —F—]
switch D XA v H —T7 = — A D Port Blocking DX E
BREE S|
enable RGA B —7 = — A D Port Blocking % H
T %
disable xtGiA > # —7 = — A D Port Blocking %
T D
[WIHARRE]
loop-detect blocking enable
[AJIE— K]
AHF—Tx2—AE—NK
[BLAA]

KBA L H—T 2— AT, N—T & LIZ85A O Blocking Z A0 £ 72138024 5,

no X CHEAT L= & I3 IR E IR T,

[/ —}]

Ko< RORENE D LAN/SFP AR— MIGHERA v 4 —T7 2 — AL LTIHERDZEIITERY, 7277 L, AZ—
Ny TFarT 4 7 O, R —T = — 2B LTS LAN/SFP AR — F O EIL., HEER— N OB ENH
BA A —T =R ZHAIND,

FERA A — T 2 —AZFFB LTS LAN/SFP AR — MIA o~ ROEITIZTTE R,

[ EH]

LAN 7R— k #1 TA—7 ZHiH L7284 12 Blocking 5 & 51295,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect blocking enable

ABT 4 ViwBiA U H —T 2 — A #1 TA—TZ MM L728A12 Blocking 35 X 9129 %,

SWX232x (config) #interface sal
SWX232x (config-if) #loop-detect blocking enable
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LACP i@ A o Z—7 = — A #1 TL—7Z ki L7235 12 Blocking 5 £ 5127 5,

SWX232x (config) #interface pol
SWX232x (config-if) #loop-detect blocking enable

LAN 7R— } #1 TL—7 % L728A12 Blocking L2V K 91275,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #loop-detect blocking disable

6.4.4 Port Blocking D)\ — 7 fi#{H % —EHR CHER T 5
[EX]

loop-detect blocking interval interval

no loop-detect blocking interval
[/$5 A—%—]
interval 1 <10-3600>
Jo— T RERERR O TR (FD)
(AR E
mL
[ASIE—F]
Ja—)ary 7 47—y g rF— KR
B
W =T DM S D & RIEEIC Blocking (3RS 2,
Davwr RERETDHE, —ERBTL—7BEINTWDNHERT DX 1275,

Jo— 7 MR & TV AUE Blocking ZRERT 243, L—FREE SN TOWARITIE, BEZORMARET L ET
Blocking ZiflkfEd 5,

no A TIAT L7213, AIHRREICR T,

[/—}]
Port Blocking JRREED R — kB V > 7 # o Lizi54 ., Port Blocking (FZRIFFZfEER S5,
[ E B

Port Blocking ™ /L — 7 f#{H R O FI R % 300 FHZFRET D,
SWX232x (config) #loop-detect blocking interval 300

6.4.5 L —7RHEIRED U & v b

[EX]
loop-detect reset
[AS1E— K]
F#E EXEC E— K
B
BETDA L Z—T =—ADNL—THHREZ ) &y 5,
[/— 1]
Ka<r FiE, VAT LEEONL—TRHEEN AN RGEICOHRIHATTH LN TE D,
[BREH]

N—7REREEZ Y vy T 5,
SWX232x#loop-detect reset

6.4.6 )\ — 7B RE DIRBER R

(&
show loop-detect
[AJIE—F]
FEHEME EXEC £ — N, ke EXEC £— R
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[RLBA]
N—TRRHBERE DR ERIR B Z R T 5,
KTRNEITLLTOLEED,
o VAT AEEDNL—TFRHBEREDRE
*  Port Blocking ? /L — 7 fif{Hfife 78 D [ FERF[H ("auto” & 721X "N seconds")
+ LAN/SFP A— F B I WGGHEA v X —T7 = — AT L O A—T O EE
s A UHF—T x—AK(port, sa, po)
+ LAN/SFP R— hEB X UGRBELA > ¥ — 7 = — 2D /)L— T H HBEHE D% 7€ (loop-detect), /b— 71 R AE DS EN/E L
TWDEEIE, (OB ESD
«  Port Blocking M % i Ik H&(port-blocking)
o JL— 7 O K RE(status)
[/ —H
FRERA v — T = — AIZHTE LT D LAN/SFP AR — MMIZE R L2V,
[BEH
N—TRRHRREDRRER TR T 5,
SWX232x>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable = —-————-
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5DHCP AX—t°

6.5.1 DHCP R X —t' 7 DA REHRE (AT D)

[EA
ip dhep snooping switch

no ip dhcp snooping

[T A =5 —]
switch : VAT ARRD DHCP A X — ' JHEBE DR E
REME Bl
enable VAT AAAKO DHCP A X — B 7 HRED
RIEZANTT D
disable VAT LAARO DHCP A X — B v 7 HERED
REZ T D
[WIERRE]
ip dhep snooping disable
[AF1E— K]

Ja—)ary 74—y g — R
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[FEHA]
AT LARO DHCP A X — ' VT BEREORGE & A 2 F 213N T 5,
no I TEFAT L7125 B 13 IIER E IR T,
[/ — 1]
DHCP A X — b o FHEREZ AN T 5 7-0I121E, Ka~2 Rz T, VLAN A > % —7 =— AT DHCP A X —
VL THREE AN T HMERN D D,
S HIZ, ip dhep snooping trust 2~ > R C DHCP #— =3 SV TWDHR— M ERET DLENRD D,
[BREH]
VAT AERRTDHCP A X— ' JHfe 2 H T 5,
SWX232x (config) #ip dhcp snooping enable
VAT AART DHCP A X — B2 ZHRE & TN 5,
SWX232x (config) #ip dhcp snooping disable

6.5.2 DHCP A X— v 7 D RN/ELFRE (VLAN)

[EFH]
ip dhcp snooping switch
no ip dhcp snooping

[/XT A—F—]
switch COXEBA A —T 2 —AD DHCP A X — VL FTHEBED R T
BEE B!
enable B A B —T =2 —AD DHCP A X —E
THEREDREZ BT D
disable %A v H—7 2—AD DHCP AX—t
THERE DR E & iz 35
[FIEIER E]
ip dhcp snooping disable
[AJTE— K]
A H—T 2 —AE— R
[FRHA]

XGRA L H#—7 2 —AD DHCP A X —E » JHRED R E A AN E 11T WhcT 5,

no B THEAT LI G I3 E IR T,

[/—}]

AKav 2 RIXZVLAN A V¥ —7 2 — RO HGHRETE D,

DHCP % % — > Ve & AT B 720IiE, A~y FICAT, ¥ A7 ARKTH DHCP A X — & 7k
BT DUEND D,

S 512, ip dhep snooping trust =~ > K C DHCP — =2 SN TWDLR— M AR ET DLERDH D,
[3% 2 5]

VLANI T DHCP % X — Ut JHEREA AT 5,

SWX232x (config) #interface vlanl

SWX232x (config-if) #ip dhcp snooping enable

VLANI T DHCP % X — Ut JHEREA NI T 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip dhcp snooping disable
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6.5.3 DHCP A X—t' v 7 DOR— NMERIRE

EEN
ip dhcp snooping trust
no ip dhcp snooping trust
(IR E
mL

[AF1E— K]

AH =T 2 —AF— R

B!

SR A L H —T = — A% DHCP A X —E L 7 ® Trusted IR— MIRTET 5.,

no I TIAT L 25 A I3 IR EIZ R T,

FIHIRRE TIZ T TR — k23 Untrusted R — MMIFRE I TV S,

[/ — 1]

ARa< 2 FIZLAN/SFP R— B X OGBS ¥ —T7 = —RAIZOARETE b,

B U H — T = — AZHTE LTV D LAN/SFP A8 — MIFRE TX 720,

Trusted 78— N CIX DHCP /N7 > b D7 4 V& U 703 Thoiud | (B S 4L72 DHCP h— =034 STV H AR —

MIRET 5,

Untrusted R — K CTliX, LLFO DHCP X7 > D7 4 W HZ Y > FAHINET I D,

e DHCP #— =555 3415 DHCP X7 > N & kT 5,

s NAUT 4T T —HERX—=RAIZMAC 7 RLUADRBEFEIINTWNT, 2OBERA v F — T = — AL [XRR LA
— 72— ANDLEZIGF LI IP 7 N U Afi#fig#K (DHCP RELEASE) BLWOIP 7 R L A EHEMRHEH (DHCP
DECLINE) %33 5,

« MAC 7 RV ARGENRALIDYE, DHCP X7y FOEEFEILMACT RLAE I TA TV =R =T 7 KL A
(chaddr) ZLbEZ L., —FH L72WGEEILN:% DHCP X7 v M & IEIET 5,

«  Option 82 NEZNDYAE . DHCP 7 Z 4 7 > M bH5AE L7z DHCP /X% MZBEIZ Option 82 fH#AMT 5 41TV
% e X, M DHCP 7 v N &S 5,

[BREHI

portl.5 % Trusted " — MIFEET 5,

SWX232x (config) #interface portl.5
SWX232x (config-if) #ip dhcp snooping trust

6.54 MAC 7 K L ARIEDH RN/ ERNERE
[EF=]

ip dhcp snooping verify mac-address switch

no ip dhcp snooping verify mac-address

[/3T A= —]
switch . MAC 7 RLU RARREEDHEE
RIEE B
enable MAC 7 R L ARGEDRE 2 HNT 2
disable MAC 7 R L AREEDRRE % FNTT 5
(AR E]
ip dhcp snooping verify mac-address enable
[AJIE— F]
Ja—nm"Nnarz 4 b—va e —R
B

Untrusted "— s TZ{Z L7= DHCP X7 v FDEETTMACT RL AL I T4 T b= R =77 KL A (chaddr)
g L, —H LR WEAIL Y43 DHCP X7 v N &2 EFET 5,
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no JEATHEAT LIe B3R E IR T,
[BXRE )
MAC 7 R b ARRGED X TE & TN %,
SWX232x (config) #ip dhcp snooping verify mac-address disable

N

6.5.5 Option 82 DA Zh/ERNRE
E=v

ip dhcp snooping information option switch

no ip dhcp snooping information option

ST A—F—]
switch : Option 82 DFXIE
BRIEE B
enable Option 82 DR E X AN T 5
disable Option 82 DFXE % MEHZT 5
(R E]
ip dhcp snooping information option enable
[AFTE—F]
rua—s\varz 4 b—va e —R
[FAA]

DHCP /37 v @ Option 82 1FHRDOAIIN, B, HIBROA RN/ DOREZIT o
no JEATHEAT LIe GBI E IR T,
Option 82 23 AN D 54, Untrusted 78— " CDHCP 27 74 7 > h 22538 L7 DHCP /3% » hZ Option 82 f&# &
5L,
DHCP #—/3—=726 DHCP 7 7 A 7 > i CO R Y /3% kD Option 82 fF# Z Hlkk L ThHak 7 5,
Option 82 fH#HUIZLL FD & B0,
* Remote-ID
o T 74N BNTIE, KD MAC T RLARFE SRS,
« ip dhcp snooping information option format remote-id =~ > K C, Remote-ID (ZATE D74 CEA T
FOCEAFRE) & 5152 LATE 5,
* Circuit-ID
© T 74T DHCP 7 74 7 ;775 DHCP /7 > %5 L72 VLANID & A & % —7 = —AFK S HMT
HFans,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
7 7 AT Ry DHCP 737 » h&%{5 L7 VLANID & R— FEFIZEHR T2 LM TE D,
» Subscriber-ID
o TT7HNETIEAAESRRY,
« ip dhcp snooping subscriber-id =~ > N T, XI%RAK— kD Subscriber-ID ITEED LTI AR ET H 2 & TG
o,
F7-. Untrusted 78— h TREIZ Option 82 [H#H AT 5 S L7z DHCP /X7 v b %%(5 L1=4&. £ ® DHCP X7 v b %
WS 5,
ip dhcp snooping information option allow-untrusted =~ >~ K C, Untrusted 78— F (23315 % Option 82 % & ¢» DHCP /¥
7y FORRE AT T HZ LINTE D,
[ E B
Option 82 D IE Z TN T 5,
SWX232x (config) #ip dhcp snooping information option disable
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6.5.6 Option 82 £} % /3% > b ® Untrusted 8 — M IR E
[ER]

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[FIEIERE]

L

[AF1E— K]

sua—nNarsz 4l —ya TR

[RiAA]

Untrusted 78— b "C Option 82 & 23J 5 Z 4172 DHCP /X% v F DEREZF T 5,
no JER TIHAT L 725G B I3 E IR T,

[BREH]

Untrusted 78— I C Option 82 {23+ 5- S 4172 DHCP /X7 v b D¥RiEZ AT 5,

SWX232x (config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 ® Remote-ID DR E
[

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—VU—F]

string : REMOTEID XX FH &8 ET 5

hostname : REMOTEID (2K A " 2R ET D

[/3T A —HF—]

remoteid D ATREOSCTY CEA ST L OCEMAEE S 63 SUTLAN)

(18I E]

L

[AJTE— K]

A H—T 2 —AE— R

[FRHA]

Option 82 @ Remote-ID (ZAEE D LT 25925 Z LN TE 5,
72120, fEBEOXTIN" 2 ED D Z LI TE R0,

no I TEIT L7285E 1%, Remote-ID IZAMED MAC 7 KL AN S5,
[/ —F]

AKa< RIZVLAN A VX —T = —AZDIHFRETE D,

[BX EH]

Remote-ID (ZAEE DO LFH & 595,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 @ Circuit-ID DR E
(&=

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
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no ip dhep snooping information option format-type circuit-id

[F—TU—F]

vlan-port : Circuit-ID type 0 VLAN ID, Module(A % » 7 ID), i"— b &5 &2 HH T 5
string . Circuit-ID type | {EE DO LFH 2 HEHT 5

vlan-ifindex : Circuit-ID type 2 VLAN ID, ifindex % {# fi 9~ %

[/NT A —=HF—]

string D AREOSIT CEA TR LOARL T 63 SUFLAN)
(AR E

ip dhcp snooping information option format-type circuit-id vlan-ifindex
[AS1E—F]

AP =Tz —AF— N

[@i ]

Option 82 @ Circuit-ID THEHT 2 IEHREFEET D,

vlan-port Zf5E L7284 1%, DHCP 7 74 7> b6 DHCP /87 v b &%Z{5 L7= VLANID &, A ¥ v 7&K H—
NESEM 5T 5,

string 45 7E L7256 13, AEEOXTFINE T 5, 1220, fREDOXFINI" M EEDH T LT TERY,
vlan-ifindex Z# f§E L7-3%81L, DHCP 7 7 A 7> k75 DHCP /37 v &% 5 L7 VLANID &, f V¥4 —7 = — A
FEEMH5T 5,

no I TIAT LI E 1, PIIRREICK D,

[/ — 1]

AKa< RIZVLAN A VZ—T =2 —RAZDIHHFRETE D,

[ E B

Circuit ID |[Z DHCP 27 7 A 7 k726 DHCP /N7 v h & 32{§ L7Z VLANID & R— FES LT 5T %,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 ™ Subscriber-ID DX E

E&
ip dhcp snooping subscriber-id subid

no ip dhcp snooping subscriber-id

[/XT A= —]

subid D AR OIIF] CEA T L UM 50 CFELAN)
[#IEIEXE]

L

[AJ1E— F]

A H—T 2—AF—FR

[FLHA]

KA — b D Subscriber-ID (TR DO SLFFN(1~50 L) E /X ET D, 7272 L, LFHNI"MEEZHDH T LILTERU,
no JEITFAT L7235E 1. Option 82 15#IZ Subscriber-ID 23 5 S 41720,

[/—}]

AKa< FIELAN/SFP A— F B L UGEA 4 —7 == AZDHHETE %,

A v F— 7 = — ZZFTE LTV D LAN/SFP AR — MIERE TE R,
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[BREH]
portl.1 @ Suscriber-ID Z & ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #ip dhcp snooping subscriber-id a room

6.5.10 DHCP /X/r v F /g L — FRIBDOFRE
B

ip dhcp snooping limit rate /imit

no ip dhcp snooping limit rate
(/%5 A—&—]
limit : 10-125
1 ¥ & 72 v |25 15 "IRE72 DHCP /37~ ML (pps)

[FIEIER E]

L

[AJTE— K]

Ja—nary7 4 Jlb—y g F—NR

[FEHA]

VAT LAER T1I B0 IZZEHEZ: DHCP X7 v MEERTET D,
ZELV— bOEREBIRE LGS, ZEV— b EB 2 725%E DHCP /X7 v MIEET 5,
no FETHEAT L728A1E. DHCP /X7 v FDOZAE L — MR AEITH 220,
[ EH

VAT LARO DHCP /347 v hZ1E L — k% 100pps (2% ET 5.,
SWX232x (config) #ip dhcp snooping limit rate 100

6.5.11 DHCP /% v MNZERF SYSLOG OB RN/ ERRIE

E&
ip dhcp snooping logging switch
no ip dhep snooping logging

[/XT A—F—]
switch : DHCP /3% v MEZERE SYSLOG Hi /) DX E
X EME B!
DHCP /N v MEFERFIZ SYSLOG (2 /13
enable 2
disable DHCP /37 v MEFERFIZ SYSLOG 1T ) L
VAR
(#1813 2]
ip dhcp snooping logging enable
[AFTE— F]
Jua—)aryz 4 b—y g rETw—NR
[FEEA]

DHCP /™7 v MRFERF I HEEEH 2 SYSLOG (ZH 1§ %,

no JECHEAT L7258 IIHIHIRE TR T,

Bl

DHCP /™7 v M#ERFIZ SYSLOG (IZH)T %,

SWX232x (config) #ip dhcp snooping logging enable
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6.5.12 DHCP AX—FE VT DV AT AREFBRDOE T

EEN
show ip dhcp snooping
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
[RA]
DHCP AX—E VT DUV AT AREFREFTRT D,
[FRE B
DHCP AX—E LV T DV AT AREFREFTRT D,

SWX232x>show ip dhcp snooping
DHCP Snooping Information for system:

DHCP Snooping ServicCe ........oo... Enabled
Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ..........ouou... Enabled
Rate limit ......iiiiiiiinneeennnn 100 pps
LOgging v v i it ittt ettt Enabled

6.5.13 DHCP AX—E T DA v Z—T = — AR EFBOIRT

[EX]
show ip dhcp snooping interface
[AFIE—F]
JEFFHE EXEC £ — R, 4§ EXEC £— K
(@]
DHCP AX—¥ T DA v ¥ —T7 2 —AREEREERT D,
[BXE B
DHCP AX—E > 7 DA v F—7 == AREFREFTT D,

SWX232x>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex
Interface Type Subscriber-1ID
portl.1l Trusted
portl.2 Untrusted a_room
portl.10 Untrusted b room

DHCP Snooping information for vlanZ2:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... vlan-port
Interface Type Subscriber-ID
portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping ... Disabled

DHCP Snooping information for vlané:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... torakusu
Interface Type Subscriber-ID
portl.8 Untrusted e _room

portl.9 Trusted
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6.5.14 NA T 4V TT—H RX—ZADFKR

[ER

show ip dhcp snooping binding
[AJIE— F]
FEREME EXEC £ — N, FibE EXEC £— F
B

NRA VT 4 VT T = A R—=AIHFEINTNDL 2 R —FHREERRT D,

= MY —EHRIILTO B0 T,

« DHCP 7 A 7> F75 DHCP A v — %515 L7= VLAN ID

« DHCPZ A7 F»6HDHCP A v —V2ZE LA v ¥ —7 = — A
« DHCPZ/ 74T FDOMACT KL &

« DHCPZ A7 hDIPT FL A

o U — RAWFH]

Bl
NRA VT A T T —=ER=ZORNREFRT D,
SWX232x>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address Expires (sec)
1 portl.l 0000.1111.2222 192.168.100.2 259170
1 portl.2 0000.3333.4444 192.168.100.3 112000
2 sal 0000.5555.6666 192.168.200.2 100000
2 portl.1l0 0000.7777.8888 192.168.200.3 infinite

6.5.15 DHCP A X — ¥ v 7 DB HF T~

[EFH]

show ip dhcp snooping statistics
[AJTE— K]
FEHEHE EXEC £ — N, ke EXEC £— R
(R

DHCP A X —t 7 O aHE M A R -7 5,

A B =T 2 —RAT LT, %5 L7 DHCP "7 v b EFES /- DHCP X7 v KO EERRFT D,
[/—}]

DHCP /X7 v b3 5 L— MEBROREIC L > THE SN X7 v MIH 7> b S,
[3% 2 5]

DHCP A X —t > 7 OffisHER & FrT 5,

SWX232x>show ip dhcp snooping statistics
DHCP Snooping Statistics:

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4V TTFT—BZRXR—=2DI VT

[EX
clear ip dhcp snooping binding
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[AS1E—F]
F#HE EXEC E— R
[FFA]
NAVF 4 I F =R %7 VT 5,
[BEBH]
NA T AT T—=ERXR=2A %7 VT T 5,
SWX232x#clear ip dhcp snooping binding

6.5.17 DHCP A X— b 7O HEHDO 7 V7

[EX]
clear ip dhcp snooping statistics
[AS1E— K]
FHE EXEC £— R
[BLFA]
DHCP A X — v > 7 OfiattEhz 7 V7T %,
[BREH]
DHCP A X — b 7 OfiattEma 27 V7T 5,
SWX232xf#clear ip dhcp snooping statistics
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Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pvd 7 RL ADHRE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label textline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRET D
[R5 A —F—]
ip_address : AB.CD
IPvd 7 RL A
mask ¢ <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[AF1E—F]
AU H—T2—AE— R
[

VLAN f 2 —T7 2 —ZAIZX LTCIPVE 7T RL A LRy h~ AT BRIET D,

IPvd 7 RL AT 1 OO VLAN A > F—T x2— A2, T34 <V —T KL REZ1fHé, AL F)—T KL 2% 44
FTRETE D,

VAT LAERTE ET%@E%T%VXiWk8@iTT%é
THHE) =T RLAZRETHEDICIE, HONTDT T4~ =T RLAZRETIHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%W%?éoWM7FVX%? ELRDST-HE81T. 2TO IPv4
7 KL 2 EHIRT 5,

TH A =T RLAZRELTWDHIREET, 7IA4~V —T7 RLAZHIBRTDHZ LITTER,
FULEFRTE LT84 1%, show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACRE—Y T %y hOIPVAT RLAZEID Y THZ LITTEXR,
Batl]

VLAN#1 12 IPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ip address 192.168.1.100/24
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71.21Pvd 7 R L ADFERR

[EX]
show ip interface [interface] brief
[/$F A—&—]
interface : VLAN A V' F—7 = — A4
[AS1E— F]
FFrHE EXEC E— N, %54 EXEC E— N
[REA]
A H =T 2—RED IPv4 7 NL A &EKRT D,
FRNEITLTO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =~ > NIZ K> TERJIZIPvA 7 R LR MEBEESINTWBEEIL, IPvd 7 KL ZADHIIZ "*" %

ML CTERRT 2,
 ip address dhep =~ > RABKERIZ IPv4 T R L ADRFRIE SILTWRWGE (Y — S 5E) 13, "searching” &
FRT D,

+ ip address =< RETE S TWRWIGE T "unassigned" & FRd 5,
o WEE OIREE
« T—XUIREOLKE
AU H—T 2 —AEEELFEEAIIEOA L —T7 2 —ADIEREY . B LTEHSIZIPVA T RLAZRETX L4
TOA F—T7 2= ADIFRERTT D,
[/—}]
FBELIA L E =T 2—ANIPVAT FLAZEID S THONRNS D THLIGEITXT T —ITR D,
Bt
ETHOVLANA VA —T 2—ADIPv4d 7 KL A EHRRT D,
SWX232x>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 547 MZ X AEH IPvd 7 RL ADRE
[

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #r—/"—DHRA NERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIHEIRRE]

7L

[AS1E— R

A B =T 2—AFE— R
[RLAA]

DHCP 7 94 7 > b & LT, DHCP v — = bft5E XN 1Pvd 7 KL A% VLAN A —7 = — R LT
BRET D,
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DHCP $—"—%4RET 5 & . Discover/Request A v & — 2 HostName 47> a2 > (A7 ara—K12) &40
THIENTXD,
IPv4 7 RUAZEAF LIIRRE T noip address =~ > RAFEITT 5L BB L TWEIP T RLADRRKA vE—T%
DHCP #—/ " —(Z3£ %,
DHCP 7 A7V EREEENTNDA LV H—T 2 —AIZ, BHLZ V=T FLATRETER,
no JER CHEAT LI=HAIL. DHCP 7 74 7 hOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Txf L CERT 2 U — A MIRNT 72 BRI CREE &+ 5, 72720, EBRICY — 2 Sh 5 HifHI1% DHCP %
—N—DRENNEATT D,
KAz FZEY DHCP == bT7 74NV 7=V =A DNS Y — = FT7 /L b RAL A EZBAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I N D,
Ko<y FaEHFELTSH DHCP H— 23—/ 5 [Pvd 7 R L ZANEG TE 204, Auto IP H#RENS A 4)72 VLAN A >
H—T 2 —AZBRY  IPv4d ) > 7 a0 —H T KL A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,
AH s TREREINE N IO AL 7 AR— F T Auto IP BEREZ M L TV BE. Ko~ FIZEHATE 20,

B&l|
VLAN #1100 [Z DHCP 7 A4 7> M X > TIPv4 7 L A&t 59 5,

SWX232x (config) #interface v1anl00
SWX232x (config-if) #ip address dhcp

714 DHCP 27 54 7 F DIREBDOERT
[EFX]

show dhcp lease
[AFTE— K]
FEFRFHE EXEC *£— K, F#E EXEC E— K
B!
DHCP 7 74 7 v hOWREERTT H, LFTOHERRRIND,
« DHCPZ A7 FELTEIEL TS A X —T = — X
o EDYTHNIZIPVE T KL A
o U—ZHR
o U — ZIERFERIIR
o U — AHBUSHIR
« DHCP % ——%
« DHCPA7v a & L CHSGL-EH
« Xy VR
s TITHNITF—bFT A
o U — XIFRH
+ DNS H—/3—
« DHCP % —/3—1D
s KAAU4
[/ —}]
By TR AE N GG, Ka~vr RIFEHTE 20,
[ EH]
DHCP 7 74 7 > FDIREEEFIRT D,

SWX232x>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:

subnet-mask 255.255.255.0

default-gateway 192.168.100.1
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dhcp-lease-time 259200
domain-name-servers 192.168.100.1
dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BREDFRE
[F=
auto-ip switch
no auto-ip
[/XT A= —]
switch © Auto IP #EEEDENE
R EE B
enable Auto IP #EEEZ AT 5
disable Auto 1P HEREZ EZNIC 5
(IR E]
auto-ip disable
[AS1E—F]
A H =T 2 —AF— R
[BLFA]

VLAN A > Z—7 = — AR LT, IPv4 U 7 a—H L7 R L A(169.254 xxx.xxx/16) % HENAE KT 2 Auto 1P BEHE
BHhT 5,

Auto IP #§HEIZ. ip address dhep =~ > F& R EH (T, DHCP #— 3=/ 5 IPv4 7 R L ARG TERWGEITD I
HEET 5,

Auto IP BEBEIZ. 1 DD VLAN A > Z— T = —RICOBENTHZ LN TE S,

no B CHEAT LG & I3 EICRE T,

[/ —F]

IPvd V7 a—h)7 RUANRE LT2IZ DHCP h— =5 IPv4d 7 RLADREETE 7285458 1Pv4 V) 7 o —
HIVT R AZBEHEEL T, DHCP ' — =00l &L IPvd 7 RL AT 5,

ALy THEREMN B NINDOAL v 7 R — T Auto IP BEREAfEH L TW O 56, ARa~vr NIIEHTE 20,

[ EH]

VLAN #2 @ Auto IP #RE % 402 T 5,

SWX232x (config) #interface vlan2
SWX232x (config-if) #auto-ip enable

7.2 IPv4 R B

7.2.1 IPv4 BRI R E
EE

ip route ip_address/mask gateway [number]

ip route ip_address/mask null [number)

ip route ip_address netmask gateway [number)

ip route ip _address netmask null [number]

no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|

no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[¥F—U—F]
null Ty FEBEETICEET D
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ST A—F—]
ip_address . AB.CD
IPv4 7 KL X
TITFNET = U = A ZET DL X1X0.0.00 &T5
mask c <1-31>
~ A7 By MK
TIHNVIT = =2 ZHETHLEIT0LTD
netmask : AB.CD
7 RLAERDOR Y b~ A7
T AN DT T A ZHRET D L 130000 £T5
gateway : AB.CD
T—=HFT=ADIPv4 7 FLA
number 1 <1-255>
EELEREE (RRESERIEFOBE) ERLIESE 0D
TED/NE VT EBIEE D m,
(AR E
mL
[AJ1E— F]
Jua—N\)arz 4 L—varE—FR
[RLBA]

IPv4 DFHIREEE 2B IN3 5,

no B CHEAT LA 1, H5E LI-REZHIBRT 5,

[ EH]

TI7ANVNTF— U =A% 192.168.1.1 LT 5,

SWX232x (config) #ip route 0.0.0.0/0 192.168.1.1

BV DN 172.16.0.0/16 DIFED T — N7 = A % 192.1682.1 L35,
SWX232x (config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
(BRI
show ip route [ip_address[/mask]]
[/3T7 A =4 —]
ip_address : AB.CD
IPvd 7 RL A
mask 1 <0-32>

v A7y M (B LTESE  32)

[AJIE— R]

FEREHE EXEC £ — N, ik EXEC £— F

B

IPv4 #5157 (FIB: Forwarding Information Base) % #1795,

IPv4 7 R L RAEEME L2551, FIB ONEEZ T XTRRT D,

IPv4 7 RLVRAETIIFRy hU—2 7 FUVRZIEE LTSE, siEnEn D & —ET DT b Y —OFEME# %
TR D,

[BREH]

IPv4 BRIA R 2§ ~TRRT D,
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SWX232x>show ip route
Codes: C - connected, S - static
* — candidate default

Gateway of last resort is 192.168.100.1 to network 0.0.0.0

S 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0

S 192.168.1.1/32 [1/0] is directly connected, vlanlO00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 58 CD/X 7w b &% D & S IHEH SN 2R &2 FRT D,

SWX232x>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* is directly connected, vlanl

7.2.3 IPv4 R DOER
[ER]
show ip route database
[ASIE— K]
FEFrHE EXEC E— R, %M EXEC E— I
[BLFA]
IPv4 #2153 (RIB: Routing Information Base) %3/~ 9 5,
[ E 5]
IPv4 R ERTRT D,
SWX232x>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
8 *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl0O0
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl0O0
C *> 192.168.100.0/24 is directly connected, vlanl
C *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

7.2.4 IPv4 BRBEEICBEFHEIN TWVWARE= N —DY < —DFIR

E&N!
show ip route summary
[AJ1E— K]
FEHFHE EXEC & — N, ke EXEC £— R
B
IPv4 #%#% 7 (RIB: Routing Information Base) IZH Gk SN TV AR N —DHh~ ) —%2RKR-T D,
[BREH]
IPv4 RRER I SN TV DRE= M) —DHh~ ) —%2RKR-T D,

SWX232x>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3

Total 5
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7.3 ARP

7.3.1 ARP T — 7 VDFRR
[E=X]

show arp
[AF1E— R
FERFHE EXEC & — R, %7 EXEC £— F

[FREA]

ARP F v v v 2 %R T 5,
Bl

ARP ¥ v v ¥ 2 2R 1T D,

SWX232x>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

732 ARP 7 —7 NV DHEE

E&y

clear arp-cache
[AJ1E— ]
FiHE EXEC E— K
[RLBA]
ARP ¥ ¥ v o2&/ U7 ¥2%,
Bl

ARP X v a2k 7 U775,
SWX232x#clear arp-cache

7335 ARP =2 b —DFRE
[EF=

arp ip_address mac_address interface

no arp ip_address

[/NT A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WMBRA =T = A A4
(AR RE]
L
[ A1 — ]
su—\)arz 4 b—varE—R
[@iA]

By 7 —7 ARP = b U —&2{ERT 5,
no B TEITLIZEEIE. BE L= MY —%2HIRT 5,
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[ EH]
portl.1 IZHEfE S 4172 IP 7 R L % 192.168.100.100, MAC 7 L Z 00a0.de00.0000 D) ARP = b U — & {3
50

SWX232x (config) #arp 192.168.100.100 00a0.de00.0000 portl.1l

734 ARP Z A LT 7 NDRIE
[ER]

arp-ageing-timeout time

no arp-ageing-timeout [fime]

[R5 A — 5]
time : <1-3000>
ARP > b U —LREFIFR] (F))
(AR E]
arp-ageing-timeout 300
[AFTE—F]
A BE—=T2—AE—F
B

KR VLAN A » #— 7 = —R|ZBI1F 5 ARP = b —{RFIFAZ AT 35, Z ORFFANIZZE S h - 7= ARP
T b —iTHIRE NS,

no JER TEIT LA 1E. ARP = U —fi 4 300 #0294 %,

[ EH]

VLAN #1 ® ARP =3 [ U —{REFRERI % 10 2ICEET 5,

SWX232x (config) #interface vlanl
SWX232x (config) #arp-aging-timeout 600

735ARP ZA L7 7 REED ARP V 7 = X FEEFRORTE
[E=]

arp-ageing-timeout request mode

no arp-ageing-timeout request

ST A—F—]
mode : ARP U 7 =X MEEHA
RIEE B!
nicast ARP % A L7 7 MEFIZIA(ET S ARP U 7 =
A h&a=%x A FTKEETD
broadcast ARP % A L7 7 MRFIZIA(ET 5 ARP U 7 =
A&7 u— Xy A NTEETD
(AR RE]
arp-ageing-timeout request unicast
[AFTE— ]
AVH =T 2—AE— R
[
X VLAN A > Z—7 = — A2V T ARP £ b U —ORFFIFRHINN T L7z & SICE(FET %5 ARP U 7 =X h D5
KERET 5,
no FE CHAT L5 A 3R EIC R T,
[EE B

VLAN #1 ® ARP = F U —ORFFIFHEN T L7 & ZICEETHARP V7 2 A M &7 v— ¥y X2 FTEET
%o



SWX232x (config) #interface vlanl
SWX232x (config) #farp-aging-timeout request broadcast

7.4 IPv4 BxiE 4
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7.4.1 IPv4 BEREERTE (L AT b))

[EFX]

ip forwarding switch
no ip forwarding [switch]

[/3T A —HF—]
switch o IPv4 Ny b DERIEREE
REME A
enable IPv4 /3y N OEREE N T D
disable IPv4 /Xy s DRRE A N T 5
[WIHIRRE]
ip forwarding disable
[AJ1E—F]
sa—\)varZ 4 S L—varyE'— R
[RLBA]

IPv4 /X N DEREEF N E I35 5,
no FECHEAT LG & I3 EICR T,

7.4.2 IPv4 BERIERE(A v X — T = —R)

[F=

ip forwarding switch
no ip forwarding [switch]

3T A—5—]
switch D IPVA NSy S DRRIERRGE
REME B
enable IPv4 /37y S DERIEZ N T S
disable IPv4 /Xy s DRRE & BN T 5
(IR €|
ip forwarding disable
[AS1E— K]
f o H—T 2= AE— R
B

IPv4 /X7 N DEREEF N E X35,
no I THAT L 7= & 13U EIZ = T,
[/ —H]

AKa<> FIZVLAN A v ¥ — 7 = — R DHRE
AT NTIPVA 23 NEEEDRENREE. oK~ RTVLANA V¥ —7 2 —AD IPvd 7347 » MNEENH

s FOVLAN A ¥ — 7 = — AT IPv4 2347 v MNEEDRTHON A,
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7.4.3 IPv4 BR15 3% € DFE R

[ER]
show ip forwarding
[AJTE— F]
FEFFHE EXEC £ — N, 454 EXEC £— K
[FA)
IPv4 737 N DERERREH R T D,
[BREBH]
IPv4 /37 > N DIRIRERTE & FRT 5,

SWX232x>show ip forwarding
IP forwarding is on

7.4.4 MTU DR E

[EX]

mtu mitu
no mtu

[73F A —&—]
mtu ;. <68-9216>
B ATREZR I KN R A X
(IR RE]
mtu 1500

[AJ1E— K]

AR =T 2—AE—F

[FA)

VLAN A & —7 = — AN BIEERER /T v M A XDRKEMTU H) 2 5% ET 5,

KL SEET D87 v b BLOEREE A L3 SRV —T 4 )T 528 v RARR L0 | ARELEL AN L2 fi5k
(AA v TF U INTHA—H 7 L —LiFxtgsh L b,

IPv4 ~ > % —® Total Length 28 MTUEZ 2 537 v b & L3RET DG, IP 777 A SN TERFE SN D,
IPV6 ~ v ' — Payload Length 28 MTU &8 % 5 /37 » b & L3 #5564 5856, ICMPV6 = 7 — Nk S C/387
> MIEFEIND,

mru 2 RCRESINTA =V 7 L —LARICNED VA XDy "ISL—T 4 T ORRERDTD, Vx>
N7 VV—=L%N—T 4 7T 55 Emu 2~ RCZERERA —V 7 L —2RZHETLILERH D,

no IR CHAT LI & I3 IR E IR T,

[/—}]

Aa= 2 FIE VLAN A » F —7 = — AT D HRE T HE,

MTU fiii, #IEZBRVTRRTT DETRARLMEERTETHZ LN TE D,

ipv6 enable 23X E S 472 VLAN A & % —7 = — A Tld, MTU OFRE AIAEHIFH 1T <1280-9216> & 785,

MTU fE75 1280 £V &/ S FHE SN TV A VLAN A % —7 = — A 2% LT ipv6 enable =~ > RZRETH 2
EILTER,

[ E ]

VLAN A U # —T7 = — A #1LIZFTETH LANAR—F#1 &, VLAN A U F—7 =2 — A #2IZFFET 5 LAN R— |k #2
BT, 10240 XA FETOY ¥ RT7 L—AEFHE L, MTU % 2000 N4 MNZT 5,

SWX232x (config) #interface portl.1-2
SWX232x (config-if) #mru 10240
SWX232x (config-if) #interface vlanl-2
SWX232x (config-if) #mtu 2000
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7.5 IPv4 B ERER
7.5.1 IPv4 BRIEFER.
EEN
ping Kost [repeat count] [size datalen] [timeout timeout] [source ip_address]
[F—TU—F]
repeat DOFETREERET D
size i ICMP 7 — 2y DR S (3 MR ZRET D
timeout D FATIEHUY D Echo U 7 = A F & X(E LIcR DISER DR 2R ET D
source i ICMP X7y FDEETLT FLAZRIET D
[73F A =4 —]
host : ICMP Echo % %57 %515
RA MG, E£720E, 56850 P 7 KL A(A.B.C.D)
count COSTIES (B LTESGE 0 S)
RUEM i
<1-2147483647> AR L7 BI3RAT 3 5
continuous Crl+C M AN SN D ETHFEITZHR Y KT
datalen 1 <36-18024>
ICMP 57— Xy DE S(NA b)) (Bl L7254 : 56)
timeout 1 <1-65535>
INERFDIFH] (B LS8 1 2)
F24711%% % continuous |2 L 72 A 1T MR SN D
ip_address : AB.CD
IPvd 7 RL A
[ASE— K]
¥t EXEC E— I
B

ICMP Echo Z#57E L7z A MZiEH L, ICMP Echo Reply D&% & 150,

ISERBIUE., FOERFRTH, a~vr ROKTRICKIEREFRT 5,

[BREH]

IP 7 KL A 192.168.100.254 55 CIZT — 4 44 X 120 /34 b, ETEEUZ 3 B CHEMERZT .

SWX232x#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms
128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

7.5.2 IPv4 FRIEHESR
[EF=]

traceroute sost

ST A=

<

Wi

host

R & TERB 3 D 4E 0k
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RA N, F12iE, 585D IPvd 7 KL A(AB.C.D)

[AJ1E— K]

et EXEC B— RN

B

EELT-AA N ETORKERE FRT D,
[ E B

192.168.100.1 £ TORKEHERZIT 9,

SWX232x#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1) 30 hops max

1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms

2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms

3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms

4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms

5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms

6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.6 IPv6 7 KL A EH#

7.6.1 IPv6 DX E

[EX]
ipv6 switch

no ipvo

[/3T A =4 —]

switch : IPv6 OEE
REMHE Bl
enable IPv6 Z RN %
disable IPv6 2 BN %

[ E]

ipv6 disable

[AJ1E— K]

AVH =T 2—AE— N

(@]

VLAN A v # =7 == LTIPV6e Z AN LY 7 m— 7 RL 2% BERRET 5.
IPV6 [T K 8l E TD VLAN A U X —7 = — A THMNITH I ENTE D,

IPv6 Z N L7 a . BE T H5%0E b AR ICHIBR S LD,

no TR TIAT L= B-AI3HIHIR IR 5,

[/—}]

HEEYE SN Y 7 v—h/7 KLU AL, show ipv6 interface brief =~ > K CHR TZ %,
2By JHERRPAEN GG, Ka~r R TE 20,

[BREH]

VLAN #1 @ IPv6 = HZT %,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ipv6 enable

7.621Pv6 7 KL ZADRE

E&

ipv6 address ipv6_address/prefix_len
no ipv6 address ipv6_address/prefix_len
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no ipvé address

[NT A —=HF—]
ipv6_address X XXX

IPv6 7 R LA
prefix_len o <0-127>

IPv6 7'V 7 4 v 7 AR
[AF1E— F]
A HE—=Tz—AE—F
[@ A1

VLAN A 4 =7 == ZZ LTIPV6 7 RL AL T VLT 4 v 7 AR ZRET D,
IPv6 7 K L A (X ipv6 enable 7~ > RARFHE SN TWND VLAN A VX —7 = —RA|ZRETHIENTX D,
AK=a<> KiL. ipv6 address autoconfig, ipv6 address dhep. ipv6 addresspd =~ > R LA T 5,

IPv6 7 RL AL 120D VLAN A v % —7 = — AT, F B—/3L 7 KL A(RA #%&. DHCPv6 7 7 A 7> k. DHCPv6-
PD ZfEH L7 IPv6 7 RLADKEEGZT)E SEETE, Vo 7/un—hLT RLA%Z [ {HRETE 5,

VAT LB TRETE L IPv6 7 FLAITHRKRSMETTHLO(HBMZEI D S ToND Y 7 —)L 7T R A
ZFR<),

no B TIAT LGB IE. FEE L2 IPv6 7 RL A ZHIERT 5, IPv6 7 RLAZFRE LR -T2 B 1E, &2 TO IPv6
7 KL A(RA BRIE. Mﬂh@ﬁ?%?yk\MEHMD%@%LKEWTFVX@ﬁﬁ%Em%ﬁ&T&
[/—}]

BEOA A —T 2= R[]~V T Fy hOIPV6 7 KL AZEI D Y THZ LIXTE A0,

2By JRERRDPAN GG, Ka~r FIdEHTE 20,

[ E B

VLAN#1 [ZIPv6 7 R LA L LT 2001:db8:1::2 23X ET 5,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31IPv6 7 FL AMD RA &€
(=]

ipv6 address autoconfig [stateless]

no ipv6 address autoconfig
[¥—TU— k]
stateless : A7 — KL X DHCPv6 #EIESH 5

[FIHIRRE]
7L
[AJTE— ]
A H—T 2 —AF— R
[FHA]
RAZMA LT, VLAN A v 4 —7 =—RIZIPv6 7 KL AZRET D,
RA [T ipv6 enable =~ > RNEE SN TS VLAN A U ¥ — T = —RAIZHETDH I ENTE D,
ARz~ FiL, ipv6 address, ipv6 address pd =~ > KEfJFHTE %,
ipv6 address dhep, dhepvé-server (DHCPV6 1 — /S —XfIGE T /LD &A) 2~ KRBT TITHE SN TV D VLAN A >
H—7 2= A IR ETE R0,
ARKa<w REAIT LT72#. Router Lifetime N A X7 RA 255 L7256, RA ZXE LTEEROT RLAN, 77
NV R F—= b oA IBMEN5,
F 72, Router Lifetime 73 0 ® RA %15 L7 AL, T 74V M — MU oA DH RA 236G LoD T RLAMR
HIBR S 415,
7272 L. ipv6 nd accept-ra-default-routes disable =~ > 23 E SN TV AEEIL, RAIZESLS T 74/ M7 —h
U = A OBEINIITOIIR,
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stateless # F57& L7234, DHCPv6 @ Inoformation-request % 155 L C. DHCPv6 A7 — k L A%&— R CEIfET %,
stateless Z F57& L7284 1%, ipv6 dhep clientpd =~ > R TIZRE I TV D VLAN A ¥ — 7 = — RATIEHE
T&E720,
1 20 VLAN A > ¥ —7 = —RA|Z, DHCPv6 A7 — F L AT 1 DR ETZ 5,
stateless ZFET L72ARK a2~ RIZBK T8 D VLAN A VX —7 = —AILRTETE D,

ipv6 address autoconfig stateless =~ > N Z 52 7E L7274, ipv6 address autoconfig =~ > N C_LEX L7154 DHCPv6
AT —=F L AE— NIELET 5,

no I CTHEAT L= HE 15, RA O EZHIBRT 5,

[/— 1]

ZIELIERADO 7T T NA L ThHDHNAT Th DMK, stateless ZfiET D &, DHCPv6 D AT — kLA
ENANZ 2D,

AT — kU AEERE, DHCPv6 ¥—/3—|Zxf L C, TOPTION DNS SERVERS| (47 v 3 v a— R 23)&,
TOPTION_DOMAIN LIST| (A 7'v 3> a— K 24) # 8K 5,

DHCPv6 H— =S84 T v a VP> TE7-E &, DNS —_—(Z 34, RAA U A MI6MFE TG
TE 5,

AT — F L ZAEERFOELRIZ K - THAG L7z DNS —/3—_ R AA U A M, show ipv6 dhep interface =~ >
THERTE 2,
BfFLTERAAL DR MDD RAL ZORRBIZ ) Bndgaid, [ MIEshs,

ARz~ FIZE Y DHCPv6 Y— 3=/ 5 DNS H—/3— FREE KA A U A & Hf5 L7284 T, dns-client name-
server. dns-client domain-list =~ > ROHREDIT I DELINSD,

VAT DI ESI NI DNS —s3—_ KA A U A MZ, show dns-client =~ R THERTE 5,
2By JHEREDPAE NG G, Ka~r FIFfEHTE 20,

[BREH]

VLAN#1 12, RAZFEH L TIPV6 7 RLAEZRET D,

SWX232x (config) #interface vlanl
SWX232x (config-if) #ipvé address autoconfig

7.6.4 DHCPv6 7 A4 72 MZ L BENHIIPV6 7 KL RADRE

[FX]
ipv6 address dhcp
no ipv6 address dhcp

(B ]

mL

[AS1E— K]

A H =T 2 —AF— R
[FHA]

DH?%&?%TV%%@%LT\mmm6%~ﬂ~m%ﬁﬁéhtmm7va%WAN4V&—7I—xmﬂ
uX/Eﬁ_Z.)

$:7/% I%. ipv6 enable =~ > R3FHE I TVD VLAN A V¥ — 7 = —RIZEETE D,
1 DD VLAN A »Z—7 =— AT, Ravzr NI 1 DETRETE D,

ARz~ FiL, ipv6 address, ipv6 address pd =~ > K& TE %,

AKa<wr Rid, RKT8DVLAN A V4 —7 = —ATERETE 5,

ipv6 dhcp client pd, ipv6 address autoconfig, dhepv6-server(DHCPvV6 H— X —%HEET /L DA) 2~ RN T TITER
ESILTND VLAN A V¥ — 7 = — R ETE 20,

IPv6 7 R L A ZHifF L7 IRHE T no ipv6 address dhep =~ > R& T35 & BUfSG LTV IPv6 7 R L A Dfiffig A
vt — % DHCPV6 H—/ "—{Zi%k 5,

no IER CHAT L7245 iDmEm7747/%®&ﬁ%m@¢5

ipv6 =~ N7 disable IR E SN HE, Aa~vr RHHIBRSN D,

[/ —H]

RKa<w RTIPv6 7 RLVAZBERRET 256, V74 v 7 ARIE 1/128) L7225,
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ZELIERADOM 77 7R A L ThHNA T THDLHNIZERR, KRa~vwr FERETH L, DHCPv6 D AT — K
ZIVEIEIA NAYBENN 2D,
DHCPv6 7 51 7 > hiE. DHCPv6 #—3—|Z% LT, [OPTION DNS _SERVERS| (47 =z > =1— R 23)&
TOPTION_DOMAIN LIST| (A7 3 v a— K 24) 28K $ 5,
DHCPV6 — N—InD DA T2 a ViniR-> T&E 7oL &, DNS = _"—(F 3, RAA U R MI6MHETHRA
TX5,
DHCPv6 7 7 A 7 b DFERIZ L > THfG L7z DNS #—/3—_ KA A U Z K&, show ipv6 dhep interface =~ >
N CHERTE 5,
BELEZRAAL YA RD RAAL ADOREIZ T BRWgEAE. [ M5 aEns,
ARa< > FIZXY DHCPv6 — 3=/ 5 DNS H— "— R KA A U 2 M2 HfS L7286 T8, dns-client name-
server, dns-client domain-list =~ > ROHREDIE ) DEILEEINSD,
VAT MMIHESIT DNS —_"—_ RRA A U 2 L, show dns-client =~ > R TR TX %,
Ko< REFZNZ L7-#. Router Lifetime 23 %h72 RA #Z{E L7256, RAZEELIEEEOT RLAR, 57
F/V M= R = A ITBMEN5,
F7-. Router Lifetime 250 ® RA ZZE LT-HEIT. T 74N T — 1" T4 00 RA ZEELEEEOT FLAR
HIFRS N5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3 FHE SN TV DHEAIEX, RAIZESS T 74V 7 — b
U A OEBINIITOILR,

AL TR ERNRGE, Ao~y RiEEHTE RN,
[ E R
VLAN #100 {Z DHCPv6 7 7 A 7> MZ Lk > TIPv6 7 KL A %1595,

SWX232x (config) #interface vl1anl00
SWX232x (config-if) #ipv6 address dhcp

7.6.5 DHCPv6-PD Z{Ef L7~ IPV6 7 KL R DR E

EEN!
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipvé address pd pd_prefixname pd_ipv6_address/prefix_len

[73F A—%—]

pd_prefixname : DHCPv6-PD 7 74 7> b (ipv6 dhep clientpd =~ > R) TRELIZT L7 4 v 7 A4
PAIHT. Ry M) A T2 T o F—_—() (32 LFLIN)

pd_ipv6_address . X:X:X:X
DHCPV6-PD 7 A 7 > h TG L= L7 4 v 7 AIZh £33 IPv6 7 F LA
DHCPV6-PD 7 A4 7 > R TG LI L7 v 7 AR LT, AL (D) DFI 2 3E
)
DHCPv6-PD 7 74 7 > N CTHAF LT L7 4w 7 ZER3ITH LTI, T0) ZRET D 4EED8
»H5

prefix_len . <0-127>
IPv6 7 L7 4 v AR

[FIHIERE]

7L

[AF1E— K]

Ao B =T 2 —RE—F

[FLFA]

VLAN A v # =7 2 — R Zx LTIPv6 7 RLRET VLT 4 v 7 AREHRET D,
E%T%VZim%m%kﬂV/F# RESNTWVWD VLAN A U H —T 2 — AR ETHIENTE D,
DHCPV6-PD 7 7 A 7 MERBIC L > THAF L2 L7 4 v 7 ATESE IPv6 7 KL A& AT 5,
R ENTZIPv6 7 R L AL, show ipv6 interface =~ > N CHEE T&E 5,

A=z~ RiX, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ > K EfFHTZ 5,
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IPv6 7 RL AL 1OD VLAN A > #—7 =— A2, 7 m—)L7 FLZ(RAKE. DHCPv6 7 T4 7~ R &aai)
Z5EETE, Vo Zu—bAT KL A% 1 HRETE 5,

VAT AR THERETEDIPv6 7 RL A IR K SEETTHAHA(HEMIZEH VY ToNDY 7 r—LT KL A

%lg/%<)o
no JEATHAT L2 &I, fEE L2 IPve 7 K L A ZHIFRT 5,
[/ —}]

DHCPV6-PD 77 7 A4 7 > MERET, L7 4 v 7 AEREZIRISETE TORWEEAIL, IPve 7 KL R TAR IR0,

TVT 47 AERE FALT R RADOMAEDENRELL 2WGEAER, f VX — 72— ABTYH 7 32y hOEBEL
728560, IPve 7 R LA IFAER IR,

ALy JHERENA R e e, Ao~ v R TE R,

[ EH]

VLAN #100 C DHCPV6-PD 7 7 A 7> MI X > TIPV6 7'V 7 v 7 AEEHGT 5,

Bffs L7271V 7 4 v 27 A4 [PD_VLAN100] %M\ T, VLAN#200 (2, IPv6 7 RL A ZFRET 5,
Z ZClE, PD VLANI100] (Z°C, 2001:db8:1:aaf0::/60] % Huf5 L7= LET 5,

LU FDOREE T VLAN #200 12, 12001:db8:1:aaf2::1/64] DFRE I N D,

SWX232x (config) #interface vlanl00

SWX232x (config-if) #ipvé dhcp client pd PD_VLAN100

SWX232x (config) #interface v1an200

SWX232x (config-if) #ipv6 address pd PD VLAN1IOO ::2:0:0:0:1/64

7.6.6 DHCPv6-PD 7 54 7> NOHRE

[EX
ipv6 dhcep client pd prefixname

no ipv6 dhcp client pd

[NT A—F—]
prefixname D BIDETONEET VT 4y 7 RIS D NER 224 i
PAFET. Ry MO N T U(), Ty F—3—() (32 LFLN)
[FIEIRRE]
7L
[AF1E— K]
A H—T2—AF— R
[FEEA]
§§2V9%7:%2TDWP%$Dﬁ?%?thﬁ%ﬁﬁkbﬁfV74yﬁx@ﬁwﬁf%gﬁﬁéiﬁﬁﬁ

ARz~ RiL, ipv6 enable =~ RPFRE IFL TS VLAN A V¥ — 7 = — R ITHETE D,
Ka<> RO prefixname TG LI V7 v 7 RiZ, LFTHEATE %,

« ipv6addresspd =~ NIZC, BUGLZT V7 4 v 7 A&MHLT, IPv6 7 RLAZRET 5,

« DHCPv6 E— F®Drange =~ NIZT, BfFL7ZT V7 1 v 7 A% LT, DHCPv6 Hr— N—THERYIZHID 4
THIPv6 7 KL ADHPHZRET 5, (DHCPV6 H— S —XfSET L D)

« DHCPv6 E— RO prefix-delegation =~ > NI T, BfG L7277 1 v 7 A% LT, DHCPv6 #—/—T7
V7 4y 7 ADBHENY B TERET D, (DHCPV6 H— X=Xt E T /LD )

1 OO VLAN A VX —T 2 —R|Z, Ka<wr NE1 5P FHRETX 5,
Ko< RIZERK T8 D VLAN f V' Z—T7 2 — R TRETE D,

ipv6 address dhcp. ipv6 address autoconfig stateless, dhcpv6-server(DHCPv6 — /N —%F ST T /LD I) <2 K33
TITRRE EALTVD VLAN A ¥ — 7 = — AR E TE 20,

IPv6 7'V 7 4 v 7 A% EfG L7 dRHE T no ipv6 dhep client pd =~ > K2 FE(7d 5L, BRELCW=T LT 4 v T A
DFFSA > & — % DHCPv6 —/3—ITik D,

no JEXCTHEFT L72HA X DHCPv6-PD 7 74 7 > hORELEHIRT 5,
ipv6 =~ > R73 disable IZRE S NTZHE, Ko~y RbHIREND,
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[/ —F]
ZELIERADM 7 Z 7 BA L THLINT 7 THANICERRL  Ra<w 2 RERET 5 &, DHCPv6-PD D AT —
k7 VENEIA PDY AN /2 %,

DHCPvV6-PD 7 7 A 7 > h X, DHCPv6 H—/3—{Z%} L C, TOPTION DNS SERVERS| (#7¥ 32— K23)&,
TOPTION_DOMAIN LIST| (A 7Y a v a— K 24) #8KT 5,

DHCPv6 H— =S8 AT a VP> TETE &, DNS —_—(I 34, FAA U A MI6MFE TG
TE 5,

DHCPv6-PD 7 7 A 7 > F THUf5 L 72 DNS —/X—_ KA A U & ML, DHCPv6 E— K@ dns-server. domain-
name 2~ R THIHT L Z LN TE S, (DHCPV6 Hr— =Xt T T /L D)

DHCPv6-PD 77 7 A4 7 > NDOERIZE - THAF L7 DNS H—s3—_ KA A U X I, show ipv6 dhcp interface =
~ U R CHERTE D,

BELEZRAL Y ARD RAL EZDOKREID T BWgAE, [ w5 ans,

AR~ RIZE YD DHCPv6-PD #—/ 3=/ 5 DNS r— 3— FREE KA A U XA N EEG L7256 TH, dns-client
name-server. dns-client domain-list =~ > FOREDIT D> DB I NS,

VAT AMIEEENTZDNS —X—_ KA A U Z MZ, show dns-client =~ > N CTHERTE 5,

Ko< REFZNIZ L7, Router Lifetime AR RA #ZE L1235, RAZERE LIHEROT RLAN, 57
FNVRF— T AITBINENS,

*7-. Router Lifetime 23 0 ® RA #ZE L7258, T 74NV M F—F U2 A5 RA ZEELIHMERDOT KL AN
HIFR SN D,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > R23G%E SN TN DL E1E, RAICHK ST 740 R — |
¢I4®Lm1ﬁbhﬁw

ALy PP AN E. Aa~vr RIFEHTE 7220,

[ EH]

VLAN #100 T DHCPv6-PD 7 74 7 > M L5 TIPv6 'L 7 v 7 AZHET 5,

PG L7271V 7 ¢ v 27 24 [PD_VLAN100J %\ T, VLAN#200 (2, IPv6 7 KL A& ET D,
Z ZTlE, PD VLANI100] (Z7C, 2001:db8:1:aaf0::/60] % Huf5 L7= LRET 5,

LU OF%E T VLAN #200 (12, [2001:db8:1:aaf2::1/64 ] DEXE S5,

SWX232x (config) #interface vl1anl00

SWX232x (config-if) #ipvé dhcp client pd PD_VLAN100

SWX232x (config) #interface v1an200

SWX232x (config-if) #ipv6 address pd PD VLAN1OO ::2:0:0:0:1/64

76T RAIWZEADT 74NV 7 — b= A DBEENBRERE
EEN

ipv6 nd accept-ra-default-routes switch

no ipvé nd accept-ra-default-routes

[PRTA—F—]
switch L RAICEDF T4 R — ko= A HERGREE
BRIEME i
enable I}AZCJZ55‘°7%/I/]\/7“—]\17I4’ R
WEEHMTT D
disable I}Allié?‘7z“/1/ kA — N E R GR
RIE & WS D
(AR RE]
ipv6 nd accept-ra-default-routes enable
[AJTE— K]

A H—T 2 —RAE— R
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[FEHA]

MEDA X —T 2 —ATZE LN —F —RERA)DIRT RLARIZH LS, IPV6 DT 74V N — R = A
O HEPRER DA RNIER 2R ET D,

Az~ R, ipv6 enable 2~ 2 FFRE I TS VLAN A ¥ — 7 = — AR ETE D,

no JEITFEAT L7256 135 E 2 TN IZ iR,

ipv6 =~ > K73 disable [ZRXE S NT-HE, Ka~vr NuHlfRESN D,

[/—}]

ipv6 address dhcp, ipv6 dhcp client pd. ipv6 address autoconfig =~ > K% ERFRA 225 L7z & &I, KRa<wF
DFEDEH S5,

INHDa~vy FRRESINTWVRWESRIL, Aa~vr RREICHRESNTHNTS, 774V —h7=A D
HEPSERIFA TR0,

AL VERENANLG G, Aa~r NI TE 20,

B2 p]

VLAN #100 TRAIZK 27T 74 b7 — b U = A BEPRERE 2 BN T D,

SWX232x (config) #interface vl1anl00
SWX232x (config-if) #ipv6e nd accept-ra-default-routes disable

7.6.8 IPv6 7 R L A DFKR

EEV
show ipv6 interface [interface] brief

[/3T A —HF—]

interface : VLAN A & —T = — R4
FKRTHA L H—T 2 —A

[AJ1E— ]

FHFiHE EXEC £ — N, %54 EXEC £— N

[RLBA]

AV HE =T 2—AHDIPV6 T RL A EERT5H,
« IPV6 7 RL A
+ ipv6 address dhep =21~ > RIZ X > TEIFGIZ IPV6 7 R L ANERE SN TV AHEAIE, IPv6 7 K L ADRHIIZ "*"
ML CTERT 5,
* ipv6 address dhep =~ > RZFRERZIT IPV6 7 R L ADEE AL TW R WIGAE (P — W& %)%, "searching"
ERRT D,
* ipv6 address pd =~ > NC pd prefixname Z#H VW TERE LT RLUADEAIL, IPv6 7 R L ADRIZ "*" & ff
ML THRRT D,
e IPV6 7 R UAMERE SN TORWEA T "unassigned" & 725,
o WEE OIREE
o TV T EOIRRE
AU B —T 2 —AEEELFEEAIEZTOAL X —T 2 —ADEREY . B LI-HAIZIPve 7 RLARREI N4
TDA U E—T == ADIFHRELTT D,
[/ —}]
BELIEA LV H—T2—ANIPv6 7 RLAZEID Y TOHNRNLD THLIGEIXTT —IT2 5,
2By VRN ARG, Ra~y FIIEHTE 20,
[ EH]
ATOVLAN A VH—T 2 —ADIPv6 7 RL A& FRT 5,
SWX232x>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan?2 2001:db8:2::2/64

fe80::2a0:deff:fe:2/64 up



down
vlan3 unassigned
down

7.6.9 DHCPv6 7 5 A T .~ F DIREBDORR
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up

[EF2

show ipv6 dhcp interface [ifname]
%5 A—5—]
ifname : VLAN A ' Z—T = — R4

[AS1E— R

FEHEME EXEC £ — N, ke EXEC £— R
[LAA]

DHCPv6 7 A 7 v N OREEFKRT B,

ifname ZHRE Lo 7286, TXTO VLAN A U ¥ —7 = — ADNEREFRT 5,

[/ — P}

AH TR BERN LGS, Ao~y RiEfEHTE RN,

(BB

FT_TOHOVLAN A V' Z—T7 = —AZAD DHCPv6 7 T4 7 > FORREAFRT 5,

SWX232x#show ipvée dhcp interface
Interface vlanl

Client Type : IA NA
Address : 2001:db8:1:aal10::dd2d
IAID : 0£28924a
DUID : 000100010000000000a0de000000
preferred lifetime : 604800
valid lifetime : 2592000
expires : 2023/4/19 07:25:48
Interface vlan2
Client Type : Stateless
DUID : 000100012ce737dbac44f284efdd
DNS Server : 2001:db8:1:0bb10::100
DNS Server : 2001:db8:1:bb10::200
Domain Name : example.com.

Interface v1anl00

Client Type : IA PD

Prefix name : PD_VLANI1O0O

prefix : 2001:db8:1:aaf0::/60
IAID : 0£28924a

DUID : 000100010000000000a0de000000
preferred lifetime : 604800

valid lifetime : 2592000

expires : 2023/4/19 08:08:04
DNS Server : 2001:db8:2::100

DNS Server : 2001:db8:2::200
Domain Name : example.com.

7.6.10 DHCPv6 7 7 A 7 bD V&Y b

[ER
clear ipv6 dhcep client ifname
[/XT A —=HF—]
ifname : VLAN A VX —T = — R4
[AJIE—F]

b EXEC B— R
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[RLBA]
XNGDA B2 —7 2 —ZATEHELTWD DHCPV6 7 A T N4 7 V7T 5,
Ka<wr REETTDHE, HBOA ¥ —7 =— A THIS L7- DHCPv6 DN —EiE S5,
ZOLEEZ, B LTWEIPVe 7 R L ADERA v —2 % DHCPv6 Hr—/3—~ik %,
Z D%, DHCPv6 % —/3—~DERMPFEIXRIE S, DHCPv6 7 74 7 > b OFHREZAT O,
DHCPv6-PD 77 74 7 > R & H L T\ =84, ipv6addresspd 2~ > R C, BGL7=7 V7 4 v 7 A&MHL T
EE BELTWEA Y E—T2—ADT RLALHRESND,
DHCPv6 ¥—/N—HHEIZC, DHCPv6 E— R range =2~ . I, prefix-delegation =~ >~ |} dns-server =~ ||
domain-name =~ > N T, & L721F# A H L Uiz & &, DHCPv6 V— S —HEE S Fa%E S5, (DHCPv6 H
— X —=XFIE T L D F)
[/—}]
A5y RSB, R~ FEERTE 2V,
[BEH]
VLAN #100 ® DHCPv6 7 A 7 > b &7 U 74 2%,
SWX232x#clear ipv6 dhcp client v1anl0O0

7.6.11 DHCPV6 7 T A 7V "XERFIZZIETAND DS VT 4 v 7 ADFRE

E=N
ipv6 dhcp client nd-prefix prefix_len

no ipv6 dhcep client nd-prefix
[/3T7 A —F—]
prefix_len T <1-127>
ZETHNDOT VT v I AR

[WIHIRRE]

L

[AJ1E— ]

f B —T = —RAE— R
[HA]

ipv6 address dhep =~ > RIZE S TIPv6 7 RV A(F L7 w7 A/128)BNHENFEE S 4L/ VLAN A V4 — T = — R
TIE, BEEICIPV6 7 R LRI 57 3T ND(Neighbor Discovery)/ 37~ N & 559 %,

Kavr RueRETDHEND ATy MERICUTOWMEZ, RELLT VT 4 v 7 ZOHMTHK L, F—t7
AV ROBAEIIFZZEDOND X7y haZET D, FH—t 7 A FTERWEHAICIE, ZDOND X7y M EFHET L,
+ ipv6 address dhep 2~ > RIZ K> CTHEBREE SN IPV6 7 R LA

o ZIELIND/NTy FOEFEITIPV6 7 R LA

ARza<>2 RiL, ipv6enable 2~ RNRESINTVD VLAN A U H —T = —RIHETHI ENTE S,

ARKa<wr ROXG LD ND 237 v M, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D T %,

no JEATHEIT LA, DHCPv6 7 7 A 7 > MERERICZIET D ND DT V7 o v 7 A&HIERT 5,

[/ — 1]

ipv6 address dhep =~ > RIZ X > TIPV6 7 KL A(Z L7 4 v 7 A /128) )N HENRRE S 72 VLAN A X — T = — A
TOHIMEST 2,

A By JHERRDAEN GG, Ka~vr RIFEHTE 20,

[ EH]

ipv6 address dhep =~ > RIZ LK > TIPv6 7 R U AN HENERE S 4172 VLAN#1 T, 7 %> K /64 725D ND /37 v
FNOBZETEDL LT 5,

SWX232x (config) #interface vlanl

SWX232x (config-if) #ipv6e dhcp client nd-prefix 64
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7.7 IPv6 #% 1% 451

7.7.1 IPv6 E#HURR R E
[

ipv6 route ipv6_address/prefix_len gateway [number)

ipv6 route ipv6_address/prefix_len null [number)
no ipvé route ipv6_address/prefix_len [gateway [number]]
no ipvé route ipv6_address/prefix_len [null [number]]

[FF—T— K]
null DTy MEBEETICHIET S
85 X —5—]
ipv6_address D XeXuXeX
IPv6 7 KL X
T AN — U A ZHRET H & Z1T 1 (0:0:0:0:0:0:0:0 DEWETE) &5
prefix_len ¢ <1-127>

IPv6 V7 4 v A
TIHNV M= U A ZRETDHLEIT0LTD
gateway D XXX X
F—=RrT=ADIPv6 7 FL A
IPv6 U > 7 m—NT RURAZIRET D& EE, kA v =T =—AbRET OLEND
5 (fe80::X%vlanN D)
number 1 <1-255>
EHERE (R OEEE) (B LSS 1)
EA/INSUVE E B E,
[AJ1E— K]
Ja—N)aryz4JL—g T — R
[
IPv6 DFFAIRERS 21845,
no JEATHEAT Lo Bld, 88 LIS 2 HIFRT 5,
[/—H]
TI7HNV M= b 2 OBET, RAICEDBELY b, FHFARREKIC L 2R EPREL SN D,
ALy JHERENARNRE S, Aa~r NI TE 20,
[BREH]
LD JE75 2001:db8:2::/64 DIGE D7 — b7 = A 4 2001:db8:1::1 &35,
SWX232x (config) #ipv6 route 2001:db8:2::/64 2001:db8:1::1

F 7 F I M — U = A B VLAN #1 _E 0 £e80::2a0:deff:fe:1 & 95,
SWX232x (config) #ipv6 route ::/0 fe80::2a0:deff:fe:1%vlanl

7.7.2 IPv6 ERikR DFIR

E&
show ipv6 route [ipv6_address|[/prefix_len]|

T A—5—
ipv6_address D XeXnuXeX

IPv6 7 KL &
mask ;o <0-128>
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IPv6 L7 4 v 7 AR (Bl LT2%E 1 128)
[AT1E—F]
FEHFHE EXEC =— N, F#E EXEC E— I
[FLBA]
IPv6 #51%%%  (FIB: Forwarding Information Base) % /"3 5,

IPv6 7 L ZAZEWE LI-3E481%. FIB ONEZ TR TCERTSH,
IPv6 7 RV AEIIR Yy NI —27 7 RVRAEZRE LTSS, BERETND & —BT oK M) —OFEEH %

FRT D,

[/ — D}

2By VRN ARG G . Ra~y FIIEHTE 20,
[ EH]

IPv6 HRIERZ T X THRRT D,

SWX232x>show ipv6 route

Codes: C - connected, S - static

Timers: Uptime

::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08
2001:db8:1::/64 via ::, vlanl, 00:01:10

2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nr y h kD & XA SN REE2F T D,

SWX232x>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl

Qw0 OQwn

7.7.3 IPv6 R IEE DFEIR

&3]
show ipv6 route database
[ASIE— K]
FEHEHE EXEC £ — I, b EXEC £— F

[BEEA]
IPv6 #%#3% (RIB: Routing Information Base) % #1795,

[/—}]

A5y VRN ARG G, Ra~y FIIEHTE R0,
[ EH]

IPv6 KA RKRT D,

SWX232x>show ipv6 route database

Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2al0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QunQwn

774 IPv6 BRERICBEHZEIN TWVERKE L N —DP <) —DFR

[EX]

show ipv6 route summary
[AS1E— R
JEFFHE EXEC £ — R, 4§ EXEC £— K
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[RLBA]

IPv6 #%#%7% (RIB: Routing Information Base) (ZHEK SN TV ORI M) —DHh~ U —&2 R 7T 5,
[/— k]

ASy JRRRED ARG 6. Aa~ v A TE R,

[ E B

IPv6 RRBFOY <~ —2 KT 5,

SWX232x>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor ¥ > ¥ =

7.8.1 §#H Neighbor ¥ ¥ vy ¥ =2 U —DRE
[EF=

ipv6 neighbor ipv6_address interface mac_address interface

no ipv6 neighbor ipv6_address interface

[/$5 A—&—]
ipv6_address D XeXuXeX
IPv6 7 R L X
interface : vlanN
VLAN A % —7 = A A4
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA =T = A A4
[AJ1E— F]
Ja—)ary 74—y g T — R
[

Neighbor ¥ ¥ » ¥ 2 [ZHHT > MU —ZBNT 5,
no JER CEAT LA, HBE L= MY —%HIBRT 5,

[/—F]
AB THREBAERNRGES, Ao~y RiEfEHTE RN,
Bal]

VLAN #1 E® portl.1 (28 5., IPv6 7 R L& 2001:db8:cafe::1 ® MAC 7 K L A % Neighbor ¥ ¥ v ¥ = [ZRET 5,
SWX232x (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.1l

7.8.2 Neighbor ¥ ¥ » V' =27 —7 LV DFERN

EEN
show ipv6 neighbors
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
[BFA]

Neighbor ¥ ¥ v ¥ 27 —7 )V ERKRT D,
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[/— 1]
AL VERENANLG G, Aa~r NI TE 20,
Bl
Neighbor ¥ v v ¥ 27 —T7 NV EERT D,
SWX232x>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bcd:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22ff:fe33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v 3 27 —7 /VDHZE

EEN
clear ipv6 neighbors
[ASTE— F]
F#HE EXEC E— R
(@A
Neighbor ¥ ¥ v > =247 U7 4%,
[/—}]
ALy JERENADN G E ., Ao~y RIEEMATE 20,
Bl

Neighbor ¥ v > =247 U7 4%,
SWX232x#clear ipv6 neighbors

7.9 TPv6 Hin il A

7.9.1 IPV6 E5ikiRE

E&

ipv6 forwarding switch
no ipvé forwarding [switch]

[78T7 A —=F—]
switch : IPV6 /N7y b DERIEER TE
RIEE B!
enable IPV6 /™7y ks DERIEEFIINZT S
disable IPv6 /377 b Dk Z 24 %
[WIHIRRE]
ipv6 forwarding disable
[AFTE—F]
sa—s)var7 47— a sE— R
[

IPV6 /7y b ORREZF RN E 71T ENIZT 5,
no JEATIHAT L7 A I3 EI R T,

7.9.2 IPv6 EEI5ER € DFE IR

(&=
show ipv6 forwarding
[ASE— F]
JEFFHE EXEC £ — R, 4§ EXEC £— K
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[REA]
IPv6 /X7 v N DERERR E & FnT 5,
[ E B
IPv6 /37 N DERIEERTE# T 5,

SWX232x>show ipv6 forwarding
IPv6 forwarding is on

7.10 IPv6 BRERERS

7.10.1 IPv6 BEESR

[ER
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address]
[ZF—T— K]
repeat COETRE AR ET D
size © ICMPV6 7 —Z iy DR S (A MHD 2R ET D
timeout DO FTIEHUY D Echo U 7 = A R & X5 LIcR DISER DR 2R ET 5
source : ICMPv6 /Xy RDIREILT RV AZRET D
[73F A —5F—]
host AR ML, E720E, IPve T R U AKX XX)
ICMPv6 Echo % %57 % 565%
IPv6 Vo7 m—JnT RUAZRET D5G13. BHHA v =7 = —ZAbIEETLHLLEND
% (fe80::X%vlanN DJE)
count DTS (BB LTCSA 0 S)
RUEM B8
<1-2147483647> FERE L7 EIERAT S 5
continuous Ctr+C WA EN D ETHFEATZMRY KT
datalen 1 <36-18024>
ICMP 7 —## DR S(3 b)) (Bl L7I=35E : 56)
timeout 1 <1-65535>
INEFRFDIFH] (B LI2SE 1 2)
FEATIEEL % continuous (2 L7 H& XA S D
ipv6_address DX XXX
IPv6 7 R LA
[AJ1E— F]
F¢HE EXEC E— R
B

ICMPv6 Echo ##57E L7274 A MMZEH L, ICMPv6 Echo Reply 2325 531 TCL 2 D& FD,
EOLNTEEDL, TOEA2FETRT D, A~y RN TT5 LHEAFKEEREETT D,
[/—}]

2By JHERRPAEN GG, Ka~y FIEHTE 20,

Bl

fe80::2a0:deff:fe11:2233 56 CIZBUEfER 1T O .

SWX232x#ping6 fe80::2a0:deff:fell:2233%vlanl
PING fe80::2a0:deff:fell:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
64 bytes from fe80::2a0:deff:fell:2233: seg=0 ttl=64 time=2.681 ms
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64 bytes from fe80::2a0:deff:fell:2233: seg=1 ttl=64 time=4.760 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=2 ttl=64 time=10.045 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=3 ttl=64 time=10.078 ms
64 bytes from fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

--- feB80::2a0:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 ﬁ%ﬁ%\
[EX]
traceroute6 /iost
[/XF A—&F—]
host D R E R T At
RA NG, FT2X, 58560 IPv6 7 R L A(X:X:X:X)
[AS1E— K]
¥ikE EXEC E—
[FHA]
FEE LA A M E CTORKBIEREFRT D,
[/ —}]
2By JRERRPAN GG, Ka~r FIdEHTE 20,
[ E R

2001:db8:1::2 £ TORKMERETT D,
SWX232x#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

1 2001:db8:10::1 (2001:db8:10::1) 0.563 ms 0.412 ms 0.428 ms
2 2001:db8:20::1 (2001:db8:20::1) 0.561 ms 0.485 ms 0.476 ms
3 2001:db8:30::1 (2001:db8:30::1) 0.864 ms 0.693 ms 21.104 ms
4 2001:db8:40::1 (2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
5 2001:db8:50::1 (2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
6 2001:db8:1::2 (2001:db8:1::2) 33.948 ms 0.413 ms 7.681 ms

7J11DNS 7 A4 T~ b

7.11.1 DNS ~Of W& DR E

[EFX]

dns-client switch
no dns-client

[R5 A—HF—]
switch : DNSZ 747 hOEE
REHE B
enable DNS 7 747 v bEHNZT S
disable DNS 7 A4 7 v b &M T 5
[WIHRRE]
dns-client disable
[AS1E— K]
ra—\)var 74—y aryE—F
[FHA

DNS ~DWE O ERE A B FE I 13T 5,
no TERTEAT LA 13RI T 5,



7.11.

o~ KU 77 LA | Layer 3 F&HE | 303

[ EH]
DNS ~D W& b HEREE BT D,
SWX232x (config) #dns-client enable

2DNS P —"—U X FDOHRE

7.11.

E&

dns-client name-server server
no dns-client name-server server

[R5 A — 5 —]

server : AB.CD
DNS #r—/X—®D IPv4 77 R LA
X: XXX
DNS #—/3—®D IPv6 7 F L A
IPv6 U7 m—)T FUAZIRET H561E, EHA V=7 == 2AbIRETLILERD
% (fe80::X%vlanN D)

(AR E]

L

[AJTE— K]

Jua—n"narz4 7 b—va e —R

[FLA]

DNS #— 3=V A MTH ==z BT 5,

P ST K 3 TRIETE B,

no JEATHEAT LIcHAld, $8E L2 —/3—% DNS — "= U X E B HIERT 5,

[/ — ]

ip address dhep. ipv6 address dhep, ipvé dhep client pd. ipv6 address autoconfig stateless =~ > N{Z & -5 T DHCP #
—/3=775 DNS == U X M & BfG LIche, Ra~y FOREMERINLD,

722l A== FIZL D DNS = 3= U 2 ORI 3 R OSH AL, A5 3£ TY 2 FOXKRIZ DHCP
P N—= B HfF L7z DNS h— 33— U 2 R &89 %,

[EXE B

DNS #—/3—U Z NMZIP 7 R L Z 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fel11:2233 % BI04 %,

SWX232x (config) #dns-client name-server 192.168.100.1
SWX232x (config) #dns-client name-server 2001:db8::1234
SWX232x (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

377 FINVE RAL VEDRE

[EX]
dns-client domain-name name
no dns-client domain-name name

[/XF A—&—]
name R AAL A (R 256 30F)

(IR E]

L

[AJ1E— K]

ra—n_pvar 74— g rE— R

[FEA]

DNS FiWADOERHERT 5T 740 b RAAL VA ERET Do
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no B CTHEAT LG A IET 74V b RAAL VA %EHIBRT 5,
[/—}]
ip address dhep =~ > RIZ K5 CDHCP —_—nHT 7 4Lk RAL VA(F T v avra— R 15EIELZY
B Ravr FORENELIND,
dns-client domain-list =~ > R CTHRE RN AL VU A MPERESNTWDLEAIX, Ra~v > RTHRELLET 74/ 8K
AA 4, BEON ipaddressdhep 2=~ RIZX > THERESNZT 740 b RAA AT S0,

[ 2B
T 7 A N RAA 4% example.com ([ZFXET D,
SWX232x (config) #dns-client domain-name example.com

TUNARBRBRAA V) R FNORE
B

dns-client domain-list name

no dns-client domain-list name
[2XF A—%F—]
name D RAA 4 (K256 XXF)

[FI8AE% €]

L

[AFIE— F]

Ja—\)ary7 4L —gEF— R

B

DNS BWEDOEIFIZHEHATE2MBE RAAL U X M FAAL V4 %BNT 5,
BMBERAAL YA NMIK6MHETRAL UV EBETE D,

B TETLEEAIE, FFELLEFAAL VA EZRBERAAL Y X RO HIRT 5,
[/ —F]

RKa<w RTHZERAAL VA MBRRESINTWV DA, dns-client domain-name =~ > R CHRE LT 74/ b K
AA 4, BEOYN ipaddressdhep =~ RIZ K> THERESNTZT 7 4/ b RAA VAT H S0,

ipv6 address dhcp. ipv6 dhep client pd. ipv6 address autoconfig stateless 2~ > K2 J > T DHCP —/ 3= 5 k3R
RAAL YA NG LIZSGE, Ka~xy FOREMELESNLD,

2L, Ravy RICKDHB R AL U 2 N OBEHEN 6 ERTOSH AT, A3 6 FE£TY 2 OFKEIZ DHCP
P N=NOPIF LT R AL U R 2Bt 5,

[BEH]

R A A 4 examplel.com, example2.com Z M5 KA A > U A MZBINT 5,

SWX232x (config) #dns-client domain-list examplel.com
SWX232x (config) #dns-client domain-list example2.com

711.5DNS 7 54 7 v MEBOFT
E

show dns-client
[AJ1E— K]
FERFHE EXEC & — R, %7 EXEC £— F
B!
DNS 7 74 7 v ME#RERRT D,
FRANFIZLTOLEED,
EH L
DNS Client is enabled DNS 7 547 v A%

DNS Client is disabled DNS 7 A 7 > b VR
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HAE B
Default domain FITFIV N RAAL A
Domain list MBERAAL U XK
Name Servers DNS #—/"—1U X NIP 7 R L R)
[BREHI
DNS 7 74 7 v ME#ERRT D,
SWX232x>show dns-client
DNS client is enabled
Default domain : example.com
Domain list : examplel.com exampleZ2.com
Name Servers : 192.168.100.1 2001:db8::1234 feB80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP or DHCPv6 Client.
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R

IP = /L F % ¥ A ~MEIHE

8.1IP v /L FF ¥ R MEAKFRE

811 KRAD~NLFF¥ AT L —LADUHEFTEDORE

[ER]
12-unknown-mcast mode
[NT A—=F—]
mode AT FR Yy A NT L— AOME T
BRIEME il
discard (€ B pra)
flood 7I9TATTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—)arz 4 L—va rE R
B
MAC 7 RL AT =T BRI TR LT F X 2 7 L— L0 IEEZRET D,
Bl

KD NTFF ¥ A NEHIEIET D,
SWX232x (config) #12-unknown-mcast discard

812 KRHDTNFF ¥ A N7 L—LDUEFEOREA v Z—T7 = —2R)

E&

12-unknown-mcast mode [except-routing]

no 12-unknown-mecast

[F—T—F]
except-routing RO ILTF XY A RN T L — L EIN—T 4 T OREITT S,
[/%5 A —5—]
mode WL TFFy AT L— AONEL A
REME B
discard IS5
flood TI9TA4TTD
[WIERRE]
L
[AF1E— F]
A B =T == AF—
[
VLAN A U # —T7 2 —ATEZE LI MAC 7 RL AT =T LIRS ILTWRNT LT F ¥ A N7 L— LD
BaRET 5,

~NF Xy A N7 L—LOMPEFED discard, 7> except-routing ¥ — VY — RREE STV 7R WGHE
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o 224.0.0.0/44 ODFHFHTHRMDO~NLTFF¥ A M7 L—L2NHHEIN, IGMPPIM IZ LD~V TF X A M—T 4 7
DXL B 720,

+ AT AT 12-unknown-mcast forward link-local # % E T A & TN TFFY¥ A M) 7 a—hL7 KL A
(224.0.0.0/24) ZREFEGTITHRIE T H 2 LN TE D,

* VLAN A ¥ —7 = — AT 2-mcast flood 2~ > REFEHTHZ L TREIIOLVFF¥ A T KL R 2SS
WCHEIR T A LN TE 5,

2T X x A RNT L— AOBLHFIEN discard, 7> except-routing ¥— 7 — RBEEIN TV BH5E

+ 224.0.0.0/4 DEFATRIADNLT F ¥ A2 7 L—A0RHFEIN, IGMPPIM IZL 2~ TF XX A M—T 47
DXL D,

e A7 AT 12-unknown-mcast forward link-local X EL CHb~/VLFX ¥ A M) 7 a—h L7 KL A
(224.0.0.0/24) ZHRET H Z LT TE RN,

* VLAN A ¥ —7 = —AT 2-mcast flood 2~ > REFEHTHZ L THEBIO~LVFF¥ A N7 RN R EEHEET
\CHEIE T A LN TE 5,

no FERTEIT LIEHAITOHIREIZRY . VAT AEKORMO~LFH v A F 7 L— DU FIED

[/ —H]

Ka<w 2 RIZVLAN A VX — T 2 — AZDBHRETE 5,

Ka<y RV AT AEERORMO< LT HFy A N7 L—LLBEFEORTELVEBLREIND,

except-routing ¥ — 7 — NI~ /LT F ¥ A b7 L— LAOEL VLN discard DA DHRIFET H I LN TE 5,

except-routing ¥ — U — FILIGMP/PIM IZ X 5~/ FF v X hb—T 4 » ZIHE LT TORIEET 5 Z LT

x5,

[B%E B

VLANI TRHDZNLFF¥ A N7 L—AEZWETINLFF Yy 2 M) 7 a—hLT FLATEE%ET 5,

EWZHED o

R

SWX232x (config)# 1l2-unknown-mcast forward link-local
SWX232x (config)# interface vlanl
SWX232x (config-if)# 12-unknown-mcast discard

VLAN2 TRHD<ILFF ¥ A 87 L—LEMWHST L IGMPPIM IZL D5~V TFFx A Mb—T 4 T DORRITT
%, F72. VLAN2 T mDNS(224.0.0.251) & Dante(224.0.0.230-233) |Z#5169 %

SWX232x (config)# interface vlan2
SWX232x (config-if) # 1l2-unknown-mcast discard except-routing

(

(
SWX232x (config-if)# 12-mcast flood 224.0.0.251
SWX232x (config-if)# 12-mcast flood 224.0.0.230
SWX232x (config-if)# 12-mcast flood 224.0.0.231
SWX232x (config-if)# 12-mcast flood 224.0.0.232
SWX232x (config-if)# 12-mcast flood 224.0.0.233

813V v ru—hN<)FF¥ A N7 L —LDOEERE
[E=X

12-unknown-mcast forward link-local
no 12-unknown-mecast forward link-local

[ E]

L

AT E— K]

Jsa—)ars 74— g — R

B

12-unknown-mcast discard ZFHRE L CTW\WAH L&, Vo7 u—hAr<AFxy AT RLADT L—AZWES T2
%j—éo

no B CEIT LG, BE LERELHIFRT 5,

[/—F]

Ka<wr o RZBITh, Vovrza—n<LFXxy X N7 RUAIZLLTO&H &1 5,

« IPv4:224.0.0.0/24
« [Pv6: f102::/112
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IPv4 v~V FF+ AT RLAZETHERITELESNZ, ZOBEXREENI 2T 4 2P ANTEEEITH
BIAYIZ 12-meast flood =~ > RICEZ# 2 B b,

[BXEHI]
Yo ma—RN~vLFXXYARNT RLADT L—LERMOVLFF ¥ A2 & U THESFICHEEST S,

SWX232x (config) #12-unknown-mcast discard
SWX232x (config) #12-unknown-mcast forward link-local

814 v NTFFXF¥ AT L —LDERERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr
[73T7 A =4 —]
ipv4_addr : AB.CD
IPv4 v /L F X A T LA

(IR E]

2L

[AFTE— R

A H =Tz —AF— R

[FREA]

VLAN A V2 —T =2 —ATZE LI~/ FF¥ A MBEEOTCTHENEELZIPVE~LVF XY AT RLADT
V—L%ET7 79T 47T D,

Ko<y RiZv AT ALK T 100 il £ TREN T 5.

0 FERTET LS. BELEIPVE~LF XY A T RL AR EFHIET 5,

Fo  IPASILFXRY A RNT RLAZEK LUSAI1T. T XTORTELZHIRT 5,

[/ —F]

RKa< 2 RIEIVLAN A VA —7 2 —RAIZORBHKETE D,

AKa<w L RTHRESNEZIPVE < /LTF X4 ZA T RLZATIGMP A X —E L F OGR4 L7 5,
[B% e

VLAN #1 TZAE L7236 IPvA 7 KL AM 239.0.0251 D7 L—L % 7T T 47T 5,

SWX232x (config) #interface vlanl
SWX232x (config-if)#12-mcast flood 239.0.0.251

8.1.5 MR P—EHER:DO IGMP/MLD 7 =V —EEHEEDAES)ENHRTE

E&
12-mcast snooping tcn-query enable time
12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—HF—]

time : <1-30>
IGMP/MLD 7 =V —ix{5 4% H R (F))

(AR E]

12-mcast snooping tcn-query disable

[AJ1E— F]

Ja—)ary7 4l —y g rF—NR
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[FEHA]

ANR= 7YY =28 D bARr —EERIC, 72U 7 = IGMP/MLD 7 = U —Z (5§ S aE O BIfE 23T+
%

no JTER CTHAT L2 & 13- EICK D,

IGMP/MLD A X —¥E > 7 L AR= 7Y ) —%F LTCBRIC, AR O—EEIZ Lo T AF X v A MEfEHR K
ISR Z 2 2 LB D03, AEREEZFEHTIUEZ O EZ T 5 2 LR TE 5,

A LIZGEE, MR Y —ER AT 2 &, e SN 72H &2 IGMP/MLD 7 =V —%%ET %,
N L aE, hARr Y —EENH > TH IGMP/MLD 7 = U —Z %55 L7230,

[ EH]

FARBE Y —ZEHEFO IGMP/MLD 7 = U — G2 A L, ORI A 5 FICRET D,

SWX232x (config) #12-mcast snooping tcn-query enable 5

hAR | Y —ZHEEO IGMP/MLD 7 = U —3i&(5 % #5027 5,

SWX232x (config) #12-mcast snooping tcn-query disable

82IGMP AX—t' v

8.2.1 IGMP A X— V> 7 OEL) e
BN

ip igmp snooping switch

no ip igmp snooping

[T A — & —]
switch © IGMP A X — ¥ > 7 O#hfE
R B
enable IGMP A X —t" > 7 HZT 5
disable IGMP A X — "> 7 % iz 4 %
[WIHIRRE]
ip igmp snooping enable
[AJ1E— ]
f o H—T 2 —AE— R
[RLBA]

A UH =T 2—ADIGMP A X —E > 7 OEMEEHET D,
no FECHAT LG A 3R EICKE D,

[/— ]

Ka<w U RIZVLAN A U ¥ —7 = —RZDOHHFRETE D,
[EE B

VLAN #2 @ IGMP A X —E > 7 &8T5
SWX232x#configure terminal

SWX232x (config) #interface vlan2

SWX232x (config-if) #ip igmp snooping enable
VLAN#2 @ IGMP A X —E' > 7 & Whiz3 5,

SWX232x#configure terminal

SWX232x (config) #interface vlan2

SWX232x (config-if) #ip igmp snooping disable
8.2.2 IGMP A X —t' v 7 Bd iR DR E

EEy

ip igmp snooping fast-leave [auto-assignment]

no ip igmp snooping fast-leave
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[F—T— ]
auto-assignment  :  LAN/SFP 7R — NEL FIZAA v FHREEHE S VTV D55 12 m i BB EE 2 50235,

[FIEIER E]

L

[ASTE— K]

B —Tz—AF— R

BN

A B =T 2—AD IGMP A X — "V EHEBIR A G INCT 5,

no R TCEITTH &, IGMP A X —v'» ZVE ik a2 Eahic4 5,

auto-assignment 47 > 3 U MEE SN HA X, LAN/SFP AR — ML FIZ Y~ BIA A o F RS TV D54
ZDR— s TOHHBAGI BRI IREEE 2 Th 23 5,

LAN/SFP 7R — FEL FIZ V¥~ B2 A v FREEGE SN TNDENE I ML, Y%A — FTZE L/ LLDP 7 L— A% fif
BL. UTFOTRTCOFMEHEIZTHAICE RSV LW+ 5,

e WA TLV @ ChassisID (MAC 7 KL &) O OUI Ry~ #lTCThr o L

o HAREHL TLV @ Enabled Capabilities |Z [Bridge] A& ENTNDH I &

Z DI, auto-assignment 7L =5 AT DB, AR &R A A~ F O T LLDP DEZE AN L,
EET L —LICEAREH TLV 28452 &,

[/—}]

Ka<w 2 RIZVLAN A V Z—T 2 — AIDHBHRETE D,

Az~ RiX, LAN/SFP R — MIBE DR A N STV 5D VLAN A ¥ —7 = — A TlX, auto-assignment 4
Tra rEANCT D0, mdEBLEERE R A T 5 L,

[ EH

VLAN #2 ® IGMP A X — &> 7 &l ik a2 A+ 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 B iR & a3 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if)#no ip igmp snooping fast-leave

8.23 VILF X ¥ R M —F — DRI DR IE
[

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname
[T R =5
ifname : LAN/SFP R— F DA v & —T = — A4
WRET DAV F—T =R
(AR E]
L

[ AJTE— K]

A H—T 2—AF— ]

B

TNFFy X M L—F— RS TS LAN/SFP R— &2 FIICERET 5.
no X TEITT DL, RELMIET D,

[/—F]

Ka<w 2 RIZVLAN A V Z—T 2 — AZDBHRETE 5,
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FE LT LAN/SFP R— M2, vV F X ¥ A ML —F =23 NTWAZ &, Ly — =5 IGMP LA— &
ZlETH L, RE LT LAN/SFP AR— MIHsET 5,
[ EH]
VIV F Xy A R—F—DREGE L TLAN R — F #8 2% ET 5.

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping mrouter interface portl.8

VIVTF Xy A RML—F — OGRS LAN AR — k #8 244,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if)#no ip igmp snooping mrouter interface portl.8

(]

8.24 7 ) —RIEHEREDERE
BN

ip igmp snooping querier
no ip igmp snooping querier
(IR E]
L
[AJIE— K]
A F—T 2 —AE—F
B
IGMP 7 = ) — A EHRE 2 AT %,
no JEACEITT D L, IGMP 7 = ) —iX{EHRE & T2,
[/— 1]
ARa<w FIZVLAN A VX —7 = —RAZOIHHETEX D,
AREEZANILIZELZIP T FLRAZEET L E AFRICIELWIP Y RLATZ 2 —2 X5 L 5D THE
BToZ L,
[BEH]
VLAN #2 O&EHREZ AT 5,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping querier

VLAN #2 OXEHERE 2 NI 5,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping querier

8.2.5IGMP 7 = V) — X ERIE DR E
EEN|

ip igmp snooping query-interval interval

no ip igmp snooping query-interval

ST A—F—]
interval ;. <20-18000>

7 = ) — x5 R D)
(AR E
ip igmp snooping query-interval 125
[AJIE— F]
A B =T z—AE— R
B

IGMP 7 = J — DX ERIEZ R ET D,
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no K THEATT 5 &, IGMP 7 = U —DE(F G & PR E ISR T,
[/— 1]
A< RIZVLAN A VX —T 2 — A ZDOBRFRETE 5,
[BEH
VLAN#2 O 7 = V) — & E M2 30 FHITRET D,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping query-interval 30

VLAN #2 ® 7 =V — 245 RIbg 2 g1 I R 3

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping query-interval

8.2.6 IGMP /34 v s @ TTL {EARFEHERE DR E

E&
ip igmp snooping check ttl switch
no ip igmp snooping check ttl

5 X —5—]
switch : IGMP /37 > @ TTL fERMGERRE
REME B!
enable B+ %
disable T B
(IR E]
ip igmp snooping check ttl enable
[AJIE—F]
A B —Tz—AEF— R
(LA

IGMP /347 b @ TTL fEMGEREE 2 R ET 5,

no IH CHEIT L= BB IR EIC R 5,

HINZ LIz A1E, P~y ¥ —O TTL ERAARIE(L LA 72 IGMP X7 > N &R EET 5,
N L2 B, Uik N7 > MEEEE T, TTLEZ 1 ICHIE L CiET 5,
[/—}]

Aa< L RIZVLAN A VX —T 2 — A ZDHFRETE 5,

[BREH]

VLAN #2 T IGMP /37~ k@ TTL fERGHEREZ 2T %

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check ttl enable

VLAN #2 T IGMP /34~ b TTL [EMFFHEEE 2 224 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check ttl disable

8.2.7 IGMP /4 v k@ RA HFEERE DR E

&
ip igmp snooping check ra switch
no ip igmp snooping check ra
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[78T7 A= —]
switch : IGMP /3% > | @ RA FRREHERE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping check ra disable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMPV2/IGMPV3 /3% v b @ RA #EFHEREZ R ET 5,
no JEX CHEAT L= BA I3 EICK 5,

BN L5813, IP ~v 2 —IZ RA (Router Alert) 7> = v NEEN TV IGMPV2/IGMPY3 /347 v | ZiEEE

T3,

N L HAIT. YAy y FEESET, P~y ¥ —ICRA ST a &5 L ClE%T 5,
[/—F]

AKa<w 2 RIZVLAN A V Z—T = — AIDBHRETE D,

[ E B

VLAN #2 T IGMP /34 > b D RA Wi BEZ A1 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check ra enable

VLAN #2 T IGMP /34 > b D RA WiEFHSBE 2 21 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check ra disable

]

8.2.8 IGMP /34 b D ToS MRIFHEBED R E

[EFH]

ip igmp snooping check tos switch
no ip igmp snooping check tos

[T A—%—]
switch : IGMP /37 kO ToS Ml HE
REME S
enable BN D
disable T D
[WIHIRRE]
ip igmp snooping check tos disable
[AS1E—F]
A B =Tz —AFE— N
[FHA]

IGMP /37 > k@D ToS MAHEREZ R T T D,
no TE K THEAT LTS A ITHIMRR EIC R 5,

BN LB AL, TP~ Z—® ToS @ IP Precidence (3 £~ M)A ARIE(B'110 LAZM) 72 IGMPv3 /347~ ~ ZRREE L,

FNLIAMNT ToS % 0xc0 (2 FEX L THE%ET 5,
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SN L7 A1E, IGMP N7y R ZFEET71Z, ToS % 0xc0 |2 EEX L TliET 5,
[/—}]
AKa<w L RIZVLAN A Vv Z—T = — AIDHHFRETE 5D,
(B EH]
VLAN #2 T IGMP 737 k ® ToS WiFtsfe 2 AN+ %,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check tos enable

VLAN #2 T IGMP 737 k ® ToS WiFte 2 M2h2 4 %,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping check tos disable

829IGMP R— 3 L DHRE

E&
ip igmp snooping version version
no ip igmp snooping version

ST A—F —]
version C<2-3>
IGMP /X— 3 >
(AR E
ip igmp snooping version 3
[AJIE— F]
AP =T 2 —AF— K
B

IGMP ODNX— 3 U ARET D,
no FECTHEFTT 5 & IGMP N— 3 > Z IR E (VIR
[/—}]
A< RIZVLAN A VX —T 2 — A ZDOBRFRETE 5,
REL IR DHNN—2 2 D IGMP N7y N EZE LIZGE. LTOEEL 75,
o V2 RERF

e V3 —%ZELISGAE, V27 ) —& L THak

« V3LAR— I EZELESE, WE
o V3 EXIERF

s V2272V —%ZELSGA, V272 —& LTHRE

« V2UR—= I EZELESSE, V3 ULAR— k& L TiRE
[ 2B
VLAN#2 TIGMP N— g % 2 ITRET 5.

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping version 2

VLAN #2 T IGMP N—< 3 > 2 {IHHMEICE T,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ip igmp snooping version

8.2.10 IGMP L 7N— b #lifIHEE DEX B

[EFX
ip igmp snooping report-suppression switch
no ip igmp snooping report-suppression
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[78T7 A= —]
switch : IGMP LR — RmifilHAE
BRIEME i
enable BN D
disable B N
(AR E
ip igmp snooping report-suppression enable
[AS1E—F]
A HE—=Tz—AE—F
B

IGMP L AR — MMl RE & 3 ET 5.

no IERCHEAT LI A I3 EIZK b,

AN LT A1E, 15 L7z Report A v E—UR° Leave A vE— VO EIEFREZ D &IZ, F/NMRORA v E—U%
I F X A ML —F—R— F~EETH,

BN Lo a1, %15 L7z Report A v E—UX Leave A v — YV EZFR~/ILTF v A ML—H —R— h~Zkd
50

[/—F]

ARa<2 RIZVLAN f V' H —7 2 — A ZDHHRETE D,

[B%E B

VLAN #2 T IGMP L 7R— MMIHIREEEZ AT %,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — ~HIERE 2 50123 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping report-suppression disable

8.2.11 IGMP L R— MNEEHEBEDHRE
BN

ip igmp snooping report-forward switch

no ip igmp snooping report-forward

[NT A —=HF—]
switch : IGMP LAV — MRAHERE
REME S
enable BT D
disable BN D
[WIHIRRE]
ip igmp snooping report-forward disable
[AS1E—F]
A E =T 2—AE— N
[

IGMP LR — MNIGEEREEZRET D,

no TC K THEAT LTS A ITHIMRR EIC R 5,

B LIHEEIE, T % ¥ R bLb—Z—FR— MIMz T, LAN/SFP R— R TIZv~w B2 1 o F 0385 S
TWBHEAIZ, FOAR— Mk LTIGMP Report A vt —%° Leave A v — U %2#5%57T 5,
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N L2 Ak, T F ¥ A hb—F —R— MZD#H, IGMP Report A 12— 3<° Leave A v — Y & #nikd
2o
LAN/SFP AR — MELFIZ Y~ AL o FREHR SN TOD0E 5 2E, Y%A — FT%{5 L7z LLDP 7 L — A % fif
AL, UTFTOTRCOEMEEMH =T HAICERDH D k5,
« WIZATLV @ ChassisID (MAC 7 KL R) O OQUI MY~ BITHDHZ &
«  JFEAEHE TLV @ Enabled Capabilities |Z [Bridge] "&£ T\ 52 &
ZDTD, AEREZ AT 2T, ARG E XA A~ F O 5T LLDP O%ZE b HEM L, BE7 L— Ao
AEETLV 2B+ 252 &,
[/ —1}]
Aa<2 RIZVLAN f V' H —7 2 — A ZDHRETE D,
AKERE 2 BN T 5551, IGMP LR — NNHIBERE A2 055 = &
[ EHI]
VLAN #2 T IGMP L 7R— NMZEEEEEZ AT 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping report-forward enable

VLAN #2 T IGMP L 7R — MEREHERE & Bahi2 3 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping report-forward disable

m

82.12 ¥V F X X A bb— & —H— b~ DT — H RIS ORE
X

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[78T7 A —=5F—]
switch DT F Y R R —H— R b A~DT — Z RS RS
REME S
enable AT D
disable £::37) ] Rl )
[FIHIRR RE]
ip igmp snooping mrouter-port data-suppression disable
[AF1E— ]
A F—=Tx2—AF—FN
B!

VNV FF ¥ A M—H—R— h~DF — X R EMFIRE 2 R ET 5,

no FECHEAT LGS I3WHIREICR 5,

A LIGEE, vV TFF v A F—F—K— b TReport A v E—VEZFE LIS DOHENT —F 2~ LT X
¥ A Mb—H —R— F ~H5kd 5,

RN LI BEIE. WO R— FTReport A v E—V %% E L TOIUE, 4T — X~ FF v A hL—4&
—AR—=MIbiREIND,

[/—h]

ARa< RIZVLAN A V¥ —7 2 —RAZOHGFETE D,

[ EH]

VLAN#2 TNV FF ¥ A hb—F —KR— h~O T — X EE MGl EEZ AT 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN #2 T/ FF v A hL—HF —R— b ~DTFT — X IS EE 2 1 5,

W
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SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ip igmp snooping mrouter-port data-suppression disable

8.2.13 ¥ /L F F ¥ A b )L—F —HEGR— MERDOFER

[

show ip igmp snooping mrouter ifname
[/3F A =4 —]
ifname : VLAN A & —T = — R4

BRT DAV A —T = —RA

[AJ3E— R
FEREHE EXEC £ — N, ik EXEC £— N
[FFA]
B E S, EREFENICRE LI VT X v 2 bL—F —HA — MEWRE R T D,
[BE B

VLAN #2 D<)V F F v A hb—F —HfiR— h O A R RT 5,

SWX232x#show ip igmp snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.2.14 IGMP Z )L —F A LR —3 o FIEHDOFER
[EX]

show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[¥—T—F]

detail D REAIE

[T A —F—]

4B.CD DRATFRXY AT N=TT LR

ifname © VLAN A v ¥ —7 = — 24,
FRT DAV H—T = —RA

[AF1E— F]

FEFFHE EXEC £ — K, 454 EXEC £— K

[FEAA]

IGMP 7/ /=7 A v 3=y e Fomd %,

[BE B

IGMP V=T A =y T OIEREFRTT D,
SWX232x#show ip igmp snooping groups
IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
Reporter Version

1 239.255.255.250 portl.5 R 01:06:02 00:03:45
192.168.100.11 V3

IGMP 7 V=T A 3=y T OFEME I & 2T %,
SWX232x#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5
Group: 239.255.255.250
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Flags: R
Uptime: 01:07:10
Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.15 1 V' ¥ —7 = —AD IGMP BHEIFH % £~

E&y

show ip igmp snooping interface ifname
[/$5 A —&—]
ifname : VLAN A ' F—T = — A4

FRTAL L H—T 2 —R

[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
VLAN A % —7 = — A0 IGMP B#fE# & £ R 5,
[ERE B

VLAN #1 ® IGMP BE A £RT 5,
SWX232x#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is enabled
IGMPv2/v3 fast-leave auto-assignment is enabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMPv1/v2/v3 Report forwarding enabled
IGMP Snooping check TTL is enabled
IGMP Snooping check RA is enabled
IGMP Snooping check ToS is enabled
IGMP Snooping Mrouter-port Data suppression disabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.l (F,R)
portl.2

F - Fast-leave auto-assignment is enabled
R - Report forwarding is enabled

8.2.16 IGMP /L —F AL _R—L o 7Dy Y —HIE&

[ER
clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D
clear ip igmp snooping interface ifname

[FF—7—F]
group COHIBRT O ATF XY ATV —TT RUAERRET D
interface © HIBRT A VLAN A v X —T =2 —AZRET D
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[78T7 A= —]

A.B.C.D DI TFRXRY AR IL—TT KL R
RUEEEE B

ifname © VLAN A > ¥ —7 =— R4
HIbRT DA v X —T7 = — A

[AJ1E— K]

Kt EXEC £— K

[REBA]

IGMP V)V —TF A=y T Oxr ) —%HIERT 5,

[BEH

VLAN #1 O IGMP Z Vv —F A _"— 7O Y —%HIBT 5,

SWX232x#clear ip igmp snooping interface vlanl

83MLD AX—t°

8.3.1 MLD XX — ¥ VDAL, BEHRE
BN

ipv6 mld snooping switch

no ipv6 mld snooping

[NT A —HF—]
switch : MLD AX—t > 7 DOEE
RIEME B
enable MLD AX—VE 7G5
disable MLD A X — V> 7 % W+ 5%
(IR E]
ipv6 mld snooping enable
[AFTE— K]
A H—T2—AF—F
[RLBA]

A H =T x2—ADMLD AX—E 7 OEEERET D,
no TR TEAT LA IR EICR 5,

[/— k]

A~ RIZVLAN f V7 —7 2 —AZOIRFETE D,
[BREH]

VLAN#2 O MLD A X —E > 7 /M9 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping enable

VLAN #2 O MLD A X — "> 7 Z B4 5,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipvée mld snooping disable

832 MLD AX—V vV EEBEDOHRE
B

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave
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[F1EIER E]
L
[AJ1E— K]
B —T 2 —AF— R
[FRHA]
A B =T x—AD MLD 2 X—E vV EEBEE Gt 5
no JERTHEITTHE, MLD AX—E v 7 &R 4 ma)c4 5,
[/—}]
ARKa< RIZVLAN A VX —7 =2 — R ZDHFRETE D, £/, MLD AX—E L I RENRGEDIHLERETE D,
ARa< Rk, LAN/SFP /R— MIBEE OB A SRR SN TWD VLAN f V¥ — 7 = — AT L72nZ &,
Bl
VLAN #2 O MLD A X — B> 7 B ik & e+ 5,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6e mld snooping fast-leave

VLAN #2 ® MLD A X — ¥ o 7 &R % 24 %,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping fast-leave

833 v/ T F ¥ X M —F —DERRICDBRTE

E&

ipv6 mld snooping mrouter interface ifname
no ipv6 mld snooping mrouter interface ifname

[/$F A—5—]
ifname . LAN/SSFPR— DA vV H—T = — R4
BET A F—T =—A
[ E]
L
[ASTE— K]
AR —=T 2—AF— K
BN
TAFHy X M L—F— RS TV S LAN/SFP R — 2 FIICERET 5,
no B TEITT A L, RETHET 5,
[/—F]
ARKa<w RIZVLAN A VX —7 2 — R ZDHHFRETE D, £/, MLD AX—E L I RENRGEDLHLERETE D,
FE L7 LAN/SFP AR— MZit, 1V FF ¥ A ML—F =N RSN TWEHZ L, L — =5 MLD LAR— + %
SAET D &, BE L7 LAN/SFP AR — MIHRIET 5,
(B 2]
< NVTFX¥ A M—Z—OFFE L TLAN AR — N #8 R ET D,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping mrouter interface portl.S8

TNTFF ¥ A B—Z — DR D LAN R— b #8 2449,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping mrouter interface portl.8
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834 7 =) —EEMREDRE
[ER

ipv6 mld snooping querier
no ipvé mld snooping querier

[FIEIER E]

L

[AFTE— R

AV HE—T 2 —AE— K

[RAA]

MLD 7 =V — £ EHEEZ BT 5,

no FEXTEITT B L, MLD 7 = U —&EHEREE |z 5,

[/ —h]

ARKa<wy RIZVLAN A VX —T7 2 —RAZOARETE D, £7o, MLD AX—E U I RHERRGEDOAHEETE D,
AR 2 3 555813447 ipv6 enable 1~ > RZ WD VLAN A »F—7 = —RIIHETDH T L, ipve
enable 2~ RNRESNTWARWEAS, MLD 7 = U —[IEEENZ2VOTHEET L Z &,

[ E B

VLAN#2 O MLD 7 =V —&[EHREZ BT 5,

SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping querier

VLAN#2 @ MLD 7 = U —X R 2 0245,
SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping querier

B E

m

8.3.5MLD 7 = U —X/E[HEBED
E&N|

ipv6 mld snooping query-interval interval

no ipvé mld snooping query-interval

ST A—F —]
interval : <20-18000>

7 = — X HIFRE)
[FIEIERE]
ipv6 mld snooping query-interval 125
[AS1E— K]
Ao BT 2 RE— R
[

MLD 7 =V — DX EMR AR ET 5,

no JEX THEITT %5 &, MLD 7 =V —DEE M2 HIHR E IR,

[/—F]

ARKa<wy FIZVLAN A V' F—T7 = —RCDHFEETEZ D, £/, MLD AX—E I BRENRGEDHEETE B,
[ EH]

VLAN#2 O 7 = ) — £ GERIEZ 30 FMICERET 5.

SWX232x#configure terminal

SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping query-interval 30

VLAN #2 ® 7 =V — 2415 RIbg 2 A c R,
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SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N— 3 VDRE

EEy

ipv6 mld snooping version version
no ipv6 mld snooping version

3T A =5 —
version : <1-2>
MLD /"—3 3
(IR RE)
ipv6 mld snooping version 2
[AS1E— ]
A HE—Tx2—AE—NK
[FHA]

MLD O — g VERET D,
no KR THEITT % &, MLD N—2 3 v Z IR EV2)I R T,
[/ — 1]
AKa~v L RIEVLAN AV Z—T7 2 —AZOHBFRETE D, £7o, MLD ARX—E U I RHENRIGEDHFETE D,
BRELBIHNN—Ta D MLD N7y bEZELESAE, LFOEEL 25,
o VI RERF
s V2272V —%ZELYGE. VI 72— LTk
« V2L AR— I EZELEGE, IKE
o V2 RIERE
s VI —%ZELIELE, VI 72 —L L TR
« VI UVAR—bFZEZELESG, V2 LAR— & LTHE
[ EH]
VLAN#2 TMLD N—Y 3 % 1 ITHRET D,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping version 1

VLAN #2 T MLD — 3 > A MBI RS,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #no ipv6 mld snooping version

8.3.7 MLD L 7~ — MHIHSRE DR E

[EFX

ipv6 mld snooping report-suppression switch
no ipv6 mld snooping report-suppression

[23F A —%—]
switch : MLD L 7R— MNHIkERE
BEME FLEA
enable BT 5
disable L1509 ) [ A )
[ E]

ipv6 mld snooping report-suppression enable
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[AS1E— F]
LB =T 2= RE— ]
[FiAA]

MLD L R— HHIRE 2 221 5,
no IR CEIT LI A IR EICE S,
BN LI25E1E, 548 L7 Report A v EB—UR Leave A v —UNOEEEHRE D L0, R/DBRBORX v E—V%
vw%%yka%&%f%%«%ﬁﬁé

i Li=5a {8 L7z Report A v E—%° Leave A v E— TV HBIRV LT F ¥ A fL—F —KR— h~HEET
60

[/ —}]

RKa< RIZVLAN A VX —7 = — R ZDOHFRETE B,

[l

VLAN #2 T MLD L AR— MIHERE 2 A4+ 5

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping report-suppression enable

VLAN #2 T MLD L 7— b #NHIBERE 2 #0124 2,

SWX232x#configure terminal
SWX232x (config) #interface vlan2
SWX232x (config-if) #ipv6 mld snooping report-suppression disable

8.3.8 v /L' F ¥ ¥ R h)L—F —EEHHR— MERDOER

[EF

show ipv6 mld snooping mrouter ifname
[/3T7 A —5F—]
ifname : VLAN AV H—T = — A%

ERTAAL A —T 2 —R

[AJIE— ]
FERFHE EXEC E— I, %5 EXEC E— I
ﬁ%]
A E SN, EREFHICERE LTV TF v X bL— 2 —Hi AR — MEREERT D,
Bl

VLAN #2 D~ )V F ¥ ¢ A fb—Z —Hfgin— F O AERRT 5,

SWX232x#show ipv6 mld snooping mrouter vlan2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::ae44:£2£f£:£e30:291 00:01:04

8.3.9 MLD /L —F A N\ — v FIERDFRR
[

show ipv6 mld snooping groups [detail]

show ipv6 mld snooping groups X:X:: X:X [detail]
show ipv6 mld snooping groups ifname [detail]

[F—T—F]

detail £ L

[/3T A—F—]

XX XX DAL TFXRY AN TA—TT KL A
ifname : VLAN A V' FZ—T = — A4

FTRT DA H—T =2 —A
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[AF1E—F]

JEFHE EXEC &— N, 45HE EXEC £— R
[

MLD 7 /V—T" A =y TR ERRT 5,
[BREH]

MLD 7 b—TF A 83—y FOIEHE FoRT 5,
SWX232x#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface
Reporter
ff15::1 portl.3

fe80::a200:27ff:£fe8b:87e3
MLD 7' )V—"T A =y T OFEME R E R TT 2,
SWX232x#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: f£f15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: fe80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )

Source Address Uptime
fe80::221:70£ff:£fef9:8a39 00:00:03

83.10 f V¥ —7 = —AMD MLD BAEER L FE R

v2 Exp
00:01:06

Uptime

00:00:44 00:01:07

Expires

Fwd Flags

Yes

R

Last

By

show ipv6 mld snooping interface ifname
[73F A —5F—]
ifname : VLAN A & —T = — R4

FRTHA LA —T 2 —A

IASIE— F)
FHHFHE EXEC & — N, kg EXEC £— R
B
VLAN A > % —7 = —AD MLD Ei#lE# % #rT 5,
[EXREH)

VLAN #1 ® MLD Bl z 2R3 %,
SWX232x#show ipv6 mld snooping interface vlanl

MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDvl fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 127
Number of vl-query-warnings: 0O
Number of v2-query-warnings: 0O
Active Ports:
portl.l
portl.2
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83.11 MLD 'V —F A _"— POy Y —HiER
[EX]

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—TU—F]

group OHIBRT A AT XY A NI L—TT RLRAERET S

interface D HIBRT D VLAN A v X —T7 = — R ERET D

[T A—%—]

XX:: XX D WATFFXRXY AR NA—TT R A
I T b —

ifname : VLAN A V' F—T = — A4
Mg 54 v 2 —T7 2 — R

[ASTE—F]

HE EXEC £—

[BEEA]

MLD Z V=T A=y T Oz b — 28T 5,

[BREH]

VLAN #1 O MLD 7'V —7 A R —3 7T Oy b —ZHIRT 5,
SWX232xf#clear ipv6 mld snooping interface vlanl
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A

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y 2 N DAERK

[EX

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [acK] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=HF—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZF5E L2 E . SR TCP ~> ¥ D ACK 7 7 7 ZfaET 5,
FAEIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . R TCP ~>y ¥ O PSH 7 7 V% 18ET 5.,
protocol |Z tep ZFEE L7eHE . SR TCP ~y ¥ O RST 7 7 V& 18ET 5,
protocol |Z tep ZFEE Lo, SRIEIZ TCP ~> ¥ D SYN 7 7 7 2 46ET %,
protocol IZ tep ZHRE L72HE. RIFICTCP ~v ¥ D URG 7 7 7 %487ET D,

op

protocol IZ tep ZFRE L= %

o> op

op

<1-2000>

IPvd 7 7 & AU Z F® ID

<1-65535>

=l U ARG, MBET 7RV A MAICBIT L= M) —DNEETRET D,

VT U ARG EEE LGS, VA NOREBERICT Y M) —RBinsnd, oL &,

BEFORBRTY N —I2 10 ZNE LI2ERHHTY ) —0&F S L LTHERES D,
WO = o AR/ SR LTEBMLESES, = ) —0F 1L 101274 5,)

T 7R ARMECH T DEMEELRET D

RIEME B
deny FHEES"T 5
permit LM F IR B

HRLTLH7m barf@plzfiES S

REME 2 EH
<0-255> IP~yXO7a faLEs
any T_TO IPv4 /3w b
tcp TCP /37 v b
udp UDP /X7 b

ST AERETIPVE T FLABFHREHRET D
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REME Bl

T4 RI— Rty MEFEGH)ff & O IPv4
7 FLA(AB.CD)ZfEET D

Y7 % v b~ 27 EMbinftx o IPvd 7 R

A.B.CDEF.GH

AB.C.D/M

L A(AB.CD)&ZEET 5
host A.B.C.D H—DIPvd 7 KL A(AB.CD)RIEET D
any TRXTOIPVE T RV RAZXG LT 5
src-port 1 <0-65535>
protocol IZ tep, udp ZH57E L7256, R & T 0 ME LR — FEEH<0-65535>%fET 5. A&
3252 &b Ahe
BEHE B
eq X R— MEZX)EEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info DR LE T A IPVA T LU AERAERET D
R EE LA

J AV KI— Kt NEFEGH/f& O IPv4
7 FLA(AB.CD)ZFRET D

TRy M A7 BMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—0IPv4 7 L A(AB.CD)&ZFEET S
any TRTOIPVE T RLRAEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH57E L72 e, =& T 250088 — M 5<0-65535>%fRET 5, Ak
THZ L bR

BESIE B!

eq X R— FEEFX)ZHBET S

range X Y A= FEFX)NLY)EHEET D
[WIERRE]
2L
[AS1E— F]
Ja—x\)ary7 4L — g T — R
B

IPvd 77 A A NEAKT D,

AR LT 7' AU A MZE, HEMAXT68 )D& EZRET D ENTE D,

AR LIZIPvd 77 v AU A & SE85581E, A X —7 =—AF— R T access-group 2=~ > K& HT 5,
no XA T action LI 215 E L7255 & 1%, FIUEETH BT H1IPvda 7 78R Y X N &HIBRT 5,

no FE T action LAREZFEE Le o 72 AiE, 7278 AV A MO ID B —ET 5 IPvd 778 AU X N &HIBRT %,
[/ — 1]

LAN/SFP AR — B L OGHELA v ¥ — 7 = —RZHEA L TWD T 78 A Y X ME, no B THIBRT 2 Z LiFT& 722
W, ST Z R L T DHIBRT S Z &,

src-port, dst-port 3£(Z | range THIPHNFEE TEX DN, ZO LD ICHPHEZFRE LT IPv4 77 A U A NIV AT A 4fK
T—2721F access-group 2~ > RE 7= (X vlanfilter 2~ R CTA ¥ —7 = — AT TEX 5,
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[ EH)
E(ETT 192.168.1.024 D7 A2 vt 172.16.1.1 ~DEZ4EET 5 IPvd 772U 2 b #1 Z{ET 5.

SWX232x (config) #access-1ist 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWX232x (config) #no access-1list 1

9.1.21IPv4 77 &2 Y 2 ~ OFHAIGEAN

[

access-list ipv4-acl-id description line
no access-list ipv4-acl-id description

[/3F A —&—]
ipv4-acl-id 1 <1-2000>
LA BN 5 IPvd 7 72 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E Al
[FIERRE]
7L
[ASIE—F]
Ja—nN\)ary7 4 L—varE'E—FR
[BLAA]

R LTHDIPvE T 7R Y X MIEBSTEBENT 5,

o FERTHEIT LIS, IPVA T 78X Y A NOFAEHIRT %,

[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M ZHEASE-H# S, Kavwr RCHAZBENT 5
ZLIEETHE, (BRAEDOTUHAXN EEET D)

(B EH]

PE(ETT 192.168.1.024 DT A2 Fovd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b+ #1 Z1ERR L, #RBISC
[Test] #i1BINT 5,

SWX232x (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWX232x (config) #faccess—-1list 1 description Test

913IPvd4 77 ERU R ~DEHA

EEN
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvd T Z7EAY A RO ID
direction D M7 L—A0FmERET S
R EM A
in ZE7L—AIx L CHEASED
out EEZTL—AIXLTCHEAZIES
[FIHIER 2]

L
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[AJ1E— K]
AR =T 2—AE—F
[BA)
LAN/SFP R— h B L UGS v X —T7 = —R(ZIPVA T 7B A Y 2 M &5,

FZEEET VLT 7R AV A RORIELE —HLIGE, T2 EAVANDT 72 a Y BEE T L—AICxHT 5
7 7 3 a v (permit, deny) & 72 B,

no B CTEITLIEHA. WA LIET 78 AU A F%& LAN/SFP R — B L OGHEBEA v ¥ — 7 = — A BLHIRT 5,
[/—}]

T7HEAYZ ML, F—0OAf ¥ —T7x2—RA |2, ZET7 L—2A(in) L EE 7 L—LOut)DZENENIZ 1 DT Lok
FRTER,

EET L=k 57 78 AY A NI LAN/SFP 78— Xt L C DA TEE,

N— hF T diPHrange X Y)AZFRE L2 IPv4 77 £ XY XA ME, VAT ARKT 1 DOAEMARET, *E7 L—24
(out) | ZIFE M T 722\,

ZETL—LIIT AT 7B A Y 2 RRERE S LAN/SFP AR — MIGHELA v 2 — 7 = — X TR TE R0,
ZETL—AIKT AT 7 EAY X MIGHEA X — T = — RITFTB LTV A LAN/SFP R — Moxf LGl ¢
N, L AZ—= b T v T ar7 g 7 Bl A oA —T7 = —AZFTE LT\ LAN/SFP AR— MIZ(E7 L —
LZRTET I BAV R RNREDHDHHE. EBER— NOREDREA V4 —T7 = — R ZHEHA I N5,

[B%E B

LANR—F#l OZET7L—HIZ LT, 778 RAY A M#l 28T 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #access-group 1 in

9.141IPv6 727 AU X FDARK
E=N|

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[T A—F—]
ipv6-acl-id ;. <3001-4000>
IPv6 727 AU X D ID
seq_num 1 <1-65535>
V= U AF N, WMRT AR A MNNCE T LT M) —DALEEAEET Do
D= AFRGEEKLIEGAIE. VA FORBRICT N —=RBiENnD, ZOLE,
WEFEORERT MY —I2 10 ZINE L2l e N —0F S L LTHERES LD,
BNy —r o AR/ BR L CEMLESEAE, = N —OFZIL 101272 5,)
action LT BEAGMEICKT 2EMEREET D
REE B
deny FEEHEST 5
permit %,ﬁ:%vlgq:m‘u—a—é
sre-info DT AEEITIPVE T R AERERET D
B EME A
XX Y7 Ry bv A7 BMbit)yft & D IPv6 7 K
XX:XXM L AXXaXX) R AR ET %
any TRXTOIPv6 7 L AZXHRLET S
(IR E]

L
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

IPv6 77 AU A NEAEKT 5,

AR LT 78 AU A2 MM, BEMAX:T68 )D& ETDH I ENTE 5,

AR LT 78 A) A Ml SEL5A0F,. A X —7 x2—RXF— KT access-group 2~ > R&H 45,

no X T action LIEZIEE LI-HE1E. FMEETHR—&THIPv6e 77 BA U 2 N ZHIRT 5,

no FE T action LI E Lo 72358101, 778 AV A MDD ID N—ETBHIPv6 77t AU A M &HIERT 5,
[/ — 1]

LAN/SFP R— b B L UOGHELA v X —7 =2 — R ZHEA L TWET7 78 AU 2 M, no B THIBRT 2 Z Lidcark
W, HTTEHZER L T DHIBRT S Z &,

2By JHERENA RS G, Ra~y FIIEHTE 20,

[ EH]

3fe:506::/32 N EH DNy M EESET D IPv6 77 B AU A K #3002 21T %,

SWX232x (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 77 AU A k#3002 ZHIBRT 5,

SWX232x (config) #no access-1list 3002

9.1.5IPv6 77 &R U X s OFBHIGEM
[

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[R5 A —& —]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 727 EA U 2 R ID
line © BN BRI, ASCII C 32 307 & TR E Al e
[FIIRRE]
L
[AF1E—F]
ra—r\)var 74— g rE— R
[FEEA]

ER L THDIPve 778 A Y A MIEHASCEZBINT 5,

no FERTEIT LIS, IPv6 7 7B XU A NOFHACEHIRT 5,

[/—F]

LAN/SFP R— F B L OHHA v ZA—T =2 — AT 7B AV A M 2EASEE-H# S, Ko< RCHACEZBENT S
ZEEARE, (A DAL T LEEET D)

ALy THEREN AN GE ., Ra~<y RIIEHTE 20,

[ EH]

3ffe:506::/32 VB DNy NEFEST S IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWX232x (config) #access-1list 3002 deny 3ffe:506::/32
SWX232x (config) #access-1ist 3002 description Test

9.1.6IPv6 77 RA Y X N DiE

E&

access-group ipv6-acl-id direction



avr R 77 LA | N7 4 v 7l 331

no access-group ipvo-acl-id direction

[T A—F—]
ipv6-acl-id : <3001-4000>
HWHT 5 IPv6 77 EAU A R ID
direction D WA L—LADOHMERET S
REME B
in ZEZL—AI L THEASES
out EEZL—LZH L THEHAEES
[FIIRRE]
7L
[AJ1E— K]
A B =T z—AEF— R
[BLFA]

LAN/SFP R— B L OEGERA o X — T =2 —AIZIPv6 7 7B AU X N2 #AT 5,

ZEEETZTV—LABT 7RV A MOSEME—KLTZGE. 77BAVARNDT 72 a VNS 7 L—AIZXT 5
7 7 3 a ¥ (permit, deny) & 72 B,

R TET LSS, MALETZ7EAY 2 % LAN/SFP A— F B L OGHH A v 2 — T = — A6 HIRT 5,

[/ =}

TI7RAV AL, FH—0OA ¥ —7x—RZ, ZIET7 L —A(n) L EET7 L—AOu)DZNZIUT 1 D7 D LE
FTER,

RIET L— LIk 57 7 £ A Y A MELAN/SFP B— Mkt L TOLBA ARETH 5.

HFFHILL T O@EY

ZIET L — AT AT 7B AU X MR E S LAN/SFP AR — MIGHELA v ¥ — 7 = — A ZATETE RV,
ZETL—AIHT BT 7ERAY X MNMIHBA VX — 7 =—RZHB L TVWA LAN/SFP R— X L CiEf T
R, L A= T v ar 7 4 7 Bl A v A —T7 = — A ZFTE LT\ 5 LAN/SFP iR — MIZE7 L —
LI T DT 7 BAT R NRENRHDHE. ELZR— FORENREA VX —7 = —RTHEHAIN D,

ALy TREREN BN 2 E ., Ra~<r R T2,

(B EH]

LAN AR— R #1 OZET7 L— A% LT, IPv6 7278 AU A k#3002 2T 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #access-group 3002 in

9.1.7TMAC 77t AU 2 FDAERK
Ey

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

85 A — 5 —]
mac-acl-id : <2001-3000>

MACT7 Z7&AUAXRDID
seq_num 1 <1-65535>

V=l U AEE, BT VAV A MNIZBIT L = N =DM EERET D,
VU AZEER LG AIE, VA NOEBREICZ MY —EBINENS, TOLE X,
BAFORBRE= N —I2 10 ZME LIERFH- ) —DFK 5L L THERE SN D,
(BN —r o ARBR L TEMLESES, =0 N —0&FRIZ 101272 5,)

action T RASGHCR T AEMEERET D
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REME A
deny SEEEE"T 5
permit BN T R )
sre-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW) & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
R —— %; > MAC 7" K L % (HHHH HHHH. HHHH)
EIRET D
any TRXTOMACT RLREXRETD
dst-info DML T BEE MAC T LA RERET D
REME B
DAL EHI—FEY b
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)H % O MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHH HHHH iz O MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTOHOMACT KL ARG ETSH
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4L —v g rET—FR
[FiEH]

MAC 77 €AV A N&EAKT 5,

B LT 78 AU A MCE, BEMAXT68 D&M E2RET D Z LN TE 5,

B LT 7RV R M EHEASEL581F, 4 ¥ —7 = —AF— KT access-group 2~ REFEITT 5,

no JE. T action LI 28 E L7280, M2 TH—ET25 MAC T 7 BA U A M &HIERT 5,

no T action LUEZHRE L2288k, 778 AV A DO ID BN—FHT 25 MAC 77 AU X MEHIERT S,
[/—}]

LAN/SFP R — h B L OGBS, v ¥ — 7 = — A ZHEHA L TWDET7 27 8AY X NI, no B THIFRT 2 Z LixT& 722
VY, ST Z R LT DHEIBRT S Z &,

"W", "H"X 0-9,a-f,A-F 5725 1 XFLER 5D,

[ E B

MAC 7 F L A 00-A0-DE-12-34-56 7> 5D 7 L— LA Z AT 5 MAC 77 A U & | #2001 /BT 5,

SWX232x (config) #access—-1ist 2001 deny OOA0.DE12.3456 0000.0000.0000 any
MAC 77 AU A | #2001 ZHIpr3 5,

SWX232x (config) #no access-1list 2001

9.1.8 MAC 7 7 EZX U X s OFBAIGEN

[ER
access-list mac-acl-id description /ine
no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCAE BN 5 MAC 772 AU A hdDID
line ©BINT AR, ASCII T 32 305+ TREE FlBE
[WIERRE]
L
[AJ1E— F]
sa—mnarz 4 S —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
no R TEIT LIS, MAC T 782U 2 N AEEIRT 5,
[/ —F]

LAN/SFP R— "B I OIS v X — T 2 — AT 7B AV XA MR HAISE-#%Y, Aavwy NCTaBSIEZEBNT 5
ZlFATRE, (A DOUAIN EEET D)

(B EH]
MAC 7 R L & 00-A0-DE-12-34-56 7" 5D 7 L— A %HEHET 5 MAC 727 AU A k#2001 Z{/ERk L. #HAASC Test)
ZBINT 5,

SWX232x (config) #access-1ist 2001 deny 00A0.DE12.3456 0000.0000.0000 any
SWX232x (config) #access-1list 2001 description Test

9.1.9MAC T Z7ERXY X DM
EEy

access-group mac-acl-id direction

no access-group mac-acl-id direction

[/3F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R 2 LD ID
direction D WAL= ERET D
R EM B
in ZEZLV—AH L TEASED
(AR RE]
L
[ A1 — ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP R— h B L OGHEIA v ¥ — 7 =2 — A L TMACT 782U 2 F&2HEAT 5,

ZET V=BT VB AV A MORMEL K LIHE, 77 EAV A MDT 72 a UREE T L— AT 57 7
¥ a M (permit, deny) & 72 5,

no B CTEITLIEHA. WHL/ET 78 AU A F% LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—}]

Fl—DA v F—T 2= A EEOT 72 AY A NERETDH I LIXTER,

HFEEIZLL T 0@,

ZETLU—LIRTET 7 BAY A NPERE ST LAN/SFP AR — MIGRELA > ¥ — 7 = — A ZHTE TE 72uy,
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ZIET L= ATHT BT 7 A Y A MIGREEA V4 —7 = —AIZATE L TV % LAN/SFP AR — bt LGl i T
R, TR AF— T T a7 g 7 BICEEA 2 — 7 = — ZZFTE LT D LAN/SFP AR — MIZfE 7 L —
DT DT 7 BAY A MREND DYd, BAETFR— FORENTHEA > 7 —7 = —ATHEM S D,
[ EH]
LAN R— b #1 DZAE7 L —LIZx LT, 778 AU X b #2001 2@ H 95,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #access—-group 2001 in

9,110 £ L7=T 7R Y XA FNDOFER

(&)
show access-list [ac! id]
[T A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI7EAUYZXNDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT 7E®ARAY A NEFRTH,

acl id Z#EME L7GA1E, 2 COT 78 AV A NEERT D,

A E—T 2—RZHEA I, o, ST hH o7 —2% 1 O FSEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/—h]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v S5,
[ EH]
—BEFRRT D,

SWX232x>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 D7 VT
E

clear access-list counters [ac! id]
[NTA—=HF—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
T778AUJABMOID

[ASTE— K]

¥t EXEC £—

[

show access-list @~ > N CHER I D HEit K (match)z 27 U 79 %,
B!

WMEtsE s VT4 5,

SWX232x>clear access-1list counters
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9,112 A UV F—T=2—RIZHEALET 7RV XA hOFER
[ER

show access-group
[AJIE— F]
FEREME EXEC £ — N, F#HE EXEC £— F
B
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[FRE B
—B\ERTT D,

SWX232x>show access—-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB L NRVLAN 7 7 A< v 7 E— R~OBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name YA EETR L OEATE(256 LFLRN)

TR AT v T

[FIEIER E]
L
[ AFTE— K]
Ja—)ary7 4 Jb—yg rEF—NR
[FRHA]
access-map-name CIEE L7244 BID VLAN 77 B A< v THEKR LTZ2OB VLAN 7 7 B A< TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT 5,
no B THEIT LB EIT. HBE L VLAN 7 7 B2~y FHHIRT 5,
[/ —}]
VLAN 7 7 B A<y E— Kb ra—"Lary7 47— g ET— RNIEAICTexit 2~ R L., HikE
EXEC £— RIZEAZiZ end 2~ FEEHAT S,
[ EH]
VAMOOl & WHARHID VLAN 77 v A~ v 7HEMR LT, VLAN T 7 v A~ v 7E— R~BITT 5,

SWX232x (config) #vlan access-map VAMOO1
SWX232x (config-vlan-access-map) #

9114 VLAN T 7 ¥ A= v FIZxtT 57 78R Y XA FORE
[EF=

match access-list /ist-id

no match access-list /ist-id

[R5 A —X—]
list-id o <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X NEE
(18I E]

L
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[ASTE— R
VLAN 7 7 & 2~ v 7E— |
[FREA]
SRVLAN 7 7 B A~y FWZCH@AT 2778 AV A NERET D,
no R TEIT LA, HBELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —F]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiREL MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 7 7 B A~ v 7Z2{ERL LT, 192.168.0.1 2D 8w haHEETLHT 78R A M
%&}\’:‘E“j‘ 50

SWX232x (config) #faccess-1list 2 deny any 192.168.0.1/32 any
SWX232x (config) #vlan access-map VAM0OO1
SWX232x (config-vlan-access-map) #match access-1list 2

91.15VLAN 7 7B A~ T 4 VX —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
35 A—%—]
access-map-name ;A FHT I LOCEA T E(256 LTFLIN)
vlan access-map 2 ¥ R THEINTWNWDHT 7V EAY v 74

vian-id . <1-4094>
vlan =¥ > FC enable JRAEIZEE 41TV V5 VLAN ID

direction DA LA LMERET S, AW LEBARZET LA L THEHASRD

BREME Bk

in ZE7 VAR L THEASES
out EEZL—HIRHLTEHASES

[WIHIRRE]

L

[AJ1E— ]

ra—\)varyz 47—y a Ee— R

[RLBA]

FBELEVLANIZVLAN T 7 v A~y T 7 4 MV —5HHT 5,

no R CTEITLIZHAIE. FBE L7 VLAN KT 5 VLAN 7 7 v A~ v 77 4 WV E—%HIRT 5,

[/—F]

disable JREEIZERE I N TS VLANID IZKf L TARa~ > REHRETDH I EIETER,

VLAN 7 7 B A~ L, W—DA 2 —7x—R|2, ZE7 L—2A(In) L IEET L—L(ou)lIZENER 1 DT D
HTtx5,

MAC 772U A2 FARE LI VLAN 7 7 & 2~ v 7F1d, HET L—Lu)ZITiEH T 22w,

F— NS HiH(range X ) ZHEE LI IPVA 7 7 EAY A NI, VAT ARETI DOAEH AT, EE7 L —2A
(out)IZIFEH TE 72\,

(B EH]

VAMOOL & WO AHTD VLAN 77 B A~ v 7 Z{ERL LT, 192.168.0.1 3HD 87w h2HESETHIT 78R A M
FELT-DOH, VLAN #1000 D315 7 L— A2k LT VAMO01 23T %,

SWX232x (config) #vlan database
SWX232x (config-vlan) #vlan 1000
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SWX232x (config-vlan) #exit

SWX232x (config) #access-1ist 2 deny any 192.168.0.1/32 any
SWX232x (config) #vlan access-map VAMOO1

SWX232x (config-vlan-access-map) #match access-1list 2
SWX232x (config-vlan—-access-map) #exit

SWX232x (config) #vlan filter VAMOOl 1000 in

9.1.16 VLAN 7 7 B XA~ v S DER

[ER]
show vlan access-map
[AFTE— R
FHrHE EXEC E— N, %M EXEC E— I
[FiHA)
BEESNTWS VLAN 77 B A~ v T HERT D,
UToOHEANERIND,

« VLAN 727t 2~ v 7 DO4Hi

e VLANT7 7t RA<=y @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7t A~ v 7 OIEREFRT D,

SWX232x>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER
EN

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7 B2~ v 77 4 V2 —ORIGHE ZrnT 5,
ITOHENFREND,
¢ VLAN 7 7 & 2= v 7 DO4L4Hi
s VLAN 7 7 ®A~ v 7 0EM STV VLAN ID
« VLAN 77 k2= v 7R T\ 5 7 L— ADFhl(in/out)
(B EH]
VLAN 7 7 B A~ v T 7 4 VEZ—DFEREFRTH,

SWX232x>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAEZ « HEZhHI4E
EEN|

qos action

qos_disable
[T A—=F—]
action © Qos DEE
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REME il
enable Qos ZHINZT 5
disable Qos Z SNz T 5
(IR E]
no qos
[AFTE—F]
srua—)arz 4 L—vg E— R
[FFA]

QoS Z AT 5,

no ER CEITLI-HA. QoS #MuT 5, ok X, Bl#d 5 QoS & b [RIMFICHIRT 5,
[/—}I

7 u—flEOY AT LEEBANLEE. Qos wAMIZTH I LITTERN,

QoS BHIE v > FiE, QoS A HAMMI L TEMNRNVEETTERNVLDONEZH D D,

[BXRE )

QoS ZHNZT B

SWX232x (config) #gos enable

QoS Z LN T 5,

SWX232x (config) #gos disable

922574k CoS DHRE
B

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 )V b CoS &

(R E]

qos cos 0

[AJ1E— K]

A H =T 2 —AF— R

[FEHA]

LAN/SFP R— F B X OGEIA v X —T =2 —ADT 7 /L b CoS ZRET D,

no I TIAT LG E . FIHIME(CoS=0)Z X ET 5,

T74NECoSIE, A X —Tx2—ADFTANE—RBCoSIZHESNTWNWDORETH 7 L7 L—LEZF L

FEICER SN D, (7 L— A2 CoS MBREE SN T2 ®))

[/ —}]

ARa<r REFEITTDHITE, QoS A LT 2 &,

FATT DA H—T 2—AD KT A ME— KB CoS TlHaWHE, Ka~vy RIFET=I—L7i5,

T 7 4V b CoS BF72 D LAN/SFP 7R — NMIFRELA » H —T7 = — R L LTHIRD Z LT TE R,

FITT A4 =T == AWNmEA U F—T = — AR L TV 5 LAN/SFP 7R — h D6, Ka<r FIEETE

~&ﬁ5 ttb x&~b7/7:/747i@ MELA X — 7 = — R ZFTE LT % LAN/SFP 7" — h O E
KT R — FOBRENHEA > X —7 = — A ZHH I D,

[ﬂﬁ%]

T 7 F b CoSfEA 2 IZRET D,

SWX232x (config-if) #gos cos 2
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77 %V b CoS EZ MIHMEIZ R,
SWX232x (config-if) #no gos cos

923 N7 A hE— FORE
[ER
qos trust mode
no qos trust
[T A—F—]
mode : M7 ABME—FR
REME i
cos EEF 2 —% CoSHICESWTIRET S
dscp 5 ¥ = —% DSCPEICE SV TIRET S
port-priority AR CRRE SNV E A EA T 5
[WIHIRRE]
qos trust cos
[AS1E— ]
B —Tz—AE—FR
B

LAN/SFP R— FB X OHBIA o X —T 2 —AD N T A ME— RZHRTET 5,
no JTETIFAT L7256, FIHME(CoS R 7 A M E— MERIET D,

F T A RE— R cos DAL, ZET7 L— LD CoS 1l A 15 L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA VA —T 2= AITRES
TBREITEESNT, FEF 2 —DREZIT I,

CoS fEX° DSCP fE, ZAEAR— MIHISTT 2 XEF 22—, LTFTOa~y FTEET L LNTE D,

FFRALE—F EEFX 2 —RECHEATOIRERE | HEavrF

CoS CoS-EEx¥ = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7—7 /L | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUEDOH T, EEXF a2 —ZRETHETETHXA IV TIX4FHED D,
EEX 2 —H0 Y Th

7 TAYy FICEDEEF = —IEE

I IASy N E DTV~ —% U TIRE

JIAwy TN EB Y ~v—F TIRE

2,3,41 X F 7 A FE— R"CoS"£721X"DSCP" DL EDAIEEFRETH Y . WTHOHEHLAHZD M T A ME— NIt
J6T % TEEXa—IDEBT —T V] 2ZRTHZLICLD, EEFa—DHVYTLEND,

[/—}]

Ka< REFITTDHITIE, QoS #Ahc L TR Z &,

LAN/SFP R— F B L OGRS, v 4 — 7 2 — AR —< v FREHEIN TV EEHE, FTI A ME—ROLEF LT
ERAAN

Mo A FE— KPR/ 5H LAN/SFP R — MIGRELA v F —T7 = — AL LTHRNPAD Z LI TE 220,

A A —T =2 — A LTS LAN/SFP AR— MI M T A P E— ROLEFEIXTERY, =L, AX—1FT v
7:/747L® GHA X — T = — ZIZFTE LTS LAN/SFP AR— R DR TEIT. A ER— FORTEDHIEA
H—T7c— A ZHEHEENS,

QoS HAETIE, T A PE— RICL > TEITHIRA D D b O, RFRFHRORIRD LONRD D,
BB
LAN/SFP R— B X O A v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal ol
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SWX232x (config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T =2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWX232x (config-if) #no gos trust

9.2.4 QoS HEE DR EINEB DK IR

&N
show qos
[ASTE—F]
FEHFHE EXEC &— R, $§#E EXEC ©— K
[@iHH]
QoS F&HRE D A #(Enable), % (Disable)ki&Z 27 %,
[BE B
AT LD QoS DEEIREEFRT D,

SWX232x#show gos
Enable

925 A F—7 = —ZAD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP A— MBI WGRBLA ¥ — 7 = — R4, BRI ER— b Extg s 35,
KT HA L H—Tx—RA

[AJ1E— F]
FEFEHE EXEC £ — N, FrkE EXEC ©— F

[FEBA]
FRELIZA v F—T7 2 —AD QoS RIEHME LR T H, RTHNETILUTDOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T 2= R EHEHDORY —~ v T LT
7 A~y THEHRAE 1)

Port Default CoS Priority 7 7 4V & CoS fE(IE 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 740y 2— T (R— HET)

Egress Traffic Queue Shaping KT T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORAT V2= IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 27 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND T L—LDEEF =2 —15E

EDHEHSNTWDEIRY =<y TRRWDGEIFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZROZ L,

H2) F T A FE— RN"CoS"DEADHEREND,

H3) 7 A ME— FR"R— MEE"OLBEDHERIND,
H4) b7 A FE— KR"DSCP"DFEDIRERIND,
[/—}]

RKa<wr FEFEITTHITE, QS =AML THL T &,
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[BREH]
LAN AR— b #1 ® QoS R EZF~T D, (M7 A FE— R CoS)
SWX232x#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Schedullng

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R — | #1 ® QoS ixE & #~T D, (M7 A ~E— K DSCP)
SWX232x#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Schedullng
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 £fE ¥ = —EHROFTR
[ER]
show qos queue-counters [ifname]
5 X —5—]
ifname : LAN/SFP &R — N, BREFEI R — N ERGLET 5,
TR T DA H—T 2 —R
[AJ1E— F]
JERFME EXEC £ — K, ¢t EXEC E— 1
[FHA]

F8E L7z LAN/SFP AR — h DEE X 2 —BOFHEL X RT D, F2—OFHRIILLT CHET S,
(Fz—DEHF) = (F=2—ICHEHII TSN 7758/ (F=2—DRALR)
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[/ —}
A= RiE QoS DARRECE RN v & T TE %,

[ EH]
LAN R— b #1 OF 2 —flif iR A2 FK T 5,

SWX232x#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhD R O
OO WO oo

P O o O O OO
o o° o° A o o o o

He
el

9.2.7 CoS-EEX a2 — ID BT — TN D

EEN!
qos cos-queue cos-value queue-id
no (os cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07>
CoS EIZ G T % EEF = — ID
(IR 2|
[/ — M=
[AFTE— R
Jua—nrarz 4 L—varE—R
[FL8A]

KEX2—ZRETHOICHHT 5 CoS-EFX 2 — ID BT — T VOEERET .

no I THAT L7254, $8E L7z CoS D E(E ¥ = — ID Z WM EIZR T,

CoS-HEfEFa— ID AT —T X, N7 A ME— RPN CoSIZRESNTWHIHEEIHEH NS,
[/ —}]

AKa<wr FEFETTHITE, QS E#AMILTHELL I &,

CoS-EfEF 2 — ID BT — T NV OYPHEIXTFEO LR,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWX232x (config) #gos cos-queue 0 4



A R Ty LA BT T 4w 7 il | 343
CoS fE"0"DE(E ¥ = — ID Z #IHIEIZ T,
SWX232x (config) #no gos cos-queue 0
9.2.8 DSCP-3:/5% = — ID BT — 7 IV DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T7 A =4 —]
dscp-value 1 <0-63>
ZE it 0D DSCP i
queue-id ¢ <0-7>
DSCP EIZHIET D 15(EF = — ID
[FIEARRE]
[/ — MR
[AFTE— K]
rsa—)rary 7 40— g F— R
[FRA]

EEX 2 —ZRET DO AT 5 DSCP-5{5F = — ID BT — 7 VOB AR ET D,

no TR CIFAT L7=45A . 857E L72 DSCP EDOE(E X = — ID ZAIHEEEICH T,

DSCP-i4{§ % = — ID a7 — 7 /M iE, b T A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—}]

AKa<r REFITTHITE, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OYMREILTTEDO LB,

DSCP f& EfFFa—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWX232x (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWX232x (config) #no gos dscp-queue 23

BXAE

m

9.2.9 h— MERED
E=y

qos port-priority-queue queue-id

no qos port-priority-queue
[T A—=HF—]

queue-id : o <0-7>
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[FIHIERE]

gos port-priority-queue 2

[ASE— ]

A H—T2—AF— R

[

LAN/SFP AR — M B L UGRELA v ¥ —7 = — A2, ZfEA v ¥ —7 = —RICxHET DB EEGHEF = — ID)ERET
Do

no W THEITLIEBE, IBELEA LV —T7 2 —ZADEEF 22— ID Z2UHIEQ)ICET,

A— MEEEX, T A ME— RR"F— MEE"CRESN TV ELAEDOREF 2 —DOWREICHEH SN D,
[/—h]

AKavy REFITTHITE, QS #H/MILTHL Z &,

FATTHA v H—T 2= AD T A ME— R — MER"TIERWEE, Ko~y RRFEfT=I—Lid,

N NMEJEEENE 72 D LAN/SFP AR — MIGEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 220,

RITT DA v F =7 2= AN VF —7 = —ZITHTE LTV D LANSFP R — b6 Ao~ RIFEIT=7
—LB, LIl AX— R T T ar 707 EOmBEA ¥ —7 = —RZHTE LTV 5 LAN/SFP " — ks D% E
I, BB R — FOREDTHIEA v X — 7 = —RAZHEA S5,

[BRE 5]

LAN R— h #1 OFR— MEEEL LT, REXT=2—1D#M E2FV 4 T5H,

SWX232x#interface portl.l
SWX232x (config-if) #gos port-priority-queue 4

9210 A1 v FARENOLEEFEIND 7 L—LDEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥=2—1ID

(IR E]

qos queue sent—from—cpu 7

[AJ1E— F]

sa—m\)var7 47—y aryE—FR

[BFA]

AA - FARK(CPU)D B4 LAN/SFP AR — h~IEEEND 7 L — LD DR EX = — 2R ET D,

no FEXCHEAT L= GA . IHEZHET D,

[/ —F]

RKa<y REFEITTBHITE. QoS =AML THL Z &,

CPUMNLEEEINDI T L—LDOBLEEEZ T IFb L, LVBLEEORNF 2 —NLORENELEINDI 2D, Ban
DOARAE T L2MS /b — T M 722 EOMEENEME L 72 < IR D FREMER H D, Z D72, AFREMIXATHE/R R D K& 72
EEERE) T 5 2 L2 HEET 5,

ZH o T REEER I . CPU MBI E SN D 7 L — A DKL E X o — ID DR EMEIT 6" L 72 5,

[BXE B

SWX232x (config) #gos queue sent-from-cpu 5
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9211 7 F A~ (NTF T 4 v 7 OHGESE)DAERK
B

class-map name

no class-map name

[7XF A—&—]

name T ATy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N")naryz4J—g T — R

B

I IRy T eAERRT B,

Ay TN, ZRETV—LENT T4 I I TACGET D20 D0FEMEERTHHOTHY, match 2~
RCER LIS L 2Tk 57 7 v a U (permit/deny) THEL S VD, 7 T ARy T DT 73 a  E RO LD IT
25,
« 7278 AU A NMACL) % 8T L7-%4 (match access-group =~ > N % Z17)
ACLIZXT DT 7 avNI TR~y T DT Ivarbind,
« TRV A RNACLLSERE LIZGA
FF Al (permit) & 72 5,
Rk, TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA 1X, FHE LT T A~y T HHIRT 5,
[/—}]
AKa<wr RaeFAT9 512013, QoS ZAMIC L T Z L,
HBE LY 7 A~y TRERBE OGS, AiEOREICH L TERRMTRbRS, 7220, R v—~vv 7N
LAN/SFP R — h B L UGREA v ¥ — 7 = —RTHHE A OEE, R v—~v v FICEEf TN TWE 7 T A~y
TR - HIBRT 2 Z &I TERY,
[3% 2 5]
7 Z A< Fclass1" VR T 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
E=N

class name

no class name
%7 A — & —]

name L IRy TIA

[AFIE—F]

RN =~y 7E—F

[FiHA]

RV =~y T T A~y 7 &BEEMT D,

77 A=y ZOEMTICKNT DL, R o—vo T« 7T 2= RNIIBIT D, R V—vv T 7T RE—
RTIE, b7 742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV T

e KUV

e Uw—F 7

no WA TIAT LG AR, AV o=~y TG 7 7 A~y 7 OREMN T ZiERT 5,
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AU —~< v 7D S 472 LAN/SFP A — MBI OGREEA v X —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET V=B N T T4 v I I TRAINET D, VTA~Yy T DT Vv a ) permit DE, %4 -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thh 5,

—DODORY =~y FIHEMIT oD T Ay FIE, 8 0FETELT 5,

[/— 1]

Ka< REFITTDHITIE, QoS #Ahc LTS Z &,

deny 77> a D774y 777 A LT, QoSMUHDFREL L THEMEN2,
BE)

LAN R— h #1 DZ[E7 L— LI L CUTOREET D,

¢ 10100 DRy NT—=U MDD NT T 4 v 7 ZFFA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

«  Green:fizik, Yellow:DSCP fE% 10 ([CFEE#x . Red:MLEE

[N 7490 0T ADESE

SWX232x (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

(
SWX232x (config-cmap) #match access-list 1
SWX232x (config-cmap) #exit

[RY > —DRE]

SWX232x
SWX232x

config) #policy-map policyl
config-pmap) #class classl

SWX232x (config-pmap-c) fpolice 48 12 12 yellow-action remark red-action drop
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x
SWX232x

config) #interface portl.1l
config-if) #service-policy input policyl

~ e~~~ o~~~ —~

9.2.13 b7 7 4 v 7 D FESME DERE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X K ID
<2001 - 3000>
MAC 77 %A U A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—NR
[BLFA]

FNTT 4w 7T ADGEEKMCT 7 A A TS,

ZETV—2NT 78RV R NSRBI —H LTEGE, T7RBAVANDT 72 a BT T 49T T TADT I
3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML DEMEREXHIRT D,
[/—}]

AKa<wr FEFATTHITIE, QoS ZAMC L THL Z &,

FNoT 4y I ETT 78R A MIRETEDRMFITRKRIGFETERD,
B!

25 A<y 7 classl"DESARCT 7B AU A - #] ARET D,
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SWX232x (config) #class-map classl
SWX232x (config-cmap) #match access-1list 1

92.14 + T 7 4 v 7 IS DR E(CoS)
[ER]

match cos cos-list

no match cos

[73F A —F—]
cos-list o <0-7>
YRR E LTHET S CoS i, ek 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
[FAA]

T T 4T 7T ADSEELMIT VLAN & 7~ Z D CoS &M+ 5,
no G THEIT LIZHA. CoS DEMREEHIRT 5,

BEE D FIREG E)E T, REAMVIET Z N TE D,

[/ —}]

Ka<wy REFATT HITIE. QoS ZAZC L TH Z &,

[ E 5]

7 7 A< 7 class1" Dy FASAMIZ CoS fE" 1" 2" 2R ET D,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match cos 1 2

9.2.15 T 7 4 v 7 53EERMADORE(TOS BILHE)
[ER)

match ip-precedence ros-list

no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
SRS E U CTHERT B IP o~ Z D TOS #55E (precedence) 7 « —/V NE, K 8 il £ TH
TE D,

[AJ1E— F]

7 TAYy TE—F

[RLFA]

NF 74D 7T ADGFERMITIP ~» X O TOS L (precedence) 7 + — /v RE AT 5,
no A TIAT L7, TOS BIEEEIC K D SRR E L HIBRT 2.

VA O LIREGE)E T, BREZMRYIRT I LNRTE D,

[/—}]

Ko<y FEFTT2HIT1E, QoS zAMIL TR Z &,

[ E 5]

7 7 A~y 7 "class1" DI FASAFIT TOS B E"3" & 4" 2% ET 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match ip-precedence 3 4

9.2.16 7 7 4 v 7 3ESFMHEDREDSCP)
[ER]
match ip-dscp dscp-list

no match ip-dscp
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[$F A—%—]
dscp-list : <0-63>
SRS L LTEM T 5 IP ~ v % ® DSCP(DiffServ Code Point) 7 -1 —/L i, &K 8 {HE T
BT 5D,
[AJTE—F]
JITARy TE—R
[FHA)

N7 T 4 w7 7T ADGFESMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZ T %,
no X CIHAT L7284, DSCP IC K D 5M3E&HIBRT D,

BEED FIRGE)E T, REZXHRVIRT Z LN TE D,

[/— 1]

AKa<xr RuEFATT 5121, QoS ZHMC L T Z L&,

[BEH

7T A~ v 7 class1" DAY FAZAEIC DSCP 48" L "56" &2 % ET 5.

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match ip-dscp 48 56

9.2.17 F T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN % J & ZHRET S

untagged D KM VLAN Z 77 LA ET S

[/XT A —=HF—]

type D A=Y Ry NI L —LDE A TERET S,

X EME B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— F]

7 IARy TE— R

[

NI T 4T TADNESIEA —F Ry T L — LD F A FEE VLAN & 7 DFELFETT 5,

no R TIITLHA, A=V Fy F 7L —2DX A FEE VLAN ¥ 7 OF I L 5 5:M5%E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TWDLEEIT. WEZEET 5,

[/—}]

AKa<xr RueFATT 51213, QoS ZHMC L T Z L,

tagged fEEITT 7 B AR — MZBEH LA L2 D(T 7 B AR— N TR T EZ 7 L— 2% bW 2w),
Bl

77 A= T elass1"DIPHSRIFIZ, A —H Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWX232x (config) #class—-map classl
SWX232x (config-cmap) #match ethertype 0x0800
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9.2.18 N7 7 4 v 7 HFRSKMHE DR E(VLAN ID)
EE

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>
SRS L LCEM T %5 VLAN ID
[AF1E— F]
JTAYy SE— R
B

N7 T 4w 7T ADG AR VLANID 27 5,

no R TFEAT L728A. VLANID I X B 5M30E &2 HIFRT 5,
BEHD LERGOE)E T, BREAMY KT Z LN TE 5.
[/—}]

AKavwr REFATT 511, QoS ZAMT L T Z &,

[ EH]

7T A~ 7class1" D3RI VLAN #20 X ET 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFDORENVLANID L ¥ VHE)

[ER
match vlan-range id-start to id-end
[/$F A —&—]
id-start 1 <1-4094>
SRS & LTI S VLAN ID O BRAR1E,
id-end o <1-4094>
SRS E LT 4 VLANID O#& T, BRAGD BT X TOFREHIFH TR K T 30,
[AJTE— K]
7 IARy TE— R
(@]

7T 4w 7T ADGFERMC VLANID ZE 7 %,

SESAEZEIBRT 554 1L. nomatch vlan =2~ > R&EHT 5,

matchvlan 2~ > FOBRTEELHHITHZ LN TE S,

e EBR30 {#)E T, mateh vlan =2~ > KX°> match vlan-range =~ > FOEREZM Y KT Z LN TX 5,
[/—F]

ARKa<wy FEFITT 5T, QS AN L THLS Z &,

[ E B

7 F A=y T class1"D/PFASIEIZ, VLAN #20 0 H#30 £ TEEET 5,

SWX232x (config) #class-map classl
SWX232x (config-cmap) #match vlan-range 20 to 30

9.220 7 T A< v TEBROFER
[

show class-map [name]
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[NT A —=HF—]
name DU T ARy T, BEEE, TRTOY T Ay FIERPFREND,
[AJIE— F]
FERFHE EXEC £ — I, %5 EXEC £—
B
FRELILY 7 A~y TOEROGIBRNEFRT D, 77 Ay THBOFTFNEFITZLUTOLEY,
vI7varv IEH 2157
57 55 (match) Match Access-List 772 AU 2~ ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS &
Match IP precedence TOS &5 )&
Match IP DSCP DSCP fi

o ESEMIE. FHENO O HLEEINTNDHEON DL ITRRIND,

o ST $HET D a2 Rmatch) 2332 E STV RWIEAIEE R SR,

[/ —}]

AKa~<r REFITTHITE, QoS =AML THL Z &,

[ E B

7T A= T class1"DIFRE £RT D,
SWX232x#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZIETZ7 L —AIZKTHRY —< v T DERK

v
policy-map name
no policy-map name

[78T7 A —=F—]

name DR =y T B2 LFUT. KT/ F % KR %)
[AFTE— F]

Ja—x\)ary7 4L —y g T — R

[FRHA]

R —~vw PEEKRTH, R)—~vv 1T, ZETL—LICHTEUTONEEY N5 7 47 7T REITE &
Db DTH D,

s NTT 4w IR

s Tlvw—FF

« A—XULT

s RITUT

c Uw—F7

RKa<y FCTHEKLERY —~< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b L OGREEA > ¥
— 7 x—REHATHILENTES, I, RV V=~ THNOEI TASy TIZEoTZIETL—A0 b
T4 w77 TACGEINDG LRV, BT T 4 v 7k LT —HF—DFEE L7z QoS MER 7o s L 9
W27 %,

., TONEERET LR v—~v v 77— NIIBEIT 5,

no I CHEAT LG A, ELLERY v—~ v 7 E2HIBRT 5,
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[/ — 1]
Ao~y REFETTHITE, QS AL T 2L

?ELKT)/_7/7W$Wﬁﬁ@ﬁD\m@@ﬂEuﬂbfﬁﬁﬂﬁ@bﬂé 72720, R v—< v 7N
LAN/SFP ;R— F B X OGHELA ¥ — 7 = — A ZHEHBEHAOEE . RE « HIBRT 5 Z LI1XTE 220,

[FREHI]

LAN R— M #1 OZET7 L— LI L TCUTORELT 5,

+ 10100 DRy NT—TINLD NT T 4 v 7 &dFA]

. aR%mmcmn%wwEwlkwmf W T A %53
o Green:fi5%k, Yellow:DSCP % 10 IZEXH#i % . Red:fl3E

[NTF 74T 7T ADERR

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl
SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit
[V 2 — D% E]
SWX232x (config) #policy-map policyl
SWX232x (config-pmap) #class classl
SWX232x (config-pmap-c) fpolice 48 12 12 yellow-action remark red-action drop
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10
SWX232x (config-pmap-c) fexit
SWX232x (config-pmap) #exit
(
(

SWX232x (config) #interface portl.l
SWX232x (config-if) #service-policy input policyl

92N ZET L —AIZHTHIRY —< v FDEHA
[

service-policy input name

no service-policy name

P85 A —5—|

name D AT ARY —= v T4
AT E— K]

A HE—T 2 —AF— R

B

RV v —~v 7 %% %3 5 LAN/SFP A" — B X OGRS v ¥ — 7 = —RZEH T 5.

no B THAT L72A . LAN/SSFP A — B L UGHEEA v ¥ — T = —ANO R v—~ v T ERERT 5,
[/—}]

ARa<r REFEITTDHITE, QoS A LT Z &,

BEIZARY >—~ v 75 LAN/SFP AR — b B L UOGRBEA ¥ — 7 = — R THEMAHE A DOLE. =7 — &b,

RN —=w FAICEEMNT N7 T A~ v IOV T, LANSSFP R— B L OHELS VX —T =2 —AD T A I
F—RERMGELBEWVERTEN D THLEENTWEGE, =7 —¢ERb, JIARYTDOREDNDI B, M T A ME—
Rz Xk 2@EAFIERRH D3~ RIZLLTO LR,

FFAFE—F awr K il PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FZ A FE—F

a<w R

IR

Port Priority

set cos

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

A AT

police, remark-map

U~ =% 7 NE A3
ARI(E 1)

WDV ~—F 2 IR ER AT &1, police 2~ KD yellow-action F 7213 red-action 73 remark (23 E ST

. Ho. 40O remark-map V% EINTWAEEETET,

RY —= v 7N S 7= LAN/SFP AR — M, #aElA v X —7 =2 — AIZFATR TE R0,

R —< vy FIIREA X — T = —AZFTE L CTW5 LAN/SFP AR — MIXt L CHATE 2V, 72721, AHX—h
Ty a7 4 RICEHREA L — T 2 —RCFTE L TUVWA LAN/SFP R— MR Y —< v THRENH HEA. i
'R — NOBENRBA X — T = — RTINS,
A=Y TE, LFOREA ¥ —7 =2— AR L TEWES TS Z L3 TE R, A=V 7 (R &RE

(police R~ ) ZFZ LAY o—< v FZHMH LN &,

© AB YT EWNT DA N=AL v FEHENTIN— T LIialiA v 4 —T = — X

[EEH]

LAN R— b #1 (2R U > —=~ v 7 policyl Zi 15,
SWX232x (config) #interface portl.1

SWX232x (config-if) #service-policy input policyl

LAN R— k #1 25 R Y v—~ v 7 policyl &+ %,
SWX232x (config) #interface portl.1l

SWX232x (config-if) #no service-policy input policyl

9.2.23 L ~—% 7 DFE(CoS)

By

set cos value
no set cos

[/3T7 A —F—]

value o <0-7>

FL=—F% T TRET S CoS

[AFIE— F]
RV —=v T« JTAE—F
[FLHA]

SELTE NI T 4w 7 7T AD CoS %, FEE L2 CoSHICER T 5, 7.

—ID 7T =T MIHESE | EFEF 2 —OFEID M TET I,
no [P TEIT LIS GB, T 74 v 7 7 TRATHT D CSEDOT L~ —F > ZIE ZHIRT 5,

[/ — ]

RKa<wy FEFEITTHITE. QoS #AMMILTHL Z &,

T —F% %, BEXF—EERELIFH T LixTE RNy,

[ EH

LAN R— R #1 OZ{ET7 L — AR L CUTFORTEET A
¢« 10100 DF Yy FT—=IMIBDNT T 4 w7 ZFFA]
o BHELIENT T 4T T T A% CoSHNIET B

[FNT T4 v 7T ADER]

FZ A FE— RIZHIG LT EF =

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl
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SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit
[RY > —DRIE]
SWX232x (config) #policy-map policyl
SWX232x (config-pmap) #class classl
SWX232x (config-pmap-c) #set cos 2
SWX232x (config-pmap-c) #exit
SWX232x (config-pmap) #exit

(

(

SWX232x (config) #interface portl.1l
SWX232x (config-if) #service-policy input policyl

9224 7L ~—3% 2 JDFRETOS EBELEE)
(&R

set ip-precedence value

no set ip-precedence

ST A—F—]
value o <0-7>

T —F 7 TRET D TOS EIEE
[AFIE—F]
NV v—<v 7« 7 FTAE—NR
[FHA]

DELTENT 7 4 v 7T ADIP ~v X D TOS M55 (precedence) 7 « —/L N4, f58E L7z TOSHIZAEF T %,
F, FTAPME—RIZHIGLEEEF2—ID T =7 MCESE, REXF2—0OFEHV Y TEITH,
no WA THEITLIEGE, M T 740277 T 2K 2 TOSEEED T v~ —% o VLB ZHIRT 5,
[/— k]

ARKa<wr FEFEITTHICE, QS E#AMILTEL I &,

T~ —F 73 FEF—RERE LT Z LIxTERY,

[BXRE )

LAN R— h #1 OZ[F7 L— LK L TUTOREEZT D

« 10100 DRy NU—=ZINED T T 4 v T EFFA]

« WELIZNT T4y T A% TOS ERESCEET S

[N 74w 0T ADESE

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit
[R Y > —DREE]
SWX232x (config) #policy-map policyl
SWX232x (config-pmap) #class classl
SWX232x (config-pmap-c) #set ip-precedence 5
SWX232x (config-pmap-c) #exit
SWX232x (config-pmap) #exit
(
(

SWX232x (config) #interface portl.1l
SWX232x (config-if) #service-policy input policyl

9.2.25 L ~—F L T DR EMDSCP)
[E=X]

set ip-dscp value

no set dscp
85 A —5—]
value : <0-63>

TLw—% 7 THRET D DSCP
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AHE— K]
K o—y T e s T RE—R
[BH]

SELIZNT 7 4w 7 75 ADDSCP %A, F5E L7 DSCPEICEET S, £/~ FTRA2 ME— RIS LT-%E
Fa—IDT—TNMZESE, BEXF2—OFEY LB TEITI,

no X TEITLIZGE. N T 747 7 7 AZKT 5 DSCPED T L~ —=X% 0 JALE &2 HIRT 5,

[/ —}]

RKa=y REFEITTHITE. QoS AL THL Z &,

T~ —F% 7, BEX—BEREELIFHT 2 LixTE RN,

RFC THELES LTV DSCPE~D 7 L~ —F 7/ ) = —% > 73, GFF 4 FHE T2 T&E 5, RFC THELE
S5 DSCPEIZ. FRDOLEEY,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BEHl]

LAN R— h #1 OZ[F7 L— LIk L CLLFOBREET D

¢ 10.1.0.0 DRy NT—=IMED NT T 4 v 7 &7

s BELIENT 74y 7T A% DSCPE"10"ZEET 5

[(NT 747 7T ADEF]

SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[RY o —DIE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #set ip-dscp 10

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9.2.26 HAAR Y P —DFREE TV L— 1)

[EFH]
police [single-rate] CIR CBS EBS yellow-action action red-action action
no police
[F—TU—F]
single-rate DI b— MR —EEHT S
T R =5
CIR : <1-102300000>
NZ 7 4> 7 L— k(kbps)
CBS 1 <11-2097120>
WA R—2 Ny R ODS—Z kA X(kbyte)
EBS ;o <11-2097120>

#EiE h—2 Ny D= R YA Z(kbyte)
action DO T AT E NN v  OEE
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RIEME BifE
transmit i3k
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— ]
RN)o—~vv 7« 7 TF7RAE—N
[RLBA]

B NT 7 47 7 AR LT, fHRAR Y —( T — MaERET D,
BEIZ police =~ > RTREPTONL TV DL HEIE, WEZERHT 5,
A—=Z ) TE, YN b— b 38T —<——RFC2INZHEESNTITV, S LIk 7 2 cx LT, LL
TORBZIREST DI LN TE S,
*  Green : B5i 5D B (FEE AR TT)
* Yellow : ik, fFE, U ~—F 70 5iEiR
e Red:fk3E, V~—F 7 MHER
7272, U~—F 7%, Yellow,Red D EHEN—FOREET D LN TE D,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ v 7 « 7T ZAE—R)TITH, action 73 "remark" (2 5%
ESINTZDIZHPD BT ZONRT 7 25T 2V ~—F 0 VOB ER 2o T ha, U ~—% 0 713D
LD, ZOBE. WIHIERE(Yellow:fi51%, Red: AHE) A% fH S5,
no JERTET LGS, A—2 V07 - R 7 - V=% 7O EHIRT 5,
FEHIAR Y - —(police-aggregate =~ > R) & OFFHITTE 720y,
[/—}]
ARKa<wr FEFETTHITE, QS E#AMILTEL Z &,
A—=Z ) 7F, UTFOMBA LV H—T7 2= AT L TEESED Z L IXTERN, A=V 7 (R H—)F
(police R~ R) ZEHLARY —~v 7 EHMWH LN &,
« AZ YT EWNT DA N=AL v FEHENTI V= T LA v 4 —T = — X
[BXRE )
LAN BR— b #1 OZE7 L =L L TUTOREEZT S
« 10100 DRy NT—=InBD T 7 4 v 7 &7
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #1277 A % /34
+  Green:#i5i%, Yellow:DSCP fE% 10 [ZE X #i X . Red:Af3E
[FT T 4w 7T ADIEHE]
SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[R U v —D%E]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop

(

(
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10
SWX232x (config-pmap-c) #exit
(
(
(

R
it

SWX232x (config-pmap) #exit
SWX232x (config) #interface portl.1l
SWX232x (config-if) #service-policy input policyl

9.2.27 fHRIR Y P —DFREC A > L—h)
[ER)

police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—D— K]
twin-rate VA= MR —2EHT S
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[NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L— h(kbps)
PIR : <1-102300000>
E—27 877 4 w7 L— hkbps), CIR £V /NSUVMEIXFEETE 220,
CBS 1 <11-2097120>
WE N—2 Ny hOS—R M A X(kbyte)
PBS ;o <11-2097120>
v —7 h—27 2Ny FOI—R A X(kbyte)
action DOy T AT ES TNy N OEME
BEME BhE
transmit HirE
drop T HE
remark ) <= —5 7 (CoS/TOS/DSCP)
[AJIE— K]
R)v—~vv 7« 7 TAE—NK
B

DELIZ T 74w 7 77 AR LT, HIRYb—(V A v b— MNERET D,
BEIZ police 2~ > RTREMNMTHOILTWDOLEIL, NEZEHT 5,
A=V T, VA L—b 38T —~—F—(RFC2698)IZ I TITV, L7877 Rizxt L <, LT
DR ZIEEST HZ LN TE D,
Green : 51X D A (FHE R A])
o Yellow: #4325, lEE, U ~—F 7 5HiEiR
e Red:fEFE, V~—F 27 HiER
72720, V~—F% 71X, Yellow,Red D EL LN~ FDORIEET HZ ENTE D,
U~ —F% 2 7 OFEMEREIX, remark-map 2~ > KRR Y v —~ v 7 « 7T Z2F— R)TIT I, action 73 "remark"|Z5%
ESNTZDIZPnb 6T, ZOHERY 7 26T 5 ) ~—F 0 ZOFEMREN o Tea. U ~—F o 713
LD, ZOHE FIEGE(Yellow:H5ik, Red: #0213 S b,
no FERCTEITLIEGE, A—X VT - RV 7 - U=—F 0 FTOWLEEHIRT 5,
KR U —(police-aggregate =~ > R) L OHFHIZTTE 72uy,
[/— "}
Ka<wy FeFT3 51203 QoS AL T Z L&,
A=Y T, LTFOMmEA v F—7 2 — AR LTEESED Z LI TERY, A—Z U7 (R H—)
(police R~y M) #ELAR Y —~y 7 ZEHA LN &,
© RZ T EHERTDAVN=AAL v FH2BENWTI V= 7 Licimbif v 4 —7 = — A
[EE B
LAN R— h #1 OZE7 L— A L CUTOREEZT S
¢ 10100 DRy NT—=2NbD T 7 4 v 7 ZFF]
« CIR:48Kkbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte T, ##7 7 A & 435
+  Green:fizi%, Yellow:DSCP fi% 10 [ZE X #i X . Red:fifHE
[FT T4 w07 T ADERE]
SWX232x (config) #ip-access-1ist 1 permit 10.1.0.0 0.0.255.255
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-group 1
SWX232x (config-cmap) #exit

[R U — DR E]

5
A
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SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #fpolice twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9228 FEARY P —D VU ~—F 2 FDRE
ESN

remark-map color type value

no remark-map

[23T A —%F—]
color D V=X T RIT O T A
REE SiHA
#4772 Yellow DV ~—F v JRREETT
yellow 5
red W7 7 A Red DY ~—F  VREZAT D
type U~ —F o IR
BEME LA
cos CoS V~—F 27
ip-precedence TOS B Y ~—F 7
ip-dscp DSCP UV ~v—F% 7
value - <0-7>
CoS, TOS ESeEED U ~—F L Vi
<0-63>
DSCP VU ~—% > 7 fii
[AF1E— ]
RIv—<vwF 7T RAE—F
[FREA]

TERIARY Y —TCTHE LI FHEKY 7 & Yellow, Red IZxfT DY ~—F LV TEHVEORTEEIT I, 2. T A ME—FRIZ
G LB EX 22— ID T — T NCESE, FEXF2—OFHED Y TEITH,

J~—F% 2271, CoSfE. TOS B, DSCPEOWTFNMNEZREIRT S Z LN TX 5,

no WX TEIT LGS, UV ~—F U FRELHIRT 5,

V== 7 &ATH 12D, Aa<r FOBREDIED, police 2~ R(RY v—<v 7+ 77 ZXF— FN)TLUT
A T AT 7 a s E " remark"lTRE L TCBLSMLERDH D,

[/—F]

RKa=y REFEITTHITE. QoS #AMZLTHL Z &,

V=% 73, TLv—F 0 FREEF2—DFELFHAT L ENTE B,

RFC THERE XL TWRWDSCP E~D T L~v—F o F/) <w—F 7%, 4EEF Cra2—V—FRME L THAT
DI ENTE D, RFC THELE X715 DSCP fEIX. FFRDOLEEY,

PHB DSCP & RFC

default 0 2474
Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474
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PHB DSCP & RFC

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[ 2B

LAN B—F #1 OZET L — LI L CUTFOREET S

¢ 10.1.00 DXy NT—I 06D NT 7 4 v 7 ZFFA]
+ CIR48Kbps, CBS:12kbyte, EBS: 2Kbyte T. 7 7 % % 4378
o Green:#xi%. Yellow:DSCP fE% 10 [CExH#iz . Red: iz

[N 7477 T ADERR

SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class-map classl

SWX232x (config-cmap) #match access-1list 1

SWX232x (config-cmap) #exit

[RY 2 —DFFIE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #fpolice 48 12 12 yellow-action remark red-action drop
SWX232x (config-pmap-c) #remark-map yellow ip-dscp 10

SWX232x (config-pmap-c) fexit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9.2.29 KR U b —DARL

&

aggregate-police name
no aggregate-police name

[T A—F—]

name O ERRY A (0 SCFLLT, R/ TFE X 5)
[AJ1E— ]

Ja—)ary 47—y g EF— R

[@EA]

ERIRY P —2 LT 2, BRCAEREADOGEIE. TONBEWRET D,

A< RRIIT 2L, BRRY b—ONELRET DENR Y —F— NIEBT D,

no WA THEITT 2 &, BNV F—%HIBRT 5,

UTOHE, BRIV —ONEEEELETDHI EILTERWVWENRY —— RIZEBE L2,

s BRIV —DOREINTI TAS Y T HFLHRY) —~< v 703 LAN/SFP R — B L OGRS v H— T = — R
WZHEH ST D

DIFOGA, BRIV Y —ZHIBRT 2 Z LIXTE 220,

« police-aggregate =~ NZ XV | ERR VY =N T T 1 v 7 7 T ATHEINTND

[/—H]

Ka<wr REFATT HITIE, QoS AL T Z L&,

A—=2 Y TF, UTOWMEA ¥ —T7 2 — A LTEESED Z L IXTE RN, A=V 7 (K)H—)F

(police F a2~ M) 2B AR vo—< v FZHMH LW &,

o ARZYVEBETDAUAN=ZAAL v FEHBENTITN—E T LIiR#iA v F—T =2 — A

[ EH]

IR Y —"AGP-01" % AT 5

e
it

SWX232x (config) #aggregate-police AGP-01
SWX232x (config-agg-policer) #
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9230 KR Y F—DOREE V7L — )
B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police

[F—U—F]
single-rate DU L— MR —EERHTS
[T A—F—]
CIR ;. <1-102300000>

77 4 > 7 L— h(kbps)
CBS ;o <11-2097120>

WA h—2 vy hDR—R hH A Z(kbyte)
EBS ;o <11-2097120>

Bl h— 7 3y hDR— R kA R (kbyte)
action DO T R FE Iy S OENME

BREME BifE

transmit i3k

drop &S

remark ) < —% 7 (CoS/TOS/DSCP)
[AJ1E— K]
ERRY Y —F—F
B

FERRY =iz, YT L— bR $—DBEEIT,

no R THEATLIEG S, A—Z V7 - RV T« Uw—F 0 TONHEEZHIRT 5,

A—=Z ) TE, TN b— b 30T —<—D—RFC269TIZFESWNTITV, D LI=HHK 7 7 2 1cxk L <, L

TOWREFRET H T LW TE 5,

Green : 526D A (FEE AR 7))

« Yellow: #5315, HE, U ~—F 2 7 bHEIR

e Red:ff3E, V~—F2 7 n5HiER

72720, V~—F% 71X, Yellow,Red D EL LN~ FHDORIEET HZ ENTE D,

U ~—F% 2 7 OFEMREIX, remark-map =2~ > REEKAR Y —F— R)TIT 9, action 73 "remark"| Laﬁﬁéﬂt

z 75 75 Ebfoff FZOHRIY T AT DV ~—F T OB EN 2o T2 E, Vvy—F o 73 s,
. WIHIER E (Yellow: #5125, Red: 3823 H S5,

[/—}]

Ka<wy REFATT HITIE, QoS AL THL Z &,

A=Y 7F LT OMEA 2 —T7 2= AR LTEES L 2 &IETERY, A—=F U 7 (R ¥—)&KiE

(police Za~ M) #F LAY —~y 7 ZHEHALRWnWT

. X&y&%%ﬁ?é%/A~X4y%%%wfﬂw~t/7bt%ﬁ4y&—7l~x

[BREH]

EHKIR U P — "AGP-01" Z1ERLT D,

+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM (2 Xk D A —% U > 7 % FAT

*  Yellow:DSCP i % 10 (2 E X 2, Red:AH3E

HERR U —DIERK]

SWX232x (config) #aggregate-police AGP-01

SWX232x (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop
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SWX232x (config-agg-policer) #remark-map yellow ip-dscp 10
SWX232x (config-agg-policer) #fexit

9231 ENR ) P —DREC AL —H)

[ER
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU—F]
twin-rate D VA= R —E TS
[/3T A —HF—]
CIR : <1-102300000>
27 4> 7 L— k(kbps)
PIR : <1-102300000>
v—2 877 4 v 7 L— hkbps), CIR XV /NSVMEITFEE TE 220,
CBS 1 <11-2097120>
WA N—2 Ny FODS—Z kA X(kbyte)
PBS : <I11-2097120>
E—7 =27 2Ny hO—R h A X(kbyte)
action DAY T RS I Ny S OEE
R EME Bk
transmit HR s
drop fite 3
remark Y ~—% > 7 (CoS/TOS/DSCP)
[AS1E— ]
R —F—F
[@iH]

LR —I1T, YA Lb— R —DBREXITH,

n B TETLEGAE, A—Z VT R - Ue—F TONEEHIFRT D,

A—=Z ) TE, VA b— ]+ 38T —~—H—(RFC269)ZISNTITW, L7 7 2 LT, LLF

DU ZIEEST HZ LN TE D,

*  Green : B51 5D B (FEEARTT)

o Yellow : $i516, fF3HE, U ~—F 2 7 HiEiR

+ Red: M3, V~—F 7 HER
72770, V~—x%2703%, Yellow,Red DEHL LN DOHRIGET HI ENTE 5,

) ~—F 2 OFFEMEREIX. remark-map 2~ > FEEMNAR Y —F— R)TIT9, action 73 "remark" |23 E S iz D
BT, ZORIY T AT D) v —F 2 T OFEMBREN 2o Te e, V~—F o JI3ES D, 2

DA PR E (Yellow: #5125, Red: A3 EH S b,

[/ —}]

ARa<r REFEITTHITE. QS AL THLL Z &,

A—=H VT, LTOMmEA v Z—7 2 —AZH LTEESED 2 LIXTERY, A—F V7 (KU H¥—)
(police R~ ) ZF LR v—< v 7 ZHMH LW &,

o AX VT EERT DAL=, v TFEBENTIN—E T LA v —T = — R
[REH]

KR Y Y — "AGP-01" ZAERKT 5.

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM IZ L5 A —% U v 7 % FAT
«  Yellow:DSCP fE% 10 (ZE & #i % . Red:AlfZE

e
il
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[SERI7R Y Y —DAERK]

SWX232x (config) #aggregate-police AGP-01

SWX232x (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX232x (config-agg-policer) fremark-map yellow ip-dscp 10

SWX232x (config-agg-policer) ffexit

I2.NEKRI Y —D I ~—F L T ORE
[

remark-map color type value

no remark-map

[/XT A—F—]
color D V==X T RTINS T A
REME S
7 7 A Yellow DU ~—F 0 VTR EEAT
yellow 5
red Hrlk 7 7 A Red DV ~—F U TREZEIT D
type U —F o U]
B EME LA
cos CoS V~v—F%o 7
ip-precedence TOS R ~—F 7
ip-dscp DSCP V~—F 27
value . <0-7>
CoS, TOS BEED ) ~—F o /1
<0-63>
DSCP UV ~—F > 7fH
[AJTE— ]
ERIRY P —F—F
B

ERNR VY —THE LI 7 X Yellow, Red IZxF 5 U ~—F U TEMWEOREZITH, £y FT A ME—RIZ
SIS L EEF 22— ID T — NI SEx EEX2—DOFEV Y TEITH,

J~—F% 2 7%, CoSfE. TOS I, DSCPEOWTFNMNEZRIRT L Z LN TE 5,

no X TEITLIZHE., UV ~—F 2 FHRELHIRT 5,

V=% 7575 1201I0E, Aa<r ROBREDIED, police T~ FEMRY —F— F)TE4 T o877 7
2ADT 7 a s E " remark"IZERE L TBLSMLEND D,

[/ —H]

ARa<wr FEFETTHITE, QS E#AMILTELL I &,

V=% 7F, 7L~ —F 0 IREEXFa—DRELHHT I ENTE S,

RFC THERE SN CTWARWDSCP E~D ' L~—F 0 F /) ~—F 7T, 4FEE Chra—V—TCHEMEEL L THEAT
5T EMNTE D, REC THELEX LD DSCP fElX, FEOLEEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598
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[BXEH)
AR Y P — "AGP-01" (2 Y ~—F L T OBREEAT I,
«  CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ LD A —& U 7 % FAT
*  Yellow:DSCP i % 10 |[ZF & #2 % | Red:fiHE
[SERI7R Y —DAERL]
SWX232x (config) #aggregate-police AGP-01
SWX232x (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWX232x (config-agg-policer) #remark-map yellow ip-dscp 10
SWX232x (config-agg-policer) #exit

9.2.33 £KIAR U p—DRR

[EX]
show aggregate-police [name]
/85 A —4—|
name D EBRRY Y —4, BT T RXTOENR Y —N0n"Rt5E 25,
[AJ1E— F]
FERFHE EXEC £ — I, F#bE EXEC £— F
[@iH]
LRV P —DONFEFRT D, FRNEIL, show class-map 2~ > R THR/RE NS police &7 v = v L [AIEE,
[/—H
Ka<wr FedT1 51203, QoS ZAMC L T Z L,
[E )

HEHIR Y P —"AGP-01"ONEE £ RT D,
SWX232x#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 XA Y Y —DEH

[EFX]

police-aggregate name
no police-aggregate name

55 A—5—]
name LT B Y —
IASE— K]

) S~y T 7T AT~

(B9

NI T 4y TR LT, IR b —ERET D,

no X TCEIT LGS, N T 74 v 7 7 T RACKTHENR Y b —0RELZHIBRT 5,

ERIR U —GRY >—~< 7« 7T ZAF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/—}]

AKa~v s REFATT 51T, QoS AL THEL Z &,

A=Y T, LTFOMmEA v F—7 2 — AR L TEESED Z LI TERY, A—Z U7 (R H—)
(police 2~y M) #EFLAR ) —~yTEZEHA LN &,

e

it
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o RE T EERTDIAVNAN—AL v FEBENTIN—E T UEREA v A —T 2 — R
[ E ]
RY v —< v 7 "policyl"D 2 DD N7 7 4 7 77 A'class1", "class2"lZxf LT, 447 U +—"AGP-01"% @@ H T 5
* CIR:48Kkbps, CBS: 1 2kbyte, EBS:12Kbyte & L, SITCM (2 & % A—4 V) v 7 %347
*  Yellow:DSCP % 10 (ZE X #2 % | Red:MEHE

[HERIAR U P —D1ERK)

SWX232x (config) #aggregate-police AGP-01

SWX232x (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWX232x (config-agg-policer) fremark-map yellow ip-dscp 10
SWX232x (config-agg-policer) #fexit

[R VU 2 —DF%E]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #police-aggregate AGP-01

SWX232x (config-pmap-c) fexit

SWX232x (config-pmap) #class class?2

SWX232x (config-pmap-c) #police-aggregate AGP-01

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9235 A—H Y Tho o X —DFKRN

&y
show qos metering-counters [ifname]
T A—5—]
ifname : LAN/SFP R— F B L UGHEA v 4 — 7 = — 24, BRI RR— N2 LT5,
[AJ1E— ]
FHEHFHE EXEC E— N, FrkE EXEC £— R
B

R L72 LAN/SFP IR — h B L OGHEBIA v H —T7 = — A 2B 5D, T_TOR Y P—{ABIR V) Y —/FEHKR U —)D
A—=5 Y T REERERRT D,
TR SNDHEHERITLL T LB,

HE Bl

Green Bytes Hrik 7 7 A Green |23 B I LT2 A MK

Yellow Bytes W7 7 A Yellow ([ZME S L7231 Mk

Red Bytes W7 T A Red IZFAE T A MK

717 v N OBIGRIL, LAN/SFP A — NBLOGREA v ¥ —T7 2 —RZAKRY —~ o &l LeRERE R &35,
[/—H]

Ko~ REFETT DI, QoS # AL TR Z &,

[EXE B

LAN R— k #1 O A —% VY > FiEaHERE ForT 5,

SWX232x#show gos metering-counters portl.l
Interface: portl.l(policyl)

* Kk ok k kK Inleldual * Kk ok k kK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok ok k k )k Aggregate * kk Kk kkk
Aggregate-policer: AGP-01



364| 2~ KU T 7 LA | NT7 4 v 7 HIH

Class-map : class2
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—HX VT hO s 2—DI )T

E&y
clear qos metering-counters [ifname)
[/3T7 A—F—]
ifname : LAN/SFP R — "B L UGHEEA o ¥ —7 = — A4, BRI ER— bRt T5,
[AJIE— F]
FiHE EXEC £— K
B

F8E L7= LAN/SFP iR — b B L OGRS v X — 7 = —AZBIT D, TXTORY F—{lBIR Y H—/EHR Y —)D
A=V THEEERE ) T T 5,

[/—HI]

Ka<wy REFATT HITIE. QoS ZHMC L TH Z &,
[EXRE )

LANAR— R~ #l D2 =% U o IHiiHERE 7 UV 73 5,
SWX232x#clear gos metering-counter portl.l

9.2.37 iE{5 ¥ = — DIEE(CoS-Queue)
EE

set cos-queue value

no set cos-queue

[73F A —&—]
value o <0-7>
HE(EF = — ID IZxtis L 7= CoS &
[AJ1E— K]
RV =<y 7 TRAE—NR
[FFA]

LI T T 4y 7 T ACEGER 2 —&EI S TD,

PKEF 2 —DOFFEITIE CoS EA MM L. [CoS-IAFF = — ID BT —7 /1| ITHEAWHMEF 2 =031 HTHAL
Do

o ERTEITLZHAE. VT 74 v 7 7 T ACKTHEEF 2 —DIREEENT 5,

[/—h]

Ka<o REFITTDHITIE, QoS #AC LT Z &,

EEF2—EEE. F~—F AT L ITTE RN,

CoSIZLDEEFEF 2 —DEIL, CoS N T A M E—FNEHERD, R —vv I, KRavr NEEah7 7 A~
T IM—DOTHLEENDHEE., TORY —<v 7L CoS F 7 A ME— FUA DR — MZIF@#EHATE 220,

[ E 5]

LAN R—h #1 OZE7 L— A LT FOREE T 5

¢+ 101.00 D%y NT—IMBED NT 7 4 v 7 ZF7FA]

. ﬁbth774/777x1%m#;~x&63 AR

[(NTF 74277 TADGE

SWX232x (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWX232x (config) #class—-map classl
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SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[RY 2 —DFFIE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #set cos-queue 3

SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9.2.38 /3 & = — DFEE(DSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[T A—F—]
value : <0-63>
#{E % = — ID (24} L 7= DSCP fE
[AF1E— K]
R)v—<vv 7« 7 T7AE—FK
[FEEA]

SHELTE NI 74y 7 7 7 AZEEF2—%2H D HTo,

E1E % 2 —DFFEITIZ DSCP EZAEM L, [DSCP-£EFF 2 — ID AT —7 /1| ITHEOWEHEF 2 —23FI 0 24T
b b,

no R TEAT LS. N T 74 v 7 7 TRACKT HEEF 2 —DIEEEZENT 5,

[/— "}

Aoy FEEFTHITIE, QoS A AT LTHL Z L,

BEX2—HEEE. v T EHT I EITTERY,

DSCP (2 & Dk EF 2 —DFFEIE, DSCP T A M E—FEMLER D, R —<v 7l Kavr Faghr 7 A
YT MW=DOTHEENDSGE, TORY L —~ > I DSCP K7 A ME— LA OKR— MITEA TE 720,
(B 2B

LANR— h #1 OZE7 L— LI LT TOREEZT D

© 10100 DRy U= INED T T 4 v T HFFE]

s HHELTENT T4 v 77T AFTEEF 2 — 3(DSCP2M)ZEET 5

[T 74 v 27T ADEHE]

SWX232x (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWX232x (config) #class-map classl

(
SWX232x (config-cmap) #match access-1list 1
SWX232x (config-cmap) #exit

[RY > —DRE]

SWX232x (config) #policy-map policyl

SWX232x (config-pmap) #class classl

SWX232x (config-pmap-c) #set ip-dscp-queue 24
SWX232x (config-pmap-c) #exit

SWX232x (config-pmap) #exit

SWX232x (config) #interface portl.1l

SWX232x (config-if) #service-policy input policyl

9239 R ¥ —= v FERDOER
[EFX]
show policy-map [name]
[/3F A =4 —]
name DR vy A, B, TRTORY =y IERNERRIND,
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[AJS1E—F]
FRFME EXEC £ — N, b EXEC E— K
B

RELIER) =~y TOEREFTT D, ZNEITLLT,

HH

BzL]

Policy-Map Name

R v~ v 74

State

WY > —= v 7 O ik #8(attached/detached)

Class-Map Name

7 7 A=y 7E#R, FEMIT show class-map =2~ > R %
RO &

Match A SESLE
- Match Access-List (77 & A U X | ID)
- Match ethertype (Ethernet Type)
- Match vlan (VLAN ID)
- Match vlan-range (VLAN ID)
- Match CoS (CoS 1)
- Match IP precedence (TOS /)
- Match IP DSCP (DSCP 1)
Set T =X VERE, EEX2—RE
-Set CoS (FL~—F 73T : CoS i)
- Set IP precedence (7' L'~ —F > VR E : TOS B )
-Set IP DSCP (7' L ~—3 o 7 3% : DSCP fif)
- Set CoS-Queue (IX{5 F = —#57E : CoS)
- Set IP-DSCP-Queue (515 ¥ = —+#5 & : DSCP)
Police A=B YT SR T )~ —F  TRE

XEAEMIILL T 22

A=V T SRV T ) —F L TRED

FEIILL T D LB,

HE LA

Aggregator-Police Name ERIRY =2 HRERE SN TND
BDRH)

Mode A—=R YT T TY X L(SITCM/
TrTCM)

SITCM D AFoR

average rate

k< 7 4 w7 L— b (Kbits/sec)

burst size

WG h—27 Xy hDO/S—Z R
4 X(KBytes)

excess burst size

il b —27 Ry FOS—Z b
A X(KBytes)

TrTCM D 3R

average rate

k7 4 w7 L— b (Kbits/sec)

peak rate

v'—2 877 4 v 2 L — F(Kbits/sec)

burst size

WA =272y hOS—A K
A A (KBytes)

peak burst size

v —2 =2 "7y RO/N—Z |
A X (KBytes)

yellow-action

ik 2 A Yellow (2% 3 2 Eh{E

(transmit/drop/remark)
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HE LA
red-action I 7 7 A Red (2% 5 EfE(drop/
remark)

+ Match & Set /3.

RESNTWND DN —DETRREND,

+ Match & Set & Police 1%, *fItn9 % =< > R(match, set, police) 3% TE SV TWRWIEAITFR R INR,

[/ — P}

Kawr FeFT7T 51203, QoS ZAZC LT 2L,

[ EH

AU —= v 7 "policyl"DIEFHREFRT B,

SWX232x#show p

Policy-Map N
State: att

Class-Map
Qos—-Acce
Police:

olicy-map policyl

ame: policyl
ached

Name: classl

ss-List Name: 1

Mode: SrTCM

average rate (48 Kbits/sec)
burst size (12 KBytes)

excess burst size (12 KBytes)
yellow-action (Remark [DSCP:10])
red-action (Drop)

9240 v AT —H ADFER

[EX

show qos map-status #ype [name]

[T A—F—]

type

name

[ASTE— )
FEHME EXEC £ —

[FRA]

FTRT B~ TR

BEE LA
policy RY ==y T DRT—F ANEHRERR
class VIR T DAT—H AERE TR

TRTHERY =<7 (FILT T A T) OLFR, BERFHITXTORY v—<v 7
(F72137 9 A7) DL d,

. %k EXEC £— R

R =~y TRV T ANy TDAT — 4 AMERERRT D,
Ka<w o RER+T22LT, A —<v7NED LAN/SFP A— F B LA v X —T7 = — X @A STV
B, TTAR Y TMEDRY —< v FIZBEEINTWAENRE, R —w oy IRI T A~y TOMEIZET

HIEREMD Z LN TE D,

FRAFFILUTD LB,

policy-map

HHE RANE

input port R —=<y 70 S TS LAN/SFP R — B &

NGRS L H—T 2 —AD—E
edit/erase policy-map/no policy-map 73317 R[BE & 5
attach limitation kZ A hE— RO TS

class-map
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HHAE

FTNE

policy-map asociation

I IAR T MBEEENTNWDIRY) —~ v TO—E

edit/erase

class-map/no class-map 7233217 [ HED & 5 7>

attach limitation

~Z A hE— RO

P

R =y IR T A~y TOERENEIL, show policy-map, show class-map =~ > N THRET 5 Z &,

[/—}]

Kavy REFTT5HITE, QoS AL THL Z &,
[ E B

AU —= v 7 "policyl"D AT —H A& FKRT B,

SWX232x#show gos map-status policy policyl
policyl status
input port : portl.3

edit/erase : Disable

attach limitation
CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

77 A<y T class|"D AT —H Ak Frmd b,
SWX232x#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEF2—DATVa—) LV ITRE

E&

qos wrr-weight queue-id weight
no qos wrr-weight queue-id

(85 A —5—]
queue-id : o <0-7>
EfEF 2 —1ID
weight T <1-32>
WRR D A
(IR E]

no qos wrr-weight 0
no qos wrr-weight 1
no qos wrr-weight 2
no qos wrr-weight 3
no qos wrr-weight 4
no qos wrr-weight 5
no qos wrr-weight 6

no qos wrr-weight 7
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[AJTE— K]
Ja—x\)aryz 41—y g T — R
[FRHA]

FEF 22— LT, WRR(EAMNE T U Fa E)OEBDITEHEZIT D,

A a— v HRIT. T_TD LAN/SFP R— F B L UOHEHA v 4 — 7 = —ALEHORE L 25,

no TR TIHAT L7e. 86 F = —ITMaxHE(SP) T & 72 5,

[/ —}]

Kavr RuEFATT 5121, QoS ZHMT L T Z L&,

[BREH]

PE{E S 2 —#T#6 % SP ST (7T MBI, #5#4#3#2 #1 #0 % WRR 73 (5:5:5:2:1:1) & 5,

SWX232x (config) #no gos wrr-weight 7
SWX232x (config) #no gos wrr-weight 6
SWX232x (config) #gos wrr-weight 5
SWX232x (config) #gos wrr-weight

SWX232x (config) #gos wrr-weight
SWX232x (config) #gos wrr-weight
SWX232x (config) #gos wrr-weight
SWX232x (config) #gos wrr-weight

O N WD
RPN O oo

9242 N7 4 v IV = — U T (R— FEI)DRE

E&y
traffic-shape rate kbps CIR burst BC
no traffic-shape rate

ST A—F —]
CIR © F T 74 w7 b= bkbps)e ADIABPIAET DHT20D ATMEISH L TREEOBHED R
LSENRHLH(/ — MBI
BAE AJI%EH
SWX2320-16MT, SWX2322P-16MT <18-10000000>
SWX2320-30MC, SWX2322P-30MC <50-100000000>
BC : N—2R LA X(kbyte), 4kbyte L TORE LD, ([/ — MBS
BERE AJ %5
SWX2320-16MT, SWX2322P-16MT <16-16000>
SWX2320-30MC, SWX2322P-30MC <16-4000>
[WIHIRRE]
no traffic-shape rate
[AJ1E— F]
A H—T 2 —AF— R
[FiA]

R—HMIH LT, Y=2—E L 7a2RET 5,

no R TIITLIZHE. R— b =z—bE U TORTITER 25,
[/—}]

AKa~<r REFITT 51T, QoS AL T Z &,

FT 74 w7 L= MEIADRABRNFEET DT, ATMEICKH L TEBROBEEN R 256035 5,

SWX2320-16MT, SWX2322P-16MT D55, 73— A b %A X(X"MRU D KNE(KA > ¥ —7 =—AD MRU O H Thy

HRERE)" D 10 5LL EEFRET H 2 &,

W= b P A ARFEYNCRE SN TRV E, V= —E VI RRESNIZR— Fb 7 L—ANEE IR,
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[ EH]
LAN R— k #1 2> 5 D415 % CIR:30016kbps, Be:1876000byte (22 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #traffic-shape rate kbps 30016 burst 1876

9243 NS T 4 v Iz — U T (Fa—HD)DORE

E&y
traffic-shape queue gueue-id rate kbps CIR burst BC

no traffic-shape queue qgueue-id rate

[NT A—F—]
queue-id o <0-7>
HEEF=2—1ID
CIR N TT7 4 w7 L— bkbps), FOIALNIEAET DT, AJMEICK L TIEERO @ HAME D #72
DEENHH(/ — MNBH)
BEAE AJI#5
SWX2320-16MT, SWX2322P-16MT <18-10000000>
SWX2320-30MC, SWX2322P-30MC <50-100000000>
BC © N—R A X(kbyte), 4kbyte HL TOREE 2D, ([/ — MBHR)
B AT
SWX2320-16MT, SWX2322P-16MT <16-16000>
SWX2320-30MC, SWX2322P-30MC <16-4000>
[WIHRRE]

no traffic-shpe queue 0 rate
no traffic-shpe queue 1 rate
no traffic-shpe queue 2 rate
no traffic-shpe queue 3 rate
no traffic-shpe queue 4 rate
no traffic-shpe queue 5 rate
no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[AFTE— F]
A H—T 2 —AE— R
[FEEA]

F—ROEEFEF2—ICHH LT, Y=—VE I E2RET D,

no B TIAT LG A, FMEF 2 —IC/HTH = —E VOREFTED L 25,

[/—}]

ARKa<wr FEFEITTHITE, QS AN L THL Z &,

77 4y 7 b— MIADIABDFAET D20, ATMEITK L TEBEOEMENRR D561 D 5,
SWX2320-16MT, SWX2322P-16MT D55, 73— A b %A X(X"MRU D KNE(KA > FX—7 =—AD MRU OH Ty
HRERE) D10 FELU EERET D L,

PN R ARTEENZERE SN TOVRWNES, Vo — BV I REEINTR— Fnb 7 L— ARG SR,
[ EH]

LAN R— b #1 O F = — #0 77 b Di%fE % CIR:10Mbps, Bc:64000byte (2425,
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SWX232x (config) #interface portl.1l
SWX232x (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 o —fi|{H

9.3.1 7 v —fH|#HI(IEEE 802.3x PAUSE O%Z[E)DFRE AT b)
[EX

flowcontrol fype

no flowcontrol

[XT A —=F—]
type T n— OB
REE B!

enable 7 u—Hfl#HzFGT D
disable 7 v — il 2 BT D

(AR E

flowcontrol disable

[AS1E—F]

rua—)arr 4 L—va rE—R

B

VAT AERO 7 v —HIEIEEE 802.3x PAUSE 7 L — AiEZ(E) 2 B2 5,

no B CEITLI=HA. 7o —Hl#zEmicd s,

[/ —}]

QoS HREM AR L & AT D7 u—HlllEZ AN THZ LT TR,

A B =T =2 BOT7a—{liE. VAT LMEA v E—T 2 —ZMD T v —HEHREEFNENAENNC LY

BDHENET S,

SWX2320-16MT, SWX2322P-16MT TiZLL T DO#HIEN & 5.

o Tu—f#EEANLIZEE, BERICT L Ne y TN D, IR L, AX v JHRENRAMIC LI
LA ITIARHIRRIZEE Y L7avy,

[BEH]

VAT LD T a—HlllEHNT D,

SWX232x (config) #flowcontrol enable

9.3.2 7 v —H##I(IEEE 802.3x PAUSE DEZE)DREA v H —T7 = —2R)
[EFR]

flowcontrol fype

no flowcontrol

[2XT A —%—]
type o 7 —HflEoBEE
REME Bl
e Tu—HlEoRER T T — g AR
295
both Pause 7 L' — 2 DOXRE/ZEEZHNTT 5
disable 7 v —ifilfHll & T 5
[FIEIER E]

flowcontrol disable
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[AS1E— K]
A HE—=Tz—AE—F
[BLFA]

LAN/SFP 7R— k& 7 1 —#lf#I(IEEE 802.3x PAUSE 7 L — AEZ(3) & AT 5,
no IR THEAT L7t 7 v —iilflz e 4 5,
[/—}]
A== Rid LAN/SFP 7R — b Z DB E T RE,
VAT LD T 1 —ilEN N e G S EIE LRV,
PAUSE 7 L — LA DX[E L ZAZ XM T v N THWEORE L 725,
CP LR R IS ASHRL L 28 2612 975 PAUSE 7 L — A D W IEE]13, OxFFFF(65535) & 9%,
LUFOfIR & 5,
« SWX2320-16MT, SWX2322P-16MT
o SFP+EY 2 —/LEEHLI-A— FTiE, BAEixdv=—ya VEFEHTERNY,
o FTROFMHICHENLTIHE. BHEixd v — 3 VB LW Pause 7 L— LEEIIR YA — b, (Pause 7 L — A
ZAEDLHFH— 1)
o AF v IERRPAER., o, T a—flEHRER
«  SWX2320-30MC, SWX2322P-30MC
+  SFP+/SFP28/QSFP28 7~— K Tl&, "flowcontrol auto" % 5/ TX 72\,
o TROKMICEYTHHA, HEix I = —2 3 VB X W Pause 7 L— LA EEIXRY AR — b, (Pause 7 L — 4
ZARDOHYHR— 1)
o AH v IEREBPAERN. Do, T a—HlEBRER
[BRE ]
LAN R— |k #1 © 7 v —#If % G2 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #flowcontrol both

LAN F— K #1 © 7 o —§lf & mshiz 4 3,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #no flowcontrol

9.3.3 7 u —HlHOBEREBOIRTR

[
show flowcontrol [inteface ifname]
[F—T—F]
interface D RRTAA L E—T = —AKREET D
[T A—=F—]
ifname : LAN/SFP R— M, BRI RA  H—T =— R 2R LT D,
FRTDHA VA —T 2 —R
[ASE— K]
FEREME EXEC £ — N, FiHE EXEC £— F
(LA
7 v — NI B 2 15 (A 20/ %), PAUSE 7 L — ADEZEE) &R~ T 2,
[/—F]

PAUSE 7 L — ARSZERIE, 4 KR— b7 o —HERER L 28> TV DBEDALFERIND,
PAUSE 7 L — A6 (5803, clear frame-counters =1~ > REITHHZZ U T &N 5,

[ EH]

LAN R— b #1 O 7 0 —{Hl#E#RE R T 5,

SWX232x#show flowcontrol portl.l
Port FlowControl RxPause TxPause
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portl.1l Both 4337 0

BAR— FO7 m—ilEERE R T D
SWX232x#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — A

9.4.1 A h— AHIHIORE
[

storm-control type [type..] level level

no storm-control

85 A —5—|
type R =Xl & A
A b—LHIHEZ AT A
broadcast ZDFF%V}FXF%Aﬂﬁ%ﬁﬁﬁﬁ
multicast 2 LF Xy A N2 h—LEHEZEDCT S
: SR D =F ¥ X 7 L— L Ol %
unicast ﬁ;ﬁa:j«é
level : <0.00-100.00>
B & HHE D —k T — VU TRIET D
BRI/ NIURLA T 2 (L E TRHETE D
(#1313 2]
no storm-control
[AS1E— K]
A H—T 2 —AEF—FR
B!

LAN/SFP R— MIxf L7 m— RF¥F ¥ X b A b—AfilfHl, ~AFF v 2 b2 F—Afilf#lis KON see A oz =% %
A RTZ7L—AOHKIEEZAMNM L, ZIEFREZ T D,

BIEZHA CTZE L7 L—AIFEFESN D, 7272 L, BIED 100% D55 132 EHIRIZ LV, FETe7 L—2A
HBETHY ., BEINITRETE R,

B!

LANR—F#l D70 —RKF¥ A hA F—LA#lH &L ~/LF v 2 b A b—LHIEE2 D LBIE 30%%25%ET 5,

SWX232x (config) #interface portl.1l
SWX232x (config-if) #storm-control broadcast multicast level 30

9.4.2 A b— Al 5218 EIRIEDRT
[E]

show storm-control [ifname]
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[78T7 A= —]
ifname : LAN/SFP R— DA  Z—T = — A4,
FRTHA L E—T =2 — R
[FIEIER E]
2L
[AJ1E— K]
JERFHE EXEC £ — N, F5#E EXEC £— F
[FHA]
7 L—ALDO%E FIREE £RT B,
AH =T 2= AL EEAW LT GRIE, B Vv —T 2 —ARKRERD,
[B% EH]

A B —T 2 — ADHBERIEELFTT S,
SWX232x#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.1l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%



a~w RV 77 LR | TV r— 3375

10 =
TV r—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 = — % L RADIUS H— —SRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A ISR IT 1812 & 2)
[ E]
radius-server local disable
[AFIE— K]
Ja—\)varyz 4 lb—y g rEw—NR
[FAA]

= — 77 /L RADIUS % — "—#&Re D F 2/ 2 2 5 ET D,

F7o, WEEH UDP R— FESELETT LI LNTE D,

no JER Ca~ > REFATLGE IR EMIC RS,

[/—}]

72— 77 /L RADIUS $— N—HEREZ 32 72 I21E. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
TLONEND D,

[BREH]

B —71/L RADIUS ¥ — —tKREZ AT 5,

SWX232x (config) #radius-server local enable

10127 78R VB —T =2 —ZADHRE
[EX]

radius-server local interface interface

no radius-server local interface
85 A—H—]
interface : VLAN A V' Z— T = — R4,

[P E]

L

[ASE— R

Ja—\ a4l r—g s EF— KR

[FHA]

7 —77 /L RADIUS Y —/N—~DT 7 A% T 25 VLAN A VX —T = —AERET D,

T I BAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[BX EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> F(NASYOHDT 7 A% T[4 5,
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SWX232x (config) #radius-server local interface vlanl
SWX232x (config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR

EN
crypto pki generate ca [ca-name]
no crypto pki generate ca

[7XF A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o33PI E 32 LN
o \[]/"?2 A= R ERR AT - PAT S
« "DEFAULT"I3f5EART]

(18I E]

2L

[AJTE— K]

Ja—x\)aryz 4L —yg T — R

[FREA]

7747 v MNERAEEZBITT D100 — NRRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2 9%,

no B Ta~ v REFETLyE1E, i€ Lio— FNEERZHIBRT 2,

[/—H

— RRRGER & AR L TV WAL, 7 — /L RADIUS H— S —#REILEH T X 720,

BEIZ N — FREGER D AER SN TV ORI TR R R4 2R E L6, V— FMRERIL EEE S5,
N— FEGERZHIREIT EEETD L BITHELDOT T4 7 2 FEAFET TN TEY) L2 D,

Jb— REBFERAMFELE LT T 1 erypto pKi generate ca iX 232 & b— REBAER & LT TE 720y,
[BEH]

PFEfRA4 A "MYRADIUS" DLV — hiBiER % £ 5,

SWX232x (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g U E— K

[E=]

radius-server local-profile
[AFTE— K]
rua—\varz4 7 b—va e —R
[FAA]

RADIUS 227 4 J L—3 g3 VUF— RIIBITT A,
1 — % L RADIUS H— S —HRE OB RE A R T 272D DE— R Th B,
B!

RADIUS 2> 7 4 L —3 g »rE— NIZBITT A,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #

RIE

(1]

10.1.5 FRFE 7D

EEN
authentication mode [mode...]
no authentication
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[T A—5—]
mode Tk 77 20
REME B

pap PAP 8/ =0
peap PEAP #AlE =
eap-md5 EAP-MD5 7845 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

(IR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE— F]

RADIUS =7 4 7V Lb—va U E— R

[@i ]

= —77 /L RADIUS $— "— T3 238G N a5 E T %,

no WA Ta~y REET LGB ITMIREEICREY . T X TORIMLTADRGIE D,
[/—}]

PEAP, EAP-TTLS #8aE 5 DO WEFRRE S & LT, MSCHAPv2 & MDS5 # %74 — k95,
MD5 #EHAT 25613, BREHF U eap-mdS ZFRET DL ENH B,

[ EH]

i 3 % 385E 5 & PEAP, EAP-MDS ([ZHilfET %,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #authentication peap eap-md5

10.1.6 RADIUS 7 5 A 7 2 F(NAS)DFRE
EEN

nas fost key secret

no nas Zost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & OBERFICHEHT 5 /XA Y — RZRET 5
[/ A —&—]
host S IPTRUVA, F0E, PRy NU—ZT RLX
REME A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui &
. _ . Ty hU—2~ A7 OFHIT 8~32 T IP 7
IPv4 v b7 —27 7 KL A(AB.C.D/M) RLADER REILO & 725
=Xy AT RLADS L RIEET KL
IPv6 7 K L A (A:B:C::D) A(:/128), T 7 AL hb— R T R L A(::/0),
N—T Ry 7T R L A28 &2 RV T- 6 D
IPv6 1> b7 —2 7 KL Z(A:B:C::D/M) TVT 47 ARIX 1~128
secret D HEENRRT— R

(128 SCFLAN, \[]" 2?2 A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 L—varE—FR
B

RADIUS 7 A 7> U A MZ RADIUS 7 74 7 > F(NAS)Z BT 5,

BORBEREIE 100 TH D,

no JEACa~ 2 FEETLEGEIE. $EE L RADIUS 7 74 7 FOREZHIFRT 5,

[/— "}

ARa< R TRE LT RADIUS 7 7 A 7 > M(NAS)IE#HIE. running-config, ¥ XU}, startup-config (ZILFEK R I 4172
Y,

Flo, BEOREI~VY FEFRRY, Ra~vr REFTLERRTRET —# & LTREFEESND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H##IZ. show radius-server local nas =~ > K TR TX %,
AR O R — FERAEEARE T — L RADIUS H— —ZIEET 585 61%. L FTERETHLERDH D,
SWX232x (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /32T — K"abede"? RADIUS 7 71 7 > F(NAS)Z BT 5,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #nas 192.168.100.101 key abcde

10.1.7 FEF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid
[ZF—T— K]
vlan : #AF v 7 VLAN IO VLAN Z3RET 5
mac DR AR ERE LT WIEAICEAD MAC 7 RLAEFRET 5
ssid D R L T D SSID ZHRFE L7 EEIT SSID 4R ET 2
name A=Y ARRERET D
mail D I TIAT V PEEORASEA AT VA EBRET D
auth CORRES RS A T ERET D
expire U TIAT Y NEBEOH IR Z R ET D GEEREST X A 73 EAP-TLS Oi56 O B4 7%))
T A—F—
userid . a2—H%—1D
(3 XFLAE 32 3L LA, "DEFAULT" X5 E A W)
FRRET AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A=A & BRI AR
EI<>") ANR— < I
EAP.TLS \%L]-/%ﬁ';%a% A=Az R I
password DRI — R
(32 LFLIN, N [1" 2 A=A 2B A IET - FMAFLS)
vian-id 1 <1-4094>

2 AF 327 VLAN IO VLAN % =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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PRI AR (2 —H—)D MAC 7 R L A

ssid o &St SSID
(32 LFLINL \[1"? A= 2 BB A8 - A5
name D a—Y—4
(32 LFLUAN, "2 A= 2 &R AT - AT
mail-address A=A T RLZA
(256 SCFLIN, AL - @)
bpe =V
REME Bl
PAP §BiE X (== —#—ID L XRAU— %
pap AT 51 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF )72 (=2 —
beap P—1ID LAY — REMET 5 21 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D BAHCERSERT 2037/12/31 £ 97 D)

(YYYY/MM/DD AT B £ 725 2037/12/31 £ C)
[FIEAER E]
L
[ASE— R
RADIUS 27 4 JL—v g »rE— R
[FRHA]
RADIUS #— N —T#IALT 52— — & BT 5,
BORBEET 2000 TH B,
no B Ca~<wr FEFETLAELER. HEL2—V—%HIRT 5,
ZHEE 5T EAP-TLS #3157 € L7234, certificate user 2~ N T2 54 72 NFAEDORITHRNLEL 2 5,
Fo, RRTU—=RKR7 T4 T2 MEAEOEHREZ LR L=GEH. BEYZ 74 7 2 FEHEORITNMLIELL 72
5,
7747 v NEAEEZBITELOL—Y —%2HIRT 25456, BEIMIZY 74 7 > MEHEDORDUIEZIT S,
[/—F]
ARa<y FCTHRELT-2—H —{E#HIX, running-config, 35 LTV, startup-config (T X TR L7200,
F-, BEOBRTEa~vY NEIZRRY, Ka~v  NEEFTLEBATRET—Z L LTRESINS,
FE LI- 2 —H—{EF4RIZ. show radius-server local user =~ > K CHEFL T 5,
mac ¥— U — R THET D MAC 7 KL AlZ, RADIUS 7 71 7 > F(NAS)7® Calling-Station-Id Z i#%1 L C X 72354
RSN B,
ssid ¥ — U — R CHRE$ 5 SSID |Z, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & 7=HA A S h
60
[ EH
PR — Y — 2Bk D,
SWX232x (config) #radius-server local-profile

SWX232x (config-radius) #fuser yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FRRFERIRR DR E

[EFX]

reauth interval time
no reauth interval

[7XT A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7 L—3 g VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ a9 5 HidaEMiE 2 5% Ed 5,

FRAGERIRR & L THEH T 2 228522220V Tlid, RADIUS 7 74 7 > F(NASYHlIZZE R B 5,
no JER Ca~ > REFIT LGSR EICRT,

[ EH]

FRRGEM I %2 604800 FHICRRET 5,

SWX232x (config) #radius-server local-profile
SWX232x (config-radius) #reauth interval 604800

10.1.9 17— % /L RADIUS ¥ — X—~DFEF— & Kk

[EX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £— K
B

12—/ RADIUS $— \—|ZBEDRRE & Kk S 5,

RADIUS B DR EZZH LG EI1X, LT ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHFIE H 4
ERH D,

[/—}]

ARawy REFATLIHA. 2— 5L RADIUS — =37 — & & [ X H 2 72 D12 — R 8 2 Ho il L s etk
WZHBET S

[B%E A1)
17— 71/ RADIUS $r—"—{Z, BEORELZ XM IE 5,

SWX232x#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—7— K]
mail D 7 TA 7 FMEHFEOFAT L AR — =~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CFLL k32 SCFLAN, "DEFAULT" X8 EAS AT

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AFTE— ]
¥t EXEC E— I
B

EAP-TLS iBiF XA E L TWbHa—HF—D 7 T4 7 FEHEZHITT 5,

2—H— 1D ZAHME LI25A1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELZ —FERITT 5,

s JIAT7 Y MNERAEE ELRHITL TV RN —F—

o NRU—=R, 7747 FNEAZEORDHIREZZE Liza—HF—

WRE S % EAP-TLS ~AH L7z —H—

REST 0% EAP-TLS 75 EAP-TLS ISMCAE T L2 —H—X, BEMIZY T4 7 > FEAEZEEZ RS 5,

mail ¥F— U — FZHETELZSEE, user I~ RCRELTCWDAA—LT RLA~NT T4 7T MEHELZEMT 5,
A=V DL EARINTHOWTIL, FEAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7 L— MIHEH,
A—LT RUARHEE SN TORWIGEIT A —LEE LR,

[/—H]

7 IAT 2 MEHET I 22— —ZOoX 2 lETRITTE 5, 2B EFAT LGS ITH OO O BIEEIZRL)

T 5,

7 ;27‘/ NREBZEO —ERITIZRE B0 D120y 7 75 RTIToTEY, BITHTH a2~ RETIIAEE
Thb,

722U, T avy RIZOWTEHIATTERWE D IZHIRZ T T 5

* crypto pki generate ca

* o crypto pki generate ca
* nas

* user

 certificate user

+ certificate mail user

+ certificate revoke
 certificate export sd

* copy radius-server local

[ EH]
7747 v MNiEHEE —ERITT 5.
SWX232x#certificate user

10.1.11 7 5 A 7 hFEBHEDRIT kT

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FFEE certificate user 2~ RZFATT L2 LT T4 7 FaEHEDOHRITLHATE 2,
[E )

7 IAT v MNEHEO—FERITE P ST 5,

SWX232x#certificate abort
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10.1.12 7 5 A 7 FEFAED RS

[EFX]

certificate revoke user userid
certificate revoke id certificate-id

[F—TU— K]
user D BELEa—Y =D 74T v FEEEZ R SED
id D HRELEZIAT U MAEAEID O T4 7 2 MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CF-LL 1 32 SCFLIN, "DEFAULT" [ ZEEASAT)
RIEH R AJIFIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—R &R AT AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. 2 A Z R < AR
certificate-id T4 T FREHEID
"A—P—ID"-" Y T AE S OB G DY
[AFIE—F]
Rt EXEC E— K
B

BELa—Y—F737 747 MEAZEID 7 4 7> bEAELZ RSB,
747 v MNERENKRINTGE. T OEAEZ M S ZFRGEIT RIS 5,

[/—}]
7 T A T v biE#E ID(certificate-id)lZ. show radius-server local certificate list =~ > N CHER T 5,
[BREH]

Z—H—1ID"Taro" DV 74 7 FNiEAEEZ RS HE D,
SWX232x#certificate revoke user Taro

7 Z AT > FFEWE ID "Taro-DFS98EE9B44D22CC" D7 Z A 7 v FEHEZ K S5,
SWX232x#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A 7 v biEAEO T 7 2R — ~(SD = E'—)

[EX]
certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI T4 TV NEHEE T AR— 5

user D HELEa—Y -0 FA4 7V FEEE T AR - TS
compress ©ozip 7 7 A MTERET D

/3T A—&—]

userid . a—%—1ID
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(3 3CF-LA | 32 SCFLAN, "DEFAULT" 145 E A7)

RREH R AJTRIBESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
] \[1/:%]|<>"2? AR—R &R PEATEH
FAP-TLS FOPATE
[AFTE— ]
¥t EXEC E— I
B

7747 v hEEEZ, SD h— NlZ= 7 AKR— T 5,
T AR— MEE, SD 1 — RN®D /swx2320/certification/ F 72 1% /swx2322p/certification/ T 5,
compress ZF57E L2 1X. 7 747 > FREHEZE ZIP 7 7 A VITEM L T b7 AR — T 5,

= RR— b &
" TRTDT T7A47 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE% certificate_ <

e HeiE L7 ID>zip & L CIES
=M

Ty AR N END S TAT v MR EL. BEO | EBOH T,

B2 l]

2 —H—ID Yamaha ® 2 7 4 7 FEEE SD 1 — R~/ AR — 2%,
SWX232x#certificate export sd user Yamaha

10.1.14 7 5 A 7 ¥ PEHEDO T 7 AR — b (A —/ViE(E)
[F=

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEHEE A —LVEET D
user D HELEa—Y 27 T4 T NEAEEZ A —VEET D
compress © ZIP 7 7 A NVIZIERET D
[/XT A—F—]
userid . o—%— 1D
(3 3CFPA L 32 SCFLAAN, "DEFAULT" (345 & A )
AL = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATEET - EAR S
\[1/:%|<>"2? AR_—R &R A
EAP-TL B
> PR
[AF1E— K]
¥i#E EXEC £— K
[FFA]

74T v FEEHEEZ A =LA L T2 —P =2 A —LIEET D,
BT 94070 FIFHEIR, Fa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=NLT RUARRES N W AW a2—F— 25 LTI, A—/LDEENMThILz,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OUL IR EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHMEHTLIA =T 7L —FIDZHRTEL TEMEND D,

[/ —H]
A=IVIKEEND 7 TA T MEEHEIL, BHO 1 @BOHRTH D,
[EXEH]

2—H— ID Yamaha ® 2 7 A 7 hEAEE A —/LRET 5,

SWX232x#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

E&y
copy radius-server local src_config_num dst_config_num
ST A—F—]
src_config_num D A= ar T 4 IEKE
BREE Gl
<0-1> AT T #0-#1
sd SD 1 — FND=a 7 1 7
dst_config_num D av—onar T 4 rEkE
RIEME Wi
<0-1> a7 T HO-#1
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
[RBA
2 —7% L RADIUS $— =2 57 =%~z at'—7 %,
o Jb— FEBEER

o FITLT=V 747 2 FiEHE
¢ a—P—F—x
. BT AL

a< RRELEOET N TOREL 2 E— LIZWEATE, copy startup-config =~ R Ta ™ —4 5 Z LN TX
éo

[/—F]

SD H— KB~ PENTWARVIREET, sd 2B EL-SEAIT= T —L 725,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD I — R~a b’ —14 %,

SWX232x#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 F(NAS)DFIR
E&y

show radius-server local nas /ost
[2XF A—&—]
host S IPT7TRUVA, FHE,. IPRy hU—=Z T RFL A
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REME

Bl

IPv4 7 K L Z(A.B.C.D)

0.0.0.1~223.255.255.255 ® 9 H 127.0.0.1 %
[Z3AYl N0

IPv4 % b U —27 7 KL A(A.B.C.D/M)

T NI —7 < A7 OFPHIL 8~32 T IP 7
RUZADHREANBIZO0 L7225

IPv6 7 K 1 A(A:B:C::D)

=X X AT RLADI L RIEET KL
A(::/128), T 7 &V hJb— KT KL A(::/0),
N—T R 7T KU AC128) &RV =8 D

IPv6 % v kT —2 7 KL Z(A:B:C::D/M)

FVLT 4w AEIT 1~128

[AF1E— ]

¥iHE EXEC £— K

[FH]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,
[ EH]

IP 7 R L Z73"192.168.100.0/24"® RADIUS 7 7 A4 7 > F(NAS)ZFE /T 5,
SWX232x#show radius-server local nas 192.168.100.0/24

host key
192.168.100.0/24 abcde
10.1.17 BFE2 — F—FRORT
ExV
show radius-server local user [detail userid]
[F—U— ]
detail RE L= —OFMIERE R T D
[/%5 A — 5 —]
userid . 2—%—1ID
(3 3CFLLE 32 SLFLIN, "DEFAULT" 45 & A Al
RAEH R ATIAIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A= R %R AT EATL
- % "o 2 AL A & e
EAP-TLS \H%E]./%%ﬁlég% ? A A% i< AR
[AJ1E— F]
HitE EXEC £— R
[FLBA]
a—F—FRERRT D,
[ERE B

a—P—IFRO—EEFRT D,
SWX232x#show radius-server local user
Total 1

00a0de001080
2 —4— 1D 23"00a0de000001" D L —H —{FH & KR T 5,

YamahaTaro

vlan mode

SWX232x#show radius-server local user detail 00a0de000001

Total 1
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userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 A 7 FiEFAZE DO RITIREER R

[ER]
show radius-server local certificate status
[AJTE— K]
¥iHE EXEC £ — K
B
7 FAT v MEEMERITRBEOREEZ R TRT D,

FATINER NE

done 7547 v FEEHEORBITNE T E IR IT

processing 7 74T v MEAEEZRITH

certificate abort 2~ K72 BN K-> To 747 > MiE#A

aborted EORAT 5 I

B!

7 74T v MREWEFRITRHOREEL L TRT D,

SWX232x#show radius-server local certificate status
certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]
[F—U— 1]
detail DR -RERR TS
[T A—=HF—]
userid : 2—%—1ID
(3 XCFLA L 32 SCF LN, "DEFAULT" I8 EAS Al
AR ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R PATEHT - AT
» P N
EAP-TLS \“%E]-/%Lﬁ',;;% ? A A% i< AR
[AJ1E— K]
HHE EXEC £— R
[FHA

FATH 2 TAT > NEBED ) A N2 RRT B,

userid 18 E LT A 1X. T2 —F —0OiEMiERAE T 5,
[BREH]

RRE L — W —DRITIH S 74T v NEAEEERE2T 5,

SWX232x#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR Y X M RAR
[

show radius-server local certificate revoke
[AFTE— K]
ke EXEC £ —
(R EA]
KRB INT=T T4 7 > FEHED Y A N &2FRT 5D,

RNEH N

revoked FENZ KD KR
expired HRWWIRRGIAIC & 2% K%
[ EH]
74T v MNEHEDOKRZ Y X N EERRET D,

SWX232x#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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A

aaa authentication auth-mac 199
aaa authentication auth-web 199
aaa authentication dotlx 198
access-group (IPv4) 328
access-group (IPv6) 330
access-group (MAC) 333
access-list (IPv4) 326

access-list (IPv6) 329

access-list (MAC) 331

access-list description (IPv4) 328
access-list description (IPv6) 330
access-list description (MAC) 332
action 153

agent-watch down-count 132
agent-watch interval 131
aggregate-police 358

arp 283

arp-ageing-timeout 284
arp-ageing-timeout request 284
auth clear-state time (f % — 7 = — X %E&— R) 217
auth clear-state time (7' 72—/ N)L a7 4 7 L—3 g »F— K) 217
auth dynamic-vlan-creation 206
auth guest-vlan 206

auth host-mode 204

auth no-response-authorized 212
auth order 205

auth radius attribute nas-identifier 212
auth reauthentication 205

auth timeout quiet-period 207
auth timeout reauth-period 207
auth timeout server-timeout 208
auth timeout supp-timeout 208
auth-mac auth-user 202

auth-mac enable 201

auth-mac static 203

auth-web enable 203

auth-web redirect-url 216
authentication 376

auto-ip 280

B

backup system 167
banner motd 35
baudrate select 64
beep buzzer 157
boot auto-apply 42
boot prioritize sd 42
buzzer 155

buzzer trigger 156

C

cable-diagnostics tdr execute interface 50
certificate abort 381
certificate export mail 383
certificate export sd 382
certificate revoke 382
certificate user 380
channel-group mode 189
class 345

class-map 345

clear access-list counters 334
clear arp-cache 283

clear auth state 216

clear auth statistics 215

clear boot list 41

clear cable-diagnostics tdr 51

clear counters 184

clear ip dhep snooping binding 275
clear ip dhep snooping statistics 276
clear ip igmp snooping 318

clear ipv6 dhcp client 295

clear ipv6 mld snooping 325

clear ipv6 neighbors 300

clear lacp counters 194

clear lldp counters 130

clear logging 70

clear mac-address-table dynamic 230
clear qos metering-counters 364
clear spanning-tree detected protocols 256
clear ssh host 109

clear ssh-server host key 106

clear system-diagnostics on-demand 50
clear test cable-diagnostics tdr 51
cli-command 154

clock set 51

clock summer-time date 54

clock summer-time recurring 54
clock timezone 52

cold start 164

config-auto-set enable 140

copy auth-web custom-file 218

copy radius-server local 384

copy running-config startup-config 36
copy startup-config 39

copy tech-support sd 48

crypto pki generate ca 376

D

description 170

description (schedule) 153
dns-client 302

dns-client domain-list 304
dns-client domain-name 303
dns-client name-server 303
dotlx control-direction 200
dot1x max-auth-req 201
dot1x port-control 200

E

eee 175

enable password 31

erase auth-web custom-file 218
erase startup-config 39
errdisable auto-recovery 222
event-watch disable 139
event-watch interval 139
exec-timeout 63

F

fec 172

find switch start 167

find switch stop 167

firmware-update execute 143
firmware-update http-proxy 143
firmware-update reload-method 146
firmware-update reload-time 146
firmware-update revision-down enable 144



firmware-update sd execute 145

firmware-update timeout 144

firmware-update url 142

flowcontrol (f > % —7 = —ZXE— ) 371

flowcontrol (/' 2 —/N)va 7 4 7 L—3 g »E— R)371

H

hostname 163

http-proxy 102

http-proxy timeout 102
http-server 98

http-server access 100
http-server interface 99
http-server language 101
http-server login-timeout 101
http-server secure 98

I

instance 256

instance priority 258

instance vlan 257

interface reset 182

ip address 277

ip address dhcp 278

ip dhep snooping (A & #—7 = —ZE— ) 268

ip dhep snooping (/' 2 —/ Va7 4 JL— 3 UE— R) 267

ip dhcp snooping information option 270

ip dhcp snooping information option allow-untrusted 271
ip dhcp snooping information option format remote-id 271
ip dhcp snooping information option format-type circuit-id 271
ip dhcp snooping limit rate 273

ip dhcp snooping logging 273

ip dhep snooping subscriber-id 272

ip dhcp snooping trust 269

ip dhep snooping verify mac-address 269

ip forwarding (f & % —7 = —XE— F) 285

ip forwarding (/' = —/ NV 7 4 7 L—3 3 »E— R)285
ip igmp snooping 309

ip igmp snooping check ra 312

ip igmp snooping check tos 313

ip igmp snooping check ttl 312

ip igmp snooping fast-leave 309

ip igmp snooping mrouter interface 310

ip igmp snooping mrouter-port data-suppression 316
ip igmp snooping querier 311

ip igmp snooping query-interval 311

ip igmp snooping report-forward 315

ip igmp snooping report-suppression 314

ip igmp snooping version 314

ip route 280

ipv6 288

ipv6 address 288

ipv6 address autoconfig 289

ipv6 address dhcp 290

ipv6 address pd 291

ipv6 dhep client nd-prefix 296

ipv6 dhep client pd 292

ipv6 forwarding 300

ipv6 mld snooping 319

ipv6 mld snooping fast-leave 319

ipv6 mld snooping mrouter interface 320

ipv6 mld snooping querier 321

ipv6 mld snooping query-interval 321

ipv6 mld snooping report-suppression 322

ipv6 mld snooping version 322

ipv6 nd accept-ra-default-routes 293

ipv6 neighbor 299

ipv6 route 297
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L

12-mcast flood 308
12-mcast snooping tcn-query 308
12-unknown-mcast (-f > % — 7 = —A%E— K) 306

12-unknown-meast (/' = —/ NV a7 ¢ JL—3 3 UE— R) 306

12-unknown-mcast forward link-local 307
12ms configuration 130

12ms enable 130

12ms filter enable 133

12ms reset 134

12ms role 131

lacp multi-speed 193

lacp port-priority 198

lacp system-priority 192

lacp timeout 193

led-mode default 165

line con 61

line vty 62

lldp auto-setting 118

1ldp interface enable 125

lldp run 117

1ldp system-description 117

1ldp system-name 118

lldp-agent 118

logging backup sd 69

logging event 68

logging facility 66

logging format 66

logging host 65

logging stdout info 68

logging trap debug 67

logging trap error 67

logging trap informational 67
loop-detect (f > % — 7 = —AE— ) 264
loop-detect (/' v —/ )37 4 7 L—3/ 3 E— ) 263
loop-detect blocking 265
loop-detect blocking interval 266
loop-detect reset 266

M

mac-address-table ageing-time 229
mac-address-table learning 229
mac-address-table static 230
mail certificate expire-notify 116
mail notify trigger 111

mail send certificate 114

mail send certificate-notify 115
mail server smtp host 109

mail server smtp name 110
mail template 112

management interface 65
match access-list (QoS) 346
match access-list (VLAN) 335
match cos 347

match ethertype 348

match ip-dscp 347

match ip-precedence 347
match vlan 349

match vlan-range 349

mdix auto 175

mirror interface 177

mount sd 164

mru 174

mtu 286

multiple-vlan group name 244
multiple-vlan transfer ympi 244
mute buzzer 157
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nas 377
negotiation 172
ntpdate interval 57
ntpdate oneshot 57
ntpdate server 56

P

pass-through eap 219

password-encryption 31

ping 287

ping6 301

police single-rate (N ) > —< v 7"« 7 T 2% — ) 354
police single-rate (449K U H—F— F) 359

police twin-rate (K V v —~ v 7« 7 T ZE— R) 355
police twin-rate (£ U H—F— K) 360
police-aggregate 362

policy-map 350

port-channel load-balance 195

port-security enable 220

port-security mac-address 220

port-security violation 221

power-inline (-f > % —7 = —AF— R) 224
power-inline (/' 22— Va7 4 JL—3 5 FE— F)223
power-inline continuous 226

power-inline description 224

power-inline guardband 226

power-inline priority 225

private-vlan 233

private-vlan association 234

proav profile-type 168

ptp (f ¥ F—7 = —AFE— K) 58

ptp(Fa— a7 4 S L—v 3 E—K) 58
ptp mode 59

ptp transport protocol 60

Q

qos cos 338

qos cos-queue 342

qos dscp-queue 343

qos enable 337

qos port-priority-queue 343
qos queue sent-from-cpu 344
qos trust 339

qos wrr-weight 368

R

radius-server deadtime 211

radius-server host 209

radius-server key 211

radius-server local enable 375
radius-server local interface 375
radius-server local refresh 380
radius-server local-profile 376
radius-server retransmit 210
radius-server timeout 210

reauth interval 380

region 258

reload 163

remark-map (AR > —~ v 7 « 7T XE— K)357
remark-map (£ U H—F— ) 361
remote-login 150

restart 163

restore system 168

revision 258

rmon 80

rmon alarm 83

rmon clear counters 88
rmon event 82

rmon history 81

rmon statistics 81

S

save 36

save logging 69

schedule 151

schedule template 154

script 155

send from 113

send notify wait-time 114
send server 112

send subject 114

send to 113

service terminal-length 64
service-policy 351

set cos 352

set cos-queue 364

set ip-dscp 353

set ip-dscp-queue 365

set ip-precedence 353

set lldp 119

set management-address-tlv 120
set msg-tx-hold 124

set timer msg-fast-tx 123

set timer msg-tx-interval 122
set timer reinit-delay 123

set too-many-neighbors limit 125
set tx-fast-init 124

sflow 88

sflow agent 89

sflow collector 89

sflow collector max-datagram-size 90
sflow max-header-size 91
sflow polling-interval 91
sflow sampling-rate 90
sfp-monitor rx-power 186
show access-group 335

show access-list 334

show aggregate-police 362
show arp 283

show auth statistics 214
show auth status 213

show auth supplicant 214
show boot 41

show boot prioritize sd 43
show buzzer 158

show cable-diagnostics tdr 51
show class-map 349

show clock 55

show config(show running-config) 37
show config(show startup-config) 38
show ddm status 185

show dhcp lease 279

show dipsw 166

show disk-usage 45

show dns-client 304

show eee capabilities interface 176
show eee status interface 176
show environment 43

show errdisable 222

show error port-led 166
show etherchannel 190

show etherchannel status 196
show fan history 49

show firmware-update 145
show flowcontrol 372

show frame-counter 183
show http-proxy 102



show http-server 99

show interface 178

show interface brief 181

show interface negotiation 173
show inventory 43

show ip dhcp snooping 274

show ip dhcp snooping binding 275
show ip dhcp snooping interface 274
show ip dhcp snooping statistics 275
show ip forwarding 286

show ip igmp snooping groups 317
show ip igmp snooping interface 318
show ip igmp snooping mrouter 317
show ip interface 278

show ip route 281

show ip route database 282

show ip route summary 282

show ipv6 dhep interface 295

show ipv6 forwarding 300

show ipv6 interface 294

show ipv6 mld snooping groups 323
show ipv6 mld snooping interface 324
show ipv6 mld snooping mrouter 323
show ipv6 neighbors 299

show ipv6 route 297

show ipv6 route database 298

show ipv6 route summary 298

show 12ms 134

show 12ms agent-config 136

show lacp sys-id 192

show lacp-counter 194

show led-mode 165

show lldp interface 126

show 1ldp neighbors 128

show logging 70

show loop-detect 266

show mac-address-table 231

show mac-address-table count 232
show mail information 116

show memory 45

show mirror 178

show ntpdate 57

show policy-map 365

show port-security status 221

show power-inline 227

show process 45

show ptp 61

show ptp interface 61

show qos 340

show qos interface 340

show qos map-status 367

show qos metering-counters 363
show qos queue-counters 341

show radius-server 215

show radius-server local certificate list 386
show radius-server local certificate revoke 387
show radius-server local certificate status 386

show radius-server local nas 384
show radius-server local user 385
show rmon 85

show rmon alarm 87

show rmon event 87

show rmon history 87

show rmon statistics 86

show running-config 37

show sflow 92

show sflow sampling 92

show snmp community 79

show snmp group 79

show snmp user 80

show snmp view 79

show spanning-tree 252

show spanning-tree mst 261

show spanning-tree mst config 261
show spanning-tree mst instance 262
show spanning-tree statistics 254
show ssh-server 103

show ssh-server host key 106
show stack 148

show startup-config 38

show static-channel-group 189
show storm-control 373

show system-diagnostics 49
show tech-support 46

show telnet-server 94

show test cable-diagnostics tdr 51
show tftp-server 97

show tx-queue-monitor 187

show users 34

show vlan 245

show vlan access-map 337

show vlan filter 337

show vlan multiple-vlan 246
show vlan private-vlan 245

show y-unos 162

show yno 160

shutdown 170

snapshot delete 142

snapshot enable 140

snapshot save 141

snapshot trap terminal 141
snmp-server access 77
snmp-server community 74
snmp-server contact 73
snmp-server enable trap 72
snmp-server group 76
snmp-server host 70

snmp-server location 74
snmp-server startup-trap-delay 72
snmp-server user 76

snmp-server view 75
spanning-tree 248

spanning-tree bpdu-filter 249
spanning-tree bpdu-guard 250
spanning-tree edgeport 252
spanning-tree forward-time 247
spanning-tree instance 259
spanning-tree instance path-cost 260
spanning-tree instance priority 259
spanning-tree link-type 249
spanning-tree max-age 247
spanning-tree mst configuration 256
spanning-tree path-cost 251
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spanning-tree priority (f % — 7 = — XE&— K) 251
spanning-tree priority (7 2 —/ 3V 32> 7 4 J L —3 3 E— R)

248

spanning-tree shutdown 246
speed-duplex 171

ssh 108

ssh-client 109

ssh-server 103

ssh-server access 104
ssh-server client alive 107
ssh-server host key generate 105
ssh-server interface 104
stack 147

stack renumber 148

stack subnet 149
startup-config description 40
startup-config select 40
static-channel-group 188
storm-control 373
switchport access vlan 236
switchport mode access 235
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switchport mode private-vlan 239
switchport mode trunk 236

switchport multiple-vlan group 243
switchport private-vlan host-association 239
switchport private-vlan mapping 240
switchport trunk allowed vlan 237
switchport trunk native vlan 238
switchport voice cos 242

switchport voice dscp 242

switchport voice vlan 241
system-diagnostics on-demand execute 50

T

telnet 95

telnet-client 96

telnet-server 93

telnet-server access 94

telnet-server interface 94

terminal length 63

terminal-watch enable 132

terminal-watch interval 133

test cable-diagnostics tdr interface 50

tftp-server 96

tftp-server interface 97

tlv-select basic-mgmt 120

tlv-select ieee-8021-org-specific 121

tlv-select ieee-8023-org-specific 121

tlv-select med 122

traceroute 287

traceroute6 302

traffic-shape queue rate 370

traffic-shape rate 369

tx-queue-monitor usage-rate (-f > ¥ —7 = —AE— K) 187

tx-queue-monitor usage-rate (7' 2 — 3L 327 4 JL—3 7 E—
R) 186

U

unmount sd 164
unmute buzzer 158
unregister yno 160
user 378

username 32
username privilege 33

\4

vlan 233

vlan access-map 335
vlan database 232
vlan filter 336

W

wireless-terminal-watch interval 138
write 36

Y

y-unos enable 161
yno enable 158

yno https-proxy 160
yno keepalive 159
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