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T. COBE config0-all o o -
(zip)
CONFIG 7 7 A configl o o -
IV (txt)
startup-config #1
8 B4
ﬁ_f\T@pX[E configl-all o o) -
(.zip)
CONFIG 7 7 A
config2 o o -
IV (txt)
startup-config #2
> ==
j—.f\f PEE config2-all o o -
(.zip)
CONFIG 7 7 A
config3 o o -
IV (.txt)
startup-config #3
~ SoE
jA. CTORGE config3-all o o -
(-zip)
CONFIG 7 7 A configd o o -
/b (.txt)
startup-config #4
S B4
jﬂf\f PEE config4-all o o -
(.zip)
CONFIG 7 7 A
configsd o o -
startup-config /b (txt)
#SD . S
@‘.f\“C PEE configsd-all o o -
(.zip)

Flo, RET7 7 A VEZEMA%R, BB AT LA2BEHSELWEEE, UTFTOVE— A ZEELET,

EBMLCWb a7 0 ZREHANG L0 £97,
s KMETFANDIE— NRSA(BEIFEEH D)

i

X CONFIG |X&77 AV PESE A FHH L(GET) |EXARPUT) |HIEES
CONFIG 7 7 A
reconfig - o o
BUEBE L |V (D)
% startup-config ~ .
ST ORIE reconfig-all - o o
(.zip)

WIET 7 AN EEZIARPUTT H L X,

éb\o

%4 CONFIG, BX W, {RT7 7 A LVOFERNIE LW & 2R L TL T2

Mol 7 7 ANERET D EEL XM TEERA,
T 2a~r FOBRX, EDKRA RO OS(TFTP 7 74 7 2 MICIEKFLET, RORITHER L TEITLTLILES

Wy,

« SWR2IIPDIPT KL A
o BREE— NI T U = R TITVE T,

o UE— FRADHAIZ"/PASSWORD" & W ) FEX TEHMENR AT — REHRTET LI LENH Y 7,

BRHE S AT — RNOIHIRR EDIRBEETIE, BRET 7 A VO AH L/EX AR ET LI LI TEEHA, Aidb > TH

Me AU — R BESTH0ENHY £,

e UFE— F/XRIZ"

i‘@_o

config"# & L C PUT(E X AR T D36, BIEEHF O

=i

AX A

REZBMELIIZELARNEDIZOWNWTIE, BAEEH L TCWAREDETE L0 £,

Fo. REMIIRFI RO, RIEFLIZWG ST write 2~ 0 FETRAEL T ES W,

(ZXLT, BmEIT EEEXEZL




20| 2~ R 77 LR | avy ROFEWS
o BFE LS HL72/A U — K(password 8 X° enable password 8 © =~ > RZ)iX, TFTP “C running-config {Z PUT L
THRECKM SN EEA,

Fim, B bEN-/ AT — RaeE&tea—P —DO%E(username 2~ > M)k, —HF—DBEEHKRN I TONLEHE
Ao

23 AV
SWR2311P DEEMNET T DL, vl A v EEERRNLET,

RE L= =L LRAT—-REANTILZ TR A THENRTEET,

MHRETIL, PIEH 2~ - EINTEY, 22—V —%:admin, /XA Y — N:aadmin TR /A §5Z &N
TEET,

=P g i

Username:admin
Password:

e nlAVHBEOa Y —)LHEE

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>
M2 —F =T 7 A > LIcha, HRIOANAY — FERBEHARRSNESTOT, NATV—FE2ERLT
<TEEW,

o XA — N2 [

Username:admin
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

Please change the default password for admin.
New Password:

New Password (Confirm) :

Saving ...

Succeeded to write configuration

B, NAU— FZ 3 g CRIER 725G, 10 74 URHIRSE T, 1 o, ELW AT —RFEA
JLTLIZEN,

o B A BRI

Username: user
Password:

[}

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or login as user is restricted.
Password:

% Incorrect username or password, or blocked upon 3 failed login attempts for user.
% Please try again later.

« Il ARSIz —F =0, BUONRAT — REHIER D EHIRREEAEFR SN ET,
o HIREFRIFGEZICIELWASAT =2 ANTLHI L TR A U TELH L5100 £,

24 2~ FAJIE— FIZDOWT

241 2~ FAJIE— FOEAK

SWR2311P DR ELFLRER R A T AREE . Wi a~vy FAHE—RIZER LD, a~vy REFETTE4
ERHVET, I ROATTE— RNILUTOL I RBERBIZOINTEY, £4xDEF—RRTANTEHa~v IR
B0 FEd, a—V—F, 77 " E2ERTHILET, BE, EOT—RIWIDONERT LI ENTEET,
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O > EIE

(JCRAD— A J)EH)

I exit, logout

JEHFHEEXECE— B
(A—HYE—R)

Dﬁ#;ﬁ%l

enable / administrator 1

configure terminal 1

interface 7&& 1

el

end

FHEEXECE—I

20—/ UL
A Jd40L—=23>F K

T disable

I ————
exit, logout

T exit, end

I exit

A4 —23>F—RK

SWRZ2311P=

SWRZ311P#

SWR2311P(config)#

SWR2311P(config-if)

a<wy NATTE— NOBRBICEET 2 KA a~ 2 Nt U ERVES, Jue—Larr 47— a
— RSl a7 4 S — g o F— RAOBEBa~< Y NIZoWTiE, MEsay 74 71— a T — R 25

LT ZEN,
o exit v R
+ logout =< K

* enable =~ K /administrator =~ > R

+ disable =~ K
 configure terminal =~ >
c end =¥ R

242 a7 4 FL—Y g E— R

@Rz 7 47— arE— RKEiEL, LANSSFP R— F° VLAN A X —7 = — A, QoS 72 &, #EDIHH X
DERBREEITO T-DDE— ROBKHTT, a7 4 7L —arE—RICABIZIE, Fa—_Lar7 g
Jl—a = RCEE—NIBEIITAH2D0a~vr REFEITLET,
SWR23IIP DBz 7 4 L —3 3 U EB— RIZIIKROLORH D F4, @iz 74 71— 3 F— FOHZ
FEBLENLTWAEDLHY ET, HlziE. RV —~yvFE—R >R —<v 7+« 75 ZF— RTT,

BRlay 740 7 v—a vE—FR

Ba<r K

A= 0780 N

AL H—T 2 —AF— R

interface =~ K

SWR2311P(config-if)#

FArE—F line con =~ K SWR2311P(config-line)#
line vty =< > K
VLAN £— F vlan database =~ SWR2311P(config-vlan)#

VLAN 7 7 & A~w v 7E— R

vlan access-map =~ >

SWR2311P(config-vlan-access-map)#

MST £— K

spanning-tree mst configuration =~
YK

SWR2311P(config-mst)#




2|avr R 77 LyR | avy KOMFNT

B2 747 v—vaE—F |BBav K A=/

I IARyTE— R class-map =~ K SWR2311P(config-cmap)#

RN —<y7E—R policy-map =~ > K SWR2311P(config-pmap)#

RV —~vv 7+ 7 T7AE—F class =< K SWR2311P(config-pmap-c)#
TRRY Y —FE—F aggregate-police =~ > K SWR2311P(config-agg-policer)#
L2MS E— K 12ms configuration =~ > N SWR2311P(config-12ms)#
LLDP =—> x> hE— R lldp-agent =~ > R SWR2311P(lldp-agent)#

A=) T T L— E—F mail template =~ > SWR2311P(config-mail }#

A a— VT L— hE— R schedule template =~ > N SWR2311P(config-schedule)#
I;ADIUS AYTA Ty radius-server local-profile =~ > N SWR2311P(config-radius)#

243 a~< s R a7 oS v 740w 7 R
aw Ry 0T VT 4 w7 AR, RA MEFERLTCWET, PIHMRETCIIFRA M E LT, ET L4 T
5 [SWR231IP] ZF R L TWET, AF/RIL, hostname 2~ RTHRRA N ERETHZI L TEHETX F4,
SWR2311P ZBEHEH L CWAHERE, AL v F B2 DLAFTEZHRELTEBL Z LT, HFHALLT R F
KR
RANGDOEE

SWR2311P (config)# hostname Switch-012
Switch-012 (config) #

244 B HAITE— RDa~ REST
SWR2311P TiZ, ®— FZ LICHHMEEZ R~ FORRR 70, FITARERE—FETER L Ca~y FEFET
Lg%, TNERETHa~ FELT, doa~y REREELET,

do o~ FAERTAL, T R_RTOary 747 b—3 3 rF— RO EXEC F— Roa~vy REETTHI &
NTEXFET, Zhicky, T _Thar 74— a3 F— R OEME EXEC E— NIcBEITAHZ &L BE
a7 47— ar 3B E L0, REDRENREL 20 £,

7272, do TITMTEMBEIIFIT TE W oD, ZDRIH S I~ FE TNV AV ETLITERR TAT T 20208
HYET,
o TNASULTANTHHE
SWR2311P (config) #do show running-config
. BARETANT 256
SWR2311P(config) #do sh ru

2.5 a2V Y — )VEHRAREO X —3R— REfE

2.5.1 2 Y —)VAF DEAREME
SWR2311P Ti&, 2~ R4 > LT, LUFOBRENRATRETT,
o H—YILOKHE

R FHRME i -
- 1 CEAICBE LT
- | CFEICBB LET

| HEEAICBE) L E 9 (0 — VLB B D HEE D fic

Esc H# F#&IZ F DL FOWRICHBE L ET)

| HREZEICBEI L 40— Y WVLEBICH D HEED JLiA

Esc #f F#%I1Z B CFICBE L ET)

Ctl+A ITOFIRICEN L £5

Ctrl + E ITORRBIZHRELET




aw R 77 LR | 3wy ROMWTT |23
o ADSFOHIBR

R R PERA - B

Backspace

H—=INVDECH DL LT wHIBRLET
Ctrl + H

B = NWAEDO LT ZHIR L £,
Ctrl+D a2 RITRZEOIREETAREEZ L7256 1E, exit =
~ U RERUEMEE 2D F9,

N N =] P o NN N
Esc # F7%12 D F— YV NWALE LR, IPIOZEADOERTE TEHIFRL E

_é—-

Ctrl + K H—Y NAENSITOREE TEYIRLET

Ctrl+U AIF O TFERETHIRLES

.« ZTDM
¥ —R— FHEAIE T - B

B — I NANEDILTF & FDEATOL T2 ANz F

Ctrl +T LK
H—INVPITORRBIZH D & &, ERIOLFE L Z DR
DX T AN ZFE T,
JEHHE EXEC & — K & 54 EXEC =— K TiZ. AAH
Da<wy REMEL TROITICEY £,

Cirl + C Rl 74 7 L—3 a3 v E— KT, Aoz~

v RIT AR IR L T HE EXEC BE— RIZEB LET,
BUEFITHR O a~ 2 OB Z il L £9, (ex: ping =
< R)

=7 4 7 L— g e — R R HE EXEC £ —
Ctrl +Z NIZER L £,
end 2~ RERUEIWEE 20 97,

252 a<y R~

AR RTA U ETP2ANTHILE T, FHETE L3~ FERIEIANAT A I —Z2METEET,
SWR2311P#show vlan ?

<1-4094> VLAN id

access-map Show VLAN Access Map

brief VLAN information for all bridges (static and dynamic)
filter Show VLAN Access Map Filter

private-vlan private-vlan information

SWR2311P#show vlan

253 Ao~ ROz, ¥—V— FEMH—BEDOFER

oy Y= bETa<y FAEPIZ, "Tab"s—%2 4L, o~ FainssnEd, £/2. $—U— AN
"Tab" ¥ —Z T L WICATAIEER T —VU — RO —E 2T LET, AEIEZ, "Cul+1I"$—Z2 L TH R
REMEL 720 9,

o awlr REAOMTE

SWR2311P#con"<Tab>¥ — & ffi-gn
!
SWR2311P#configure
o F—U— REM—EORT
SWR2311P (config) #vlan "<Tab>¥—Z& 4"

access-map database filter
SWR2311P (config) #vlan




24| a~vr R 77 Ly A|avwy ROFEWT

254 < RKOEEAT

AR RELFIANTA=F—ZHE L TAN LR, ANShiEXFR—EDa~y RERFARIA—Z—L LT
WCE %A, F0a~vy RRFEITERET,

a2 ROE A ) Hil(show running-config)

SWR2311P# sh run

255 2~ REAXA Y —

a<v  Re R NY —Hped T AL, BECAD Lo~y REMERBETHETLEY, BEICAHLEZ
< RO—EEE L CHETITAIIENTEET, avr FeE XA M) —3, £F— FEROBRE L LTERIN

£7,
BIEGIEIZOWT, BLFIRLE T,

% —— FHE

T

Ctrl +P

o< RgRE Sh0iEs

!

Ctrl + N

a~< v NEREHED 5

2.6 [show] THEEBHa~<wr K

261 FET 47747

BT 477 AT, show 2~ RRHITLHERE 7 4 v Z —I1ZiB L, LERIGFRICAFEK D Z & Tl A1

RO <ERLET,
SWR2311P TiE, show 2~ RDEF 4 77 A7 L LT, D3 FEEEZREL E4,
EFA4T7AT A
include
BE LTI a0 a2 45
grep
exclude BE LTI EEERTEH TS

BB, FET AT 7ATIIH-TOMEMWTRE T, BEIFET D LITTETEE A,

< (B

interface vlanl
http-server interface vla

telnet-server interface vlanl

show spanning-tree C Role # & T2 fF 2 £ 1~7T 5,

< (B
SWR2311P# show spanning-t

% pol: Port Number 505
Discarding
% portl.1l: Port Number

State Forwarding
% portl.2: Port
State Forwarding
% portl.3: Port
State Forwarding
% portl.4: Port
State Forwarding
% portl.6: Port
State Forwarding
% portl.7: Port
State Forwarding
% portl.8: Port
State Forwarding
% portl.9: Port
State Forwarding
% portl.10:

State Forwarding

Number

Number

Number

Number

Number

Number

Number

nl

ree

show running-config C VLAN #1 % & el 2 #rnT 5,
SWR2311P#show running-config

grep vlanl

include

Role

- Ifindex 4601 - Port Id 0x81f9 - Role Disabled - State

905

906

907

908

910

911

912

913

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

Ifindex

5001 - Port Id 0x8389 - Role Disabled -
5002 - Port Id 0x838a - Role Disabled -
5003 - Port Id 0x838b - Role Disabled -
5004 - Port Id 0x838c - Role Disabled -
5006 - Port Id 0x838e - Role Disabled -
5007 - Port Id 0x838f - Role Disabled -
5008 - Port Id 0x8390 - Role Disabled -
5009 - Port Id 0x8391 - Role Disabled -

Port Number 914 - Ifindex 5010 - Port Id 0x8392 - Role Disabled -
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3=

ay 747 —Ta v

3.1 REMEDEH
SWR231IPIZ. U TDar 7 4 VL CREMEZEFL £,

ay7 4 7O B! IR — P —HufE
Z =7 a7 ¢ (running- HAIEF OFREM, RAM ETE | BB/ AX—T v ar7 4 7~
config) 5, DIRAT

TRAF L72iREM, Flash ROM £ 5
ODALT 47 & SDI—REDI]
DDaAY T 4 T EEBT 5, Flash
AB— KT v T a7 47 (startup- |ROM LD T %7 — & [ startup-
config) config select =~ > K TRET D,
SDAA—RED1 2D 7 ¢ 713"
swr2311p/startup-config" 7 -+ /L ¥ T

ZH/HE /2 —

Y5,
T 7 /v b a7 47 (default- 77 F /v O ESE, FlashROM E |,
config) T B, PRAEAT

SWR2311P O ¥ A7 AfEIHE, LLTFOfih &0 3,
1. startup-config select =~ NREMEZ S L, EHTLAZ— T v T a7 4 V2 RET D,
startup-config select =~ > R Tsd NREIANTNWT, AF— K T w7 ar7 0 ZPREINTNS SD 71— KA
FASNTWRNSTEH/E, AX— T v T ar 7 4 7 # B3R END,
2. WELIZAZ =T v T ary7 4 VB FHET 256, 4T — 4% RAM LiIcT v =27 ar7 4 7L LTEHK
‘a_‘éO
startup-config select =~ > REXEMIZ L= > TRE LT AX — ~7 v 73227 ¢ 7 Flash ROM _EIZHFAE L
WA, TN a7 4 7% RAM EICERT 5,
SWR2IPEMFIZa~ > FRETRELLETLH L, BHELIENFITSICTr=Tar 7o ZITkBEnE
T, Tr=rrary 7 4 JEER LR, write £72X copy 2~ REFEITTHILET, AX— T v Tar7y
IWHEFHINET, RE - BRLIENELZRAFELZVWTHERT 5 &, RE - BENAENKRDNLVET, THEELSE
éb\o

32 F 7+ )V MR EE
SWR2311P OF 7 # /b bR EEIZOWT, L FOEIZRLET,

TIHHHAAREEOFRE L, AEICGREHIN 2L~ 2 NOMYHENEH SN bbb Tid7el . LFOT 7 4 /L % E
Bl 72 > TWET,

o VAT ARIKDT 7 )L FERIE

BESHE BREHHE F 7 NREME
CONFIG B (4155 CONFIG o
ayI—NVEA LT TR 600 sec
Uit A TE VTY %% 8
FRITEL 24
VR PR o — A — 2 —H—4 admin, /XA T —
’ R:admin
FTVTTATLh LS VAV VAN admin
INAT — ROKEZAL b L7




26| A~ R Ty LA |avrTIqlL—yay

BESE FEHEHE F7 %)V MR EME
BA NSy UTC (+0)
A NTP H—/3— L
NTP 55718 # 1 FEfRi 1 [E]
RMON EE %N
sFlow Fh1E 7))
firmware-update url http://
%7 u— K URL www.rtpro.yamaha.co.jp/firmware/
o revision-up/swr2311p.bin
T N = T ER P P
DRIV Ry N F | FERI L 720
HA LT TR 300 sec
BE B2
LLDP - —
H @k E Hxh
#HiE H%h
L2MS -
| =Yz b
debug L~ v 7 H ) OFF
information L~ a7 H/; ON
SYSLOG -
error Lyl a 7 H A ON
SYSLOG ¥ —/3— L
TELNET H— N—khE EEh3 5
TELNET % —/_—7 7 & & VLAN #1 O L 3F7]
SSH #—/N—IKBE EEL 7220
7 7B A TFTP ¥ — /X —RfE EE LW
HTTP #—/N—IKHE EHET 5
HTTP #—1—7 7 X VLAN #1 O L ZF7]
Y% =7 HTTP Y —/S—iRKE EEhL 7220
£R5F VLAN VLAN A > #—7 = — A VLAN #1
MAC 7 R L 2 BEh%E %N
S REME 30N
MAC 7 RLAEEfSE =— ) 300 sec
B
. ZR= Y — BHZD
L2 A vTF 7 ; =
MBEAL—T R e
~/LF 7))L VLAN L
~AF TV VLAN O YMPL 7 L— [
. i)
L5
DNS 7 747 vk EH1E H5h
A H—T = — A PoE #5%E H%h
QoS i)
N7 74 v 7 il ; —
7 1 —H#il4# (IEEE 802.3x) TE2h
Web GUI SRERRTE R

LAN/SFP R— M HALDT 7 4L R

e

it
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REDE REHEHE T 7 v MR EME
AR T — NRXE auto
7 v A/A k L— k BEPHEB] A%
MRU 1,522 Byte
FEAGRE A— ~ O L
EEE LS
Port Mode Access
P& VLAN ID 1 (default VLAN)
L2MS L2MS 7 4 )L X — )
‘ ANR=Z T Y — B
L2 Af v F 7 - —
ME— TR B
QoS F T A RE—F CoS
NS5 7 4 27 I ~7 v —fil{# (IEEE 802.3x) =20
A b — i 20
1 K 15
PoE #378
o FE e {125
‘\ REIEE— R RIRE LU
LLDP =—3Y = |k
FEARE B TLV A%
77 4/ b VLAN (VLAN #1) (2% 9 2 3% €
RIELHR REHH 77 )V MREE
Layer3 HAE IPv4 7 R LA DHCP 7 74 7 b
. 239.192.128.250 (Y-UNOS
<L FFy AR T L—LDfRE ) (
EUL(E 22
Querier EliZy)
Fast-Leave EliZy)
Check TTL VERs)
A
IGMP Snooping Check RA )
Check ToS iS5
IP~/LFF ¥ A b
Report-Suppression B
Report-Foward D
Mrouter-Port Data- "
S uer! Ei35]
uppression
EUl(s 2
Querier Ei3)
MLD Snooping
Fast-Leave iS5
Report-Suppression B
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B4
{57 - BT

4.1 XA TJ— R

4.1.1 B/ AT — KORE

[ER
enable password password

5 X —5—]

password O EE R AT — R
PAFEFIBLO" L& &> &2 LT ERR AT SCFUL L 32 SCFN)
WA DL ST TRI TN T 220

(AR E

enable password admin

[AJIE— F]

rua—)arz 4 L—va rE R

B

FitE EXEC & — FBATT 270D DN AT — RERIET D,

W/ SAD — R Th % admin ICEE T D5 Z LITTE2R,

[/— 1]

password-encryption =21~ > R|{Z L7228 T EAL SN2/ XA T — RDOEE, 2227 4 7 1 Cld"enable password 8
password"DIZA TRR SN D,

A—PF—Fav NI DAy T4 FRETHEE, ZORKNTANT L LI TE R, £, 81T FRXT
ThoHTeH, NAT—=RIZ8DHEFRET H I LIXTERUY,

[ EH]
B /R AT — K& LT adminl234 2% E T 5,
SWR2311P (config) #enable password adminl234

4.1.2 RA T — ROBFEAL
[EX]

password-encryption switch

no password-encryption

[2XT A —%&—]
switch D NRT— REESLT 200G
REME B
enable e LT %
disable e b L2
[FIHIER 2]
password-encryption disable
[AF1E— F]

Jsa—x)ars7 47—y g — R
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[FEHA]
NAY — RO 5z AT %,
HZT 5 &, password =~ K. enable password =~ K, username 2~ RCAN L7Z/AU—F%, a3
7 4 JHTCIEN S SN TRIET 5,

no JIERCTHEAT LI E 11X, N AU — FOR; 5/t % 2k L . password =~ > K enable password =~ >~ | username
TAN LI RAY—RE, ar 7 4 ZHTIREXO F ERFT D,

[/—}]

WA — ROWSbZ BN O AMIER L72GE13, BRICREFHADO /AT — NI b b S iz ig=lic
EHEINDD, ARPLEMHICER LIGEE, BRcE S Tnd ar 7 4 ZHOR2AY — REFEUTTR S
fib\o

[BREH]

WA — RO Sb 2GR T D,

SWR2311P (config) #password-encryption enable
NAT — OB G2 TN T D,

SWR2311P (config) #no password-encryption

42 22— —Tho v NVEHE

421 22— —DOH|E
[EFX]

username username [privilege privilege] password password

no username username

[F—TU— K]
privilege D a— W —DOHEREEET S
password D 2= P —D AT — RERET D
[/XT A—&—]
username D a—Y—4
P (32 SUFLAN)
privilege DR AT B D0
B EE A
FEHE EXEC B — RBATRFIIC N AT — RO A
on FIDRD 70
Administrator #£fRC Web GUI 127 27 & AT
x5
¥FHE EXEC E— RBATIRFIC N AT — RD A
off NMRDHND
Guest #EfR T Web GUIIZT 7 ATX %
password D a——onr A RAT—R
PATHTEIO L | &> L2 AT ERLS PAT S LT E 32 TFUN)
WD LT AT T TRIT T OIT 720
(18I E]
L
[AJTE— F]

Ja—x\)ary7 4L —ya T — R



0| =2~ RU 77 LA | fReT - EHERE
B
a—F—EFRERET D,
TP ERII R RT3 E TRETE D, 7L, privilege off D= —H— 3K 32 % T, privilege on D —
P X T IR EE D,
UUTOHGETZ—F =4 & L TR TEZRY,

lp, adm, bin, ftp, gdm, man, rpc, sys, xfs, halt, mail, news, nscd, sync, uucp, root, sshd, games, daemon, gopher, nobody,
ftpuser, mtsuser, rpcuser, mailnull, operator, shutdown

FIT ) "R AT— R Th D admin [T/32AT—RE L THEATEZRU,
[/—F]

password-encryption =~ > R E SN TW GG, AU — R 5t =7 ¢ 7 L Tld"username
username password 8 password" DFE TR R I 5,

=P Favr RIA o nbar 74 VRETHEE, ZOBXTANTLHZ LIXTERY, £72, 8 T THRXF
ThHID, NAT—RIZ8DAERETHZ LIXTE N,

ELENRFIZ, privilege on D —H—723 1 DHEHE STV ARWEEA L, P11 Bl = — ¥ —(admin/admin) 21813 %,
BEIRFIZ, NAT— RRREIN T RN —F—X, 22— =4 LR CLFHNE AT — RIZAEERET D,

[ EH]

Z—H— user1234 ZHET D,

SWR2311P (config) #username userl234 password user pass

Frtez A 5 Lz — % — user1234 Z3RET 2,
SWR2311P (config) #username userl234 privilege on password user pass

422 22—V —HEROEE

[EF=]
username username privilege privilege
[F—T—F]
privilege D a— W —DHERERET S
[NT A—=HF—]
username D a——4
(32 SUFLAY)
privilege D KR AT B D G0
R EE A
FiHE EXEC E— RBATIFIC N AT — RO A
o HHRD bR
Administrator #[E T Web GUL (Z7 7 £ AT
ERA)
¥t EXEC & — FBATIHZ N AT — RO A
off NWRHBND
Guest #[R T Web GUIIZT 7 EATX %
(W1 E]
7L
[AFTE— K]
sa—\)vary7 4 b—a KR
[RLBA]

BERGEH D2 —HF—OHEREEET D,
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[/—}]
FABFRD 22— P —|TITRETE 20N,
Bl
BREFi Fr D — W — user1234 ([ZHiHEA 535,

SWR2311P (config) #username userl234 privilege on

423 u /A va—YP—EROER

EEN
show users
[AJ1E— K]
HEHEME EXEC B — R, ¥ MEEXEC E— R, u—\)Larv7 4/ L—3i g F— R
[FiA)
0y A RO —YF—ERERRT D,
IFTOmEENFERIND,
HE B
074 FEEREERRT D,
. con0 I U7 Ly —)LiR— |k
Line B
vty N /X VTY &R— k
http N |& Web GUI
Own H & O AR — b DITIZ * R T D,
User a7 A4 o —Y—HERRT D,
Status 07 A REEERRT D, 22— —BEH R OEE
Login Z &/~ 9 2,
Login time 07 A U ERRT D,
IP address BHia—Y—>DIP 7 FLAEZERT D,
Bl

a—W—ou A4 MNEREERTT D,
SWR2311P>show users

Line Own User Status Login time IP address

con O userl234 Login 02:15:23

vty 0 * operatorsl Login 00:12:59 192.168.100.1
vty 1 abcdefghijklmnopgrstuvwxyzabcdef Login 00:00:50 192.168.100.24
vty 2 = Login 00:00:21 192.168.100.10
vty 3 = = =

vty 4 = = =

vty 5 = = =

vty 6 = = =

vty 7 - - -

http 0 userl234 Login 01:12:25 192.168.100.4
http 1 (noname) Login 00:18:04 192.168.100.102
http 2 = = =

http 3 - - -

424 NF—DHRE
B

banner motd word

no banner motd
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[78T7 A —=F—]
word DA TR L UCEATLT(256 SCEFELIN)

[FIHIRR 2]

no banner motd

[ASIE— K]

sa—\)varZ 4 S L—varE— R

B

ayvY—nnal A4 URICEREINDINNFT—FERET D,
[ EH]

N —Fr% [Hello World! | IZFRET 5,

Username:
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)

Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>enable
SWR2311P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWR2311P (config) #banner motd Hello World!
SWR2311P (config) ffexit
SWR2311P#exit

Username:
Password:

Hello World!

SWR2311P>enable
SWR2311P#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

SWR2311P (config) #no banner motd
SWR2311P (config) ffexit
SWR2311P#exit

Username:
Password:

SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)

Copyright (c) 2018 Yamaha Corporation. All Rights Reserved.

SWR2311P>

43 a7 4 T OEHR

431 T =T a7 4 TORE

E&
copy running-config startup-config [config num]
P85 X —5—|
config_num LAy I rEs
R P
<0-4> A= T v AT 4 7 #0-#4
sd SDH—FNAZ = T v T arr47
[AJIE— F]

ke EXEC £— R
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B
BEERTOBRE(T =7 ar 7 4 NEREBFOREAZ— T v 7T ar7 4 7) & LTHRET D,
config_num B LT GE 13, BUEOEBIRICHEN LA X — T v 7T ar7 4 ZITRFT 5,
[/—}]
T ar T 4 FORFEE write 2~ 2 R save 2~ RTHITH ZENTEX 5,
SD 71— KRB~ S TWRVIREETIE, SD #— FIN® Config ZXRIZL TARa~vy REETTHET—L
2%,
[BEH]
Fr=vrar 4 FERGET D,
SWR2311P#copy running-config startup-config

Succeeded to write configuration
SWR2311P#

432 5= ar 7 4 FOEFE
[

write [config num]

save [config_num]

[/XF A—F—]
config_num N A
e FiEA
<0-4> AH—= KT T a7 47 #0-#4
sd SDH—RKRWNAX— T v Tar74r
[AJTE— ]
¥i#E EXEC £— K, figlar 74/ b—v g rE—FK
[FRHA]

BEEATOBRET =7 ar 7 4 NEREBFOFREA X — T v T a7 4 e LTHRTET 5,
config_num AW LT GA 1T, BUEORBIRHCHER LA X — T v 7T ar 7 4 7R GFET 5,

[/ —h]

T =7 ar 7 4 7 OLRTEIE copy running-config startup-config =~ R THITH Z LN TX 5,

SD 1 — R~ hSITWRVREETIX, SD #— RN® Config # X RIZ L TARa~v L REETTHE=T—L
%,

[ EH

Tr=v T arg 4 S ERET D,

SWR2311P#write
Succeeded to write configuration.
SWR2311P#

43370 =07 a7 4 T DRR
[EX]

show running-config [section]

show config
[/XT A—&—]
section L BoRTAREII
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access-list

TR AY A MNEE

http-server HTTP #— 3 — R
interface A B —T = — ABE
ip IP [

ipv6 IPv6 BHH

key FRIE X — B

12ms L2MS [

lidp LLDP (&

mail A — L BE

radius-server

RADIUS H—/3— 58

schedule A a— LV EE
sflow sFlow P&iE

snmp SNMP B8
spanning-tree STP B

ssh-server

SSH H—/~\— i

telnet-sever

TELNET H—/3— (5

[AT1E—F]

ek EXEC B— R, iRl 747 L—2 3 F—R

[FiRA]

BUEEARORE(T vy=v 7 ar 7 4 NeRFT5H.
section TEEBMEIF X T X COEREELR T D,

Bl
oI arT g FEERT D,

SWR2311P#show running-config
I

interface portl.1l
switchport

|

line con O
line vty 0 7
|

end

SWR2311P#

434 AZ— T v a7 4 T DRR

[EX]
show startup-config [config num]
show config [config num]

[PNT A —=F—]

config_num Do arv I 4 IEE




A<y R 77 LA | RSF - EAIBERE | 35

R EME A

<0-4> AB—RNT v T a7 47 #0-#4

sd SD H— RNAZ— KT v Tar7 47
[AS1E—F]
F¢HE EXEC E— R
B

BENFIZE T ORERARZ— T v a7 4 Nekrt b,
config num ZEM LT-GAIL. LN E2RRT 5,

+ show startup-config : BUEE L TWD a2 74 VB/BBFOARAZ— T v a7 4 TR RTDH

- show config : BUEEM N DT =07 ar 7 4 V7 &2RKRT 5
[/ —}]

SD 1 — R~ hSITWRVREETIX, SD #— RN® Config # X RIZ L TARa~v L REETTHET— L

%5,
[ EH]
WEHREEDO AT — T v Far 7 4 VT eEz T D,

SWR2311P#show startup-config

|

! Last Modified: 00:00:00 JST Mon Jan 01 2018
!

interface portl.1l

switchport

switchport mode access

no shutdown
|

|

interface vlanl

no switchport

ip address 192.168.100.240/24
no shutdown

|

clock timezone JST
|

http-server enable
http-proxy enable
|

telnet-server enable
|

line con 0

line vty 0 7

|

end

SWR2311P#

435 AF— T v a7 4 JDHEE

[EX]
erase startup-config [config num]
[/NT A —=HF—]
config num ay 74 JE S
R By
<0-4> AH—NT T a7 47 #0-#4
sd SD I — FNAZ =T v Tarr4 7
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[AS1E—F]
F#HE EXEC E— R
[
EERFCEHATARER Y — N T v a7 4 ) eEFNIHET A 1EREHET 5,
config_num ZBWE LI2GE X, BIEORBIFRHHEH LA X — N7 v T ar7 4 VEHET 5,

[/—H

SD I— RAR~T L PSR TWRUVIRRETIX, SD #— FA® Config 0 RICL TARa~v L FEFETTHETT—&
2%,

[ E B

AR— R NT >y TFar7 4 T EHEETSH,

SWR2311P#erase startup-config
Succeeded to erase configuration.
SWR2311P#

43,6 AZ— " NT v Tar7470ar—

&3]
copy startup-config src_config_num dst_config_num
[T A—F—]
src_config num @ B —EDaLT 4 T HKE
R LA
<0-4> AL — K NT v T a7 4 7 #0-#4
sd SD i— RANRZ— T v T arr 47
dst_config_num D av—oar T 4 JEE
R B
<0-4> ABZ—NT v a7 4 7 #0-#4
sd SD #— FHNRZ— K NT v Tar7 47
[AJIE— K]
¥ He EXEC £— K
[
EERFORE(AX— R NT v T a7 4 e ZIHET 215 E 2 —7 5,
[/—}]
SD — FK23< 2 F IR TWRVIRETIE, SD — RN® Config X RICL TR~ REFEITTH LT — L
2%,
(BB

AR =T T A T4 THEZAZ—NT v a7 47 #l ~atv—45,

SWR2311P#copy startup-config 0 1
Succeeded to copy configuration
SWR2311P#

43T AB—NT v TFar7 4 TORATOHRTE

E&

startup-config description config num line
no startup-config description config num

ST A—F—]

config num 1 <0-4>
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ENCE TS
line DA IET S LU AR (63 SUFELLN)
RIBPAL— T v T a7 ¢ ZZxbd Dt

[AJ1E— K]
et EXEC B— N
B

MBPAL— T v a7 4 7k LTI ERET 5,

no TR CIAT L7 5A 1. il CEHIFRT 5,

#HA ST show startup-config =~ > RO FEITHE RO FLIHICE R EN D,
[ E ]

AB—= T v T ar7 4 7 #ICHACERET D,

SWR2311P#startup-config description 1 TEST CONFIG 1

438 AZ— T v a7 4 T DEFEIR
[EX]

startup-config select config num

no startup-config select

[T A—F—]
config_num Coarv 74 IR
R EE A
<0-4> AR —NT v T a7 47 #0-#4
sd SD h— RNAZ— T v Tar7 47
(IR E]
startup-config select sd
[AFIE—F]
F#HE EXEC £— R
[FiA]

BT AREAL— T v a7 0 N)EZER L CHEZE#T S,
no JE X CTEIT LA IE. PIHIREIZR S,

[/ —}]
ELENRE, config num & L Csd DEEINTWNWT, AX— R T v 7 a7 4 ZPRGFEITNSD SD I— RRFHAX
T\ DTG, AY— T w7 ar 7 4 7 #0 @RS LD,

(B EHI]
ABE— R NT v a7 4 7 #] B8R L CHERT S,

SWR2311P#startup-config select 1
reboot system? (y/n): y

4.4 EBFHROEH

4.4.1 EEMEFROFR
(&)

show boot num

show boot all
show boot list
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all D EBEROBREARRK TS HFETERTD
list D EEFROBELZRRKTSHETHIS R RTD
[73F A —4&—]
num 1 <0-4>
BELLESOREZERTT S
[AS1E— R
FEFFHE EXEC £ — I, %§# EXEC £—
[BLFA]
EERNIFHREZRT D,
[/— 1]
cold start =~ > R clear bootlist 2~ > RZF(T3 5L, ZORBEIXZ VT Ib,
[ E ]
BEOEENE®E R T D,

SWR2311P>show boot 0

Running EXEC: SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Previous EXEC: SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Restart by reload command

EBERED B E2 R T 5,
SWR2311P>show boot list
No. Date Time Info

0 2018/03/15 09:50:29 Restart by reload command
1 2018/03/14 20:24:40 Power-on boot

4.4.2 EBEHRDO I VT

EN
clear boot list
[AF1E— ]
F#HE EXEC £— R
[RLBA]
EENME OB Z HIRT 5,
[BEH]
HEfEREZ 7 VT35,
SWR2311P#clear boot list

4.43SD 1— K7 — hDOERE

EEN
boot prioritize sd switch
no boot prioritize sd

[/3F A —&—]
switch : SD A— K7 — MEHIMZT D0EN
X EME B!
enable SD 1— K7 — &/ D
disable SD #— K7 — h &Iz d 5
(1A E]

boot prioritize sd enable
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[AFTE— K]
FHE EXEC £— R
[
T7—LTU =T DSDHI— R7— MERDOAEL - B2t x5,
avy REATHR, VAT AOH/EENITHOILD,
VAT A THIEORRE TH S 72, EE)H (startup-config #0 ~ strtup-config #4)E (ZFR E X TE 720,
VIR EILSD H— R 7 — b BHEHTH 5,
no 2~ RETRHIPHR EIZK D,

[/—}]
SD B — K7 — MMEREDH %) - #%hi%. show boot prioritize sd =~ > K THERE 7l HE,
[ EH]

77 =L T DSDA— KT — MEREANT D,
SWR2311P#boot prioritize sd enable
reboot system? (y/n): y

4.44SD 1 — K7 — h BEIEABEORE

[EX]
boot auto-apply switch

[/35 A —5—]

switch : SD U — F7— M HEEAEEEZ BT 20 EN
REME B
enable SD %1 — K7 — I A8 sE 2 2029 %
disable SD 71— N7 — | A B FI#ee & 20292

[WIHIRRE]

boot auto-apply enable

[AJ1E— K]

¥#HE EXEC E— K

B!

SD 71— R7— I H#hii FIFERE 2 A 20 £ 7213 T 5,
AFEEEDIRAEIX, show environment =~ > R CHER TX 5,
[BREH

SD 71— RF7— b H#hii I RE 2 #2275,
SWR2311P#boot auto-apply disable

4.45SD b — K7 — hFREBBOER

[E]
show boot prioritize sd

[AJ1E— K]
FFekE EXEC & — R, %74 EXEC E— N
[FHA]
SD 71— F7 — MERREFHRE R TT D,
[BEH]
SD 71— R7 — MERREFHREFTT D,
SWR2311P#show boot prioritize sd

SD boot configuration:
firmware : enable
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4.5 ERBEHRFZT

4.5.1 R FERORT

[ER]
show inventory
[ASE— K]
FEFFHE EXEC & — R, F#tE EXEC £— K
[
AR L OVSFP ¥ = — L OB ER 5 FRT 5,
IFTOmHEENFERIND,

HH 5]

NAME AN

DESCR R

Vendor Ry B —24,

PID a2 1D

VID N— a3 v ID, EHHOBAEITO0

SN ANz ==

[EE Bl
L E £ T 5,

SWR2311P>show inventory
NAME: L2 PoE switch
DESCR: SWR2311P-10G
Vendor: Yamaha

PID: SWR2311P-10G

VID: 0000

SN: S00000000

SWR2311P>
452 BEMEHROET
&y
show environment
[AJIE— K]
FEFFHE EXEC &— R, FfE EXEC £— K
[RAA]
AT AOBEMEHERRT D,
IFOmEENFERIND,
. ETINA

T—hkR—=T g
« Ty—AbUxzTIEVa Y
R—FRN—=T g
FEra) 1
e VUTINEE
T34 Z 1D
e« MAC7 RL X
PoE 2 b —F—"—T g
« CPUfli 3%
o AEVUMHRE
SD 71— R~ MKEE
. 77 U OKENREE
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o 77 ORI

o ARIKIEFEDIRTE

o ARIRIREE

o Ty —AhUxT 77 A

o« RHX—|KNTwFar T4 0Ty A
« SD #— N7 — b BEh#EHIHERE D% E
e VIUTNAR—L—L

o EBNRFZ

o BITEREZ

o EEND D OB

BE)
BEERERTT D,
SWR2311P>show environment
[Device]
Model : SWR2311P-10G
BootROM version : 1.00
Firmware version : Rev.2.02.33 (Mon Sep 1 00:00:00 2025)
Board version : 00
Destination : 00 (=)
Serial : S00000000
Device ID : 0000000-0000000-0000000-00000
MAC-Address : ac44.£200.0000
PoE version : 2.1.0.1
[Status]
CPU : 5% (5sec) 4% (1min) 4% (5min)
Memory : 33% used
SD card : Unmounted
Fan status : Normal
speed : FAN1:4444rpm FAN2:4444rpm
Temperature status : Normal
value : 27 degree C
[Configuration]
Startup firmware : execO
Startup Configuration file : configO
selected file : config(SD)
Boot auto-apply : Enable
Serial Baudrate : 9600
[Time]
Boot time : 2025/09/01 11:13:00 +09:00
Current time : 2025/09/02 16:18:00 +09:00
Elapsed time from boot : ldays 05:05:00
453 7 4 A7 {ERARG
E=Y
show disk-usage
[AJIE— ]
FFEHE EXEC E— R, F§HE EXEC £—
[EA]

VAT LATHEHAL TS T 4 A7 ORI AR TR~T 5,
« System: ¥ AT MEMAT Y 7 (EEFHET)

+  Temporary : —FF= U 7

[ EH]

T4 A7 OERRLERRT D,

SWR2311P#show disk-usage
Category Total Used Free Used (%)
System 160.6M 1.1M 154.8M 1%
Temporary 80.0M 2.4M 77 .6M 3%
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4.54 TR O T v R DER

[EFX

show process
[AS1E— F]
FikE EXEC E— R
[BLFA]
FAITho Tt 2B —FEFERT 5,
[BREH]
FIThDOF a2 EFRT 5,

SWR2311P#show process

4.5.5 A F U RN DOFR

[EX]

show memory
[ASTE— K]
et EXEC E— R
[FREA]
Tak AHEO AT IVFHEERTIT D,
ITOHEBZ2F T 5,

IHE A

PID =5 D)
NAME Fat A4
%MEM W AEY O R
SIZE WEE A = U O HEEIEH)
PEAK WA ) OFHE(ZILE TORKIHE)
DATA AR A £ ) —gEE Y 1 X
STK AR TP AR
[ E R

Tut A0 AT VENEEZTRT D,

SWR2311P#show memory

4.5.6 HHi R— MMEROFER

[#FX]

show tech-support
[AFTE— K]
Kt EXEC E— R
[RLEA]

B AR — MEWME R T D, HIfr A — FEBRIZIE,

LIFDa~ > ROFATRHRNG £ 5,

o< R

ES

a
a
|

show running-config

show startup-config

show environment

OlO0|O
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a<w R

|

show system-diagnostics

show clock detail

show disk-usage

show inventory

show boot all

show boot prioritize sd

show logging

show process

show users

show interface

show frame-counter

show vlan brief

show spanning-tree mst detail

show etherchannel status detail

show loop-detect

show mac-address-table

show 12ms detail

show qos queue-counters

show ddm status

show errdisable

show auth status

show auth supplicant

show power-inline

show error port-led

show ip interface brief

show ip forwarding

show ipv6 interface brief

show ipv6 dhcep interface

show ipv6 forwarding

show ip route

show ip route database

show ipv6 route

show ipv6 route database

show arp

show ipv6 neighbors

show ip igmp snooping groups

show ip igmp snooping interface

show ipv6 mld snooping groups

show ipv6 mld snooping interface

M
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOEi

show radius-server local certificate status
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a<w R

|

show radius-server local nas

show radius-server local user

show radius-server local certificate list

show radius-server local certificate revoke

show sflow

show sflow sampling

show yno

#
olo|o|olololo]|F

[BE B
Hfr R — MMz 215,

SWR2311P#show tech-support
#

# Information for Yamaha Technical Support

#

*** show running-config ***
|

! - Running Configuration -

! Current Time: Fri Jan 1 00:00:00 JST 2021
|

dns-client enable
|

vlan database
vlian 2 name VLANO00O2

vlan 3 name VLANO0OO3
|

interface portl.1l
switchport
switchport mode access

*** show startup-config ***
*** show environment ***
*** show disk-usage ***

*** show inventory ***

#

# End of Information for Yamaha Technical Support

#

SWR2311P#

4.5.7 H N— MEROIRTFE

[EFR]
copy tech-support sd
[AS1E—F]
¥¥iE EXEC E— R
[FiA]
Hefi R — M % SD 71— NICIRAET 5.
SD 51— FIZIZLL T D7 7 A 4 TIRIFE N D,
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/swr231lp/tech-support/YYYYMMDDHHMMSS techsupport.txt
% YYYYMMDDHHMMSS ... @t= v RETHROMEH A SR

[/—F]

FANZSD I — REFHAL TBLERH D,

(B EH]

Feffi AR — g #HR A SD 7 — RITRFET 5,

SWR2311P#copy tech-support sd

4.6 AT ABC2ZH

4.6.1 ¥ A7 b HEZWikERDOETR
[EX]
show system-diagnostics
[AFTE—F]
FERFHE EXEC £ — I, %5 EXEC £— I
(@]

TRTOYAT AHCBBRR (F— b7 v 7RISR, 7~ FRWHSR, ~AE=4 Y L 7B
#HAT B,

[ EH]
VAT AACRWR R AR T D,

SWR2311P#show system-diagnostics
Test results:
P = Pass, F = Fail, U = Untested
N = Normal, W = Warning

- Bootup
Loading Test: Pass

RTC Test: Pass

- On-demand
Last on-demand diagnostics information:

Date : 2025/01/01 09:00:00 +09:00
BootROM : Ver.1.00
PHY Test:

Port 1 2 3 4 5 6 7 8 9 10 11 12

- Health monitoring

SFP Test:
Port 13 14 15 16

4.6.2 T~ RZWoEST
B

system-diagnostics on-demand execute [no-confirm]
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[F—U—F]

no-confirm ATy F2BOETHRR (yorn) ZITOTRIGEITT S
[AF1E— F]

F¢HE EXEC £— K

[FFA

FoTv v Rgkia I T 5,

ZWHIT T NTO LAN/SFP AR— b &y v MU 45, Sk TRICIIMS 2Rz 2on L, BBV AT
LEHEET D,

NI A=H—HIELRWERIT, AT~ RRMaEITT50 82 0 0REZRD N5,

DA FATT DB Y 2, ETLAVEAIE 1" 2 AT ILERS D,

[/—}]
F T v R Wik R OFENI L FE B 12 show system-diagnostics =~ > K CHER TX 5,
[ E B

T Ty KB £ 5,

SWR2311P#system-diagnostics on-demand execute
The system will be rebooted after diagnostics. Continue ? (y/n) y
on-demand diagnostics completed (pass). reboot immediately...

4.6.3 &7~ v Wi R OBk
EN
clear system-diagnostics on-demand
[A1E—F]
F#HE EXEC £— R
[RLBA]
F T~ v Rk REHIRT 5,
[EXE B
Fe T FRIRERENIRT 5.

SWR2311P#clear system-diagnostics on-demand

4.7 r—7 )L

4.7.1 r—7T NEBW D ELT
B

cable-diagnostics tdr execute interface ifiname

test cable-diagnostics tdr interface ifname

[73F A —5—]
ifname : LANAR—FrDA v F—Tx—24
XRDA B —T =2 —R
[AJ3E— R]
¥t EXEC E— I
B
=7 VWi EFETT S, AilRlOZKT#EFIX show cable-diagnostics tdr 2~ > R CHER T 5,
[/— 1]
WS S ERTOFER O RFF SV, BES — T VM A2 FT LGSR ES EEEX IS5,
[BEH

portl.1 (28 STV D LAN 77— 7 VD2 % (7T 5,
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SWR2311P#cable-diagnostics tdr execute interface portl.l
The port will be temporarily down during test. Continue? (y/n): y

[)

% To check result, enter "show cable-diagnostics tdr"

472 r—7 )W R0 7 VT
B

clear cable-diagnostics tdr

clear test cable-diagnostics tdr

[ASIE—F]

FiHE EXEC £— R

[BLAA]

AiflA] @ cable-diagnostics tdr execute interface =~ > ROEITHEREZ 7 V735,
[ E 5]

AiElD r —T NVBW O EITREREZ 7 ) T35,

SWR2311P#clear cable-diagnostics tdr
SWR2311P#

413 r—T NVEBWHRERDOFR
E

show cable-diagnostics tdr
show test cable-diagnostics tdr

[AJTE— F]

JEHHE EXEC & — R, H## EXEC £— R

[FHA]

Hi[F @ cable-diagnostics tdr execute interface =~ > RO FEITHER 2 FRT 5,
[BEH

HiElD r — T NV DO EITHE R A TR T 5,

SWR2311P#show cable—dlagnostlcs tdr
Last run on Tue May 31 14:29:35 2022

Port Pair Status Fault distance
portl.8 1 OK =

2 OK =

3 Open 15 m

4 Open 15 m

4.8 REZl| & B

4.8.1 B O FEERE

e
clock set time month day year

[T A—=HF—]

time : hh:mm:ss
1534

month : <1-12> F£ 721 Jan, Feb, Mar, ..., Dec
A E72iX A4

day o <1-31>
H

year © AE(TEIE 4 47
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[ASTE— R

et EXEC B— R

[FiEA)

VAT LREHERTET D,
Batl]

Wizl 2 2015451 A 1 H 0FF 04y 0 RICERET D,
SWR2311P#clock set 00:00:00 Jan 1 2015

482 A LY — 2 DRE

[ER]
clock timezone zone
clock timezone offset
no clock timezone

[23T A —%&—]
zone - VNN
B EME B!
UTC o 2 TH FUIRE
JST A AR HERE

offset : UTC 75 OB EZ R E
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R EME B

-12:00 GMT-12:00
-11:00 GMT-11:00
-10:00 GMT-10:00
-9:00 GMT-9:00
-8:00 GMT-8:00
-7:00 GMT-7:00
-6:00 GMT-6:00
-5:00 GMT-5:00
-4:30 GMT-4:30
-4:00 GMT-4:00
-3:30 GMT-3:30
-3:00 GMT-3:00
-2:00 GMT-2:00
-1:00 GMT-1:00
+0:00 GMT+0:00
+1:00 GMT+1:00
+2:00 GMT+2:00
+3:00 GMT+3:00
+3:30 GMT+3:30
+4:00 GMT+4:00
+4:30 GMT+4:30
+5:00 GMT+5:00
+5:30 GMT+5:30
+5:45 GMT+5:45
+6:00 GMT+6:00
+6:30 GMT+6:30
+7:00 GMT+7:00
+8:00 GMT+8:00
+9:00 GMT+9:00
+9:30 GMT+9:30
+10:00 GMT+10:00
+11:00 GMT+11:00
+12:00 GMT+12:00
+13:00 GMT+13:00

(R E]

clock timezone UTC

[AFTE—F]

rua—s\varz 4 b—va e —R

[FAA]

B4 D= ERRET B,
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no JEXCHEITT B &, UTC 2725,
[BXEH]
BA LY =% ISTICHRET D,
SWR2311P (config) #clock timezone JST

B A DY — % UTCH9 BRI ET D,
SWR2311P (config) #clock timezone +9:00

483 h~—F A LOREGVIRL)

EN
clock summer-time name recurring week wday month time week wday month time [offset]

no clock summer-time

[/3T A—HF—]
name DA A LADBRITISNTNWD E ZICRRT HEA LY — 2 DAHI
A PHLT(T L)
week 1 <l-4> F£ 7213 first, last
H O H ) ZEET 5
wday . Sun, Mon, Tue, ..., Sat
e H
month : <1-12> F£ 721 Jan, Feb, Mar, ..., Dec
H E72iX H4
time :  hh:mm
534
offset o <1-1440>
Y~ =2 A LOMISBNY DEFH, 5 THRET D, 7 7 4 /v ME 60,
(IR E
72 L
[AJIE— K]
Jua—n"Nnarz4 s b—va e —NF
B

P~ —F A LERET D,

ERE L LR THRBB IO TT D0 I ~—2 A L &2RET D,

BAIDOEGy TH~—2 A LAOBMEZ, 2 FDOHS TR TR ZIEET 5,

no JEATHEITT D & REDVHIERS LD,

[/— k]

Y~ — 2 A DMIEERETER,

[

V=S A LPEFEI HOHE _HRO2EHIMAED . 11 AOH—HREDO 2 FHIHKD D X 5 ICRET D,
SWR2311P (config) #clock summer-time JDT recurring 2 Sun Mar 2:00 1 Sun Nov 2:00

4.8.4 Y~ —& A LOBRE(BHEE)

[F=

clock summer-time name date month day year time month day year time [offset]

no clock summer-time
[/XF A—F—]
name YA ADHITINTNWD L ZZERT DL A LY — DAFH]
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A HHLT(T SCTLA)
month : <1-12> F£ 7213 Jan, Feb, Mar, ..., Dec
H ¥£7213 A4
day ¢ <1-31>
H
year D AR(TEIEF 4 4)
time :  hh:mm
1537
offset 1 <1-1440>

Y~ =5 A LORICIBMNT DIH, 73 THRET 2, 7 7 4 /L MEIT 60,

[FIH13 E]

L

[AJTE— K]

Ja—n)aryJ 47—y g — R

B

fw—2 A LNERET D,

BELEAMTCHEBRE IO T TALICh~—% 1 L5 ET S,

B DOH T~ —4 A OB ES 2, 2FDOW TR T HMNZRET 5,

no FEXCTHEITT B &, HENHIBREIN S,

[/—F]

P — A NMIEHEZETE R,

[B%EH1)

PF—H A L2021 FE3H 4 BDO2IFZHED, 2021 4F 11 H7HD2RFIZKDA LI ICHET D,
SWR2311P (config) #clock summer-time JDT date Mar 14 2021 2:00 Nov 7 2021 2:00

4.8.5 BUERZ| DR
[ER]
show clock [detail ]
[F—TU—F]
detail ORI b 2R D
[AFE— K]
FEHHE EXEC B — ., #5HE EXEC £— N
[F ]
BUEDOREZ, A B2 E£RT D,
detail Z457E L7256 13, SEMIEREUEDREL &~ —F 1 D) ERRT 5.
Y —Z A LTMED K U(recurring) D356, IR(E T2 IZBEMATH) OV~ — % A 2HIH O FEED At &2 KR 2,
[BREH]
BUEDR % £ d 5,

SWR2311P>show clock
Thu Jan 1 00:00:00 JST 2015

HIEDORZ OFFMEREFKTT D, (M~—F A LORERDHDHH)

SWR2311P>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time
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Type : Recurring

Offset : 60 (min)

From : Sun Mar 14 02:00:00 JST 2021
To : Sun Nov 7 02:00:00 JDT 2021

BUEDORFA OFEME ML £ T D, (V~—F A LORENZRVEE

SWR2311P>show clock detail
SWX3220>show clock detail
Thu Jan 1 00:00:00 JST 2021

Summer Time Disabled

4.8.6 NTP — _"—DHE

EEN
ntpdate server ipv4 ipv4_addr

ntpdate server ipv6 ipv6_addr
ntpdate server name fgdn
no ntpdate server

[F—U—F]

ipv4 : NTPH— "—% IPv4 7 KL A THRET D
ipv6 : NTPH—"—% IPv6 7 RLATHHET D
name : NTP #— =% KA N THRET S
[/3F A—%—]

ipvd_addr : NTP h— =D IPv4d 7 R L A

ipv6_addr : NTP — =D IPv6 7 R L A

IPv6 U > 7 m—R VT RLRAZEET DHE1F, BHA V7 =7 = —ALBETO2LERDH
% (fe80:X%vlanN D)

Jfqdn : NTP — "—DFRE A 4
FFE L L THRF(RCF/NLT), BT, (B U A R, (A 7 2)DMER TR

[FIEIE% E]

L

[AJIE— K]

Ja—N")naryz4JL—g rF— R

B

NTP —"—D7 RUAETIXAR A N =BT 5,

ARKa<r RIZRKT2OETHRETE S,

no B CTEATT 5B &, HENHIBRINS,

NTP H#—/3—% 2 D% E L7 IKAE CTREZIFIM 21T > 72455 . show ntpdate =~ > K TH/R I 415 NTP server 1, NTP
server 2 DJIEF CTHRIWAEDLEEIT I,

NTP server 2 ~DWV A%, NTPserver 1 & DRMICAI LTZHBAEDOHITHILS,
(B E B

NTP H—/3—|2 192.168.1.1 &R ET 5,

SWR2311P (config) #ntpdate server ipv4 192.168.1.1
NTP H—/3—|Z fe80::2a0:deff:fe11:2233%vlanl %R ET D,

SWR2311P (config) #ntpdate server ipv6 feB80::2a0:deff:fell:2233%vlanl
NTP #—/3—{Z ntp.example.com % & ET 5,

SWR2311P (config) #ntpdate server name ntp.example.com
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4.8.7NTP — _— 2 X 5EZIFHI(A >3 v FEHD

[ER

ntpdate oneshot
[AJIE— F]
F¢HE EXEC E— R
B

BERES TV D NTP H— = B LIS RO BUS 2R 42 5,
Ao~ REATHHC 1 EZIT1T 9,

[RXEHI]

NTP H— =5 REZIE &2 S35,

SWR2311P#ntpdate oneshot

4.8.8 NTP ¥— 3— (2 X 2 BZl| [EI R (B I FHaR E)
EN

ntpdate interval interval-time

no ntpdate interval

[/3T A =4 —]
interval-time 1 <0-24>
A& DY O], 0 WP 2457 LIS aid, M 217h 720
(AR E]
ntpdate interval 1
[AJIE— K]
Jua—nmNnarz 4 b—va e —R
[@i ]

GRS LT D NTP B — 3=/ 5 JE IR IS R 201 & B 9 2 HRR 2 1 e AL TRROET D,
no JEATEITT D & AIWIREICRK D,

Ko~ RIATRE, BEICHREZI OB 247, IR, B8 LA CHBT 217 9,

[BXEH)

R DWW E O£ 2 BEHB X217 0,

SWR2311P (config) #ntpdate interval 2
R DB AT 21T RN L 2127 D,

SWR2311P (config) #ntpdate interval 0

4.8.9 NTP Y —"—I2 X % B AR EEH O
[
show ntpdate
A1~ K]
JEFFHE EXEC £ — R, 4§ EXEC £— K
[BLH]
NTP $— /=2 £ 5 IR BT % e e 27T 5,
[XEH]
W IR E N i 2T B, IR | B OB A

SWR2311P#show ntpdate
NTP Server 1 : ntp.nict.jp
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NTP Server 2 : none
adjust time : Thu Jan 1 09:00:00 2015 + interval 1 hour
sync server : ntp.nict.jp

WPz R E i E £ d 5, X AMEHZR LOBE

SWR2311P#show ntpdate

NTP Server 1 : ntp.nict.jp

NTP Server 2 : none

adjust time : Thu Jan 1 09:00:00 2015
sync server : ntp.nict.jp

4.9 MERRE

49.1 74— K@YV —NVE—IFI)~DBIT

E&
line con port
ST R =5
port 0 0
UT NI =R — N &S
(IR RE]

line con 0

[AJ1E— K]

sFu—nRarz 4=y arE—R

(B

ALY NG = ITNOBEEATI DD T A 2 F— FICBATT %,
[/ — D}

SAVE—FNMSbZu— S\ )Lar 740 b—3 g F— RIZEAICIT exit 2~ FEMHEH L, HbE EXEC £— FIZ
HAHXend 2~ REMEHAT S,

[BREH]
ALY NH=ITNVERETDILODTA E— FICBTT 5,

SWR2311P(config)#line con O
SWR2311P (config-line) #

492 VTY R— FOREB LT A »E— B(VTY R— M)~DBAT

EEN
line vty portl [port2]
no line vty portl [port2]

[PXT A —=F—]
portl : <0-7>
VTY R— &
port2 ¢ <0-7>
HPHFR ERF D ks VTY R — &
(R E]
no line vty 0 7
[AJ1E—F]
Ja—)varyz 4 l—y g rEw—NR
[FAA]

HELEZVIY R—FE2ENCLEZDL, VIY R— FOREFITHIT-ODT A F— NITBITT 5,
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no G THEAT LI GIE, FE L7 VIY R— b 2T 2,
port2 ZIRTE L2 1%, ®PHIE E & 72 0 (port] 725 port2 £ TOTXTOVITY A— bEBELZZ L2 b, port2
X portl U\J:O)%‘éﬁ L7 iud7e 5720,

[/ —H]
TELNET 7 7 A 7 > s O KERHEG L, %7 VIY A— N Ok EFET 5,

FTA =R u—rar 7 47— a T — RICED T exit 2~ FEEHA L., %54 EXEC £— NIZ
RAIIZend 2~ REFEHT 5,

[BREH]
VIY R—F #0 ZHNLT=Db, T4 F— RICBITT 5,

SWR2311P (config) #line vty O
SWR2311P (config-line) #

493K SA 2 A LT U NERBORE
[EF=R]

exec-timeout min [sec]

no exec-timeout

[/3T A—=F—]
min 1 <0-35791>
ZA LT U NEEEI(G))
sec 1 <0-2147483>
ZA LT U NEERHEI(FD)
(AR E
exec-timeout 10
[AJIE— F]
FAE—F
(@]

A= H—=IFNVEBIRVTY T, F—ADRLWGEICE#MNICe 7T 7~ 75X TORMERTET 5,
sec ZEME LIZHAIE. O NREIND, min, sec & HIZOIZHRTELTESEAIL. BEICa 777 K L7V,
no IER, TEIT LT AT CITE A,

RKa<wy FERE®R, Rou A4 RN LERESEMAIND,
[3’"/?_@]]

A=AV DEA LT T N E 5 TICERET D,
SWR2311P (config)#line con 0

SWR2311P (config-line) #exec-timeout 5 0
SWR2311P (config-line) #

494 AL TVAEEK 1 R—VHEY ORFITROLEE
E=y

terminal length /ine

terminal no length

[T A—=HF—]
line . <0-512>

IR 1 =Y H 720 DERTATH
[AS1E— ]

JEEFHE EXEC ©— K. 4 EXEC £— K
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B
FEHLTWDER 1 =V ORTITEEEET D,
line \Z0 #fE L= E. X—UHBACTHRRZ —ReE R L,
terminal no length =~ > N&FT L2 HEIEL. BRITEN VU T var Yy — ORG24, VIY OEEITHER
DY RTYARERD,
[/—}]
Ka<r Rk, F7k. AEICEER KBRS D,
service terminal-length =~ > FOBREL Y, Ka~r ROFETHEROLFBEL L CEM I b,
[ E ]
FBEHLTWDIR 1 =T B2 OFRTFITEE 100 TICEET D,

SWR2311P>terminal length 100
SWR2311P>

495 MR 1 R—ThT2 0 OFRFRITEORE

[EX]
service terminal-length /ine
no service terminal-length

[/3T7 A =5 —]
line 1 <0-512>
AR 1 =T H T2 DFRTITE
(AR E]
no service terminal-length
[AJTE— K]
Jsua—nm"narz4 7 b—va e —R
[Fi ]

MR 1 R—=U BT ORTITHERET D,

line % 0 IZRRE LT=Hh, _— VBN CHEREZ —RHEIE L7,

no JERCTEIT LA, ERTEN VY 7var Y —LOBAIE 24, VIY OBAITEGRO Y v R4 X
LD,

[/— 1]

Ka<wy REE#H, RO 7 A CRENDRENEH S5,

terminal length ==~ > RN EIT I N7254 . terminal length =~ > ROFEATHRER O B B L CEH I b,

[ E B

IR 1 =BT OFRFITEZ 100 TICHET D,

SWR2311P (config) #service terminal-length 100
SWR2311P (config) #

4.10 {157

4.10.1 {£5F VLAN OHE

[EFX

management interface interface
no management interface

[/3T A —F—]
interface : VLAN A & —T = — R4
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(AR E]

management interface vlanl

[AJ1E— ]

Ja—)ary 74—y g — R

B

RAF RIS 5 VLAN Z30ET %,

ARavw FERETHIET, L2MS =—V = FCEIET 5L &, L2MS v % — V¥ — 02 5% 4 VLAN IZH] D Y4
THNFEIPT RLRAZERE - BB TX 5,

no B CTHEIT L7255 E. H LIX VLAN ZHIFR L72GE, Ra~vr RLUIHERTEICRE D,
(B EH]
f5F VLAN % VLAN #2 IZRET 5,

SWR2311P (config) #management interface vlan2

4.11 SYSLOG

4.11.1 v 7 D@ (SYSLOG Y — —)DRE
EEV
logging host /o5t
no logging host /ost
[/3T7 A—5F—]
host : AB.CD
SYSLOG #—/S—®dD IPv4 7 R - A
X: XXX
SYSLOG #—/3—®D IPv6 7 R L A
IPv6 U > 7 v— T RUAZEET 25013, BHA V=T == A bIRETHMERD
% (fe80::X%vlanN DIEZ)
(AR E
no logging host
AHE— K]
sa—s\)var 74—y g rE— KR
[FEHA]

a7 D@ TH D SYSLOG Y —"—D P T KL AEZRET D,
R M) —8iFx2 ThH 5D,

no FECHEAT LGS W EICREY . @A Thieu,
[BREH]

SYSLOG H—/3—®D IPv4 7 FL A% 192.168.100.1 IZRET 5.

H

SWR2311P(config)#logging host 192.168.100.1
SYSLOG —/3—®D IPv6 7 R L A% fe80::2a0:deff:fe11:2233 IZFRET D,

SWR2311P (config) #logging host fe80::2a0:deff:fell:2233%vlanl

4112 2 D@7 +—~ v PORE

E=N
logging format sype

no logging format
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[78T7 A —=F—]

type 0707 x—~ - NMEjl|

1L

BN

Bl

legacy

Ny B (FA DAL T RA N B
BORVWIE 7 4 —~< v b

(IR E]

no logging format

ASE— ]
ra—s\)ar7 4l b—varE— R

[FLAA]

SYSLOG H—R_R—~jBHTDHA v =T DT 3 —~ v NEEFET D,
W~y B = (XA LAF T IRA ML) BED D,

no JEATHEIT LT 4;

[BREH
SYSLOG A vt —V D7 p—~w Mo~y X =7 LICH

A1X SYSLOG A »vtE—

SWR2311P(config) #logging format legacy

4aN3 D77 )T L fEDORE

:J'h

H

ET D,

E&
logging facility facility

no logging facility
[T A —F—]
facility nJ7n7 7T Al
R EE Bk

0..23 facility fi
user 1
local0..local7 16..23

(AR E

logging facility local0

[AS1E—F]

rua—)arz 4 L—va rE R

B

SYSLOG #— "=~ § 5 A v =07 7V U T 4 HEEET D,

[/— "}

77 U T A EOERSITIE, % SYSLOG Yr— "—THH 21T 9

[BXRE )

SYSLOG * vt—Y D77 VT 4% 10 IZRET D,

SWR2311P (config) #logging facility 10

4.11.4 v 7 OHF L~ (debug) DX E

[ER
logging trap debug
no logging trap debug
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[ E]
no logging trap debug
[AJ1E— K]
Ja—x)ar 74—y g F— R
[RiAA]
debug L~L D1 7% SYSLOG IZH /195, no I THEIT LA T L,
debug LIV AT D EREOR IR TISNDT0D, BERGEDHZANIT 5,

logging host =~ > N C SYSYLOG ¥ —/\—|ZHEHT 255, B A MUZIZ+H077 « 27 Rz L T 2 &
MWEFE L, T 740 MEEITH I LR,

[BEH]
debug L'~ LD 1 7% SYSLOG IZH /195,

SWR2311P (config) #logging trap debug

4.11.5 v 7 ®H 77 L~ L (informational) D §% &
[F=

logging trap informational

no logging trap informational
[WIHIRRE]
logging trap informational
[AS1E— ]
Jra—\)arz 4 b—varE— R
[
informational L' ~~/L® w7 % SYSLOG (21 /19 %,
no FEXTIHAT L7 HA 13 HI T Lauy,
[/—}]
logging stdout info =~ R T Y — /LI EEDZ L NA[EETH D,
Bl
informational L' ~~/L® w7 % SYSLOG (ZHi /19 %,

SWR2311P(config) #logging trap informational

4.11.6 7 7 O H I L~ L (error) DR iE
[ER]

logging trap error

no logging trap error
[WIHARRE]
logging trap error
[AJIE— K]
Jua—)arz 4 —y g rET—NR
[BLAA]
error L'~UL 1 7 % SYSLOG (217 %,
no I THAT L72GA 1T HI I Lawy,
[BEH]
error L' ~L D1 7 % SYSLOG (2§ %,

SWR2311P (config) #logging trap error
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anTuerZoary ) —VHAIRE

[EFX

logging stdout info
no logging stdout info

[FIEIER E]

no logging stdout info

[ASE— R

Jua—arz 4 J—yarEt—K

[FRHA]

informational L' ~L® SYSLOG % = >V — LIz 14 5%,
no JERTEIT LA 1T 1 L7,

[ EH]

informational L'~ ® SYSLOG % =2 > Y — /14 5,

SWR2311P (config)#logging stdout info

411.8 A X MEN O FHAODOERE

E&
logging event #ype

no logging fype
[73T A —F—]
type D R HERIET DA N MER
REE B
lan-map LAN v v 7

(IR E

no logging event lan-map

[AJIE— F]
Ja—n"narz4 7 b—varE —NF

B

FRE LAy MEROr 7 AhEHEHT 5,
no JEATHEAT LIcHaldn ZH 2177w,
[BXEB]

LAN v v 7 onu Z7H 263 %,

SWR2311P (config) #logging event lan-map

419 T ORI T v/

[ER
save logging
[AF1E—F]
JEHME EXEC E— K, #5#E EXEC £— K
B
RAM RIZEf &7z v 27 % 4T Flash ROM (ZIRTFT 5.

o 7 OERIT RAM b, EHEICHEI T FlashROM Iy 7 7 v XL TWADR, Aa<wr Rioky ., F#
TR I T v TTBHILENRTED,
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logging backup sd enable =~ > R ESNTEY, 72 SD I — RAHFA I TV 54, Flash ROM IZIRIFT D
EFFFZ, SD W — FRICHELFD 7 7 A W4 TRIF S 15,

/swr2311p/log/YYYYMMDD syslog.txt

=

YYYYMMDD ... savelogging =~ > NFEFTHFD4EH H
[BEH
0y DNy T T EITD,

SWR2311P#save logging

41110 2 7D SD I— Ry I T v FORGE
[EFX]
logging backup sd enable

logging backup sd disable
no logging backup sd

[F—T—F]

enable D BT DSDA— RN I T T EHGINT D
disable D BIDOSD A=Ky I T v T BT D
(AR E

logging backup sd disable

[AS1E—F]

sua—mnarz4 7 b—varE —NF

B

a7 ®SD H— KRy 7T v T O - Wb ERET D,

HMME LI=5E . savelogging 2~ REFEIT L& X|2SD #— Ricu V& {RFT 5,
no I CTIAT LGB IR E IR 5,

SD 1— FNIZIZLL T D 7 7 A V4 TIRIFEE N D,

/swr2311lp/log/YYYYMMDD syslog.txt

YYYYMMDD ... save logging =~ > RE{THFD4EH H
[BREH]
BT DSDA— Ry 77 v T HENT D,
SWR2311P (config) #logging backup sd enable

4.11.11 7 7 OYIE
[

clear logging
[AJ1E— F]
FiHE EXEC £— N
[@iA]
m 7 aHIERT %,
Bl
n 7z HIBRT %,

SWR2311P#clear logging
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4.11.12 v 7 O
[EFR]

show logging [reverse]
[F—T—F]
reverse L B EWIBICERT D
[AJIE— F]
FEREME EXEC £ — I, F7#E EXEC £— N
[FiAA]

AHEZROBERR A TS LT n V2 RAT 5, BEIIHEERZOE WS DG r VZIEICE RT3, reverse 2345
ESNIHEE BV RT T %,

1 7 OEREFHESIL 10,000 4 TH D, BARBEBZ ZHEICIE, BERAO TN ONLHEEIN TN, &K
Bl Eowv 7R T 5855121, logging host ==~ > }‘“C1173i’ SYSLOG H—/3—[Z#AE LT, A A MITTERIFET
HILENRD D,

M358 7 DL~ logging trap 2~ R THREFRETH 5,

[/—}]

o 7 OEREIT RAM ETiTbil, EHIMIZEEI T Flash ROM Iy 7 7 v XL TW5, BIREZYD ENRNy 7T v
SNTWARWa ZIRIFESNRVDT, o 72 RFELTEWGAIITEI TRy 7 7 v 7T HA0ERD D,

reload =2~ KRR T7 7 =AU 2T DONR—=Ua T v RS L 5HEREZIToZ5E81F. o 7 2RFFL TS
[B%E B
0 s ERRT D,

SWR2311P#show logging

4.12 SNMP

4121 SNMP BH A v —VDOEELEFA FD
[EX]

snmp-server host sost_address type version version community

E

o

snmp-server host rost_address type version version seclevel user
no snmp-server host host_address
no snmp-server host rost_address type version version community

no snmp-server host rost_address type version version seclevel user

[7XF A —4&—]
host_address OBEIA =V OREHE IPv4 £721XIPV6 7 R LA
IPv6 U7 ma—)T FURAZIRET 25613, EHA v 2 =7 == AL RETDLLER D
% (fe80::X%vlanN D)
type DA b=
REME B
frans WA ve—V% b7y TR E MR
P L)TET 5
HEIA v E—T % inform Y 7 = X MEA(S
informs BB S V)Y TIE(ET D, version H32¢'E 7=
3D L EIEETED

version . SNMP XN—2 g v
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REME LA
1 SNMPv1 % {#
2¢ SNMPv2c % i H
3 SNMPv3 % {#i
community oA a=T7 4 —432 3LFLW)

version W1'E7-132c'D L XIFETE 5
M2, " FE L CTHERTWEE &, @O ", " IEFERICE e n

seclevel DA = VORIEIBWTRO NS EXF 2 YT 4 —LL
version 33D & EDHIFETE D
REME B!
noauth FRE7R L+ B 572 L (noAuthNoPriv)
auth FRED V)« B 5k 72 L (authNoPriv)
priv RiLd V- K5k Y (authPriv)
user DoAY —4(32 LFEL)

version 3D & X DHIFETE D
U2, " F 2 CTHERLTWEE &, @EO ", " IEFEICE e n

[FIAER E]

L

[ AJTE— K]

Ja—n)aryz 4 b—y g rEw—NR

B!

SNMP I A v — L DFELREHRET D,

AT M) —#iE8 TH D,

no B THAT L7 A 13, FaERELAR A NORELZHIFRT 5,

[/ — 1]

IPv6 V7 a—hNT7 RLATHRELTWDEA, F—7 RLAICK LERDEHA VX —T = —AZFEE LTZF
TExEBMTHE, TRLALEEHA LV HX—T =—A @n‘ﬂ%k/\bﬁ#/ﬁﬁézhtkifﬁ L. WA DO EN
FTRTHIRENDZDOTEETDHZ &, BlxIE, "fe80:10%vlanl" ZFHE LIZZENEHS 25512, #Hilzl
"fe80::10%vlan2" OFXE A BIMNT 5 & | "feSO::IO%Vlanl" DERIE i*ff\'(lﬁ'”i%éﬂ\ BN 7= "fe80::10%vlan2" D&
EDHRDIED Z L2725,

[ EH]

SNMPvl ZfEH L, b7 v 7 OEE % 192.168.100.11 IZFXET H, b7 v 7D a I 2=7 ¢ —4 % snmptrapname
WZHET D,

SWR2311P (config) #snmp-server host 192.168.100.11 traps version 1 snmptrapname

SNMPv2c Zff L. lEI A v E— DOE(ESEE 192.168.100.12 2R IET D, WEZ A 7 % informs, WHIED 2 I 2
=7 4 —4 % snmpinformsname (235 ET 5,

SWR2311P (config) #snmp-server host 192.168.100.12 informs version 2c snmpinformsname

SNMPV3 Z i L, @A A v t—Y DOEE % 192.168.10.13 [IZRET 5, WY A 7 % traps, =ET 5RO 2
UT 4 — L% priviZ, =—F—4% adminl \ZHET 5.

SWR2311P (config) #snmp-server host 192.168.10.13 traps version 3 priv adminl



64| 2~ R 77 LU X | RSF - EHRE
4122 VAT AREIRFICBE A v — U EET B F TOGEER ORE

[EFX

snmp-server startup-trap-delay sec
no snmp-server startup-trap-delay

[73T A—=F—]
sec : <10-600>

FEHERE TR (FD)
(AR E
snmp-server startup-trap-delay 10
[AJIE—F]
Jua—nnarz4 7 b—varE—F
[@iA]

VAT LEBIFHZ, SNMP A A v & —Y (b7 v 7)) ZFET D E TOFMRRHZRET 2,

AT LEENR, AR ROE D F TICAERM S SNMP JEHI A v —UE, AR RERE 2R E S D,
no JEATHEAT LG E1E, REZHIRT D,

[/ — ]

RS OFHAIBI S, M TIX, U Ton i3Sl 47,

[ SNMP] :dbg: SNMP startup trap delay timer start (delay sec : XX)
[ SNMP] :dbg: SNMP startup trap delay timer end (delay sec : XX)

[ EH]
VAT MEEIERIC, SNMP @A A v — U EEET D F TORMIER A 30 IcRET D,

SWR2311P (config) #snmp-server startup-trap-delay 30

4123 BETHBEHRA v =T H A TORE

E&

snmp-server enable trap trap_type [trap_type]
no snmp-server enable trap

[/XT A —F—]
trap_type NIy 7O
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BRIEME i
coldstart IR OFF/ON, 7 7 — A7 =7 FHiE
warmstart reload 2~ RSEATHY
linkdown NS E A
linkup Voo T v 7k
authentication FORIE S
temperature T B A T R B
fan FAN 55 28{E,FAN {5 1L IF
12ms L2MS D= — = > MR /R
errdisable ErrorDisable & [/ fif FRIRE
rmon RMON A > kST
termmonitor Uit A AL Jen Iy
bridge i/\f’:‘/ﬁ“‘/UH/I/H MEH R R U—
pAd

powerethernet PoE JRABZEAL., /" B o HH g

loopdetect Jb— 7Kg R I

all TRTCO Ty TR, 2747 LT,
LRI RTO N7 vy THEENREIND,

(AR E)

no snmp-server enable trap

[AFIE— R]
sa—\)vary7 47 b—g =R

[FAA]

HMET DTy T oMM A T EEET D,

no IR THEATLIEHAIE. b7 v T2 EMICT 5,
B!

coldstart 7 v 7 EHENZT 5,

SWR2311P (config) #snmp-server enable trap coldstart
Ty T EEENT D,

SWR2311P(config) #no snmp-server enable trap

4124 AT LA EZ T D
[EX]

snmp-server contact contact

E

e

no snmp-server contact
[/3T A—=F—]
contact VAT ATaUHE T N E LTEET D455 UFLIN)

(AR E]

no snmp-server contact

[AJTE— R
rya—nNrary 74—y g rE—R
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[FEHA]
MIB %%k sysContact R ET 5,
sysContact IX—fXAUIC, FEE DL RTPEKILLZTLAL TEBEHTH D,
no JEATIHAT LA, REZHIRT 5,
[ 2B
VAT har By N swx_admin@sample.com [ZFXET D,

SWR2311P (confiqg) #snmp-server contact swx admin@sample.com

4125 VAT Al —a VDOFRE

[ER
snmp-server location /ocation
no snmp-server location

[/NT A—F—]
location VAT Aug—Ta b LTTORET B4 FRQ55 SLTFELAN)

(R E]

no snmp-server location
[AFTE—F]
srua—)Narr 4 L—va E—R
[
MIB 245 sysLocation % &% E 7 5,
sysLocation (X —fXAYIC, MR OBRELTEZTAL TBL LR TH 5,
no JECTHEAT LGB, REZHIRT 2,
[BREH]
VAT hrr—3 g % MainOffice-1F IR ET 5,

SWR2311P (config) #snmp-server location MainOffice-1F

E

W

4126 SNMP 2 I =2 =7 4 —D

&
snmp-server community community ro_rw
no snmp-server community community

[/NF A —5&—]
community : R a2=7 4 —4(32 XFLN)
WdEAS, " E /T THENA TV L & MmO ", " IESCTEICE £ 0
ro_rw DT AR
RIEME B
1o FEA L
™w XA HE
[FIHIERE]
7L
[AS1E—F]
sa—s\)var7 4 Lb—a sE— R
[BLFA]

SNMP 22 =2 =7 4 —%RET 5.
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Bk CTEL3I2=7 4 —DiRKREIT 16 TH D,
no B THEIT LI G, HBEaAI 2 =7 4 —ZHIBRT 5,
[BEH
A LEHDO 3 I 2 =7 ¢ —4 public 5K ET D,

SWR2311P (config) #snmp-server community public ro
public 2 X = =7 ¢ —&HIRT D,

SWR2311P (config) #no snmp-server community public

4.1277SNMP ¥ =2 —DH/E
[EX]

snmp-server view view oid type

no snmp-server view view

[73T7 A= —]
view B a—4(32 XTFLN)
oid : MIBA 7Y =7 MID
type D XA
BEME LA
include BELIAT7 V=7 bID 2EERICT D
exclude BELIAT7 Y7 b ID 2EBERS O
NI 5
[FI8AE E]
L
[AFTE— F]
Ja—x\ a4 L—yg E— KR
B

SNMPMIB ¥ = —%HET 5,
MIB B o—&ld, 77 B RXEEZH AT IHERICIEET A MIBA T V=7 hOEATH D,
ek CTE D MIB B = — D KT 16 ThHD,

0id 737 A —H—L type 3T A —F —D#IT FEEDA TV =7 FNIDLUBEO MIB Y7 U —Z2 &8 L45 /L
W L EEWT D, 0id NT A —H—& type NTA—H—DflE 1 OO N —E LT, £2DMIB E=2—I(Z
ML TEEOZY N —%2HETHIENTE, TORKEKITIS THD,

BHEH O P —ZHRE LI, TNENRE LA 7 V=7 FID OFTHEERIZHD L DIX, L0 FALOM
JEETHELILA TV FIDICKIET D type 3T A—F —NEERIND,

no A Ta~vy REFATLEGEAIE, MIB Ea—%2HIRT 5, =0 U —BLOHIBRIZTE 22,

[ EH]

internet / — K(1.3.6.D)LA F&F T most = —%RET D,

SWR2311P (config) #snmp-server view most 1.3.6.1 include
mib-2 / — F(1.3.6.1.2.1)EL F &% ¥ standard B = —Z R ET D,

SWR2311P (config) #snmp-server view standard 1.3.6.1.2.1 include

4.12.8 SNMP 7 )V —7F DRIE
B

snmp-server group group seclevel read read_view [write write_view)
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snmp-server group group seclevel write write_view [read read view)
no snmp-server group group

[F—TU—F]
read DRI N—=TIFRT D — P3G L ATREZR MIB B 2 — & FRET S
write DRI =TI R D= =S EZ AL FRE/R MIB B a2 —A4EET D
[/XT A —F—]
group L T—T 432 SCTFEA)
seclevel DRIV —TIEHRT A==l RO NI EF 2 VT 4 —LL
R EE B
noauth FREEZR L - IF5{k 72 L (noAuthNoPriv)
auth FAEd V- I 5{k72 L (authNoPriv)
priv PREdD VD -« B 5k & U (authPriv)
read_view DRI N—FIZEHRT D 2 — =24 L A[EE7e MIB B = — D4 (32 LFLAN)
write_view ORI NV—TICE R T D 22— =N EE AL FEEZR MIB B o — D4 132 SCFLA)
[FIEIEE]
L
[AFIE— K]
sa—\)var7 4 b—3g =R
[FHA]

=Y =T N—TEHET D,

ZDavwy RTCHRESNDMIB Ea—IlEENRVMIBA T Y=Y h~OT 7R IEEIEEN 5,

MIB t = —[I snmp-server view =~ > R K> CEHZIN D,

R M) =8I 16 TH D,

no B Ta~y FEFETLIEGEIL. EINV—TORELZHIRT 5,

[BEH]

a—H— 7L —7" admins Z{EAL L. admins 7V —7IZFTRT o 2 —H —|Imost B2 —~DTNT I AL G 2
%

SWR2311P (config) #snmp-server group admins priv read most write most

Z—— T N—"F users & 1ERL L. users 7 L —7FDFIET 52—V —|X standard & 2 —~DFmAH LT 7 ¥ AHEE 5
2B,

SWR2311P (config) #snmp-server group users auth read standard

4.12.9 SNMP = —HF—DRE
[EX]

snmp-server user user group [auth auth auth_pass [priv priv priv_pass]]

no snmp-server user user

[¥F—7U—F]

auth DORRET VA Y XL ERET D
priv OB ET LY R AERET D
[/3T7 A —F—]

user D a— P =432 LTFLN)
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MgEAS, " EIT T THEATW & X, miswo ", " IESCFEICE £

group L T—T 432 SCTFEA)
MEAS, " E L CHERTWZ & & Mo ", IESUTFRICE Eh e
auth s BREET LAY XA
REME B
md5 HMAC-MD5-96
sha HMAC-SHA-96
auth_pass DORREE AT — R LFLL B 32 SUFEL)
WdEAS, " E /T THEA TV L & MmO "™, " IESCTEICE £ 0
priv O REE T LT Y XL
REME A
des DES-CBC
aes AES128-CFB
priv_pass DS NA T — R TR B, 32 STFLN)

MRS, " E 2T THEA TV L &, MmO ", " IESCTEICE 20

[WIHIRRE]

L

[AJIE—F]
Jya—\)narz 4 b—vaE— R
(@]

a—Y—EHET D,

ARa< ROZ)V—T7413 snmp-server group 2~ > N CTERLIZAREZIHEL, ZV—7RECTHELI-EX 2
T4 =L ULR UT, BENAEORFEL RS THEMT 27103 AL LARRAY— RERET D,

B, BAEEITO TR BILOAREITH Z LIXTE R0,
AT MY —¥i316 TH D,
PRI B L OB, 7TV XABLIOVIRAT— R, st L7222 SNMP v % — 3 ¥ — il —H —FRE & —

SETBILERDH D,
no JERATa~r RE&FTLELEIR, fiE2—F—DOREZHIRT 2,
[ AEBI]

a2 —H%—& L Cadminl Z1ELT D, PRI V—7ORELFIR I NV—TTEDLNIZEX 2V T 4 —L-ULIZE
¥ TC, AL - B BAL AT 5 7 1 k2L (SHA, AES) & /X2 U — R(passwd1234) Z 45 &1 5,

SWR2311P(config) #snmp-server user adminl admins auth sha passwdl234 priv aes
passwdl234

2 —H—L U Tuserl ZEkT %, TBIZNV—T7ORELFIBI/NV—TTEDLNTEX 2V T 4 —LLIZAED
/T, FEE - WL THENT % 7 1 b 2 (SHA) & /R 2 U — R(passwd5678) 248 €T %,

SWR2311P (config) #snmp-server user userl users auth sha passwd5678

4.12.10 SNMP YV —R—~T IR TEBR7 54T O IP 7 KL IR
[

snmp-server access action info [community community]

no snmp-server access [action info [community community]]
[%—D— K]

community Do Aala=T 4 —xEETD
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[78T7 A —=F—]
action D TR ASLBICH T AEMERTEET D
REME BT
permit N e R R )
info DML T BT IPVA/IIPVE T R L AR ERET S
REME Bk
AB.CD IPv4 7 KL A(AB.CD)&ZET S
HT Ry b A7 BMbit)fd & D 1Pvd 7 K
A.B.C.DM L A(AB.CD)Z T 5
X:XoX:X IPv6 7 R L AX:X:X:X) &2 ET 5
N PT Ry b A7 EMbiFZ D IPv6 7 K
XXX XM L A (XXX X) AT 5
any FTRXTDIPV4A/IPV6 7 RL A ZFRET 5
community oA a=T 4 —4(32 LTLUW)
T RAGUEEAT A Al 2 =T 41—
A 2=T 4 —DREEERLESE, 77 8ALMEET_RToaa=F 1 —Zx LTl
Hans
M2, "EIXTHENA TV & & BiEo", "IESCFHICE ke,
[FIEIRR E]
L
[AJ1E— R
Ja—)arJ 4 — g F— R
[FAA]

SNMP $— "= ~DT 7B A% TDHT T4 7 Mk % IPv4/IPv6 7 R L A THIRT %,
AKa<wy NIRRKRZEETRENSARERTH Y, LICRESNTLOBNEEL TEHHAIND,
Kavy RERE LGS, B8 LIEREEM S R0WT 78 233X THEGT 5,
T2l Kavy REREL THWRWESIE, TXTO7 78 RX&2FFT 5,

no JEATIAT LGB, € LIEREZHIRT 5,

no JEA. T community &g L7286, 57E L7 info DT X TOREZHIFRT 5.

no JEATTRTONRT A—=F—ZHIELI2%E. TXTOREZHIRT D,

[/ —}]

AKa<r RTOT 7 ADHIRIZ, SNMPvl, SNMPv2c D7 7 ¥ AD R &b,
SNMPV3 D7 7 & Z 235 S,

[ EH]

SNMP H—/R—=~D7T 7 & A% 192.168.100.0/24 DX T A 2 "D OHFFAIT B,

SWR2311P (config) #snmp-server access permit 192.168.100.0/24

I 2=7 4 —%'public' C7 7 & ARHEE/RAR A k% 192.168.100.0/24 DT, 2 I 2 =7 ¢ —%'private' C7 7 & A H]
RE72 AR A K% 192.168.100.12 DA IZHIBRT %,

SWR2311P (config) #snmp-server access permit 192.168.100.0/24 community public
SWR2311P (config) #snmp-server access permit 192.168.100.12 community private
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41211 SNMP =2 X = =5 4 —DERDOETR

[EF=]
show snmp community
[ASIE—F]
FHHFHE EXEC £ — R, H5H#E EXEC £— K
[FLAA]

SNMP 1 X = =7 — DR ERTT D,

Al a=T 4%, TIVEAE—REERT D,
[BXRE B

SNMP = X = =7 ( — DIz £ d %,
SWR2311P#show snmp community

SNMP Community information

Community Name: public
Access: Read-Only

Community Name: private
Access: Read-Write

4.12.12 SNMP ¥ =2 — DR/ ENEDFT
[EX]
show snmp view
[ASTE— R
FEHFHE EXEC £— K, 4#HE EXEC — F
B
SNMP b = — DR ENTETRRT D,
Ba—%, A7 V=7 NID, 44 ThERT D,
[ EH]
SNMP t = — D ENEEFTRT D,

SWR2311P#show snmp view
SNMP View information
View Name: most
OID: 1.6.1
Type: include

View Name: standard

OID: 1.3.6.1.2.1
Type: include

4.12.13 SNMP 7 V— 7 DHENBDF R

[EF=
show snmp group
[AJ1E— K]
FEHEHE EXEC £ — N, ke EXEC £— R
[FL8A]

SNMP 7' V—T7 DR ENEEFRT D,

TN—T%, EX2 V74—~ GiAAAAE 2—, EXALAL 2 —2FKRT B,
[B%E B

SNMP 7 —TF DFHENE & ERT D,

SWR2311P#show snmp group
SNMP Group information



2| avwy R 7y LA | RST - EAIERE

Group Name: admins
Security Level: priv
Read View: most
Write View: most

Group Name: users

Security Level: auth
Read View: standard
Write View: standard

4.12.14 SNMP 22— ¥ —DRENB DR

EEy
show snmp user
[ASTE—F]
FEHEME EXEC & — N, ke EXEC £— R

B
SNMP = —HW—DHENE & ERT D,
=P ID, a—Y—4&, iRt 500 —74%4, R, et ixkE2FRT 5,

(% EH]
SNMP 2 —HW—DRENETEFRT D,

SWR2311P#show snmp user
SNMP User information
EngineID: 0x8000049e0300a0deaecb90e

User Name: adminl
Group Name: admins
Auth: sha
Priv: aes

User Name: userl
Group Name: users
Auth: sha
Priv: none

4.13 RMON
4.13.1 RMON BREDFRE
[ER]
rmon switch
no rmon
[3F A—F—]
switch : RMON #EREDE
R EM A
enable RMON #gEZ G20 T 5
disable RMON BERE 2 #2012 5
[FIHIRRE]
rmon enable
[AJIE— F]
Ja—x\)ary7 4L —g T — R
[RiAA]

VAT AE{RD RMON #EEDEHEZ R ET D,
no JE K CTHEAT LS A ITHIMRR EICHK 5,



avy RU 77 LA | RSE - EHIERE | 73
[/—}]

ARa<y RTCUAT LALRO RMON BEREN IR & LT=54A. LA F®O RMON Z 1V —7 OEWENEL L 72 5,

o A=Yy MEHERI V—T

. BRI N—T

s TI—LITN—

s ARV ENTN—T

Aa<r Rk, 774 ~X— k MIB ysrmonSetting(1.3.6.1.4.1.1182.3.7.1) & W Ci%ET 5 Z & M AlHE,

[3% 2 5]

RMON HREZ AT 5,

SWR2311P (config) #rmon enable
RMON HERE A HEZHIZ T 5,
SWR2311P (config) #rmon disable
4.13.2 RMON £ — ¥R v MREHER 7 NV — 7T ORE
[ER]

rmon statistics index [owner owner]

no rmon statistics index

[T A —5F—]
index 1 <1-65535>
A —H % MEFHE®R T V—T DA T 7 A(etherStatsIndex)
owner D A=Yy MEEHE#R 2 V— 7 D A — ) —4 (etherStatsOwner)
127 3T LI
(B L7=354 : RMON_SNMP)
(WX E]
mL
[AS1E— K]
A =Tz —AE—NK
B

RGA B —T 2 — AT, RMON O A —H v MNEFHER 7 NV — T OREEZH/NNCT 5,

Ko<y RERELESE. BEHEROINENTTIHOIL. RMON MIB @ ectherStatsTable NS T 5 L 912725,
Fl—A H—T72—RZXT 5D, Ka~<wr FOREED ERIXZE THD,

no IR CTFEAT LA IR, BE L WUE LI-HEHER A HIFRT 2.

[/ —}]

RMON H#RETA — 1 v MEGHEBRZ L — 7 OREL AT 272DI2IE, Ra~<y FITMA T, Y AT LAREKT
& RMON BEREZ AN T 2 MENH 5,

Kawy e BEE LGS, 2hE CIE LREHERZHIBR LT- 9 2 T, BENELZEET S,

VAT LARRD RMON BEREA NI L7356, HaHEMOWENR RIS D, D%, ¥ A7 LA4{KD RMON #
RBEANC LA, JHvE CIE LaRGEHERZAIBR L7 5 2 C. BENELZFIET 5,

[BREH]

portl.] TRMON DA —H %y MREFHER 7 NV — T DOREZHNIT D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #rmon statistics 1

4.13.3 RMON BRE I N — T DFRE
EE

rmon history index [buckets buckets] [interval interval] [owner owner]




74| av Ly R 77 LA RS - HEAIERE

no rmon history index

[7NT A—=F—]
index 1 <l -65535>

JEIE 7 —"T"DA T 2 A(historyControllndex)
buckets 1 <l -65535>

J@IRE 7 — 7 D Jg FELR R # (historyControlBucketsRequested)
(B L7=554 1 50)
interval 1 <1-3600>
J&IRE 7 N— 7 D JE LR FR (FD) (history ControlInterval)
(B L7=555 : 1800)

owner © BT N—T7" DA —F—% (historyControlOwner)
127 U7 LI
(B L 72354 : RMON_SNMP)
[FIHR ]
7L
[AJ1E— K]
A F—=T2—AFE— R
[RLBA]
XtGiA v B —7 = — AT, RMON DB )V—T DR E & HIMNZT %,
Ao~y RERELEZSA. RMON MIB @ historyControlTable 23HUfS C& 5 L 91272 b, Ao~ RRE#R, RTE

L7-RME <, JBIEIEHROINELTTHIL, RMON MIB @ etherHistoryTable 23f3 CT& % X 512725,
Fl—A =7 ==X T D, Ka~vy FOREHRD LIRIZ S TH S,

no I THAT LI EIE, BE L WUE LI BREIE R A HIFRT 2.

[/—h]

RMON #RE CBRE /N — 7 OREEZ AT 72D, Ka~ 2 RITA T, A7 AL TH RMON ez f
INCT DTN B D,

AKavy Fe EEEXLESAG, ZNECIUELZBEERAZHIR L O 2T, HENELRGT D,

VAT LR RMON BERE A HELNIZ L7256, BIEHMOINE R PHish D, TO%, ¥ A7 L4{K?D RMON ##
REA AN LI E . ZHvE CIE LTS EREEMAHIBR L2 9 2 C, MENELHIET 2,

[BREH]

portl.1 CRMON DJERE I N—T DR EEAIT 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #rmon history 1

£

e

4.13.4 RMON A Xy N T —7D
[EX]

rmon event index type community [description description] [owner owner]

no rmon event index
[T A—F—]
index 1 <1-65535>
ARV NI N—T DA T v 7 A(eventIndex)

type o A X MR (eventType)
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BRIEME i

log =7 Nt & S )

trap SNMP k7 v 7% &(E

log-trap 2 Z\ZFEk L. SNMP 7 v T & E(E
community ¢ 33 2 =7 1 —%(eventCommunity)

127 3T LI

type I3 "trap" F 721X "log-trap" D L FFEETX 5
description : A X2 kO (eventDescription)

127 37 LI

(G L7235 : RMON_SNMP)
owner AR NI N—T DA —F —4% (eventOwner)

127 XA
(AlE L7-%4 : RMON_SNMP)

(AR RE]
L

[AS1E— K]

Ja—n_"pyar 74— g rE— R

[FAA]

RMON DA R T NN—T DOREEAIT D,

Ka<wy REFELTZH%AE. RMONMIB O eventTable NG CTE 2 L 9127 d, Ka~vy ROA Xy T —7 D
FXEIL. rmon alarm =~ K CEHAT 5,

no B CIAT L7255 A 13, REMEEZHIRT 5,

[/—h]

RMON HEHRECTA X2 R I NA—T OREEFNCT H-0I2iE, Aa~r RIZMAZ T, Y A7 LA2KTH RMON BEEE
EHINCT HUERD D,

RMON @ SNMP | 7 v 7% %(ET 5846, SNMP O b7 v TEEORENMTONLTWDLEND D,

[BREH]

SNMP k7 v 7 DOFEEIT>THhEH, RMON DA X NI N—TDOREEFINT D, A2 MERIL "log-trap",
FT7 T DA a=7 4413 lpublic] &7 5,

SWR2311P (config) #snmp-server host 192.168.100.3 traps version 2c public
SWR2311P (config) #snmp-server enable trap rmon
SWR2311P (config) #rmon event 1 log-trap public

4.13.5 RMON 7 7 — A )L—TFDRIE
BN

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index falling-
threshold falling threshold event falling event index [alarmstartup startup] [owner owner]

rmon alarm index variable interval interval [type] rising-threshold rising threshold event rising_event-index [owner
owner]

rmon alarm index variable interval interval [type] falling-threshold falling threshold event falling event index [owner

owner)

no rmon alarm index
ST R —5—]
index 1 <1-65535>
T T =BT N—T DA T v 7 A(alarmIndex)
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variable o BSR4 MIB 472 = 7 | (alarm Variable)
interval o <1-2147483647>

W7V TR (DY) (alarmInterval)

type o Y7V v JfER(alarmSampleType)
REME B!
AERHEIC XD, B 7 i e L&A
absolute T 5
delta FRRHIELS K D bk, fofrth o 7 VAl & il
YT MEOEE L EVE & T 2

(B L7235 : absolute)
rising threshold — : <1-2147483647>

EBR L &\ ME(alarmRisingThreshold)
rising_event index : <1-65535>

A X~ T v 7 A(alarmRisingEventIndex)
falling threshold . <1-2147483647>

TFR L %\ Ml (alarmFallingThreshold)
falling event inde : <1-65535>

x
A X hA T v 7 A(alarmFallingEventIndex)
startup o <1-3>
7 T — LD EMOPETHEMT H L ZME(alarmStartupAlarm)
REME B
1 FBR U & VWME D 28 9 5 (risingAlarm)
2 TR L & WME D i 119 % (fallingAlarm)
3 ERRUEVME, TRRL EVMEOM G 26+
% (risingOrFallingAlarm)
(B L2356 0 3)
owner D T T — AT N—T DA —F—4% (alarmOwner)
127 37 LI
(B L 72354 : RMON_SNMP)
[WIHIRRE]
7L
[AJ1E— K]
rJua—)ary 7 40—y g F— R
[FLBA]

RMON D7 7 — LT N—TDREEANT D,

variable \Z1%, RMON O 7 7 — A7V —T OERMRMIB A7 V=7 NEFRET D, variable I3,
etherStatsEntry(.1.3.6.1.2.1.16.1.1.1)O MIB A7 ¥ =27 bDH b, A7 U ZHMEFFOMIB 47 ¥ =7 b OAFEEAHE,
LLF D 3 SOIEATHRIED Al hg,

+ etherStatsEntry.X.Y

* (etherStatsEntry @ OID 4).Y

+ .1.3.6.1.2.1.16.1.1.1.X.Y

B 21X, etherStatsPkts.1(.1.3.6.1.2.1.16.1.1.1.5. ) Z X ET 255, LFOWTHOEATHEEFH

[y
o
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i =N A
etherStatsEntry. X.Y etherStatsEntry.5.1
(etherStatsEntry @ OID 44).Y etherStatsPkts. 1
.1.3.6.1.2.1.16.1.1.1.X.Y .1.3.6.1.2.1.16.1.1.1.5.1

rising_threshold 721X, falling threshold D X6 6O B Z i ET DR A M TR, ZO%HE, RENAMINT
WHRT A=HZIZIE, LUFOERRESN D,
s rising threshold D Ff# ]
 falling threshold : rising threshold & 7] U{E
s falling event index : rising event index & 7] UfH
o startup : 1(ER L 2 WEO LT 5)
* falling threshold M #f [f]

s rising threshold : falling threshold & 7] U{E
* rising event index : falling event index & i) UfH
o startup : 2( PR L ZWMEO LT %)
Kavy RaEHE L7%E. RMON MIB O alarmTable VB3 T 5 K 91272 5,
no JTETHFAT L2 GE 13, REMAHIFRT 2,
[/—}]
RMON HRETT 7 — L7 V=T DREEFINCT H720I121F, Ka~y Rz T, ¥ A7 A2fETH RMON HiE
BT DUERD D,
variable \Z¥8ET D MIB A7V =2 M3, A —FFy MEEHERZ V=T DOMIB A7V =2 b ThDH, {ROA
T I AR =Xy MEEHEBRZ VLV — T PER ST RWEGE, Kavxr REm I —Ek 5.

A —H % v MREHER Z /L — 71X, rmon statistics =~ > NIZTIERATHE, Ko~ FTHEHAL TS A — %y b
HEHER 7 N —TDBHIBR SN2 E. Aa<r RLElREn S,

AR IDA T 7 ZE rmonevent AV NCRE LA VT v 7 A&fET D, Aav FCHEHALTHD
AR N NA=TREIBRESNIZGE Aa~vr RLHIBRESN D,

rising_threshold O U ¥\ MHEIL, falling threshold D L 2 \VMELL_ EOE T/RITF XA 5720,

AKavo Re EEEZLESEG, ZRETOV TV 7T —2Z2HIBR LIS 2T, BEY 7Y V2B MT 5,
VAT LAKO RMON #iEZ )2 L= 6, o7 ) w7 nitilfiansg, ok, v A7 A2k RMON HiE
EHMNCLIESA, SRNETOV TV 7T —2ZHIBR LIS 2T, BEY 7Y 72T 2,

Bi&=l

UTFDOEET, RMON OF T — L7 —FDREEZHNT 5,

o BEEUISGHER MIB 47 2= 7 M., etherStatsPkts. 1,

o YUY TRIRIZ, 180 Fb,

o YTV TREERNE, delta,

o EBRUEVWMEIX 3000, EFRLEWMEEZ ER-72E & DA X2 M,

o TRRUZVMEIZ 2000, FRLEWEZ FElS/ZEEOA X MIL,

SWR2311P (config) #rmon alarm 1 etherStatsPkts.l interval 180 delta rising-threshold
3000 event 1 falling-threshold 2000 event 1

4.13.6 RMON #EREDIRRER
[EFX]

show rmon
[AJTE— K]
JEHME EXEC £ — K., %M EXEC £=— F
BN
RMON HEHE DR ELCIRRE R KT B,
IFTOHEENEREIND,
o VAT AERD RMON BEEEDKRE
« RMON HERED 7 —7 T L OFRIE
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« A—H xRy MREHEHRINL—T
. BEIN—T
o TI—LITN—T
s ARV RITN—T

[BE B

SWR2311P>show rmon
rmon: Enable

statistics:
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0

history:
history index = 1
data source ifindex = 5001

buckets requested = 50
buckets granted = 50
Interval = 1800

Owner RMON_ SNMP

event:
event Index = 1
Description RMON_ SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

alarm:
alarm Index =1

alarm status = VALID
alarm Interval = 15
alarm Type is Absolute
alarm Value = 0
alarm Rising Threshold = 10
alarm Rising Event = 1
alarm Falling Threshold = 7
alarm Falling Event = 1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.7 RMON A — %R v MREHER VL — 7 DIREFE R

ESN!
show rmon statistics
[AS1E— ]
FHFrHE EXEC £ — N, %54 EXEC £— N
B
RMON A —H % v MEiHEHR 7 L — 7 ORECKREE R RT D,
UIFOHEANERIND,

s AUT VI A

o XMBALUH—Tz—RA
s input /X7 > b

e output /X7 v K

[ EH)

SWR2311P>show rmon statistics
rmon collection index 1
stats->ifindex = 5001
input packets 7, bytes 600, drop events 0, multicast packets 4
output packets 17, bytes 2091, multicast packets 17 broadcast packets 0
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4.13.8 RMON B 7 L — 7 DIREBR T

[EFX]
show rmon history
[AJIE— F]
FERFHE EXEC £ — R, F#HE EXEC E— K
B
RMON JEIE 7 v — 7 DR iE PR A KR T 5,
UTOHEHNPFERSND,
« AT VIR
s WBAUH—T z—R
JEIENG e D PRFFEL
J IR A T B
F—F—4
B!

SWR2311P>show rmon history
history index = 1
data source ifindex = 5001
buckets requested = 50
buckets granted = 50
Interval = 1800
Owner RMON_ SNMP

4.13.9 RMON A X k 7 )L—FDIRBER T

[E=R]
show rmon event
[AJ1E— K]
JEHHE EXEC & — R, ## EXEC T— K
i
RMON A 2 k7 —7 OFERLRIEL BT %,
LFOEANRKRSND,
AT I A

« AR FOFY]
o A RN
Ty TEEHDAI 2 =T 14
A~ b FATHY
A—F—4

[ EH)

SWR2311P>show rmon event
event Index =1
Description RMON SNMP
Event type Log
Event community name RMON SNMP
Last Time Sent = 00:00:58
Owner RMON_ SNMP

4.13.10 RMON 7 7 — A7 )L— 7 OIREER R
EEy

show rmon alarm
[AJ1E— K]
FEHEHE EXEC £ — N, HrkE EXEC £— R




80| a~v R 77 LA | fR5T - HEHIFERE

[FiAA]
RMON 7 7 — A7 N —T7 DR ERIREE R RT D,
UTOHANERSND,

« AUT VI A

o T T —LDIREE

o BB MIB A7V b
B UTU TG

« BT TR

o HEE

o ERRL X VMH

« ERLEWEDA XK
o TFIRL VUM

o FERLEVWEDA R b
o BAWGT T — A

« F—TF—4%

[F% 2]
SWR2311P>show rmon alarm

alarm Index = 1
alarm status = VALID

alarm Interval = 15
alarm Type is Absolute
alarm Value = 0

alarm Rising Threshold = 10
alarm Rising Event =1
alarm Falling Threshold = 7
alarm Falling Event =1
alarm Startup Alarm = 3
alarm Owner is RMON_ SNMP

4.13.11 RMON A —¥ R v MEEHEBIN—T Do %—D 7 )T

EE=Y
rmon clear counters
[AS1E— K]
A H—T 2 —AF— R
B
MNRA =T =2—AD, RMON A —H Ry MNEiHEMIN—TDh 2 —2 27 )V T+ 5,
[BEH
portl.1 @ RMON O A —H %y MRFHERIN—T DI 2 —% 7 V745,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #rmon clear counters

4.14 sFlow

4.14.1 sFlow B$RE DR E

[EFH]

sflow switch
no sflow

[/3F A —&—]
switch . sFlow H&REDENE
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BRIEME i
enable sFlow #§RE 2 AN T D
disable sFlow #§RE & IEZNIZ 32
[WIEIRRE]
sflow disable
[AJ1E— F]
sua—m\varz 4 b—va e —R
(A

sFlow H§BEDEMEAZ R E T D,

no B CELT LA ITVHIHREIZTR 5,
(B EHI]

sFlow #§8E%2 BT 5,

SWR2311P (config) #sflow enable

4.14.2 sFlow =—< = > N DR E
[ER]

sflow agent address

no sflow agent

[T A—=F—]
address : AB.CD

IPvd 7 RL R

X: XXX

IPv6 7 K LA
(R
L
[AJ1E—F]
Ja—n_par 747 —g rE— R
[FAA]

==

sFlow =—2 2 "D IP 7 L AZFRET 5,

Ko< RTHRELEZIP T RL A& sFlow T —# 77 LD sFlow ~y ¥ —IZfif &h 2,
no FER CHEIT LB A TR EIZR 5,

[/ —F]

AR T KERENE NI, IPve 7 R L RITFEETX 720,

[BXEHI]

sFlow T— x> FDOIP T FL A% 1192.168.100.240] (TR ET 5,

SWR2311P (config) #sflow agent 192.168.100.240

E

R

4.14.3 sFlow 2L 7 X —®D
BN

sflow collector address [port]

no sflow collector
[/XF A—%F—]
address . AB.CD
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IPv4 7 R L %
X XXX
IPv6 7 R L %
port : <1-65535>
sFlow =1 L 7 % —®%i4E UDP K— h &5
WIEME L, 6343

(IR E]

L

[AJTE— K]

Ja—x\)ary7 41— g — R

[FREA]

sFlow 2 L7 X4 —0D 1P 7 KL A L% UDP "— hE S EHRTET D,
no FER CHEIT LB A TR EIZRE 5,

[/ —F]

A THEREINE NI E . IPve 7 KL AT ETE 720y,
[BXEHI]

sFlow 2L 27 Z—®IP 7 RL 2% [192.168.100.240] |2 ET 5,

SWR2311P(config) #sflow collector 192.168.100.240

4.14.4 sFlow 7 — % 7' F ADFRK YA ZADFRE

EE

sflow collector max-datagram-size size
no sflow collector max-datagram-size

[/NT A—F—]
size 1 <512-1452>(3A1 1)

(AR E

sflow collector max-datagram-size 1400

[AJIE— F]

sua—m"narz4 7 b—va e —R

B

sFlow =— = k226 sFlow 2 L7 X —CEESND T —F 77 LDOFRKIA XEFHET 5,
no B THEAT LB AR EICR 5,

Bl

sFlow 7 —% 7' LD KV A X% 1000 /XA MMIEET D,

SWR2311P (config) #sflow collector max-datagram-size 1000

4145 Xy vou—Y YU TOF LY T L— FORE

E&N
sflow sampling-rate rate
no sflow sampling-rate

[R5 A—%—]
rate : <256 - 1000000000>
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[FIHIER E]

L

[AJ1E— K]

Ao H =T 2—AF— K

[RiAA]

KGR — M T \Aﬁ/h7m~%/7)/&%ﬁ5W® VTV T L— NEERET D,
RKa~v s RRREIIVTORWEAIX, N7y h7a—H 7Y o 3Tz,

LAN/SFP 7R— MZ721T 37 ET%

no FERX . CHEIT LB ITWMIREICRE 5,

[BXEHI]

WKy h7a—Hr T o7 7 L— % 10000 1IZHET 5,

SWR2311P (config-if) #sflow sampling-rate 10000

4146 Ny b7a—Y TNV T DA —Y Ry 8T L—LDFER~NY X —H A XDOERE

[EX]
sflow max-header-size size
no sflow max-header-size

[T A—4—]
size T <14-256>(731 )

(AR E]

sflow max-header-size 128
[AJIE—F]

B —Tz—AEF—FR
[@iA]

MBRR—PMZT, Ty b T7a—Y TV 258D, 0TV 74—y b7 Lb—LD~y Z—

A RADEIRMERET 5,

no IR CEIT L= A IR EICE S,
LAN/SFP 7R— M7 T 3% E A RE,

[ EH]

Rry bh7ua—H%r 7Y o TORRK~Ny X —H A X% 100 IZRET D,

SWR2311P(config-if) #sflow max-header-size 100

4147 B T B —Y Y U TOR—Y v SRR DORE

E&N

sflow polling-interval interval
no sflow polling-interval

[/NT A —=HF—]

interval 1 <1 -86400>(F))
(WX E]

mL

[AJ1E—F]

A H =Tz —AE—K

[REFA]

SBR—PMIT, BT EZ—F TV T HITHIED, "=V v ITHRERET S,

|83



84| =~ FU T 7 LA RS - EHIBERE
Kavwy RBRRESNTOWRWESIE, AU 2= 70 U 73 Thhen,
LAN/SFP 7R — MZ 72T 5% E Al e,
no R CELT LA ITVHIHREITR D,
Bl
NGB =T TOR=Y TR E 100 B IR ET D,

SWR2311P(config-if)#sflow polling-interval 100

4.14.8 sFlow DIRFED R R

[ER]
show sflow
[AFE— F]
FEHHE EXEC E— I, #3HE EXEC £— N
B!
sFlow DIREEA KR T D,
[BREH]
sFlow DIRFERFIRT 5,

SWR2311P#show sflow
sFlow Global Conflguratlon

sFlow Feature : Enabled

Agent Address : 192.168.100.240
Collector Address : 192.168.100.2
Collector UDP Port : 6343

Max Datagram Size : 1400 (bytes)

sFlow Port Configuration:

Sampling-Rate Polling-Interval
Port (1 in N pkts) (secs)
portl.1l 300 30
portl.5 500 (NOT SET)

sFlow Drop Sampling Count : O

4.14.9 sFlow OV > 7V v FIEHDER

[ER]
show sflow sampling [ifname]
[T A—F—]
ifname : LAN/SFP R— b DA v X —T = — A%,
FRTHA L H—T 2 —A
[AJ1E— K]
FERFME EXEC £ — K, 5 EXEC E— K
[FLAA]

ifname THRE LTcA v X —7 = —AD sFlow DY > 7V » FIEREFRT D,
ifname AW LT2GE X, BTCOA 2 F—7 = —ADEHRERRT D,

[/—}]

AH o THERENAID L&, AL U TIERNWA U NR—A, v F TR~ RFFATTE 20
2By JHERENAZND & & AL AU AN—TRFERIZFEI S 7220,

[BREH]

sFlow O > 7Y o JiE#R &2 FRT 5,

SWR2311P#show sflow sampling
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sFlow sampling information:

Interface portl.1l:
Packet-Flow-Sampling:
Sampling count : 40
Number of packets remaining until next sampling:
Ingress : 208
Egress : 590
Counter-Sampling:
Sampling count : 65
Number of seconds remaining until next sampling : 15

Interface portl.5:
Packet-Flow-Sampling:
Sampling count : 15
Number of packets remaining until next sampling:
Ingress : 876

Egress : 870
Counter-Sampling:
(NOT SET)

4.15 TELNET % —/3—

4.15.1 TELNET YV — "\—DEEBEB L% R — " EEFDOERE
Ey

telnet-server enable [port]

telnet-server disable
no telnet-server

[F—U— K]
enable : TELNET %—_—%HGHhZT 5
disable : TELNET % ——% M523 5
[/3F A—&—]
port : <1-65535>
TELNET % ——D U A= 7K — &5 (AW L7254 : 23)
[(WIHIRRE]
telnet-server disable
[AJIE—F]
Ja—N")naryz4JL—g F— R
(@]

TELNET Y— _—%2FhcT 5, £72, VA=V 7 TCP R— hEBEZBETHENTE D,
no JER CTHAT L7258 13 hic 3 %,

B!

U A= 7 iR— & 5% 1234512 L C TELNET H— "—Z% 84 5,
SWR2311P (config) #telnet-server enable 12345

4.15.2 TELNET ¥ — — DR EIREOFER
[EX]
show telnet-server
[ASTE— K]
et EXEC B— N
B
TELNET 4 — _—DRERMN 2 FRT 5, LTFOHANRFRIND,
»  TELNET Y —/N—#8E DA %h/ M%)
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e YRV ITR—NOES
o TELNET —_—~DT7 7 ¥ A% $T5 VLAN A LV X —7 =— A
¢ TELNET %—R—~D7 7 v RAZHIBT 57 4 /L2 —
(B EH]
TELNET H— _— DB ER N E FTRT 5,

SWR2311P#show telnet-server
Service:Enable

Port:23

Management interface(vlan): 1
Interface(vlan):1, 2, 3
Access:

deny  192.168.100.5
permit 192.168.100.0/24

4153 TELNET 4 —RX—~T7 7 A TXBHR A NOERTE

E&

telnet-server interface inferface
no telnet-server interface interface

[T A—F—]
interface : VLAN A V' Z— T = — R4,

[FIHARR ]

L

[ASIE— R

Ja—N\ a4 L—g s F— KR

[FAA]

TELNET Y—/N—~D7 7 RA%&FFAT5H VLAN A VX —T = — AERET D,
no R TEITLIEEAIT, BE LA v A —T =2 — A& IR 2,

RKa<wy FidgKR8MHETHRETE, RELLIAIZEHT 5,

Ko<y REFRELTOHRWESIL, 75T VLAN OART 7B ATE 5,
[/—F]

telnet-server enable 235X E SN TR WA, Ko< NIZHEREL 220,
Bal]

VLAN #1, VLAN #2 [Z8:5t L TV DR A R x5O TELNET —/"—~D 7T 7 ¥ A &34 5,

SWR2311P (config) #telnet-server interface vlanl
SWR2311P (config) #telnet-server interface vlan2

4154 TELNET V—RX—~T 7B RATEXBH7 74T D IP 7 FL RHIR

[EX]

telnet-server access action info
no telnet-server access [action info)

[PNT A —F—]
action T BASRMCH T 2 EMEREET D
REM B
deny Sz G2
permit S L S R

info DS ML T D EIETC IPVA/IPVGE T R L AEIRERET S,
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REME LA
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
TRy b A7 RMbifFE D IPvd 7 R
A.B.C.DM L A(AB.CD)EZHRET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET 5
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XXEXXM VAKX XX X)EHEET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFTE— ]
Ja—\)arz7 4 —varE— R
[

TELNET Hh—N—~D7 7 B A ZFRTH7 747 2 MNiK% IPv4/IPv6 7 R L A THIRT 5,
AKa<wy NIRRKSHETREN R THY, RIIRESNTZHONELE L THEA SN D,
Kavy RERELESGS. B8 LIEREEMTZ S R0WT 78 233X TG T 5,

el Kavwy REREL THWRWESIE, $XTO7 78 RX&2FFT 5,

no LA TIAT LA, € LIEREZHIRT 5,

no FECRT A —F — 2 AW LTI-5A. T XCTOHRELHIRT S,

[/ — 1]

telnet-server enable 23 i% E SN TWR WS, Ko< RIFHEE LRV,

[ EH]

192.168.1.1 & 192.168.10.0/24 D& 7" A > k5 @D TELNET —/"—=~DT 7 ¥ AD I &[T 5,

SWR2311P (config) #telnet-server access permit 192.168.1.1
SWR2311P (config) #telnet-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 X > k2350 TELNET Y —_R—~DT 7 ¥ Z DL EHEET 5,

SWR2311P(config) #telnet-server access deny 192.168.10.0/24
SWR2311P (config) #telnet-server access permit any

416 TELNET 7 74 7 . b

4.16.1 TELNET 7 A 7 > b OiLH)

[EFX]
telnet Kost [port]
[78T7 A= —]
host D UE—FARA MM, 720X, IPvA 7 R A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

IPv6 Uo7 ma—VT RURERET 2561, EHA v ¥ —T7 = — AL RETHLERH
% (fe80:X%vlanN D)

port : <1-65535>

T 2R — hET (BMELIZES @ 23)
(IR E]
L

[AJTE— K]
et EXEC B— N
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B
FEE LA A b~ TELNET TH#kiT 5,
(% EH]

IPv4d 7 R L % 192.168.100.1 DA A M2, A— F&FEE 12345 T TELNET #5: 4 5,
SWR2311P#telnet 192.168.100.1 12345

IPv6 7 K L A fe80::2a0:deff:fel1:2233 D7 A MMZ, "— h& 5 12345 C TELNET #5795,
SWR2311P#telnet feB80::2al0:deff:fell:2233%vlanl 12345

4.16.2 TELNET 7 54 7 s DHFL

[EX]
telnet-client switch
no telnet-client

[/35 A —5—]
switch : TELNET 27 74 7 v M &EBFINTT D080
REME WA
enable AT 5
disable BN D
[WIHIRRE]
telnet-client disable
[AT1E— F]
sra—\)vary7 47—y aryE—F
[FEHA

TELNET 7 A4 7> h& LTtelnet 2~ REFEH TS5 L 91T 5,
no B TEIT LTI AIX TELNET 27 54 7 > &+ 5,
Batl]

TELNET 7 94 7 v &GN+ 5,

SWR2311P(config) #telnet-client enable

4.17 TFTP Y —/N—

4.17.1 TFTP Y —N"—DEEB L OZ R — B FDOER

[E
tftp-server enable [port]
tftp-server disable
no tftp-server

[F—TU— K]
enable © TFTP —_—%2FNZT 5
disable : TFTP —_—% T 5
[/3T A —F—]
port : <1-65535>
TFTP H—_—D ) A= 7R — b &S (BIELI-5E : 69)
[HIHRRE]
tftp-server disable
[AJ1E— F]

Ja—x\)ary7 41— g E— KR
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B
TFTP H— _— % AT 5, £/, VA= I H— NEEAIEETH - L TE 2,
no A CTHEAT L725E 13 TFTP 4 — " — & Hxhic 3 5,
[E B
U A= 7R— h &S % 1234512 L C TFTP — "—% 18 4 5,
SWR2311P(config) #tftp-server enable 12345

4.17.2 TFTP Yy —R_—DHREIREDOER

&3]

show tftp-server
[AFTE—F]
F#kE EXEC £— R
B

TFTP Y ——ORERNEZ R TT D, L TFTOHEARERIND,

«  TFTP % — —#&Re D H %0/ HE%)

o JR=UTR—FOEFE

o TFTP %—"—~DT 7 ¥ A%ZFF"[T %5 VLAN f ' Z—7 =— X
[ EH]

TFTP % — " — Ok &R E KT D,

SWR2311P#show tftp-server
Service:Enable

Port:69

Management interface(vlan): 1
Interface(vlan):1, 2, 3

4173 TFTP Y —R—~T 7 A TEAHF A NDORE
(=]

tftp-server interface interface

no tftp-server interface interface
[T A—HF—]
interface : VLAN A V¥ —7 = — A4

[FIEARR E]

L

[AJTE— K]

Ja—\)arz 4 —y g rE'w—R

[FRHA]

TFTP =R —~DT7 VA% T5H VLAN A VX —T7 = — A &ZHRET D,
no R TEIT LA, BE LA v A —T =2 — A& HIRT 5,
ARa<wr R K8HHETHRETE, RELLIEICEHT %,

Ko<y REFRELTWHARWESIL, R VLAN OART 7B ATE 5,

[ E R

VLAN #1, VLAN#2 {ZHt L CTWAR A NSO TETP —R—~D T 7 & A Z [T 5,

SWR2311P(config) #tftp-server interface vlanl
SWR2311P (config) #tftp-server interface vlan2
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418 HTTP H—/3—

4.18.1 HTTP % — N_—DEEIRB L O R — F B BFDOER

EEN
http-server enable [port]

http-server disable
no http-server

[F—T— K]
enable : HTTP ——% [T 2
disable : HTTP Y —"—Z2EHITT 5
[/XT A —=HF—]
port : <1-65535>
HTTP — =D VU A= 7 R— hES (B LT7Z5HEA : 80)
[WIERRE]
http-server disable
[AFIE—F]
Ja—N\)ary74JL— g rF— R
[

HTTP h—N—ZHNWT 5, £/o, VA=V T TCP AR— FNEBERET DI N TE D,
no TE K THEAT L= A 1T BRI 4 5,

[BREH]

VA= 7 R— &5 % 8080 |2 LC HTTP ¥ — —% L84 5,

SWR2311P (config) #http-server enable 8080

4182 X =27 HTTP V—_"—DEEB LS R— +BEOEE

[EFX]
http-server secure enable [port]
http-server secure disable
no http-server secure

[F—VU—F]
enable ¥R 2T HTITP — =2 G35
disable © BE¥ =7 HTTP $—"—Z |2
[NT A —HF—]
port ;. <1-65535>
X 27 HITP —"—D Y A= 7R — h&ES (Bl LT2854E : 443)
[WIHIRRE]
http-server secure disable
[ASTE—F]
rua—)arz 4 L—va E—R
[BLFA]

¥ X 27 HITP —"—%2FENT 5, F72, VA=V T TCP R— FNEBAIEETHI LN TE S,

no JER . TEAT L= 13 ERhZ T 5,

X227 HTTP ' — 2 HZ LIEBE. e bIZY 7 b =TI L > TiThn b=, 774 v 7 BIZSET
CPU iR E L 725,
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B HREERT D720, Xy v aR— KR LAN vy 77 FAEBITHEH SN D Web X— Y 22—V —T7 7
T RATLHFITRET DONRLFE L,
[ EH]
VA= 7 R— h&H% 8080 (2 LT =7 HTTP — —%EHET 5,
SWR2311P (config) #http-server secure enable 8080

4.18.3 HTTP Y — _"—DF{ EREDOFH T

[FX

show http-server
[AFIE—F]
FiHE EXEC E— R
[@iHH]

HTTP ¥ — =D ERNEFRT D, L TFTOHEANRERIND,
o HTTP ¥— N—H&EED A 2/ L)

o HTTP H—"—D VU RA=2 T HR— FDOEFF

« HTTP ——~DT7 Vv A% T2 VLAN A L X —T = — A
o HTTP —R_—~D7 7 v 2%ZHIBTH7 4 L7 —

s B =7 HTTP % — N—#RE D A 2h/fE%h

s A UHEA LT T MR

[EX EH]
HTTP % — — DR ERNE T RT D,

SWR2311P#show http-server
HTTP :Enable (80)
HTTPS:Disable

Management interface(vlan): 1
Interface(vlan) :1

Access:None

Login timeout:30 min 51 sec

4184 HTTP —NR_R—~T 7 EZATEXBFRRX FOHRE
[EX]

http-server interface interface

no http-server interface interface
[/3T7 A =4 —]
interface : VLAN A & —T = — R4

[ E]

L

[ASTE— K]

Ja—\)ary7 41—y a T — R

[FRHA]

HTTP $— "= ~DT 7 Z AT H VLAN AV F— T = —AZRET D,
R TETLEESIT. BELIEA v 2 —T = — A %IRRT 5,

RKa<wy FidgK8MHETHETE, RELLIEIZHEHET 5,

Ka< RERELTWHWARWEASIL, BRF VLAN OLT 7B ATE 5,

[BX EH]

VLAN #1, VLAN#2 1286t L TWAHRA NSO HTTP Y —R—~D 7T 7 B R &[T 5,

SWR2311P (config) #http-server interface vlanl
SWR2311P (config) #http-server interface wvlan2
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4185 HTTP y—NN—~T IV RATEBRITFTAT L FDIP T U AH|R

E&N

http-server access action info

no http-server access [action info]

85 A—4—]

action

info

(IR RE]
L
[ASTE—F]

T I ALK T 2EMEERRET D

R EE B
deny FEEHES"T 5
permit b N L R )
5ftk: &+ B E(E T IPVA/IPVE 7 R L AEHRERET 5.
REME B
AB.CD IPv4 7 KL A(AB.CD)&ZET S
P 7Ry b~ A7 FEMDbiff & D IPvd 7 K
AB.C.DM L A(AB.CDYZHET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET 5
XX BT Ry b A7 EMbitfl & D IPv6 7 K
XX:XXM VAKX XX X)EHRET D
any FRTD IPVA/IPV6 7 KL AZ4RET D

Ja—x\)ary7 4L — g E— K

[FiFA]

HTTP Y — /"= ~DT I ¥ AL T D57 T4 T Mg K% IPv4/IPv6 7 K L A THIBE 5,
Ko<y RidxK8MHFE TCRENARETHY, LIREIN- OB L CEAINS,

Ka<wr REBRE

L7=%6.

Bk LT AT S\ T 7 AT RTHES T 5,

L, Ka<wy FERELTORWERIT, §XTOT7 7 ¥ X &fF T %,
no JEATHEAT LG AIE, FEE LICREZHIFRT 5,
no ERTHRT A —=H =% LI25E. TXTOREZXHIRT S,

[/—FI]

http-server enable % L < {3 http-server secure enable 7°

[EXE B

BRESN TV RWEA, Ao~ RIIESRE L 7w,

192.168.1.1 & 192.168.10.024 D& 7 A Rk ix6 D HTTP = "—~D7 7 2 AD R EFFA[T 5,

SWR2311P (config) #http-server access permit 192.168.1.1
SWR2311P (config) #http-server access permit 192.168.10.0/24

192.168.10.024 D& 7 A > "Ix60 HTTP —_R—~DT 7 B ADH LT 5,

SWR2311P(config) #http-server access deny 192.168.10.0/24
SWR2311P (config) #http-server access permit any

4.18.6 Web GUI D= ZE3%

[EX)

http-server language lang

no http-server language
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[78T7 A —=F—]
lang SRZIRET D
REM B
japanese BN
english YoFE
(AR E]
http-server language japanese
[ASIE—F]
Ja—N\)nary7 4L — g rF— R
B

Web GUI O EREZ R ET 5,

no FECHEAT LG E R, WIHIEREIZRE S,
(B EH]

Web GUI D E5&% 95RI2T 5,

SWR2311P (config) #http-server language english

4.18.7 HTTP ¥ —_—Dua /A A A4 LT 7 MEFBORE
[

http-server login-timeout min [sec]

no http-server login-timeout

ST A—F —]
min : <0-35791>

ZA LT 7 MRFE(GY)
sec 1 <0-2147483>

ZA LT MEFEED)
(AR E
http-server login-timeout 5
[AS1E—F]
Ju—nmnarz4 7 b—varE—F
[RLBA]

HTTP % — "= ~D7 7 EARRWGEICHBMICe 77 U F 25 TORMEZHRET 5,
sec ZEME LA, 0 MERESND,

no JIER CHEAT LIS I3 EICK 5.

[/ —}]

B E AT RE 7R e/ MBIV 1 43

(B2 ]

HTTP Y — "—0D & A L7 7 MR Z 2 73 30 ISR ET D,

SWR2311P (config) #http-server login-timeout 2 30

4.19 HTTP Proxy

4.19.1 HTTP Proxy #$RE DAL

EEN
http-proxy switch
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no http-proxy

[RTA—=H—]
switch : HTTP Proxy H&REZ F T T D D20
BRIEME i
enable BN D
disable NS %
(AR E
http-proxy disable
[AS1E—F]
sa—s\)var7 4 b—3a sE— R
B

HTTP #—/X—® HTTP Proxy #EREZ AN 5,
no K CHAT L2553 e T %,

[ E ]

HTTP —/X—® HTTP Proxy #&RE A BN 5,
SWR2311P (config) #http-proxy enable

4.19.2 HTTP Proxy BRED % 4 27 v MBI ORE

[EF2

http-proxy timeout time
no http-proxy timeout [fime]

[/XF A—F—]
time o <1-180>

A LT UMD ETORR (B)

[FIEIERE]

http-proxy timeout 60

[AJ1E— ]

Ja—N\)ary7 4 JL— g F— R

[RiAA]

L2MS =— = > b D Web GUI Z G54 5 L & DX A LT U MR ZEET D,
no I CTHEAT L2 H5413 60 BIZT 5,

[BEH

HTTP Proxy #6ED % A4 L7 U MR % 2 53 ICRRET D,

SWR2311P(config) #http-proxy timeout 120

4.19.3 HTTP Proxy 8888 X EIRFEDE TR

=V

show http-proxy
[AJ3E— K]
Fike EXEC E— K
(LA

HTTP Proxy #REDRX ERM A KA T D, L TFOHANERRIND,
« HTTP Proxy H&RE DA 2/
o XA LT U MEEH
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[ EH]
HTTP Proxy #RE D% ERI A R T 5,

SWR2311P#show http-proxy
Service:Enable
Timeout:60

4.20 SSH ¥ —,3—

4.20.1 SSH V— N—DiEREB L OZfHR— FEFOER
E=N|

ssh-server enable [porf]

ssh-server disable
no ssh-server

[F—U—F]
enable © SSH Y ——ZHNTT 5
disable © SSH H——% T 5
[/3F A—%—]
port ;. <1-65535>
SSH h— =D Y ZA=2 7 R—  &E (B L75HA 22)
[FIEIRRE]
ssh-server disable
[AJ1E— K]
ra—n_"pvar 74— g T — R
[FFA]

SSH Y — =235, £/, VA= TCP R— hEFEIBETDHZ LN TE D,
SSH $—/"—% G2 T 2LEE 1L, FRNIH A MEOIER (ssh-server host key generate) # 1T > CE LE N H B,
no JEX CHEAT L7254 13 SSH — "— 2 iz 5,

[/—}]

SSHZ A7 v bhbu A 5881, FANCa—P—4 L 32T — FOBbk(username) % L THE L LENH
60

[BREH]

A= ZR— M5 % 1234512 LT SSH Y ——z 8@+ 5,

SWR2311P#ssh-server host key generate
SWR2311P#configure terminal
SWR2311P (config) #ssh-server enable 12345

4.20.2 SSH ¥ — N— DR EIRBDOFER

[ER]
show ssh-server
[AJIE— F]
¥t EXEC £—
[FAA]
SSH #— =D ERNE KT D,
LFOBEBENRREIND,

«  SSH % ——HrE DA 2/ %)

o VA=V T R—MDOFE

« SSH #—/R—iK A NED A

¢ SSHH—"—~DT 7B A%ZFFATHVLAN £  F—T =— 2R
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e SSHHY—NR—~DT7 7 ERAZHIBETHT L F—
[BXEH]
SSH H— "—D RN AE R RT D,

SWR2311P#show ssh-server
Service:Enable

Port:23

Hostkey:Generated

Management interface(vlan): 1
Interface (vlan):1, 2, 3
Access:

deny 192.168.100.5
permit 192.168.100.0/24

1)
2
i

4.20.3 SSH —N—~"T7 J A TX LA X LD}

AxX
EEN!
ssh-server interface ifname

no ssh-server interface ifname
[/3T7 A —F—]
ifname . VLAN A VU H—T = — R4

[F1313% 2]

2L

[AJIE— K]

Ja—n\)ary7 4L —v g rET—FR

[RBH]

SSH % —/"—~DT 7 A% T 5 VLAN A X —T = —AERET D,
no R TEIT LG, BBELEA VX —7 =2 — R & HIRT 5,
ARKa<wr PR K8HETHRETE, RELLIAICEAT 2,

AKav s RERELTHRWEEIEL, fR5F VLAN ORT 7B A TE D,
[BXEH]

VLAN #1, VLAN #2 |[Z#85i L TV DR A R B O SSH H— /"= ~D 7T 7 B A& TR 5,

SWR2311P (config) #ssh-server interface vlanl
SWR2311P(config) #ssh-server interface vlan2

4204 SSH YV —NR—~TFT IV ERATCEBRIFAT L FORE

[EX

ssh-server access action info
no ssh-server access [action info]

[/XT A —F—]

action T BASRMCH T 2EMEREET D
REME B!
deny Sz G2
permit S U N M B

info DS L T B EETC IPVA/IPVGE T R L AT ERET D,
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REE B
AB.CD IPv4d 7 KL A(AB.CD)&ZET S
HT Ry b A7 EMbit)fF & D IPvd 7 K
A.B.C.DM L A(AB.CD)EZHRET D
X:X::X:X IPv6 7 R L AX:X:X:X) &2 FRET 5
XX BT Ry b A7 EMbit)ft & D IPve 7 K
XXEXXM VAKX XX X)EHEET D
any T RTOIPV4/IPV6 7 KL AZIEET S
[FIHIRR E]
7L
[AFTE— ]
Ja—\)arz7 4 —varE— R
[

SSH THiid %7 74 7 > MR % IPv4/IPv6 7 L A THIRT %,

AKa<wy NIRRKSHETREN R THY . RIIRESNTZHONELE L THEA SN,
Kavy RERE LGS, B8 LIEREEMT SR0WT 78 233X THEGT 5,

2L, Ka<wy FERELTWRWERE, T XTO7 7 A2/ d 5,

no LA TIAT LA, € LIEREZHIRT 5,

no FECRT A — X — 2 AW LTI-5A. T XCTOHRELHIRT S,

[/ —}]

ssh-server enable =~ > R3EXE STV WA, Ao~ RIFHEE LW,

[ E B

192.168.1.1 &£ 192.168.10.0/24 D& 7 A > "InB @D SSH Y — "—~DT 7B ADHEFFT 5,

SWR2311P (config) #ssh-server access permit 192.168.1.1
SWR2311P(config) #ssh-server access permit 192.168.10.0/24

192.168.10.0/24 D& 7 A "B D SSH 1 —_"—~DT 7 B ADHEIEET 5,

SWR2311P (config) #ssh-server access deny 192.168.10.0/24
SWR2311P (config) #ssh-server access permit any

4.20.5 SSH % — "—7R 2 MEDOVER
[ER)

ssh-server host key generate [bit bif]

[/3F A —&—]
bit © 1024, 2048
RSA#OE Y M E

(IR E]

2L

[AJTE— K]

et EXEC B— RN

B

SSH #—/ N—@D 7R A s RSA ## L A b DSA #E2FHET D,

RSA $#1X bit /3T A—ZIZ L > THENMRTIHROE Yy MIEIRTE TE 5, DSA X 1024 vy FO#EEAKT D,
[/ —H]

SSH H— N—#te 2 FI AT 28513, FiflcAKa~ 2 REETLTHRR MEEA AR T HLERH 5,



98| 2~ RU 77 LA RS - EHRRE
BRI A MEBERE SN TWHRE TR~y REET LGS, 22— —ICk L TRA MEEZFH T 20E0%
s+ 2,
RA NEOAERIZIT, BRRE DR DR DD 560136 5,
Aoy KL, SSH ¥ — =R OLEICORFITTE D,
B!
2048 B RO RSA #it & | DSA #BA KT 5,

SWR2311P#ssh-server host key generate bit 2048

4.20.6 SSH ——K X NBEOZ VT

[ER
clear ssh-server host key
[AJTE— K]
F¢kE EXEC £— R
[FAA]
SSH #—/3—@D 7R A k RSA L R A |~ DSA #AHIBRT 5,
[/ — ]
Ko<y Rid, SSH = "—=REH)DOLEITDOHFEITTE D,
[EAEBI]

RA K RSA L 7R A | DSA $#EEHIFRT 5,
SWR2311P#clear ssh-server host key

4.20.7 SSH Vr— "—/ABEEEDOFR

[EX

show ssh-server host key [fingerprint]
[F—T— K]
fingerprint DR ERTT D

[ASE— K]
et EXEC B— N

(@]
SSH #— =D AR Z FRT 5,
fingerprint ¥ — U — FZ457E L5 a 13, AREORR LI, 7T AF—7— F2FRT 5,

[/ —}]
PR DNy 2T 2 XA, MD5 & SHA256 Offi )5 & £ 95,

[ AEBI]
ANEARERTRT D,

SWR2311P#show ssh-server host key

ssh-dss XXXXXXXXXX1kc3MAAAEBAPTBOYYdgvE+4bbhF4dmtoIJri+ujdAIfgr4dhL/0w7J1vc50eXyg
sXJoCglP1sLRGHOOzxVYbOouPCUV/JPFCatgOIiiB8edNzUgSBle6MOFtGjmESrdYiafyIUhps+YWgd
T1To0AFNVUKMgAbYODA3Cy7kNVptYRK8rcKWk1ChbatWnT/Z7RcmEVEou0glOyp79b3DcpFM7ofadd
9ySb6mj06Y/0k81L5gFhCHMGOGtqITKZsqb5VnPz8FYC8tls6/tpyrUa5aG2af/yTEaS5USBDYAucCSS
wNIUG9alGo/8WIHiBJAM43207UPQTHWO/5nYEQU44gmEPQrPGJI65GT8AAAAVAOPjJEO0Jyel+4c5qWSFE
PXUgrLf5HAAABAQCNNPO+ZjWZcZwGabLxTGMczAjDy5uwD4DWBbRxsPKaX1lsicJGCO0aridnTthIGa8
ARypDjhpLla37SDezx8yClQ5vh+4SPLAS1hdSSzXXE+MXIICXnOVPdiKC4ialOn81tMxW/EPw4SqFP
77r7VVCE/JpXv82AN2JTJ/HAN3X71vMyCsKZLoWrEcEcBH5anvAQKByVt7RerToZ4vSgodskv7nyXX
XXXXXXX

ssh-rsa XXXXXXXXXX1yc2EAAAABIWAAAQEAwWVAZKI18jKTCHIHQfRV4r7U0YChX0oeKjBbuuLSDhSH
WmhpG3xxJO0pDIedSF3Knb7LX2SfymQYJ7XYIgMjmUOoziv/zi+De/z3M7wIHQUWEIMZEDAJR6Mx 39w
6004 /ehQcaszjXi+0A12wG/kk561AU23CW/1210//5GZTzkFKyEJUtWauHWEWOglF5Yy7F64PesqoH
6h50DNK7Lh1T7s40XRnUJphI1INrW278Dnvyry31iR+tgTJAg3cGHEYsaQCdankDi1IQhUazUY0vJO
/g3 YCIMUWHGEK/cst+PCtgnt0XV5B107 9uRUMCACS2pDX5EWrwbPXXXXXXXXXX==
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NBRBEDO R A R T D,

SWR2311P#show ssh-server host key fingerprint

ssh-dss

1024 MD5:XX:XX:a8:09:51:93:9d:d2:ec:40:1a:43:66:3a:XX:XX
+-—-[DSA 1024]----+

| o ¥ o |

|=*=+. o

|E+X+ fe)

| o + = +

.. ..0 X

|

|

|

5 |
|loo=.B.*.0 |
| o + S o |
|

|

| e}

| E

+————— [MD5] —————- +
1024 SHA256:XXXXearwsCXvYTEfIKrS6yYSrijMhOfWoW0OBw7aAOXXXX
+--——[DSA 1024]----+
| . +E. |
| oo |
| o X S |
| = F o |
| o B * . |
| + o . |
| A |
| X+.Q +o= |
|@*0.= o. |
+-———[SHA256] ————- +
ssh-rsa

2048 MD5:XX:XX:b8:07:e3:5e:57:08:80:e3:fc:03:24:17:XX:XX
+-——-[RSA 2048]-——-———+
| |
looo® |
| *+. |
| |
| + |
| |
| E |
| B.. |
| . 00 |
e ecoeoe [MD5] -————— +
2048 SHA256: XXXXMkUuEbkJggPD68UoR+gobWPhgu7qqXzE8iUXXXX
+-——-[RSA 2048]-——-———+
| * ==t |
| *o+= |
| *=o0. S |
| 9 . |
| + B *o |
| == . |
| o |
| |
| o = = |
+----[SHA256] -—--- +

4.20.8SSH 7 5 AT v N DAEGFHERORE
EEN

ssh-server client alive enable [interval [count]]

ssh-server client alive disable
no ssh-server client alive

[XT A—=HF—]
interval 1 <1-2147483647>

7747~ OELFHERERE (B A% L7258 1 100)
count 1 <1-2147483647>

T TAT v NOEFHERRKR IV ML (B L8546 @ 3)



100 =~ RU 77 Lo A | R  EIHERE
(AR E]
ssh-server client alive disable
[ASIE—F]
Ja—\)nary7 4L — g rFT— R
B
7 74T N DEFHERREAT O ENERET D,

747 MZinterval TiRE LT7-RIE CTISEEZERT A2 A vb—U %15, count CTHEE L7=BI2 72 e L C
WWERIZ T2, TV TAT L NEDEREYY, By arE KT TS,

no A TIAT L7 B I3 EIC R D,

r]

421SSH 27 ZA 7 b

4211 SSH 7 A4 7 s DiEH)

(5%
ssh [user@] host [port]
[NT A —=F—]
user D VE—FRA MR A P LBICHEMNT 22— -4
host : UE—FHRRA NG, F£70E, IPvd 7 R A(AB.C.D), 7213, IPv6 7 F L A(X:X:X:X)

IPv6 Vo7 a—nNT RLAEZRETHHAIE, HEHA LV H— T =2—RALBEETHILERD
% (fe80::X%vlanN DJE)

port 1 <1-65535>
A 2R— hET (HIELIZES - 22)

[FIHIE% €]

L

[AFTE— K]

¥iHE EXEC £ — K

B

FEE L7z AR A b~ SSH THfi 7 5,

user BB LI=5H., v /A oo a—Y—£Z%2EHA L CSSH b —R—~DT7 7 2% T 5,
X 2 —P—Tra 7 A I user ZEWE LI2BEA T root" 2+ 5,

[/ —}]
TR —TFEFTFAL (~) LT 5, mz7~fi$iﬁﬁ’ﬂﬁéMk&%t TR IS,
ITHMN D T A — 7 X F% 2 [T CASTILIZBAICE, 2275 —7FERS—_"OA1E LT ENS,

TR =T FTHET TE Y A RON Aﬁéht . RHIRICEERE A PAL D,
T A — 7I%LﬁTT7IX%9/m#Aﬁéht%D\ix&ﬁfﬂﬁ@*%ﬁﬁ%éﬂéo

[ EH]
IPv4 7 K 1A 192.168.100.1 ®7AHK A MZ, —H—4 uname, ~— hFE 5 12345 T SSH #5695,

SWR2311P#ssh uname@192.168.100.1 12345
IPv6 7 R L A fe80::2a0:deff:fe11:2233 DR A M2, —H—4 uname, R— FEE 12345 T SSH #5575,

SWR2311P#ssh uname@fe80::2al0:deff:fell:2233%vlanl 12345

4212SSH 7 4 7 b ODBFZHL

[ER]
ssh-client switch
no ssh-client
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[78T7 A —=F—]

switch : SSHZ 747 v MEAIZT 035D
R EME B
enable BT D
disable £ R )

[FIHIERE]

ssh-client disable

[AJTE— K]

Ja—nN\)aryz 4 L—varE—FR

B

SSHZ 947 e L Tsshavwr REFEHATEXLL5I1CT5,
no B TCHEIT LB AIESSH 7 54 7 > Mg+ %,

(B EH]

SSHZ 947 v BT 5,

SWR2311P (config) #ssh-client enable

4213 SSH =R MEHRDOZ VT
[

clear ssh host /ost

[2XT A—&—]

host o UE— AR ML, 720, IPvA 7 KL A(AB.CD), £720%, IPv6 7 F L A(X:X:X:X)

[ASTE— R

¥ibE EXEC £— R

[FREA]

SSHZ 47 k& LTHE L= SSH — X— DA ZHIRT 5.
[ E B

SSH /R A ME#HRZEZ VT35,

SWR2311P#clear ssh host 192.168.100.1

422 A — )L@A

4.22.1 SMTP A —/LH— _"—DHE
BN

mail server smtp id host /ost [port port] [encrypt method] [auth username password)|
no mail server smtp id

[¥F—T— ]

port A=Y= R—DR— " EEEEET D
encrypt D B b REEET D

auth © SMTPRBAETHE S 7 7 v MEMERET D
[/NF A —5&—]

id c<1-10>

A — L —"—1D
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host DAY= R=T R X EiE, RA M

IPv4 7 R L Z(A.B.C.D), IPv6 7 F L Z(X:X:X:X)

IPv6 V7 a—T RUAZIRET D561E, A V2 —T7 = — A bIRET HLERH
% (fe80::X%vlanN DOFE)

AR (64 SFLAN, SR & )

port 1 <1-65535>
A=A — =D R — N FEH(EMEIL 25, method & LT over-ssl DMEE SN TV ZHATT
465)
method N X APV
R EE B
over-ssl H{E 2553 % (over SSL)
starttls (5 #5517 5 (STARTTLS)
username © SMTP @BFETHM T 22— —4
(64 SLFLIN, 2" [ > LA A= 22 BR A RT - PARLD)
password : SMTP GRGETHEH T 5/ AU — K

(64 STFLAN, 2" | > LA A=A Z R CEA R - AR

[FIEIEE]
L
[AJ1E— F]
ra—\)var 74—y a rEe— R
[FAA]
A= )VIREIERT 5 — " —FRERET D,
[/— ]
SMTP #BFEZAT 2 B, AUTH LOGIN =2~ K& > CRBREEAT ),
SSL/TLS /83— 3 »1% TLSv1, TLSvI.1, TLSv1.2 [ZkHE LTV 5,

A=) —_—=DT FL R L LTIPv6 7 RV RAZFRET H555H . SSL/TLS 1T K D5 LRI TE 220,
[ E ]
A —ViEfE Y —/N—|Z, smtp-server-test.com %X ET D,
SWR2311P(config) #mail server smtp 1 host smtp-server-test.com
A= VIE(EH—s3— L LT smtp-server-test2.com Zf57E L, Bi5{b & SMTP @Rt 2§ 2R EZ1T 9.

SWR2311P(config) #mail server smtp 1 host smtp-server-test2.com encrypt over-ssl auth
test user test password

4.22.2 SMTP A — )L ¥ —_—& DRE

E&

mail server smtp id name server_name
no mail server smtp id

[NT A—=F—]
id ¢ <1-10>
A =P —3—1D
server_name A=A
(64 SLFLAN, 2% bR < A TET - FATS)
[WIHIRRE]

L
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[AF1E—F]

ra—m)var 74— g rE— R

[BHA)

A= NVEEIEHT 2= "= R ERET D,
[ EH]

A= )VIEEH— " —D4HTE LT test_ mail_server ZiXET D,
SWR2311P (config) #mail server smtp 1 name test mail server
4.223 A —)VIBHD b Y H—RE

[ER
mail notify temp-id trigger lan-map [type [type ...]]

mail notify femp-id trigger terminal
mail notify temp-id trigger stack

no mail notify temp-id trigger lan-map
no mail notify temp-id trigger terminal
no mail notify femp-id trigger stack

[F—T—F]

lan-map : LANw y FIZET 54Xy M Edmmd 5

terminal DU AREEARMEREICEA T D A N FRmET S

stack DR K y JHERRICBEIT DA X AR EAT D

[/XT7 A =5 —]

temp-id ¢ <1-10>
A—NF 7 L— b ID
AN MBS 27 7L — b ERET D

type : LAN~ > 7T 514X b OFEHH
RIEHE B
hardware ENZN Y
loop J— TR
sfp-power SFP 20t L~ L B
queue-usage E(E ¥ = — R
poe PoE ##E
snapshot AF v FTa b
12ms L2MS ¥ % — v —DEH

(IR E]

7L

[AJ1E— K]

Ja—nm"Nnarz 4 b—va e —R

[BLFA]

FEE LIMRED A X MEHEZ A — VBT 51O OREZIT I,

lan-map Z4EE L C type ZIRETH &, FHE L LAN = v FZET 54 X0 METB@EMEN S,
type ZEME LT84 15, LAN < v ZIZBET 5T _RCTOA Ry b @EmEn 5,

[/—}]

ALy JHERBICEET D14 X MlANL, A F v ZHEBRICKHE LTV D FED 7,
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[BREH]
A=NT 7 L— b #LICLAN ¥ v TERERAOA N2 b ) =2 ET D,
SWR2311P(config) #mail notify 1 trigger lan-map

4224 A—NVEEOF T L — FREE—F

E&

mail template temp-id
no template

[73F A —&—]
temp-id :<1-10>
A—)L 77 L—KID
[FIHIRR 2]
2L
[ASE— K]
Ja—\ a4 L—yg s F— K
[FiEA]
A— VEERIEHT AT L — FERIETHE— NIIBITT 5,
T L= E—RIIBITTHZETCIRRLOEHEEARET DI ENTE D, 77 b— MIFEK 10 HHERK ATEE,
o A—)LIE[EDIIET KL A
s A—NVEEOKXEILT FL A
o A—VEFEOMH4
o A= NVEEFHFLIRFRORE X2 MEE O EH)
[F%EHi]
A—=NT v T L= b # ORFEE— FICBITT 5,

SWR2311P (config) #mail template 1
SWR2311P(config-mail) #

4.22.5 A — )LEEDY— N\—ID OHRE

[EFH]

send server server-id
no send server

[/3T7 A —F—]

server-id . <1-10>
A—=)T 7L —hKID

[FIHIERE]

no send server

[AJ1E— K]

A—NT T L—FE— R

(@]

BT A=V — =D ID Z+EET D,

[BXE B

A =TT —hM#l THEATEZA =P —R— |2 —"—ID#l ZEET D,

SWR2311P (config)#mail template 1
SWR2311P(config-mail) #send server 1
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e
i

4.22.6 A—VIEEDEETLA—NT KL ZAD
[

send from address

no send from address
[R5 =5 —]
address BB IHEA—AT KRR
(256 SCFLIN, PEARET L -@)

(IR RE]

no send from

[AF1E— ]

A—=)NT T L—FE—F

[FEEA]

EETLA—NT RLRAEZRET 5,

[ EH]

A—=NT 7 L— K #l OEFEITLA =T R L AT sample@test.com Z 45 ET 5,

SWR2311P(config) #mail template 1
SWR2311P(config-mail) #send from sample@test.com

E

He

4.22.7 A —)VIEEDWI A —NT KL AD
[

send to address

no send to
[T A—=F—]
address DS A—LT FLR
(256 SCFLIN, AT L -@)

(AR RE

no send to

[AJ1E— F]

A=NT T L— FE—R

[@i ]

G A—NT L RAEZRET D, (K 41F)

[/—}]

RERENTA N blFosast & L THEM S, GEFEOBRMUERmEA e & LTIEN S,
[EXRE )

A—)LT T L— k #l DFEIEA—/LT F L A user@test.com ZF5ET 5,

SWR2311P(config) #mail template 1
SWR2311P(config-mail) #send to user@test.com

4.22.8 A — VXD DERE
[

send subject subject

no send subject
[/3T7 A =5 —]
temp-id D AIVIRERFOMEA
(128 LN, 2> FR< AT - PATLS)
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[FIEIERE]

no send subject

[AF1E— ]

A =)7L —khE—FK

B!

A= )IVIRE DAL ZFRET D,

[/— 1]

KRREDTHEITLL T O & 72D,

s A XY Mi@X : Notification from SWR2311P
*  FIEPIEELA : Certification publishment
REBHESEAD : Certification expiration
[BRE ]

A=NT T L=k # O A= VIEEREOMFA I "TestMail" Zi%ET 5.

SWR2311P (config) #mail template 1
SWR2311P(config-mail) #send subject TestMail

4.22.9 A — )V EERFDREORE

EEN
send notify wait-time time
no send notify wait-time

[/3T7 A =4 —]
time 1 <1-86400>
KRB H(RD)
(IR E]
send notify wait-time 30
[AJIE— F]
A=NT T L—FE—R
[@i ]
A R B IEFIR O A= LN EERITERE S D £ TORERR 2R ET D,
[/ — ]
KRRETA N PBEIO A —/VIEERERR & LTER S5,
(B E B

A=V T T L=k #] DA —)LIEEFRF BRI 60 P2 RET D,

SWR2311P (config)#mail template 1
SWR2311P(config-mail) #send notify wait-time 60

4.22.10 FEAAZEXATRED X — VR TE

[EFX

mail send certificate temp-id
no mail send certificate

ST A—5—]
temp-id o <1-10>

A—NT 7 L—KID
[WIHIRRE]

no mail send certificate
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[AS1E— R
RADIUS 27 4 7 L—3 a3 »E— R
[
RADIUS % — =D 27 FA4 T > MiEAEZEMT 2 & ESIEHT 277 L— M D 2f8ET 5,
RADIUS H—_"—D 27 Z A4 7 > MEWFEIX, RADIUS — S—HEEED user 2~ 2 RTHE LA —/LT KL A~k
9%,

[/ — ]

RADIUS %—/_X—D 7 5 A 7 > FEFERAEDET O A — LA S

Certification is published.

Name : [£Al]] % user 2~ > RO NAME # 7> 3 > O EE
Account : [ —H—4] % user =~ > K USERID f

MAC address : XX:XX: XX:XX:XX: XX

Expire : YYYY/MM/DD

Bl
RADIUS #—=""—=0D 7 T A7 > FEAEEZ A —/VEMT 5 LS ITHMT 57 7L — M IDIC#1 ZHET 5,
SWR2311P (config-radius) #mail send certificate 1

4.22.11 FEFAERARED XA — VR E
BN

mail send certificate-notify temp-id

no mail send certificate-notify
[73F A =4 —]
temp-id ¢ <1-10>
A—=NT 7 L— 1 ID
(AR RE]
no mail send certificate-notify
[AJ1E— F]
RADIUS =7 4 V' Lb—v g E— R

B
RADIUS %— N—D 7 5 4 7o FFERES A — LT 5 L X HT I T 7 L— F2EET 5,

[/ — P}

RADIUS % —"—D 7 F 4 7 NEAZEO A AR FRTE N O A — VARSI

Your certificate will expire in [X] days.

Name : [£fi] % user 2~ > KO NAME 47> 3 v D% EfE
Account : [ —H—4] % user =~ > K USERID f#

MAC address : XX:XX:XX: XX:XX:XX

Expire : YYYY/MM/DD

[ EH]
RADIUS % ——D 7 747 » FEIEEZ A — /Ll 5 L ZIHEHT 57 7 — MR Z2HRET 5.
SWR2311P (config-radius) #mail send certificate-notify 2

4.22.12 ;EFAEO A IHIREIIEI Z A 2 T DR E

E=N
mail certificate expire-notify day [day] [day]
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no mail certificate expire-notify

[7NT A —=HF—]

day : <1-90>
ARG % 18509 2 7847 H 4K

[WIHIRRE]

mail certificate expire-notify 30

[AJ1E— ]

RADIUS 27 4 7 L—L 3 »E—F

B

RADIUS $—=—=D 7 T A 7 > bFEEOAZBIREIN 2 ST @i 5 Az i E 45,

WA HEIL 3 HFETHRETE %,

[/— "}

day IZIANNEFICBED LT, BIETR RSN D,

[BEH]

RADIUS ¥ —/—D 27 T A 7 > bt EOAZHIRGIN O FaT@EM 2 50 HATE 10 BANCEET 2,
SWR2311P (config-radius) #mail certificate expire-notify 50 10

4.22.13 A — LEEHFROFR

[EFX

show mail information [temp-id]

[73F A —4—]
temp-id ¢ <1-10>
A—NT 71—k ID
[AJ1E— K]
K EXEC E— K
[RLBA]

BELET L —FID OA—LEEFRERRT S,
T L—NID ZAK LIEGAIR. £ TOA— N ERERRT D,
(% EH]

A—=NT T L= # DA NVIFEREERTT D,

SWR2311P#show mail information 1

Template ID 1

Notify trigger : lan-map, terminal, stack

LAN map notices : hardware/loop/sfp-power/queue-usage/poe/snapshot/12ms
Server host : smtp-server.com

Server port : 25

Encryption : STARTTLS

Wait time : 30 sec

Mail address (from) : sample@test.com

Mail address (to) : userl@test.com

user2@test.com
user3@test.com
userd4@test.com

4.23 LLDP

4.23.1 LLDP #8EDH L.

EEN
lldp run
no lldp run
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[WIHIRRE]
L
[AJ1E— K]
Ja—)ary 74—y g — R
B!
VAT LART LLDP #REEZ T D,
no IR CIAT L7 A 1X,. v AT ALK T LLDP #6E% Thic 4 %,
[/— "}
AN— MK LT LLDP BREZ AT T DI F D a~w» RERET 2 HENH D,
set lldp enable ==~ > K fype (LLDP =— = > b E— R)FTLE(Z)G U T txrx, txonly, rxonly Zi%Ed 5,
e Ndprun (V' u— 3var7 47 Lb— g E—R)
¢ ldp-agent (f > F —7 = —AEF— )
« setlldp enable fpe (LLDP =— = > FE— R)
[BREH]
LAN R— I #1 @ LLDP #RED EZIE 2 AT 5,
SWR2311P#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
SWR2311P(config) #11dp run
SWR2311P (config) #interface portl.l

(
SWR2311P(config-if) #1ldp-agent
SWR2311P (1lldp-agent) #set 1lldp enable txrx

4232 VAT ADOREATDOHRE
]

Ildp system-description /ine

no lldp system-description
[/XT A —=HF—]
line LV AT AOBAST O TAN(255 SCFLAN)

[WIERRE]

no lldp system-description

[AJIE— K]

Jsa—x)ary 74—y g — R

[RLBA]

LLDP #RECHEH T2, v AT LAOFIALAFRET D,

no IER CHFAT LIS IR EICK b,
PIMRREOMEIL, ML +7 7 —L v =T U EVar] Thd,
[BREBH]

VAT AOFBA % SWITCHI_POINT A 1295,

SWR2311P (config) #11ldp system-description SWITCH1 POINT A

4233 VAT ADLELFROERE
[

lldp system-name name

no lldp system-name
[/RT A—F—]
name VAT AOLAFRO LTS5 LFLIA)
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[FIHIRR 2]
no 1ldp system-name
[AJ1E— K]
rsa—)ary 7 40— g F— R
[FHA]
LLDP BERETIE %, Y AT ADLHEHRET D,
no IR CEIT LIS ITNHREITR D,
VMR EOEIL B4 ) TH D,
% EAE X LLDP System Name TLV [ZF% € S5,
[ E R
VAT LDLLFE SWITCHL (1275,

SWR2311P(config) #11dp system-name SWITCHL

4234 LLDP =— =V F DERR

[ER]
lldp-agent
no lldp-agent
[FIEARR E]
L
[AJTE— K]
A H—T 2 —RAE— R
[FREA]
LLDP =—Y = F&{ER L. LLDP =— = hE— NITEKT B,
no B TEITL-HA1E, LLDP = —2 = > M &2 HIRT %,
[/—}]
LIDP = — = F2HIET AL LLDP = —V 2 M E— R TCRELZa~ Y FHEIBRENS,
[FXEH]

portl.] TLLDP =— = hZ{Esk L, LLDP =—¥ x> hE— NIZBITT 2,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #1lldp-agent
SWR2311P (lldp-agent) #

4.23.5 LLDP IZ X % BB EMAEDR

[EX]

lldp auto-setting switch
no lldp auto-setting

[7XF A—&—]
switch : LLDPZ X % HEIFREMEEDRE
B EE B
enable LLDP (2 &L % HEhX ERE = AN T 2
disable LLDP |2 & % H#Ehak ErRE & 20T 5
[FIEIER E]

11dp auto-setting disable
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[ AJTE— K]
Ja—\)aryz 41—y T — R
[FREA]

FEDY~ RN EHET D LLDP 7 L— AL XD | A v FOREL ABMNICE LT HHEL AT D
F7-. power-inline disable delay =~ > NIZ X DFFEE X A I 0 7 OBBFHEREEZ AT D,

LLDP 7 L' — A TIXLL T OBEREDN R E S D,

7 v — il

* QoS

¢« IGMP AX—t'

« EEE

« RADIUS #—/3—7FK A b

o UmAREEHR

no JERTHEIT L= A IR EIC R 5,

WA B —T 2 — ADBRICRETE D,

[/—}]

ARERE A 572912 1%, setlldp enable =~ KT, LLDP 7 L — A% Z{ECX HREICT HLENRD D,
[BREH]

LLDP T & % HERREMREZ AT 5,

SWR2311P(config) #11dp auto-setting enable

4.23.6 LLDP 25— FORE

[
set lldp enable #ype
set lldp disable
no set lldp enable

[/NT A—=HF—]
type ERfEE—FR
BREME il

rxonly ZEHEHICHRET D
txonly EEHHICHRET S
txrx EEBLOZEICHRET D

[WIEARRE ]

set lldp disable

[AS1E—F]

LLDP =—Y = hE—NK

[BFA]

MHERA L HZ—T =—ATDOLLDP 7 L —LDEZEE— RERET D,
set lldp disable D355 1%, LLDP 7 L — A% i5%(5 L2V,

no JETIAT L2 HA X, MIIRREITR 5,

[BE ]

LAN 7R — bk #1 @ LLDP =525 — R&2ZEHERICHRET D,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #1lldp-agent

SWR2311P (lldp-agent) #set 1lldp enable rxonly
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4237 FHET RLZDBREORE

[EFX

set management-address-tlv fype
no set management-address-tlv

[73F A —F—]
type COEHYT L RO
REME i
ip-address EHT RLAEZIPT RLAET S
mac-address BEHY RLAZ MACT RLRX LT 5
[WIHRRE]
set management-address-tlv ip-address
[AS1E— F]
LLDP =—Y = hE— K
[@iA]

LLDP THEH$ 2, R— FOEHT L ADHBEEZRET D,

no FECHEAT LGS I3WIHIREICR 5,

F%EfF X LLDP Management Address TLV (ZF%E &AL 5,

B!

LAN AR — | #1 OF BT L AOFfEH%Z MAC 7 R L RIZERET 5,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l

SWR2311P(config-if) #1ldp-agent

SWR2311P(lldp-agent) #set management-address mac-address

4.23.8 EAREH TLV DR E

E&
tlv-select basic-mgmt
no tlv-select basic-mgmt

[FIER ]

L

[AJ1E— ]

LLDP =—Y = hE—F

[RLBA]

BET L AMCEAEE TLV 2807 5,

no A THEIT L7 AT, HME 7 L— 20 b EAREH TLV ZBR<,
ZDa~y RTLLF® TLV 73 LLDP 7 L— AIZBIE L 5,
<HAREH TLV>

(1) Port Description TLV : A" — k O FEA ST

(2) System Name TLV : > A7 L D4 Ff

(3) System Description TLV : 227 A D7 L

(4) Syatem Capabilities TLV : > A7 LA DHES]

(5) Management Address TLV : " — N OEELHT FL A (MAC 7 RLAETIXIP 7 RLR)
(B2 )

LAN 7K— b #1 TE(F9 % LLDP 7 L — AZHEAEEL TLV 2387 %,

SWR2311P(config) #11dp run
SWR2311P (config) #interface portl.1l
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SWR2311P(config-if) #1lldp-agent
SWR2311P (lldp-agent) #tlv-select basic-mgmt

4.23.9 IEEE-802.1 TLV O E
B

tlv-select ieee-8021-org-specific

no tlv-select ieee-8021-org-specific

[(WIHIRRE]

7L

[AJ1E— K]

LLDP =— = hE—
[FHA]

{5 7 L — A2 IEEE-802.1 TLV % B4 5,

no IR THFEAT L7/ 1E,. 2415 7 L— 2405 IEEE-802.1 TLV %R <,
ZOa<y RTLULFO TLV 78 LLDP 7 L—AIZBIE N5,
<IEEE-802.1 TLV>

(1) Port VLAN ID : 7"— k VLAN ID

(2) Port and Protocol VLANID : & | =2/L VLAN ID

(3) Protocol Identity : R — h9 257w h=a,Ld U X |

(4) Link Aggregation: Y > 7 7 7'V 7 — a UE#

(5) VLAN Name : 78— k VLAN O44 F#

[ EH]

LAN 7R— k #1 T%{E4 % LLDP 7 L — A|Z [EEE-802.1 TLV % B4 %,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l

SWR2311P(config-if) #1lldp-agent

SWR2311P(lldp-agent) #tlv-select ieee-8021-org-specific

4.23.10 IEEE-802.3 TLV O E
EE

tlv-select ieee-8023-org-specific

e

no tlv-select ieee-8023-org-specific

[(WIBIRRE]

L

[AJ1E— K]

LLDP =— = hE—
[FEA]

%158 7 L— AT IEEE-802.3 TLV Z B3 %,

no B THEIT LB AL, 257 L—2475 IEEE-802.3 TLV % k&<,
ZDOa<y RTLLFOTLV 28 LLDP 7 L—AIZBIIE N5,

<IEEE-802.3 TLV>

(1) MAC/PHY Configuration/Status : 4— h % T T—3 3 > OY R — MEHR
(2) Power Via MDI : PoE 15 # (PoE #%HE D &> 2 BEFE D 7x)

(3) Link Aggregation: U > 7 7 7'V /' —3 = UAEH

(4) Maximum Frame Size : fix K 7 L' — A% A X

[BRE B

LAN 7R— k #1 T4 % LLDP 7 L — A|Z [EEE-802.3 TLV % B4 %,

SWR2311P (config)#11ldp run
SWR2311P (config) #interface portl.l
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SWR2311P(config-if) #1lldp-agent
SWR2311P(lldp-agent) #tlv-select ieee-8023-org-specific

3|

4.23.11 LLDP-MED TLV D% E

[EX]
tlv-select med
no tlv-select med

[(WIHIRRE]

7L

[AJ1E— K]

LLDP =— = hE—
[FEA]

%157 L — A2 LLDP-MED TLV %iE3 %,

no X TFEAT L= HA 1%, 257 L— 24755 LLDP-MED TLV % &<,
ZOa<wy RTUFOTLV A LLDP 7 L— A2 BIN&Eh 5,

<LLDP-MED TLV>

(1) Media Capabilities : {57 % LLDP-MED TLV Of&%

(2) Network Policy : Voice VLAN 1§ #i(Voice VLAN 2% E SV TN H AR — h D &)
(3) Extended Power-via-MDI : Ji555 PoE 1 #(PoE B&RE O & 2 HEFE D )

[/ — ]

Location Identification TLV ®fE[E "Location" 23i¢ E S 4L TN 5,

[BREH]

LAN R— b #1 TE9 5 LLDP 7 L' — A2 LLDP-MED TLV % BI04 %,

SWR2311P (config) #11ldp run

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #1lldp-agent
SWR2311P(lldp-agent) #tlv-select med

E

X

4.23.12 LLDP 7 L — ADEERRED

[EX]
set timer msg-tx-interval tx_interval
no set timer msg-tx-interval

[/3T7 A —5F—]
tx_interval 1 <5-3600>

LLDP 7 L — A &(E RIBR(RD)

(R E]

set timer msg-tx-interval 30

[AS1E— ]

LLDP =— =¥ hE— K

[

LLDP 7 L — LD EERIRERET 5.,

no JEATHEAT LI BITAIRRE IR D,

[BXEH)

LAN R— k #1 T#{E7 % LLDP 7 L — A DO HFEZ 60 FIIZERET 5,

SWR2311P
SWR2311P
SWR2311P
SWR2311P

config)#1ldp run

config) #interface portl.1l

config-if) #1ldp-agent

lldp-agent) #set timer msg-tx-interval 60

—~ e~~~



A~ RU 77 L X RS - EHBEEE | 115

¥
&t

4.23.13 HHEEEHIR O LLDP 7 L— AEERRD
Ey

set timer msg-fast-tx fast tx

no set timer msg-fast-tx
[XT A —=F—]
fast_tx o <1-3600>
HEEHIM O LLDP 7 L — A ERHIR(F)

[FIAER E]

set timer msg-fast-tx 1

[AFTE— K]

LLDP =—Y = hE— K

B!

EEEE IR O LLDP 7 L— AR ERIR 2R ET 5,

no IR TEIT LA ITHREICE S,

R W] & 1T — b ORI T L < oo ToE#Z OB T, mEEE MR EH DL T O 2~ FICHE
WLLDP 7 L— AR EEEN 5,

« set timerx msg-fast—tx fast xR A E I O RERREN Z R T T 5,

« set tx-fast-init value : B FEEWIMICHET D LLDP 7 L— A DEEZ R ET 5.

B&il]
LAN F— | #1 TEHEEHIRIO LLDP 7 L — A ERIGE 2 IR ET 4,

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #1ldp-agent

SWR2311P (lldp-agent) #set timer msg-fast-tx 2

4.23.14 LLDP 7 L — AEEEILEN L BHHLE CORBORE
E=N

set timer reinit-delay reinit _delay

no set timer reinit-delay
[/3T7 A —5F—]
reinit_delay 1 <1-10>
LLDP 7 L — ARE(E15 120> & BAHIHE & T OREEI(FD)

(IR E]

set timer reinit-delay 2

[AJTE— ]

LIDP=— x> hE— K

B

LLDP 7 L — AXEEIEN L EHHLE CORBZRTET 5,

no JE X CEIT LA IIVHEREICR D,

[BREH

LAN AR— k #1 TLLDP 7 L' — A EEE1E) S HOM L £ TORRZ 10 BICRET 5,

SWR2311P
SWR2311P
SWR2311P
SWR2311P

config) #11ldp run

config) #interface portl.l

config-if) #1ldp-agent

lldp-agent) #set timer reinit-delay 10
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4.23.15 BEBREMOEEREB(TTL) 2B T 512D DREDORE

[EX]

set msg-tx-hold value
no set msg-tx-hold

[/3F A—&—]
value : <1-100>
PEERE O LRFFIFR] (TTL) DA A FH T 2 72D D FREKL
(WX E]
set msg-tx-hold 4
[AFTE—F]
LLDP =—Y = hE— R
[BLBA]

B MO LRFFREH (TTL) 2 BT 5 12D O R ZHET D,
no JEX CHEAT LB A IR EITRE D,

DR EEIL LLDP 7 L — A% {5 & (msg-tx-interva)IC B H X, 52+ 1 LCTILEEB) & 725,
TTL fE1%. Time To Live TLV (Z5%E S5,

TTL = msg-tx-interval x msg-tx-hold + 1 (¥})
[ EH]
LAN 7R— k #1 THEZME MO (TTL) 25 H T 57200 FE %2 2 ITRET 5.

SWR2311P(config) #11dp run

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #1ldp-agent
SWR2311P (lldp-agent) #set msg-tx-hold 2

4.23.16 EEEEHB DO LLDP 7 L — AEEBEEBORE

[EFX]

set tx-fast-init value
no set tx-fast-init

[/$5 X—&—]
value ¢ <1-8>
EEEE W O LLDP 7 L — A {5 H %K
(W1 E]
set tx-fast-init 4
[AJ1E— K]
LLDP =— = hE— R
[

ESEERIR O LLDP 7 L — A EE 23R ET 5,

no IR TEIT L2 AIIWEIREICE S,

[RXEHI]

LAN &— k #1 TEHEEEHM O LLDP 7 L — AR EFEEE 2 IR TET 5.

SWR2311P
SWR2311P
SWR2311P
SWR2311P

config) #11ldp run

config) #interface portl.l
config-if)#lldp-agent
lldp-agent) #set tx-fast-init 2
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[EFX

set too-many-neighbors limit max value

no set too-many-neighbors limit

[/3T A—=F—]

max_value

[N E]

<1-1000>

A | RGBT & 2 MR KB A

set too-many-neighbors limit 5

[AS1E—F]

LLDP=—Y = hE— K

[@iA]

R— P CTHEHTE 2GR ORKRERZRET D,

no JEETHAT L 72 B I3 EIC bR D
= N DR KRR BTG, B LW 558 72 LLDP 7 L— AT 5,

[/ — P}

a<w L  RERETHE, HER—FNCTRERYDLLDP 7L —A52Z(E LT X0, T — MERSEST — 7 L)

70T S5,
[EEBI]

LAN AR— |k #1 THR— ML TEELTE 2O KL 10 ITRET D,

SWR2311P
SWR2311P
SWR2311P
SWR2311P

4.23.18 LLDP #teD A v X — T = — A —FERE

config)#1ldp run

config) #interface portl.1l
config-if)#lldp-agent
lldp-agent) #set too-many-neighbors limit 10

[F=
Ildp interface enable #ype
Ildp interface disable
[F—T—F]
enable LLDP BEREZ AN T 5
disable LLDP F&RE & #2025
S5 A —&—]
type EZEE—NR
RIEME B!
rxonly ZAEHHICHRET S
txonly EEHHICHRET S
txrx EEBLOZEICRET D
[AJ1E—F]

Jua—mN)narr7 4 b—vasE— R

[FLAA]

LLDP #8e DA /&) %42 T D LAN/SFP AR — M —FERET 5,

BNREDHEEIX. FEE L LLDP 7 L — ADESZEE— REHRET S,

[/—H

Ra<wr RixrZa—rvar7 47—y g — ROREITAHE,
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BB, Raxr FEK{A 2 —T72—ADLLDP HEEZ T H72HDH D TH Y | running-config [ZIFF R IR0,
[ EH]
42T D LAN/SFP 7" — k@ LLDP #§EZ A0 L, LLDP 7 L — A% EZ(F [ RE/2 T — NIZERET D,
SWR2311P(config) #11dp interface enable txrx

42319 4 V¥ — 7 = — ADIRERR

(&=
show lldp interface ifname [neighbor]
[(F—T—F]
neighbor DOHEE L TV OB O A RTRT D,
[/XT A —F—]
ifname : LAN/SFP R— hDA v Z—T = — A4
BRI DAV H—T 2 —A
[AJ1E— K]
FEFFHE EXEC £ — K, 45 EXEC £— K
[

ifname TIRE Li=A ¥ —7 =—AD LLDP 1§ & £ T 5,
neighbor Z48E L7 EI1EA v ¥ — 7 = — R TEHL L TV AR DIEHR 2 KR T 5,

T OEANFRREND,
show lldp interface ifname DG

o AU E—T 2 —ARFDOFEHE R

Agent Mode

7'V » ¥ — F(Nearest bridge [ &)

Enable (tx/rx)

EEE— R/ZEE— R (Y : A[EE. N: RH)

Message fast transmit time

EHEE IO LLDP 7 L — A EERIFR (D)

Message transmission interval

LLDP 7 L — L s{E MR ()

Reinitialisation delay

PEIF LR b PRI & TORFHI(F)

MED Enabled LLDP-MED TLV %8 O A %/ &%)
Device Type TN A K A 7 (NETWORK_CONNECTIVITY [&E )

Total frames transmitted

LLDP 7 L — A D%EEHK

Total entries aged

TTL BUL EZER 2L BHT — T AN BHIBR S8
ERIOL "¢

Total frames received

LLDP 7 L — A DS(EH

Total frames received in error

LLDP 7 L — A DZET T —¥#

Total frames discarded

IS 7= LLDP 7 L — A 0D¥K

Total discarded TLVs

%3 X 7= TLV O

Total unrecognised TLVs

AR Ccx ol TLV O

show Ildp interface ifiname neighbor D55

o SRR ELE

Interface Name

ZRELIEAVH—T 2 — R4

System Name

AT LA TR

System Description

AT KD

Port Description

AN— s DL
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System Capabilities

AT ADRES]

Interface Numbering

A B =T —AFEBEODEA T

Interface Number

A UH—T 2 —RAEF

OID Number

OID %=

Management Address

MAC 7 RLAEZIZIP T KL A

+  Mandatory TLV O 1F#H

CHASSIS ID TYPE CHASSISID TLV D % A 7 L i
PORT ID TYPE PORT ID TLV D % A 7 L
TTL (Time To Live) FEARTE RO PRFFRFHE (D)

« 8021 ORIGIN SPECIFIC TLV D1 #

Port Vlan id A— F VLAN @ ID

PP Vlan id 71 k=L VLAN @ ID
VLAN ID R— K VLAN @ ID
VLAN Name A—  VLAN O£

Remote Protocols Advertised

YR—rdT57a harol Ak

Remote VID Usage Digestt

VID Usage Digestt fi

Remote Management Vlan

T VLAN O4 R

Link Aggregation Status

Vo7 70T —a DR RER)

Link Aggregation Port ID

Vo277 ) =g iR— D ID

« 8023 ORIGIN SPECIFIC TLV D& #

AutoNego Support

F— b xr AT —3 g UHERED H /R

AutoNego Capability F— b xrITvT— g UAEEREE K
Operational MAU Type WMERELT 2Ly I AFE—R

MDI power support PoE H¥HEY R — F OF M

PSE power pair PSE /XU —~7 —

Power class

PoE #a®& 7 7 A

Type/source/priority

PoE#EH A 7, V—A, BIELE

PD requested power value

PD #2503 2R3 5 % /7 (0.1mW Hf7)

PSE allocated power value

PSE #2503 A 7 T & 5871 (0.1mW HAL)

Link Aggregation Status

Voo 77 F— g v ORNER)

Link Aggregation Port ID

Vo277 ) =g iR— D ID

Max Frame Size

BR7L—AbY A X

« LLDP-MED TLV ®O1## (LLDP-MED TLV %#%(8 L7238 AICEREND)

MED Capabilities

LLDP-MED TLV OFf&EfHD U A k

MED Capabilities Dev Type

LLDP-MED AT 4 7T /"A AZ AT

MED Application Type TV r—var AT
MED Vlan id VLAN @ ID
MED Tag/Untag VLAN % 7 DA

MED L2 Priority

L2 DEE




120 =~ RU 77 LU A R - ETIRERE

MED DSCP Val DSCP flE DS 2
MED Location Data Format EHFRO7 +—~ v b
Latitude Res FEEE D FRE(A 2072 BALE > M)
Latitude HMEG4 E Y 1)
Longitude Res TEEE D REEA 72 B E Y M)
Longitude G4 E Y R
AT mEZ AT
LA —H—
2EADTET
Altitude Res DR 2N 72 BALE > M
Altitude EEGBOE Y M)
Datum Tl Hh L YR
0K [E ot FLH R (WGS 84)
1467 A U ISR (NAD 83)
2467 A U A IR NAD 83) 0 - BETE S AR
LCI length FEEHRT — 2 DR E
What it D PRI E
0:DHCP H—/N— D577
17747 MiRbiinwWe&ZEx bbb xy NI —7 3
FDONLE
2:7 4T FONE
Country Code a—F
CA type CA (Civic Address) % A 7
MED Inventory Inventory 1&# U A
P EE#IZEI LTI RFC 3825 % &

[BE B

LAN 7"— k #1 ® LLDP |§# % F =15,

SWR2311P#show 1lldp interface portl.1l
Agent Mode 3

Enable
Message
Message

Reinitialisation delay
MED Enabled
Device Type

(tx/rx)
fast transmit time
transmission interval

LLDP Agent traffic statistics

Total
Total
Total
Total
Total
Total
Total

frames transmitted
entries aged

frames received

frames received in error
frames discarded
discarded TLVs
unrecognised TLVs

SWR2311P#

'
: NETWORK CONNECTIVITY

Nearest bridge

: Y/Y

1
30
2

O OO OO oo

42320 2THOA VU ¥ —T = —RZBIT AR OB HF R

[

show lldp neighbors
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[AF1E— R
FERFHE EXEC & — R, $## EXEC £— F
[FiRA]

ETOA L H—T = —RAIB DR OFERE R RT 5,
(FEREZUT show lldp interface ifiiame neighbor =~ > K% &)
[ EH]

e L TV O BEEROIF a5,
SWR2311P#show 1l1ldp nelghbors

Interface Name : portl.l

System Name : SWR2311P-10G

System Description : SWR2311P Rev.2.02.06 (Tue Mar 13 08:41:39 2018)
Port Description : portl.3

System Capabilities : L2 Switching

Interface Numbering : 2

Interface Number : 5003

OID Number :

Management MAC Address : ac44.£230.0000

Mandatory TLVs
CHASSIS ID TYPE
IP ADDRESS : 0.0.0.0
PORT ID TYPE
INTERFACE NAME : portl.3
TTL (Time To Live) : 41
8021 ORIGIN SPECIFIC TLVs
Port Vlan id A
PP Vlan id : 0
Remote VLANs Configured
VLAN ID 1
VLAN Name : default
Remote Protocols Advertised
Multiple Spanning Tree Protocol
Remote VID Usage Digestt : 0
Remote Management Vlan : 0
Link Aggregation Status
Link Aggregation Port ID
8023 ORIGIN SPECIFIC TLVs

AutoNego Support : Supported Enabled
AutoNego Capability : 27649
Operational MAU Type : 30
Power via MDI Capability (raw data)
MDI power support : 0x0
PSE power pair : 0x0
Power class : 0x0
Type/source/priority : 0x0
PD requested power value : 0x0
PSE allocated power wvalue : 0x0

Link Aggregation Status

Link Aggregation Port ID

Max Frame Size : 1522

LLDP-MED TLVs

MED Capabilities
Capabilities
Network Policy

MED Capabilities Dev Type : End Point Class-3

MED Application Type : Reserved

MED Vlan id : 0

MED Tag/Untag : Untagged

MED L2 Priority : 0

MED DSCP Val : 0

MED Location Data Format : ECS ELIN
Latitude Res : 0
Latitude :
Longitude Res
Longitude
AT
Altitude Res
Altitude
Datum
LCI length

OO O OOOo oo
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What : 0
Country Code : 0
CA type : 0
MED Inventory

SWR2311P#

42321 LILDP 7 L— LUV Z—D 7 )T

E&

clear lldp counters
[ASTE— R
et EXEC B— RN
[FRHA]
ETDR—FDLLDP 7V —L BT X —% 7 V7T 5,
Batl]
LLDP 7 L —A N A —% 7 )T 9 5,

SWR2311P>clear 1lldp counters

=
il

4.24 L2MS (Layer 2 management service) D%

4.24.1 L2MS & — R~O#AT

[ER

12ms configuration
[AJIE— F]
Jua—n~pparz 4 J—yarE'—FK
B
L2MS DR E#IT 5 72D L2MS £ — RIZBATT 5,
[/— "}

L2MS E— R b/ m—_ a7 4 7 b—3 g 08— RIOED I exit 2~ REEH L, 8# EXEC £— RIZ
AT end 2~ REFERHT 5,

(B EH]

L2MS E— RIZBITT 5,

SWR2311P(config) #12ms configuration
SWR2311P (config-12ms) #

4.24.2 L2MS BEEDORE

[F=

12ms enable
12ms disable
no 12ms

[FF—Y—F]
enable © L2MS HErea i 5
disable : L2MS BéreE A L

(#1313 2]

12ms enable

[AJIE— K]

L2MS =— R

[FAA]

L2MS #re 2 3 2 B A2 ET 5,
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no JEE CHEIT LB IR EICRE S,
[BREH]

L2MS #RE 23 5,

SWR2311P(config) #12ms configuration
SWR2311P (config-12ms) #12ms enable

4.24.3 L2MS BEBED R EI DR E
B

12ms role role

no 12ms role

[/XF A—F—]
role : L2MS HERE D% E
BREME B!
manager Bl FIZHEpE L7- SWR ¥ U — XDOFRE - il
& 2175 L2MS ~F— Vv — & LTHET 5
L2MS ¥ 31— ¥ —TRE I 7= SWR >V
agent — R L2MS v R —V vy — L LTEMET D
Y BN OERINS L OEMET S
[FIEIER E]
12ms role agent
[AJ1E— K]
L2MS E— K
[FRHA]

L2MS HREZ 3 2 BR OB 2R ET D,
no JIEX CTHAT L7255 13 agent & L CTENVMET 5,
[/—}]

Fl—% > F U —27 HNIZ L2MS ¥ % — —I|ZRXIE S 472 SWR U U — AEEFAE L7236 . L2MS BEEEDS IR (2 H)
ELEH A,

Fl—Fy =272, L2MS v % — Vv — L DN 1 B LD X I LT 7E &,
Bl
L2MS #éfE A~ — Y v — & LT 5,

SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager

4244 1L2MS =— = N OEHEE BB ORE
[EF=]

agent-watch interval time

no agent-watch interval

85 A — 5 —]

time o <2-10>
BRI T D )

[OTHAR A |

agent-watch interval 3

[ASE— K]

L2MS E— K
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B
I2MS D=— = NERERTH 7 L — ADOEERMMREEHRET 5,
no W THAT L= B TR EIZ R 5,
time Z RERMBIZHRT LIZHGH. BR 7 L —L2OREHEEITE L3, L2MS D= —2 = M & L Tob L2MS ~
F—T — NI D FE TCORFBNEL RS, time Z/NEREICRELESREITZONE Y RT7 L —LD%k
EHEEIIMZ A0, L2MS D —Y = 0 M EEEHGE LT D L2MS ~ 32—V ¥ — Nk 95 £ CORMNEL 25,

[/ — 1]
I2MS D=—V = FOBEFIZI2ZMS N~ R —T ¥ — &L LTEEL TWAEEDHIT I,
B!

BRI 2 5 FUIZERET D,
SWR2311P(config) #12ms configuration
SWR2311P (config-12ms) #12ms enable

(
SWR2311P (config-12ms) #12ms role manager
SWR2311P(config-12ms) #agent-watch interval 5

R
el

4245 12MS =— =V N X T U 2 MW A EE O
E]

agent-watch down-count count

no agent-watch down-count
[XT A —=HF—]
count 1 <2-10>
AV I]i: o RETEIE "
[HIHARR E]

agent-watch down-count 3

[AJ1E— K]

L2MS &— R

[

L2MS ==V = MO DINE 7 L— L ZZEETH T LT LT 2 £ TOHWB T L— AR ERBEZRET D,
no FECHEAT LG & I3 WHIREICR 5,

R 7 L — 2% count TRELEEEGHE LTS L2MS =— Y = M DIRE 7 L— 252 %5 LaWgE, M
L2MS =— Y = > MIF v Lz LT 5,

[/—}]

L2MS T —V = > R &L CWAR— IR 7 Xy LigAE, Ya~vr RORELY bRV A I 7T
L2MS ==Y =¥ RNZ D LI LT 5 2 035 5,

I2MS D= — = FOEEHIZI2MS v 32—V v — & LTEWEL TWABEDOHRITH,

Bl

20 R AT SRR 8 FUZERET D,

SWR2311P (config) #12ms configuration

SWR2311P (config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager
SWR2311P(config-12ms) #agent-watch down-count 8

(]

4.24.6 SR DT HRHERE D
BN

terminal-watch enable

BRRE

terminal-watch disable
no terminal-watch

[F—TU— K]
enable DR OEHEREE AT D
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disable DR OEHMERE AT LWy
[FIHIRR E]
terminal-watch disable
[AJ1E— R
L2MS E— K
B!
AR DOE PR T D, BT/ EEMBIC R Yy N T — 7 NIAFET DA EROBISGE1T 9,
no B CHEAT LA 1, SR OB BRERE NS & 70 b,
[/ —1}]
AR DEHILL2ZMS v 32— % — & LTEIEL TW DA DORT I,
[ EH
SR DEPRERE 2 B N T D,
SWR2311P (config) #12ms configuration
SWR2311P (config-12ms) #12ms enable

(
SWR2311P (config-12ms) #12ms role manager
SWR2311P(config-12ms) #terminal-watch enable

4.24.7 S AR i 0D B4 s ] 1] /8 D B E
[EFX

terminal-watch interval time

no terminal-watch interval

[/XT A —F—]
time ;. <1800-86400>
U RTRR ()
[WIHIRRE]
terminal-watch interval 1800
[AJIE—F]
L2MS E— F
[BLAA]
Xy MU —7 OURE S A BST DR MMRZRET D, time ICHE LICRFRIARET 5 L. Xy U — 27 ITHF-E
T DR OEHRE BIFT 2,
no JER THAT L= BA IR EICH S,
[/— 1]
AR DE RN AN TIIRWGS, Ra~vr FOREIZHELL T, WRFROIUFII TR,
[BEH]

Ui A i D A IR 22 3600 FIZRRET %,

SWR2311P(config) #12ms configuration
SWR2311P(config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager

SWR2311P (config-12ms) #terminal-watch enable
SWR2311P(config-12ms) #terminal-watch interval 3600

4.24.8 L2MS H|fl 7 L— A DEZ(EH
[

12ms filter enable
12ms filter disable
no 12ms filter
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[¥F—7U—F]
enable © L2MS Ol 7 L— A EEZETE a0
disable © L2MS Ol 7 L — A EEZETE D

(IR 2]
12ms filter disable

[ASE— ]

AH—T 2 —RAEF— K

[

L2MS Ol 7 L — L ZEZAZT 20BN ERET D,

no JEATIHAT L7 A 1. L2MS Ol 7 L— L %252 [ETE D L9272 5,

[/—}]

Aa<r RiE, LFOA X —7 2 — AR ETE R,

« VLANA v Z—7 = —XA

o WMBEA ATz —AINEBENTWDIYE A o H—T = — A

HEA U H =T 2= AN BE SN TV, v H—T7 = — AL, WRIEDOARa~ > ROREIHE-> TEMET 5,
B, WHA L E—T 2= A%, A —T 2= RNET HHEEIT, WA U F— T = — 2O EITHIHIEIC
%,

Kawy ROFEICEHDL T, L TFOWTNNOFEMELZGTZ L T D5EEIEL, L2MS Ofillill 7 L — AW EZ(E Sz
W2 DD D,

o STP F 7213 — 7 HRHBEREIC L > TA % —7 = — A Blocking JREEIZ 72 > T D

+ switchport trunk native vlan none =~ > R E I LTV D

o FEAVH =T = —RITE SN TVD

[ E 5]

portl.5 TL2MS DIl 7 L — A Z%EZE LWk 51215,

SWR2311P (config) #interface portl.5
SWR2311P(config-if) #12ms filter enable

4249 12MS =V =V FOFEEO Y > b
[EF2

12ms reset
[AFTE— R
¥t EXEC B— R
[FEHA]
L2MS v X — V¥ —NEE L TWALTOILMS =— V= MBI L4A LT L2MS =—V = o h OERZ 0
DVET,
[/ —F]
L2MS <%= ¥ — L LTEMEL TWAHAEDAETTE 5,
AKa<wr FEFETTHE. BHINTWELMS =—2 2y MY % L2MS ¥ 32— ¥ — OE BIRTE) B4,
AKavw s REFATLIERZRICHORLMS =— Y = > FERET H % A I 71X, agent-watch interval =~ > N Ti%iE
LRk E T %,
[ EH]
I2MS =—> = FOFEHEZ Yy T 5,
SWR2311P#12ms reset

4.24.10 L2MS DOfEHR DT

E=Y
show 12ms [detail]
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[F—7—F]

detail DML R T D
[AS1E— K]

FFeME EXEC E— N, b EXEC E— K
[FAA)

L2MS OEEREIZIE U T, LT OEHRERRT 5,
o L2MS v —V ¥ —& LTEMEL TV DS
o HFLTWVWALIMS =—V = > h D%
« BELTWVWDL2MS =— = DI
e MACT FL X
. R4
. HRERA
. FRBE
s TV IER—F
« WHAINTWDERE
o L2MS v R—U ¥ —& LTEEL TWT, detail ZfE L7256
-mev*—yk—@%ﬁ
+ L2MS ¥ F3— — I STV DI AR DL
¢ L2MS ¥ F%— — TR STV DR DI
. MAC7FVX
« BEFiSNnTCWVAHER— B
o SRAREFE LT REL
o HFLTWVWALIMS =—V = h D%
e BEHLTWD L2MS =—Y = FDOIEHR
e MACT FL XA
. RS
. R4
T 3
« UL I Ty T LTVAHER—b
o TV IR~}
o Xy AKR—F
« HWHINTWARE
o L2MS =— = ¥ MMIEEE STV DR DO
« I2MS =—V x ¥ MR IN TV DIRDER (AL v FOHA)
e MACT7 KL XA
s HESINTWVDHER— b
o URARAFE R LT REL
o L2MS =— V= ¥ MIERE SN TV AR OEHR (AP OHA)
. Bt ST % SSID
o PRSI TCV D B
o BRARERE L L7 R
e IDMS AT —V =2 hELTEHEL TWDEA
o L2MS ¥ 3 — V¥ —|ZEH I TW D 0G0
¢« L2MS ¥ F—V¥—D MAC 7 L AEHINTWEHHE)

[/—F]

L2MS REHE L TWARWRE., FEHRITFR TSI,

detail DIFTIT, L2MS N~ F—V ¥ — L LTEMEL CHHADAANTH 5,
[BXEHI]

L2MS XA~ % — % — & LTEIEL TWASE D L2MS 5RO A2 521 5,



Role : Manager

[Manager]
Number of Terminals

[Agent]
Number of Agents
[acd44.£230.00a5]
Model name
Device name
Route
LinkUp
Uplink
Downlink

Config

Appear time

Number of Terminals
[bcae.c5ad.7fb3]
Port
Appear time

[00a0.deae.b8bf]
Model name
Device name
Route
LinkUp
Uplink
Downlink
Config
Appear time
Number of Terminals

128| =2~ RU 77 LA | RS - EHEEE
SWR2311P>show 12ms detail

2

SWR2311P-10G
SWR2311P-10G_7z5301050WX
port2.1

1, 3, 9

1

3

None

Tue Mar 13 18:43:18 2018
1

9
Wed Mar 14 14:01:18 2018

SWR2311P-10G
SWR2311P-10G_S4L000401
port2.1-3

1

1

None

None

Tue Mar 13 18:43:18 2018
0

4.24.11 £EHR AP B2 T OURRIE R O BRASRHIRE O R E

BN

wireless-terminal-watch interval time

no wireless-terminal-watch interval

[PXT A —=F—]

time : <10-86400>
MRS ] T e (F)

(R E]

wireless-terminal-watch interval 60

[AS1E— ]
L2MS &— K

[FiAA]

HERR AP Bl T OURIEH & B

KOEREBET D,
no I CHEIT L7285
[/ —}]

i?}]/ %

IROEMENEEL TGS, Ko~y FOREICEDL LT, WMAREHROBRS

[ EH]

THMBERTET Do time KT

Eéo

i AAE O BUS I E % 3600 RICERET D

SWR2311P (config) #12ms configuration

SWR2311P(config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager

SWR2311P (config-12ms) #terminal-watch enable
( )

SWR2311P (config-12ms) #wireless-terminal-watch interval

L 7 ] 23 o

3600

B9 25 & MR AP BT ICAEET D i
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4.24.12 A X FEERRSRE D
EE

event-watch enable

e
i

event-watch disable
no event-watch

[F—7—F]

enable DoAY NEHEREE AT D
disable DoAY MESBERE AT LR
[(WIHIRRE]

event-watch enable

[AS1E— F]

L2MS E— I

[FiHA

A X2 MEEREREEZ AT 20BN ERET D, ANOLEITEH R Yy P U =7 NITHFET D L2MS =—
=V bDA N MEROBFFET D,
no JEATHELT LG BT, AN MEREEN AR E 2D,

[/ —H]
AR FOERIZIIMS A2 —V v — & LTEIEL TWAIEEDRIT Y,
(B2 EH]

A N PR RE A AT T D,

SWR2311P (config) #12ms configuration
SWR2311P(config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager
SWR2311P (config-12ms) #event-watch disable

4.24.13 A X MEROBASREE ER O E
BV

event-watch interval time

no event-watch interval
[/3T A—HF—]
time 1 <60-1800>
MR ] T e (F)

[ E]

event-watch interval 300

[AF3E— K]
L2MS E— K
[FiFA]

Py NT—JIZHEETDHLMS =—V = hOA Ry MERERG T AREMEREEZRET D, time IZFXE L 72 REH
BB T AL, 2y NT—ZICHFEETALMS = —2 = hOA Xy MERABET 5,

no IR CHAT L= & I3V R TITRE D,

[/ — ]
AN MEHEENAD T RWES, Ko<y FOREICHD ST, A X2 MEROTEIITORWV,
(B E B

AR % 60 MR ET D,

SWR2311P (config) #12ms configuration

SWR2311P (config-12ms) #12ms enable

SWR2311P (config-12ms) #12ms role manager
SWR2311P (config-12ms) #event-watch interval 60
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42414 LIMS TV = ROV BRIV T 4 SRR BT B DENOD
&Y

config-auto-set cnable

)

l%l
Gl

config-auto-set disable
no config-auto-set

[F—T— K]

enable D LMS =Yz bV urar T g SHEEAEHT S
disable D L2MS =Y x> FoBuar T g JHEEEEMH L
[(WIHIRRE]

config-auto-set enable

[AJ3E— K]

L2MS E— K

[RLBA]

L2MS =—V = > MESRFRED Y a a7 ¢ JHREE AT 20 B0 2% ET 5,

Tuar 7 g FERENEDND, L2MS =—V =2 hOVY v NAA v F E TR AP OFRE(2 > 7 4 )DBMRG S
NTWBDOEA, THHARED L2MS =— Y = > MRy b — 7 IR SNTZRFIZ, RIS TV HRE=
74 N HBTRET D,

no I CTIAT LI B ITHIMR E IR 5,

[/ —F]
T— = b SWR2311P-10G 12X 2R ED RN, ARRE L I1XEMRR <IThih b,
[ EH]

I2MS =— Y x> hpErar 7 ¢ ZHEEFERT 5,

SWR2311P (config) #12ms configuration
SWR2311P(config-12ms) #12ms enable
SWR2311P(config-12ms) #12ms role manager
SWR2311P (config-12ms) #config-auto-set enable

425 A F o Fra v b

4251 A F v Fay MEFBEDRE
[E=]

snapshot enable

snapshot disable
no snapshot

[FF—Y—F]

enable DA F T vay MERERNCTS
disable ATy vay MEREAIC LN
[FIH1ER 2]

snapshot disable

[AJTE— K]

Jua—nparz 4 J—y g rEt—NK

[FAA]

AF v vay MERERNIZT S,

no IR THEITLIZHAIE. AT v vay MERENES LD,
[/—F]

Kawr R, L2MS B33 —V v — L LTEEL TW A HADOREHTH 5,
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[BREH]
2AFy T ay MEREZFENICT D,
SWR2311P (config) #snapshot enable
4252 2 F v 7V a vy FOHBHRICEHREZE D DB DORE
[ER]

snapshot trap terminal [except-wireless]

no snapshot trap terminal
[F—U—F]
except-wireless  : BEREEG S NIRRT E 2T v 7V 3 v OLBREN LRIV D,
[FIAE A

no snapshot trap terminal

[AJ1E— K]

sa—s\)vary 74— a =R

[FHA]

ARG Z ATy 7 gy FOHBIRRICED D,

except-wireless 47"V a Y A FEE LT E1E, BT 7 B AR A o M T ISR SR iEHix, Ay 7y
a2 v FOWESHRN DRI SN D,

no B CTHEAT LI A1, mRIERIZA T v 7'V a v NORRIEIN L 705,

[/—h]

RKa<wr Fix, =3x—Y¥—& LTHEIEL, 7> terminal-watch enable ==~ >~ N & snapshot enable =~ > F233%/E
SNTWDLGEEDHEAENTH D,

[BXEH

ARG EZ ATy T ay FOLRBRRICED D,

SWR2311P (config) #snapshot trap terminal

4253 2 F v T v a v S OFERK
EN
snapshot save [after-update]
[FF—T— K]
after-update D Ry MU OBEGREEEFEH Lok, AT vy ay bELTRETS

[AS1E— R

F#HE EXEC £— R

[

LAN Yy 7 DAF 7y ay MEREBTR—RA LR ATy Tvay T 7 A NVERGET D,

after-update 47> a U NEENRNIGE, BUEY X — VX —MAFLTWD Ry N T — 27 OEiikiEE 2T > 7'
ay 774 0E LTRIFET S,

after-update 47> a UNEENDIHBE. v T —7 OBGCIREEDIEREZRFCEFR L%, AT v TFvavy b7
7ANE LTRIET D,

[/—}]

after-update 47> 3 UNEENDLHGA. Xy MU — 7 OERFCIREEDIER A BENZEH T 25088 v b U — 7 ORI
Ko TEEHDET T2 F TR NG5 03H 5,

[BREH]

2y N =7 OERIREEEH L2k, ATy T vay N7 7 A VERGET D,

SWR2311P#snapshot save after-update
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4254 2F v 7L a v FONIR

[EX]

snapshot delete
[AJTE—F]
FikE EXEC E— R
[BLFA]
AFwTvay N7 A NVEHIRT S,
[BREH]
AF v Tvay b7 7 ANVEHIRT D,
SWR2311P#snapshot delete

426 77— A = T HE

4261 77— ALY = T EHFY A FORE

[E=]
firmware-update url ur/
no firmware-update url

[NT A—=HF—]
url DA TR L UNEA LS55 SCFLIN)
7y —=LbT =T INEP TV D URL
(MR E]
firmware-update url http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2311p.bin
[AJIE— K]
Jsa—)ars 74— g — R
[RLBA]
WEB = = CEIPNTND T 7 — AT =T 77 A N EfioTT7 7y —L U7 BHTHEEOF T a— RED
URL Z&ET D,

AR T http://H—/S—=DIP 7 RLAHDWERA M/ AL” L nH B E R D,

IPv6 7 R L ZADHFAIL[IPv6 7 KL A]"D X 52" TH 5 LN H 5,

IPv6 V7 a—h)NT RLAZRETHHEE, EHA VX —T7 2 —ALEET DHERH 5 (fe80:X%vlanN DT
20,

P R— DA — FEEMN 80 LIS DBHAIE, “hitp://HF—/S—DIP 7 L A db WL AR A FaAi— MR/ AL” L
WO TERT, URL OFITHRET D MERH D,

B!

Tr—AT =T DX m— R4 URL % http://192.168.100.1/swr2311p.bin I[ZFRET 5,

SWR2311P (config) #firmware-update url http://192.168.100.1/swr2311p.bin

4262 7 7 — AU =T BHTHEHATS HTTP %o —HP—R—DRE

EN
firmware-update http-proxy server port
no firmware-update http-proxy

[/XT A —=F—]
server : AB.CD

HTTP 7' v &% o —H— =D IPv4 7 KL A
server [ XX XiX]
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HTTP 7 u %3 —H%—RR—D IPv6 7 KL A
[X:X:X:X]D L S IZ[JTH S BE RN H D
IPv6 U > 7 v—0 T RUAZEEST 25013, EHA V=T == A bIRETHLER D
% (fe80::X%vlanN DIEZ)
Poffy BT L UNEARL (255 SCTFLIN)
HTTP 7' =& & > —#%—/3—® FQDN
port ;. <1-65535>
HTTP 7%y —H—nN—DJ 2= 7 R— RKR

(R E]

no firmware-update http-proxy

[AJ1E— K]

Ja—n_par 74— g T — R

[FEHA]

WEB —_—Z@IPNTND T 7 — LU= T T 7 AN ST T 7y —L =7 BT 5EEOHTTP e ¥ —
Y= N—ZRET D,

HTTP 7' 0 & ¥ —H— =N EINTORNWEGA, HTTP 7B o — P — "= BT 7 7 — 20 = 7T HHN
fThihs,

A= FESLHARICRET DHERH D,

no FECHEAT LA X, HTITP 7 % o —H— _—DRELHIRT 5,

[ EH]

HTTP 7' & &% ¥ —H—/3—% 192.168.100.1(AF~ — hFE = 8080)IZi%ET D,

SWR2311P (config) #firmware-update http-proxy 192.168.100.1 8080
SWR2311P (configqg) #

4263 77— U =T BB DELT

&=

firmware-update execute [no-confirm] [no-reboot]
[F—T—F]
no-confirm Ty = T B OMERE LR
no-reboot 7y — Ay = T BRI HEE L ey
[ASIE—F]
Kt EXEC £— R
[BLEA]

WEB — =2 TND T 7 — AT =T 77 ANV EBIEFATHO 7 7 — AU =7 DIV BV a v &2F oy 7 L,
HEWZ AR THIUL T 77— 02T DI Y a7 v %I 7T 5,

BEHZRERIEY a D7 7 — LU =T PFET D &, EREZROONLDT, FHTLHHGEIL Y &, 5
L2WSEEII " # AT 20ERH D,

no-confirm Z$5ET 5 &, EREFTICI Y a v T v I EFHTT D,

no-reboot ZfRET H &, VBT a 7 v FIITHRICHEE) Lo, KREREFHZEFEZDO 7 7 — L0 =7 TlE{
D,

[/—}]

firmware-update url =~ R CTH¥ 7 m— REURL #ZEHTE 5,

firmware-update revision-down enable =~ . FZRETH L HNWI BV a v ~D I BV a XUV TRHEDIT

%,
no-reboot 5 /ERFIL, firmware-update revision-time =~ > R E STV A TH, FEERZICFEE) L7,
[BXEH

WEB V' — R_—|Z@EIPNTCWDE T 77— 02T 77 A NVT T 77— =T 8T 5,



134| 2~ RU 77 L A | R5F - i FARERE

SWR2311P#firmware-update execute
Found the new revision firmware
Current Revision: Rev.2.02.01
New Revision: Rev.2.02.03
Downloading. ..

Update to this firmware? (y/n)y
Updating...

Finish

SWR2311P#

4264 77— b0 T E a0 — REAL LT U MERORE
[ER]

firmware-update timeout fime

no firmware-update timeout

[/3T7 A —F—]
time : <100-86400>

A LT T NREHEED)
(AR E)
firmware-update timeout 300
[AS1E— ]
Jua—\)narz 4 b—varE— R
[FiAA]

WEB H— =5 77— AT T2 X7 oa— RTA5LX0XA LT Y NERZHRTET 5,
no B CTEIT LA ITWIHIEREICR S,

[B% & B

Try—hU T Ay ra— RKOA A LT 7 MERZE 120 ISR ET D,

SWR2311P(config) #firmware-update timeout 120
SWR2311P (config) #

4265V EY g s F T DEFA]
(&R

firmware-update revision-down enable

no firmware-update revision-down

(AR RE]

no firmware-update revision-down

[AF1E— F]

rua—\varz 47—y a e — R

[FAA]

WEB = N—Z@B N TND T 7 — AV =T 77 A VEfEoTT7 7 — LU= THETLHEE, BEOY BV a v X

D%éw)t/a/m®77~AW17®)t/a/&?/%ﬁT?éo
n B TCETLIEZGAIRI EY a v Ao 23 LRV,

[B%E B

VeV a Xy eifFnd s,

SWR2311P(config) #firmware-update revision-down enable
SWR2311P (config) #

4.26.6 7 7 — LU = T BHREREREDER
[EX]
show firmware-update
[ASTE— F]
ke EXEC £— F
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[FREHA]

77— Ay T BHERRICBE T 2 BEOR BRI E FRT D,
UTOEARERSND,

e X7 u— F4Ed URL

e FuFxi—H¥——0 URL

« U= ROFA LT T N

e UEVarHAyrOfFal

o KEEEEO 77 —AY 2T U EY g

o EHROHFEBRZ

B&=l

7y =L =7 EHIEEE ORI A KT D,

SWR2311P#show firmware-update

url: http://www.rtpro.yamaha.co.jp/firmware/revision-up/swr2311lp.bin
http-proxy: -

timeout: 300 (seconds)

revision-down: Disable

firmware revision for next boot: -

reload-time: -
SWR2311P#

4267SD I — Kb D 77— L7 = 7T BHDOEST

[F=
firmware-update sd execute [no-confirm] [no-reboot] [sd-unmount]
[F—U—F]
no-confirm D Ty —hUxTEHESD I— RO~ MEFREORMERZ L7
no-reboot D 77— AU T EHEICHEET L
sd-unmount 7Y =T BHRNCHEREE T SD A —RET v U T D
[AJIE— F]
¥t EXEC E— R
[@i ]

SD I — FRIZKEMENTNWDE 77— AU =T 77 AV TT7 7 — LU =7 Bz FIT79 5D,
IRTA—=H—FBELRWGAIX, SD I — RPICESH|X AIRER Y 7 — AU = 7 BFIET 5 L HH L SD 1 — KD
~ 7y MREEZ G 2 0 OMREZ RO B D,

Ty — AU =T ERHT LG Y B EHLRWGAIT M AT OILERD D,

SD 1— RO~ v MREEZMGET 2581L "y 2, 7o~y b 25T " Z AT 508 R B 5,
no-confirm 5 E€T 5 &, MRAEZETIZSD I— RO~ T MREEZMGEL 77— U = 7 BH &2 FEIT77T 5,
no-reboot ZfRET H &, VBV a 7 v FIATHRICHESE) Lo, KEEREFHZEFEZO 7 7 — L0 =7 TREIT
ol

sd-unmount Z${ETDH &, MEREETICSD I—FDOT o~ b &EITH,

[/ —}]

Ty =L =T 77 A%, SD I— KD"/swr2311p/firmware/swr2311p.bin" 7 7 A L &= HBHR$ 5,

SD I —FNDT7 77— =7 77 ANEBEFITHOT7 77— 02T DY BV a rFxy 73 THR,

SD #— R&ZH VA S 220551, FEBIFEC boot prioritize sd =~ > ROIEEICHEWVSD A — RND 7 7 — AT =
ToRBISND,

Ty RLTSDI—RZERVALTH 77— A7 = 7 EHIIMGET 5,

no-reboot 5 EWFIL, firmware-update revision-time =~ > F3EE SV TCW2HETH, FEERZICHESE) L,
Bl

SDA—FRNDZ7 7 =L =T T7ANTT 7 —L0 =T BEHET D,

SWR2311P#firmware-update sd execute
Update the firmware.

Current Revision: Rev.2.02.01

New Revision: Rev.2.02.03
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Update to this firmware? (y/n)y

Continue without unmounting the SD card? (y/n)n
Unmounted the SD card. Pull out the SD card.
Updating...

Finish

SWR2311P#

4.26.8 7 7 — AU = T BB OFEBIEEL DR E

[EX]
firmware-update reload-time iour [min]
no firmware-update reload-time

[73T7 A =4 —]
hour ¢ <0-23>

77— LT = T HEHT O P E R (RF)
min ;. <0-59>

77— LT = T HEET O R EIRZI(9)
[AJ1E— F]
Ja—)ars7 47—y g — R
[

Ty =AU =T WG OFEMCL 8T 7 — 2 U = T AR ERET D,

no R TEITLIEGER 7 7 — AU =7 HHEZICHESH L CH 7y —2 v =T 2@mHAT 5,
(B 2B

T r—AhU =T EHOHEERIEL S AM 1:30 IZRET D,

SWR2311P (config) #firmware-update reload-time 1 30
SWR2311P (config) #

427 A a—)

4271 AT 22— )VDORE

[EX]
schedule id time date time template_id
schedule id event event template_id
no schedule id

[73T7 A —=HF—]
id ¢ <1-10>
ATV a— )V
date D <1-12> F721F */<1-12> £ 7213 sun, mon, ..., sat E£721F *



time

event
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H/R

R DR EH] RENE

1 1H

1,2 1HE2H

2- 2AMPB 12 AET
2-7 2AHMBLTHET
-7 1HM™STAHET
* FH

H DRREH] RENE

1 1 H

1,2 1HE2H

2- 2HMLI2AET
2-7 2HMBTHET
-7 IAN”BLTHET
mon HMEH

sat,sun +HEH & HIEH
mon-fri HIEANSERAET
-fri HIEH 2 OARREAET
* (3!
<0-23> F721F * 1 <0-59> £721F * 1 <0-59>

IRF: 53 B (B D FEE 1374 W 7T RE

DR TE B RENE

12 12

12,13 12 Kf & 13 FF

12- 12 Bg 5 23 K E T
10-20 10 K§2 5 20 RFE T
-20 0 BE/ D 20 BEE T
* I

5y DFREH] RENE

30 30 4y

15,45 1545 & 455y

30- 30 3005 59 E T
15-45 1553735 4553 % T
-45 05375 4557 % T

(Z3)
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REMHE B

startup EE Lz L X

sd-attached microSD #— R&ZT7 Z v F Lic& &
template_id ¢ <1-10>

A a— VT L— NRE
[FIEAER E]
L
[ASTE— K]
Ja—x\)aryz 4L —y g T — R
[FREA]
time AL CAZ P a— L ERELIZEGE, HE LRI o L EIHBESNTZATF YV a— AT T L—h
WCRIRENTWAT 7o a »2FE(TT 5,
event L CAZ P a— L aBRELTBEE. BBELIEARY IRRBELXICEEIN-AF YV a—LT T L—
MIERENTWDET 7 v a v EET4 5,
no X TEIT LA, BELZID DRV a— L EHIERT 5,
[/ —}]
BEED A ¥ 2 — VRRIFFLNCFEITEINDHA. ID O/NSWENSIEICEITEIND,
HOBECHTLEAZREIETRET D Z LITTERN,
BWOREZEAM LIZSHGE. 00 ERE L-HA LR UHREICRD,
A H LR OBE T 2 O REPIEE R IC L 2 RIEEE T 5 Z L8 TE 5, 727 LIS -0, % ]
WFFRESC" I LD B EE T D Z EIETE vy,
Bal]
AR D 0,12,1221,2223 6 & 5 PICAF P a— LT o L—F# 2FTTHA Va2 — L #l ZRET 5,

SWR2311P (config) #schedule time */mon -2,12-14,21-:0 1

4212 ATV a—NT oL — FDOMBASTDORE
B

description /ine

no description
[73F A =4 —]
line D OPRAEHTR L OEATEE(64 XFLN)
R a—)VT 7 L— OB
(IR E]
no description
[AFTE—F]
Ay a—NT S —hE—F
[BFA]
AV a—NT T L— FOBRRALERET D,
no B TEITLEEAIL, A7 Y a—nAT 7 Lb— OB EHIRT 5,
Bl
AV a—NT T b= #LICHAERET D,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #description Get tech-support
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42714 A 2a— VT L— D

4213 A7 T a—NT T — NOFNESHORE
EEN
action switch
no action
[XT A —=F—]
switch DAY a— VT T L— NORE
RIEE B!
enable A a—NT T L— NEANIT D
disable ATV a—NT T L= NERINIT S
(AR E
action enable
[AS1E—F]
Ay a— VTS L—FE— R
B

A7 a— VT T — N EAEITESCT D,

Ko< RTdisable Z5ETH2L T, NI HT—DEINCLDT 73 arDETEIEDDHZENTE D,

R TET LEEAIZ, AP a—nAT o L— N2/ T 5,

[ EH]
A a— )T L— N # RN A,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #action disable

E

e

EEN
schedule template template id
no schedule template

[NT A —=F—]
template_id o <1-10>
AT a— VT T L— &
(AR E
mL

[AS1E—F]

sra—nar 74— gy E— R

[@iHH]

R a— T T U NERET HE FIBATT 5.

R TET LEEAIE, BELEAF a— LT L— N2k T 5,

[BE B

AT a—)VT T L— kN #l EERET HE— NIIBITT 5,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #



140 | 2~ > R U 7 7 L2 A | £R5F - EHHRE
4275 AP a— LTS L— hDawy REFTFD
[EF=

cli-command id command

e
i

no cli-command id

[/3T A —HF—]
id c <1-20>

a< v K&
command o oavw RN
(AR E
2L
[AJIE—F]
AV a—NT T L—hE—F
B

ARV a—VKERED N U T—nEB L7 L X I TSNS a~vy RERET D,
no W THEAT LIS, HHELHZFOa~ Ly REHIRT 5,

[/—}]

FICAZ7 Y 2—nT 7 L— M cli-command 2~ > R & script 2~ 2 ROMW TR E SN TWDHEE, script 2+
v RAFELTE L, cli-command =< > RIZEIEL 72\,
B D a~ 2 RERELESGA, a2~y RESH/INSWENBIRICETESND,
BHEDOa~ L FERELESGEG., 2~V RREPTEITZ I I LTHEY Oa~vy RiFFEfTINS,

MU =3B LR R T, FFHE EXEC E— R Ca~y RRETEND720, a~vr 2L > Tdib et — i
BETLHEOOavy FEHbETHETLHILERD D,

RIEE R T 2T B D write 2~ > REFITTDHMLEND D,
B Ca~y RERETHZ LIXTERN, fliES v Z—72—AL LTPortl.l ®DASET— RICADLEE, int
portl.1 Ti%72< | interface portl.l & FLilk 32 MR H 5,

UToa~<y FIZFEITTE R0,
backup system, boot prioritize sd, no boot prioritize sd, certificate user, clock T#5F % =~ > R, cold start, copy radius-server
local, crypto pki generate ca, no crypto pki generate ca, disable, enable password, exit, firmware-update execute, firmware-
update sd execute, logout, ntpdate THAE 5 =~ > N, no ntpdate TAE 5 =2~ > K, password-encryption, no password-
encryption, ping, ping6, quit, reload, restart, restore system, schedule, no schedule, schedule template, no schedule template,

show THhiE % 2+ > K, ssh, ssh-server host key generate, startup-config select, no startup-config select, system-diagnostics
on-demand execute(*1), telnet, traceroute, traceroute6, unregister yno, yno enable, yno disable

(*1):system-diagnostics on-demand execute no-confirm {33217 Al HE

[ E B
Al a— )T T L— N #l O3~ K& #1 | copy tech-support sd 2~ o R&XEKT 5,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #cli-command 1 copy tech-support sd

4276 A7V a— VT FL— DAY V) T NEIFORE

[EF
script ref
no script
[/XT A —=HF—]
ref DRV TR T ANDSIRS

BEE B
sd microSD 51—
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[FIHIER E]

no script

[AF1E— ]

ARV a— )T — R E—R

B!

MY T—EERE DR 7 ) T N ETORNENERET D,
no FECEIT LGB, A7 U7 FEITEESICLET,
[/— 1]

AV a—/VKERED N U A —3EE) L7 & X microSD #— RN D/FE4: /schedule/script.txt (ZFtal & 41TV 2 305
BI% I 100 47 E Tavy Fe LTETT 5,

RICAYT Y 2—T 7 L— NI cli-command 2~ > R & script 2~ 2 RO NERE STV DA, seript 2+
¥ RMRFELTEN, cli-command =< > RIFEIE L 220,

cli-command =~ RCEITNEIEIN TS o~y NIZFETTLZ LITTE R0,
[B%EH)
AT a—NT T L—h#l TAZ YT NETEENT D,

SWR2311P (config) #schedule template 1
SWR2311P (config-schedule) #script sd

4.28 Yamaha Network Organizer (YNO)

4281 YNO =— = MEREDRE
[

yno enable

yno disable
[F—TU—F]
enable © YNO=—V = MERREZBENZT S
disable . YNO =—V = MEREZEMIZT D
[FIHIRRE]
yno disable
[AF1E—F]
sa—\)varZ g S L—varyE—FR
[
YNO =—2 = MERRD AR MER 2R ET D,
YNO =—¥ = MEREZ AN LG G, BEIRIZ YNO v R — ¥ ¥ — &R & Blta T 5.,

[/ — ]

YNO #feld, YNO 7 A & ZBRENLETH D AAREND S OFIH & YNO FIHBKICIFE L 7z L TAKRE 2 1
THZ L,

[EEBI]

YNO =— = MERREZ AT 5,
SWR2311P (config) #yno enable
YNO is a service intended for use within Japan only.
Please do NOT use this Service if
- you or a user of the Service resides outside Japan.
- the network device is installed outside of Japan.
Are all users and this device located in Japan? (y/n): y

To activate this function, you have to
- purchase a YNO license.
- agree the terms and conditions before purchasing.
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http://www.rtpro.yamaha.co.jp/RT/docs/yno/license.pdf
Have you purchased a license and agreed the terms and conditions? (y/n): y

YNO =—2 = MEREZ ELhIT T D,
SWR2311P (config) #yno disable

4282 YNO —R—L DX —7FT7 54 T ORBBRBORE

[ER
yno keepalive xmpp interval time
yno keepalive gfw interval time
no yno keepalive xmpp interval
no yno keepalive gfw interval

[F—Y— k]
Xmpp : XMPP ¥ — 3—(Extensible Messaging and Presence Protocol #—/3—)
gfw : GFW #—/3—(GUI Forwarder #—/3—)
[/NT A —=HF—]
time 1 <30-300>
XMPP %—77 F A 7 O I R (F)
time 1 <3-60>
GFW % —7"7 J A 7 O [ER(ED)
(AR RE]

yno keepalive xmpp interval 300

yno keepalive gfw interval 30

[AS1E— ]

ra—\)varZ 4 S b—varyE— R

[RLEA]

YNO H—"—=LDF—T7 T A 7i8(E & Fhii§ % Bp]IfE 2 e+ 5,

no TR TIAT L A IR TR S,

[/— k]

YNO v A=V vy — LRk a~y FERTLIESE, REZXMSE D720 YNO v R — T ¥ — L ORI H
[UIDINEEEE? 7Y gV S

[BREBH]

YNO #—/3—=(XMPP % — =) DX —7 7T 7 4 7 O IRZ 60 I ET D,
SWR2311P (config) #yno keepalive xmpp interval 60

YNO H—/3—(GFW $— =)L DX —T7 7T 7 4 7 ORI Z 10 ISR ET 5,
SWR2311P (config) #yno keepalive gfw interval 10

4.28.3 YNO ® HTTPS 7 &2 ¥ L —H— R—DFHRE

&

yno https-proxy server port
no yno https-proxy

[/ A — & —]

server : HTTPS 7B ¥ —Hh—_—DFRA MMy, £/, IPT KL A
2"\ & A= Z 2 R CEATET - EARL(255 SUTFLA)

port 1 <1-65535>

HTTPS Yu ¥ —H%—R—DR— (N HE
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[FIEIER E]
L
[AJ1E— K]
Ja—\)nary7 4L — g rFT— R
[FHA]
YNO T4 % HTTPS 72 ¥ — % — _R—%FET 5,
no JIER CTHAT L7258 13 EICE D,
[/ —}]
HTTP/1.1 ® CONNECT * YV v R&FH4 2 HTTPS 7 u ¥ o —H—_R— 2D LT 5, 22— —FIENNLER
HTTPS 7 m o —H—R—%FHT2Z LT TE 20,
YNO v 32—V ¥ — LR PICARa~ L REFEIT LGS, REEZXKMIE L7720 YNO v % —T ¥ — & OFEILH
I B SV E T,
[ E R
YNO Tffi 4% HTTPS 7 %o —H— _—%HRET D,
SWR2311P (config) #yno https-proxy 192.168.100.1 8080

4.28.4 YNO G fER
[ER]
unregister yno
[AS1E— K]
¥i#E EXEC £— K
[@HA]
AR ae A RHIE9IC YNO BERRRT 5,
[/—}]
Az~ FiE, YNO =—V = v MERENAR), 20, YNO vF—V % — LiBlENTE HIRETIT ) LBV H 5.,
AH o IR T~ v R T 20,
[ EH]
AR 2 BRI A1 YNO BERERT 5,

SWR2311P (config) #unregister yno
Unregister this device from YNO Manager? (y/n):y

4285 YNO =— = v b DEIEREED R
[EX]
show yno
[ASTE— K]
et EXEC B— R
B
YNO =— = N OEIERRER FRT 5,
KRTHHEBIILLTO®ED,
e YNOZ—Txr FNOETIEE
+ YNO = 3— T % — & OEFHIREE
e N B!
Online B

=
&t
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R B!

Offline (L HFH)

REEGOIRAE (A EH)

o ACS ~DHEfEN KRI LT

o TABUANED I TEHETIZANZN

o ARV —F =T NREHII ST

o ARV —X—=THh vy MRSz

¢ YNO ¥ 3 — Vv —|THE DB e ST ey

o AH v THERENARNIZN, YNO ~ % — ¥ ¥ — D
RETAL w7 TN—TI2E 0 4 THR TN

o AH y TEERENELNTZIN YNO ~ % — ¥ ¥ — D
RETAL 7 TN—TIZED Y THRTND

o YNO v 3— % — & OBEGAMEN L= B

YNO =— Tz MEREZEIHL TWVWAL XL —F—D ID
YNO ¥ % — V¥ —D%EH—/3—(ACS, XMPP, GFW W —/3—) L OEEGIRAE

R B
Connected E23 TR NI
Not connected RO AE
Abnormal SLEIRRE
[ EHi]

YNO =—¥ = F OEEREZ R T D,

SWR2311P#show yno
[YNO Agent status]

YNO Agent : Enable

Connection status : Online

Connected date : 2025/02/27 16:02:38
Operator ID : Sample00001

[Server connection status]

ACS : Connected
XMPP : Connected
GFW : Connected

4.29 Yamaha Unified Network Operation Service (Y-UNOS)

4.29.1 Y-UNOS HEREDERE

[EF2

y-unos enable

y-unos disable

no y-unos
[FF—U— K]
enable

Y-UNOS HREZ= H NI 5

disable Y-UNOS #ERE % M2 75

[ E]
y-unos enable

[AJTE— F]
Ja—x\)ary7 4L — g E— R

[FiHA]

Y-UNOS (Yamaha Unified Network Operation Service: & k7 —2 %4 L TT /A AR L2 #EET 2 — ) ##E

B FE I3 ENCT B,
no FECEAT LG A& IIWIHIREICR 5,
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[/—}]

Y-UNOS HEREIZFRSF VLAN O CEIET %, {R5F VLAN IZ IPv4 7 R L ADRRE SN TV R WEASC, #5F VLAN
WY 7 2 LTS IRRETIE Y-UNOS #RE & 15 1E 3%,

R5F VLAN 228 L 7235513, Y-UNOS OHH A HEREHEAEEEH O~ /L F F v A b 7 L — AfEEER E (12-mcast flood
239.192.128.250) % {57 VLAN ([Zi@E 5 Z &,

Y-UNOS HERE DB M/ ITHR K 1 D358 085 5,

A8y VRPN AE GG, Ra~y FIIEHTE R0,

[ 2 H]

Y-UNOS #hEZ AT 5,

SWR2311P (config) #y-unos enable

Y-UNOS #hE 2 0T 5,

SWR2311P(config) #y-unos disable

4.29.2 Y-UNOS fFHDE R
[EX]

show y-unos
[ASE— K]
¥iHE EXEC £ — F
[
Y-UNOS [ZBHT 2R ESCAT — X ADERELRTT D,
FORHNEFIZLLTDO LB,
+  Y-UNOS H£HE D% & (Y-UNOS)
«  Y-UNOS B&RE DK HE(Status)
+  Y-UNOS #4HRED IPv4 7 K L A (IPv4-Address)
« {RSFVLAN O IPv4 7 KL A L ID £ RT 5
o bBgERO—E
o BT /L4 (Model)
s U 7V E(Serial)
o 77 —AU=xT 3= 3 (Version)
+ MAC 7 K L A(MAC-Address)
s IPv4 7 R L A(IPv4-Address)
s 7" A 4 (HostName)

Y-UNOS FEHRE DR BE(Status) TIXLL FOWT N E £RT 5,
Status 2585
Active Y-UNOS HERESEIE L TV 2 RAE

Y-UNOS HEREMSENE L TRV RBB(R Z » 7 HEREN A
72> TND) X AK > 7 KHEFEFE D 7

Y-UNOS FEREDSENE L T2 W RBE(RST VLAN (2 IPv4

Inactive(stack enable)

Inactive(no ipv4 address) T RUADERE I TR, E72TRSF VLAN 28 &~
I HE T LTND)

Disable Y-UNOS HEHE S HE 220 70 IR g

[BEH

Y-UNOS i # R 7 5,

SWR2311P#show y-unos

Y-UNOS : Enable

Status : Active

IPv4 address : 192.168.10.6 (vlanl)

Model Serial Version MAC-Address IPv4-Address HostName
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RM-CR RMCR0O0001 Vv2.0.0 0000.0000.0000 192.168.10.5 RMCR-hostname
SWX3220-16MT Z740000000 Rev.4.02.11 0000.0000.0000 192.168.10.4 SWX3220
SWX2310-28GT 2610000000 Rev.2.04.15 0000.0000.0000 192.168.10.28 SW-Hostname002

4.30 PR5FEH—

430.1 R A N DERE
EEy

hostname hostname

no hostname [hostname]
[73F A —4F—]
hostname DR ASET S KL UNEA L (63 SCTRAN)
KA N4
(R E]
hostname SWR2311P
[AFIE—F]
sua—\)arz 4 b—varsE—R

[

RA N ERET D,

AKawy RCHRELIZAA MIZa~vr RFar 7 e LTERT S, SNMP 77 B ARG AL, MIB A%
sysName Dffi & L CEHT %,

no JER CHEAT L -5 B 1L E & MIMEIZ R T,
[BRE ]
R A N % "yamaha"IZERET Do

SWR2311P (config) #hostname yamaha
yamaha (config) #

4.30.2 AT LADOFEHE)
B

reload

restart
[AJ1E— K]
FiHE EXEC E— R
[RLBA]
VAT hEBEHT D,
[/— 1]
FITHORT(T =T a7 4 NP EMEORTE(AX— T v a7 4 ) POEERINTWDHEHA. FHLHE)
(XD EENEN D720, MBI U T, reload 2~ > RX° restart 2~ > RE/TH{IC, copy running-config
startup-config =~ > RC write 2~ 2 N, E7oldsave a2~ REEITT5HZ &,
[BEH]
VAT LEREET D,

SWR2311P#reload
reboot system? (y/n): y

4.30.3 3 E DAHIL
E&N|

cold start
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[AJIE— K]

et EXEC B— R

[FiEA)

TR OR%E CHEBNT %, SYSLOG & #I#{bT %,
[/ —H]

g REFTRFICEHE SRR T — READTALENRD S,
Rt/ " AU — FOIIIRREDRIETIE, Aa~r FEFTTH5 LB TEEE A, Bib > TSR — N2 A H
THMERDY FT,

[BXE B

RIE Z T %,

SWR2311P#cold start
Password:

4304SD H—FD<=U k
E&

mount sd
[AFTE— R
JEHHE EXEC £ — R, 554 EXEC £— R
B
SD 1— KD~ v MLUEAZSEITT 5,

SD 71— FARRHIZHEEIIC~ T P ENDT2OFETTHH4EIL/RV, unmountsd 2~ R TP U~ U 2 hEh
TWABERICFEITTDILEND D,

[/ =}
SD 1 — RiZ7 v~ v MREEOH A, #HHTE 20,
[BEHI]

SD 71— &~ 35,
SWR2311P>mount sd

4305SD h—FDT7 o~ K
[EX]

unmount sd
[AFTE— K]
JERME EXEC £ — K, %74 EXEC ©=— F
[FRHA]
SD 1— RKDO7 v~ MU AFETT D,
RKa<w REETLR-720, Web GUL Enb 7 o~o 0 MU AZETLARWTSD I— K% SD 2y bovbik
WieE, —iH 0S ETCBEEOEE NN AGAEN B 5,
[/ —F]
SD HI— RiZ7 vr~vy MREDOGEA. HTEZR,
(B EH]
SDh—K&7 o~y 95,

SWR2311P>unmount sd

4.30.6 F)#1 LED E— ROHRE
[EFX]

led-mode default mode

no led-mode default
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[XT A —=HF—]
mode © WIHLED £— K
BREME B
link-act LINK/ACT &— K
poe PoE E— K
vlan VLAN £— K
off OFF £— K
[WIERRE]
led-mode default link-act
[AFIE—F]
Ja—)arz 4 —ya rE'w—R
[

W LED £ — R&&ET 5,

Kavwr FaeFT40E RELICE—RFRTLED BRATT 5, £/, =7 =234 L STATUS £ — RIZBAT L2
ATH, =7 —fRHEZRIZEE L7z LED £— RIZR 5,

no I CTHEATT 5 &, PIMIEREICR D,

[ EH]

¥ LED & — K% OFF £— RIZERET 5,

SWR2311P (config) #led-mode default off

4.30.7 LED &E— FOFR
E&y

show led-mode
[AS1E— R
FERFME EXEC £ — K, F5tE EXEC E— K
[RiAA]
LED £ — FOREREZRRT 5,
UTOHEAZERRT 5,
« I LED £ — FORE
« HAED LED &— FDIRAE
[BREH]
LED &— ROREIREEZ X RT D,

SWR2311P>show led-mode
default mode : off
current mode : link-act

4.30.8 ~— b5 — LED JREEDOFE T

[ER]
show error port-led
[AJTE— F]
FEFrHE EXEC E— R, %M EXEC £— I
[FA)
TT—RNREELTVWHR—FDID LLLTFOT T —BERZFKRT D,

HAE S
loop-detected (blocking) N—THRHEL Ty 7
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HE B
loop-detected (shutdown) JL—7" g L C shutdown H
sfp rx-power error (low) SFP &2 L~V N IE R i & 0 KT
sfp rx-power error (high) SFP Z M L~V IEF &I L 0V _E57
poe error (port limit) PoE AR— h U X » MZ XV KEME L

PoE VAT AU I v MZXVREEILE £/ H— KA
v RIZ L BB EMLE

poe error (PD error) PD = Z —fHi L CHaEEfE I
[ EH]

R—hDOTT—REEZFRT D,
SWR2311P>show error port-led

poe error (system limit)

1D error
portl.1l poe error (PD error)
portl.2 loop-detected (blocking)
4309 [ZDAA vy FEHT) BEERLS
[EX]
find switch start sec method
[XT A—F—]
sec o <5-3600>
[ZDAA v F T R
method : HE
INTGRA—F— A
led F&€CAR— b LED Z S S EE4,
[ASIE— K]
¥i#E EXEC £— K
[REA]
FBELEDHEE HET 1202, v F 28T WL ETT 5,
[/ —h]
BIfED LED & — KA OFF £— FIZ/2 > TWAHEA, LED Z AT 8 A,
[ EH]

LED 2k YV 10751 T2 DAL v F 52T Miesn+ 5,

SWR2311P#find switch start 10 led

43010 TZ DAL v TFZEHT | =ik
E&N|
find switch stop
[AJIE— K]
¥t EXEC E— K
[FHA]
[ZDAAL v T BT HELEIET S,
(B EH]
(DAL v T 2T WEEZEILT 5,

SWR2311P#find switch stop
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4.30.11 T\/X?A’F%ﬁ@/\\y y 7 ‘y7°

[ER

backup system
[AJIE— F]
F¢HE EXEC E— R
B

AIROLLTFES SD — R~a bt —14 25,

« RE—RT v T arT 4 JH0-#4 L TNOITHBET B
 startup-config select =~ >~ I\ DT

_}'L“—‘—»

+ boot prioritize sd =~ > K D% EfA
 boot aute-apply =~ > KO E

SD 51— R ® "/swr2311p/firmware" 7 A+ /L& (2 "swr2311p.bin" WIFELTZHE. Ny I T v 774 A F | Zae—F 5,
SD 1— KRB~ hSNTWAHEEICRY EITTE 5,

[/—}]

SD W — RNy 7T v 7 SNTeT 7 A VIEHEL LOHIBRZThRnWZ &,

[ EH]

VAT DGRDON Y T T T FATT D,

SWR2311P#backup system
Succeeded to backup system files and firmware file.

430.12 VAT LIEHRDOY A T

(&=

restore system
[ASTE—F]
FiHE EXEC E— R
[@iHA]

SD I— RN 7 T v F LT AT MMEREARIE~Y 2 N TT 5,

SD W —FRADNN I T v T THNINT 7 =LY =T T 7 ANDPIHELIZSG G, EOT7 7 A VERNTT 77— 4D
=T DEHHIT O,

UANT 4, ﬁt@]z’fiﬁbﬂé

SDAI—FRR~vU L hENTND IZIRY ST TE %,

[ E B

VAT DMEREAREA~Y X ST T D,

SWR2311P# restore system

restore and reboot system? (y/n) y
Update the firmware.

Current Revision: 2.02.01

New Revision: 2.02.03

Update to this firmware? (y/n) y

Unmounted the SD card. Pull out the SD card.
Updating. ..

Finish

Succeeded to restore system files.

SWR2311P#

4.30.13 ProAV a2 7 7 L VEER DR E
EEy

proav profile-type fype [name name]

no proav profile-type
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[78T7 A —=F—]
type © ProAV 7’1 7 7 A LR
REME B
dante-primary Dante 774~ U —
dante-secondary Dante = > 4% —
extron-nav Extron NAV
ndi NDI
name TRy A VR4
? AR — 2 &R CEA ST I K UNEARE 5(32 UFLLN)
[WIERRE]
L
[AF1E—F]
A HF—=T 2 —AF— R
[

ProAV 7'mt 7 7 A MR & RET Do

Ao~ Rit. Web GUI @ ProAV 76 ~<— T VLAN & ProAV 71 7 7 A L ORHEERBI D7 D12 VN B 5.
[/ —h]

AKAax FIXVLAN A ¥ —7 == ZZDOHRETE D,

AR R CLITTHEITLTH, ProAV 7’0 7 7 A L ORGEITHEM Sz,
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R

A B —7 = —AH|HE

el

5.1.1 FBASC DX

&3]
description /ine
no description

[73T7 A =4 —]
line DA LU R (80 SLFLI)
KRA B —T = — ATKT DA
(AR RE
no description
[AJ1E— F]
A H—=T7=2—AF—F
B
WHRA 2 —7 == AT L THHXEZRET D, no JEARTIIT LIGEIR, S CZHIRT 5,
B!

LAN 7R— R #1 [ZEBACERET D,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #description Connected to rtxl21l0-router

512V %y hE TV

[EX]
shutdown
no shutdown

(AR RE]

no shutdown

[AF1E— ]

A H =Tz —AF— R

[BiA)

MBAVH =T 2—RA% vy MU L TER LWL 1295,

RKavw RIRREINTA U F—T 2 — A%, #EfInTb I 77 v 7 Lelked,
no B CTEIT LG AE, HBA LV —T 2 —RAEFEHTE DL 125,

[/—}]

A~ RIX LAN/SFP R — M X OGREEA ¥ — 7 = — RO HG% iE FhE,

B VA — T 2= ARG L L TR RERELTESAIX, TOA ¥ —T7 =R BT HETO
LAN/SFP /R — DR ENEHE I D,

[ E B

LANAR—F#lZ vy ML THEHA LWL S IZT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #shutdown
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5.1.3 BEHE - BEET— NORE
[ER
speed-duplex type
no speed-duplex
[XT A —=F—]
ype DOBEHE - EmEE—-RAAT
BERE - BfEE—FN&4A4 7 B!
auto F— I — 9
10000-full 10Gbps/Full
1000-full 1000Mbps/Full
100-full 100Mbps/Full
100-half 100Mbps/Half
10-full 10Mbps/Full
10-half 10Mbps/Half
(AR E
speed-duplex auto
IASE— K]
A B =T z—AE—F
B

BEHE L BET— RERET D,
no R TEIT L2 AIIWEIR EICERE 5,
[/ —F]

RAav U FICROREELZIT) &, YA v =T == AR—FWIC) 7 X0 T 5,

Az~ RiX LAN/SFP 7R — 2D A% 7E FIHE,
LAN R— ~Z typel0000-full (5% E T 7200,

A RR— MIRIETE D ppe 1T auto & 1000-full DA TH %,

[BEH]
LAN R— b #1 O@(5 /185 E— N % 100Mbps/Full (25X E

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #speed-duplex 100-full

5.1.4 MRU & E

&

mru mru

no mru
ST A—5—]
mru T <64-10240>

ZAETRER N T L — LY A A(RET HEITHEETH D Z &)

[FIEIERE]

mru 1522

[AS1E—F]

A B =Tz —AFE— N

[RLFA]

ZAZFRER IR N 7 L— LY A XE#ET D,
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no JER THEAT LI SAITHIR EITR S,

[/—F]
AKza< 2 R LAN/SFP AR — MMI DB 3% E T HE,
(B EH]

LAN &"— b #1 @ mru % 9000 /XA MIFRET D,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #mru 9000

51570 R/ Ak L— HERHIBIRE

[EF=

mdix auto action
no mdix auto

[/XT A —=HF—]
type : r7r A AR L—  BEPHRO#EE
REME S
enable 7 aA/A b L— b HEPERIZ AT D
disable 7 m A/ A b L— b HEPAE 2 BT 5
(AR E]
mdix auto enable
[AS1E— F]
A F—=Tz2—AE—F
(@]

7 A/ A L— NEEERZ AT D, ANCT D L BEIRICLER T —T VR Z A T (A b — M ETids

B )Rt L, Bkt 2 EUICRET D,

no G THEAT LG G IR, BEFHBINEZIZ/Z2 Y MDI & 725,

[/—}]

A< Fid LAN R — M2 OB E T HE,

AKa<w NICEDRELEFEZITH & BgA v —T =2 —ARN—HICY v 7 X 45,
[BREH]

LANAR—h#1l ®Z7 m A A F L— h O HEPHIBIRR E & BT 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #mdix auto disable

5.1.6 EEE g% &
[EF=]
eee action
no eee
[78T7 A —=F—]
type :  EEE O@jfE
RIEME B
enable EEE /2T 5%
disable EEE Z 023 5%
(IR )

eee disable



[AFTE— F]
A H =T 2 —AF— R
[FEEA]

4485 JI¥%HE Energy Efficient Ethernet(EEE) % A ZhiZ 3 5,

no I CTHEAT L7254 1%, EEE NELZ/2 5,
[/ —H]
K< RIZLAN &— MIOLETEAHE,
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KAaxw FICRORELEZITO & HgA v A —T == AN B 7 40 T 5,

(% EH]
LAN "— b #1 @ EEE ZHcT 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #eee enable

5.1.7 EEE XL A B & RRT D

[#FX]
show eee capabilities interface ifname
[/RT A —F—]
ifname LAN R— hDA U H—T =— R4
FHRTHA LA —Tx—A
[AJ1E— K]
FEFFHE EXEC E— N, F¢kE EXEC £— R
[FLAA]
FRELIEA VA —T 2= AN EEEIZHIG L TV DENE I hERRT D,
UTOHEANFEREND,
HH A
interface A H—=T 2—RA%

EEE(efficient-ethernet)

H & 73 EEE (2% hts L TV B 250>

Link Partner

SHEHEAS BEE (25 L TUN B asH

[/— ]

SRS N B ST W AR WAL, EEE IZRSE L CWARWE EREIN S,

[BREBH]
LAN 7R— b #1 ® EEE ®Ht Al &2 R d 5,
e[ 2% EEE (2%t L TV 535450
SWR2311P#show eee capabilities interface
interface:portl.l
EEE (efficient-ethernet) :
Link Partner

(1000-T,
(1000-T,

yes
yes

[ A% 23 EEE (2R L TR0 GA]

SWR2311P#show eee capabilities interface
interface:portl.1l
EEE (efficient-ethernet) :
Link Partner

yes (1000-T,
not enabled

51.8 EEE 27— & R [EREFRT S

portl.l
100-TX)
100-TX)
portl.1l

100-TX)

[

show eee status interface ifname
P85 A —&—]

ifname

LANAR— DA v HZ—T = — A4
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BRTAA B —T 2 —RA

[AJ1E—F]
FEFHE EXEC £ — N, Kk EXEC T— F
[FFA]
ELIEA L H—T 2—ADEEE AT — X% A% FKRxT 5,
UToHEANERIND,

HH B!
interface AU H—T 2 —R%
EEE(efficient-ethernet) EEE A ZhE )
Rx LPI Status ZfEMOBEEE— FOIREE
Tx LPI Status ERMOEEST— FOIRRE
Wake Error Count TT—AU b
[BRE ]

LAN /R— h #1 ® BEE A7 — X A& £ T 5,

[EEE 2 D 55]

SWR2311P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Disabled
Rx LPI Status : None

Tx LPI Status :  None
Wake Error Count : 0

[EEE 3520 DH54]
SWR2311P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Received

Tx LPI Status : Received
Wake Error Count : 0

[EEE NN 2EES)E— R~BATHDOGA
SWR2311P#show eee status interface portl.1l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Interrupted
Tx LPI Status : Interrupted
Wake Error Count : 0

[EEE AN OB EIE— RABITL TV D54]
SWR2311P#show eee status interface portl.l
interface:portl.1l

EEE (efficient-ethernet): Operational
Rx LPI Status : Low Power
Tx LPI Status : Low Power
Wake Error Count : 0

509 R —FIT7—1) UV TDORE

[EX]
mirror interface ifname direction direct
no mirror interface ifname [direction direct]

[F—T— K]
direction D N T T4 v OER R ERET D
[/NT A—F—]

ifname : LAN/SFP R— b DA VX —T = — R4

NFT 4 I HIT=V T HA L E—T 2 — A
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direct D NI T 4w T OB T
cNF 74 v 7 DEHFIN B
both AR & EF MO ST
receive A
transmit EIE A
(18I E]
L
[AFTE— F]
A H =T 2 —AF— R
[FREA]
RRA LV H—T 2= RAE A=T 7—7R"— b ifname & T =% —R— & LT, direct CRREINTZ T T4 v 7%
=V T35,
no B TEITLIZEEIE. 27—V 7 oRELZHIKRT 5,
[/—F]

AKza< > RiZ LAN/SFP R— F O L3 E T HE,
AT 7—HR—=PMNIRETEDA L H—T2—RT 1 DD,

(B EH]
IANR—F#l Z#RA=T77—R—FL LT LANR—F#4 DFEZET L —LE LANR— M #5 OEE T L —L0 %3
F—=V I35,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #mirror interface portl.4 direction both
SWR2311P(config-if) #mirror interface portl.5 direction transmit

51.10 R— h I F—1 VT DIREBER

[ER
show mirror [interface ifname]
[F—7—F]
interface D RRTLERA— N EEET D
[/XT A—F—]
ifname : LAN/SFP R— "D A vV H—T = — A4,
KT DA — b
[AFIE—F]
FHHrHE EXEC E— R, %M EXEC E— N
B

R—=hrIT7—=V UV TORELFR T D, interface ZEME L72BEIL. ETOERR— MIHTIRERRRIND,
1 DOBEMRFR— T L2, LFOHEERERRIND,

HE B
Monitored Port R — DA L H—T 2 — R4,
Sniffer Port A=T 7 —R— DA H—T =— R4
Direction N7 74y 7 OEERTTM

B!

IT—V IR NOEREEETRT D,
SWR2311P#show mirror

Sniffer Port Monitored Port Direction
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portl.1l portl.4 both
portl.1l portl.5 transmit

5011 A V¥ —7 = —ADIREFER

Egv
show interface [ fype [ index ] |
[/NT A—F—]
type LA HE =T 2 — AL, T
AV E—T2—RAEALT B!
port WP, A —T 2 — R
vlan VLAN f ' HZ—T = — A
sa ABT 4 T v H—T = — A
po LACP #mBlA v 2 —T = — X
index AT I AR
fvHE—7x—R1ID S
WA B —T = —ADAK v 7 ID(S), &
S.X KICHIFENTFEZX)EHRET 5, X
SWR2311P X, A% v 7 ID=1 [EE,
<1—4094> VLAN ID Z457E9 %,
B ART 4 VA VA —T 2 — A EE
<1796 e 5.
<l—127> zmmﬁﬁ4y&~7l—x§%%%ﬁﬁ
[AJ1E— ]
FFiHE EXEC E— N, F#HE EXEC £— R
[FLAA]
ifname THRE LA V¥ —7 = —ADWREEZEXRT D, ifname ZEWE LTZGEX, 2TOA ¥ —7 = —ADIREE
BRTT D,
UToHEANERISND,
HH BB
Interface AU HF—=T 2 — R
U AT —H A %2 (shutdown
IFEREZFRT D)
Link is « shutdown % &K : (by shutdown)
o KR— T —KHE: (by err-
disable)
Hardware is A v H—7 = — AFEH(Ethernet,
VLAN 72 &)
HW addr PELMAC)T RL A %1
Description A H =T = — ADFHIL
ifIndex A B =T 2 —AA T v 7 AEKE
MRU Maximum Receive Unit %4
L ARP % A L7 7 MR[#(ARP = |
ARP ageing timeout U — (R %3
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EHH B
BEHEE, BET— NOREHEE®)
-Dupl s e w
Speed-Duplex TEIREE X1
Auto MDI/MDIX Auto MDUMDIX A %h/#5h %1
IP7 RLA/~AZ R %3(IP7 FL
IPv4 add e _
v4 address ARTEREOHRFRIID)
IP7u— R Xy AT RLA %3 (P
broadcast

7 FUARERFDHFRIND)

AA v FHR—FDE—FR
Switchport mode s access: ¥ U7 L
« trunk: ¥ 7 fF&

ANZ 4BV v 7 DIRRE
Ingress filter * enable : A%
+ disable : %)

ZAEFREIR 7 L— LB AT
Al RTHDTVL—LEZFE Y
Acceptable frame types AIEEAMR7 L)

+ vlan-tagged only : VLAN % 77 Off
W27 L= AD R

2 7L 7L —A%H 5 VLANID

o X7 ULKR—FOBE:
switchport access vlan =~ > N T
f7E L7z VLAN

Default Vlan . HUER— N OBE AT 4
7 VLAN

o HZITfFER—NTETENT Y
kD HZAGERE D56 - None

o KR¥EERF : vianl

WA H—T 2 — AREE LT

Configured Vlans % VLANID ®—W&
packets ZENT Y MIx2
bytes ZAF A MK %2
input multicast packets ZAEZNT XX A MoXy M %2
ZAE Ny 7 7RIV LTy N %
drop packets
2,%5
packets EIE Ty MR %2
bytes EIEASA M x2
multicast packets EE~LT I v A MRy ME%2
output
EETr—RFx 2 3Ty MIx
broadcast packets 5
T Ray T LIRE Ty MR
drop packets %2,%5

X1 WMEA 2 —T 2 — ADIHFR

X2OMBEA LV F—T = — A @B U — T 2 — ADIHEIR

%3 VLAN A ¥ — 7 = — AD B FER

4B A —T 22— ABLORVLAN A VX — T =2 —AZADEEIT. FOA L H—T2—RZBLTWAYEA
R —"T7 = — A DE/IMBE & F

X5 7=V Ra vy TRENRGEICEREOER, EHRGAE IR EOFROARRINET,
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[ EH
LAN R— |k #1 OIREEZ FRT D,

SWR2311P# show interface port 1.1
Interface portl.1l
Link is UP
Hardware is Ethernet
HW addr: 00a0.de00.0000
Description: Connected to router
ifIndex 5001, MRU 1522
Speed-Duplex: auto (configured), 1000-full (current)
Auto MDI/MDIX: on
Vlan info:

Switchport mode : access
Ingress filter : enable
Acceptable frame types : all
Default Vlan : 1
Configured Vlans : 1
Interface counter:
input packets : 320
bytes : 25875
multicast packets: 301
output packets : 628
bytes : 129895

multicast packets: 628
broadcast packets: 0
drop packets : 0

VLAN #1 DIRBEZ R -T2,
SWR2311P#show interface vlan 1
Interface vlanl
Hardware is VLAN
Description: Connected to router (VLAN)
ifIndex 301, ARP ageing timeout 1200
IPv4 address 192.168.100.240/24 broadcast 192.168.100.255
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports

1 default ACTIVE portl.1l(u) portl.2(u)
portl.3(u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7(u) portl.S8(u)

5112 4 V' F—7 = — ZADIREOH FFR

[EX]
show interface brief
[AFTE— F]
FEHRFME EXEC *E— K, §5# EXEC E— K, f@pl=a> 747 L —ra v E— K
B
A B =T 2 —ZADREEHGRRT 5,
DTFToOmEENERIND,

EHH BH

gl%

Interface AVH—T x— R4

Type A B =T = — AFERI| %2

PVID i; 2L 7L —2u%4%% 5 VLANID

AA v FR—FDE—F %2
Mode e access: X7
o trunk: ¥ /&

Status U RAT—HA
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B
Voo X2y OER

» AD: shutdown % &

« ED: R— =T —
« PD: EFELISH

g&li

HAE

Reason

Speed BE I OEEIREE %2

BT A3, 4 —T7 2 —ADFH

Bl %1

© (8): AXT A v T S =T
o= — A

« (P):LACPBilf v H#—T x—X

BT 5BEA v 2 —T7 =—ADID

Description A B —T = —ADFAL

Port Ch

X1 WA B —T 2 — ADHFR

X2WPRA L H—T 2 — A GBSV H — T = — ADHFIR
(B EH]

A B =T 2 — ADIRELTHHFERT D,
SWR2311P#show interface brief

Codes: ETH - Ethernet, AGG - Aggregate , PVID - Port Vlan-id
ED - ErrDisabled, PD - Protocol Down, AD - Admin Down

Ethernet Type PVID Mode Status Reason Speed Port Description
Interface Ch #

portl.1l ETH 1 access up == lg (S)1 ==
portl.2 ETH 1 access up = lg = =
portl.3 ETH 1 access down PD auto -- ==
portl.4 ETH 1 access down AD auto -- ==
portl.5 ETH 1 access up == lg == ==
portl.6 ETH 1 access up = 1g = =
portl.7 ETH 1 access up == 1g == ==
portl.8 ETH 1 access up == 1lg == ==
Interface Status Reason Description

vlanl up - -

vlan2 down PD ==

Port-channel Type PVID Mode Status Reason Speed Description
Interface

sal AGG 1 access up == 1lg ==

5013 A F—Txz—AD Vv I

&y
interface reset ifname
P85 A —&—]
ifname : LAN/SFP R— M EiTimEA v ¥ —T = — X
Uty hFHf 02 —7x—2R
[AJ1E— ]

HrfE EXEC £— R
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[FAA]
EELTA X —T7=2—R %y b5,
[/—

WHRA L Z =T =2—ADY 7 REEZ VY P L, V7 2BiELT D,

mEB. Uty MTHEN—RIZY 7 Z T URRET D,

FERA v H— T = — AZFTE LT % LAN/SFP AR — R

[BREH
LANAR—F #1122V ty b5
SWR2311P#interface reset portl.l

5114 7V —AL A U F—FRKR

IFATTE 2R,

EN

show frame-counter [ifname]
[/NT A—F—]
ifname LAN/SFP R— DA > X —T = — A%

BT DA H—Tz—RA
[AS1E— ]
FFrHE EXEC E— N, F#kE EXEC £— R
[RLBA]
ifname CIRELTcA V=T 2 —ADT L—L N0 Z—IFRELTT D, ifname ZEM LIZHEIX, &2TOA
B —T7 2= ADIERERRT D,
ITOHEANFRREND,
HH AH

Packets EE/ZENT Y MK
Octets HEME/ZEF 7T > MR

Broadcast packets

Ta— kF X by bR R

Multicast packets

A FF A by R EIER RIEHK

Unicast packets

2=F v ANy MEEE B

Undersize packets

TS YA ANy NEARE(64 AT Ty BRI DN
7 b)

Oversize packets

A== AN NAEE(1523 A7 T R ED
R R %)

T T A bRy NEAEH(64 A7 T > MR T CRC

Fragments NERETHDH/7 > b)

Jabbers Ty NNy RRARH(1523 A7 T PLLET CRC
WERETH Dy R %)

FCS errors FCS =7 — 7w M2EH

RX errors T 5 — ¥

TX errors EETI—H

Collisions =Y g URAEREK

Drop packets 7N 1\ "2y Lffi’i:%/\"#:/ ML /Sy 7 7 B &
DZFETERNoT 37y M %2

64octet packets 64 F 7T v FEOS Y FEZEK

65-1270ctet packets

65~127 47T v FED/N7ry FEEHK

128-2550ctet packets

128~255 477 v hEDO/NT v MEZ{EE
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HH A
256-511octet packets 256~511 A7 T v FRO/NT v MEZER
512-10230ctet packets 512~1023 &7 7 v FREDO/RT > MEZERK
1024-MAXoctet packets 1024~ KA 27 7 v MR DD/ > MEZE]

1A EZ—7 2 —AD MRU T L TEET A,

X2 7T —)v Fa vy IRENLRGAICEROFR,. BHALRG ST EOEROAFRREINET,
(B EH]

LIANR—F#1 D7 L —A B T X —%FqmT 5,

SWR2311P#show frame-counter portl.l
Interface portl.l Ethernet MAC counters:

Received:
Packets : 84
Octets : 6721
Broadcast packets : 8
Multicast packets : 76
Unicast packets : 0
Undersize packets 0
Oversize packets : 0
Fragments 0
Jabbers : 0
FCS errors 0
RX errors 0

Transmitted:
Packets : 91
Octets : 11193
Broadcast packets : 0
Multicast packets : 91
Unicast packets : 0
TX errors : 0
Collisions : 0
Drop packets 3 0

Received and Transmitted:
6doctet packets : 1
65-127octet packets 1
128-2550ctet packets : 7
256-511loctet packets : 1
512-1023octet packets : 0
1024-MAXoctet packets 0

50157 V=LA Z—DI7 )T
E&

clear counters ifname

clear counters all
[F—T—F]
all IR TDOAE =T 2 —ADT =L E—% 7 VT T 5
87 2 —5—]
ifname : LAN/SFP R— ML idGaBliA v X —T = —ADA VB —T = — 24
XRDA B —T = —R
AFE— K]
¥t EXEC E— R
[@ ]
AHE—T 2 —ADT VL —AH T A —% T T+ 5,
ifname ZIEE LT2GEIE, TDOA X —T =2—ADTL—L IO Z—% 7 VT T 5,
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ifname \ZFHERA X — T 2= AEARE LB AR, TDOA v F—T = —AZFTRT 54 TD LAN/SFP R— h D7 L

— LA =7 VT D,
[BXEH]

LIANR—F#1 DT L —A BT X —% 7 U T T 5,

SWR2311P#clear counters portl.l

5.1.16 SFP £ = — /L DIREER R

E&

show ddm status [interface ifname]

[F—Y—F]
interface
ST R —5—]

ifname

#7595 SFP AR— k

[AJTE—F]

FEHHE EXEC E— K,
[FREA]

SFP &Y 2 — /LDOREEZFRT 5,

1 DOHEBZx LT SFP AR— h T & IZBIEfE, FIREE,

HikE EXEC £ — R

#R4 5 SFP A— FEIEET D

SFP A R— DA v X —T = — A4

TIREEN TR TSN D,

HH

B

Temperature

Y 2 — LRI (CC)

Voltage

EHAE(V)

Current

FEHLIE(mA)

TX-Power

F D3 FE (dBm)

RX-Power

52 3 D% FE(dBm)

[BXEH
SFP & 2 —/VOIRIEE TR T 5,
SWR2311P#show ddm status

Temperature
Interface (Celsius)
portl.9 34.6
portl.10 35.2
Voltage
Interface (V)
portl.9 3.28
portl.10 3.28
Current
Interface (mA)
portl.9 6.0
portl.10 7.0
TX-Power
Interface (dBm)
portl.9 -6.4570
portl.10 -6.0102
RX-Power
Interface (dBm)

High Alarm
Threshold

High Alarm
Threshold

High Alarm
Threshold

High Alarm
Threshold

High Alarm
Threshold

High Warning
Threshold

High Warning
Threshold

High Warning
Threshold

High Warning
Threshold

High Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Warning
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

Low Alarm
Threshold

-10.5012
-10.5012

Low Alarm
Threshold
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portl.9 -40.0000 -2.0004 -3.0008 -17.0115 -18.0134
portl.10 -40.0000 -2.0004 -3.0008 -17.0115 -18.0134

51.17SFP F¥ 2 — /LD L~ )VEHDOBE
[

sfp-monitor rx-power action

no sfp-monitor rx-power

[T A—F—]
action : SFP &Y 2 — /LD L~V O 8 E
REME 2
3 . =7, /. g Fits Fsh )~
enable SFP E ¥ 2 — /LD L~ LB A A5
T 5
R - =7, N2 ~ B AL A z
disable SFP & = — /LD Y6 L~V EEAR % 5 |
T5
[FIEIERE]
sfp-monitor rx-power enable
[AFT1E— ]
Ja—n"narz4 7 b—varyE—F
[RiAA]
SFP & ¥ 2 — /LD V- IV 2 BOET 5,
[ E ]

SFP & ¥ 2 — /LD L~V 2 24 5,

SWR2311P (config) #sfp-monitor rx-power disable
5.1.18 X5 ¥ = —DFEHARERDOREC AT L)

E&y

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[T A—5—]
action D VAT AEROEEF 2 — O B ORE
RIEE B!
enable VAT DEEDOFEF 2 — O REH &
AT D
. VAT LDRRDOEEF 2 — O HRER A
disable I
(AR E
tx-queue-monitor usage-rate enable
[ASTE—F]
srua—\)arz 4 —varE' R
B

VAT ABEROEEX = —OFARERE G E T BT 5,
no IR CHAT L= & 30 I RET,
[/ —F]

EEF 2 —OEHREREZANCT H570I2F, Ka~vr FIZMAT, 4 ¥ —7 =2—ATHEEF 2 —OFH=R
B2 AT DUERD D,
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[BREH]
VAT ABIRTEEF 2 — O RER LN 5,
SWR2311P (config) #tx—queue-monitor usage-rate disable
5.1.19 EEF = —DERAEEHOREA v F—T7 = —X)
[EFR]

tx-queue-monitor usage-rate action

no tx-queue-monitor usage-rate

[/3T A—HF—]
action DORBA E—T 2= ADEEF 2 — O HRERORE
BEE B
enable RGA 2 —T == ADEEF 2 —DfEH]
REREZANTT D
i A B —T 2 — ZADEEF 2 — D
disable R T
[(WIHIRRE]
tx-queue-monitor usage-rate enable
[AS1E— ]
B —Tz—AE— R
(@]

WRA LV H—T 2 — ADEEF 2 — O HRER 2 HHE 3TN T 5,

no IR CHFEAT LIS & IR E IR T,

[/ —}]

Az~ Ri% LAN/SFP iR — MMZ DB E Al e,

PEEX 2 —OHEHREREZANCT D010, Ka<vr FIIMA T, Y AT ALK TEHEEF 2 —Off I REH
EANNCT DMEND D,

[ EH]

LAN R— | #1 O[5 % = — O AREH %2 B3 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #tx—-queue-monitor usage-rate disable

5.1.20 EEF 2 —DFEHAREHRORER R

EEy
show tx-queue-monitor
[AJ1E— ]
FEREHE EXEC £ — N, ik EXEC £— F
[@iA]

EEF 2 —OFEHREROREERRT D,
RANEITLLTOLEEY,
o VAT AEROFEEX 2 — O HREROHKE
« LAN/SFP FA— bk Z & OFGE

o A2 H—T x—AL(port)

*  LAN/SFP 7" — R OE[F & = — O F AL DX E (usage-rate),
[ EH]
HEEF 2 —OEAREROBREZ 2T 5,

SWR2311P>show tx-queue-monitor
usage-rate: Enable
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port usage-rate
portl.1l enable
portl.2 enable
portl.3 enable
portl.4 enable
portl.5 enable
portl.6 enable
portl.7 disable
port2.1 enable

52V 0770V —vayv

52 AZT 4 v IwBA LV E—T = —ADRE
[F=

static-channel-group link-id

no static-channel-group

[/3T A —HF—]
link-id o <1-96>
ABT 4 Vi v H—T = — AF
[ASIE—F]
AP =T z—AF— R
[RLFA]

MHRA LV H—T 2 — A% link-id TYRELTEZAZT 4 v VigHA VX —T7 =2 — R FTB &Y 5,

no R TEIT LIRS, MBA L H—T 2 —REAXT 4 v VimBA A —T =2 —ANLHIBSE 5,

[/ —F]

AKza< 2 R LAN/SFP AR — MMZ DL 3% E Al HE,

ART 4 TIBA B —T 2 — ADNFLE L2 link-id \25%F L C, LAN/SFP "R— F ZFT)E S8 2 5E1%. Fzlc
BT 4 VB v —T = —ADREREN D,

ABT 4 ViAo v H =T 2= ADLBGR ISR, PR T 5 LAN/SFP AR — RV IELS e o 7235813, AX T+«
O VA B —T 2 — AR EN D,

1 ODART 4 v VB A v X —T7 = — AT K8 DD LAN/SSFP R— F 2B &5 2 LR Tx 5,

BECHFEL TCWD AT 4y VigiA v F— 7 = — R L TR S E 55613, LANSSFPAR— K& R Z2T 4 v 7
MBI U H—T 2= AT, UTOBREEZETHI®L L, REBRRDIGEITI=T—L72D,

¢ VLAN OFE

© QoS D hTARNE—RFEGT 74/ b CoSHH, A— MELEZET)

o —TRHRHOFREOLV— TR OBERER, RN— T vy X T OFR/AER)

BTN AET 4w VB 2 — T = — APER SN D ETE. LAN/SFP AR — b D EFEEREN A X T 4 v 7 il A
VE—T 2 —ZADHMHREE IR D,

LAN/SFP iR— h A X T 4 v VG A v A —T =2 — AR EE 5 &, MSTP ORENVIFREEIZR D, F-.
ABT 4 VA U H—T 2= AL L2 5E H MSTP O EN YIS EMICR 5,

1 -2 LAN/SFP iR — M ZH ORI, v X — T = —XIZATB S8 5 Z ST RV, no B THIE ST H R
RAREA L E—T 2 —RAIBISEE T L,

B&il]

LANKR—F#l ZAZT 4 v VAV X —T7 = — A #5 IR S 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #static-channel-group 5

522 RAZT 4 v VEEA VE—T = —ADREBERT
[EX]

show static-channel-group
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[AS1E—F]
JERFME EXEC = — |, ¥7# EXEC £— R
[FFA]
AT 4y iAo H—T = — ADKEERTT D,
GHETDAXT 4 v IVimBA v H—T =2— AT LIZULFOHEERR RTINS,
o AZT Ay TwmA v H—T = — A
e b— FNRT RO L—L
« FTELTWVWD LAN/SFP R— h DA V¥ —T = — A%,
01— RXT 2 ZERED L — 2OV T X, port-channel load-balance 1~ > KD type /NT A —H —LZMD T L,
[BREH]
ABT A VA v H—T = — ADRREERKRT D,
SWR2311P#show static-channel-group

% Static Aggregator: sab
% Load balancing: src-dst-mac

% Member:
portl.1l
portl.2
portl.3
portl.4

523 LACP HBEA L F—T 2 — ADHRE
[

channel-group /ink-id mode mode

no channel-group

[73F A —&—]
link-id o <1-127>
LACP ¥R A v #— T = — A &5
mode D ®EE— R
mode Eo3]
LACP % ACTIVE £— K CHBEESH 5,
active ACTIVE E— R Cid, ®fmgioxt L CHR
B2 LACP 7 L — A% 5EET 5,
LACP % PASSIVE £— R CHfES® 5,
Issive PASSIVE &— R T, %frmigzs7>5 LACP
P 7 L— L% %G LIBAICOR LACP 7 L
— LEEET D,
[AJTE— K]
Ao H—Tz—AF— R
B

RGA B —T = — A% link-id THRE L7- LACP faHilf v ¥ —7 = — ACHTB S ¥ 5,

no B THEITLEEBAIL, [MBA U F—T 2 — A% LACP A v X — 7 = —ANLPLEREE S,

[/—}]

A< RiX LAN/SFP AR — NI D AR E AlHE,

LACP @A % —7 = — A|Z LAN/SFP AR — N Z @ S H 755513, %43#% LAN/SFP /R — K IZ lacp timeout long 737%

EIND,
F7o. LACPiBiA v 4 —7 2 —ANGIB S H725E13, 2% LAN/SFP AR — k@ lacp timeout =~ > R DFXE N
HIBR S 4L 5,

LACP i A v % — 7 = — ADFLE LR link-id (2% L C, LAN/SFP i"— b ZFTJ@ S ¥ 5388 1%. #7212 LACP i
HA L Z—T 2 —ANEREND,

LACP iHEEA ¥ — 7 = — AP LR S8 8. FTE T 5 LAN/SFP R — M MEL 72 5 7285613, LACP #RPi» >
B—T x—ADNHIBREND,
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1 2O LACP#iBEA v X — 7 = — AIZE K 12 D LAN/SFP AR— F2FHE S5 2 LT 5,

FTE 3% LAN/SFP iR — %23, 8 ©F TlX LACP GiBlif v ¥ — 7 = — AZHIFFIC A LI, 8§ D& B X 723220
TIHREEREIHZ TOMER— N 5D,

H{EE— R Y"FED LAN/SFP ;" — NI LACP U > 7 7 7V 77— a Zxbii L7ev, (FTEIX rlaE72723 LACP Y
YO T V=g LTEMEIZLZRV,)

WL AN 72 D LAN/SFP 7R — h 73 [F— LACP fa A v X — 7 = — AR L TV DA OBMEITX BEE Y >
TV = a OREIMET D, FEMIL lacp multi-speed 2~ > RESHOZ &

BE ﬁfbfw5LMP HELA L X — 7 = — A% L C LAN/SFP 7R — F Z @ S8 58415, LAN/SFP iR— h &
LACPf#if v ¥ —7 = — AT, UTFTOREZETHIEHZ &O&EbﬁﬁéﬁAﬁi7 s,

« VLAN D% 7E

* QoS D TR ME—RNRET 74/ b CoSHE, AN— MEELELZET)

o NV—TRHEOBREN—TREOENIES, R— T 0 v X7 OFNEL)

BT LACP f# A v ¥ — 7 = — ANER SN DA X, LAN/SFP AR — ~ O LR E 2 LACP fnfiA v ¥ —7 = —
ADYERE & 72 %,

LAN/SFP 7R— k% LACP #iBiA v # —7 = — AR S8 5 &, MSTP DR ENIHR EHEICR D,

F7-. LACP #HBlA v & —7 = — AN L RE L7254 H MSTP O% EN IR EMICE S,

1 2® LAN/SFP R — R 2 OFREEA VX — 7 = — AT S5 Z L ITHke

no B CHIR I THOELDIHEA VX —T =2—AIBEIEDLZ &,

B!

LAN 7R — k #1 % ACTIVE &— F T LACP #flA v ¥ —7 = — A #10 IZFTE S ¥ 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #channel-group 10 mode active

5.2.4 LACP fa#iA L & — 7 = — A DIRER R

E&N|

show etherchannel [ifname]
[T A—F—]
ifname : LAN/SFP R— b DA v X —T = — A4,

LACP @Bl A v X —T7 = —AZHR L TWVDHA L H—T = — R

[AJ1E— K]
FEHFHE EXEC £— K, f##E EXEC £— K
[RAA]

ifname %AW L7236, LACP fRflif o ¥ — 7 = — ADREEE K RT B,
TEET A LACP#iA v ¥ — 7 = — AL IZU TOHEARER SN,

s LACPHEEA LV HZ—T = — R4

o TO— RNRXT U AMEED )L— L

o FTEBLTCWA LAN/SFP R— b DA X —T =— A%

02— RNZ 2 AFEBED L— /L2 DT L, port-channel load-balance =2~ > KD type /X7 A — X —HHDZ &,

ifname & FRE L7254, LACP iAo ¥ —7 = — R & LT 5, LAN/SFP R— h DIRFEZ £ 5,
UTOHEENRERIND,

HH LA
Etherchannel portN.N LAN/SFP 7" — 44

Wy BRI 72 R % FRB1J 5 $(bandwidth,duplex,mru, VLAN
D> B AERR)

Physical admin key
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HAE

B

Receive machine state

LACP 7'1 |k =2/l Receive machine 3B H DR HE
* "Invalid"

e "Initialize"

+ "Port disabled"

+ "LACP disabled"

» "Expired"

e "Defaulted"

e "Current"

Periodic Transmission machine state

LACP 7' 17 |k =1L Periodic Transmission 342545 DR HE
e "Invalid"

*  "No periodic"

+  "Fast periodic" (1 FVfH}E CTi%(F)

+ "Slow periodic" (30 F>ifE TiEE)

* "Periodic"

LACP 7 & k 21/l Receive machine B4 DR HE
e "Detached"

Mux machine state *  "Waiting"
« "Attached"
+ "Collecting/Distributing"
fitt FRRE
Selection * "Selected )
* "Unselectedic"
+ "Standby"
Information LU DF % 2 Hi(Actor B4y BE . Partner X [4HTF)
Aggregator ID LACP LoOi#5 ID

Information TIZLL FDIHERFR RIS,

HH B

LAG LACP AT LID(ZFT7A4F VT 4, MACT KL XR)
Admin Key LACP DIt & 72 5 IDGREEAR — N & 5)
Port priority LACP 7~ — MBS

Ifindex AE—T 2 — AT

Timeout Timeout fE("Long"=90 >, "Short"=3 #})
Active LACP #1{EE— F("Active", "Passive")
Synchronized Synchronization 7 7 7

Collecting Collecting 7 7 7'

Distributing Distributing 7 7 7

Defaulted Defaulted 7 7 7

Expired Expired 7 7 7

(BB

LACP A v ¥ — 7 = — ADREEZ T T D,

SWR2311P#show etherchannel
% Lacp Aggregator: polO0
% Load balancing: src-dst-mac
% Member:
portl.l
portl.2




av U R T77 LR | A0 —7 = — Al | 171
portl.3
portl.4
LACP B A v #—7 = — A Z KR LT\ %, LAN/SFP AR— h DIRREZ FoRT 5,

SWR2311P#show etherchannel portl.l
Etherchannel portl.1l

Physical admin key 3
Receive machine state Current
Periodic Transmission machine state Slow periodic
Mux machine state Collecting/Distributing
Selection Selected
Information Actor Partner
LAG 0x8000, 00-al0-de-e0-e0-e0 0x8000, 00-al0-de-11-11-11
Admin Key 0001 0001
Port Priority 32768 32768
Ifindex 5001 5001
Timeout Long Long
Active 1 1
Synchronized 1 1
Collecting 1 1
Distributing 1 1
Defaulted 0 0
Expired 0 0

525 LACP 2T MELEEDHRE

[ER
lacp system-priority priority

no lacp system-priority

[T A—F—]
priority ;. <1-65535>
LACP ¥ AT NS
NSV SR E D
[FIHIRRE]
lacp system-priority 32768
[AF1E—F]
sua—\arz 4 —varE' -
[

LACP v AT AMERIEEZFRTET 5,
no B CTEIT LG A IR EEZ MR T,

[/ —}

LACP #BEA & 5 — 7 = — A DSRTAHESR & HobE S . o AT MMESEHE 2 Holle LT B SEHEDS B J5 1 e S
5z b,

[BREH]

LACP & 27 LMBIJEE 2 100 IZRRET 5.
SWR2311P(config) #lacp system-priority 100

5.2.6 LACP > 2T AMBHREDOF R
[ER]
show lacp sys-id
[AFTE— ]
JEHERE EXEC &— R, #§# EXEC E— R
[
LACP v A7 LMESE L LACP A7 A ID 29 5,
UTOEANERIND,
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« LACP v A7 LS (0x THE D 16 HE)
e LACP VA7 A ID
[/ —}]
LACP ¥ A7 LESEEELT, lacp system-priority =~ > R CRETE 5,
LACP v A7 A ID X, MAC T RLAMMLAEREIND,
[ EH]
LACP OV AT MBRE AR RT D,

SWR2311P>show lacp sys-id
% System 0x8000, 00-al0-de-e0-e0-e0

527LACP BEEY L7 7V F—2a Vv ORE
[

lacp multi-speed switch

no lacp multi-speed

[T A—F—]
switch D BEEV TV —v g UBEDOE R - AR E
REE B
enable i WEY T TS —a EARIC
disable % WEY T 7Y = a RN
(WX E]
lacp multi-speed disable
ASE— ]
sa—s\)var7 4 b—3a E— R
[ﬁ%]

LACP IZBIJDBEHEY 7 T 7Y F— a UISREDORL) « WhZi%ET 5,

no JEX CHEAT LG A TR E X WHMEICRE T,

[/ — 1]

BREY o T 7 = a URNERIOSA OEME

o KRB FE— D) ETOTRCOFBR— FE@EHEICELOTT 77 4 72T 5,

s B— RKRTURTTRTOFTER— M Z2RZEIZH D,

o KIS R DBERHEEZZITANLRWGS, Bl iRl TR — MO —EAHAICAZH L, M5
NMERRRERFTR AR — N2 T 7T 4 7 2T 5,

FRE) o T U= g UINESIOBEA OEE

« FBAR—FATRINCY 7T w7 LR — b ERUBEHREDKR— NORET 7T 4 71295,
o GBEHENRRIMOR—NMIAZ A DFEFLET D,
o FI—hFRIATVE—T g VIIEREINTWAEA FTEAN— FMNTRIUICR I =— g o LEEFR L CiEfE

WEDR—NOIRET 7T 4 72T 5,

o ANV I T T LR FERETY V7 A LIz &, LACP#ElA v 4 —T =—A b V7 Xy d
2,

[ EH]

BEEY o T 7 = a v EAMCRET S,

SWR2311P (config) #lacp multi-speed enable

528 LACP ¥ A4 AT U FDFRE
[EX]

lacp timeout duration
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[2XT A =& —]
duration D FALT Y NERET S
duration i

short ZALT T NE3IWETD
long A LT NEORETH

[AJ1E— F]

A H =T x2—RAE—F

[FHA

LACP # A L7 U b &R ET D,

[/—}]

Az~ RILLACP i@l A % —7 = — T8 L T % LAN/SFP 38— T D B3R E Fl e,
LACP @A % —7 = — A|Z LAN/SFP AR — F Z )@ S 75513, 24#% LAN/SFP /R — R IZ lacp timeout long 737X

EIND,
F7-. LACP##iA v ¥ —7 = — AL PR X B2 8541, %% LAN/SFP /R — h @ lacp timeout =~ > K DX E N
HikRE 5,

LACP Z A A7 w7 k&iE. SN S D LACP 7 L — A5 S ETCEX o B AT LI R3O
F'Eﬁ % %—é—o

F7-. LACP # A A7 7 FOFEREILLACP 7 L — AITKHN S U CTRIAMEERIZIE DL, 3218 LI xR I S
7Z-LACP ZA L7 7 FD 13 DB TLACP 7L — L2 EETH LR D,

HE D LACP 7 L — A DEEHMEIL, XHEERNHE 5T D LACP 7 L— ANIZKEMN E N TV D LACP Z A A
T MRS D,

[ EH]

LAN R— k #1 ® LACP # A A7 7 N % short IR ET 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if)#lacp timeout short

529LACP 7V —AL L Z—D7 VT

[#FX]

clear lacp [/ink-id] counters
[NT A —=F—]
link-id ¢ <1-127>

LACP #¥i A v ¥ —7 = — A &K=

[AJ1E— K]
Kt EXEC £— R
[BLFA]

LACPO 7 L —L T2 —%7 ) T7T15,

link-id 80 L7256, GETDIETOLACP#HEA v ¥ —T =2—ADT L —AL AT ¥ —% 7 VT T 5,
[ EH]

ETOLACP#HPIA L X —T 2—AD T L—AH I E—% 7 )Tt 5,

SWR2311P#clear lacp counters

5210 LACP 7 L — A B U L X — DR

(]
show lacp-counter [/ink-id]
[/3T A—HF—]

link-id 1 <1-127>
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LACP i@ A 4 —7 = — A%

[AJ1E— K]
JEHEHE EXEC &— R, H5# EXEC E— R
[FiFA)

LACP D7 L — LN T H—%FKrT D,

link-id %AW L7285 613, GETIHIETO LACP Rl > X —T =2 —AD T L—A DY U X —%FKRT D,
FIE L TW5A LAN/SFP AR — N Z L2, LLFOHERRRSIND,

o EZ[FENTZLACP 7 L —A4

o EZEENT- Marker 71 h LT L— A

. EZEINTETZTI—TL—A

[BREH]

ETOLACPREA LV A —T 2 —ADT L —DLh T v Z—RFRT D,

SWR2311P#show lacp-counter
% Traffic statistics

Port LACPDUs Marker Pckt err
Sent Recv Sent Recv Sent Recv

% Aggregator pol , ID 4601

portl.1 297 298 0 0 0 0
portl.2 306 299 0 0 0 0
portl.3 305 298 0 0 0 0
portl.4 309 1350 0 0 0 0
portl.5 186 186 0 0 0 0

52.11 ©— RNTF U ZRED /L — )V DR IE

EEN
port-channel load-balance type
no port-channel load-balance

[/3T A —F—]
type DOMRREEA VA —T 2 — A B RD DT DL — L
ype B
dst-ip 565 IPv4/IPv6 7 K L A
dst-mac 569 MAC 7 R LA
dst-port %645 TCP/UDP R — b &+
src-dst-ip EE L8 L O%ESE IPv4/IPv6 7 R LA
src-dst-mac EETLRE LU%E%E MAC 7 R LA
sre-dst-port (5t L O%E S TCP/UDP " — R &5
src-ip {5 I IPV4/IPV6 7 R L A
src-mac E(EIE MAC 7 R LA
src-port 1%6{5 ¢ TCP/UDP R — K &5
[WIHIRRE]
port-channel load-balance src-dst-mac
[AJ1E— K]
Ja—N\)ary7 4 JL—y g rET— R
B!

0— FNRT U ZEREDRRE A VB —T 2 — R RO DO DIL— V2R ET 5,
ZELET7 L—ANODO L2/L3/LA EWAEHEA L, SN EInbd,
no B, THAT LB A I3 EICHE 5,
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[/ —h]
Ka<y RV AT LAEIROFBRE L 72D,
IPV4/IPv6 /3 > B TIERNWT7 L—ADEEIE, RESNLTWDHAL—LZEADL LT, EEI0E X 0%E%E MAC 7 KL
A& TCICHRES A A — T = — ADNPRET D,
[ E R
0— RS AREBE . HETLH L UL IPVA/IPV6 7 R L A Z JCITHEE A v ¥ — T = — AR IET A L) ICERE
T 5,
SWR2311P (config) #port-channel load-balance src-dst-ip

5212 LACP A LV X —T7 =2—AD 71 b a/LRERR

EEv

show etherchannel status [/ink-id] [summary | detail
[F—YU— k]
summary DR
detail L FEMEROR
[NT A —=HF—]
link-id 1 <1-127>

LACP il A v —T = — A& 5

[ASE— K]
FEREME EXEC £ — I, #7#E EXEC £— N
[FLHA]

link-id THRE L7= LACP #@#liA v ¥ — 7 = — ZADREE E£TRT D,

link-id %80 L7 & 21X, £7TO LACP iAo ¥ — 7 = — RREEFRRT D,
summary % $§7€ L7235& 3SR R L, detail Z48E L1283 EME T 5,
summary ., detail HEME L7c & Z1X, summary BNEE SN D LT D,

UTDEANERSND,
HE B
Aggregator LACP il A v Z—7 = — A
ID LACP ##lA > % —7 = — A _LO#H] ID
Actor LAG %“ﬁi)ﬁ@mcp VATAEID(TTAFTIT 4. MACT
Admin Key B HE O LACP $#D It & 72 % IDGRELR — M &)
Status Vo7 70— ardDAT—H Z("Not
ready"/"Ready")
Partner LAG i:riga)im LACP Y AT L ID(FT7A A4 VT 4, MAC T
Partner Key A FHFD LACP #D It & 72 % 1D
Link count T — S @E AR — M E(E FTRE R AR — MR
Link %35 LAN/SFP AR — b —EGEMIZLL T D)
Link [ZIZUA FOHEANERIND,
RN B
"Unselected" LACP it~ = ~ = Vi@fE .,
"Selected" LACP 235 %572, LAN/SFP R— k& L TER L 7=,
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RN B
— R e —
"Standby" ;ACP NAENR, LAN/SFP R— k& L, fgR—h &L
Synchronization 7 7 7 B
"no" Synchronization 77 7 2 2335 TUN 2L,
"yes" Synchronization 7 7 7 233> T 5,

fEAPIRRE & . Synchronization 7 7 77226, U > 7 7 v 7 L7 LAN/SFP AR — R DIRAEN DD,

V227 w7 L7 LAN/SFP &~— b

(RN DIRHE

Synchronization

Unselected no LACP #lfl 7" 2 b 2 /L@,

LACP 3 E %072, LAN/SFP 7"— h &
LCEIR L, Voo T 70—
gy L THRAZDD, xdv =T
—> g 1,

Selected no

LACP 23E%h72. LAN/SFP R— | &

Standb R .
andby ho LCEIR L, BR— N L RE LTz,

LACP 28E%h72, LAN/SFP 7R— |k &
LCEBIR L, Voo T 70—
aryE L THRRLNTT —XEE
BEL 72T,

Selected yes

[ E B
LACP B A v B — 7 = — AD R EFRT 5,

SWR2311P#show etherchannel status summary
Aggregator pol

ID 4601
Status Ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 1/ 1
Aggregator po?2
ID 4602
Status Not ready
Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001
Link count 0/ 1
Aggregator pol27
ID 4727
Status Not ready

Partner LAG

0x8000, 00-al0-de-11-11-11

Partner Key 0001

Link count

0/ 1

SWR2311P#show etherchannel status detail
Aggregator pol

ID 4601

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0
Admin Key 0001

Partner LAG 0x8000, 00-a0-de-11-11-11
Partner Key 0001

Link count 1/ 1

Link

portl.1l Selected Synchronized vyes
Aggregator po?2

ID 4602

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0

Admin Key

0002
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Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0/ 1

Link

portl.2 Selected Synchronized no

portl.3 Unselected Synchronized no
Aggregator pol27

ID 4727

Status Ready

Actor LAG 0x8000, 00-a0-de-e0-e0-e0

Admin Key 0127

Partner LAG 0x8000, 00-a0-de-11-11-11

Partner Key 0001

Link count 0/ 1

Link

portl.4 Selected Synchronized no

5.2.13 LACP R— MEEREEDORE

[EFX]
lacp port-priority priority
no lacp port-priority

[/3T7 A =5 —]

priority . <1-65535>
LACP 7R — MEJEE
INSWIE EBSEEA &

(MR E]

lacp port-priority 32768

[AF1E—F]

Sy H—T 2= RE— R

[RLBA]

LMEﬁ—%%%W%&

no I CHAT LI G A 1T E *ﬂﬂ\}'ﬂ R,

[/— 1]

LM? MELA > 2 —7 = — AZHHA D & & D LAN/SFP AR — M3 8 O F TId LACP i
(R DIL, 8 DEBZ 72T OV TR EFAEL

i A TR — b & 72 D,

BA U H—T 2 — R |TRIEF

Z DX D 7pEE, LAN/SFP AN — b [ CESCIEAL M ST, BRIEMOE WL 0L ERRALN S,

EESENENL OFHI F LT, AT O@Y Th o,
1) LACP 7R — MESEEEN/ NS WIRESE S D,

2)LACP R— MELENRFR U THIUL, A ¥ —T = —AFZI/NSWERELEIND,
SFP iR — F B 425613, LACP R— MEREZMMOR— ML D/NEILSBRETHLELD D,

[BX EH]
LACP R— MEEEA 1024 IR ET D,

SWR2311P (config-if) #channel-group 1 mode active
SWR2311P(config-if) #lacp port-priority 1024

53T ]‘LA\FIJ—.E

5.3.1 A7 ALK TO IEEE 802.1X EEFHERED

K

2

E&

aaa authentication dotlx
no aaa authentication dotlx
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(AR E]
no aaa authentication dotlx
[AJ1E— ]
Ja—x)ar 74—y g F— R
B
VAT LAMRT IEEE 802.1X ik A AT D,
no A THEIT L72HEIE. v A7 L42K T IEEE 802.1X FBFEA H2h T4 2,
FOAEl, radius-server host =~ N T E L7z RADIUS r—"—ZfHT %,
[/—}]

ZEPRC IEEE 802.1X FRAF AT A 7= 01213, KR A v Z—7 =— A T% IEEE 802.1X ik 2 AT HHLER H
%, (dotlx port-control =~ > )

[BX E 5]
¥ AT AR IEEE 802.1X 38iF & Ak 5,
SWR2311P (config) #aaa authentication dotlx

532 VAT AR TD MAC REFHEREDER T
EEN

aaa authentication auth-mac

no aaa authentication auth-mac

(R E]

no aaa authentication auth-mac
[AFTE—F]
ra—n)aryJ 40— g U F— R
[FAA]

VAT ARRT MAC #BREE AR

no T THATL=HEIL. VAT A {2[:*( MAC BiE% #3235,

FOAEIE. radius-server host =~ > RN T E L 72 RADIUS H— —Z{ T %,

[/— 1]

FEERZ MAC A AT 57201001, R A v F—7 =—ATH MAC HiF2HNCTHMEENH 5, (auth-mac
enable =~ > R)

[BREH]

VAT LAERT MAC RAEE AT %,

SWR2311P (config) #aaa authentication auth-mac

53.3 VAT L2 TD Web 5BiEHEEDFRE
[EX]

aaa authentication auth-web
no aaa authentication auth-web

[FIEIER E]

no aaa authentication auth-web

[AJIE— K]

Ja—N\)aryz4JL— g rFT— R

[FRHA]

‘:/X'}:.ZA M—QVC Web v uﬁ%ﬁiﬁ

no B CEITLEZHA/IE. VAT A48 ﬁ—‘“(“ Web FBAEA HENIZT 5,

FRFEIL. radius-server host =~ N Ci% & L 7= RADIUS Y — _—%fH T 5,
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[/ — 1]

?%[‘%\éﬁl Web #BiE & i3 5729 EW XNERA L HF—T 2 —ATH Web & nft%fﬁ)‘j] T HRERDH D, (auth-web
enable =~ > R)

BE)

VAT LR T Web i8Rl E H ML T 5,

SWR2311P (config) #aaa authentication auth-web

5.3.4 IEEE 802.1X FRirEEDEEE— NRE
[EF=]

dotlx port-control mode

no dotlx port-control

[/3F A —&—]
mode : IEEE 802.1X FBREOEEE— F
B{EE— K g
IEEE 802.1X #2ZE ™ Authenticator & L CHEfE
auto
T 5
=Ju
force-authorized IEEE 802.1X FERED FBREHT A AN — b [H 5%
ET D
— MNCEERE
force-unauthorized IEEE 802.1X G8GIEDAGEFEA — M ERE
ERA
(#1813 €]
no dotlx port-control
[AFTE— K]
A H =Tz —AF— R
[FEEA)

%A v #—7 = — A% LT, IEEE 802.1X FREFEREDEIEE— RE2 R TET 5,

nEARTa~vy REETLIEEAIE., W8 A v Z—7 =—ZD IEEE 802.1X ZRIFHEREITHER & 72 5,
[/ —H]

Ko< RIiZLAN/SFP R— B L OGHELA v ¥ — 7 = — AT DA E [ HE,

Bail]

LAN 7R— b #1 C. IEEE 802.1X #XFFEREDENET — K% auto [T ET 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #dotlx port-control auto

5.3.5 IEEE 802.1X SiL DRIV R — b COEELHIHORE
BN

dotlx control-direction direction

no dotlx control-direction

[7XF A—&—]
direction D OREEFER— FTONr y NEEEIEES R IE
EREENE FLEA
both EEAE & BT D,
in G DIHLIET B,
(IR E]

dotlx control-direction both
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[AFTE— F]
A H—T 2 —AE— R
[FEEA]

RRA VA —T7 = — ATk LT, IEEE 802.1X RFEDRFRFERF D /37 v NIRIEENEEZEE T 5,

no FEXTHEIT L72EE L. WIHIEREIZE S,

both ZFHE L TV DHEE, V7 UD Y I bXE LAYy FEMIEL, fOR—Frb F7 VI ORI
TWH Ay F =T 2—=A~DT 0= FF v A NZLT Xy 2RIy FHIEET D,

in ZHELTWDEA, TTV DY MPLRE LAYy hORZREMIEL, OR— R0 F7 U I h OB S
NTNWBA L H—T2—A~NDT B— RFx A NLTFFy ATy NIEET 5,

[/—F]

ARK=a<> RIZLAN/SFP iR — F B L OGHEEA ¥ — 7 = — AZDOHFXE THE,

MRA =T == AT, RAME—FZ~vVFH TV I bE— FICRE LA MACREGE L OFH L7256
X, HEIEIZ in & 725,

KA H—T 2—ATH AN VLAN OFEEZ L TWEIEBIT, Ao~ FOREBERNERY L 25,

ARa< ROREEZEET D &, BARREBITHENIRBICRE S,

ARa<y REFHT L2010, SR A v ¥ —7 2 —ATHR— FNRIHEREEH T D2 ME N H D, (dotlx port-
control =~ )

[ E B

LAN R— k #1 ORFEFEAR— b TO/r y MREINEZ ZE DRI 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #dotlx control-direction in

5.3.6 EAPOL /X% v F DX EE DR E
[

dotlx max-auth-req count

no dotlx max-auth-req
[/3F A —5F—]
count ¢ <1-10>
EAPOL /"7 v b DR Kk1E 1K
[FIE ]

dotlx max-auth-req 2

[ASTE— K]

AV H—T 2 —AF— R

B

(B A B —T 2 — 2% LT, EAPOL %7 v F OEERIROE B HET 5,
o X TCa~y REZEITLESEAIL. PIHREICRED,

[/ —H]

K< RiZLAN/SFP 7R — M B L UGGHEEA > ¥ — 7 = — AT DA% E I HE,
RKa<wy REMHATHDI2F, MRA L H—T =2— A THR— NEGEEREEZ AN T H2XLE N H D, (dotlx port-
control =< > )

[RXEH]

LAN 7R— k #1 C, EAPOL /X7 v b OXEREE 3 ITRET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #dotlx max-auth-req 3

5.3.7 MAC FIEERE DR E
[

auth-mac enable
auth-mac disable
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no auth-mac
[¥F—7U—F]
enable : MAC RGEERE 2 AT %
disable : MAC G RE & 20129 %
[WIERRE]
auth-mac disable
[AJIE—F]
Ao H—=T 2 —AF— R
[BLFA]
WHA B —T =2 — AKX LT, MAC #BREZ AT 5,
no JETIAT L72GA . £72i, disable Z45E L7236 1%, MAC BREZE B2HZ T 5,
[/— 1]
A< RIXLAN/SFP R— B L UGRERA ¥ — 7 = — AT DB IE Pl e,
FERIC MAC FRAEZ T 5720121, VAT AEETH MAC Bl 2 AN 545738 5,  (aaa authentication
auth-mac =~ R)
[BEH]
LAN R— k #1 ® MAC #RiEHRE A 2027 5

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #auth-mac enable

5.3.8 MAC FEEEFD MAC 7 RL AR DR E
[E=X]

auth-mac auth-user fype case

no auth-mac auth-user

ST A—5—]
type o B EAEE
R EME i
hyphen XX-XX-XX-XX-XX-XX
colon XXIXXIXXIXXIXX XX
unformatted XXXXXXXXXXXX
case D ORXF - NEERE
BEME i
lower-case NI (a~o)
upper-case KILF(A~F)
(AR RE]
auth-mac auth-user hyphen lower-case
[AF1E—F]
ra—nR)ary7 47— g U F— R
[FiRA]

MAC % BN il Yﬁb\‘(\ AT DEH# 1%%‘3‘5:1‘—%”—% s INAT— ]\O)}%K%%Ej—é

MAC ZAETlX, U B PO MAC T FL RABa—W—4 « XAT— K& L Cf#EH L RADIUS — N—~FHiE %
RSB,

no A TIAT L7 A1, FIHEREICRE D,
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[/ — 1]
Ko<y REfHT5720120F, 68 A v ¥ —7 = — AT MAC RS REZ BN T HLENH S,  (auth-mac
enable =~ > )
é’“iﬁ{iﬂ]
MAC GRAEIZEHT 5 MAC 7 RL AR Z A 7o L, RLFICETT S,

SWR2311P (config) #auth-mac auth-user unformatted upper-case

5.3.9 MAC pcunJ—.Eo)x 57"{ P4 77&%0)_“%
By

auth-mac static enable
auth-mac static disable
no auth-mac static

[F—TU—F]
enable DORET A v I BEREANCT D

disable CORET oy VRGN D

(IR E]

auth-mac static disable

[AS1E— ]

A B =T z2—AF—F

(@]

MAC BFEHERE T, RAEEZ SR L2 T U RO MACT RUAZ FDBIZAZ T (v 7 N —& L TRET
Do

no W THEAT LI E . E72ld, disable Z15E LI2HEI1X. A¥ T 4 v 7 BEEZ N T 5,

[/—H]

Az~ RIXLAN/SFP N — M B X UOGHERA ¥ — 7 = — AT D HGHE I 6E,

AKa~ v F@aﬁﬁ:ﬁ%%ﬁ?ék FRRRAR TR I T AR e

HE ., MAC REIL FDBIZX A F I v/ MU —¢& L“Cé‘ﬁ%ﬁ"é?‘:&):ib—“/“‘/ﬁ\ﬁ'/fA?"? NS RPN
Ra<wy FEBRFIAZ T 472 R —L LTRET H1-0Ox8459 70 b,

clear auth state =~ > K, F72(%, auth clear-state time =~ > N C, A&7 1 v 7 HEERIEEREZZ VT THZ &
MNTED,

Ko<y REfHT5720121F, 6% A v ¥ —7 = — AT MAC RS REZ AN T D LENH S, (auth-mac
enable =~ > )

[BREH]

LAN R— k #1 ® MAC RBFIED A X T 4 v 7 Bk E BN T D

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #auth-mac static enable

5.3.10 Web FRFFREEE DR E
[E=]

auth-web enable
auth-web disable
no auth-web

[F—TU—F]

enable © Web G EE X BT T D
disable © Web iRGIHEEE & HEZHIZ 3D
[P E]

auth-web disable
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[AJTE— K]

A H =T 2 —AF— R

[FREA]

;d‘%’r?/’/l?b‘7:£b‘x 7§(ATL/VC Webnmumi‘f;ﬁ‘fjj wgﬂé

no B CTHELT L7=HHA . T2, disable 265 € L7=5A 15, Web iRGEE 235
[/—F]

ﬁzv/hiummWf-bk;U AP LA —T o — AT D IR ETRE,

FEBRIT Web REEAEH T 2720121%, Y AT AR TH Web iilE 2 AN T H 45N H 5, (aaa authentication
auth-web =~ > )

< /VFH TV A hE— RS TiE Web BBGEEREZ BN T 5 2 LIX T FHA,
A K VLAN L OffHIZTE EHA,

(B 2B

LAN 7R — k #1 O Web SRIFEREE BT 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #auth-web enable

53.11 A FE— ROHRE
E=N

auth host-mode mode

no auth host-mode

[2XT A—F—]
mode DA — NEGEOENMEE— R
BEE— K B
1f%h@t@1#f)ﬁ/L@ALﬁ
single-host AT 5E— RT, BUICFEREE XA LT
YTV NOBETAT D
1 R—=HIZ VBT o bOEE%
AT 5E— RT, &MOVT Y T RH
multi-host muuﬁ%/\xj—é C]'f I_JL/-J_"_‘ }‘EE‘F@ "j_7
Vo MER nﬁ%??joiﬁ < T %)JE'L:IZ))EI
L
1T~h%t©@ﬁﬁ7)w/b@kﬁ
multi-supplicant AT 5E—RTH U D MEIZHED
el - ERAERET D
[FIHIER E]
auth host-mode single-host
[AJ1E— K]
B =T 2 —AF— K
B

RRA L H—T 2 —ATHK LT, A— FRGEOEEE— RELET 5,

no R TEIT L2 A1E. PIHIREIZRED,

[/—}]

ARza< > RILLAN/SFP A"— FEB X OGHELS ¥ — T = — AT D HFRE A 6E

AKa~vr ROREEXERTH L, RARRIEIIWIHRE
vw%%7)w/h%~kf&4%:yﬁWAN%ﬂ%#é%é\%fUWVkﬁﬁ?WAN%%Eﬁé:&ﬁﬂ
HEo

VVFRA = RTHAF I v 7 VLAN 28T 256, 2HFBLEOY 7Y I MIRYIOT 7V 71 haviE
A L7 VLANID 2Nl & 5.,
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Ko<y REMHHATH0I2E, S8, X —7 2 — A THR— NRGHEREEZ AN T D2LENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > . auth-web enable =~ > )
[ EH]
LAN R— b #l 2=V FH 7V I bE— NITEET D,
SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth host-mode multi-supplicant
5.3.12 FBAENEFF DR E
E&v
auth order dotlx auth-mac
auth order auth-mac dotlx
no auth order
[F—TU— ]
dotlx : IEEE 802.1X F8iE 5=
auth-mac © MAC #FFE 5
[F13E% %]
auth order dotlx auth-mac
[AS1E— K]
A H =Tz —AF— R
[FiHA)
7146‘_‘ F%@éﬁ*)@%ﬁ% N uuuﬁﬁt%{ﬂ:ﬁﬁ Lﬁ_fﬁlzl\ uuu ??5 IE%% E‘j—é
no FEXTHEIT LG E L. WIHIEREIZE S,
[/ — ]
A~ RIL LAN/SFP R — M B L OGRHEA > ¥ — 7 = — AT D Bk 7E T HE,
Web #BaEIE. AR TIZEIFR7: < Web REEHEE C ID/Password 2 A ) L7z & EIZFBFERTT ),
IEEE 802.1X §8FE, MAC ZFE. Web sBREDR%E NI 7256 & OFBGES R EhE S hv/au,
AKa<r REFEHAT 7201203, SR A v X —7 2 — A THR— NBIHEREE AN T D20 ENH S, (dotlx port-

control =~ > R, auth-mac enable =~ > . auth-web enable =~ > )
[BXEH
LAN R — b #1 OFBFESFXDNEZE % . MAC FR3E -> [EEE 802.1X FRAEDNETE TI1T 9 L 2 ITRET 5.

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #auth order auth-mac dotlx

5.3.13 FREEDRIE

E&

auth reauthentication
no auth reauthentication

[FI#13% 2]

no auth reauthentication

[AF1E— ]

A H—Tx2—AE— R

B!

ﬁ%%y&—7i—x ﬂLT T h v N OFREREE AT
no ﬂ%ﬁ(%?? fo_ ﬁ:wuu %ﬁf‘jj ;ﬁﬁéo

KRR IE & AN Lf: AL, RREICAP LIS 1 v b 2 @IS FRRRET 5,
FHRRFEOMFEIZ. auth timeout reauth-period =~ R TEHE TX 5,

[/—}]

A< X LAN/SFP R— hB L UGREA o # — 7 = — AT DB E Pl e,
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IEEE 802.1X 3&GERFIT, FRGEDZ A I 7272 B &, V7 U B MITEAPOL X7 v h&EEE LT 22—V —15#R%E
HEA L. RADIUS H— N—{ZFGEERZ1T 9,

MAC ZR3FHRT. HlRGFDZ 1 2 /7¢ﬁék\ﬁfuwyb®wmc7va%1~%~%\%;w\NxU~F
Lk Efﬁ L T RADIUS H—/—|Z \—ntu nﬁgjk %?—T 5 °

Web FULAIJJ‘_EHjﬂ‘:j: EEAL‘HJ‘_EO)a/‘) /&a f(ﬁé k ‘H_.j ) 7\7-/ ]\ODHILJDLE‘H: %j%l]lbﬂ Z%%éﬁéo

Ka<wr REMERTH0120E, B, v F—T 2 —ATHR— MliEEZ AT D2 HENH 5, (dotlx port-
control =~ > | auth-mac enable =~ > N auth-web enable ==~ >~ )

[BREH]

LAN 7R — |k #1 OFZBIEE BN

SWR2311P(conf1g)#1nterface portl.l
SWR2311P(config-if) #auth reauthentication

53.14 # A4+ I v 7 VLAN O&RE
(&

auth dynamic-vlan-creation

no auth dynamic-vlan-creation

[WIHIRRE]

no auth dynamic-vlan-creation
[AJ1E— ]

A F =T z—AFE—FR
B

KIGA X —T 2 —RTK LT, ¥A4F v 7 VLAN ZHENCT D

no B THEAT L= GA1X. A7 v 7 VLAN 250295,

XA F v VLAN BERA 2 —7 = —ATIL, RADIUS H— 3= L I57E &iv72 JBPEME (Tunnel-Private-
Group-ID)% & &2, FTE VLAN ZEJICZE 5,

[/—}]

A=z FiX LAN/SFP AR — h B L OGRELA > # — 71—x&®#$iﬂ%0

AKa~v s RORECERT LH L BARIRRRIZHIHRRE
vw?#?)ﬁ/b%*kf&4f:yﬁWAN%ﬂ%?é%é\ﬁfUﬁVF%ﬁTWAN%%E?é:&ﬁﬂ

figo
VT RARE=RTHAF I 7 VLAN ZHIAT 256, 2 EHLUBEOY T I 2 MIRYIOY 7Y 7 b v
F L7 VLANID 2% &%

Ka<wr REMERTH7-0120%, B, v F—T 2 —ATHR— MliHEREEZ AT A2 HENH 5, (dotlx port-
control =~ > K, auth-mac enable =~ >~ | auth-web enable =~ >~ I\)

[BREH]

LAN R— b #1 T¥ A F I v 27 VLAN ZHZT %

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth dynamic-vlan-creation

5.3.15 72 N VLAN DO} E
[

auth guest-vlan vian-id

no auth guest-vlan

[/3F A—F—]
vilan-id : <1-4094>

7 A~ VLAN F® VLAN ID
[FIEAE% E]

no auth guest-vlan



186| 2~ RU T 7 LU A | A & —7 =— A
[AJ1E— F]
A H =T 2 —AF— R
B!

RRA B —T 2 — AR ST DT T Y B EBRERE, H D WIE, FRRERIRD & X ZHTE T 547 A N VLAN
%j: ‘a_éo

no TR TIAT L7=28A1E. 7 A b VLAN OREZHIRT 5,

[/—}]

A< RILLAN/SFP R — R B LOGREA v ¥ — 7 = — AT DO HF%E " HE,

ARKa<w FOREEZEETDH &, BABIREBIZPHIREICRE S,

AKa<y REFEHATH7020F, WHHA v H—7 2 —ATHR— NBIHEREE AN T D20 ENH 5, (dotlx port-

control =~ > N auth-mac enable =~ > |)

A= Rid, Web BREN AR L SRETE EHA,
Bl

LAN 7R— |} #1 TZ 2 ;s VLAN #10 24577 %,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth guest-vlan 10

5.3.16 FBAELEE O IEHAR DR E
(&R

auth timeout quiet-period time

no auth timeout quiet-period

[73F A —4F—]
time 1 <1-65535>
RAER L., VU o b & OlfE 2 AT 2 B ()
(R E]
auth timeout quiet-period 60
[AT1E— F]
AE =Tz —AE— R
[FAA]

MHRA o F—7 2= AR LT, RBAERIE OBIEM LI 2 30ET 5,

no FECTHEAT LG AR, WIHIEREIZE 5,

RREIIEFAR ST Lz M _CEEET 5,

[/—}]

A< RIXLAN/SFP R— B L UGRERA v ¥ — 7 = — AT DB IE e,

ARa<r REFEHATH720120F, W5, v X —7 2 — A THR— NRIHEREE BN T D20 ENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)

[BEH]

LAN AN— bk #1 OMIEHFE O E & 300 (R ET D,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #auth timeout quiet-period 300

5.3.17 FRiEREIR DR E
[

auth timeout reauth-period time

no auth timeout reauth-period
[78T7 A= —]
time : <300-86400>
BTV B N OFERIEHFRED)
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(AR E]

auth timeout reauth-period 3600
[AJ1E— ]

A HF =T z—AE—F
B

RGA B —T 2= R K LT, 7V B FOFERGEMEEHET S,

no B TEIT LG A . PIHIREIZRE D,

[/—}]

A< FIX LAN/SFP iR — F B L OGGELA > ¥ — 7 = — AT D Bf% & Al e,

Kawr FEERT 720120, J8A v ¥ —7 = — A THR— MRIHERE. 7o, FRBIHEREZ AT 5 MEN

» 5, (dotlx port-control =~ > | auth-mac enable =~ > | auth-web enable 2= R, auth reauthentication =
<~ R)

[ E 5]

LAN "— b #1 OFEFRFEFRORE % 1200 ([T ET 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #auth timeout reauth-period 1200

5.3.18 RADIUS ¥ — \—2{KkD LB B REE O E
EEV

auth timeout server-timeout time

no auth timeout server-timeout

[/3T A—HF—]
time 1 <1-65535>
FOREEL RT3 D REREY — /3= b DJREAF B (F))
(R E]
auth timeout server-timeout 30
[AFTE— K]
AHE =Tz —AE— R
[FAA]

XGA B —T 2 — A THR— FEFEEIT 9 & & D, RADIUS ¥ — "—2fK) 5 DIGE R HIRFIE 2 3R E T 5.

no FEICHAT L= GA X, WIHIRTEICR D,

[/—}]

A=~ FIZ LAN/SFP AR — b8 L OGREEA » F — 7 = — XIZ D HFRE Al HE,

ARBEEI

(radlus-server timeout =~ > K OFXEfH) x (radius-server retransmit =~ > KO EfH + 1) x (RADIUS H—/3—%%)
LEICT 2R S D,

ARa<r REFHATL720120F, (A v X —7 2 — A THR— NBIHEREEZ AN T D2HENH S, (dotlx port-
control =~ > N, auth-mac enable =~ > R auth-web enable =~ > |)

[BXEH

LAN 7R — I #1 OFEFEERIZxIT D RADIUS H— N — (KD ISE R HIRFIE 4 180 YT E T %,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #auth timeout server-timeout 180

5319 %7 U B MGERFLREE ORE
(&=

auth timeout supp-timeout time

no auth timeout supp-timeout
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[7NT A —=HF—]
time : <1-65535>
BV H v RS DOINERE B R (F)
(AR E]
auth timeout supp-timeout 30
[AJ1E— ]
A HF =Tz —AE—F
B

KRA LB —T 2 —RZHK LT, A= RFEEITO L 2DV TV I M b DISEFRF LR 25X ET D,

no IR THEAT LIZHA1E, WIHIREICRS,

[/—}]

Kz~ FILLAN/SFP R— M B X UGHELA ¥ —7 = — AT D HGEE Al 6E,

Ko<y REHATH7020F, A8 A X —7 2 — A THR— MRS Z AN T 20BN H S, (dotlx port-
control =~ > N, auth-mac enable =~ > K auth-web enable =~ > |)

[ E B

LAN R— h #1 OV 7V 2 b6 OISEFF B A 180 FMICERET 5.

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #auth timeout supp-timeout 180

5.3.20 RADIUS ¥ —/X—K X F DFE

[EX

radius-server host rost [auth-port port] [timeout time] [retransmit count] [key secret]
no radius-server host

[F—7—F]
auth-port : RADIUS $— N—OF8iEH UDP R — hEEAHRET D
timeout : RADIUS $— =~ DRI D INE RN 258 E T 2
retransmit : RADIUS = "—~DERFEREE AR ET D
key © RADIUS #—/3— L O@ERHIHEH T 5 /32T — R ET D
[73F A —&—]
host : IPvd 7 FLZ(AB.C.D) £7213 IPv6 7 N L A(X:X::X:X)
IPv6 U > 7 a—RNT RUAZEEST 2HEIE, BHA V=T 2= ABRET 20 ERDH
% (fe80::X%vlanN D)
port 1 <0-65535>
RRFE UDP AR — 3 S (MR IR D 1812 21T %)
time : <1-1000>
B FERSIRE [ (FD) (48 W IF 1 radius-server timeout =1~ > R E(FIHIE 5 EHNZHE D)
count : <0-100>
TR 5 (A WS IR 1T radius-server retransmit =~ > Ra% & (FIHIME 3 [0)29E H)
secret DOEARETRE IO, . A= AR EATTS(128 XTFLN)
HAGRA T — REWEHE radius-server key =2~ > RE%EICHE D)
[FIHIERE]
mL
[AJTE— K]

Ja—\)ar7 4l L—g % — R
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B

RREY— =1 2 MZH— =2 BT 5,

RRT M) —HIE8 TH D,

no JERTa~y FEFATLIGEIE, BBE LI —_"—%F5E — " — U 2 "B HIRT 5,

[/— "}

PR EMEIX, (radius-server timeout =~ > K DX EfE) x (radius-server retransmit =~ > KO EfH + 1) x (RADIUS H
—/3N—%0) OfiA3, auth timeout server-timeout =~ > KO EMNIZ/2 2 L O ICHHET Z2HLERH D,

LLDP H 8h5% EHEHE CTa% i & 1U7= radius-server host =~ > ROKRIZIE, —FFIRBRETHDH L2k
F"dynamic" 47 Y 3 UAMTE &S, "dynamic"A 7 Y g UM E STV A EGE, write 2~ REFEITLTH A
B— T v T3 T 4 TIRAF SN2,

[BREH]

IP 7 R LA 192.168.100.100, JGZEFFEERFRH] 10 £, ZRFFEREEL 5 Bl & U TREREY —/3— U 2 MZIBMT %,
SWR2311P (config) #radius-server host 192.168.100.100 timeout 10 retransmit 5

IP 7 KL Z192.168.100.101, FBFEA UDP AR— b 1645, A /XA U — R'abede" 2 #8E Y —/3— U X MZBEINT 5,
SWR2311P (config) #radius-server host 192.168.100.101 auth-port 1645 key abcde

1 —7 /L RADIUS % — /" —Z38GEH—/3— U X MZBINT %,

SWR2311P (confiqg) #radius-server host 127.0.0.1 key secret local

[EFX]

radius-server timeout time

no radius-server timeout

[73F A =4 —]
time : <1-1000>
ZORISE IR (FD)
LG |
radius-server timeout 5
[AJ1E— F]
Ja—\ a7 4 b—va e —R
[@iA]

RADIUS H— 13— 1 BH 720 OISEFRE HREM 254 ET D,

no B Ca~r REFETLIEEAIR. MHIREICRES,

[/ —F]

radius-server host = < > R TH — R —[EG O ERISEIFHFRI N HE STV SE4E . radius-server host =~ R
DFREIZHED

A EAE I,

(radius-server timeout =~ > RN DFZE{H) x (radius-server retransmit =~ > FDOFREME + 1) x (RADIUS ¥ — 3—4%7)
DOfEAS. auth timeout server-timeout =~ > NOEEMAICR D L HICHHET AVNERH S,

[REH]

RADIUS H— 13— 1 BH 7= OIEEFFHRHEZ 10 IR ET 5,

SWR2311P (config) #radius-server timeout 10

Wi

5.3.22 RADIUS ¥ — N—~DERFERBDOEE
B

radius-server retransmit count

no radius-server retransmit
[/XT A—F—]

count . <0-100>
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HOR A
(AR E]
radius-server retransmit 3
IAF1E— K]
Ja—x)Lar 74—y g rF— KR
B

RADIUS H— "=~ DERFEEE 2 ET D,

no B Ca~y NEFAT LA, PIFRREICRE S,

[/—}]

radius-server host =~ > N TH— R —[HF DERFEEENRE SN TV DH5E . radius-server host 2~ > ROk
TECHED o

[BREH]

RADIUS H— " —~DERFEREHE % 5 BICHET D,

SWR2311P (config) #radius-server retransmit 5

5.3.23 RADIUS % — N—FLF AU — FORE
EEN

radius-server key secret

no radius-server key

[/3T7 A —5F—]
secret D HHERZIT— R
PAFHTI LN . A= 2R E2 R AL 5128 SCFLLR)
(AR 2]
no radius-server key
[AS1E— ]
rua—s\varz 47 b—va e — R
[FRH]

RADIUS H—_"— L O@ERFICHEHT 2 A2V — &R IET D,

no B Ca~r REEITLELEIL. PIHERTEICIRD,

[/ —F]

radius-server host 2= > R CH—N—FEHEFOLF AT — RPRBREIN TV DHEE. radius-server host 7= KD
BEIHED .

[ EH]

RADIUS H—_— L D4 /2T — R & LT abede" R ET 5,

SWR2311P (config) #radius-server key abcde

Wi

5.3.24 RADIUS H¥— \—f FINHIRE R D% &

&

radius-server deadtime time

no radius-server deadtime

[/3F A—%&—]
time ;. <0-1440>

RADIUS H—/3—fi FH il R (57)
(IR E]

radius-server deadtime 0
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[AJTE— K]
Ja—\)aryz 41—y T — R
[FREA]
RADIUS H—/N—=~DERNZ A LT 7 h LIz & &, B4 —_—Df A2 2R/ 25%ET D,
no B Ta~r REET LA, FIEREICE D,
[REH]
RADIUS H— —fdi IR %2 1 21258 ET 5,
SWR2311P (config) #radius-server deadtime 1

5.3.25 RADIUS Y —/3—|ZiE%19 5 NAS-Identifier DR E
[ER]

auth radius attribute nas-identifier /ine

no auth radius attribute nas-identifier

S5 A —&—]

line DRBRRISCFH253 LA
NAS-Identifier EE: & U TRRE T DL DTS

(AR E]

no auth radius attribute nas-identifier

[AJIE— K]

Ja—nmNar7 4 b—va e —R

[ﬁ%]

R ERIFEREIZ B\ T, RADIUS Y—/3—|Z NAS-Identifier @1 & L CGRETT H2EE O XLFV 2R ET D,

21§ REx LT2%A 1L, RADIUS H—/3—|Z NAS-Identifier B & L CGRENL, REZHIR L-GE @M AL
5,

no B Ca~<> FEFEITLZGER. PIHREICE S,

[ EH]

RADIUS Y —/X—|Zi@ %19 5 NAS-Identifier &2 [Nas-ID-001] &> F9d 5,
SWR2311P(config) #auth radius attribute nas-identifier Nas-ID-001

5.3.26 RADIUS ¥ — \—ENE B DFRFED R E
[E=X]

auth no-response-authorized
no auth no-response-authorized

(IR E]

no auth no-response-authorized

[AJ1E— K]

Jsa—)ars 74—y g3 — R

[RAA]

RADIUS H— R —MESE RS, RS L7z b o & L TEET 5,

Immmmxmﬁ MAC BFE, WEB fBREDO K FRFEIZIV T, RADIUS ==L DIREN R XA LT K LTz
%n%ﬂ@mﬁﬁtfmﬁmﬁbt%mkLT%W#&

fcﬁk Ko<y REMAT 55A1L, auth reauthentication =~ > K & auth timeout reauth-period =~ > K CH&FE
WEEITD T L,

ﬁmeODFﬁBW% %@J R TE ?5 LT, — BRI (ZRBE u?j‘éﬂf\_k %"Bﬁﬂiéﬁ #5:&75)’(%50
[/ —}]

X2 U7 OB ER2BNBH LT, Aa~vy FEfHTB3Ex 207 0 —RY v —z 2 iad
HZ L,
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Ko< RNEZHD RADIUS Hr— N—NHRE L HE Lz & &k, UTOEEE 7225,

* RADIUS == EDIEENZA LT T M LIZEED

munEjiJ‘ L/f&_z)"DVCmuniE% HEFT—?A}:)

« IEEES02.IX FFETIE, 7V Wy FOEAER EIC L > TIEFICEEL RWEERH D

¢ RADIUS —R_R—DPEEHREINTWHESE, TXTD
AEREh &35

« HXAF Iy VLANEZHEHALTWAHEATH-TH, A—F

RADIUS H— N—= 5 DISE BN » =356

IZFRE 4TV 5 VLAN TEIfET 5

o FTRTOVTYH 2 bEFBFEFFNICT B0, 7 A b VLAN (ZEMEL 720

¢ RADIUS —R—7RZ N ORENRVESIT, Aavr

[ EH]
RADIUS ¥ — R — SR CEREE & BN IC§ 5,

ROSERE STV T HEREERINICTIZ 72 B 720

SWR2311P (config) #auth no-response-authorized

5.3.27 R— FRIEFERDOFR

(2D,

W

73}
7y

T

BEDA v H—T 2= ADEROIREHERTD

BLOBHEDORGRNEZ RRT D,

[EFX]
show auth status [interface ifname]
[F—TU—F]
interface
[/NT A—F—]
ifname A B =T 2 — A%
FRTHA L H—T 2—A
[AS1E— K]
FEFFHE EXEC £— R, F#E EXEC E— K
B!
N— N BRI RE D% E IR R
[REHI]

ﬂ_f”_‘ ]\wuu rﬁ?&%%ﬁj—é

SWR2311P#show auth status
[System information]

802.1X Port-Based Authentication

MAC-Based Authentication
WEB-Based Authentication

Clear-state time

Redirect URL
Not configured

Auth-web custom-file
There is no custom-file

RADIUS server address
192.168.100.101

[Interface information]
Interface portl.1l (up)

802.1X Authentication
MAC Authentication
WEB Authentication
Host mode
Dynamic VLAN creation
Guest VLAN
Reauthentication

Reauthentication period :

MAX request
Supplicant timeout
Quiet period
Controlled directions
Protocol version
Clear-state time

: Auto

Enabled
Disabled
Enabled

: Not configured

(port:1812)

(configured:auto)
Disabled (configured:disable)
Disabled (configured:disable)
Single-host

Disabled

Disabled

Disabled

60 sec

2 times

30 sec

60 sec

Both (configured:both)

2

: Not configured
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Authentication status : Authorized

Interface portl.4 (down)

802.1X Authentication : Force Authorized (configured:-)
MAC Authentication : Disabled (configured:disable)
WEB Authentication : Enabled (configured:enable)
Host mode : Multi-supplicant

Dynamic VLAN creation : Disabled

Guest VLAN : Disabled

Reauthentication : Disabled

Reauthentication period : 3600 sec

MAX request : 2 times

Supplicant timeout : 30 sec

Server timeout : 30 sec

Quiet period : 60 sec

Controlled directions : In (configured:both)

Protocol version : 2

Clear-state time : Not configured

5328 47U b MEHROFRT

[EF=R]
show auth supplicant [interface ifname]

[F—U—F]

interface L EEDOA A —T 2 — ADIEROIL T FERTDH

[/XT A —F—]

ifname DA BR—T = — 24
FRT DA L HF—T =2 —RA

IASIE— K]

¥i#E EXEC £— K

B!

AR— FERECBT D7V b MEHREERT D,

[ EH]

LAN R—F #1l OV 7V v MEREERT D,

SWR2311P#show auth supplicant interface portl.l

Port MAC address User name Status VLAN Method

portl.l 0011.2233.4455  user Authorized 1 802.1X
5.3.29 FEHER DFR

EN

show auth statistics [interface ifname]

[FF—TU— K]

interface D BEDA B =T 2= ADMHER O EFRT D

85 A —5—]

ifname LA UH—T 2 — R

TR THA L H—T =2 —R&

[AFTE— ]

FEHFHE EXEC £— R, F¥#E EXEC E— R

[FHA]

HR— MRFECHT B3 v bOFEHERE T S,
[ EH]

LAN 7R"— b #1 OFEHEHR 2 L RT D,
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SWR2311P#show auth statistics interface portl.1l
Interface portl.1l
EAPOL frames:

Received frames 11
EAPOL Start 1
EAPOL Logoff 0
EAP Response ID 1
EAP Response 9
Invalid EAPOL 0
EAP Length error 0
Last EAPOL version : 1
Last EAPOL source : 0011.2233.4455
Transmitted frames 11
EAP Request ID 3 A
EAP Request 3 9
EAP Success 1
EAP Fail 0
RADIUS packets:
Received packets : 10
Access Request : 0
Access Challenge 3 9
Access Accept 1
Access Reject : 0
Transmitted packets : 10
Access Request : 10
5.3.30 SLEHERDZ U T
&3]
clear auth statistics [interface ifname]
[FF—U— K]
interface EEDA H—T 2 — ADEEROBE T VT TS
85 A —5—]
ifname LA UHE—T 2 — R
FRT DA H—T 2 —RA
[AS1E—F]
Rt EXEC E— I
[
N— FREEZBIT 237 > FOHGEHEHRE 7 VT4 5,
BLL)

LAN RN— | #1 OfEatHERZ 7 V7T 2,
SWR2311Pf#clear auth statistics interface portl.l

5.3.31 RADIUS #— N"—REFROER T

[EX]

show radius-server
[AFTE— F]
¥¢iE EXEC £— F
B

RADIUS % — "= 2T D EFHE R T D,

FBRE—/X— U A NS L TH D RADIUS r— _— DR EER(—/3—HR A b, RFEH UDP R — h&EE, A
PRAY— R ERINE RS, BURFEEEL, Y — S — SRR 2 KR 5,

Bt

RADIUS H——IZBF 2R EHME R RT D,

SWR2311P#show radius-server
Server Host : 192.168.100.101
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Authentication Port : 1812

Secret Key : abcde
Timeout : 10 sec
Retransmit Count 3 5
Deadtime : 0 min

Server Host : 192.168.100.102
Authentication Port : 1645

Secret Key : fghij
Timeout : 5 sec
Retransmit Count 3 3

Deadtime : 0 min

5.3.32 Web SRFERIH#E DU # A L7 h5E URL OFRE
Ey

auth-web redirect-url ur/

no auth-web redirect-url

[R5 A—5—]

url DOCEAEET R LONEARL S (K 256 30F)
V&AL Fed URL

[WIHIRRE]

no auth-web redirect-url

[ASTE—F]

rua—)arr 4 L—va E—R

B

Web FRAERII%IZ Y # 4 L7 b9 % URL Z46ET %,

no G THEAT LI GIERERER D U X A L 7 MERREZ IS 2

[/—H]

"M& @ T2 URL ZRET 5 2 LI TE £ A

[ EH]
Web FRGEREIE DV & A L 7 I http://192.168.100.200 % F57ET 5,

SWR2311P (config) #auth-web redirect-url http://192.168.100.200

5.3.33 FREERRED 7 VT

[ER
clear auth state [all] [interface ifname] [supplicant mac-addr]
[F—T—F]
all D RTOV T B FORGEREE 2 VT T D
interface D BREDA A —T 2 — R EINTCWA YT Y b FORGRREER 7 U T T 5
supplicant D RFEOY T Y B N OREAEREE 7 U T 95
[XTA—=F—]
ifname LA UE—T 2 — A4
VT THA 0 F =T =R
mac-addr ¢ hhhh.hhhh.hhhh (h 13 16 #E%5)
XD MAC 7 R LA
[ABE— F]

ke EXEC £— R
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B
V7Y N OBEEREEZ 7 VT T D,
[E 2B
LAN R— M #1 (ITHER SN TV LY 7Y o S OBFERIEEZ 7 V79 2,
SWR2311P#clear auth state interface portl.l

5334 FBEIEREED 2 ) T 2 RHIDREC AT D)

[EX]

auth clear-state time time
no auth clear-state time

[P5 A —F ]
time T <0-23>

PORERREE 7 U T 9 DA
(IR E]

no auth clear-state time

[AS1E— K]

Jgua—n)aryz 4 —y g rET—NR

B

VAT LRI T v M).m Rz 27 V7T 5% %2R ET 5,

nO}%KT%%?LfC]ﬁEI N nun flj( ;&7 JTTJ—}:)H%‘:*IJ E%H’U%ﬁ—éo

[/ — D}

AH—T 2 — RTEBREREER 7 ) T T ARLANRRESNTVDILEE, A V¥ —7 = — AT E I NT-RL TR
WED T VT 51T,

BREH
VAT LABRERTY T o FOFGRREEZ 7 U T DKL & 12 FRCRET D,
SWR2311P (config) #auth clear-state time 12

5.3.35 BIEIREED 7 U T DL DR EMA v ¥ —T =—R)

E&

auth clear-state time time
no auth clear-state time

[2XT A—&—]
time o <0-23>

REiREZ 7 U T D R
(R E]

no auth clear-state time

[AJ1E— K]

AR =T 2 —AE—F

[@HA]

ﬁ%%y&~714X’%fUﬁyb®M£h x0T T O AR ET D,
no A THEIT LA, ERREL 7 V) 74 LRI O E L HIBRT D,

[/ —}]

ARz~ RIZLAN/SFP A"— FB X OGRS ¥ — T = — AT D HFEE P HE,

BEA L H =T 2 A ATIEY AT ARRICEGIEREERZ 7 UV T T AANRESNLTWVWTH, Aavr RTRESN
fCH#ZUTmunE'H( 0)7 )7%‘_”??50
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[ EH
LAN AR— M #1 IZEe S0 7 U b o FOFRGEREER 7 U 7§ D84 % 12 BRICERET D,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #auth clear-state time 12

5.3.36 Web REEHIE D A X~ A A7 7 4 LV OEE
EE]

copy auth-web custom-file all src_config num dst_config num
copy auth-web custom-file filename src_config_num dst_config_num

[F—VY—F]
all D ATO Web AR AL ~A A7 7 A NV Eat—T 5%
[/XF A—F—]
filename OEAEETB LOATE S
Webmuu ﬁﬁ15742ﬁﬁ774’/1/@774)/1/%
src_config num . Y —TDOaALT 4 TS
BEE FLEA
0-4 AR = T T a7 4 7%&s
sd SD 1— K
dst_config num . avr’—Seoar T IEE
BREMHE B
0—4 AB—= T v a7 4 &k
sd SD 71— R~
[AFTE— R
¥i#E EXEC £— K
[?ﬁfﬁ]
Web 725 ﬁﬁ257479‘ﬁﬁ@774’/1/%35“?“50
[/ —F]

SD 1 — RnB AA » F~ Web iilLBIE B A X~ A A7 7 A V& 2 B —F 25513, SD U — RO /HiE4/
startup-config/web-auth/ {247 7 A L EFRE L T 72 &0,

SD 1— RAR~ T P S TWRUVIREETIX, SD #— FHA® Config 0 RICL TARa~v L FEFEITTHETT—&
%,

[ E B
4T Web BRERE A A X~ A A7 7 A V& SD H— RipbAZ— T w7 a7 4 7 #0 ~ab—1 5%,

SWR2311P#copy auth-web startup-config all sd 0

5.3.37 Web SREEEE I A X~ A X7 7 4 )V OHIR
B

erase auth-web custom-file all config num

erase auth-web custom-file filename config_num

[F—TU— K]
all . ﬂif@ Web uun @ﬁx&"\?/]) X\‘)EH77/(}1/%%IJ|§/%—646
[/3T A —HF—]

filename DA LOEARL S
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Web RGEHIE A AT ~A AHT7 7 A NVDT 7 A V4

config num =N L s
REHE A
0-4 AB— N NT v Tar7 4 7Es
sd SD 1I— R
[AJ1E— K]
¥iHE EXEC £— F
[%FEEDEJ]
Web muu ﬁﬁ15747<ﬁﬁ@774/1/78ﬁu%ﬁ—50
[/—}]
SD 71— KRB~ S TWRVIREETIE, SD #— FIN® Config ZxXRIZ L TARa~vy KEETTHEZT—L
725,
[BREH]

logopng & AX— KT w7 a7 0 7#0 InHHIBRT 5
SWR2311P#erase auth-web startup-config logo.png 0

5.3.38 EAP XA A )L —DHRTE
EEN|

pass-through eap switch

no pass-through eap

[78T7 A —=HF—]
switch : EAP /RZ 2 L—DEE
BRIEME i

enable EAP /NA AV —%HNZT 5
disable EAP /R A Z )L — &R+ 5

(AR RE]

pass-through eap enable

[AJ1E— F]

Jsua—m\varz4 7 b—va e —R

[@i ]

EAP /XA Z)L—DE NN 280 FE 2, EAPOL 7 L — ADHEE AR A2 ET D,

disable Zf8 € L7=35E1%. EAP 7 L — A & filfdEd4 %

no FECTHEIT L7=HA. F7214, enable 245 L7=8A1E. EAPOL 7 L — A% EEET D,

[/ — D}

802. 1X FAHEREN A RN 72 A F — T = — AT HOWTITFHABERE Z 58 L, EAP /XA XL —DOREITHEH S 2w,
[ EH]

EAP /XA A )L—ZH5h24 5,

SWR2311P (config) #pass-through eap disable

I



av U R T77 LR | A F—7 2 —AHl{H | 199
54— bEXF22VT 40—

541 F—bEX=2 V7 1 —HREORE
[ER]
port-security enable

port-security disable
no port-security

[¥—TU— k]

enable D AR—bEX2 VT —HEEEFEDICT D
disable D R—beFa VT LT D
(AR E]

port-security disable

[AFIE—F]

B =T z2—AEF— R

B

WMBRA L H—T 2 —RZXH LT, =X T 0 —HEEAENT S,

no R CEAT L7y, £721%, disable ZI5E L7125 A1E, IR A VX —T 2 —ATHR— X2 U7 1 —HiE%x
N3 2,

[/—}]

A=z RILLAN/SFP R — M B L OGREA o F — 7 = — ZZDHGRIE " iE.

A—hEX2 U7 ¢ —BEEEZ AN LR T, BRI T RWERITIESIN D,

Bl

LAN R— K #1 DR — b X2V 7 ¢ —HEEEZ AT 5.

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #port-security enable

5.4.2 FFA] MAC 7 R L A& &%
B

port-security mac-address mac-addr action ifname vlan vian-id

no port-security mac-address mac-addr action ifname vlan vian-id

[F—Y—F]

vlan : VLANID %48/E

[23T A —&—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 #E%5)
%50 MAC 7 R L2

action : mac-addr 52D 7 L — ATk HENE
BEE FLEA
forward Bk d 5

ifname : LAN/SFP R— M E7iTfmelA v 4 —7 = — X
SEDA B —T = — A4

vian-id o <1-4094>
5t4: D VLAN ID

[FIEIER E]

L
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[AJIE— K]
sra—m\)var7 47—y arE'—FR
[BHA)
R—bhEFa T —52FNNILI2AR— N THREEZFTF AT 5 MACT RLRAEZRERT D,
no FETHAT L2 GA 1R, BEEHIRT 5,
[ E ]
MAC 7 KL A 00:A0:DE:00:00:01 %2, LAN AR— b #1 OFR[7 KL A & L TEERT 5,
SWR2311P (config) #port-security mac-address 00a0.de00.0001 forward portl.l vlan 1

543 %2 VT ¢ —BERXEOEBIEDORE

[EX]

port-security violation action
no port-security violation

[/XT A —=HF—]
action PR — bR VT —EKEOBIE
BiffE— K s
discard AV AN E
shutdown Rl N A A7
(AR E]
port-security violation discard
[AFIE—F]
AP =Tz —AF— N
(@]

MGA L H—T 2 —RAZHH LT, R—bheXa VT ¢ —BKREOBET 7 v a v ERET D,

no B THAT L= BA ., FIHIREICH S,

[/—}]

shutdown E— R TV ¥ v N U EN7-A— F&EIHIE 58481, noshutdown =~ REHWD
A< FIX LAN/SFP iR — M B L OGRELA ¥ — 7 = — AT D Bf% & Al g,

Bl

LAN R — bk #1 OEXFOEELR— MU NIEET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #port-security violation shutdown

544 R—bEFX=2 )T —EROFR

[E=]

show port-security status
[AJTE— K]
F¢bE EXEC £— R

[FHA]
R—hEx=2l7 4 —HFREETT 5,
(B E )
R—btFal T —lEHRaezrndT 5,

SWR2311P#show port-security status
Port Security Action Status Last violation

portl.l Enabled Discard Blocking 00a0.de00.0003
portl.2 Disabled Discard Normal
portl.3 Disabled Discard Normal



portl.4 Disabled
portl.5 Disabled
portl.6 Disabled
portl.7 Disabled
portl.8 Disabled
portl.9 Disabled
portl.10 Disabled
5.5 = 7 —tHigRE

Discard
Discard
Discard
Discard
Discard
Discard
Discard

Normal
Normal
Normal
Normal
Normal
Normal
Normal
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5.5.1 errdisable JREED> & D B #i18 (BBEREDRE

[EF=

errdisable auto-recovery function [interval interval]

no errdisable auto-recovery function

[F—TU—F]

interval

H EHE [H ] D

ST A—F—]

function

interval

(R E]

no errdisable auto-recovery bpduguard (BPDU 77— KE&HE

errdisable auto-recovery loop-detect interval 300 (/b — 7" # HHFKBE

[AS1E—F]

errdisable DJE K| & 72 HH%RE

S 1==d

ixX [E

REME

bpduguard

BPDU % — R¥§HE

loop-detect

J— TR RE

<10-1000000>

HEME 09 5 £ TORRE(F)

Ja—\nary7 4 —y g F—NR

[@iHH]

T T — R HEREREIC X > C errdisable IRFEIZ /R~ 72 & ICHBEIWIZIEIB T 2HEREZ BN LT, BENVEIRT B £ TOR
MaZsET 5,
interval &M1& L7256 1%, 300 PR E SN D,

no A THEAT LI LA, HEVEIRKREN R & 70 D,

[/ — P}

Ko< R&EFETT HREIC BPDU B — FEEREIZ & - T errdisable JRFEIZ 72 - 7= LAN/SFP R — h Tl%. ¥[8l BPDU %
M L7z & EICREDEEN K EN D,

[BE B

BPDU /7 — R T errdisable IREEIZ 2 o7~ L DO HENVEIHZ AN L,

18 1AM 2 600 24 5,

SWR2311P (config) #errdisable auto-recovery bpduguard interval 600

JL—7 K C errdisable IRAEIZ /2 o 7= & S D HENEIH 2 02§ 5,

SWR2311P (config) #no errdisable auto-recovery loop-detect

5.5.2 = 7 —RHEEDFERFT

[EX]

show errdisable

[ASIE— F]

JERFHE EXEC E— K, 4§ EXEC E— K
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[REA]
T —RHEREDIFREFERT D,
UToHEENRRREIND,
 errdisable JRAED> & D HEWE [H N A RN D>
o errdisable JREED A v X — T = —ZAB IR T —%ZHiH L7~ HERE
Bl
=T — SRR E R A2 F T D,
SWR2311P>show errdisable

function auto recovery interval
BPDU guard disable

Loop detect enable 300
Port-security disable

port reason

portl.1l BPDU guard

portl.7 Loop detect

sal Loop detect

5.6 PoE

5.6.1 PoE #5BHERE DR E(T AT D)
[EF=]

power-inline switch

no power-inline

[XT A= —]
switch D VAT AERD PoE #EMSRE DR E
R EME i
enable VAT LAARD PoE faEHERE A RN T D
disable VAT LARD PoE K EMERE & N2 T
(IR E]
power-inline enable
[AFTE—F]
ra—s\)vary 74— a s E— R
[FBA]

AT LERTO PoE #aEIEEED A L) « W ZRET D,
no TR CIAT L 7= H A I3VIHIR EIZK D,
[/— ]

yx%b 2RO PoE BHEREN AN /2> T Th, ABIDOR— T L ITHEHENEDN SN TWEEE, £
V— MIAEERREE NI 72 D,

[ﬁﬁwl
VAT AEIRTO PoE $AEMREEZ AN T D,

SWR2311P (config) #power—-inline enable
VAT AR TO PoE FREMKEEE BT 5,

SWR2311P(config) #power-inline disable
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E&N
power-inline enable
power-inline disable [delay time]

no power-inline

[F—TU—F]
enable DR, v H—T = —AD PoE #EMEEEZHNT D
disable © KB A H—T = —AD PoE #AEMEE BT D
[P35 A—%—]
time : <1-3600>
TR I £ T O IRIER(FD)
[WIHIRRE]
power-inline enable
[AJ1E— ]
f o H—T 2 —AE— R
[RLBA]

HRA 2 2 —7 = —AD PoE A EIERED AR - W& ET 5,

no N CHEAT LGS I3WIHIREICR 5,

famElE 1L TOBIERR A5 E Lo e, 2~ RETD G ERHRIEZ IZ power-inline disable 735% & S 415,

F 72, LLDP | L % H#% ERERE(dp auto-setting) 73 2N 72354,

WBWEEILOZA IV TRBHEND,
[/ —H]
PoE AR— FUANClia~ v REFTZ T —L 2 5,

Fa A LB AE T IRFE DO ¥~ R AP (2% LT

{25 =7 == AT — FCRBRES AR A > TOTH, UTFORARBES AR,

o VAT AE(KD PoE MAEMEENIEZNZ /e 5> TWAGH

YOR— MRS b ARIET bR 5.

S IR IRE B AR L T\ DT, T =2 a7 ¢ 7 ETiE power-inline enable & L THibi 5,

[BEH]
portl.1 T® PoE #aEEREREZ AN T 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #power-inline enable

portl.1 T? PoE i HEMERE A2 HENIZ T 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #power-inline disable

5.6.3 PoE i"— M DOFBASTOHRE

[EFX

power-inline description /ine
no power-inline description

[R5 A —& —]
line D64 SUFLAN OB T

(AR E
L
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[AF1E— F]
A F =T 2—AE—F
B
PoE 7R — MZ#EEET 2 PD HERR ORI L2 2 ET 5,
[/ — 1]
FRE L7 X% show power-inline =~ > R CHE/REN 5D,
[BREH
portl.1 [ZHEET 5 PD Hégr Dt & LT AP1"2 R ET 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #power-inline description APl

5.6.4 POE R — N DIGEBELREDRTE

W

E&
power-inline priority priority
no power-inline priority

[T A—=HF—]

priority D kREEILE
RIEE W
critical e
high =
low {159

(AR E

power-inline priority low

[AJIE— F]

A B =T z—AEF—FR

B

SHHA B —T = — ADK BB R R ET D,
IR — N ORRHFEE ) G FTREE ) EIRZ BBl 725513 BRIRMLO S o & HIRWAR— h~DFRELIF LT D,
no FEICFAT LG A 3R EICHE D,
[/—}]
FR B 1L show power-inline =~ > R TH/REN 5,
[BXEH]
portl.5 DAFEMEIEEE % high(F)IZT D,

SWR2311P(config) #interface portl.5
SWR2311P (config-if) #power-inline priority high

5.6.5 H— KAy FOZE

[EX]

power-inline guardband watts
no power-inline guardband

ST A—F—]
watts o <0-30>

H— R ROAEW)
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[ E]

power-inline guardband 7

[AJ1E— K]

Jua—\)arz 4 L—varET—FR

B!

H— AV RERET 5.

H— R Rk, REOKREFIEZ S TeOICRET DG FTREE ) ERICH L ToO~—Y 0 Th 5,
PG FIREEE I3 — RN RELF & 72 o 72856 PoB AR — MCHT72IZ PD B3R A 85 L C H AR S u7e vy,
OW ZHE L7esa. — B30 RIFEifE L7,

no I THEAT LI B IIIMIRREICR 5,

[/— 1]

[BEH

H— RN R 30W 2T 5,

SWR2311P (config) #power-inline guardband 30
H— RN REBNT 5,

SWR2311P(config) #power-inline guardband 0
H— KAV REGIBIREICRT,

SWR2311P (config) #no power-inline guardband

5.6.6 PoE }AEF MO ER
B

show power-inline

show power-inline interface ifname

[7XT A—=F—]

ifname : PoEAR—F
[AJIE— ]

JEFFHE EXEC £ — R, 4§ EXEC £— K
[FHA]

PoE N — b DFGEIFMEZ R TT D,

ifname ZIEET 5 &, $FED PoE K — N OFEMIEREF T 5,
[/— k]

Bl

PoE R A ZR T 5,

SWR2311P#show power-inline

PoE Status
Available Power : 124000mwW

Used Power : 20500mw
Remaining Power : 99500mW
Guard Band g 7000mwW

Operation Status: Enable

PoE Interface

Interface Admin Pri Oper Class Power Max Description
(mW) (mW)

portl.1l Enable High* Powered 4 12000 29536* APl

portl.2 Enable Low Standby n/a 0 30000 n/a

portl.3 Enable Low Powered 4 6800 30000 n/a

portl.4 Enable Cri Powered 2 1700 7000 n/a
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portl.5 Enable Low Standby n/a 0 30000 n/a
portl.6 Enable Low Standby n/a 0 30000 n/a
portl.7 Enable Low Standby n/a 0 30000 n/a
portl.8 Enable Low Standby n/a 0 30000 n/a

* - Assigned by LLDP.
portl.l DIFEF WA K TT D,
SWR2311P#show power—-inline interface portl.l

PoE Status
Available Power : 124000mW

Used Power : 20500mw
Remaining Power : 99500mW
Guard Band 2 7000mW

Operation Status: Enable

PoE Interface portl.1l

Powered device type : n/a

PoE admin : Enable

Priority : High*

Powering status : 2-pair

Detection status : Powered

Current power consumption : 12000 mW

Powered device class 3 4

Powered allocated : 29536 mW*

Powered pairs : Signal (Alternative A)

* - Assigned by LLDP.
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o=
Layer 2 $%5E

6.1FDB(Z + UV —F 4 V' T —FZ~N—X)

E

e

6.1.1 MAC 7 K L 228 ERED
BN

mac-address-table learning enable
mac-address-table learning disable
no mac-address-table learning

[¥—TU— k]

enable © MAC 7 R U RAZEEREEZANCT D
disable © MAC 7 R L AEBEREZ T 5
[ E]

mac-address-table learning enable

[AJ1E—F]

rua—s\varz 47 b—va e — R

[FRA]

MAC 7 R L 2B EED B/ B 2R ET 5,
no FERTEITT A L. MAC 7 R L R FEHEERSREN R & 72 5,

[/ —F]

MAC 7 N U R ZEREREN N 2 G HE, 7V —Lh2ZFELTOLMACT RLAT =7 WA A F Iy sz b —
DGR S LR,

[ B

MAC 7 N L R EEEREZ AT D,

SWR2311P (config) #mac-address-table learning enable
612 XA FIv IV M) —DZ—V U T XA LRE

EEN

mac-address-table ageing-time time

no mac-address-table ageing-time

[/$F A—5—]
time 1 <10-400>
T T EA LNFD)
(IR E]
mac-address-table ageing-time 300
[AJIE— F]
Ja—nmNnarz 4 b—va e —R
[Fi ]

A FI v Iy b)) —D— 0 TR DERET D,

no IR CHEAT LI A I3 EIZK b,

[/ —F]

Ko<y RTRE LR & ERICHA AT I v I 2 PV =N MACT FLAT—T7 U0 LHIERESND F TORHE
EDOMT, BENELDEAENRD D,
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[BREH]
HAFIv Iy M) —DZ—T T2 A L% 400 FHIZT 5,
SWR2311P (config) #mac-address-table ageing-time 400

613 FAFIv 7 MU —DYIR

E&y
clear mac-address-table dynamic
clear mac-address-table dynamic address mac-addr
clear mac-address-table dynamic vlan vian-id
clear mac-address-table dynamic interface ifname [instance inst]

[F—T— K]
address : MAC7T7 FLAZIRET D
vlan : VLANID #f8ET 5%
interface DA E—T 2 —AERET S
instance : MST AV AF AZFRET D
[78T7 A= —]
mac-addr : hhhh.hhhh.hhhh (h 13 16 #%5)
®ED MAC 7 R LA
ifname © LAN/SFP AR — b E72IEGREA ¥ — 7 = — ADAH]
GO B —T 2 —A
vilan-id o <1-4094>
%152 VLAN ID
inst o <1-63>
KD MST A A% A ID
[ASIE—F]
¥EHE EXEC E— K
B

MAC 7 RLAT =T Vinb XA F Iy 7w M) —&HIRT 5,

F—U— RFEBEELLHEE. HERMHC—B Lz P =R EHIRT 5,
XF—U—REHRELLZWEEIEL, 2 TOXAF Iy 7z N —%HIBRT 5,
B!

MAC 7 R L Z730020.de11.2233 DX A F I v 7 = b Y —ZHIFRT 2,
SWR2311P#clear mac-address-table dynamic address 00a0.dell.2233

614 RAFZT 4 v 7 b —DRE

EEN
mac-address-table static mac-addr action ifname [vlan vian-id|
no mac-address-table static mac-addr action ifname [vlan vian-id|

[F—T— K]

vlan : VLANID #fiET %

[/RT A —F—]

mac-addr : hhhh.hhhh.hhhh (h 13 16 %)

KR D MAC 7 K LA
action : mac-addr 56D 7 L — A% A ENME
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RIEE B!
forward HRIET D
discard WEET S
ifname : LAN/SFP AR— b E721E5mEA v ¥ — 7 = — ZADAH]
KRDOA R —T x— A
vian-id 1 <1-4094>

%50 VLAN ID

(IR E]

L

[AJTE— K]

Ja—x\)ary7 4L — g E— R

[FREA]

MAC 7 VAT —TNVIZALT 4 v 72 b)) —%5E5kT 5,

action |2 forward ZRE LA 1T. RELEMACT FLABIORVLANID IC—HK LEZET7L—Lo% RELE
A B —T 2 — AT B,

action |2 discard ZEZE L8451, ZELE-MACT RLABIWRVLANID IZ—HK L7-ZE 7L — L%, fFIES
2o

o ERTETLESEAIE. MACT RLAT—T AN RAZT 4 v b —ZHIRT 5,

vlan 28 L7288 1E. VLAN#l DR ESND,

[/ —F]

action \Z discard Z 3R E LA, mac-addr [~V F X% ¥ A K MAC T RLRAZIBETLHZ LITTE R0,
mac-addr \ZLLTF O MAC 7 RL A EET 52 LIXTx a0,

« 0000.0000.0000

« 0100.5¢00.0000~0100.5¢ff. ffff

« 0180.¢200.0000~0180.c200.000f

« 0180.c200.0020~0180.c200.002f

+ 3333.0000.0000~3333.ffff.ffff

o fffF. £FFF £FFF

[ EH]
0020.de11.2233 46D 7 L — A% LAN AR— b #2 [THsi6 35 & 9 Békd 5,
SWR2311P (config) #mac-address-table static 00a0.dell.2233 forward portl.2

61.5MAC 7 RL AT —7 )ILDOFER

[#F]
show mac-address-table
[AJ1E— K]
JEHME EXEC &— R, H##E EXEC £— R
B
MAC 7 RL AT —T NV E2HFRT5H,
FOHEENERIND,
« VLANID

o A UH—Tx— AL

e MACT FL XA

o T L—AIZxT 5 EME
o TV MY —FE

s T—VUITHAN
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[ EH]
MAC 7 RVAT—T NV EFKRT D,
SWR2311P>show mac-address-table

VLAN port mac fwd type timeout
1 portl.l 00a0.dell1.2233 forward static 0
1 sal 1803.731le.8c2b forward dynamic 300
1 saz2 782b.cbcb.218d forward dynamic 300

6.1.6 MAC 7 R L 2 DRR

&3]
show mac-address-table count
show mac-address-table count interface ifname
show mac-address-table count vlan vian-id

[F—U—F]
interface D EDA L E—T 2 —ZAD MAC T KL AEDOHRFRT 5
vlan : $FED VLAN ® MAC 7 RV AFDAHAERT 5
[R5 A—HF—]
ifname ORI DA H—T = — ADLHI
LAN/SFP AR"— M E72idiall A v ¥ — 7 = — ADHIEE W HE
vian-id . <1-4094>
#~9% VLAN ID
[AS1E— K]
FERFME EXEC £ — N, F#bE EXEC E— 1
[FHA

FDB = F VIZHHFHINTWAS MAC 7 RL A A F T 5D,

HEVFEICE VBRSNS AT Iv I T LA, BEY, FBBERSNIZALT (v 7T FLADBEENFR
s,

[ E B

FDB = F V2B SN TWS MAC 7 RL A EF T 5D,

SWR2311P>show mac-address-table count
MAC Entries for all vlans

Dynamic Address : 20

Static Address : 10

Total MAC Address : 30

6.2 VLAN

6.2.1 VLAN & — R~D&1T

[EX]
vlan database
[AJ1E— K]
Jua—naryz 4 S —varE—K
[
VLAN A V4 —7 = —ADREHAT ) I28h D VLAN E— RIZBATT 5,
[/ —}]

VLAN E— b7 a—\Lvar 7 4 7 b—va T — NIIRED I exit 2~ FafEH L, ##E EXEC ©— RiZ
AT end 2~ REfEHAT 5,

[B%E B
VLAN £— FIZBIT9 5,
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SWR2311P (config) #vlan database
SWR2311P (config-vlan) #

622VLAN f V' Z—T = —ADHRTE
[

vlan vian-id [name name] [state state]

no vlan vian-id

[FF—TU—F]
name : VLAN OA4HIZRET 5
state : VLAN ORREZHEET D
[T A —F—]
vian-id 1 <2-4094>
VLAN ID
name COBRAEETER L OEATS(32 XFUWN)
VLAN D44 i
state D 7 L= LORRIREAT O NG OHREER
REMHE B
enable T U— LERET D
disable 7 L— A EEEE LR
(IR E]
mL
[AJTE— K]
VLAN &— K
[BLFA]

VLAN A V¥ —7 = — A& RET D,

no B THIT LI=BA 1L, VLAN A v ¥ —7 = — 2 & BB %,

name % H M L7254, VLAN O RiIC"VLANxxxx"(xxxx T 4 #7 VLAN ID)AS HEIRYIZERE S D,
state Z4 M L7254 15, enable BERE I D,

disable Z#5E L7-HA1E, MUi% VLAN A V¥ —7 = — A~OFET R THIBREN S,

[/—}]

BEIZ name E%TE STV 5 VLANID 1% LT, name #&ME L TAa~ > FERE LLEIE, BEICERESNLTWY
% name DEEFEFT IR,

vian-id \Z1385 D VLANID ZHET 52 &R TEx, U T Xk oz, """ "2 FHHT 2,

« VLAN#2 7°5 VLAN #4 £ TH®RIRT 554 : 24
+ VLAN#2 & VLAN #4 28R4 554 : 2.4

7272 L., 50 VLANID Z45E L7HA 1L, name ZF5ET 52 ENTER,
[B%E B

VLAN #1000 % Sales &\ 9 AR CTRET 5,
SWR2311P(config-vlan) #vlan 1000 name Sales

623 75 A X—  VLAN O E
BN

private-vlan vian-id type

no private-vlan vian-id type
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[T A—F—]
vian-id o <2-4094>
vlan =~ FTRIE STV S VLANID
type i 7T A ~— |k VLAN O
REME B
primary 774~ Y — VLAN
communit ¥H L ZY— VLAN(Z S 2 =5 ( —
Y VLAN)
isolated %Y —VLAN(T A Y L — s VLAN)
[FIHIRRE]
7L
[ASTE— ]
VLAN E— K
[

vian-id % 77 A4 ~X— k VLAN & L fEH9T %,
no B TEITLIZHBIE. 774 X— b VLAN ORENHIFEIN T, 8% DO VLAN & L TR+ 5,

[/ —}]

232=2FT 4—VLAN ¢ LCRETDHE, 774~V —=VLANDOD 7B IABAR—FBIOREILaI 2= 41—
VLAN [ZFTB T A A o —T7 2 — R LIFWETE AN, oI a2=7 4—VLANEB LT A Y L — k VLAN
WCAHTBT AL v X —T 2 — AL ILRETEX L 72D,

TAYL—RFVLAN L LTERETHE, 7I9A4A~V—VLAND T EIAHAR— M EDHBETLHIENTES
N, AI2=F 44— VLANB LT A YL — | VLANIZFTBTAMDA v Z—T = —RA LI TBETE L5,

B!

UFD7Z A4 ~X— K VLAN & ET D,

+ VLAN#100: 77 A~ U — VLAN

« VLAN#101:&® 4> #% U —VLAN(Z X = =7 1 — VLAN)
« VLAN#102: ® 4> % U —VLAN(Z 2 = =7 ( — VLAN)
« VLAN#103: 5> % U — VLAN(T 4 Y L— b VLAN)

SWR2311P(config-vlan) #vlan 100

SWR2311P (config-vlan) #vlan 101
SWR2311P(config-vlan) #vlan 102

SWR2311P (config-vlan) #vlan 103

SWR2311P (config-vlan) #private-vlan 100 primary
SWR2311P(config-vlan) #private-vlan 101 community
SWR2311P (config-vlan) #private-vlan 102 community
SWR2311P(config-vlan) #private-vlan 103 isolated

624 774~ — VLAN IZX$BEH & U — VLAN OFEE
BN

private-vlan vian-id association add 2nd-vian-ids

private-vlan vian-id association remove 2nd-vian-ids

no private-vlan vian-id association

[F—U—F]

add © fEE L7 VLAN % B#AHT %

remove © fRE L7 VLAN OB & HIBR3 5
[/3T A —F—]

vian-id o <2-4094>
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7°Z A4 < U— VLAN [ZEE Z LTV 5 VLAN ID
2nd-vian-ids o <2-4094>

v h Y — VLAN IZFRE STV 5 VLAN ID
HEEIRTET2HE. UToX oz, """ "2 fH+sZ L
« VLAN#2 75 VLAN #4 F CTaEIR$ 24 2-4

« VLAN#2 & VLAN #4 Z &R 284624

(R E]
L

[AS1E— ]
VLAN £ — K

[FAA]

FFGAX—=FVLANDZ T A<V —VLANIZX LT, B XU —=VLAN(T A YL —hK VLAN, 23 =2=7 (—
VLAN)D BEAH T &3 ET 5.

add ZF8ET D Z & T vlan-id & 2nd-vilan-ids DS F 23R ET D,

remove 5 ET D Z & Tvlan-id & 2nd-vian-ids OESEAHT ZHIFRT 5,

no JEATEITLIeHEIE. 774~ Y — VLAN ~O B 1T 2~ THIFRT 5,

(B EHI]
UFDOTF7 4 _R—=hKVLAN 2R ELT=DOB, 774~ U —VLANIZX LTkl ¥ U — VLAN % BEfHT 5,

« VLAN#100: 77 4 ~ U — VLAN

« VLAN#101: 5> 4% U — VLAN(Z X = =7 1 — VLAN)
« VLAN#102: © 4> % U—VLAN(Z 2 = =7 (— VLAN)
s VLAN#103: &% >4 U — VLAN(7 A Y L — k VLAN)

SWR2311P(config-vlan) #vlan 100

SWR2311P (config-vlan) #vlan 101

SWR2311P(config-vlan) #vlan 102

SWR2311P (config-vlan) #vlan 103

SWR2311P(config-vlan) #private-vlan 100 primary
SWR2311P(config-vlan) #private-vlan 101 community
SWR2311P(config-vlan) #private-vlan 102 community
SWR2311P(config-vlan) #private-vlan 103 isolated

SWR2311P (config-vlan) #private-vlan 100 association add 101
SWR2311P(config-vlan) #private-vlan 100 association add 102
SWR2311P (config-vlan) #private-vlan 100 association add 103

6257 JEAR— MNETRLA— NDFRE

[ER
switchport mode access
[ E
switchport mode access
[AJ1E— K]
A HF—T2—AE—R
[FAA]
WHRA o Z—T 2= ZAOR— MEEZT 7 E AR — MIRET 2,
[/— ]

Kz~ FILLAN/SFP R— M B X UGHELA ¥ —7 = — AT D HGE Al 6E,
WA =T 2 AERBRE L TARAT Y FERELIZGEIE, 20 =7 ==X IR T22TO
LAN/SFP N — F DRENER SN D,

A—RNERE T 7 R— 067 72 AR — MIEE LA 1L, switchport trunk allowed vlan =~ > KO E
k & O switchport trunk native vlan =~ > K D% E S #I IR E )qué

77 AR—FELTCHET S VLANID |Z, switchport access vlan =~ > R CiRET 5,
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[ EH]
LAN R—F #1 27 7 B AR — MMIHRET 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #switchport mode access

6.2.6 7 7 AR— MNH 72 LAR— b)DFTE VLAN DORE

[F=

switchport access vlan vian-id
no switchport access vlan

X A—5—]
vian-id o <1-4094>
fTJ&4 % VLAN ID
[FIHIERE]
switchport access vlan 1
[AFTE—F]
A H—T2—ZF—R
[RLRA]
RGA B —T 2 —ANT 7 EAR— ML LTHTIRT 5 VLANID Z3%ET 5,
no JER THEAT L2 B3R E IR D,
[/— 1]
A~ Rid switchport mode access =~ > R2VEE 4L TV 5 LAN/SFP AR — B L UGRELA & —7 = — XD
HE%TE IR,
WA L H— T 2= AERBLE L TR RERELIZEAIE, 20X —T7 = —RAIHBT58TO
LAN/SFP R— F DRRENE L I D,

AR— MNERZ N7 7 R — MIEE LELAIE, Ka~vy FORENRYIHEEICKE D,
[RXEHI]
LANR— M #1 T 7 AR — K& LTCHIRT S VLAN % VLAN #10 |Z3%E T 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #switchport access vlan 10

627 b7 I R— MNETFER— NDORE

(BRI
switchport mode trunk [ingress-filter action]

[F—TU—F]

ingress-filter AN T 4 —OEMEERET D

[73T7 A —F—]

action AT v —0EE
BEME BL
enable AT AN =TT D
disable AT 4 NE—ZWINT D

[WIHIRRE]

mL

[AS1E—F]

AU H =T 2—AE— R
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[BEHA]

ingress-filter 2% L 7283818, enable NERE SN D,

AN T 4 V2 —=BNED G, ZIE7L—LD VLANID 3 >4 —7 = —ADFTE LTS VLANID & —F L
LEDH, TL—hEiEET 5,

AN T 4 VB =BG EIE, TTOT L—LAZiRET 5,

[/— 1]

A~ FIXLAN/SFP A" — B XL OGREEA ¥ — 7 = — AT D B iE I hE,

WA H =T 2= AR E LTRAY Y FERELIESGAE, O F =7 2= RICFBRT22TO
LAN/SFP R — M DR ENEHE I D,

R— MNP ZET 78 AR— 5 T 7R — MIERE L7z5AETL., switchport access vlan =~ > K OF% E 23 A%
EINZR D,

rZ > 7R — k& LTHET D VLANID |4, switchport trunk allowed vlan =~ > K CRET D, £/, x4 747
VLAN D% 7E 1L switchport trunk native vlan =~ > R CTRIET 5,

[ E ]

LANKR—hF#1 % h T 7 KR— MIRET 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #switchport mode trunk

628 N7 U AR— MNE TFHER— F)DPTE VLAN O E
EN

switchport trunk allowed vlan all

switchport trunk allowed vlan none
switchport trunk allowed vlan add vian-ids
switchport trunk allowed vlan except vian-ids
switchport trunk allowed vlan remove vian-ids
no switchport trunk

[¥—7—F]
all :ovlan A< FTHREIINLTWATNTO VLAN IZATE S5
none : 2TOVLAN OS5
add : FBEL VLAN IZFTE S H 5
except © HEE L VLAN LSO, vian 22 RTREINTNDHTXTO VLAN IZFTE S5
remove : FE L7 VLAN O liEXE 5
[3F A—F—]
vlan-ids o <1-4094>
vlan 2~ R TREINTWS VLANID
BEIEET 256, UTFO X2, """ 2R L
« VLAN#2 7»5 VLAN #4 £ CTH®RIRT 55451 2-4
+ VLAN#2 & VLAN #4 % RIR$ 5355 2,4
[FIEIEXE]
L
[AF1E— F]
Ao B =T 2 —RE— R
[RLBA]

HNBA LV E—T 2—AN T IR—FE LTHET S VLANID 2% ET D,
no B THEAT L7256, FTET 5 VLANID BN X CHIBR S CTAR— MNERINT 7 B AR — MIEFEIND,
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[/—}]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TUV D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
TR TE AT HE,
WA Y H =T 2= AEXMRL L TRV FERELILHRIT, £0OA 7 =7 2 —AHRT 22TO
LAN/SFP 7R— F DRENEE S5,
R— MERl 2T 7 £ AR — MIER LEGEEIE, Ra~y FOBRESYIHIBREICR D,
all £721F except #FHE L TRE LIZGAIL, ZORICER Lz vlan 2 v RONENFICKBEND,
all £721% except ZFHE L TRE LIZGAIEL, LTORELZITI &, FEV OFFE L T\ % VLANID % add THREL

TEREICEEEND,

remove & f5E L CHT/E L T\ % VLANID ZHIfR L7 %&
switchport trunk native vlan =~ > R CHTJE L T\ % VLANID #f5& L 7= 556

except ZHHE L CaRE & 1T > 7%, add 257 L THRAL L T 7= VLAN ID (IZFTE & B 728405, e L T\ 5 VLAN
ID % add THE L7z EICEE I,

remove Z fEE L7 ICHTE L CWRW VLANID Z2f5ET 5 L =7 —IZ72 5.
Az~ R & switchport trunk native vlan =~ > ROREIL, BEEL L 2D,

Ko< R THE SE72 VLANID %457 L T switchport trunk native vlan 2~ > N2 % E L= E., fEEL-
VLANID 2O EESH 545,
switchport trunk native vlan =~ > N T E S 41TV 5 VLAN ID Z57E L CHT/R S W 72354 . switchport trunk
native vlan none 23 i%E S 115,

switchport trunk allowed vlan add =~ > K C, vian-ids {Z"-"°" " 2 (A G OE TRE LZHE, ivwI—Ta v
(Rev.2.00.08 LARNIZIR T & o~ FRREICKRT 5, #RkE L TIIEFICHBETE R RN H 5, FERF:
switchport trunk allowed vlan add 101,103-105)

(B EH]
LANAR—hr#l Z b T 7 R— MIRELTVLANR I &8 5,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #switchport mode trunk
SWR2311P (config-if) #switchport trunk allowed vlan add 2

629 NT IR — MNF THRER— M)DRAT 47 VLAN ORIE

E&

switchport trunk native vlan vian-id
switchport trunk native vlan none
no switchport trunk native vlan

[¥—TU—F]
none : A7 47 VLAN Z®2hic 32
%5 2= —]
vian-id 1 <1-4094>
vlan =< > FTRE SN TS VLAN ID
(IR E]
switchport trunk native vlan 1
[AJIE— F]
A HF—Tz—AEF— R
B

RBRA L H—T 2—ADFAT 47 VLAN ZRET 5,

none ZEE L72HAIE. XA T 4 7 VLAN RENZ/2 5, ZICK VR A 2 —T =2—2ATIE, ZIELT=Z V7%
L7 L —A5TET5,

no IR CTHAT L7288 I3 IR EICE D,
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[/— 1]
A3~ Rid switchport mode trunk =~ > R3¢ E 4 TUV D LAN/SFP AR — B L UGRELA ¥ —7 = — X (TD
F R E W] e,
WA Y H =T 2= AEXMRL L TRV FERELILHRIT, £0OA 7 =7 2 —AHRT 22TO
LAN/SFP 7R— F DRENEE S5,
N— MEREZT 7 2 AR — MIER LIELGEIE, Aa~xr FOREVPVIHIREICR S,
Az~ K& switchport trunk allowed vlan =~ > FOFREIL, HEEL LD,
+ switchport trunk allowed vlan =~ > R CHiJ# St7- VLANID #f8E L CAR =~ RERE LHEG, BELL
VLANID 7Bt s ¥ b5,
« ARza~ RTEE L VLANID % switchport trunk allowed vlan =~ > K CHE X ¥ 7244, switchport trunk
native vlan none 235X & S 415,
[BREH]
LANR— R #l % b7 7 R— MIRELTRA T 4 7 VLAN IZ VLAN#2 2R ET 5.

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport mode trunk
SWR2311P (config-if) #switchport trunk native vlan 2

6.2.10 75 4 X— | VLAN OR— NEB|DOHE
[

switchport mode private-vlan port-type

Wl

no switchport mode private-vlan port-type

[/3T A—HF—]
port-type © AR— hOEME
R B
promiscuous 7'a I AN AR— |
host RA RFR—
[WIHIRRE]
L
[AJ1E— K]
A B —T 2 —RAE— R
(@]

WRA B —T 2 —ADT T A ~X— k VLAN OR— MEJIZ R ET D,

no R TEIT LA, MBA LA —T 2 —ATHRESNTND T T A4 _X— | VLAN OREEHIFRT 5,
[/ —}]

Az~ Rid switchport mode access 2~ > R23ERE S 4L TV 5 LAN/SFP 78— b Z D AR E Al e,

Mz T, L FDA ¥ —7 = — AT promiscuous % E TX 5,

e IV IR —PELTEIELTWVASA U F—T =2 —A

[B%E R

LANR—F#l 270 I 2D AR —F, LANAR— F#2 ZHR A FAR— MIRET D,

SWR2311P (config) #interface portl.l

SWR2311P(config-if) #switchport mode private-vlan promiscuous
SWR2311P(config-if) #exit

SWR2311P (config) #interface portl.2

SWR2311P (config-if) #switchport mode private-vlan host

6211 54 ~_X— K VLAN OF R hR— FOHRE
[EX]

switchport private-vlan host-association pri-vian-id add 2nd-vian-id
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no switchport private-vlan host-association

[¥F—7U—F]
add 7T 4~U—VLANIZXT 5l &V — VLAN 2% ET H
[78T7 A —=F—]
pri-vian-id . <2-4094>
774~ VY —VLAN & L TREIN TS VLAN ID
2nd-vlan-id : o <2-4094>
T H ¥ Y —VLAN & L TREZN TS VLANID
[FIHIERE]
7L
[AF1E— K]
A H =T z—AE—FR
[FLEA]

MPA LV HE—T 2= ANT T4 _X—=KVLANDKA MIR—FE LTCHEBTDH7 714~ —VLAN ZXREL T, &F
AU — VLAN % Bl T 5,

no R TEIT LGS, HBA L H—T 2—ANKRARR—=F L LTHIB TS 774~ — VLAN DR EB L0k
H & Y — VLAN O RHEAT T 2 BBk 5,

[/— 1]
Az~ Rid switchport mode private-vlan =~ > K TR A hAR— h & LT E X TV 5 LAN/SFP AR — MM 2D &
B E P HE.

pri-vian-id & 2nd-vian-id 1. private-vlan association =~ > R CEHEfT T LN TWDHMERH 5,

switchport mode private-vlan =~ > K C/R— hDOFEBINA A hAR— FLPSMIERE S5 E. Ao~y ROREIX
HikRE N D,

[BREH]

HA L HE =T 2= RN FDOT T A<= | VLAN ZRET D,

o LANKR—h#1: 7714 ~1U—VLAN#100, &5 > % U — VLAN #101

s LANFR—hF#2:7714~VU—VLAN#100, &% U — VLAN #102

o LANKR—hF#3:7 714~V —VLAN#100, &7 > % U— VLAN #103

SWR2311P (config)# interface portl.l

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 101
SWR2311P(config-if)# interface portl.2

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 102
SWR2311P(config-if)# interface portl.3

SWR2311P(config-if)# switchport mode private-vlan host
SWR2311P(config-if)# switchport private-vlan host-association 100 add 103

6212 5 A _X— K VLAN D712 I A H A R— FDEE
BN

switchport private-vlan mapping pri-vian-id add 2nd-vilan-ids

switchport private-vlan mapping pri-vian-id remove 2nd-vlan-ids
no switchport private-vlan mapping

[F¥F—TU—F]

add . 774~V —VLANIZxT D H &Y — VLAN Z%ET 5
remove : 774~ U —VLANIZxT 58l &Y — VLAN ZHIBRT %
[/NT A—=HF—]

pri-vian-id . <2-4094>

774 ~VY—VLAN & L CixE & TW% VLAN ID
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2nd-vlan-ids o <2-4094>
' B XY — VLAN IZEE SN T 5 VLANID

BEIEET 2%6. UTo Loz, """ " afffl+o5Z &

« VLAN#2 75 VLAN #4 £ TZEIRT 554 2-4
« VLAN#2 & VLAN #4 8R4 254 2,4

[FIEIER E]

L

AT E— K]

A H =Tz —AF— R

B!

RRA B =T 2= ANTBIADAR—FE LTHET D774~V —VLAN % E LT, EH % VU— VLAN
& BT B,

R TCET LEES. MR A —T 2= AR TR IATAR— L LTHETA T4~V — VLAN OREL
YO &Y — VLAN OB T 28R 5,

[/ —H]

A=< R switchport mode private-vlan =~ R T/ R I AN AKR— & L THEIN TS LAN/SFP A — h
ﬂ mg‘lﬂﬂij‘ﬁbo

Mz T, 7aIABAR—F L LTEREEISNTWARUTFTDOAS v HA—T 22— ATHRETE D,

o "IV IFR—FELTEMELTCWVAAS H—T =2—2R

s mEA A —Tz—R

pri-vlan-id & 2nd-vlan-ids /%, private-vlan association =~ > K CRH (T SN TWDIHENRH 5,

B VH— T 2 — AR L TR RERELLEEAIE., 204 ¥ —T7 ==X IHIRT527TDH
LAN/SFP 'R— F DR ENEF I N5,

switchport mode private-vlan =~ > K CR— hOFERIN 7 1 I AN AR — NUAMIRE S NTHE, KRa<wr RO
BEITHIBRE D,

2Ia2=7 4—VLANIZ, B 7 I 2B AR— MU THEENITAZ ENTE S,

1 OD7 7 A4~V —VLANIZx LT, D72 IADAR— FERETE D,

TA YL —FVLANINDOA L X —T 2 —ZE. 1 O0 70 I AN AR~ EDBBENTRERT-D. 1 ODT A VL
— k VLAN ICBHESHITF B D 71 2 Ah AR— FI 1 DD,

[RXEH]

LANAKR—F#l 270 I AHAR—FL LTEWESE T, 774~ U —VLAN#I00 & EL. BH % U — VLAN
#101, #102, #103 % BHEAT T 2,

SWR2311P(config) # interface portl.l

SWR2311P(config-if)# switchport mode private-vlan promiscuous
SWR2311P(config-if)# switchport private-vlan mapping 100 add 101
SWR2311P(config-if)# switchport private-vlan mapping 100 add 102
SWR2311P (config-if)# switchport private-vlan mapping 100 add 103

H

6.2.13 " A A VLAN D& E
[E=]

switchport voice vlan #ype

no switchport voice vlan

[NT A —=HF—]
type AT
R EME i
<1-4094> VLAN ID
dotlp TIAFT VT4 X T 7L —L%EHTD
untagged 2T LT L—LEMHT S
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[FIHIER E]
L
[AJIE— F]
A H =Tz —AFE—FK
[RiAA]
RAAVLAN O EET D, TI7EAR—NMIRELIEYEA L F—T7 2 — ADHFKETE D,
VLANID Z48E L7254, B E LT VLANID ® 802.1p ¥ /D& 7L —AL52EBEF T 7 4 v 7 & LTHIHAT S,
dotlp Z4RE LA, 7944V T 4 X7 7L —ANLANID (20 T, CoS ENFEE SH7= 802.1p # /)% 5/ b
F774v 7 ELTHAT S,
untagged ZRE LIZGA, ¥ 7R L7 —La2EFR N7 747 L LCHIAT %,
FEH]
LAN 7R— k #1 Z 7R A A VLAN & L C VLAN #100 [Z3%E9T 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport voice vlan 100

6.2.14 ;"1 A VLAN @ CoS [EDHE

[EFX

switchport voice cos value
no switchport voice cos

PS5 A—g—
value ;o <0-7>

BRI CER E T 5 CoS 1

(R E]

switchport voice cos 5

[ASE— K]

A B —T 2 —AF— R

B

P CER b T 7 4 v Z I HTRE CoS EHEZRET D,

LLIF® & &2 LLDP-MED CHEAGias (Z5% & 2 4 5,

o HWIR— FTARAAVLAN BEEIN TS,

o 4WRK— T LLDP-MED %552{E M A fE,

[ EH]

LAN 7R— k #1 THA A VLAN & L CHHTXE CoSEZE 6 (TR ET D,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #switchport voice cos 6

6.2.15 " A{ A VLAN @ DSCP fED & E

E&

switchport voice dscp value
no switchport voice dscp

[T A—=HF—]
value o <0-63>

HEGEHAR IZRE T % DSCP
[FIHIRRE]

switchport voice dscp 0
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[AFTE— F]
A H—T 2 —AE— R
[FEEA]

PEGR AR CE R N7 7 ¢ v Z I TR DSCP &% ET 5,
LIF @ & & |2 LLDP-MED CHEGE AR E & WM T 5,

o MR — FTHRARAVLAN BRESH TV D,

o #%Y7R— b T LLDP-MED 263213 23 Al i,

[ E B

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport voice dscp 63

6.2.16 < /LF 7L VLAN ' L—F DEEE
[

switchport multiple-vlan group group-ids

no switchport multiple-vlan group

[73F A —5&—]

group-ids 1 <1-256>
~/VF 7LV VLAN 7 /L—7 1D
BHEERET 256, LTOLHic, "R EEHTsZ &
o TN—TENOITN—T #4 FTERIRT D55 2-4
« TN—TH#ETN—T #4 BEIRT D524

[#IEIRE]

7L

[ASE—F]

A H =T 2—AF—F

B

~)LF 7 )V VLAN O 7 )V—T Z4R/ET 5,

AV H—=T 2= AR LTI N—TEIEE LIGE, #%%A v H—T =— AT, v/VF 7L VLAN 7 )L—7 3 H
CA v H—T2—AOHRTHEIFETE 5, AL VLAN TH, w/LF 7L VLAN ZL—7RE S G4, BfE T2
|

MBS L =T 2= A VI TV —va Vi LS — T = — ADRIEETE B,

MHPREE IS A v ¥ — T = — AT~ /L F 7L VLAN 7 L—7 IR L7\,

no TR TIAT L7 A . VIHIREIZK D,

[/—H]

7T A _X— K VLAN & OOFIZTE 20,

Voo 77—y Vil v A — T = — AR S DR — DO~/ F 7L VLAN 7 )V—T (X[ — 2T D3
Nd 5,

~NWVF TV VLAN ZV—TREAEN501%, R— NOT7+T—F 4 7 OFH, BIHEO/T > NI~ ALF T v
VLAN 7 )V— T RIE DB Z T IR0,

~VIVF TV VLAN X E L TN TH, LFORBETELLHBETERNI DD S,

o A=V TV Y —DTm ey 7 REE

« IGMP AX—t > Z7/MLD AX—E > 7 DIkHE

o —TRHoT ey 7REE

[ EH]

LAN 7R— k #1 &~ /LF 7 )L VLAN 7 /L —7 #10 \Z3&ET D,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #switchport multiple-vlan group 10
SWR2311P(config-if) #exit
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6.2.17 < )L'F 7 )L VLAN 7'V — T DL HTDRE
[ER]

multiple-vlan group group-id name name

no multiple-vlan group group-id
[73T A =4 —]
group-id 1 <1-256>
~/VF 7V VLAN 7 /v —7 ID
name PR AEHTR L OEATES(G2 XFUW)
~/VF 7V VLAN 7 v —7 D4 Hi

(IR E]

multiple-vlan group group-id name GROUPxxxx ¥ xxxx | 4 #7D Z7 /L —7" ID
[AJ1E— K]

Jua—nnarz4 7 b—varyE—F

[RLBA]

~/VF TV VLAN 7 V— T4 &R ET D,

no JZTHAT LG EIE. FIHMEICR 5,

FXTE L7244 HilZ. show vlan multiple-vlan =~ > K CERI D,

[FRE B

~/LF 7L VLAN 7 /L —7#10 % Networkl &\ 9 ZRNCHRET S,
SWR2311P(config) #fmultiple-vlan group 10 name Networkl

6.2.18 ~/L'F 7 /L VLAN BRERFD YMPI 7 L — A B EEHE DR E
EEN!
multiple-vlan transfer ympi switch
no multiple-vlan transfer ympi
[/3T A —HF—]
switch : VT TV VLAN ZERED YMPI 7 L — A RE DO Eh
RENE B!
enable I EE AN T D
disable TrIEEE 2 3 5
[WIHIRRE]
multiple-vlan transfer ympi enable
[AS1E—F]
rua—)arsr 4 L—va E—R
[FLBA]
~NF TV VLAN RERFIS, T~ EERT 7 2 2ARA » FOEFET L—LTHD YMPL 7 L— LB SE 50 E
IMERET Do

EHDOY~ N NERT 7B ARA L NBNELR DL F TV VLAN Z—FICFTR L TWT, 7T AKX —EHsREE 7~
ITHEHRLAN = b — T — A2 FIH L7-WIEA, ANCT o208 R”"H 5,

no I CTFAT LB IR EICR 5.

[FE B

~/LF 7L VLAN @ ERF O YMPL 7 L — LGB HE 2 M5hic 3 5,
SWR2311P (config) #fmultiple-vlan transfer ympi disable
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E&N

show vlan vian-id
show vlan brief

[F—TU— K]
brief : 2TO VLAN E# % FRT 5
[/3F A —&—]
vilan-id <1-4094>
#F7:7 % VLAN ID
[ASTE— K]
JERFHE EXEC £ — N, $## EXEC £— F
B
F8E L7~ VLAN ID Ol A2 FRT 5,
IFTOEBENEREIND,
HE A
VLAN ID VLAN ID
Name VLAN D4 Fij
VLAN OIREE (7 L — A HHRET 2 005 D)
State « ACTIVE : #51%7 %
« SUSPEND : #2315 L 72\
VLANID IZFFB L CWA A v X —T = — %
Member ports e (W): TV EBEAR—NF T2 LE— )
e (O): FTUIR—=NMNEITFER=])
[B%E B

2 VLAN 1§ £ T 5,

SWR2311P>show vlan brief
(u) -Untagged, (t)-Tagged

VLAN ID Name State Member ports
1 default ACTIVE portl.1l(u) portl.2(u)
portl.3 (u) portl.4(u)
portl.5(u) portl.6 (u)
portl.7 (u) portl.8(u)
6.2.20 77 A4 X— b VLAN fF#OKT
[EF=]
show vlan private-vlan
[AJ1E— ]
JFeHE EXEC & — R, %74 EXEC E— N
[FLBA]
7'Z A X— K VLAN Oz &R 5,
ITOEANRFRREND,
HE A
PRIMARY 77 A~ Y — VLAN ® VLAN ID
SECONDARY v h %Y — VLAN @ VLAN ID
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HAH GL]
th 4 Y — VLAN OFffH
TYPE » isolated: 7 Y L — I VLAN
¢ community: 2 I =2 =7 4 — VLAN
INTERFACES RARMR—=FELTHBLTWDAS VH—T 2 —R
[BEH]

77 A ~_— K VLAN OIF# % £rT 5,
SWR2311P>show vlan private-vlan

PRIMARY SECONDARY TYPE INTERFACES
2 21 isolated
2 22 community

6.2.21 )V F )L VLAN 7 /L —FREBROFET

[EA]

show vlan multiple-vlan [group group-id]
[F—T— K]
group D REDSVTF TV VLAN Z NV —T DI E AT 5
[73T A =4 —]
group-id 1 <1-256>

~/VF 7V VLAN 7 /v—7 1D

[AFIE— K]
FERFHE EXEC £ — I, %5 EXEC £—
(@]

~/LF 7L VLAN 7 )L — 7 DR ERIEL FRT 5,

group FEE A B L7200, EBRICA v 24— 7 =— X ZED B THRTWD I —T T RTEFRT D
YMPI 7 L — A BBREE DR EIRRE b T 5,

[ EH]

~ )L F 7 )V VLAN 7 )L— T DR EREE F T D,

SWR2311P>show vlan multiple-vlan

GROUP ID Name Member ports
1 GROUPO001 portl.l portl.2
portl.5

YMPI transfer: Enable

6.3 STP(A =272V U —7u1 Fa)l)

E

e

631 AT ILDANN=V T —D

EEN
spanning-tree shutdown
no spanning-tree shutdown

[WIEIRRE]
no spanning-tree shutdown

[ASE— F]
Ja—x\)nary7 4 JL—g T — R
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B
AT ANEERO AR T ) — BT S,
no B TEIT LG AR, VAT LABEKOANRN= T Y —2 G392 T 5
[/—H]
ANRZ TV V=% GNIT 272D, Ka~vw 2 RZMATA v =T 2 —ATH A= 7Y Y =2 /T
LB D,
[ E ]
VAT AR TAR= T ) — RN T D,
SWR2311P (config) #spanning-tree shutdown

6.3.2 BR LB IERFE DR E
[ER]

spanning-tree forward-time time

no spanning-tree forward-time

[T A —F—]
time D <4-30>
AL SERF I (FD)
[(WIERRE]
spanning-tree forward-time 15
[AF1E—F]
Ja—\ a4 L— g F— K
[

ARG EBIER M 2 R ET 5,
no JE R CEIT LIZEA TR EICRE S,

[/—F]
AKa< s ROBREITLLTOFRMELTIZTHENH D,

2x (MR —H A L+]) =S RRT— VU T = 2 x (IRRIRERFRH - 1)
ARk T— 71X, spanning-tree max-age =~ R CHETX 5,
NE—H A NIFIZ 2T, BETLHZLIETE RN,

[F B

HR IR AR 2 10 ICERET D,

SWR2311P (config) #spanning-tree forward-time 10
6.3.3 ZRT—VV JIREDRE

EEN

spanning-tree max-age time

no spanning-tree max-age

[73T A =4 —]
time 1 <6-40>

R T— 2 TR (D)
(IR RE]
spanning-tree max-age 20
[AJ1E— F]
Ja—nmNvarz 4 b—va e —R
B

RRT =V TRHERET D,
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no JEATHEAT LI B3I E IR D,
[/— 1]
BRT—V U 7 LT, Bl ERITT 2 ETICL2 A v FRAR= Y ) —ar T Xal—var Ayt
—VEZEETIHAET ORHTH D,
Ka<r ROREFLT ORMEWTZTHER D D,
2x(MNE—=H A L+1) = RRT— 2 ZHEEE = 2 x (EREEERRE - 1)
HADE R IEIF[#] 1T, spanning-tree forward-time =~ R CXETX 5,
=LA NI 2T, BETLHZLIETTERY,
[B E 5]
I RT—2 0 T Z 25 FPICRET D,
SWR2311P(config) #spanning-tree max-age 25

{1l

6347V T ITAF VT 4 DRIE
EEN

spanning-tree priority priority

no spanning-tree priority

[T A—=HF—]

priority 1 <0-61440> (4096 DA5%5)
TIALF)T 41

[(WIHIRRE]

spanning-tree priority 32768

[AJ3E— R

ra—\)var 74—y aryE—F

[FHA

TV PTIAF VT A ZRET Do BN/ NS WIE EBREDR m,
no JE A THEAT LI B3I EIZR D,

[/—HI

MSTP DAL CIST(A > A X v A #OWIK T HRIE E 72D,

[BREH]

TV TTTAXYT 4 & 4096 (Z&KIET D
SWR2311P (config) #spanning-tree priority 4096

635 AV F—T 2 —ADAN=U TV Y —DRE

[F=
spanning-tree switch

[T A—F—]

switch D AR= Y Y —OEE
BREE B
enable ANR= T Y —E [T D
disable ANR=Z I Y —H BN D

[WIHIRRE]

spanning-tree enable

[AF1E—F]

AV —T 2 —AE— R
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B
RHBA R —T 2 —ADANR= L TV —DEHWEERRET
no JE K CEIT LTZH A TR EICRE 5.
[/ —F]
Ko< RIiZLAN/SFP R — B L OGRELA v ¥ — 7 = — AT DA E Al HE,
AL —T 2 — AR LTS LAN/SFP AR— MIxF L TARa~w > RERET L LILTE 2R,
[EXEH]
LAN R— k #1 TAR= 7Y ) — 24 5,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #spanning-tree disable

636 A FZ—Tx—ADY 7 EATDORE

E&
spanning-tree link-type type

no spanning-tree link-type

[NT A—=F—]

type NS4
BRENE B!
point-to-point RAV NY—=HRA L NP
shared HHY

(AR E

spanning-tree link-type point-to-point

[AJIE— F]

A B =T z—AEF— R

B

WHBA LB =T 2= ADY) I B A TEHET Do

no TR THAT L7 A I3HIIRR EICR 5,

[/—}]

ARK=a<> RIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AIZDOHFRE HE,

FELA X — 7 2 — RZFTE LT D LAN/SFP AR — MIXf L TR~ RERETDHZ LI TE 220,
LAN/SFP R — M &Gl A % — 7 = — R S A1E. M5% LAN/SFP AR — MIXfT 2K~ RORED,
PR EITR D,

B!

LANR— R #1 DV 7 ¥ A 7% shared IZERET D,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree link-type shared

(1

637 A2 —Tx—ZADBPDU 7 A NVEZ Y VT DHRE

[EX]
spanning-tree bpdu-filter filter

no spanning-tree bpdu-filter
[73F A —4F—]
filter : BPDU 7 4 V%2V 7 OEE
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REMHE B
enable BPDU 7 A V2V o T FNTT D
disable BPDU 7 4 V& U v 7 &SN T %
(IR E]
spanning-tree bpdu-filter disable
[AJ1E— K]
A H =T x2—AE—F
[FFA]

MHRA B —T 2 —ADBPDU 7 4 VAU U T ERET D,

no A TIAT L7 A I3 EIC R S,

[/—}]

A~ RIiEX LAN/SFP R — M L OGRERA ¥ — 7 = — AT D Ha% iE I 6E,

FRERA X —T7 = —RZFTE LTV D LAN/SFP AR — NIk L TR~ RERET DI LIXTE R0,

LAN/SFP AR— F Zia Bl A o # —7 = — RIZHTE S E72 8613, H5% LAN/SFP AR — MIx$ o AR~ ROBREN,
MW EIR D,

[BREH]

LAN 7R— K #1 ® BPDU 7 4 V2 U > T2 HHZT 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #spanning-tree bpdu-filter enable

63.8 4% —7x—AD BPDU H— KOHE

&
spanning-tree bpdu-guard guard

no spanning-tree bpdu-guard

[73T7 A —=F—]
guard : BPDU #— FO#EE
BRIEME B
enable BPDU J— & 5
disable BPDU % — N &8 %
(IR E]
spanning-tree bpdu-guard disable
[AS1E— F]
AH =T =2—AF—F
[FAA]

WA VA —T = —AD BPDU H— RERET D,

no FECHAT LG IFWIHIRR EICR 5,

[/—}]

Ko< RIiZLAN/SFP R— B L OGHEA v ¥ — 7 = — AT DHFHE [ HE,

LA A —T 2 —AZHTB L CWVWA LAN/SFP iIR— MIF L TARa~ L RERET B Z LT TE R,

LAN/SFP R — N ZiRBlA ¥ — 7 = — R |ZHTE S ¥ 725613, Hi% LAN/SFP A — NIt AR~ ROBREN,
IR EICR S,

LAN/SFP 78— k23 BPDU 5/ — RiZ & - T shutdown S 7285E1E, HUi%A ¥ —7 =—R|{Z%F L T no shutdown =
<~ REFE[TTDHZ L THIATE S,

S H — T = — A BPDU B — FIZ & - T shutdown SN 7284815, Ui%A ¥ —7 = — R |T% L T shutdown
o< R&ESLT L7212 no shutdown 2~ RZE(TTHZ L THEIHTE 5,



[ EH]
LAN R— k #1 @ BPDU 7 — R& G2+ 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #spanning-tree bpdu-guard enable

639 1AL F—T 2 —AD/INAITA FNDERE

a2 KU 77 LA | Layer 2 #RE

1229

E&

spanning-tree path-cost path-cost
no spanning-tree path-cost

[/NT A —F—]
path-cost : <1-200000000>

RA A ME
[#IEIEXE]
AUH—=Tx2—AD Y 7 HEIE U T, LTFOEEFEHT 5,
YT S 3 SRR A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
FMBRA X —T7 = — AL, B LTWA LAN/SFP A— DV v 7 EE 2G5 L7 EE tic, /XA 3 X MEMRRE
el
[AJ1E— K]
A H—T 2 —ZAF— R
[FFA]

MHRA L —T =2— ADNRAAR N ERET D,

no G CTHIT LI BB TIREICRE 5,

[/— 1]

MSTP D513 CIST(A > A X 2 A #ONIHRTT DR TE & 72 D,

A< RILLAN/SFP R — M B L OGRERA ¥ — 7 = — AT D HG%TE Al He.

MEA A —T7 2 —AZHTB LTV A LAN/SFP iR— MIxf L TARa~ RERTETH I LT TE R,

LAN/SFP iR— R Z iAo v X — 7 = — AR S EA1E. Y43% LAN/SFP AR— M+ A5 AR~ ROFRTED.

*)]:H;qﬂx/i \—)j:%éo
e
LAN B— k #1 ®/8Z2 2 2 F % 100000 IZZET 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree path-cost 100000

RRE

(1]

6310 AV FZ—T =2 —ADTLIFAFVT 4D

[EX
spanning-tree priority priority
no spanning-tree priority

[R5 A —&—]

priority 1 <0-240> (16 D%k
TIAFYT 1

(AR RE]

spanning-tree priority 128

[AFTE—F]

A H =Tz —AF— R
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[FEHA]
KBA L HE =T 2= ADTTAF)T 4 ZHRET D,
no TR TFEAT L A IR CITRE S,
BAED/ NSV EERENE L A v X —T = —AP)b— bR — MR D AREMENE L 72 5,
[/—}]
MSTP DOE1E CIST(A ¥ A X v A #OWIKFT DERE & 72D,
AK=a<> FIZLAN/SFP R — B L OGHEEA ¥ — 7 = — AT D HFRE I HE.
FRHELA X — T = —RZFTE LTS LAN/SFP AR — MIXf L TARa~ Y RERET D Z LIETE 2R,
LAN/SFP R— M &Galli A % — 7 = — R S 75A 11X, M5% LAN/SFP AR — MIXT 2K~ ROBRED,
W EIZR D,
REBH]
LANR— RN #1 DT TAF VT 4% 64 1THET D

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree priority 64

6311 f V2 —Tx—ADT vy R— FDEE

[EX]
spanning-tree edgeport
no spanning-tree edgeport

(IR E]

no spanning-tree edgeport
[AJIE—F]

B =T z—AE—FR
[@iH]

MHBA VA =T 2 —ADT Yy VR— NEFEET D,

no TR THEAT L= A IR IR 5,

[/—}]

A~ R LAN/SFP R — M X OGREEA v ¥ — 7 = — RO Hg% iE 7 HE,

FEEA v H —T7 = — A TR LT D LAN/SFP AR — MIxt L TR~ RERET S Z EIXTX 720,
LAN/SFP 7R — F Zi@BllA ¥ — 7 = — AZFTE S 7285615, M4i% LAN/SFP AR — MIktd AR a~ > ROREN,
WM EIZR 5,

REH

LAN R—F #1 > UR— MIT 5,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree edgeport

6.3.12 A= 7Y Y —DIRREFR R

BN
show spanning-tree [interface ifiiame]
[F—U—F]
interface DRI THAE =T 2= RAERET D
[/3F A—%—]
ifname : LAN/SFP AR — M E72idGmBl A v ¥ — 7 = — A D4
FRT DAV H—T 2 —RA
[A1E—F]

FEHHE EXEC B — I, H5HE EXEC £— N
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B
ANR= 7Y U —DIREBE RN T D,
interface M L7 HEIL, 2TOA V¥ —T7 = —ADRERERRIND,
MSTP DAL CIST(A > A X v A #O)DIEH A RKRT D,

UFOHEBENRFRREND,
HHE B

Bridge up AR= 7Y Y —TFa k3 )vOf /)

Root Path Cost I— TV oD/ Aa R b
N— b R—= b DA B =T 2 =2 T v 7 AEKE,

Root Port N—hKT Vo TPDEXIX0 EERRIND, MmBlf ¥
—7 == ADHEFRIEA LS =T == ADA o H—
Tr2—AA VT v I AFFTRRIND,

Bridge Priority TV ITIAFVT ¢

Forward Delay b= 7Y ¥ ORRIERFERE ] R EE

Hello Time N— TV DO m—HF A LREE

Max Age =TV VORRT— Y 7RI EE

Root Id N—+ D7V v VA, V= DTN T TAF
U7 ¢ (16 #EECHE 4 M) & MAC 7 RL AT S D

Bridee Id TV VA, TV T T A AT ¢ (16 EEIEER

8 447 E MAC 7 KL A CHERR &L D

FRB O —F = U L RIBEEICIEITC 7

topology change(s)

7 Offu 2 BPDU 0%tz =)

last topology change

BRI R —F = o UNFE LT B

Ifindex A E =T 2—=AL VT v I AFEE

Port Id A B —T7x—ADHKR— K ID

Role A H—T = —ADH%HE|, Disabled, Designated,
Rootport, Alternate D T FL7)>

State A > HZ—7 x=—ADIKKE, Listening, Learning,
Forwarding, Discarding DV 9 417>

Designated Path Cost INA A |

Configured Path Cost A HF =T x2—AD/NA A MREE

Add type Explicit ref count

AE—T 2 —ANFIET D STP KA A DO

Designated Port Id Designated 7~— k @ ID

Priority AE—=T 2 —=ADTTAF VT 4

Root N— b DT Y DRI, ]\@jU T TA A
U T ¢ (16 #EEETE 4 M) & MAC 7 R LA THERR SN D

Designated Bridge 7‘? P il ] 7y /7? A AV T 1 (16 HEEIETA
441 & MAC 7 RLATHER S D

Message Age Ay — Ut

Hello Time NE—F A LNFEE

Forward Delay s 108 AL PR [ R B

Forward Timer

FEBROHRERIE & A ~—

Msg Age Timer

A X —T = — AN BPDU DIFRAMWIEST 5% 4 ~—,
WIHARR E DA, STP 13 20 #0725, RSTP/MSTP (3 Hello
Timex3 OB AZ D v N E T 5
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HE B
Hello Timer AE—=DFEFITHENT D24~ —, 012725 T2FK T/
m—Nry NEEET D
topo change timer rRBRY—F 2 VH A w—
forward-transitions A V¥ —7 = — A7 Forward State |Z72 > 7= [A1%5k
Version A= 7 ) —7a f aLOEfEE— R(N—V 3 V)
Received ZAE L7 BPDU DX A
Send KETSHBPDUDH A
Ty VAR — N O EM & BIIEDIRTE, portfast off,
portfast configured N
portfast on, edgeport on DV F FL7)>
N - - “\__‘ N *4 P = i}'hl—‘—» f
bpdu-guard 4(1 7 = —A @ BPDU A — FHEREDBUEN & BiAE
DR
bpdu-filter A H—=T7=—ADBPDU 7 4 L&V THEREDRE
il & BIEDIRAE
root guard configured Jb— I — REERE DR B & BiAE DR R
. A H=T=2—=ADY 7 ZA T OFREMEBAEDIK
Configured Link Type fi&, point-to-point F 7= % shared
auto-edge configured F— b=y UORREME BIEOIREE
Bl

LAN R— K #1 O A= 7 ) —DOIREER FRT 5,
SWR2311P>show spanning-tree interface portl.l

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44f£2300110

% Default: CIST Bridge Id 8000ac44f2300110

% Default: 6 topology change(s) - last topology change Tue Feb 27 19:52:52 2018

portl.l: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Designated -
State Forwarding
portl.l: Designated External Path Cost 0 -Internal Path Cost 0

o

% portl.l: Configured Path Cost 20000 - Add type Explicit ref count 1

% portl.1l: Designated Port Id 0x8389 - CIST Priority 128 -

% portl.l: CIST Root 8000ac44f2300110

% portl.l: Regional Root 8000ac44£2300110

% portl.l: Designated Bridge 8000ac44£2300110

% portl.l: Message Age 0 - Max Age 20

% portl.l: CIST Hello Time 2 - Forward Delay 15

% portl.l: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
timer O

% portl.l: forward-transitions 1

% portl.l: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.l: No portfast configured - Current portfast off

% portl.l: bpdu-guard disabled - Current bpdu-guard off

% portl.l: bpdu-filter disabled - Current bpdu-filter off

3 portl.l: no root guard configured - Current root guard off

% portl.l: Configured Link Type point-to-point - Current point-to-point

% portl.l: No auto-edge configured - Current port Auto Edge off

6.3.13 A= 27"Y J—® BPDU OFEEHRDOFER

[EFX

show spanning-tree statistics [interface ifname]
[F—Y— k]
interface DRRT DA =T 2= RERETDH



ST A= —]

ifname

[AS1E— F]

FEFRFHE EXEC *E— K, F#E EXEC £— K

[FRA]

A= 7Y U —® BPDU OFEGHERDE R T D,
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LAN/SFP iR — F E 721350, v X — 7 = — A D4R
BRTAA B —T 2 —RA

interface ZEME L7=BEIL. B2 THOA UV H—T7 =2 —ADIRERFRRIND,
(B EHI]

LAN 7"— k #1 ® BPDU OFieHEHR A2 TR+ 5,

SWR2311P>show spanning-tree statistics interface portl.1l

o o o 0 o A A O A A O A° A O o° A o o

o\°

o o° A° o o o o o o o o

o

o o° o oo

o

o o o

o\°

o o o o o

o o o

Port number

905 Interface = portl.l

BPDU Related Parameters
Port Spanning Tree
Spanning Tree Type
Current Port State
Port ID

Port Number

Path Cost

Message Age
Designated Root
Designated Cost
Designated Bridge
Designated Port Id
Top Change Ack
Config Pending

PORT Based Information & Statistics

Config Bpdu's xmitted
Config Bpdu's received
TCN Bpdu's xmitted
TCN Bpdu's received
Forward Trans Count

STATUS of Port Timers
Hello Time Configured
Hello timer

Hello Time Value

Forward Delay Timer
Forward Delay Timer Value
Message Age Timer

Message Age Timer Value
Topology Change Timer
Topology Change Timer Value
Hold Timer

Hold Timer Value

Other Port-Specific Info
Max Age Transitions

Msg Age Expiry

Similar BPDUS Rcvd

Src Mac Count

Total Src Mac Rcvd

Next State

Topology Change Time

Other Bridge information & Statistics

STP Multicast Address
Bridge Priority
Bridge Mac Address
Bridge Hello Time

Enable

Multiple Spanning Tree Protocol
Forwarding

8389

389

20000

0
ac:44:£2:30:01:10
0
ac:44:£2:30:01:10
0x8389

FALSE

FALSE

WO Ww

2

ACTIVE

0
INACTIVE
0
INACTIVE
0
INACTIVE
0
INACTIVE
0

iscard/Blocking

Og wo oo

01:80:¢c2:00:00:00
32768
ac:44:£2:30:01:10
2
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% Bridge Forward Delay : 15

% Topology Change Initiator : 5001

% Last Topology Change Occured : Tue Feb 27 19:52:52 2018
% Topology Change : FALSE

% Topology Change Detected : TRUE

% Topology Change Count 6

% Topology Change Last Recvd from : 00:a0:de:ae:b8:79

63.14 7u ha)VEBE— KD VT
EEN

clear spanning-tree detected protocols [interface ifname]
[%—7— K]
interface D VT TBRAE—T o —AERETD

[78T7 A —=HF—]
ifname : LAN/SFP AA— M E 7o idGimBlilf v ¥ — 7 = — A D4
IVTTHA A —T 2 —R
[ASTE— F]
F#E EXEC E— K
[BLFA]
STP AT — RCTEIEL T\ A v ¥ — 7 = — A &lET— F~RT,
interface ZEME L7=5A1E. @ CHOA U HX—T =—ADREN T VT b,
[/ —F
STP ® BPDU % %/5 L7, A5 L7IcA v ¥ —7 = — AL STP At — FTEBET 5 L 512425, LaL, 20
#% STP @ BPDU 25 L2 2o T, YA v ¥ —7 = — AL STP At — FTEMELKET 5, 2D X5 REE
WCARa<w REFEITTH I & T, STP AT — R LilEE— R~NRET LR TE D,
[BREBH]
LAN R— b #1 % STP H#am Ll E T — R ~R T,
SWR2311Pf#clear spanning-tree detected protocols interface portl.1l

6.3.15 MST E— R~D1T
[EX)

spanning-tree mst configuration
[AJTE— K]
Ja—x\)aryz 4L —v g T — R
[FREA]
MST A LV AZ L ARLMST U — 3 VOBREZITI 1-DO MST B— RIZBITT 5,
[/ —H]
MST E— R bl a—o)Lary 7 4 7 b—y g 0 — RIORAICIT exit 2~ 2 RE2fEH L., ¥ HE EXEC E— FIZE
HiZldend 2~ REFEHAT 5,
[REH]
MST &— RIZBITT 5,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #

6.3.16 MST A V' A X L ADAERR
[

instance instance-id

no instance
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[78T7 A —=F—]
instance-id o <1-15>
A VAL AID
[FIHEIERE]
7L
[AF1E— K]
MST £— I
[BLFA]
MST A > AZ A& AT 5,
no FECTEIT L2 A L, MST A v A X AZHIBRT 5,
[/— 1]
MST A A% ADA[LE VLAN & OBHEAT T X, instance vlan 2~ > R TRET D,
[BEH

MST AV AZ A #]1 KT 5,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 1

6.3.17MST A V' A& 2 RIZ%T 5 VLAN DR E
EEN|

instance instance-id vlan vian-id

no instance instance-id vlan vian-id

[R5 A—F—]
instance-id ¢ <l-15>
A AL A ID
vian-id 1 <2-4094>
vlan =~ R CERE STV % VLAN ID
(AR E]
mL
[AJ1E— ]
MST E— R
B

MST A > A X 2 A|Z%F LT VLAN % BEfHT 5,

no JERTEIT LT=HA1E. MST A » AKX A2k %5 VLAN OREEAT T 2 BT 5, BIRL7-fE%E, MST A > %
B R X]LLT1/)%VLANﬁ\F%ﬁ{TT%ﬂTb\fﬁb\iEAﬁi MST A > A% > 2% BIT 5,

HERENTWRWMST £ v AX LV AZRELEESIX, MST A v AX U ADEKRBIThILD,
[/—F]

o> MST A > A% o AZBAEEAHT G Cuvd VLANID 25895 Z L IXTE R0,

MST A VA Z o ZIZBEA T 55 VLAN O3S AT AR TR AR 256 HE TET 5,

[B% &)

MST A A H A #1 |2 VLAN #2 ZBEfTHT 5,

SWR2311P (confiqg) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 1 vlan 2
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6318MST A LV AX LV ADTTAZF VT £ DFRE

[EX]

instance instance-id priority priority
no instance instance-id priority

[73T A =4 —]
instance-id ¢ <1-15>
A AL A ID
priority 1 <0-61440> (4096 D50
TIAF YT 1A
[FIEARRE]
instance instance-id priority 32768
[AFIE—F]
MST £— I
[FAA]

MST A LV AR ADTFTAF VT 4 ZHET D,

BEN/PNEWEEELRENEL . MST AV AZ L ARDL— T ) w25 A RetE N Em < 2 5,
no G CTHEIT LB AR EICR 5,

[ EH]

MST A VAR A# DT TA A VT 4 % 4096 |\ZEXET D,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #instance 2
SWR2311P (config-mst) #instance 2 priority 4096

6.3.19 MST J —2 3 VA DERIE

[E]
region region-name
no region

[23T A —&—]

region-name DA TS LU FL (32 SUFEAN)
V— 3 0%

[FIEIE% €]

region Default

[AJ1E— K]

MST £— K

B

MST U =Y a V4 &2RET D,

no TR CTEIT LTS IIHIREICRE S,

[ E B

MST U — a3 4% Testl IZRRET D,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #region Testl

E

R

6320MST VU —Va DI EYa VHED

E&

revision revision



[/XT7 A—=25—]

revision

[WIHIRRE]
revision 0
[AJ1E— ]
MST E£— K
B
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<0-65535>

Jeva &

MST VU —Varp)eya r BEXRETH,

no JEATHIT L4

[BEB]

i*ﬂ%ﬁnﬂﬁ g-)j:é éo

MSTU—U 32Dl Vs vRBEE2I0RET S,

SWR2311P (config) #spanning-tree mst configuration
SWR2311P (config-mst) #revision 2

6321 A LV H—T7 2 —R|ZXTDMST A LV AZ L ZADRE

1237

[EF2

spanning-tree instance instance-id

no spanning-tree instance

<1-15>
ERENTWD MST AV AX 2 AD ID

SBA L HE—T 2— AWK L TMST A Vv AZ L ABHRET D,

AT, MST A v AZ L ADEREZXHIRT S,

[73T7 A —=F—]
instance-id

[F1H13R 2]

L

[AJ1E— K]

A B =T —AE—R
B

no B CEIT L7285
[/ — ]

AKa< 2 KiZ LAN/SFP AR— B L OGHEFEA v ¥ — 7 = — A 2D HFHE I HE.

FRERA X — 7 = — A |ZHTE LTV 5 LAN/SFP 7R — K

LAN/SFP iR— hZ @Bl A v #— 7 = — R S8 723
VIR EICR D,

B EH
LAN &R— K #1 T

MST AV AZ LV A# BBRETH,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree instance 2

63.2MSTA VAR LVARZBITAAVE—T2—ADTFITAF VT 4 DHRE

XL TARaI Y RERTETDHI LT TE R,
Al 2% LAN/SFP R— M T o483~ ROREN,

[EX]

spanning-tree instance instance-id priority priority

no spanning-tree instance instance-id priority

[PXT A —=F—]

instance-id

<1-15>
KHRA LA =T 2= ATRESNTWNWE MST AV AZ 2 AD ID
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priority 1 <0-240> (16 DfEEN)
TIAF VT 4 fH

(AR E

spanning-tree instance instance-id priority 128

[AJIE— F]

A HF—Tz—AEF—FR

B

MST A VAR L AZBITDHBA v X —T 2—ADTITAF VT 4 Z&RET D,

no TR TIAT LA I3VIIR EITE S,

[/—}]

Az~ RIiX LAN/SFP R — M X OGREEA v ¥ — 7 = — RO HG% iE 7 HE,

FEEA v H —T7 = — AZFHTE LT D LAN/SFP AR — MIxt L TR~ RERET S Z LT TX 720,
LAN/SFP R— b ZGRELA > ¥ — 7 = — AR S W75 A 1E. M3% LAN/SFP AR — MIRT A AR a~ 2 ROFEEN,
WM EIZR 5,

B!

LANR—F#l OMST A LV AZ AR DT TAF VT 4 % 16 ITRET 5.

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #spanning-tree instance 2
SWR2311P(config-if) #spanning-tree instance 2 priority 16

6323 MST A VA L RZBITBA L FZ—T 2 —ADNNAIA NDRIE

EEy

spanning-tree instance instance-id path-cost path-cost
no spanning-tree instance instance-id path-cost

[$F A—%—]
instance-id o <1-15>
KGA B —T 2= R TREIINTND MST A S AZ L AD ID
path-cost : <1-200000000>
RA A ME
[WIERRE]
AVH—=Tx2—AD) 7 HEIIS T, LFOMEEERT 5,
Vv B RR= A ME
1000Mbps 20000
100Mbps 200000
10Mbps 2000000
WP v F— T = —AX, PR LTV D LAN/SFP AR— F D U 7B EZ GFF LIZEA JTls, /N2 3 X MEB IR E
Do
[AF1E— F]
B =T 2 —AF— R
[FEA]

MST A VAR L AZBITDRBA LV Z—T 2 —AD/RAAA NERET D,

no B TEIT LB EITHREIZR D,

[/—}]

ARK=a<> RIiZLAN/SFP iR — F B L UOGGHEEA > ¥ — 7 = — AT DO AR E I HE,

FEEA v H —T7 = — AZFTE LT D LAN/SFP AR — MIxt L TARa~ Y RERET D Z EIXTE 720,
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LAN/SFP R— h ZFBA » % —7 = — ZICHTR S B84, 4% LANSSFP B— MIxtT 2R3~ > ROBREN,
MR EIZ R B

(BB

LAN R — | #1 O MST A Y A X 2 A #2 O/8ZA 2 A k% 100000 23R ET .

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #spanning-tree instance 2
SWR2311P(config-if) #spanning-tree instance 2 path-cost 100000

6.3.24 MST V — ¥ a3 VIFROFR

EEN
show spanning-tree mst config
[AJIE— K]
JEFEHE EXEC E— K, FfHEEXEC E— K, A/ V¥ —T7 = —RAE— K
[@ ]
MST U —2 a > OifsllE iz 24 5,
[EEBI]

MST V —2 a » O#GIE®REFRTT D,
SWR2311P>show spanning-tree mst config

% MSTP Configuration Information for bridge Default

% Format Id : 0

% Name : Default

% Revision Level : 0

% Digest : OxXAC36177F50283CD4B83821D8AB26DE6G2

6.3.25 MSTP fE# D FK T

[EFH]
show spanning-tree mst [detail] [interface ifname]
[F—TU—F]
detail DOREHEEH AR T D
interface DORRTDHA ST == AERET D
[/3T A —HF—]
ifname : LAN/SFP AR — b E72IE5mEA v ¥ — 7 = — ADAH]
BRTHA L HE—T =2 —R
[AS1E— ]
JEFHE EXEC T — R, fMEEXEC ®— K, f V¥ —T 2 —AE— R
[

MSTP D@z R R~T D,

HHFIIMST A Vv AX AL VLAN B, v ¥ —7 = — ZAO BT IE#R 2 RRT 5,

detail ZFEE LTZHAIE. A1 v F—T7 2 —ABLMST 1 VA X ADFHEABERE FRT D,
interface ZEME L72BEIL. T_XTCHOA VX —T =2 —ADFRBPFREIND,

[/ —H]

ifname |2, FHERA X —7 = —AZHTE L TV D LAN/SFP AR — R & FEET 5 Z L1 TE 20,
[RXEHI]

MSTP D@z R RT D,

SWR2311P>show spanning-tree mst

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0O - CIST Bridge Priority 32768
% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
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Max-hops 20

% Default: CIST Root Id 8000ac44£2300110

% Default: CIST Reg Root Id 8000ac44£f2300110
% Default: CIST Bridge Id 8000ac44f2300110

% Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018
% Instance VLAN

% 0: 1

% 1sg 100 (portl.8)

LAN R— k #8 @ MSTP OFEfMEHR 2 FRT %
SWR2311P>show spanning-tree mst detail interface portl.S8

% Default: Bridge up - Spanning Tree Enabled - topology change detected
% Default: CIST Root Path Cost 0 - CIST Root Port 0 - CIST Bridge Priority 32768

o\

Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

Default: CIST Root Id 8000ac44f£2300110

Default: CIST Reg Root Id 8000ac44£f2300110

Default: CIST Bridge Id 8000ac44f2300110

Default: 9 topology change(s) - last topology change Tue Feb 27 20:14:35 2018

o o° o° oP

o

portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding
portl.8: Designated External Path Cost 0 -Internal Path Cost 0

% portl.8: Configured Path Cost 20000 - Add type Explicit ref count 2

% portl.8: Designated Port Id 0x8390 - CIST Priority 128 -

% portl.8: CIST Root 8000ac44£2300110

% portl.8: Regional Root 8000ac44£2300110

% portl.8: Designated Bridge 8000ac44£2300110

% portl.8: Message Age 0 - Max Age 20

% portl.8: CIST Hello Time 2 - Forward Delay 15

% portl.8: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change
timer O

% portl.8: forward-transitions 1

% portl.8: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% portl.8: No portfast configured - Current portfast off

% portl.8: bpdu-guard disabled - Current bpdu-guard off

% portl.8: bpdu-filter disabled - Current bpdu-filter off

% portl.8: no root guard configured - Current root guard off

% portl.8: Configured Link Type point-to-point - Current point-to-point

% portl.8: No auto-edge configured - Current port Auto Edge off

% Instance 1: Vlans: 100

% Default: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
% Default: MSTI Root Id 8001ac44£f2300110

% Default: MSTI Bridge Id 8001ac44f2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -
State Forwarding

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000

% portl.8: Configured CST External Path cost 20000

% portl.8: CST Priority 128 - MSTI Priority 128

% portl.8: Designated Root 8001ac44£f2300110

% portl.8: Designated Bridge 8001ac44f2300110

% portl.8: Message Age 0

% portl.8: Hello Time 2 - Forward Delay 15

% portl.8: Forward Timer 0 - Msg Age Timer 0O - Hello Timer O

6.3.26 MST A > A & » Z BB D FR

[ER

show spanning-tree mst instance instance-id [interface ifname)]
[F—T—F]
interface D ORBRTAALE—T 2 —RAEEET S
(/85 A —5—]

instance-id o <1-15>
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EREN TS MST A v AHX L AD ID
ifname : LAN/SFP AR— b E72IE5mEA v ¥ — 7 = — A DA
FHRTHA B —T 2 — A
[ASTE— K]
FEHHE EXEC E— R, MEEXEC E— R, f v X — 72— AF— R
B
FEE LTZ MST A > A X v ADIERAEFRT D,
interface Z GG L7285A1E. FEE LT MST A VAZ UV ANRRKEZINTNATRTOA VX —T7 = — ADFRMNER
b,
[/—F]
ifname |2, FWERA X —T7 2 —AZFTE LTS LAN/SFP AR — R & HEET 5 Z L ITTE 0,
[B%E B
MST A VAKX A #1 DIEFREFRT D,

SWR2311P>show spanning-tree mst instance 1

% Default: MSTI Root Path Cost 0 - MSTI Root Port 0O - MSTI Bridge Priority 32768
Default: MSTI Root Id 8001ac44f2300110

% Default: MSTI Bridge Id 8001ac44£2300110

% portl.8: Port Number 912 - Ifindex 5008 - Port Id 0x8390 - Role Designated -

o°

% portl.8: Designated Internal Path Cost 0 - Designated Port Id 0x8390
% portl.8: Configured Internal Path Cost 20000
% portl.8: Configured CST External Path cost 20000
% portl.8: CST Priority 128 - MSTI Priority 128
% portl.8: Designated Root 8001ac44f2300110
% portl.8: Designated Bridge 8001ac44£2300110
% portl.8: Message Age 0
% portl.8: Hello Time 2 - Forward Delay 15
% portl.8: Forward Timer 0 - Msg Age Timer 0 - Hello Timer O
6.4 L— 7K

6.4.1 L —7RRHBEEDRE( AT L)
=

loop-detect switch

no loop-detect

[/3T A—F—]
switch VAT AERO N —THHEERE DR E
REME B
enable gX?Aé%@W%fﬁm%%%ﬁ%K?
disable ZX?AQW@W%fﬁm%%%ﬁﬁﬂﬁ
(AR 2
loop-detect disable
[AF1E— ]
rua—arsr 4 S L—va TR
[FiA]

VAT WEERON— TR E A E TN T D,
no JE A THEAT LGB 3HIHIBE ISR T,
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[/— 1]
VAT LABIRTAN= 7Y ) — R LV — T R RE A R T & D,
N—TRRIBERE A F T H720I2iF, Ka~r FIZxaT, /A V¥ —7 2 —ATH—7 R EZ AT 5
WD D,
N—THREBEENF DR HAETH, LFDA V¥ —7 = — AT — 7R HERRIZEME L 720,
o ANR=UTY Y —BEEENENEL TV 5 LAN/SFP AR — M X UGRELA > % — 7 =— &, 7272 L, Forwarding 7" —
TIX LDF OEZIEEIT 720, BEERSIC L D V— 7033584 L2581, v— 7 RIEERESEIET 5,
« X7V VIO T —A— & LTEEL TV 5 LAN/SFP A" — |
(BE ]
VAT KERTA— TR Z AT D,
SWR2311P (config) #loop-detect enable
Y AT AR T — T e & BT 2,
SWR2311P (config) #loop-detect disable

6.4.2 )L — T FRHBEREDERE(AL » F—T7 = —2R)
[ER]

loop-detect switch

no loop-detect

[NTRA—=H—]
switch RS U H—T 2 — AD =T RIERE DR E
RENE e
MRA v H—T = — AD)— T R
enable T 5
_ WHA B —T = — A D — TR RE
disable HES T 5
[FIEE]
loop-detect enable
[AF1E—F]
A H—=T 2 —AF— R
(L8]

KGA VB —T 2= ADN— TR REE AR E 7T T 5,

no TR CIAT L 7= H A I3V E TR T,

[/— 1]

wgfﬁﬁ%%%ﬁﬁﬁﬁétﬁﬁm\KZVVFKMiT\VX?A@%T%w%fﬁﬁ%%%ﬁﬁﬁﬁé%E

N5,

Ko< ROBRENFE2D LAN/SFP AR— MIGHFHA L X —T7 x2— AL LTHRD ZEIFITERW, 1272 L, AX—

Ty T a7 4 J EOBA v H—T = — AZFTE LTS LAN/SFP AR — h DR EIL, IBEHR— N ORENH

AU X —Tx—RZ@EAEIN5,

PR A — 7 = — A |ZHTE LTV AD LAN/SFP AR — MIAR <2 ROEIFITTE R,

N—THRHEBEREN A DR BAETH, UTFDA v ¥ —7 = — 2T — 7RI ZEE L 22\,

o AN=U 7Y U —HERENENIEL TV S LAN/SFP AR — MBS K UGmE A o ¥ —7 =— X, 7272 L Forwarding N — |
TIXLDF OEZEEIT O 120, BBHEFEIC L D L— 7 N84 LSa1T. V—7RIEEENEIET 5,

e IT7—VUTHREDI T —R— & LTEMEL TV D LAN/SFP R — k

ZR= 0 U —BERE(STP) 6 L UL — 7R S RE(LPD) DR EIRFBIC KT L T, EH b OMEENA RN R 51 &2 LT

DRITIRT,

AR =T 2 — R

LPD %7 LPD A%

STP #%h STP A% STP %) STP A%
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STP %) - - - -
LPD %)
STP A%h - STP - STP
AT A
STP 4% - - LPD LPD
LPD A%
STP A%l - STP LPD STP
[RXEHI]

LAN AR — |k #1 O/ —T &R 2 A2 5.

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #loop-detect enable

ABT 4 TbA B —T = — A # ON—T SR A AT 5,

SWR2311P(config) #interface sal
SWR2311P (config-if) #loop-detect enable

LACP g A v X —T7 =2 — R #1 ONV—TKHEELZ G T 5,

SWR2311P (config) #interface pol
SWR2311P (config-if) #loop-detect enable

LAN 7R— b #1 OL— 7 H HHERE 2 B0 5 .

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #loop-detect disable

6.4.3 L—7BRHEED Port Blocking DR E

EEy

loop-detect blocking switch
no loop-detect blocking

[T A —=F—]
switch D XA v H —7 = — A D Port Blocking D% E
B EE S|
enable RGA B —7 = — A D Port Blocking % H
T %
disable xtGiA > # —7 = — A D Port Blocking %
T D
[WIEARRE]
loop-detect blocking enable
[AJIE— K]
AHF—Txz—AE— R
[BLAA]

KHRA U H—T 2— AT, N—T &M LZ5E O Blocking 2 A% F 72130245,

no JEA THAT L 725G A 13RI R T,

[/ — 1]

Ko< ROBRENE 2D LAN/SFP AR— MIGHFHA L X —T7 =2— R L LTHRD Z LI TERWY, 7272, AX—
NTyFarT g 7 EORBA X —T 2 —AIZHTE LTV D LAN/SFP AR — F DR E L, A HER— b ORED i
A A —T - R WIS,

FEEA v H —T7 = — AT LT\ D LAN/SFP AR — MIAKa~ 2 ROFEITIZTE 220,

[ EH

LAN 7R— k #1 TA—7 ZHiH L7284 12 Blocking 35 & 51295,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #loop-detect blocking enable

ABT 4y VAV H—T = — A #1 TIU—T & L7254512 Blocking 32 X 5127 %,

SWR2311P (config) #interface sal
SWR2311P (config-if) #loop-detect blocking enable
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LACP i A v Z—7 = — A #1 TL—7 %k L7235 12 Blocking 5 £ 5127 5,

SWR2311P (config) #interface pol
SWR2311P (config-if) #loop-detect blocking enable

LAN 7R— } #1 TL—7 & L728A12 Blocking L2V K 91275,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #loop-detect blocking disable

6.4.4 Port Blocking D)\ — i % —EIIR CHEEd 5
EEN

loop-detect blocking interval interval

no loop-detect blocking interval
(/S5 A—%—]
interval 1 <10-3600>
I — T RERERR O TR (FD)
(AR E
mL
[ASIE—F]
Ja—)ary 74—y g F— KR
[RLBA]
. =T DM S D & RIEEIC Blocking (3RS 2,
Davwr RERETDHE, —ERBTA—7BEIN TV D NHERT DX 1275,

Jo— 7 MR & CUOAUE Blocking ZfRERT 243, — 7 REE SN TOWARITIE, BEZORMAREAT S ET
Blocking ZiflkfEd 5,

no B TIHAT L7213, AIIRREICR T,

[/—}]
Port Blocking JRREED R — kAU > 7 #'o Lizi54 ., Port Blocking (FZRIFFZfEER S5,
[ E B

Port Blocking ? /L — 7 f#{H R O FI R % 300 FHZFRET 5,
SWR2311P (config) #loop-detect blocking interval 300

6.4.5 V—7RHERED U & v b

[EX]
loop-detect reset
[AS1E— F]
F#E EXEC E— K
[BFA]
BETDA L HZ—T =—ADN—THHRELZ ) &y 5,
[/— 1]
Ka<r FiE, VAT LEEONL—TRHEEN AN RGEICOHRIHATTH LN TE D,
[ E 5]

N—TREREEZ Y vy T 5,
SWR2311P#loop-detect reset

6.4.6 )\ — 7B RE DIRBER R

(&
show loop-detect
[AJIE—F]
FEHEME EXEC £ — N, ke EXEC £— R
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[FEHA]
N— TR RE DR ECIREE R T D,
KRBT TOLEED,
o VAT AEEDONL—TFRHBERE DR E
*  Port Blocking ? /L — 7 i {Hfite 78 D [ FEIRF[H ("auto” & 721 "N seconds")
+ LAN/SFP A— F B I WGHEA v X —T7 = — AT L DO A—THmHOKEE
s A UHF—T x—AK(port, sa, po)
« LAN/SFP "— R B X UGHEEA v ¥ — 7 = — 2D /b— 7 i HBERE D 3% E (loop-detect), /L— 7 IR HHIFSREASEE L
TWLEAIE. (P55
«  Port Blocking M &% i Ik H&(port-blocking)
o JL— 7 O K RE(status)
[/—h]
FRELA v — T = — AIZHTE LT D LAN/SFP AR — MMIZER LRV,
[BREH]
N—THHREED R EE K RT 5,
SWR2311P>show loop-detect

loop-detect: Enable
port-blocking interval: 300 seconds

port loop-detect port-blocking status
portl.1l enable (*) enable Detected
portl.2 enable (*) enable Blocking
portl.3 enable (*) enable Normal
portl.4 enable (*) disable Normal
portl.5 enable (*) enable Normal
portl.6 enable (*) enable Shutdown
portl.7 disable enable —-————=
sal enable (*) enable Blocking
pol enable (*) enable Normal
(*): Indicates that the feature is enabled.

6.5DHCP AX—t°

6.5.1 DHCP R X —t' 7 DA REHRE (AT D)

[EA
ip dhep snooping switch

no ip dhcp snooping

[T A =5 —]
switch © VAT ALIRD DHCP A X — ' JHEBE DR IE
REME Bl
enable VAT AAKO DHCP A X — b 7 HRED
RIEZANTT D
disable VAT LAARO DHCP A X — v 7 HERED
REZHENT D
[ E]
ip dhep snooping disable
[AF1E— ]

Ja—x)ars7 47—y g — R
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[FEHA]
AT LARO DHCP A X — ' VT BEREORGE & A 2N F 213N T 5,
no I TEFAT L7125 B I3 IIER E IR T,
[/ — 1]
DHCP A X — b v FHEREZ AN T 5 7-0I121E, Ka~r Rz T, VLAN f > % —7 =— AT DHCP A X —
VL THREE AN T HMER D D,
S 51T, ip dhep snooping trust 2~ > R C DHCP #— =3 SV TWDR— M ERET DLEND D,
[ E B
VAT AERTDHCP A X— ' JHfe 2 HhCT 5,
SWR2311P(config) #ip dhcp snooping enable
VAT AARTDHCP A X — &' ZHRE & T 5,
SWR2311P (config) #ip dhcp snooping disable

6.5.2 DHCP A X— v 7 D RN/ELFRE (VLAN)

[EFH]
ip dhcp snooping switch
no ip dhcp snooping

[/XT A—F—]
switch DB A A —T 2 —AD DHCP A X — VL FHEBED R TE
BEE B!
enable B A B —T =2—AD DHCP AX—E
THEREDREZ BN T D
disable %A v H—7 2—AD DHCP AX—t
THEREDRRE & iz 35
[FIEAER E]
ip dhcp snooping disable
[AJTE— K]
A H—T 2 —AE— R
[RRHA]

XRA L H#—7 2 —AD DHCP A X —E v JHRED R E A AN E 11T WhcT 5,

no B THEAT LI G I3 E IR T,

[/—}]

AKa< 2 RIXZVLAN A V¥ —7 2 — RO HGRETE D,

DHCP A X —E >V ZHRBZ AN T H720IIE, Ka~v o NI T, Y A7 ALK TH DHCP A X — B 7 HhE
BT DUEND D,

S 512, ip dhep snooping trust =~ > K C DHCP — =2 SN TWDLR— M AR ET D LERDH D,
[3% 2 5]

VLANI1 T DHCP 2 X — Ut JHfe &2 AT 5,

SWR2311P (config) #interface vlanl

SWR2311P (config-if) #ip dhcp snooping enable

VLANI1 T DHCP 2 X — "> JHEfe & Mahic 4 5,

SWR2311P (config) #interface vlanl
SWR2311P(config-if) #ip dhcp snooping disable
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6.5.3 DHCP A X—t' v 7 DOR— NERIRE

EEN
ip dhcp snooping trust
no ip dhcp snooping trust
(AR 2
mL

[AF1E— K]

AH—T 2 —AF— K

B!

SR A B —T = — A% DHCP A X —E L 7 ® Trusted IR— MMIRTET 5.,

no I TIFAT L7125 A I3 IIE EIZ R T,

FIHIIRRE TIZ T X T DR — F 23 Untrusted R — MMIFRE I LTV D,

[/ — 1]

ARza< > RIZLAN/SFP R— B X OGBS ¥ —T7 = —RIZOARETE b,

B U H — T = — RAZHTE L TV D LAN/SFP A8 — MIFRE TX 720,

Trusted 78— N CIX DHCP /N7 > b D7 4 V& U 703 Thoiud | (B S 4L72 DHCP h— =034 S LTV H AR —

MIRET 5,

Untrusted " — K TliX, LD DHCP X7 > D7 4 W HZ Y > FAHNET I D,

e DHCP % — =0 63%E &5 DHCP /3T v M ZEEET 5,

o NAUT 4T T—HERX—=RAIZMAC 7 RLUADPBEFEIINTWNT, O8RSV F—T = — AL [FRR LA
— 7 2 —ANDLEZIGF LI IP 7 N U Afi#fig#RK (DHCP RELEASE) BLWOIP 7 KL A EHEMRHEH (DHCP
DECLINE) %34 5,

« MAC 7 RV ARGRENR AL DYE, DHCP N7 v FOEEFEILMACT RLAE I TA TV =R =T 7 KL A
(chaddr) ZtbEZ L., —FH L7A2WGEEIEM:% DHCP X7 v M & IKIET 5,

« Option 82 BNHEZNDYA . DHCP 7 F 4 7 > M B 55 L7z DHCP #X% » MZBEIZ Option 82 fH#HMT 5 4L T
% E& . Y% DHCP X7 v M &WEE 5,

[BREHI

portl.5 % Trusted " — MIFEET 5,

SWR2311P (config) #interface portl.5
SWR2311P(config-if) #ip dhcp snooping trust

6.54 MAC 7 K L ZARRIEDOH BN/ ERNERE
[EF=]

ip dhcp snooping verify mac-address switch

no ip dhcp snooping verify mac-address

[/3T A —HF—]
switch . MAC 7 RLU RARREEDEE
RIEE B
enable MAC 7 F L ARGEDRE 2 HNT 2
disable MAC 7 R L AREEDRRE 2 N T 5
(IR E]
ip dhcp snooping verify mac-address enable
[AJIE— F]
Jsua—nmNnarz4 7 b—va e —R
(A

Untrusted "— F TZ{E L7= DHCP X7 v FDEETTMACT L AL I T4 T b= KR =77 KL A (chaddr)
g L, —H L2 WEAIE Y43 DHCP /X7~ R &2 EFET 5,
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no JETHEAT L7258 IIHIRE ISR T,
[BXRE )
MAC 7 R b ARRGED R IE &2 TN %,
SWR2311P (config) #ip dhcp snooping verify mac-address disable

N

6.5.5 Option 82 DA N/ ENRE
E=v

ip dhcp snooping information option switch

no ip dhcp snooping information option

ST A—F—]
switch : Option 82 DFXE
BRIEE B!
enable Option 82 DR E X AN T 5
disable Option 82 DFXE % MHZT 5
(R E]
ip dhcp snooping information option enable
[AFTE—F]
rua—s\varz 4 b—va e —R
[FAA]

DHCP /37 v @ Option 82 1GOOI, i, HIBROARN/ D DR EZIT o
no JEATHEAT LIe B3I E IR T,
Option 82 23 AN D 54, Untrusted 78— " CDHCP 27 714 7 > k22538 L7 DHCP #3% » hZ Option 82 f&# 4
5L,
DHCP #—/3—=726 DHCP 7 7 A 7 > i COR Y /37 > kD Option 82 fF# Z Hlkxk L Thik 7 5,
Option 82 fHHIZLL FD & B0,
* Remote-ID
o T 74N BNTIE, KD MACT RLARFESND,
+ ip dhcp snooping information option format remote-id ==~ > K C, Remote-ID (ZATLE D74 CEA T
FOCERIRE) 265752 LATE D,
* Circuit-ID
© T7#/N T DHCP 7 74 7 ;775 DHCP /N7 > %5 L72 VLANID & A & % —7 = — A% S MM
FEanzs,
+ ip dhep snooping vlan vlan-id information option format-type circuit-id =~ > K, Circuit-ID O {F# % . DHCP
7 7 AT Ry DHCP 737 » h&%{5 L7 VLANID & R— FEFICERT 52 LN TE D,
» Subscriber-ID
o TT7FNEFTIEAAESRAR,
« ip dhcp snooping subscriber-id =~ > N T, XI5 AK— L ® Subscriber-ID ITEED LTI AR ET H 2 & TG
o,
F 72, Untrusted 78— h TREIZ Option 82 [H#H AT 5- S 417z DHCP /X7 v b % %5 L1254, £ ® DHCP X7 v b %
WS 5,
ip dhcp snooping information option allow-untrusted =~ > K C, Untrusted 78— F(Z331F % Option 82 % & e DHCP /¥
7y ORI ETFA T HZ LINTE D,
[FE B
Option 82 DFIE & TN T 5,
SWR2311P(config) #ip dhcp snooping information option disable
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6.5.6 Option 82 £} % /3% > b ® Untrusted 8 — M ZAFFF IR E
[ER]

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

[WIHARRE]

L

[AJ1E— K]

ra—nNnarsr 4l —ya TR

[RLFA]

Untrusted 78— b "C Option 82 & 23J 5 Z 4172 DHCP /X% v F DEREZF T D,

no JZTHEAT LG G I3 E IR T,

[BREH]

Untrusted 78— I C Option 82 {23+ 5- S 4172 DHCP /X7 v b DHRiEZ AT 5,
SWR2311P(config) #ip dhcp snooping information option allow-untrusted

6.5.7 Option 82 ® Remote-ID DR E
(=X

ip dhcp snooping information option format remote-id string remoteid

ip dhcp snooping information option format remote-id hostname
no ip dhcp snooping information option format remote-id

[F—VU—F]

string : REMOTEID XX FH & f8ET 5

hostname : REMOTEID (2K A 4 2 RET D

[/NT A —HF—]

remoteid L ATREOSCTY CEAREUT R L OVCEATE S 63 SUTLAN)

(18I E]

L

[AJTE— K]

A H—T 2 —AE— R

[FRHA]

Option 82 ® Remote-ID (ZAEE D LT Z 5425 Z LN TE 5,
72720, fEBEOXTFIN" 2 ED D Z EIXTE R0,

no IR TEIT L7285E 1%, Remote-ID IZAKED MAC 7 KL AN S5,
[/ —F]

AKa< RIZVLAN A VX —T = —AZDIHFRETE D,

[BX EH]

Remote-ID (ZAEE DO L FH % 595,

SWR2311P(config) #interface vlanl
SWR2311P(config-if) #ip dhcp snooping information option format remote-id pcl

6.5.8 Option 82 @ Circuit-ID DR E
(&=

ip dhcp snooping information option format-type circuit-id vlan-port
ip dhcp snooping information option format-type circuit-id string string

ip dhcp snooping information option format-type circuit-id vlan-ifindex
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no ip dhep snooping information option format-type circuit-id

[F—TU—F]

vlan-port . Circuit-ID type 0 VLAN ID, Module(A % 7 1D), i"— b &5 &2 HH T 5
string . Circuit-ID type | {EEDOLFH T 5

vlan-ifindex : Circuit-ID type 2 VLAN ID, ifindex % {# FH 9~ %

[NT A —=F—]

string D ARE OS] CEA TR L OEARL T 63 SUFLAN)
(IR E]

ip dhcp snooping information option format-type circuit-id vlan-ifindex
[AS1E—F]

AP =Tz —AF— N

[@iA]

Option 82 @ Circuit-ID THEHT 2 IEHREFEET D,

vlan-port Z45E L7284 1%, DHCP 7 A 7> b6 DHCP /87 v b &%Z{5 L7= VLANID &, A X v 7&K HR—
NESEM 5T 5,

string 45 7E L7256 13, AEEOXXFINE N ET 5, 1272 L, fREDOXFINI" M EEDH T LT TER,
vlan-ifindex Z# f§E L723%8&1L, DHCP 7 7 A 7> k5 DHCP /37 v &% 5 L7 VLANID &, f V¥4 —7 = — A
FEEMH5T 5,

no LA TIAT LI HE I, PIIRREICK D,

[/ —}]

AKa<2 RIZVLAN A VZ—T =2 —RAZDFHFRETE D,

[ E B

Circuit ID |[Z DHCP 27 7 A 7 k725 DHCP /N7 v h & 32{§ L72 VLANID & R— FES LT 5T %,

SWR2311P (config) #interface vlanl
SWR2311P (config-if)#ip dhcp snooping information option format-type circuit-id vlan-
port

6.5.9 Option 82 ™ Subscriber-ID DX E

E&
ip dhcp snooping subscriber-id subid

no ip dhcp snooping subscriber-id

[/3T A= —]

subid D AR OIIF] CEA TR L UM 50 SCFELLN)
[#IEIEXE]

L

[AJ1E— F]

Ao H =T 2—AF—FR

[FH]

KA — b @ Subscriber-ID (TR DO SLFFN(1~50 LR E X ET D, 7272 L, LFHNI"MEEHDH T LILTERU,
no JEITFAT L 7235513, Option 82 1FH# (T Subscriber-ID 23 G- S 41720,

[/—}]

AKa< FIELAN/SFP A— h B L UGwEA 4 —7 == AZDHHEETE %,

A o F— T = — ZZFTE LTV D LAN/SFP AR — MIERE TEZRLY,
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[BREH]
portl.1 @ Suscriber-ID & ET 5,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #ip dhcp snooping subscriber-id a room

llll

6.5.10 DHCP /X7 v FZfF L — MHIRDFRE

[EFX]

ip dhcp snooping limit rate /imit

no ip dhcp snooping limit rate
(/%5 A—&—]
limit : 10-125
1 ¥ & 72 0 |25 15 "IRE72 DHCP /37~ M4 (pps)

[FIEIER E]

L

[AJTE— K]

Ja—naryr7 4l —y g F— R

[RRHA]

VAT LAER T1IRHZ0IZZEHES: DHCP X7 v MEERTET D,
ZELV— bOEREBIR LGS, ZEV— b &BX725%E DHCP /X7 v MIEET 5,
no FETHEAT L728A1E. DHCP /X7 v FDOZAE L — MR AEITH 220,
[ EH

VAT LARO DHCP /547 v hZ{E L — k% 100pps (2% ET 5.,
SWR2311P(config) #ip dhcp snooping limit rate 100

6.5.11 DHCP /% v MNZERF SYSLOG B OB RN/ ERRIE

E&
ip dhcp snooping logging switch
no ip dhcp snooping logging

[/XT A—F—]
switch : DHCP /3% v MEFERE SYSLOG Hi /) DX E
X EME B!
DHCP /N v MEFERFIZ SYSLOG (2 /13
enable 2
disable DHCP /37 v MEFERFIZ SYSLOG 1T ) L
VAR
(#1813 2]
ip dhcp snooping logging enable
[AFTE— F]
Jga—)arz 4 b—y g rETw—NR
B

DHCP /™77 v MRFERF I HEEEH 2 SYSLOG (ZH 1§ %,

no JECHEAT L2 5B B IHHIRE IC R T,

Bl

DHCP /™7 v M#ERFIZ SYSLOG (IZH)T %,

SWR2311P (config) #ip dhcp snooping logging enable
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6.5.12 DHCP A X—E U T DV AT AREFBRDOF

EEN
show ip dhcp snooping
[AJIE— K]
FEREME EXEC £ — N, b EXEC £— F
B
DHCP AX—E VI DYV AT AREFREFTRT D,
[FRE B
DHCP AX—E L T DV AT ARERFREFTRT D,

SWR2311P>show ip dhcp snooping
DHCP Snooping Information for system:

DHCP Snooping ServicCe ........oo... Enabled
Option 82 insertion ............... Enabled
Option 82 on untrusted ports ...... Disabled
Verify MAC address ...........ouou... Enabled
Rate limit .......iiiiiiiineeeennnn 100 pps
e (e a8 0L Enabled

6.5.13 DHCP AX—E L T DA v F—7 = — AR EFBOIRT

[EX]
show ip dhcp snooping interface
[AFIE—F]
JEFFHE EXEC £ — R, 4§ EXEC £— K
(@]
DHCP AX—¥ T DA v ¥ —T7 2 —AREEREEZRT D,
[BXE B
DHCP AX—E > T DA v B —7 == ABEHME ZRT D,

SWR2311P>show ip dhcp snooping interface
DHCP Snooping information for vlanl:

DHCP snooping ... Enabled
Remote-ID ....... 00a0.de00.0001
Circuit-ID ...... vlan-ifindex
Interface Type Subscriber-1ID
portl.1l Trusted
portl.2 Untrusted a_room
portl.10 Untrusted b room

DHCP Snooping information for vlanZ2:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... vlan-port
Interface Type Subscriber-ID
portl.3 Trusted
portl.4 Untrusted C_room
portl.5 Untrusted d room

DHCP Snooping information for vlan3:
DHCP snooping ... Disabled

DHCP Snooping information for vlané:
DHCP snooping ... Enabled
Remote-ID ....... yamaha
Circuit-ID ...... torakusu
Interface Type Subscriber-ID
portl.8 Untrusted e _room

portl.9 Trusted
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6.5.14 NA T 4V TT—H R—ZADFKR

[ER

show ip dhcp snooping binding
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B

NRA VT 4 VT T = A R—=AIHFEINTNDLZ b —FHREERRT D,

= M —EHRIILLTO B0 T,

« DHCP 7 A 7> %5 DHCP A vt — %515 L7= VLAN ID

« DHCPZ AT F6HDHCP A v —V2ZE LA v ¥ —7 = — A
« DHCPZ/ 74T FDOMACT KL &

« DHCPZ A7 hDIPT FL A

o U — ZAWFH]

Bl
NA VT4 T T =B RXR=ADNEEERRT Do
SWR2311P>show ip dhcp snooping binding

DHCP Snooping Bindings:
Total number of bindings in database: 4

VLAN Interface MAC address IP address Expires (sec)
1 portl.l 0000.1111.2222 192.168.100.2 259170
1 portl.2 0000.3333.4444 192.168.100.3 112000
2 sal 0000.5555.6666 192.168.200.2 100000
2 portl.1l0 0000.7777.8888 192.168.200.3 infinite

6.5.15 DHCP A X — ¥ v 7 D EHF T~

[EFH]

show ip dhcp snooping statistics
[AJ1E— K]
FEHEHE EXEC £ — N, ke EXEC £— R
(R

DHCP A X —t 7 O aHE MR A R~ T 5,

A H—=T7x2—RAT LT, %5 L2 DHCP "7 v b EFES 72 DHCP X7 v SO EERRT D,
[/—}]

DHCP /X7 v b 5 L— MIBROEEIC L > TSN X7 v MIH T > b SR,
Bl

DHCP A X —t > 7 OffisHER & FRT 5,

SWR2311P>show ip dhcp snooping statistics
DHCP Snooping Statistics:

VLAN Interface IN-Packets IN-Discards

1 portl.l 200 100
1 portl.2 300 0
1 portl.5 0 0
2 portl.3 0 0
2 portl.4 0 0
2 sal 50 2

6516 XA VT 4V TTFT—BZRXR—=2D7 V)T

&
clear ip dhcp snooping binding
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[AJ1E— F]
¥5HE EXEC £— K
[
NAYT AT T=IN=2 %7 VT T 5,
B!
NRAT AU TT—=ER=R %7 VT T 5,
SWR2311P#clear ip dhcp snooping binding

6.5.17 DHCP A X— b 7O EHEBDO 7 V7

[EX]
clear ip dhcp snooping statistics
[ASIE— K]
FHE EXEC £— R
B
DHCP A X — v > 7 OfattEhz 7 V7T %,
[BREBH]
DHCP A X — b 7 OfiattEma 27 V7T 5,
SWR2311Pf#clear ip dhcp snooping statistics
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=

Layer 3 $%5E

711Pv4 7 KL A EH

71.11Pvd 7 RL ZADHRE

EEN
ip address ip_address/mask [secondary] [label textline]

ip address ip_address netmask [secondary] [label fextline]
no ip address ip _address/mask [secondary]

no ip address ip_address netmask [secondary]

no ip address

[F—TU—F]
label D IPVAT RV ATV ERIET D
secondary D BAE =T RL AL LTRETD
[R5 A — 5]
ip_address : AB.CD
IPvd 7 RL A
mask o <1-31>
v A7y MK
netmask : AB.CD
IPv4 7 RLAEAD R v h~2 7
textline D TUL (64 SCTLAN)
[WIHIRRE]
L
[ASTE—F]
AU H—T2—AE— R
[

VLAN A/ ' Z—T7 2 —AIZX LTCIPVE 7T RL A E Xy AT ZRIET D,

IPvd 7 RL AT 1 OO VLAN A > ¥ —T x2—R |2, 534 <V —T KL REZ1fHlé, B F)—T KL 2% 44
FTRETE D,

VAT LR TE ET%@E%T%VXiWk8@iTT%é
THF) =T RLAZRETDHEDIZIE, HONTDT T4~ =T RLAZRETHVLENRD D,

m%ﬁf%ﬁbkﬁaivﬁﬁbk@ﬂ?FVﬂ%m%féoWM7FVX%? ELRDST-HEIT. 2TO IPv4
7 KL 2 &EHIRT 5,

TH A =T RLAZRELTWDHIREET, 7IA4~V—7 RLZAZHIBRTDHZ LITTER,
FULEFRE LT84 1%. show interface =~ > R T [IPv4 address| HIICE RIS,

[/ —H]

WEDOA B —T 2 —ACE— Ty hOIPVAT RLAZEID Y THZ LITTEXR,

(B EHI]

VLAN#1 12 IPv4 7 RL- 2 & LT 192.168.1.100 Z X ET 5,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ip address 192.168.1.100/24
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7.1.21Pv4 7 RV A DFKR

[

show ip interface [interface] brief
[/$F A —&—]
interface : VLAN A V' F—7 = — A4
[AS1E— F]
FFeHE EXEC E— N, %4 EXEC E— N
B
A H =T 2—RED IPv4 7 R A &EKIRT D,
FRNEITLTO LB,

e IPV47 RL A

o BHUHY—T FLADOEE, IPvd 7 KL ADKIZ "(secondary)" Z I L TERT B,
+ ip address dhep =< RIZ L > TEIVIZ IPvE 7 RLADBHRE SN TWBEEHEAEIEL, IPv4d 7 KL ADREIZ "*" %

ML CTERRT 2,
 ip address dhep =~ > RARKERIT IPv4 T R L ADRFRIE SILTWRWGE (T — S 5E) 13, "searching” &
FRT D,

+ ip address =¥ RETE S TWRWIGE TS "unassigned" & FRd 5,
o WEE OIREE
« T2V TEDOIRNE
AV H—T 2 —AEEELFEEAIIEDOA VX —T7 2 —ADIEREY . W LTESHSIZIPVA T RLAZRETX L4
TOA F—T7 2= ADIFRERTT D,
[/ — 1]
FBELIA L E =T == ARIPVAT FLZZED B TONRNEDTHLILEITTT =T D,
Bt
ETHOVLANA v HA—T 2—ADIPv4d 7 KL A B R RT 5,
SWR2311P>show ip interface brief

Interface IP-Address Admin-Status Link-Status
vlanl 192.168.1.100/24
192.168.101.100/24 (secondary) up up
vlan?2 192.168.2.100/24 up down
vlan3 unassigned up down

713DHCP 7 54 7 MZ X AEH IPvd 7 RL ADRE
BN

ip address dhep [hostname hostname)

no ip address
[F—U— ]
hostname : DHCP #—/"—DHKRA N ERET D
[NT A —=F—]
hostname D ARANAERLITIPVE T R L A(AB.CD)

[FIEIRRE]

7L

[AS1E— R

A H—T2—AFE— R
[RLAA]

DHCP 7 94 7 > b &AL T, DHCP v — =t 5 X7 1Pvd 7 KL A% VLAN A Z—7 = — R LT
BRET D,
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DHCP ¥ — _—%$5E T 5 &, Discover/Request A 1 — 2 HostName 47+ a > (A7 ara—K12) 400
THIENTXD,
IPv4 7 RUAZEAF LI2IRRE T noip address =~ > RAFEITT 5L L TWEIP T RLADRRKA vE—T%
DHCP #—/"—(Z3£ %,
DHCP 7 A7V EREEENTNDA Vv H—T 2 —AIZ, BH L Z V=T FLAIRETER,
no JER CHEAT LI=HAIL. DHCP 7 74 7 hOREEHIFRT 5,
[/ — 1]
DHCP #—/3—(Txf L CERT 2 U — A MIRIT 72 BRI CREE &+ 5, 72720, EBEICY — 2 Sh 5 HifHi% DHCP %
—N—DOREINMAFT D,
KAz FZEY DHCP == bT7 74V 7 —F U =A, DNS Y —/— FT7 /L b RAL B EZEAF LT
%A TH. ip route, dns-client name-server, dns-client domain-name =~ > KO EDIT ) BEFL I D,

ARa<r RERELTH DHCP — 3=/ 5 IPv4 7 R U ABREETE 72054, Auto IP FEREDN T 2)72 VLAN A >
B —T 2 —AZRY  IPv4d ) 7 a0 —H T R L A(169.254.xxx.xxx/16)75 HEIRIZEI D B CTHR 5,

[ EH]
VLAN #1100 \Z DHCP 7 A4 7> MZ X > TIPv4 7 L A&t 595,

SWR2311P (config) #interface vlanl00
SWR2311P (config-if) #ip address dhcp

714 DHCP 27 A4 T F DIREBDORTR
E&

show dhcp lease
[AFIE—F]
FERFHE EXEC =— R, %M EXEC ©— K

[FLEA)
DHCP 7 74 7> FOWREEZRRTH, UTOHEBRERIND,
e« DHCPZ A7V FELTHMELTWVWAA X —T =2 — R
« BB THNTZIPVE T KA
. U—ZHIR
o U —RIERFRHIR
o U —ZAFHIUSHIR
¢ DHCP #—1—%
« DHCP A7 a & L CHALFBR
T N 4
© FIFNI— T A
o U — IR
+ DNS #—s3—
« DHCP #—/3—1D
e KAAUA
[/— 1]

(B EH]
DHCP 7 74 7 v FOIRBER TR T 5,

SWR2311P>show dhcp lease
Interface vlanl

IP Address: 192.168.100.2
Expires: 2018/01/01 00:00:00
Renew: 2018/01/01 00:00:00
Rebind: 2018/01/01 00:00:00
Server:
Options:
subnet-mask 255.255.255.0
default-gateway 192.168.100.1
dhcp-lease-time 259200

domain-name-servers 192.168.100.1
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dhcp-server-identifier 192.168.100.1
domain-name example.com
7.1.5 Auto IP BEEDFRE
[ER]
auto-ip switch
no auto-ip
[T A—F—]
switch © Auto IP HEREDEIE
RUEME id
enable Auto IP HEEEZ A NZT D
disable Auto IP #EEEZ EZNIZ T 5
[FIEIERE]
auto-ip disable
[AJIE— F]
AL H =T z2—AF—F
[RiAA]

VLAN A > % —7 = —Z |25 LT, IPv4 U v 7 m—H L7 R L A(169.254 xxx.xxx/16) % H #1453 % Auto IP #EHE

AT B,

Auto IP ¥§HEIZ., ip address dhep =2~ > RZFRERIZ, DHCP % — 3=/ 5 IPv4 7 R L ADRRSG TE WA IZO A

PRRET D,

Auto IP #HEIZ. 1 DO VLAN A > X — T = — AZDOHBEMNITHZLNTE S,

no FECHEAT LGS I3WIHIR EICRE T,
[/ —H]

IPvd YV 7 a—R)L7 RLUADPRIE L72%IC DHCP — =5 IPvd 7 RLADREE CTE-HE IPvE U v 7 o—

HIVT RUAZMFEL T, DHCP V—_XR—0 0B L2 IPvd 7 RL A& T 5,

[RXEHI]
VLAN #2 @ Auto IP ¥ERE & 2023 5,

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #auto-ip enable

7.2 TPv4 & B 4

7.2.1 IPv4 FORR B ER &

[#EX]
ip route ip _address/mask gateway [number]
ip route ip_address/mask null [number|
ip route ip_address netmask gateway [number]
ip route ip _address netmask null [number|
no ip route ip_address/mask [gateway [number]]
no ip route ip_address/mask [null [number]|
no ip route ip_address netmask [gateway [number]]
no ip route ip_address netmask [null [number]|

[F—TU— ]

null DNy NEBEETIRET S
[/3T A —HF—]

ip_address : AB.CD
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IPv4 7 RL- X
TI7ANNT = U A ZARET H L 130000 £ 55
mask ¢ <1-31>
~YAZEy MK
TIANDT= U2 A ZHRETDHLEEIT0LTD
netmask : AB.CD
7 RLABROR Yy b~
T AN DT U A BZHRET D L 130000 £T5

gateway : AB.CD
TF—h7=ADIPv4 T RKLA
number o <1-255>

EELEREE (RRESERIREFOBERE) ERLIESE 0D
AN ST EESEED &,

[FIEIER E]

L

[ASE—F]

Ja—x\)aryz 4L —ya T — R

[FRHA]

IPv4 OFFRJRRIE 2B 5,

no JEXCTHEITL72GEIE,. BE LIRELZHIRT 5,

[EXEH]

FTITFINVITF— T A% 192.168.1.1 £ T 5,

SWR2311P (config) #ip route 0.0.0.0/0 192.168.1.1

BV D3 172.16.0.0/16 DIFED S — N7 = A & 192.1682.1 L35,
SWR2311P(config) #ip route 172.16.0.0 255.255.0.0 192.168.2.1

7.2.2 IPv4 ERIER DFIR
[EFX]
show ip route [ip_address[/mask]]
[73F A —4F—]
ip_address : AB.CD
IPvd 7 R LA
mask 1 <0-32>

v A7y ML (B LTESE : 32)

[AF1E— ]
FERFME EXEC £ — K, F5fE EXEC E— K
[

IPv4 #53%3 (FIB: Forwarding Information Base) % /9 %,

IPv4 7 R L A ZEM L2581, FIB ONELE T X TERRT D,

IPv4 7 RLVRAETIFRy NU—2 7 FURZIEE LG E, SiENEND & —ET DT MY —OF Mg # %
KT D,

[BREH]

IPv4 IR AT X THRRT D,

SWR2311P>show ip route
Codes: C - connected, S - static
* - candidate default
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Gateway of last resort is 192.168.100.1 to network 0.0.0.0

§* 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl

S 172.16.0.0/16 [1/0] via 192.168.200.240, vlanl0O

S 192.168.1.1/32 [1/0] is directly connected, vlanl00
C 192.168.100.0/24 is directly connected, vlanl

C 192.168.200.0/24 is directly connected, vlanlO00

192.168.100.10 s CD /X7y FakED & XIHEH I N LHREEFRTRT D,

SWR2311P>show ip route 192.168.100.10

Routing entry for 192.168.100.0/24
Known via "connected", distance 0, metric 0, best
* i1s directly connected, vlanl

7.2.3 IPv4 R R DR
[E=
show ip route database
[AJ1E— F]
FFekE EXEC & — N, %74 EXEC E— N
[RLEA]
IPv4 #2# 3 (RIB: Routing Information Base) %7/~ %,
[BEH]
IPv4 R KR 2 R T D,
SWR2311P>show ip route database
Codes: C - connected, S - static
> - selected route, * - FIB route
S *> 0.0.0.0/0 [1/0] via 192.168.100.1, wvlanl
S *> 172.16.0.0/16 [1/0] via 192.168.200.240, v1lanl00
S *> 192.168.1.1/32 [1/0] is directly connected, v1anl00
C *> 192.168.100.0/24 is directly connected, vlanl
© *> 192.168.200.0/24 is directly connected, v1anl00

Gateway of last resort is not set

7.2.4 IPVv4 BEFICBREINTVARKEZY N —DY~< U —DFER

[EX]
show ip route summary
[AJTE— K]
FEFFHE EXEC £ — N, %54 EXEC £— N
[
IPv4 %35 (RIB: Routing Information Base) (28 SN TWVAHRET N —D¥ < —%2FKRT 5,
[ERE B

IPv4 R ICEFZ SN TWDIRET S N —D~ U —%F KT D,

SWR2311P>show ip route summary
IP routing table name is Default-IP-Routing-Table (0)
IP routing table maximum-paths is 1

Route Source Networks
connected 2
static 3
Total 5
7.3 ARP

7.3.1 ARP T —7 VDR

&N

show arp
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[AF1E—F]

FEFFME EXEC £ — N, b EXEC E— K
[FEA]

ARP ¥ v v a2 RR-T 5,

[BREH]

ARP ¥ v v ¥ 2 2RI T D,

SWR2311P>show arp

IP Address MAC Address Interface Type
192.168.100.10 00a0.de00.0000 vlanl dynamic
192.168.100.100 00a0.de00.0001 vlanl static

7.3.2 ARP T — 7 )V DiHE
(&R

clear arp-cache
[ASIE—F]
F#E EXEC £— K
[BLAA]
ARP X v v a2 VT ¥ 5,
[BREH]
ARP X ¥ v a7 U7 T 5,
SWR2311P#clear arp-cache

733 BB ARP = Y —DORE
[EX]

arp ip_address mac_address interface

no arp ip_address

[/NT A —=HF—]
ip_address : AB.CD
IP7 FLA
mac_address :  HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA =T = A A4
(AR RE]
L
[AS1E— ]
su—s\ar7 47 b—varE—R
[@ ]

By 7 —7 ARP = b U —&2{ERET 5,
no B TEITLIZEEIE, BE L= MY —%HIRT 5,

[ E B
portl. 1 [ZEERE S AL72 IP 7 R LA 192.168.100.100, MAC 7 K LA 00a0.de00.0000 D ##) ARP =2 K U — & Epkd
Do
SWR2311P (config) #arp 192.168.100.100 00a0.de00.0000 portl.l
734 ARP ¥ A LT 7 hDFE

[EFX

arp-ageing-timeout time
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no arp-ageing-timeout [time]
[7NT A—=F—]
time : <1-3000>
ARP = b U —{RFrIFH] (7))
(AR E]
arp-ageing-timeout 300
[AS1E—F]
AP =T 2 —AF— K
B
K VLAN A 2 —7 = — A2 5 ARP = b U —{RFFH 2 L 95, Z ORFRINICZIE S 72> 72 ARP
= M) —FHIBRS LD,
no A THAT L7 HEId, ARP = U —Ifi] % 300 FHI2 T 2,
[BXRE )

VLAN #1 ® ARP =2 [ U —{RFFRERT % 10 2 ICEET 5,

SWR2311P(config) #interface vlanl
SWR2311P (config) #arp-aging-timeout 600

735ARP #A LT 7 hEED ARP UV 7 = X FEEFRDORTE
&R

arp-ageing-timeout request mode

no arp-ageing-timeout request

[/XT A —=HF—]
mode : ARP U 7 =R hiXE =
RIEE B
micast ARP % A L7 7 FRFIZIAET S ARP U 7 =
A E=Fy A P CRIET S
broadcast ARP % A L7 7 MRFIZIA(ET % ARP U 7 =
ARNETR—R¥x A NCTEETD
(AR E]
arp-ageing-timeout request unicast
[AF1E— F]
A H—T 2 —AF— R
[@iA]
G VLAN A > Z—7 = — Z 2BV T ARP =2 b U —OLRFFIFRHI NN T L7z & SICEFET %5 ARP U 7 =X h D)5
KERET 5,
no JZ: N TIAT L2 B IIAIHIRE IR T,
[FE B
VLAN #1 @ ARP = | U —DOLRFFFFEAN T L2 & SICEETDHARP Y /T A R &7 m— F¥y A P TEET
Do

SWR2311P(config) #interface vlanl
SWR2311P (config) #arp-aging-timeout request broadcast

7.4 IPv4 BxiEH4

7.4.1 IPv4 BE3%5ERE
[

ip forwarding switch
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no ip forwarding [switch]

[/XT A —=F—]
switch © IPv4 N7y DERERRE
RIEE B
enable IPv4 /X7 S DEREEZFNCT D
disable IPv4 /377 b ORRk & BT %
(AR E
ip forwarding disable
[AF1E— ]
rua—Narsr 4 S —va E— R
[

IPv4 /37y b ORREZF RN E T IT DT 5,
no JE A THEAT LGB BHIHIBE ISR T,

7.4.2 IPv4 ERIEER B DFEIR
BN
show ip forwarding
[ASTE— R
JERFHE EXEC & — R, %5 EXEC £— F
B
IPv4 /X7 N DERRERTE & RonT 5,
[BXEH]

IPv4 /37y S DRRIERE A R T D,
SWR2311P>show ip forwarding
IP forwarding is on

7.43 MTU ORE
[EX]

mtu mtu

no mtu
[/XF A—&—]
mitu . <68-9216>

EAEFRER IR X A X

[ E]
mtu 1500
[AS1E—F]
A B =T z—AE—F
[FHA]
VLAN A & —7 == AN LIREFTRER N7 v b YA RO KIEMTU B) & 3% ET 5.,
AREREET 257 v b BRORRED L3 BEOLV—T 4 > 7)) T 587 v RB%I5E ) | ARG L2 fi3k
(AA v F U NTDHA =V T L—nFxgs L e B,
IPv4 ~ v % — Total Length 78 MTU [E&# 2. % /3% v R & L3EGEET 24, IP 75 7 A F SN TEESRL.

IPv6 ~~ % — @ Payload Length 78 MTUEZ B X 2 /37 v b % L3 85 556, ICMPve = 7 — 3Rk S LT3 7
v MImFEINLD,
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mru Iv 2 RCREINTA —F 7L —ARINEL YA XDONT y "I3V—T 4 T ORNRER DD, Vx
RITV—LEN—T 4 7T 5550 mu 2~y RCZEMRERA —F 7 L —AE2RBIIVLERD D,
no JETHEAT LI G I3 E IR T,
[/—}]
A< RIXLVLAN A VX —7 = — A 2D % E i HE,
MTU 1%, WIHMEZBRONTRRKTT DL TRRDEEZRETDHZ LN TE D,
ipv6 enable R E 4172 VLAN A > ¥ —7 = — ATk, MTU OF%E o] REFLPHIL <1280-9216> & 725,
MTU 73 1280 £V &/ S RE SN TS VLAN A ¥ —7 = — A 2% L Cipv6 enable 2~ RAEHRET D Z
EIXTER,
[ EH]

VLAN A V& =T = —A#1IZFTETH LANAR— K #1 &, VLAN A X —T7 =—ZA #ZHTET %5 LAN "— K #2
1 C. 10240 NA FETOTV Y A7 L—LEFAEL., MTU % 2000 /31 ~ZT 5,

SWR2311P(config) #interface portl.1-2

SWR2311P (config-if) #mru 10240

SWR2311P (config-if) #interface vlanl-2

SWR2311P (config-if) #mtu 2000

7.5 1Pv4 BREER

7.5.1 IPv4 BRIEHESR

(BRI
ping Kost [repeat count] [size datalen] [timeout timeout] [source ip _address]

[F—T— K]
repeat D FETEHEARET D
size i ICMP 77— DR S (3 M) ZRET S
timeout © SATEERST D Echo U 7 T A M &BEE LB DOINER LM 2R ET 5
source : ICMP "7y FOREILT FLAZRIET D
[/3T A—HF—]
host : ICMP Echo # %57 %5655

RA MG, E£0E, 568560 1P 7 KL A(A.B.C.D)
count DTS (B LTESA 0 S)

RUEHE B

<1-2147483647> AR L7 BIERAT S 5

continuous Ctrl+C WS SN D E TFEATZAMR Y KT

datalen 1 <36-18024>

ICMP 7 — X85 DR S(N ) (Bl L7255 56)
timeout 1 <1-65535>

INERFDREH] (B LISE 1 2)

FATEI% % continuous (2 L2 G I3 I N D
ip_address : AB.CD

IPv4 7 RL- X
[ASIE—F]
FiHE EXEC £— R
[RLBA]

ICMP Echo Z#57E L7278 A MZiEH L, ICMP Echo Reply D& % 150,
ISERHIE., FOERFRTH, a~vr ROKTRICHKEEREETT S,
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[ EHI] )
IP 7 RL & 192.168.100.254 56 CIZT — & A X 120 /SA ~, FEATHEEIL 3 [0 CHUBMIREZIT O .

SWR2311P#ping 192.168.100.254 repeat 3 size 120

PING 192.168.100.254 (192.168.100.254): 120 data bytes

128 bytes from 192.168.100.254: seg=0 ttl=255 time=8.368 ms
128 bytes from 192.168.100.254: seg=1 ttl=255 time=9.946 ms
128 bytes from 192.168.100.254: seg=2 ttl=255 time=10.069 ms

-—-192.168.100.254 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 8.368/9.461/10.069 ms

7.5.2 IPv4 PRIEEHESE
[EX]
traceroute /sost
[7$5 X —%—]
host TR A WERB 9 D 5u 5k
RA ML, F720F, 580 IPvd 7 KL A(A.B.C.D)
[AFTE— F]
¥¢iE EXEC £— F
B
FRE LA A M E TORKBIFREERT D,
[ EH]

192.168.100.1 F TORMIEREIT S .

SWR2311P#traceroute 192.168.100.1

traceroute to 192.168.100.1 (192.168.100.1), 30 hops max

1 192.168.10.1 (192.168.10.1) 0.563 ms 0.412 ms 0.428 ms

2 192.168.20.1 (192.168.20.1) 0.561 ms 0.485 ms 0.476 ms

3 192.168.30.1 (192.168.30.1) 0.864 ms 0.693 ms 21.104 ms

4 192.168.40.1 (192.168.40.1) 0.751 ms 0.783 ms 0.673 ms

5 192.168.50.1 (192.168.50.1) 7.689 ms 7.527 ms 7.168 ms

6 192.168.100.1 (192.168.100.1) 33.948 ms 10.413 ms 7.681 ms

7.6 IPv6 7 N L 2 EH

7.6.1 IPv6 DFTE
[EX]

ipv6 switch

no ipvé
3T A—5—]
switch : IPv6 DENE
REE B
enable IPv6 Z HZNT %
disable IPv6 Z HZHIZ 5
[WIHIRRE]
ipv6 disable
[AS1E— K]
A H =T x2—RAE—F
[FHA

VLAN A X —7 = —RIZKLTIPv6 AN L Y 7 a—h T RL A HERRET D,
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IPV6 3R 8 HE THO VLAN A VX4 —T = — A THMITHZ LMW TE D,
IPv6 Z N L7556, BT HR%0E & [FIRFICHIBR S 115,
no TR TEAT LA IR EICR 5,
[/—}]
HEERE Sz > 7 m—4)L7 KL AL, show ipv6 interface brief =~ > R CHER T 5,
[ EH]
VLAN #1 @ IPv6 ZH4h2T 5

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 enable

7.6.2 IPv6 7 K L A DFRE

[ER
ipv6 address ipv6_address/prefix_len

no ipv6 address ipv6_address/prefix_len
no ipv6 address

[73F A —F—]
ipv6_address DX XXX

IPv6 7 R LA
prefix_len : <0-127>

IPv6 L7 4 v A
[AJIE— ]
A HF—Tz—AEF—FR
B

VLAN A U # =T 2 —RAZX LTIPV6 7 RLA LT VT 4w 7 ZARERET D,
IPv6 7 KL 1% ipv6 enable =~ > RARESN TS VLAN A V¥ — 7 = — A CRETH LN TE 5,
K=< RiL, ipv6 address autoconfig, ipv6 address dhep, ipv6 addresspd =~ > R EfFHTX 5,

IPv6 7 RLAX 12D VLAN A ¥ —7 = — AT, 7 u—sL7 KU ARA EE. DHCPv6 7 7 A 7 > . DHCPvé6-
PD ZfH L7=IPv6 7 KL AD§ E’%aiﬁ)%ﬂ@if& Vo7nma—ANT RLA% I HRETE 5,

VAT LARRTRETE D IPv6 7 L RITHEKRSEETTHL(HBIZHI D Y Tond Y 7 e—L7 KL A
ZFR<),

no JEATEIT LG AL FEELIZIPV6 7 R L AZHIBRT 5, IPv6 7 R LU AZRIE L 1o Bid, 2T O IPve
7 KL A(RA %E., DHCPV6 2747~ k., DHCPv6-PD Z i L72 IPv6 7 N L X DF E%af{r)%ﬁl brd %,

[/ —}]
BHDOA L 2 —T 2 —AZF—H T2y FOIPV6 7 RLZAZE Y Y THZ LITTER,
(B EH]

VLAN#1 [ZIPv6 7 R LA & LT 2001:db8:1::2 3 ET 5.,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #ipv6 address 2001:db8:1::2/64

7.6.31Pv6 7 KL A D RA &RIE
[EFX]

ipv6 address autoconfig [stateless]

no ipvé address autoconfig
[F—U— k]
stateless : A7— bk LA DHCPv6 ZEESH D
[WIEARRE]
mL
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[AJ1E— F]
LB =T 2= RE— ]
[FiAA]

RA ZH LT, VLAN A v Z—7 =—R|ZIPv6 7 L AZHRET %,

RA [T ipv6 enable =~ > RERE SN TWD VLAN A U H —T7 = — R ZRETH I ENTE B,

Az~ RiL, ipv6 address, ipv6 addresspd =~ REGHHTE 5,

ipv6 address dhep, dhepvé-server (DHCPv6 — S =3t ET LD A) 2~ 2 RN TIZERE I TV D VLAN A >
H—T 2 — AIRETE 720,

Ko< REFNT L=, Router Lifetime N AZ)72 RA 2ZE LT85 A. RAZEE LIHEEROT RLAN, 57
LAl NV G AEI=Y) | F=F IS

F7-. Router Lifetime 230 ® RA Z2ELT-HBEIT. T 74NV M —F 7oA 25 RA ZRELIEEOT L AN
HIFRE N D,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > N3 G%E SN TV DAL, RAIZHESS T 740 o7 — |
v = A OBINIITOILIR,

stateless 5 7& L72%;4& . DHCPv6 @ Inoformation-request % 155 L C. DHCPv6 A7 — k L A&— R TCTEIfET 5,
stateless Z+57E L7284 (X, ipv6 dhep client pd =~ > R TIZEHE SN TV D VLAN A > ¥ —7 = — R TITFHE
TERY,

1 2®D VLAN A ¥ —7 =— A2, DHCPv6 A7 — h L AT 1 DFEITRETZ 5,

stateless ZF5E L7zAR T~ R KT8 D VLAN £ ¥ — 7 = —RAIRETX D,

ipv6 address autoconfig stateless =~ > R & 57 L 7-1%. ipv6 address autoconfig =~ > K C_LEX L7244 DHCPv6
AT — b L AE— FNIFLT 5,

no A THEIT L72HEIE. RA OREXHIRT 2,

[/ — P}

ZIELIZRAD O T T ITNA L ThHHNAT Th DMK stateless 259 % &, DHCPv6 D AT — L' X
IERADCTR D,

A7 — b L ABERE, DHCPv6 ¥ —/3—|Z%f LT, TOPTION_DNS_SERVERS| (4#7'v a3 v a—R23)L,
[OPTION_DOMAIN_LIST] (A7 v 3> a— K 24) 2R T 5,

DHCPv6 H— =8O AT a P> TETE &, DNS —_—(I 34, FAA U A MI6MHFETHE
TE 5,

AT — F L ZAEERFOELRIZ K - THAG L7 DNS —/3—_ R AA U A M, show ipv6 dhep interface =~ >
THERTE D,
BRLIERAAL YA PD RAL CADORREIZ ) Bpngaid, T BMyEshd,

ARz~ FIZX Y DHCPv6 — 3=/ 5 DNS H—/3— R KA A U A & Hf5F L7284 T, dns-client name-
server. dns-client domain-list =~ > ROHFREDIT I DELEEINSD,

VAT DMIBREESNT DNS —_"—_ KA AU Z ~Z., show dns-client =~ R TR Tx 5,
[B%EH1)
VLAN#1 12, RAZMHH L TIPV6 7 RL AR ET 5,

SWR2311P (config) #interface vlanl
SWR2311P (config-if) #ipv6 address autoconfig

7.64DHCPvV6 7 5 A T > MZ X B2EH IPv6 7 KL ADRTE

[EFX]
ipv6 address dhcp
no ipv6 address dhcp

(AR 2
mL

[AS1E— K]
A HF—T 2 —AF— R
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[FEHA]

DHCPv6 7 7 A 7 & LT, DHCPv6 H— N—/n bt 5-SL72 IPv6 7 R L A% VLAN A ¥ — 7 = — ATxf
THET D,

ARza< 2 RiL, ipv6enable 2~ RN E I TS VLAN A V¥ —7 = —R|THETE D,

1 OO VLAN A > X —7 = — R, Rawy R 1 SFITRETX 5,

ARz~ FiL, ipv6 address, ipv6 address pd =~ > K& Tx %,

ARa<r R, KTS8O VLAN A X —T7 = —AIRETE D,

ipv6 dhcp client pd, ipv6 address autoconfig, dhcpvé-server(DHCPv6 h—/N—XFEET /L DRH) 2~ 2 R T TITEE

EEINTWD VLAN A X —7 = — A TIERE TE 720,

IPv6 7 K L A Z BfS L 72 JREE C no ipv6 address dhep =~ > RZFITT 5 L, BfHF L T2 IPV6 7 K L A DR A
v —% DHCPv6 — "—(Zk D,

no A CTIAT L 745 iDmmm7747/b® X EXHIRT 5,

ipv6 =~ N7 disable IZRE SN2 HE, Aa~vr RHHIBRSND,

[/ —h]

AKa<w s RTIPv6 7 RLAZABRET DG, TV 74 v 7 ARIE 1128) L725,

ZELIZRADM 77 7 INA L ThHNA 7 ThLHMCERRL, Ravwy REET H L, DHCPv6 D AT — |
ZIVEIE(IA NA)NENZ 725,

DHCPv6 7 7 A 7 > &, DHCPv6 ¥ — 3—{Z%f L C, TOPTION DNS SERVERS| (47 =¥ a— R23)&,
TOPTION_DOMAIN LIST| (A7 3 v a— K 24) 28K 5,

DHCPv6 H— =IO A T a B> TE7ZE &, DNS = _—I 34, RAA U A MI6MHFE T
T& 5,

DHCPv6 7 7 A 7 h DFERIZ I > THfG L7z DNS #— 38— KA A U X &L, show ipv6 dhep interface =~ >~
R THERTE D,
BAFLIERAAL DR RD RAL AOREBIZ ) Bngaid, [ BMIhasnsd,

ARa<r RiZXE Y DHCPv6 H— 3—225 DNS h—N— KB RN A A U X FE2EE L7356 TH, dns-client name-
server. dns-client domain-list =~ > KOREDITE I MBI D,

VAT MTERIE ST DNS = —_ KA A U A M, show dns-client =~ R THEGRTE 5,
Ka<wr REHAZT L%, Router Lifetime %72 RA 2ZE LI-8E. RAZEELEEEDT RLAR, T7
FN =T oA ITEBNES 5,

F7-. Router Lifetime 250 ® RA Z=ZE LTS3, T 74N T — 1" T4 06 RA ZEELEEEOT FLAn
HIEEN 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 FHE SN TV DAL, RAIZESIS T 74V 7 — b
U = A OBINIATOIIRN,

[BREBH]

VLAN #100 {Z DHCPv6 27 74 7 ML 5> TIPV6 7 R L A&l 57 %,

SWR2311P (config) #interface v1anl00
SWR2311P (config-if) #ipv6o address dhcp

7.6.5 DHCPv6-PD Z{Eff L7~ IPV6 7 KL R DR E

[EX]
ipv6 address pd pd prefixname pd_ipv6_address/prefix_len

no ipvé address pd pd_prefixname pd_ipv6_address/prefix_len
PS5 A—g—
pd_prefixname : DHCPv6-PD 77 7 A 7> bk (ipv6 dhep clientpd 2> R) TRE LT VT 0 v 7 A4
PREHT. Ry M) A T2 T o F—3—() (32 LFLIN)
pd_ipv6_address . X:X:X:X
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DHCPv6-PD 7 5 A4 7> FTHEAE LT L7 4 v 7 ZZh &S5 IPv6 7 R L&
DHCPv6-PD 7 7 A4 7> R CHAF L= L7 4 v 7 AWK LT, TOL(BRD) OE AR ET

)
DHCPv6-PD 7 A4 7> N CHEUG L7 V7 4 v 7 ATk LT, 10) ZHET D080
»H5H

prefix_len 1 <0-127>

IPv6 L7 4 v AR

[WIHIRRE]

7L

[AJTE— F]

A B =T 2 —AFE— N

B

VLAN A v Z =7 == A LTIPV6 7 RL AL T LT 4 v 7 AREHRET Do

IPv6 7 K L A (X ipv6 enable 7~ > RAHE SN TWND VLAN A VX —T7 = —RA|ZRETHIENTX D,
DHCPV6-PD 7 74 7 > MEREIC L > THB L7 L7 4 v 7 AZHESEIPv6 7 R AER AR T 5,
R ENTZIPv6 7 R L AL, show ipv6 interface =~ > N CHE T 5,

Az< > RiL, ipv6 address, ipv6 address autoconfig, ipv6 address dhep =~ > FEJFHTE 5,

IPv6 7 KL A1 DD VLAN A V' H—7 = — A2, 7 a—sLT KL ARARE, DHCPV6 7 74 7 > b &&te)
ZSEETE, Vo —nT FLAZ LEERETE D,

VAT AR THRETEDLIPv6 7 RLAIHRAKSHETTHHA(HEMICEH VY ToNDY 7 e—HLT KL A

ZFR<),
no IR TEIT LI AIX. FEELZIPV6 7 R L 2 ZHIRT 5,
[/ —}]

DHCPv6-PD 7 74 7> MERET, L7 4 v 7 AFEREIBIFTE TORWEAIL, IPv6 7 F LA TAER I,
U7 4w 7 AERE TALT FLAOMAGOENRELL RWGER, A VX —7 2 — AT 7 Ry hBEHL
A b, IPve 7 R L R TAR S ueuy,

Bl

VLAN #100 © DHCPV6-PD 7 7 A 7> MZ X > TIPV6 TV 7 v 7 AR BT 5,

BffsL7=71v 7 v 27 A4 [PD_VLAN100/ %M\ "C, VLAN#200 (2, IPv6 7 KL AZFHET 5,

Z ZTiE, TPD_VLANI100] (2T, [2001:db8:1:aaf0::/60] % Huf5F L7z L RET 5,

PR OF%E T VLAN #200 (2., 12001:db8:1:aaf2::1/64] BNREIN B,

SWR2311P (config) #interface v1anl00

SWR2311P (config-if) #ipv6 dhcp client pd PD VLAN100

SWR2311P (config) #interface v1an200

SWR2311P (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

7.6.6 DHCPvV6-PD 7 5 A4 7 v N DHRTE

&3]
ipv6 dhcp client pd prefixname

no ipv6 dhcp client pd

[R5 A—&—]
prefixname D BB TONLET VT oy 7 RIS D NERY 2244 il
EATHT. Ry RO A T V() T H—3—() (32 ILFLAW)
[WIEIRRE]
L
[AFTE—F]

A H =T 2 —AF— R
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B

KGA o H—7 = —ATDHCPV6-PD 7 747 o MERZEIL L. TV 7 4 v 7 ZADFN Y TEERTH LD ITEK

}H:E’—é‘éo

ARza< 2 RiL, ipv6enable 2~ RN E I TS VLAN A V¥ —7 = —R|THRETE D,

Ka< RO prefixname THRG L7V 7 4 v 7 AE, LT THEHTE %,

« ipv6addresspd =~ NIZC, BGLEZT VL7 4 v 7 A&MHALT, IPv6 7 RLAZRET 5,

« DHCPv6 E— K® range 2~ > RIZ T, G L=V 7 ¢ v 7 A% L C, DHCPv6 H— N—TENIZE] D Y
T2 IPv6 7 R L ADHEIFAZRET D, (DHCPV6 — X=X E T /LD Ir)

« DHCPv6 &— RO prefix-delegation =~ > NIZT, BfF L7277 4 v 7 A& LT, DHCPv6 #—/3—T7
L7 4y 7 ZAOFEIN U TERET D, (DHCPV6 ¥ —/S—3 G E T /L D)

1 OO VLAN £ v F—T = —RA |2, Kavwy RiE 1 SFFHETX 5,

Aa<wy RIFHEKT8DVLAN £ U H—T = — A ZHETE D,

ipv6 address dhcp. ipv6 address autoconfig stateless, dhcpv6-server(DHCPv6 H— N —X%fIGE T /L DFA) a2~ RHRT

TICHE SN TV D VLAN A V¥ — 7 = — A ERETE 20,

IPv6 7'V 7 ¢ v 7 A% MG L7 JRBE T no ipv6 dhep clientpd =~ > FZ2EITT 5L, L TWeT L7 4 v 7 A

DOfffE A > — % DHCPv6 Y—/3—|Zk D,

no IR TIFEAT L 728413 DHCPV6-PD 7 7 A 7 > b ORRIEZHIFRT 5,

ipv6 =~ > K23 disable [ZEXE SN2 ;G ARa~r Fhilbfrsi s,

[/—}]

ZIELIERADOM 7T VB A L ThHHINE T ThOINICEFRR Ra~vr RERET 5 &, DHCPv6-PD D AT —

k7 VEIMEIA PDYRHNC /2D,

DHCPv6-PD 77 A 7 > ~ &, DHCPv6 #— 3—{Zxt L C, TOPTION DNS SERVERS| (7' 32— K23)&,

TOPTION DOMAIN LIST| (A 7'v 3> a— K 24) #F:RT 5,

DHCPv6 r— S—= OO AT a V3R> TE 2L & DNS —_"— X3, RAA U A NI 6 {hE TG

-(“% 60

DHCPv6-PD 77 74 7 > R CTHUfS L7 DNS #—/3—_ KA A U & X, DHCPv6 E— R dns-server, domain-
name 2~ FTHIMF 25 Z LR TE %, (DHCPV6 H— N—3XHIGE T /LD )

DHCPV6-PD 7 7 A 7 F DERIZ X > THAF L7 DNS —/3—_ KA A U X ML, show ipv6 dhep interface =
~ . R THERTE 5,

BELIERAAL VA ND RAL AOKRRBIZ [ BR0WEEIE. [ MY EIn5,

A~ RIZE Y DHCPv6-PD #—/3—713 5 DNS r— 33— R R A A U 2 M2 G L7256 CH, dns-client
name-server. dns-client domain-list =~ > FOERTEDIE ) NMELIN D,

VAT DMMIERE I ITZ DNS =3 —_ KA A U X KL, show dns-client =~ N CHER T 5,

Ko< REANT L7-#%. Router Lifetime 234572 RA 225 LT=HA. RA ZEE LIEHEEMOT FLAN, 7
AN =N = AIZBINEN5,

F7-. Router Lifetime 7 0 ® RA #ZE L=/ . T 74V P —bFU oA 06 RA 2355 L72EEROT KL AN
HIRE 5,

7272 L. ipv6 nd accept-ra-default-routes disable =~ > K3 E I TV DAL, RAIZE SIS T 74V 7 — b
T = A OBINT TR,

[BREH]

VLAN #100 C DHCPv6-PD 7 7 A4 7 MZ L > TIPV6 7'V 7 4 v 7 A& BHT 5,

Bfs L7717 4 v 27 A4 [PD VLAN100) %M\ "C, VLAN#200 (2, IPv6 7 KL AZFHET 5,

Z ZTiE, TPD_VLANI100] (2T, [2001:db8:1:2af0::/60] % Hif5 L7z L RET D,

PUF D% E T VLAN #200 12, [2001:db8:1:aaf2::1/64 | 23FEE S5,

SWR2311P (config) #interface v1anl00

SWR2311P (config-if) #ipv6 dhcp client pd PD VLAN100

SWR2311P (config) #interface v1an200

SWR2311P (config-if) #ipv6 address pd PD VLAN100 ::2:0:0:0:1/64

76 7TRAICE DT 74/ b7 — b U A DBHBNVBREKRE
BV

ipv6 nd accept-ra-default-routes switch
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no ipvé nd accept-ra-default-routes

87 =5 —]
switch : RAICKDT 74V M7 — U = A BEVRERRE
BRIEME il
enable RAICE DT 74N b7 — U =A BB
REEADCT B
disable RAIZE DT 740V b7 — U = A BB
RIE & WS D
(AR RE]
ipv6 nd accept-ra-default-routes enable
[AJ1E— F]
A H =T 2 —AF— R
[@iA]

KBDA 2B —T 2= ATZIE LI —H — S RA) DA T FLRIZH LS, IPV6 DF 74V b7 — h o= A
D HEVEEROF RN/ AR ET D,

ARza< 2 R, ipv6enable =2~ RRRE I TS VLAN A V¥ —7 = —R|IHRETE D,

no JEA THFAT L7568 13 E Z A1 HIE L )j:'tTo

ipv6 =~ > K73 disable [ZRXE S NT2HE, Ka~vr RuHllRESN D,

[/—}]

ipv6 address dhep. ipv6 dhep client pd, ipv6 address autoconfig =~ > RFZERFRA %5 L7 &2, Aa~<v R
DOBENEA S5,

INb0avwy RRREINTWRWESIE, Aa~vry RBREICERESN TN TH, 774V P —h7 A D

EEDESoIEC R ey aWAIAN

[ EH]

VLAN #100 TRAIZX DT 7 #4/V M7 — b U =4 HEVRERE 2 BN T 5,

SWR2311P (config) #interface v1lanl00
SWR2311P(config-if) #ipv6 nd accept-ra-default-routes disable

7.6.8 IPv6 7 N L A DFEIR

EEv
show ipv6 interface [interface] brief

[/XT A —F—]

interface : VLAN A V' # — T = — R4,
TR T HA A —T =2 —R&

[AJ1E— F]

FFeHE EXEC & — N, %74 EXEC E— N

[RLBA]

=T 2 —ABDIPV6 T KL A& FERT D,
e IPVv6 7 KL R
 ipv6 address dhcp =~ > RIZ L > TEIIIZ IPv6 7 R L AMERIE ZINTWAH AL, IPv6 7 K L ADR{IZ "*"

EANL CERT 5,

* ipv6 address dhep =~ > RZFLERIC IPV6 7 R L ADRFRE SV TW WA (P — ¥ H1%)1d, "searching"
LFRIRT D,

* ipv6 address pd =~ > KT pd_prefixname % H\NTEE L7127 KL ADOHEIX, IPv6 7 KL ADHGIZ "*" % fF
MLUTHRRT D,

o IPv6 7 RUANEE SN TWVARWIGE TS "unassigned” & 725,
o WEEOWRRE
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o T—HXU LI EORKE
B =T 2 REAEE LT O Z DA v 4 —T = — ADWH A . B LI A1 V6 7 L ASRE S
TOA L H—T 2 —ADIEREFTRT 5,
[/—}]
WBELIEA YV E—Tz—ANIPv6 7 RLZAZE D U THENR VWD THLILESIIZ T —IT 5,

[FE B
ETDOVLAN A VX —T =2 —ADIPV6 T KL A& ERT 5D,
SWR2311P>show ipv6 interface brief

Interface IPv6-Address Admin-Status
Link-Status
vlanl 2001:db8:1::2/64
2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up up
vlan?2 2001:db8:2::2/64
fe80::2a0:deff:fe:2/64 up
down
vlan3 unassigned up
down

7.6.9 DHCPv6 7 7 A 7 v b DIRBED RN

E&
show ipv6 dhcp interface [ifname]
ST A=
ifname © VLAN A V% —7 = — 24,
[ASTE—F]
FERPHE EXEC ©— R, F#HE EXEC £— K
[@iA]

DHCPv6 7 74 7 > b DIREEE TR T 5,

ifname HIEE Lo 126, TXTO VLAN A U ¥ —7 = — ADFERELXRT D,
[/ — D}

[ E B

TRTHOVLAN A FZ—T7 =—AD DHCPv6 7 T4 T > FOREEERZFRT 5,

SWR2311P#show ipv6 dhcp interface
Interface vlanl

Client Type : IA NA
Address : 2001:db8:1:aal0::dd2d
IAID : 0£28924a
DUID : 000100010000000000a0de000000
preferred lifetime : 604800
valid lifetime : 2592000
expires : 2023/4/19 07:25:48
Interface vlan2
Client Type : Stateless
DUID : 000100012ce737dbac44£f284efdd
DNS Server : 2001:db8:1:bb10::100
DNS Server : 2001:db8:1:bb10::200
Domain Name : example.com.

Interface v1anl00

Client Type : IA PD

Prefix name : PD _VLANI1O0O

prefix : 2001:db8:1:aaf0::/60

IAID : 0£28924a

DUID : 000100010000000000a0de000000
preferred lifetime : 604800

valid lifetime : 2592000

expires : 2023/4/19 08:08:04

DNS Server : 2001:db8:2::100
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DNS Server : 2001:db8:2::200
Domain Name : example.com.

7.6.10 DHCPv6 7 AT bD VY b

EEN!
clear ipv6 dhcp client ifname
[/NT A—F—]
ifname i VLAN A & —T = — R4
[AJ1E— F]
F#HE EXEC £— R
[RLBA]

RBDA v H—T 2 —ATEWELTCWD DHCPV6 7 7 A T > v &7 VT 45,

Ka<wr REFITTHE, [MBEDA % —7 = — A THIE L7- DHCPv6 DIE @A —ElME SN D,
ZO LT, B LTWZIPVG 7 R L ADfiEfk A v &— % DHCPv6 Y —/N—~i% %,

% D1, DHCPv6 H—/N—~DERNFEE(E 4, DHCPv6 7 74 7 NOFHEEEIT I,

DHCPv6- PD II7A4AT v bMEFERLTWEEE, ipv6addresspd 2~ KT, BEGELZ7 V7 0 v 7 ZA&FEHLTH
el ﬁbfwt4/ﬁ 71%x®7%vx%ﬁ RIES D,

DHCPv6 ‘5“—/\*—1%% 2T, DHCPv6 E— R® range 2~ N, prefix-delegation =~ > | dns-server 2~ " |
domain-name =~ > N “C BUSG L7 A A LTz & &, DHCPv6 — S —HEE & B E S5, (DHCPv6
— R HISE T LD F)

[/ =}
(B E B

VLAN #100 ® DHCPv6 7 A4 7 > v 227 VT35,
SWR2311P#clear ipv6 dhcp client vl1anl0O0

7.6.11 DHCPv6 7 7 A 7V "REFRFICZIETAND DS VT 4 v 7 ADFRE

[EFX]

ipv6 dhcp client nd-prefix prefix_len
no ipv6 dhcep client nd-prefix

[T A—=HF—]
prefix_len 1 <1-127>
ZETHNDOT VT 4 v I AR

(AR E]

L

[AF1E— K]

A F =Tz —AE—F
[

ipv6 address dhep =~ > RIZE > TIPv6 7 RLA(F L7 4 v 7 A /128) N HENERE S/ VLAN A U ¥ —T7 = — R
TIE, BEEICIPV6 7 R LRI 57 3T ND(Neighbor Discovery)/ 37~ N & %59 %,

RKa<w REFRETHEND Xy NZERICULTFTOMEEZ, RELIET VT 4 v 7 AOHFBETHIERL, Fl—&7
A FOBWAITIZFDND 7y F2ZET 5, Fl—8 27 AL FTIEHABROVESIZIE., ZOND X7y M EEET S,

* ipv6 address dhep =~ > RIZ L > CTHEERE S/ IPv6 7 K LA

« ZfELIEND T » FOXEITIPVE 7 R LA

A~ R, ipv6enable 2~ FRFREIINLTND VLAN A V¥ — 7 = —RIIHET H I ENTE D,
ARKa<wr FOXGE 7D ND 237 > R, NS(Neighbor Solicitation), NA(Neighbor Advertisement)D 4 T&H %,
no JEATHEAT LA, DHCPv6 7 7 A 7 > MRERFICZIET D ND DT V7 o v 7 A&HIERT %,
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[/—}]

ipv6 address dhep =~ > RIZE S TIPv6 7 RV A(F L7 4 w7 A28 HEEFEE S 4L/ VLAN A V' F —T = — R
TOHINET D,

[ E B
ipv6 address dhep =~ > FIZ X o TIPv6 7 R U AN HENERE S4L72 VLAN#1 T, 7 %> K /64 725D ND /37 v
NOHRZETEDH LT D,

SWR2311P (config) #interface vlanl
SWR2311P (config-if) #ipv6 dhcp client nd-prefix 64

7.7 IPv6 % Bl 4

7.7.1 IPv6 FHHIFEEE R E

[ER
ipv6 route ipv6_address/prefix_len gateway [number)
ipv6 route ipv6_address/prefix_len null [number]
no ipvé route ipv6_address/prefix_len [gateway [number]|
no ipvé route ipv6_address/prefix_len [null [number]]

[F—VU—F]
null DTy MEBEETICHIET S
[73F A—%&—]
ipv6_address D XeXeXeX
IPv6 7 R L A
T AN N = U oA ZHRET H & Z1T 1 (0:0:0:0:0:0:0:0 DERETE) &35
prefix_len o <1-127>

IPv6 'L 7 4 w7 A
TIFNMT— U= ZRETHEEIT0ETD
gateway o X XXX
F—=hJxzADIPV6 7 KL A
IPv6 U7 m—1VT FURAZIRET 2 L &1F, FHA v =T = — AL HET DHLLERH
5 (fe80::X%vlanN D)
number o <1-255>
ERREE (RO (B LIESE 1)
EAV NS VT EESEE A E,
[AJ1E— F]
rua—\)arz 4 —varE— R
[RLBA]
IPv6 DFFAIREES 21BN 5,
no I THAT LG EIE, F57E LR 2 HIBRT 5,

[/ —}]
FIHINVETF—=FU 2 OREIL. RAICEDZHRELD b, HHIRBICL IR ENRKELEIND,
(B EH]

5V SED 2001:db8:2::/64 DIGFE D — h T = A % 2001:db8:1:1 & T 5,
SWR2311P (config) #ipv6e route 2001:db8:2::/64 2001:db8:1::1
T 74V b= U = A &% VLAN #1 L0 fe80::2a0:defffe:1 & 9%,
SWR2311P (config) #ipve route ::/0 fe80::2a0:deff:fe:1%vlanl
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7.7.2 IPv6 ERER DEIR
[
show ipvé route [ipv6_address|/prefix_len]]
[XT A—=HF—]
ipv6_address DX XXX
IPv6 7 R LA
mask ;o <0-128>

IPv6 7'V 7 ¢ v 7 AR (B LI=%4E : 128)

[AJ1E— K]
JEEFME EXEC ©— K. B## EXEC £— K

B

IPv6 #i51%5%  (FIB: Forwarding Information Base) % /"7 5,

IPv6 7 R L A %AW L7235E1E, FIB ONKEEZT X TRRT D,

IPv6 7 RLAETR Y V=27 RLVAZIRE LTZGE, ENRENS & —ET R KT M) —OFEMiEHR %
FRT D,

[/— 1]

[EX EH]
IPv6 Rk FK 2T X CEKRT D,

SWR2311P>show ipv6 route
Codes: C - connected, S - static
Timers: Uptime

::/0 [1/0] via fe80::2a0:deff:fe:1, vlanl, 00:03:08
2001:db8:1::/64 via ::, vlanl, 00:01:10

2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:01:52
fe80::/64 via ::, vlanl, 00:03:08

2001:db8:1:2 58 CD/Nry hakD & XA I A RKE2FRTT D,

SWR2311P>show ipv6 route 2001:db8:1::2

Routing entry for 2001:db8:1::/64
Known via "connected", distance 0, metric 0, best
Last update 00:18:27 ago
* directly connected, vlanl

Qnwn

7.7.3 IPv6 R DFRIR
[EX]
show ipv6 route database
[AJIE— K]
FEFFHE EXEC £ — N, %54 EXEC £— N
[FLEA]
IPv6 #%# % (RIB: Routing Information Base) % #7795,

[/—H

[ EH]

IPv6 R R A KT D,

SWR2311P>show ipv6 route database
Codes: C - connected, S - static

> - selected route, * - FIB route
Timers: Uptime

*> ::/0 [1/0] via fe80::2al0:deff:fe:1, vlanl, 00:21:39

*> 2001:db8:1::/64 via ::, vlanl, 00:19:41

*> 2001:db8:2::/64 [1/0] via 2001:db8:1::1, vlanl, 00:20:23
*> fe80::/64 via ::, vlanl, 00:21:39

QnQwn
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7.7.4 IPv6 BREEIZBBEIN TWVWERK= h —DHY~ ) —DFER

[ER
show ipv6 route summary
[AS1E— R
FFiHE EXEC E— N, %M EXEC E— N
B
IPv6 ##%3 (RIB: Routing Information Base) I[ZBGEKINTWAIRKE = N ) —DHY <) —2FRT D,

[/— ]

(B EH]
IPv6 RIEE DT~ —%F T 5D,

SWR2311P>show ipv6 route summary
IPv6 routing table name is Default-IPv6-Routing-Table (0)
IPv6 routing table maximum-paths is 1

Route Source Networks
connected 2
static 2
Total 4

7.8 Neighbor %% > 3 =

7.8.1 #H) Neighbor ¥ ¥ v =2 FJ —DRE

[EX]
ipv6 neighbor ipv6 _address interface mac_address interface

no ipvé neighbor ipv6_address interface

[/XT A= —]
ipv6_address DX XXX
IPv6 7 R LA
interface : vlanN
VLAN A > 2 —7 = A 24,
mac_address . HHHH.HHHH.HHHH
MAC 7 KL A
interface : portN.M
WA B —T = A A
[AJ1E— F]
Ja—n_"par 74— g T — R
[@ ]

Neighbor ¥ ¥ » ¥ 2 ([ZFFHYT > b U — 238014 %,
no R TIAT LA X, FRELT-H=2 N —ZHIRT 5,
[/— 1]

[E B
VLAN #1 @ portl.1 IZd&H 25, IPv6 7 KL & 2001:db8:cafe::1 ™ MAC 7 K L X % Neighbor ¥ ¥ v ¥ 2 [TFET D,
SWR2311P (config) #ipv6 neighbor 2001:db8:cafe::1 vlanl 00a0.de80.cafe portl.l

7.8.2 Neighbor ¥ ¥ v ¥ 27— )V DFIR

[FX
show ipv6 neighbors
[ASTE— ]
FEFFHE EXEC £ — K, 45 EXEC £— K
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[FEHA]
Neighbor ¥ ¥ v ¥ 27— 7 )V ERKRT B,
[/—}]
[ E B
Neighbor ¥ ¥ > ¥ a2 7 —7 V&R KT D,
SWR2311P>show ipv neighbors

IPv6 Address MAC Address Interface Type
2001:db8:1:0:3538:5dc7:6bcd:1a23 0011.2233.4455 vlanl dynamic
2001:db8:cafe::1 00a0.de80.cafe vlanl static
fe80::0211:22ff:£fe33:4455 0011.2233.4455 vlanl dynamic
fe80::6477:88ff:£e99:aabb 6677.8899.aabb vlanl dynamic

7.8.3 Neighbor ¥ ¥ v ¥ =7 —7 /L DHZE
[ER]

clear ipv6 neighbors

[AFSTE— R
¥t EXEC E— R

B
Neighbor ¥ ¥ v > 2% 7 U7 3%,

[/ — I
(BB

Neighbor ¥ ¥ v 2% 27 VT4 5%,
SWR2311P#clear ipv6 neighbors

7.9 TPv6 Hx kil

7.9.1 IPv6 BE35ERE
B

ipv6 forwarding switch

no ipvé forwarding [switch]

[/3T A—HF—]
switch © IPV6 N7y N DERIERRAE
B EE B!
enable IPv6 /X7y N DEREZ N T D
disable IPv6 /377 v b Diiik Z B4 %
[ RE]
ipv6 forwarding disable
[AFTE—F]
ra—s\)var7 4 b—3a sE— R
B

IPV6 /37 v kDB E AR E 721X INICT 5,

no 3 CHEIT L= A I3 E IR T,
7.9.2 IPv6 BEIEFR € DFIRN

B

show ipv6 forwarding
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[AF1E—F]

FEFFME EXEC £ — N, b EXEC E— K
[FEA]

IPv6 /37 N DERIERE 2 KR T D,
[BREH]

IPv6 /X7 v N DIRERE & TR T D,
SWR2311P>show ipv6 forwarding
IPv6 forwarding is on

7.10 IPv6 BiiEHERR

7.10.1 IPv6 BiEHESR

EEN
ping6 host [repeat count] [size datalen] [timeout timeout] [source ipv6_address]|
[F—T—F]
repeat DOFTIEERET D
size © ICMPv6 7 — X DR S(N NN ERET D
timeout D FATIEHUY D Echo U 7 = A R X5 LIcR DISERF DR 2R ET D
source : ICMPv6 /X7y RDIRETLT RUAZRET D
[73T A =4 —]
host AR A RN, FEL IPVe T R L A(X:X:X:X)
ICMPv6 Echo % %54 % 565%
IPv6 U 7 v—RNT RURAZBET 25E1E, BHA V=7 =2 — A bBET 2L ERDH
% (fe80::X%vlanN DJEZ)
count DT (B LTESE 0 S)
RIEE B
<1-2147483647> AR L7 BIERAT 5
continuous Cr+C MANEN D ETHFEATZHR Y KT
datalen 1 <36-18024>
ICMP 7 — X5 DR S(N b)) (Bl L7255 56)
timeout 1 <1-65535>
ISERF DR (B LSS 1 2)
FEATEI$ % continuous (2 L= AR SN D
ipv6_address DX XXX
IPv6 7 R LA
IAF1E— K]
¥t EXEC E— I
[RBA]

ICMPv6 Echo ##57E L7274 A MMZEH L, ICMPv6 Echo Reply 2325 531 TCL 2 D& FO,
EOLNTEEL, TOEA2FETRT D, A~ R TT5 LHEARFKEEREFTT D,
[/ — 1]

[ E B
fe80::2a0:deff:fe11:2233 6 CIZBIAMERR 21T D o
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SWR2311P#ping6 feB80::2a0:deff:fell:2233%vlanl

PING fe80::2a0:deff:fell:2233%vlanl (fe80::2a0:deff:fell:2233%vlanl): 56 data bytes
fe80::2a0:deff:fell:2233: segq=0 ttl=64 time=2.681 ms
fe80::2a0:deff:fell1:2233: seg=1 ttl=64 time=4.760 ms
fe80::2a0:deff:£fel1:2233: seg=2 ttl=64 time=10.045 ms
fe80::2a0:deff:£fell1:2233: seg=3 ttl=64 time=10.078 ms
fe80::2a0:deff:fell:2233: seg=4 ttl=64 time=10.210 ms

64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

--- fe80

from
from
from
from
from

::2a0

:deff:fell:2233%vlanl ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 2.681/7.554/10.210 ms

7.10.2 IPv6 R IETHER

[EFX]

traceroute6 /ost

ST A—5—

host

[ASTE— ]
et EXEC B— R

(@]

S AT
RA NG, E£T20E, 585D IPv6 7 K L A(X:X:X:X)

HRiE LIoh A b TORBHEAE TR 5,

[/ — P}
[BE B

2001:db8:1::2 F TORRIEMERZAT D,
SWR2311P#traceroute6 2001:db8:1::2
traceroute to 2001:db8:1::2 (2001:db8:1::2), 30 hops max

2001
2001
2001
2001
2001
2001

o Ul W N

:db8:
:db8
:db8
:db8:
:db8

10:
:20::
:30::
40: :
3503 3
:db8:1::2

:1 (2001:db8:10::1) 0.563 ms

I = S

0.412 ms 0.428 ms
(2001 :db8:20::1) 0.561 ms 0.485 ms 0.476 ms
(2001 :db8:30::1) 0.8064 ms 0.693 ms 21.104 ms
(2001:db8:40::1) 0.751 ms 0.783 ms 0.673 ms
(2001:db8:50::1) 7.689 ms 7.527 ms 7.168 ms
(2001:db8:1::2) 33.948 ms 10.413 ms 7.681 ms

711DNS 7 A4 T~ b

7.11.1 DNS ~O W& hefEDRE

[EX]

dns-client switch

no dns-client

[2XF A—&—]
switch
[FIH13R 2]

dns-client disable

[AS1E— K]
Ja—\)ary7 4l r—g L — R

[@iHH]

DNS 7 54 7 > s OEME

X EE B!
enable DNS 7 A4 7> NERMZTH
disable DNS 7 54 T v & T 5

DNS ~D W& DOERREZ A2 £ 7213 T 5,
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no FERCHEAT L= AT BT 5,
[BXEH]

DNS ~D W& b HEREE AT 5,
SWR2311P (config) #dns-client enable

7.11.2 DNS —X—1U 2 N DR E

[EF=

dns-client name-server server

no dns-client name-server server

[/%T A—F—]

server : AB.CD
DNS % —/3—®D IPv4 7 R L &
XX XX
DNS #—/3—® [Pv6 7 K L A
IPv6 U7 a—HhT RUAEZEETH2HEGE, E2HA V¥ —T7 = —ALBEETLHILERD
% (fe80::X%vlanN DOFE)

(IR E]

7L

[AJ1E— F]

sra—m\)varJ 47—y aryE—F

[FFA]

DNS #—/3—=U 2 MZH—"—ZBId %,

P N— IR KR IHFETRETE D,

no JEACELT LG GIE, FBE L2 —3—% DNS #—"—U X 1L HIBRT 5,

[/— 1]

ip address dhep. ipv6 address dhep, ipv6 dhep client pd, ipv6 address autoconfig stateless =~ > N{Z 2L > T DHCP ¥
—/N—=/n5 DNS ==V X hEIG LIRS, Ao~y RORENMELIND,

22 L, Ka= FIZX % DNS — "=V X FOBEHEN 3 ERm DS EIE, At 3% TY X hdRZIZ DHCP
== BHS L7 DNS = 3— U 2 M ZBINT 5,

[BEH]

DNS #—/3—1U X MZIP 7 KL X 192.168.100.1, 2001:db8::1234, fe80::2a0:deff:fe11:2233 % BH1¥ 5,

SWR2311P (config) #dns-client name-server 192.168.100.1
SWR2311P(config) #dns-client name-server 2001:db8::1234
SWR2311P (config) #dns-client name-server fe80::2a0:deff:fell:2233%vlanl

T3 T 74V b AL VZDRE

[EX]
dns-client domain-name name
no dns-client domain-name name

[7XF A —&—]
name D RAAL 4 (BK 256 XXF)

(IR RE]
L

[AJTE— ]
Ja—x\)ary7 41— g E— R
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[FiFA]
DNS WA OERHIHEHT DT 74V N KA VA ERET D,
no R TEITLIZEEIET 740 b RAAL VA4 ZHIBRT D,
[/ —H
ip address dhep =~ > RIZ X > CDHCP = N—InLT 74 )V b RAAL V(AT v avra—RISEREG LS
f. Rav FORENMELEIND,
dns-client domain-list 7~ N TRBE RA A VU A MPRRESNTVWDIHEAIX, Aa~v > FCRELET 74/ R KR
AA % BEOYN ipaddressdhep =~ > NIZ K> THERESNTZT 7 4/ b R AL AT H S0,
[ EH]
T 74 N RAA 4% example.com ([ZFXET D,
SWR2311P (config) #dns-client domain-name example.com

TNABRBERAA U A NORE
[E=X

dns-client domain-list name

no dns-client domain-list name
[/XF A—F—]
name R AA L (K 256 30F)

[FIHAER E]

L

[ASTE— R

Ja— a4 —g s — KR

[FAA]

DNS WA HOBERFICHERATIMBE RA AL U A MIRAL £ Z2BINT 5,
MBERAA YA MIFKKO6FETRAL VEBETE B,

o K TEITLIESEAIL, 8E LTI R AAL VEZEHRBRAAL U A M HHIBRT 5,
[/ —F]

Kavwy RCHRERAAL YR MRREINTND5E ., dns-client domain-name =~ > N CRE L7727 7 4+/L b K
AA %, BEON ipaddressdhep 2~ RIZK > THERESNZT 74/ b RAA AT HEH S,

ipv6 address dhep. ipv6 dhep client pd. ipv6 address autoconfig stateless =~ > N{Z X > T DHCP % —/X—/ L3R
RAAL YA RNERG LSS, Ka~vy FOREMELEESNLD,

722, Ra~y FIZEDMB R AL U A FOBEED 6 fERMOSGE 1L, &t 6 £ TU X FOFKEIZ DHCP
P N—=DORG LR R A A U R MEBIIT 5,

[ E ]

KA A 4 examplel.com, example2.com % fR58 K A A U A MZBINT 5,

SWR2311P (config) #dns-client domain-list examplel.com
SWR2311P(config) #dns-client domain-list example2.com

711.5DNS 7 54 7 v MERDOFER

BN
show dns-client

[AFTE— F]
FHHFHE EXEC £— R, #5H#E EXEC £— K
[FREA]
DNS 7 74 7 ¥ MEHRERRT %,
FRANFIZUTO LR,
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HE B
DNS Client is enabled DNS 7 547 v S BER
DNS Client is disabled DNS 7 7 A 7 kL)
Default domain TN RAAL U4
Domain list BEBERAAL YA B
Name Servers DNS #—/—1U X ~IP 7 R L R)
[ EHI]
DNS 7 74 7 v ME#EFR T 5,
SWR2311P>show dns-client
DNS client is enabled
Default domain : example.com
Domain list : examplel.com example2.com
Name Servers : 192.168.100.1 2001:db8::1234 feB80::2a0:deff:fell:2233%vlanl

* - Values assigned by DHCP or DHCPv6 Client.
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HE
IP = /LF % ¥ A ~MEIHE

8.1IP v/ FF ¥ R MEKFRE

8.11FKAD~NF X% AT L —LADOUHEFTEDORE

[ER]
12-unknown-mcast mode
[NT A—=F—]
mode WA TFFR Yy R NT L— AOME T
BRIEME il
discard (€ 2 )
flood 7I9TATTD
(AR E
12-unknown-mcast flood
[AS1E—F]
rua—)arz 4 L—va rE—R
[RLA]
MAC 7 RL AT =T MBS IL TR LT F X 2 N7 L— AOBHEEZRET D,
Bl

RKHDO< VT F v A NEEIFET 5,
SWR2311P (config) #12-unknown-mcast discard

812 RHDNFF ¥ A N7 L—LDUEFEOREA v Z—T7 =—2R)
[EFX]

12-unknown-mcast mode

no 12-unknown-mecast

[/$F A—%—]
mode DI TF XY AR T L— AN T E
REME S

discard & )

flood T7I99TA4VITTD
[F1EIER ]
L
[ASIE— K]
AR =T 2—AF— K
[FRHA]
VLAN A v Z—T7 = —ATZELIEMAC T RL AT —TILZBEEESN TR LTFF ¥ A N7 L— DU
EEFRTET D,
no WX THEAT LIS 3R EICEY . VAT AREKORMO~ LT X v A F 7 L— LN FIEOREICHE D,
[/ —F]

A~ FILVLAN A ¥ 5 =7 = = AIZOHRETE 5.
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RKawy RIZT AT ALEORMO LT Xy XA N7 L— MR FIEOREL VEBEINS,

[ EH]
VLAN #1 T%fE L= MAC 7 RV AT —T VIZBEEIN TV W LT Xy A N7 L—AEHET D,

SWR2311P(config) #interface vlanl
SWR2311P (config-if) #12-unknown-mcast discard

813V v rua—hn<NFF¥ A BT L —LDERERE

[EFX]

12-unknown-mcast forward link-local
no 12-unknown-mecast forward link-local

[FIEIER E]

L

[ ASTE—F]

Ja—rparz 47—y g =R

[FRHA]

12-unknown-mecast discard Z5XEL TWA L&, Vo 7o —hL</LFF ¥ AT RLADT L — A ZEEE3Cls
KT D,

no B CHEIT LG E1E, BE LERELHIRT 5,

[/ —F]

Ka<wr RiZBITA, Voza—hA~<wATF X3y AT RUVRIZLLTOHEL 45,

» 1Pv4:224.0.0.0/24
» IPv6: f102::/112

IPvd vV F X ¥ A N7 FLAZEETLHIHERTEIES N, ZOBXBREEND 2T 4 T EFHHRAALTGAEITE
BIAYIZ 12-mcast flood =~ > RIZEX# X b,

(B EHI]
Vo 7ua—AnN=LFXxx AT RLADT L—LERMOZILF Xy 2 b & L THESTICIESRT S,

SWR2311P (config) #12-unknown-mcast discard
SWR2311P (config) #12-unknown-mcast forward link-local

814 <v/NLFX¥ AT L —ADEELERE

[ER
12-mcast flood ipv4_addr
no 12-mcast flood ipv4_addr
[/3T7 A —5F—]
ipv4_addr : AB.CD
IPv4 /L FF ¥ A hT KL A

[FI8IER €]

L

[AFTE— K]

A HE—T 2 —AF— R

B

VLAN A VX —T7 2 —ATZE LT~V TF X A MBRIEOT THENTBEELZIPVE~ LT FY AT RLAD T
V—L%ET7 T T 4TI D,

RKa<y RV AT AR T 100 £ TREN T B,

0 FERCET LA, BELEIPVE~ALTF v A T RLAOREFYIRT 5,

F7/2. IPA LT XY AT FLAZEBE LZHEEIE. T XTORELZHIFRT 5,
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[/ —F]
RKa<w RIZVLAN £ VX —T7 =2 — A ZDOIHRETE B,
Ko< RTHESINEZIPVM L FXRY AT RLAZIGMP A X —E L T OXSRINE 72D,
Bl
VLAN #1 TZAE L7235 IPvA 7 KL AN 239.0.0251 D7 L—L % 7T T 47T 5,

SWR2311P (config) #interface vlanl
SWR2311P (config-if)#12-mcast flood 239.0.0.251

8.1.5 FRu P—EFRO IGMP/MLD 7 =V — X EMEDE D), BB E
EY

12-mcast snooping tcn-query enable time

12-mcast snooping tcn-query disable
no 12-mcast snooping tcn-query

[T A—=HF—]
time o <1-30>
IGMP/MLD 2 = V) — &5 15 H IR (7))
[WIERRE]
12-mcast snooping tcn-query disable
[ASTE—F]
Ja—nnaryz 4 —ya rE'—NR
B
AR 7Y =2k D AR V=T, 72U 77— IGMP/MLD 7 = U —% %5 2 BREOBIE 2 3% E T
Do

no JERCEIT LA IT0IREIZR 5,
IGMPMLD AX—¥E 7 L ANR=v 7 ) —2 0 LRI, PR Y —ERICL > T AT X v X MBEES—FF
BN 2 Z ERNH L0, ASREEZ AT VEZ oMM 28T 52 LN TE 5,

A LTEGEIEL, MR Y —ER 2T 5 &, fE SN 72& L IZ IGMP/MLD 7 =V —Z %57 5,
BN LGS, PR Y —EERH->TH IGMP/MLD 7 = U —ZiXFE L7V,

[BREBH]

PR T —ZE B IGMP/MLD 7 =V —iXE 2 A2 L, bz 5 BICRET 2,

SWR2311P (config) #1l2-mcast snooping tcn-query enable 5

AR m =KD IGMP/MLD 7 = I —i%(E & Whic 4 %,
SWR2311P (config) #12-mcast snooping tcn-query disable

82IGMP AX—t°

8.2.1IGMP A X—Vt° L 7 DOEZL)/ HWEhRE
[

ip igmp snooping switch

no ip igmp snooping
[NT A —=HF—]
switch : IGMP A X —E» 7 OEE

R EME B!
enable IGMP A X — b 72/ T 5

disable IGMP A X — b 7 2+ 5
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(AR E]

ip igmp snooping enable
[ASIE—F]

o HF =T z—AFE—F
B

A B =T 2—ADIGMP AR —t v JOBELRET 5,
no JER TEAT LA IR EICR 5,

[/— 1]

ARawy RIZVLAN A VX —T = — R ZOHRETE D,
[BEH

VLAN#2 @ IGMP A X — ¥ > 7 2G5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping enable

VLAN #2 O IGMP A X — 2 7 28515,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping disable

8.22 IGMP R X —t° 7 @i B D} &
E&N|

ip igmp snooping fast-leave [auto-assignment]

no ip igmp snooping fast-leave
[F—7— K]
auto-assignment  :  LAN/SFP AR — ML FIZ A A » F0EEE S LTV D 5E I mdl iR % 501235,

[FIEIER E]
L

[AJ1E— ]

AVH—T 2 —RAEF—FR

[AA]

AV H =T 2—ADIGMP A X —t" > 7k 2 HNT 5,

no IR THEITT 5 &, IGMP A X — ' V&R 2 o9 5,

auto-assignment 47" 3 U MEE SN2 AL, LAN/SFP R — RELFIZA A v T RER SN TV D GE, TOFR—
T A B BRI e s R R A 850 ﬂ“éo

LAN/SFP 7R — ML FIZAA v F B STV D ENOHIEICIE, Y%A — hT%/F L2 LLDP 7 L — A DA
¥ TLV [Enabled Capabilities] (2 [Bridge] & £ TV NENTHIET D,

[/—}]

ARa<2 RIZVLAN A VX —7 2 —AZOHRGHFKETE D,

Az~ RiX, LAN/SFP R — MIBE DR A F DS TW D VLAN A % —7 = — A TlX, auto-assignment 4
Tva rEAICT D0, EEBURERE B IR A BT 2 L,

[ EH]

VLAN #2 @ IGMP A X — ' > 7 @i B 2 A0+ %

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping fast-leave

VLAN #2 @ IGMP A X — B> 7 Ed iR & Mz 3 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#no ip igmp snooping fast-leave
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823 VI F X ¥ X ML —F —DEHIEDORE
[EX]

ip igmp snooping mrouter interface ifname

no ip igmp snooping mrouter interface ifname

[/3F A—%—]

ifname : LAN/SFP R— h DA VB —T = — R4,
RETDHA v H—Tz—RA

(IR E]

L

[AJ1E— K]

AH—T2—RAE— R

[FFA]

T X xR ML—F — D ERE S LTV D LAN/SFP 7R — R & #IICERET 5,

no JERCHEITT D L, REEMWIET D,

[/— 1]

A< RIZVLAN A VX —7 2 — A IZOBRFEETE D,

E L7 LAN/SFP AR— MZIZ, vV FF ¥ XA M—FZ =PRI Tn5H T &, Ly —3=nb IGMP LAR— &

Zfg4 5 &, R L7z LAN/SFP 7R— M ZHEET D,

[ E ]

T X v A ML—F — O LCTLAN R — bk # A% ET D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping mrouter interface portl.S8

VIVTF Xy A NL—F — DGR H LAN AR — k #8 2449,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#no ip igmp snooping mrouter interface portl.8

8.24 7 U —XGHERE DR TE
B

ip igmp snooping querier
no ip igmp snooping querier
(AR E
L
[AJIE— F]
A HF =T z—AEFE—F
B
IGMP 7 = U — A {EHEEZ AN T D,
no B THEITT 5 &, IGMP 7 = U — A EHERE 2 ANIZ T 5,
[/—H
ARa<w FIZVLAN A V H—7 = —RAZDIHHETE D,
ABREEZ AN LIEEEIP T FLRAZEE T 5L ERERIZIELWIPY FLATZ 2 Y =2 E LR 25D THE
HIHZ L,
[BXE B
VLAN #2 OEEHEREZ A2NICT 5.
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping querier
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VLAN #2 OXEHRE T N4 5,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if)#no ip igmp snooping querier

8.2.5IGMP 7 =V —E[EHIRBORE

[EX]
ip igmp snooping query-interval interval
no ip igmp snooping query-interval

[73F A —4F—]
interval : <20-18000>
7 =) — &5 HEE)
(R E]
ip igmp snooping query-interval 125
[AFTE—F]
A E =T 2 —AF— R
[FHA]

IGMP 7 = ) —DOFEMREZ R ET 2,

no BN CHEATT B & IGMP 7 = U — DX RIE 2 IR IR T,
[/ —}]

Ao~ RIZVLAN A VX —T 2 — A ZDOBHFETE 5,

[BREH]

VLAN#2 7 =) —ik{EHMRE%Z 30 IR ET D,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping query-interval 30

VLAN#2 © 7 = 1 —%E MR %2 JIHEICRE T,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P(config-if)#no ip igmp snooping query-interval

8.2.6 IGMP /4~ @ TTL {HWEFESRED R E

EEN
ip igmp snooping check ttl switch
no ip igmp snooping check ttl

[/RT A —F—]
switch : IGMP /37 k@ TTL fEfERERE
R EM A
enable BT B
disable BN T %
(IR E]
ip igmp snooping check ttl enable
[AJ1E— K]
A B =T z2—AE—F
[RLBA]

IGMP /3%~ h @ TTL fERGFERE 2 3% BT 5,
no B, CHAT LB A I3 EICE 5,
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B LTIEHEEIE, TP~y X —O TTL fEARIE( LISM 72 IGMP /37 v k2 ffEEd 5,
BN L7283, Uy v MAEEEd, TTLEA 1 ICHHIE L Tk T 2,
[/— 1]
AKa< RIZVLAN A VX —T =2 —RAZDIHFRETE D,
[BREH]
VLAN #2 T IGMP /3% v k@ TTL fEMGEFERE Z A7 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping check ttl enable

VLAN #2 T IGMP /34~ b O TTL [EMFFHERE 2 2224 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping check ttl disable

8.2.7 IGMP /4 v k@ RA HFEERE DR E
E&N|

ip igmp snooping check ra switch

no ip igmp snooping check ra

[78T7 A= —]
switch : IGMP /3% > kD RA FaiFHERE
BEE 24 HH

enable BT D
disable L) s

[F1EAER E]

ip igmp snooping check ra disable

[AJTE— K]

A H—T 2 —RAF— K

[FAA]

IGMPv2/IGMPV3 737 v k@ RA KA RE A 7% E T D,

no JIERCHEAT LI A IR EICK b,

BN L5813, IP~v 2 —IZ RA (Router Alert) 7> = v INEEN TR IGMPV2/IGMPY3 /347 v | ZiEEE
T3,

N L EAIT. YNy y FEEYET, P~y ¥ —ICRA ST a &5 L ClEXET 5,

[/ —F]

AKa<w 2 RIZVLAN A V Z—T 2 —AIDBHRETE D,

[B%E B

VLAN #2 T IGMP /34 v k@ RA BFHEREZ AN D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping check ra enable

VLAN #2 T IGMP /34 > b D RA MiiFHSBE 2 21 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping check ra disable

8.2.8 IGMP /34 > b @ ToS MRIFHEEED R E
B

ip igmp snooping check tos switch

no ip igmp snooping check tos
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[78T7 A —=F—]
switch : IGMP 347 > kO ToS HiFIFRERE
BRIEME i
enable BN D
disable NS %
(AR E
ip igmp snooping check tos disable
[AJIE— F]
AP =T 2 —AF— N
[@iHH]

IGMP /37 > k@ ToS MiiFERE A X ET 5,

no JIERCHEAT LI A I3 EICK b,

AT LT2HE1E. TP~y #—0 ToS @ IP Precidence (3 &' M)ZSARIE(B'110 LASM) 72 IGMPV3 /37 > b A RHEL |
ZFHLUSME ToS & 0xc0 12 FEX L T ET 5,

BN LI=mA T, IGMP X7 v N 2 iEEE42, ToS % 0xc0 |2 FEE L Tkt 5,

[/—}]

Ka< RIZVLAN A V' F—7 = —RAICDIHRETE D,

[B%EH1)

VLAN #2 T IGMP /37 kD ToS WiFt¥RE 2 A N4 %,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ip igmp snooping check tos enable

VLAN #2 T IGMP 73/ kD ToS I iFt¥RE 2 LN I2 3 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping check tos disable

829IGMP X—T g LV DHRTE

&
ip igmp snooping version version
no ip igmp snooping version

[/8T7 A —=HF—]
version T <2-3>
IGMP N— 3 v
[BIHARR E]
ip igmp snooping version 3
[AF1E—F]
A E—=T2—AE— N
[

IGMP DR — 3 VAR IET D,
no JEX THEITT 5 &, IGMP N— 3 o Z IR E(VIITRET,
[/—}]
A< RIZVLAN f V¥ —7 = — R |ZOFHHETE D,
RIEL BRI D=3 VD IGMP Ty a2 fE LIca, WFOEEE 2%,
. V2 RIERF
s V372V —%ZELSGA. V27— LTHRk
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e V3 LAR— FEZE LS, EE
o V3 RERF
s V27V —%%ZF LA, V2 7= —& LRk
s V2UAR— | EZEFE LRSS, V3 LAR— & LTk
(% EH]
VLAN #2 TIGMP N— 3 & 2 IZHRTET 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if)#ip igmp snooping version 2

VLAN #2 T IGMP "— 3 » 2 HIHEIC =,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #no ip igmp snooping version

8.2.10 IGMP L 7R — MHIHERE DR E
[E=]

ip igmp snooping report-suppression switch

no ip igmp snooping report-suppression

[78T7 A —=F—]
switch : IGMP LR — R miilHAE
BRIEME i
enable BN D
disable NS %
(AR E
ip igmp snooping report-suppression enable
[AS1E—F]
A HE—=T 2 —AE—F
B

IGMP L AR — MMfil#RE & 3 E T 5.

no JEX CHEAT LG E TR EICR 5,

AN LT A1E, 15 L7z Report A v E—UX° Leave A vE—U O EIEFREZ D LT, F/MROA v E—U%
I F X A ML —F—R— F~3EETH,

BN Lo ai, %15 L7z Report A v E—UX Leave A v — TV EZFIR~Y/ILTF v A ML—H —R— h~HZkd
50

[/—F]

ARa<2 RIZVLAN f VX —7 2 — A |ZDHHRETE D,

[B%E B

VLAN #2 T IGMP L 7R— MMIHIREEEZ AT %,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-suppression enable

VLAN #2 T IGMP L 7R — NS RE 2 #E4hi2 4 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-suppression disable

8.2.11 IGMP L R— MEEHEBEDHRE
BN

ip igmp snooping report-forward switch

no ip igmp snooping report-forward
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[78T7 A —=F—]
switch : IGMP LA — MRERERR
BRIEME i
enable BN D
disable NS %
(AR E
ip igmp snooping report-forward disable
[AS1E—F]
AP =T 2 —AF— N
B

IGMP L 7R — MREHEREZ X ET Do

no JEAR THEAT LI B3I E IR D,

AT LIEHEIE, AT F ¥ 2 b—2 —R— MIMA T, LAN/SFP R— ML FIZAA v F RSN TV L5
AT, EDOR— FIZx L TIGMP Report A v — X Leave A v — T & H51%ET D,

N LGB, vV FF v A Mb—F —R— NMIZD&H, IGMP Report A v —X° Leave A vt — Y & #iikd
60

LAN/SFP R — MEL T IC AL v FHREHE STV D EDOHEICIE, Hi%h— h T3R5 L7 LLDP 7 L — ADHAR
EH TLV [Enabled Capabilities] (2 [Bridge] 23& FITWDNENTHET 5,

[/— 1]

AKa< RIZVLAN A VX —T =2 —RAZDIHFRETE D,

AHEREZ AT D541, IGMP LR — MNHIEREZ Ehc+ 5 2 &,

[BREBH]

VLAN #2 T IGMP L 7R — MNRIEHEREZ AT 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-forward enable

VLAN #2 T IGMP L 7R — MEREHERE & hi2 3 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping report-forward disable

]l

8.2.12 W VF F ¥ A L—F —H— h~DF — F iR AR DR
[ER]

ip igmp snooping mrouter-port data-suppression switch

no ip igmp snooping mrouter-port data-suppression

[P35 A—5—]
switch D AT X ¥ A M—H —R— b ~DF — Z iRk GE
REE SiHA
enable BAINZT S
disable BN T %
[FIHER E]
ip igmp snooping mrouter-port data-suppression disable
[AF1E— R
A VB =T 2= AE— ]
[@HA]

VAT F ¥ R M—F—R— h~OT — ZEMGIERE R ET D,
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no JEATHEAT LI G IIIMIRRE IR 5,

B LTEBEAIE, vV FF v A Mb—HF—K— hTReport A v —L%%E LIBADOLENT —F 2~ /LFF

¥ A ML—HF —R— b ~EEET D,

N LB, WA — K TReport A v E—T%%ZE L TOIUE, 4T — X~V FF v A hL—H
—AR—MIbiREIND,

[/—}]

A< RIZVLAN A VX —7 2 —AZOHRFKETE 5,

Bl

VLAN#2 T/ FF ¥ A h—F —KR— h~OT — X EREMGIEE 2 AT %,

SWR2311P#configure terminal
SWR2311P (config)#interface vlan2
SWR2311P(config-if) #ip igmp snooping mrouter-port data-suppression enable

VLAN#2 Tw/ILFF ¥ 2 hL—F —R— h ~DF — X %NS 2 15,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ip igmp snooping mrouter-port data-suppression disable

8.2.13 ¥ /L F ¥ ¥ R h)L—F —EEH R — MEROER

[F

show ip igmp snooping mrouter ifname
[T A =5 —]
ifname © VLAN A v ¥ —7 = — 24

BRI HA I =T =2— 2R

[AS1E— F]
FEFFHE EXEC £ — K, 454 EXEC £— K
[FLEA]
%j]é/ﬂ:?;;g Nz, £72 Li%%ﬂ’]@:%&ﬁ L7z~ /LFFv A ML—F —PfgAR— b ‘l%iﬁ!%i%ﬂi\‘@—éo
[XEH]

VLAN#2 D~ /VFF v A hb—F —§kiR— s O E£RT 5,

SWR2311P#show ip igmp snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.8 (dynamic) 192.168.100.216 00:00:49

8.2.14 IGMP 7 )L —F A LR —3 v FIREHDFR
BN

show ip igmp snooping groups [detail]

show ip igmp snooping groups 4.8.C.D [detail]
show ip igmp snooping groups ifname [detail]

[F—TU—F]

detail D R

[NT A—=HF—]

A.B.C.D D WATFFXRXY AR NA—TT R R

ifname © VLAN A V¥ —7 = — A4,
FRTAAL L H—T 2 —R

[ASE— K]

FEFFHE EXEC £ — R, $§#E EXEC £— N

[BLFA]

IGMP 7/ /=7 A 3=ty e Fomt %,
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[BREH]
IGMP v —F A L n—3 y FORER A FRT B,

SWR2311P#show ip igmp snooping groups
IGMP Snooping Group Membership

Group source list: (R - Remote, S - Static)

Vlan Group/Source Address Interface Flags Uptime Expires Last
Reporter Version

1 239.255.255.250 portl.5 R 01:06:02 00:03:45

192.168.100.11 V3
IGMP 7 /L—"T" A 8=y T OFEMIE A R %,
SWR2311P#show ip igmp snooping groups detail

IGMP Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.5

Group: 239.255.255.250

Flags: R

Uptime: 01:07:10

Group mode: Exclude (Expires: 00:04:13)

Last reporter: 192.168.100.11
Source list is empty

8.2.15 1 ' ¥ —7 = — A D IGMP BEIFH % K

[ER
show ip igmp snooping interface ifname
[XT A —=HF—]
ifname : VLAN A V' H—T7 = — R4
RRTHAVHA—T = —RA
[AJIE— K]
FEFFHE EXEC £ — N, F§#E EXEC £— N
B
VLAN A > % —7 = — 2O IGMP B#fF#R % FK R T 5,
[BAEBI]

VLAN #1 ® IGMP Bl # 4 £~ 5,
SWR2311P#show ip igmp snooping interface vlanl

IGMP Snooping information for vlanl
IGMP Snooping enabled
Snooping Querier none
IGMP Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
IGMPv2/v3 fast-leave is enabled
IGMPv2/v3 fast-leave auto-assignment is enabled
IGMPv1/v2 Report suppression enabled
IGMPv3 Report suppression enabled
IGMPv1/v2/v3 Report forwarding enabled
IGMP Snooping check TTL is enabled
IGMP Snooping check RA is enabled
IGMP Snooping check ToS is enabled
IGMP Snooping Mrouter-port Data suppression disabled
Router port detection using IGMP Queries
Number of router-ports: 1
Number of Groups: 1
Number of vl-reports: 0
Number of v2-reports: 6
Number of v2-leaves: 0
Number of v3-reports: 127
Active Ports:
portl.l (F,R)
portl.?2

F - Fast-leave auto-assignment is enabled
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R - Report forwarding is enabled

8216 IGMP /L —F AL _R— v IOy Y —HI&
BN

clear ip igmp snooping
clear ip igmp snooping group 4.8.C.D

clear ip igmp snooping interface ifname

[F—TU—F]
group COHIBRT AT XY A NI —TT RLAERET H
interface © HIBRT D VLAN A X —T = —ZAE4RTET D
[/XT7 A =5 —]
A.B.CD DRATFRYXY AT T LA
"I AT R Y —
ifname © VLAN A v ¥ —7 = — 24,
HIbRd 24 v &4 —7 = — A
[AF1E— F]
F¢HE EXEC E— K
B
IGMP V=T A o=y 7TDx v ) —ZHIERT 5,
[BREH]

VLAN #1 @ IGMP Z' L —F A o=y T O b Y —%HIRT 5,
SWR2311P#clear ip igmp snooping interface vlanl

83MLD AX—t°

8.3.1 MLD XX —Y > 7 DAL/ 1EBLh&RE
B

ipv6 mld snooping switch

no ipv6 mld snooping

[NT A —=HF—]
switch : MLD A X—E» 7 Ok
REME B!
enable MLD A X —VE > 7= [T 5
disable MLD A X — &> 7 & Wiz 4 2%
[(IHIRR RE]
ipv6 mld snooping enable
[AJ1E— K]
A HE =Tz —RAE—F
[@H]

A H =T x2—ADMLD AX—t 7 OEEEZRET S,
no I CTIAT LI B E IR 5,

[/ —}]

AKa<2 FIZVLAN A VX —T7 2 — A ZOHRETE D,
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[ EH]

VLAN#2 O MLD A X—t > 7 ZHNT 5,
SWR2311P#configure terminal

SWR2311P(config) #interface vlan2

SWR2311P (config-if) #ipv6 mld snooping enable
VLAN#2 O MLD A X —t 7 %845,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping disable

832 MLD A X— V' JEHEBEDOHE

[EFX]

ipv6 mld snooping fast-leave
no ipv6 mld snooping fast-leave

[FIEIER E]

L

[ASE— K]

AR =T 2—AF— K

BN

A B —T 2 —AD MLD 2 X—t v FERBIEE AT 5,

no TR THEITT D &, MLD AX— V>V m iR 2 Mic4 %,

[/ —F]

Aa<w U RIXVLAN A VX —T7 2 —RAZOHKFKETE D, £7o, MLD AX—E U I NERN LA DHRETE D,
Ko< KiZ, LAN/SFP iR — MIBEEDOHE R "REFE SN TS VLAN A U H— 7 = — A TIEAME LgnZ &y
[B%EH)

VLAN #2 O MLD A X — B 7 & ik & e+ 5,

SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping fast-leave

VLAN #2 O MLD A X — ¥ L 7 E5d iR % 29 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping fast-leave

8.3.3 v/ T F ¥ X M—F —DERICDEE

[EF2

ipv6 mld snooping mrouter interface ifname
no ipv6 mld snooping mrouter interface ifname

[7ST A—F—]

ifname : LAN/SFP R— hDA » H—T = — A4
RETHA L H—T =2 — A

[FIHIER E]

7L

[AJ1E— ]

AV H =T 2 —RAEF—R

[

< VFF ¥ A hb—H =2 STV D LAN/SFP 7R— h & HIICRET 5,

no B THATT 5 &, RELMWIET D,



av R 77 LA |IP /LT F v 2 Ml | 297

[/ — 1]

Aa<w U RIXVLAN A U X —T7 2 —RAIZOBKFKETE D, £7o, MLD AX—E U I INERN G EDHRETE D,
S¥E L7 LAN/SFP R— M2, =L FF v 2 M—F—NREEIN TSI L, L — =5 MLD LFR— R %
Zf54 5 &, BRE L7 LAN/SFP 7R — M ZH& AT D,

[ EH

VIVFF v A ML—H —ORHEE LT LAN AR— kN #8 iR ET D,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping mrouter interface portl.8

< VT X x A M L—H —DOEEHG S LAN " — b #8 244,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping mrouter interface portl.8

(]

8.3.4 7 VU —XERERE D E
E

ipv6 mld snooping querier

no ipvé mld snooping querier
[WIHIRRE]
7L
[AJ1E— ]
A BF—T 2 —AE—R
[
MLD 7 =V — & {FHEEZ AT D,
no A TIHIT9 5 L. MLD 7 = U —XEHRE 2 BENIC T 5,
[/—H
Ka<y FIIVLAN A v F =T 2= R IDHFRETE D, £l MLD ARX =V I NENRGEEDHBETE D,
AHERE AT 55551347 ipvé enable =~ > RZWT D VLAN A ¥ —7 = —RTRETH 2 L, ipvé
enable 7~ 2 FAAREINTWRWEA, MLD 7 = U —3XE SNRVOTEET L 2 &,
[EE B
VLAN #2 @ MLD 7 = U —XfEHREZ AT 2,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping querier

VLAN #2 @ MLD 7 = U —iX{EHRE & AN T2,
SWR2311P#configure terminal

SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipvé6 mld snooping querier

8.3.5MLD 7 = ) — X (ERIE DR E
[ER]

ipv6 mld snooping query-interval interval

no ipvé mld snooping query-interval

ST A—g—
interval 1 <20-18000>

7 = ) — =G HEED)
[WIHIRRE]
ipv6 mld snooping query-interval 125
[AJ3E— K]

Ay s =Tz —AE—F
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[REA]
MLD 7 =V — DX EMBEEHRET 5,
no B TEITIT AL, MLD 7 =V —DO X EMIREZ PR EICET,
[/ —H]
AKa< RIZVLAN f V2 —T7 =2 — R TCDHBRETE D, £/, MLD AX—E U I RENBRBEDHRETE D,
(B EHI]
VLAN#2 © 7 = —%EME % 30 RIZERET 5,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping query-interval 30

VLAN#2 ® 7 = 1 — %M 2 PIHEICE T,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #no ipv6 mld snooping query-interval

8.3.6 MLD N"— 3 VDORTE

BN
ipv6 mld snooping version version
no ipv6 mld snooping version

[/3T7 A —F—]
version o <1-2>
MLD "—3 3 >
(R E]
ipv6 mld snooping version 2
[AFIE— K]
AV HE—T2—AE—NK
[FAA]

MLD O — g U ERET D,
no X THEITTSH L, MLD N— 3 VAR EV2)IZFE T,
[/ —}]
AKa~<w U RIXVLAN A V¥ — T 2 —RAZOBRFKETE D, £72, MLD AX—E U I NE G EDAHRETE D,
BRELHBIHNN—2 3 D MLD N7y bEZE LTS AE, LFOEEE 25,
o VI RERE
e V27V —%ZELEEE, VI 7Y —& LTiik
« V2 U R— L EZELELE,
o V2 RERE
e VI —%ZELESE. VI 7 —& L TlkE
« VI VAR—=FEZELELGS, V2 LAR— & LTk
[BREH]
VLAN#2 TMLD N—Y 3 v & 1 ICRET 5,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping version 1

VLAN #2 T MLD N— 3 > A IHHEIC R T,

SWR2311P#configure terminal
SWR2311P(config) #interface vlan2
SWR2311P (config-if) #no ipv6 mld snooping version
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8.3.7 MLD L AR— iHIEERE DR E
EEN

ipv6 mld snooping report-suppression switch

no ipv6 mld snooping report-suppression

(/85 A—%—]
switch : MLD L7R— bl Béng
REME B!
enable B+ %
disable i) R B
(AR RE]
ipv6 mld snooping report-suppression enable
[AJ1E— K]
AH =T =—AF—F
(LA

MLD L AR — MIHIEEEZ R ET 5.

no IEXCHEAT LI & I3 EIZK D,

B LA IEL. %16 L7z Report A v E—UX° Leave A v E— U OEEIERE D EIZ, /RO RA v E—U%
v IVF Xy A ML—H—R— F~EETH,

N Lo A 1E. 5215 L7z Report A v E—UR Leave A v E— VBRIV F H v A MLb—F —KR— F~#zkT
60

[/ —F]

AKa< RIZVLAN A V2 —T7 =2 — A TDRRETE D,

[ EH]

VLAN #2 C MLD LR — hIHSRE &2 A9 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P (config-if) #ipv6 mld snooping report-suppression enable

VLAN #2 C MLD L 7R— hIfHIEERE 2 hi 4 5,

SWR2311P#configure terminal
SWR2311P (config) #interface vlan2
SWR2311P(config-if) #ipv6 mld snooping report-suppression disable

8.3.8 ¥ /L F X ¥ R ML —&F —EFR— MERDOER

[E

show ipv6 mld snooping mrouter ifname
ST A—F—]
ifname : VLAN A VX —T = — A%

FRTAAL A —T o —R

[AJ1E— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
I E SN, EREFHICERE LT F ¥ X bL— 2 —Hi AR — MEREERT D,
Bl

VLAN#2 D~V FF ¥ A F—F —fgiR— FOERERRT 5,

SWR2311P#show ipv6 mld snooping mrouter vlan?2
VLAN Interface IP-address Expires
2 portl.1l1l (dynamic) fe80::ae44:£2f£:£e30:291 00:01:04
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8.3.9 MLD ' )L — 7 X L\ —3 v FIEMDOFRR

EEN
show ipv6 mld snooping groups [detail]
show ipv6 mld snooping groups X:.X:: X.X [detail]
show ipv6 mld snooping groups ifname [detail]

[F—TU—F]

detail D REARE R

[73F A —5&—]

XX XX CWATXF XY AR A—TT KL R

ifname : VLAN A V¥ —7 = — A4,
BRTHA L F—Tz2—R

[ASE— K]

FEFFHE EXEC £ — N, 454 EXEC £— K

B

MLD 7 /V—TF A = TR ERRT D,

[BRE ]

MLD V=T A = T OEREFRT D,
SWR2311P#show ipv6 mld snooping groups
MLD Connected Group Membership

Group Address Interface
Reporter
ff15::1 portl.3

fe80::a00:27ff:fe8b:87e3
MLD Z)v—7 A =3y T OEMME R E2FoRT D,

SWR2311P#show ipv6 mld snooping groups detail

MLD Snooping Group Membership Details
Flags: (R - Remote, S - Static)

Interface: portl.3
Group: ff15::1
Uptime: 00:00:03
Group mode: Include ()

Last reporter: feB80::a00:27ff:fe8b:87e3

Group source list: (R - Remote, M - SSM Mapping, S - Static )

Source Address
fe80::221:70ff:fef9:8a39

8.3.10 1 > % —7 = —AM MLD B EEFR % FoR

Uptime v2 Exp
00:00:03 00:01:06

Uptime

00:00:44 00:01:07

Fwd
Yes

R

Expires

Flags

Last

EEN!
show ipv6 mld snooping interface ifname
[/$5 A—%—]
ifname © VLAN A > ¥ —7 = — A4
TR T DA H—T =2 —R&
[AS1E— ]
HHrtE EXEC £ — R, %M EXEC £— |
B
VLAN A >4 —7 = —AD MLD B# g % £rT 5,
[BEH]

VLAN #1 ® MLD B#{E#H &2 F T 5,

SWR2311P#show ipv6 mld snooping interface vlanl
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MLD Snooping information for vlanl
MLD Snooping enabled
Snooping Querier none
MLD Snooping other querier timeout is 255 seconds
Group Membership interval is 260 seconds
MLDvl fast-leave is disabled
MLDv1l Report suppression enabled
MLDv2 Report suppression enabled
Router port detection using MLD Queries
Number of router-ports: 0
Number of Groups: 0
Number of vl-reports: 0
Number of vl-leaves: 0
Number of v2-reports: 127
Number of vl-query-warnings: O
Number of v2-query-warnings: 0O
Active Ports:
portl.l
portl.2

8.3.11 MLD ZV—F A _"— Oy MY —YIE
BN

clear ipv6 mld snooping
clear ipv6 mld snooping group X:X:: X:X

clear ipv6 mld snooping interface ifname

[F—T—F]

group COHIBRT AV AT XY A NI N—TT RLAERET S

interface © HIBRT D VLAN A X —T = —ZAE4RTET D

[78T7 A —F—]

XX X:X DA FFRY AT NL—TT KL R
"I AT B Y —

ifname © VLAN A VX —7 = — A4
HIbRd 24 v 4 —7 = — A

[AS1E— K]

F¢HE EXEC E— K

B

MLD Z V=T A=y TOxr b — 2RI 5,

[BREH]

VLAN#1 O MLD 7 /V—7 A v 3=y 7Oz ) —ZHlRd 5,
SWR2311P#clear ipv6 mld snooping interface vlanl
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AV

N7 7 4 v 7l

9.1 ACL

9.1.11Pv4 7 7R Y X N DAERK

[EX]

access-list ipv4-acl-id [seq_num] action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn] [urg]
no access-list ipv4-acl-id [seq_num] [action protocol src-info [src-port] dst-info [dst-port] [ack] [fin] [psh] [rst] [syn]

[urg]]
[F¥F—T— k]
ack
fin
psh
rst
syn
urg
[/NT A —=F—]
ipv4-acl-id

seq _num

action

protocol

sre-info

protocol |Z tep ZFEE L2 E . SR TCP ~y ¥ D ACK 7 7 7 & f8ET 5,
FAEIZ TCP ~> XD FIN 77 V% ET 5.

protocol |Z tep ZFEE L7eHE . SR TCP ~>y ¥ O PSH 7 7 V% 18ET 5,
protocol |Z tep ZHEE L7eHE . SR TCP ~>y ¥ D RST 7 7 V& I8ET 5,
protocol |Z tep ZFEE L=, SRIHEIZ TCP ~> ¥ D SYN 7 7 7 %2 46ET %,
protocol IZ tep ZHRE L2 E. RIFICTCP ~v XD URG 7 7 7 H487ET D,

op

protocol IZ tep ZFRE L= %

o> op

op

<1-2000>

IPvd 7 72U Z F® ID

<1-65535>

=l U ARG, MBET 7RV A MACBIT L= M) —DNEETRET D,

VT U ARG EEE LGS, VA NOREBERICT Y M) —RBinsnd, oL &,

BEFORBRETY N —I2 10 ZNE LIl ) —0&F S L LTHERES LD,
WO = o AR SR L TEBMLESES, = ) —0F 1L 101274 5,)

T 7R AT DEMEELEET D

RIEME B
deny FHEES"T S
permit LM F IR B

HRLTLH7m b arf@plzfiiES S

REME 2 EH
<0-255> IP~yXO7a faLEs
any T_TO IPv4 3w b
tcp TCP /37w b
udp UDP X7 » b

ST AERETIPVE T FLAFREHRET S
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R EME iEA
JA ) RI— Rty MEFGH)ff & O IPv4
ABCDEFGH 7 RLUA(AB.CD)ZIEET S
HT Ry b A7 EMbitfd & D 1Pvd 7 K
A.B.C.DM L %(AB.CD) & ET %
host A.B.C.D H—DIPvd 7 FL A(AB.CD)RIEET D
any TRTOIPvA T FLAZRRET S
src-port 1 <0-65535>
protocol |Z tep, udp ZH5iE L7c 6. &l & 32 FE 0K — FE5<0-65535>%10ET 5, A
[ N ST 1=
fRESGE B
eq X A= FEZX)EIEET D
range X Y R—=FEEX)NDLY)EEET D
dst-info s RMEL T A IPVA T LU AR AERET D
REME S

JA )V KI— Kt NEFEGH/{& O IPv4
7 FLA(AB.CD)ZRET D

TRy M A7 RMbit)ff XD IPvd 7 K

AB.CDEF.GH

A.B.C.D/M

L A(AB.CD)EZEET 5
host A.B.C.D H—DIPv4 7 R L A(AB.CD)&ZFEET S
any TRTOIPVE T RLRAEXG LTS
dst-port 1 <0-65535>

protocol {Z tep, udp ZH457E L7725t SR & T 550588 — M 5<0-65535>%f8ET 2, Ak
THZ L bR

BEFIE B!

eq X R—  EEFX)ZHEET S

range X Y A= FEFZX)NOLY)EHEET D
[WIEARRE]
2L
[AS1E— F]
Jsua—mnarz4b—varsE —R
B

IPvd 77 A A NEAKT D,

AR LT 782U R MCiE, BEMAX256 D&M ERETDH I ENTE 5,

AR LT IPvd 7 7B AU A MEBHASELHAT. A % —7 2 —AF— R T access-group =~ > K& 5,
no AT action LIS 215 E L7255 & 1%, FIUEETH BT H1IPvda 7 78R Y X N ZHIBRT 5,

no U C action LAREZFRE L7 o728/, 778 AV A MO ID BN —ET51Pvd 77 v AU X R &HIRT 5,
[/ — 1]

LAN/SFP R — FB L OGRS v ¥ —7 = —ACHA L TWAHT7 78R Y A NI, no B THIBRT 5 Z LixT& 72
W, T Z R L T DHIBRT S Z &,

src-port, dst-port F:{Z | range THIFHAVNIEE TZ A0, ZO X ICHAZIRE L IPvA 7 78 A U X NI AT ALK
T—2721F access-group 2~ R TA U H—7 = —AZ#HTX 5,
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[ EH)
E(E7T 192.168.1.024 D7 A2 vt 172.16.1.1 ~DOWEZEET 5 IPvd 772U 2 b #1 Z2{ET 5.

SWR2311P (config) #access-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
IPvd 7 72 AU Ak #1 ZHIBRT 5.

SWR2311P (config) #no access-1list 1

9.1.21Pv4 77 &2 Y 2 ~ OFEAIGEAN

[F2

access-list ipv4-acl-id description line
no access-list ipv4-acl-id description

[T A —&—]
ipv4-acl-id 1 <1-2000>
LA BN 5 IPvd 772 A U XA RO ID
line o BN HEAASC, ASCII T 32 3UF & TR E AlHE
[(FIERRE]
7L
[ASIE—F]
sa—m\)varZ 47—y arE—FR
[BLAA]

B LTHDBIPvE T 78R Y X MIEBSTEBENT 5,

o FERTEIT LGS, IPVA T 78X Y A NOFAEHIRT %,

[/ —F]

LAN/SFP R— F B L OHHA v F—T =2 — AT /7B AV A M 2HEASE-H# L, Kavwr R CHAZBENT S
ZLIEEHE, (BREDOTUHAXN EEET D)

(B EH]

P(ETT 192.168.1.024 DT A2 Fdvd, 172.16.1.1 ~DBEZEET D IPvd 77 B AU A b+ #1 Z1ER L, #RBIC
[Test] #i1BIN9T 5,

SWR2311P (config) #faccess-1list 1 deny any 192.168.1.0 0.0.0.255 host 172.16.1.1
SWR2311P (config) #access-1list 1 description Test

913IPvd4 77 ERU R ~DEHA

EEN
access-group ipv4-acl-id direction
no access-group ipv4-acl-id direction

[/NT A—F—]
ipv4-acl-id : <1-2000>
HWHTAIPvA T Z7EAY A RO ID
direction D M L—AOFmERET S
REM S
in ZE7 =L LCHEASED
out BEZTL—AIZXLTCHEAIES
[FIHIRR 2]

L
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[AJ1E— R

AR =T 2—AFE—F

[BHA)

LAN/SFP R— h B L UGBS v X —T7 = — R ZIPVA T 7B A Y 2 M &+ 5,

ZREAEETL—LBT 7 AU A MDORMEL B LEHE, T/ EAV X MOT 7 v a v BHYS T L— LTk 5
7 7 3 a 2 (permit, deny) & 72 B,

no B TEITLIEHEA. WA LIET 78 AU A % LAN/SFP R — B L OGREBEA v ¥ — 7 = — AL HIRT 5,
[/—h]

TI7EAYZ ML, F—0OAf ¥ —T7x—RA |2, ZET7 L—2A(n) L EE 7 L—LOut)DZENENIT 1 DT Lok
FRTER,

EET V=BT 57 78 AU A ML LAN/SFP 7R — ~Ixt L C oA A A6,

HFEEIZLL T 0@,

N— hFESHPH(range X Y)ZFEE LTZ IPv4 727 AU A ME, 257 L — L (out) 2l TE 720y,

ZET LT DT 78 AU A MRERE S U7 LAN/SFP AR — MIGRELA v ¥ — 7 = — A AR TE 2\,

ZETL—AIHTAETZ7EARY R MIHEA VX — 7 =2—R|ZHB L TVWA LAN/SFP R — Mok L CiEf T
R, 2L A= T v ar 7 4 BB A VA —T7 = —AZFTE LT\ 5 LAN/SFP iR — MIZE7 L—
DT BT IV BAV A NREDDHDHE. ABZR— FOREDGHHEA VA —T7 =2— A @A SN 5,

B&l|

LANFR—F#l DZET7L—LIZX LT, 778 AU R #l Z#HT 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #access-group 1 in

91.41IPv6 7 7B AU R DA
BN

access-list ipv6-acl-id [seq_num] action src-info

no access-list ipv6-acl-id [seq_num] [action src-info)

[8F A—F—]
ipv6-acl-id : <3001-4000>
IPv6 77 EAY X M@ ID
seq_num 1 <1-65535>
V= AR T, RMBET 7R A MRICBT LT ) =DM EEZRET D,
= U AFFEER LGS VA MORERRIZZ M) —RBINEhD, 2D E,
PAFORERT Y Y —I2 10 ZNE LZEAFHT Y M) —0F 5L LTHERE SN D,
(RN —r o AF SR L TEBIMLESRS, = R —0&SIT 101272 5,)
action T RASHCRT A2EEETRET D
REME S
deny FEEESRT D
permit D S ot AT M )
sre-info DML T AEETLIPVE T RLUAFRARET S
REME B
R BT xRy b A7 RMbiff & D IPve 7 R
XX:XXM L AX: XX X) &R ET 5
any TRTOIPv6 7 KL AZXG LT 5
[FIHIRRE]

mL
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[ AJTE— K]
Ja—\)aryz 41—y T — R
[FREA]

IPv6 77 AU A NEAEKT 5,

AR L2778 AU R MCiE., BEMAX256 D&M ERETDHZENTE 5,

AR LT 78 RAY A el SEL580F,. A X —7 = —RXF— KT access-group 2~ > R&Hf4 5,

no T action LI ZEE L1-HE1E. REETHR—&THIPv6e 77 B8R U R N ZHIRT 5,

no FE T action LI HEE Lo 72358101, 778 AV A MDID N—ETBHIPv6 77t AU A N &HIERT 5,
[/ — 1]

LAN/SFP R— b B L UGHELA VX —T7 2 — R ZHEA L TWET7 78 AU A M, no B THIBRT 2 Z LTk
W, HTIEHZ R L T DHIBRT S Z &,

[ EH]

3fe:506::/32 N H DNy M EEST D IPv6 77 B AU A K #3002 Z1ERT %,

SWR2311P (config) #access-1list 3002 deny 3ffe:506::/32
IPv6 772 A U A k#3002 ZHIBRT 5,

SWR2311P(config) #no access-1list 3002

9.1.5IPv6 77 R U R s OFLBASCEM
[#E=X]

access-list ipv6-acl-id description line

no access-list ipv6-acl-id description

[/$F A—%—]
ipv6-acl-id : <3001-4000>

A ZBMT 5 Pv6e 77 EAU 2 R ID
line o BN HEAASC, ASCII C 32 307 & TR E Al e
[FIEIRRE]
L
[AF1E—F]
ra—r\)var 74—y a rE— R
[BEEA]

E L THDIPve 778 A Y A MIEHASCEZBINT 5,
no B TEIT LIS, IPv6 7 7B XU X NOFACEHIRT 5,

[/—F]
LAN/SFP R— FB L OGBS v X —T7 =2 — AT 7B A A M2 EASE %L, Ko~y FCRBAZBENT5
ZEEARE, (A DAL T LEEET D)

[ EH]
3ffe:506::/32 VB Dy NEFESAT A IPve 772 AU A k#3002 ZVERR L. BB [Test] #5803 5,

SWR2311P (config) #access-1list 3002 deny 3ffe:506::/32
SWR2311P(config) #access-1ist 3002 description Test

91.6IPv6 7 7R YU X FDiEH
EEN

access-group ipv6-acl-id direction

no access-group ipvo-acl-id direction
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[78T7 A —=F—]
ipv6-acl-id : <3001-4000>
WHTHIPv6e 727 AU 2 LD ID
direction D EM T L—La0hmEEET S
RIEME SiEH
in ZEZ LA LTHEASED
out BEZL—AIXLCHEASES
[WIERRE]
7L
[AS1E—F]
AV H =T z—AFE—F
B

LAN/SFP R— b B L UOGHHEA VX —7 = —RIZIPv6 T 7B A Y A &M 5,

ZERERT V2B T 7 A R FORMEE B LIEHA, T/ HAVAMDT 7 v a VS 7 L— AICHT 5
7 7 3 a ¥ (permit, deny) & 72 B,

no X CTIATL72A. WHLZT 78 AU R % LAN/SFP R — F B L OGREA ¥ —7 = — A LHIBRT 5,
[/—}]

TIRAVANE, F—DAf X —T2—A2, ZIET7 L—2AL(in) L EE T L—L(ut)DZENTIUT 1 DFTD LV
FETE 7220,

KETZ V=2t 57 78 A Y A M LAN/SFP A — MK L COAEMAARETH 5,

HFIFEIXLL FO# b,

ZET L= T DT 78 AU A RRERE S 7 LAN/SFP AR — MEGRELA v ¥ — 7 = — A AR TE 72\,

ZETL—AIHTAETZ7ERAY 2 MIHEA VX — 7 = —R|ZHB L TVWA LAN/SFP R — Mok L CiEf T
R, 2L AX— T v ar 7 4 BB A VA —T7 = —AZFTE LTS LAN/SFP iR — MIZE7 L—
DT BT IV BAV A NRED D DHE. HABZR— FORENGHEA VA —T7 =2— A @A SN 5,

[ EH]
LAN AR— R #1 OZ{E7 L—LIZX LT, IPv6 727 AU X k#3002 2 HT 5,

SWR2311P (config) #interface portl.1
SWR2311P (config-if) #access—-group 3002 in

9.1.7TMAC 77t R U 2 FDAERK
E&N|

access-list mac-acl-id [seq_num] action src-info dst-info

no access-list mac-acl-id [seq_num] [action src-info dst-info]

35 A—%—]
mac-acl-id : <2001-3000>

MACT7 7 &AUARDID
seq_num 1 <1-65535>

V=l U AEE, BT IVEAV A MNNIZBIT L = N =DM EERET D,
=T U AFFEEM LIZGEIT, VA NOFRZRRBICZ N —RBNEhD, ZDLE,
MFOREBRETY N —I2 10 ZME LZERFH= ) —0F S L LTHEREIND,
WO = o AR SR LTEBMLEES, = ) —0FSIL 101274 5,)

action T BASEMCR T A EMEERRET D



308 AV KU Ty LU A | bT 74w il

REME A
deny FEEEE"T 5
permit BN T B )
sre-info D RMEETAHEEILMAC T RV AIERERET D
REM B
UALRH—RE Y b
%ﬁ\gﬁg}?ﬁ;l\g{www (WWWW.WWWW.WWWW)I & & MAC 7
' ' K L A(HHHH.HHHH.HHHH) % {8 €3 %
host HHHH. HHHEHHHH %; > MAC 7" K L % (HHHH HHHH. HHHH)
EIRET D
any TRXTOMACT RLRZEXRETD
dst-info DML T HEE MAC T LA RERET D
REME B
DAL KEHI—FE Yk
alé?\gv{;ng?\;fﬂ\g{www (WWWW.WWWW.WWWW)HF % 0 MAC 7
' ' R L A(HHHH.HHHH.HHHH) % 5 & 3 %
host HEHH.HHHA HHHH iz > MAC 7" K L % (HHHH HHHH. HHHH)
ZIRET D
any TRTCOHOMACT RL ARG ETH
[FIHIRR E]
L
[AJ1E— K]
Ja—n\)ary7 4L —v g rET—FR
[

MAC 77 €AV A N&EAKT 5,

B LT 78 AU A MCE, BEMAX256 D&M E2RETDHZ LN TE D,

ER LT 78RR MEEAIEI5E81L. 4 ¥ —7 = —RF— KT access-group 2~ > K& EITT 5,

no JE.C action LI 2 H8E L7280, SMETH—ET25 MAC T 7B AU A M &HIERT 5,

no T action LU ZHRE L2288, 778 AV A MO ID BR—FHT 25 MAC 77 AU X hEHIERT S,
[/—}]

LAN/SFP R — M B L OGBS, v ¥ — 7 = — A ZHEHA L TNDET7 27 8AY X ME, no B THIFRT 2 Z LixT& 722
W, ST EER L CODHIBRT D Z &,

"W", "H"X 0-9,a-f,A-F 5705 1 XFLERD,

[ E B

MAC 7 F L A 00-A0-DE-12-34-56 2> 5D 7 L— LA Z AT 5 MAC 77 AU & | #2001 /BT 5,

SWR2311P (config) #faccess-1list 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
MAC 77 A YU A | #2001 ZHIprd 5,

SWR2311P (config) #no access-1list 2001

9.1.8 MAC 7 7 EZX U X s OFBAIGEN

[ER
access-list mac-acl-id description line
no access-list mac-acl-id description
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[73F A —%&—]
mac-acl-id : <2001-3000>
A SCE BN 5 MAC 772 AU A hdD ID
line ©BINT AR SC, ASCII T 32 305+ TREE FlBE
[WIERRE]
L
[AJ1E— K]
sa—nnarz 4 —varE—NK
[BLFA]

ERLTHD MAC T 7 AU A MNMIBASCEBINT 5,
o R TEIT LS. MAC T 782U R N AEEIRT 5,
[/ —}]

LAN/SFP R— "B I OIS v X — T 2 — AT 7B AV XA MR HAISE-#%Y, Aoy NCaBSIEZBNT5
ZlFATRE, (A DOUAIN EEET D)

(B EH]
MAC 7 R L A 00-A0-DE-12-34-56 7" 5D 7 L— L %HEHET 5 MAC 727 AU A k#2001 Z{ERk L. #HAASC Test)
ZBINd 5,

SWR2311P (config) #access-1ist 2001 deny mac 00A0.DE12.3456 0000.0000.0000 any
SWR2311P (config) #access-1list 2001 description Test

9.1 9MAC T Z7ERXY X DM
EE

access-group mac-acl-id direction

no access-group mac-acl-id direction

[73F A =4 —]
mac-acl-id : <2001-3000>
#WHT2MACT 7R X D ID
direction D WA L—LAOERET D
R EM B
in ZEZL—AH L TEASED
(AR RE]
L
[AS1E— ]
A HE—=Tz—AE—F
[@i ]

LAN/SFP R— h B L OGHEIA v ¥ — 7 = — A L TMACT 782U A M &2HEAT 5,

SAET V=BT VB RAY A MDRMEL =B LTHE, T/ 8AV R MDT 72 a VRN T L—AIHT 2T
¥ a M (permit, deny) & 72 5,

no B CTEITLIEHA. WHL/ET 78 AV A % LAN/SFP iR — B L OGREEA v ¥ — 7 = — AL HIRT 5,
[/ —}]

Rl—DA 2 F =T 2 =R EEOT 72 A A NEBETDHZ LIXTERN,

HFEEIZLL T 0@,

ZETLU—LIRTEHT 7 BAY A NPERE ST LAN/SFP AR — MIGRELA ¥ — 7 = — A ZHTE TE 72uy,
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ZIET L—ATHT BT 72 A Y A MIGHEEA V4 —7 = —AIZATE L TV % LAN/SFP AR — bt LGl i T
RN, 2L AF— T T ar T g 7 BICEEA 2 — 7 = — ZZFTE LT D LAN/SFP AR — MZZfF 7 L —
DT DT 7 EAY A MREND DYd, BETFR— FORENTHEA »F—7 = — AWM SN D,
[ EH]
LAN R— b #1 DZAE7 L— LI LT, 778 AU X b #2001 28 H 95,

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #access-group 2001 in

9,110 £ LT 7R Y X FNDOFER

(&)
show access-list [ac! id]
[NT A—F—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI78AJ X MDID
[AJ1E— F]
FHHFHE EXEC £ — P, FrbE EXEC £— F
[RLBA]

BEESNTWAT 78 ARAY A NEFRRTH,

acl id Z#EME L7GA1E, 2 COT 78 AV A NEERT D,

A B —T 2— R ZHEA I, o, S H o7 —2% 1 O ESEFFITEELEEES, FOT7L—AD
FatE(match) b FoR4 5,

[/—h]

T 7 4 v 7 5B(QOS) DRI H » 12 7 L— A DR H B (match)y b 7 > v T v 5,
[ EH]
—BEFRRT D,

SWR2311P>show access-1list
IPv4 access list 1
10 deny any 192.168.1.0/24 host 172.16.1.1 [match= 62]
MAC access list 2001
10 deny host 00A0.DE12.3456 any [match= 123]
IPv6 access list 3002
10 deny 3ffe:506::/32

9.1.11 FFHE DI VT

EEN
clear access-list counters [ac! id]
87 A —5—]
acl-id : <1-2000>, <2001-3000>, <3001-4000>
TI78AUVAMDID
[AS1E— K]
FtE EXEC £— R
[REBA]
show access-list @~ > N CHER I D HEit K (match)z 7 U 79 %,
[BREH]

etz 7 V79 %,

SWR2311P>clear access-1list counters
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QIR AV HF—Tx2—RZWBH LT 78R X bOFKRR
EE

show access-group
[AJIE— F]
FEREME EXEC £ — N, FiHE EXEC £— F
B
A F =T 2= AT, WHINTWLET Z7EAY A D ID ZERKRT D,
[F B
—BERTT D,

SWR2311P>show access-group

Interface portl.l : IPv4 access group 1 in
Interface portl.7 : IPv6 access group 3002 in
Interface portl.8 : MAC access group 2001 in

9.1.13VLAN 77 A= v 7OREB LR VLAN 7 7 T A< v 7 E— K~DOBLT
[EX]

vlan access-map access-map-name

no vlan access-map access-map-name
[/XT A—&—]
access-map-name ;YA EETR L OEATE(256 LFLN)

TR Aw v T

[FIEIER E]
L
[ AFTE— K]
Ja—\)ary7 4 b—y g rEF—FR
[FRHA]
access-map-name CIEE LT BIO VLAN 77 B A< v T HEAER LT2OB VLAN 77 B A< v TR ET DHT2OHD
VLAN 77 B A~ v 7 — RIIBITT A,
no B THEIT LIS, HHE L VLAN 77 B2~ v FEHIRT 5,
[/—F]
VLAN 7 7 B A< E— Kb ra—n")Lary7 47— g ET— RNIEAIZTexit 2~ R L, HikE
EXEC £— RIZED(Zid end 2~ FEEHAT S,
[ E A
VAMOOl & WHARHID VLAN 77 v A~ v 7%EMR LT, VLAN T 7 v A~ v 7E— R~BITT 5,

SWR2311P(config) #vlan access-map VAMOO1
SWR2311P (config-vlan-access-map) #

9114 VLAN T 7 ¥ A= v FIZxtT 57 78R Y XA FORE
[EF=

match access-list /ist-id

no match access-list /ist-id

[/XF A—&F—]
list-id ;. <1-2000>, <2001-3000>, <3001-4000>

access-list I~v 2 RCHREINTWELT 7EAY X "NERE
(18I E]

L
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[ASTE— R
VLAN 7 7 & 2~ v 7E— |
[FREA]
SR VLAN 7 7 B A~y @A T 27 78X A NERET D,
no JERTEIT LA, BELET 78R Y A M2 R VLAN 7 7 B A~ v T HHIRT 5.
[/ —}]
1 OO VLAN 7 7B A= v 7IZR L CREMRER T 78 AU X MM, 1 DD &,

show vlan access-map =~ > R CiRE L MR TE 5,

(B EH]
VAMOOL & WO AHTD VLAN 77 B A~ v 7Z2{ERR LT, 192.168.0.1 2O D 8w haHEETLHT 78R A M
%&}\’:‘E“j‘ 50

SWR2311P (config) #access-1list 2 deny any 192.168.0.1/32 any
SWR2311P(config) #vlan access-map VAMOO1
SWR2311P (config-vlan-access-map) #match access-list 2

9115VLAN 7 7B A~ T 4 LV E —DHEE
[EX]

vlan filter access-map-name vian-id [direction]

no vlan filter access-map-name vian-id [direction]
[/NT A—F—]
access-map-name ;A FHT I L OCEMA T E(256 LTLIN)
vlan access-map 2 ¥ R THEINTWNWDHLT 7 EAS v T4

vian-id o <1-4094>
vlan =¥ > RC enable JRAEIZERE 41TV V5 VLAN ID

direction DAY LA LMERET S, AW LEBARZET LA LTHEHASRD

BREME Bk

in ZET7 VAR L THEASES
out EEZL—LIRHLTHEHASES

[(WIHIRRE]

L

[AJ1E— ]

ra—\)vary7 47—y a E— R

[RLBA]

FEELZ VLANIZVLAN 7 VB A~ v 77 4 VX — AT 5,

no JERTHEAT L7261, $5E L7z VLAN (235 VLAN 727 B A~ v 77 4 V2 —%HIFRT 5,

[/—}]

disable JREEIZFRE SN TWD VLANID IZX L TR~ RERET H 2 &1L TERLY,

VLAN 7 7 A~ > L, A—DA 2 —7x—R|2, ZE7 L—2A(In) L EET L—L(ou)lIZENER 1 DT D
HTx5%,

72720, UFOT7 78 AV A RERE LT VLAN 778 A~ v 7 d, BE7 L— A(out)lZHH TE 720,

s MACT7Z7EAURAR

o N— MESEIPH(range X V)AFEE LT IPVA T 7 AU X |

[ EH]

VAMOO01 & W5 £47ii0D VLAN 7 7 B A~ » 7 & B LT, 192.168.0.1 226037 v NEERT LT 78RV A M
BELI=OH, VLAN #1000 D55 7 L— 2%t LT VAMO001 ZiE A5 5,

SWR2311P (config) #vlan database
SWR2311P (config-vlan) #vlan 1000
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SWR2311P
SWR2311P
SWR2311P
SWR2311P
SWR2311P
SWR2311P

config-vlan) #exit

config) #access-1list 2 deny any 192.168.0.1/32 any
config) #vlan access-map VAMOO1
config-vlan-access-map) #fmatch access-1list 2
config-vlan-access-map) fexit

config) #vlan filter VAMOO1l 1000 in

9.1.16 VLAN 7 7 B XA~ v 7 DER

[ER]
show vlan access-map
[AFTE— R
FHrHE EXEC E— R, %M EXEC E— I
[FHA)
BEESNTWE VLAN 77 B A~ v T HERT D,
UToHEANERIND,

e« VLAN 77t 2~ v 7 DOXHi

e VLANT7 7t RA<= vy @A INTWATZ7EAY X b
[RXEHI]

VLAN 7 7 ®t A~ v 7 OIEREFRT D,

SWR2311P>show vlan access-map
Vlan access-map VAM0O1
match ipv4 access-list 2

9117 VLAN 7 7B A~ v 7 4 VF —DER
[EX

show vlan filter
[AJTE— K]
FEFFHE EXEC E— N, $## EXEC £— K
B
VLAN 7 7 B2~ v 77 4 V2 —ORIG#E ZrnT 5,
ITOHENFEREND,
o VLAN 7 7 & 2= v 7 O4L4Hi
s VLAN 7 7 ®A~ v 7 0EH STV VLAN ID
« VLAN 77 kB2~ v 7RiH T\ 5 7 L— A D Fh)(in/out)
[EX EH]
VLAN 7 7 B A~ 7 4 VEZ—DFEREFRTH,

SWR2311P>show vlan filter

Vlan Filter VAMOOl is applied to wvlan 1000 in

Vlan Filter VAMOOl is applied to vlan 1001 out
Vlan Filter VAM002 is applied to vlan 2000-2001 in

9.2 QoS (Quality of Service)

9.2.1 QoS DAEZ « HEZhHI4E
EEN|

qos action

qos_disable
[NT A—=F—]
action : Qos DEME
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REME il
enable Qos ZHNZT 5
disable Qos Z SNz T 5
(IR E]
no qos
[AFTE—F]
srua—Narr 4 L—vg E— R
[FFA]

QoS Z AT 5,
no B CEITLI-HA. QoS #MuT 5, kX, Bl#d 5 QoS & b [RIMFICHIFRT 5,
[/— 1]
7 u—flEOY AT NEEBANLEE. Qos wAMIZTH I LITTERW,
QoS BHIE v > FiE, QoS A HAMMI L TEMNRNVEETTERNLDONEZH D D,
[BXRE )
QoS ZH T
SWR2311P(conf1g)#qos enable
Iz
(

QoS ZHNZT 5,

SWR2311P (config) #gos disable
92277 4V K CoS DRE

[ER]

qos cos value

no qos cos
[/NT A—F—]
value : <0-7>

57 #/V bk CoS &

[ E]

qos cos 0

[AJ1E— K]

A H =Tz —AF— R

[FEHA]

LAN/SFP R— F B L OGEIA v X —T =2 —ADT 7 4/ b CoS ZRET D,

no I TIAT LIZGE . FIHIME(CoS=0)Z X ET 5,

T74NECoSIE, A X —Tx2—ADFTARE—RBCoSIZHESNTWNDORETH 7 L7 L—LEZF L

FEICER SN D, (7 L—2AIZ CoS B E SN T2 o))

[/ — 1]

ARa<r REFEITTDHITE, QoS A LT 2 &,

FATT DA H—T 2—AD KT A ME— KB CoS TlHaWGE, KRa~vy REIFET=I—L7i 5,

7 7 4V b CoS BF72 D LAN/SFP 7R — NMIFRELA > ¥ —T =2 — R L LTHNRD Z LT TER,

FITT A4 =T == AWNiwEA U F—T = — AR L TV 5 LAN/SFP 7R — h D6, Ka~r FIEETE S

~&ﬁ5 ttb x&~b7/7:/747i@ MELA X — 7 = — R ZFTE LT % LAN/SFP 7" — h O E
AT R — FOBRENHEA > F—7 = — A ZHH I D,

[ﬂﬁ%]

T 7 F b CoSfEA 2 IZRET D,

SWR2311P(config-if) #gqos cos 2



av R T77 VR FT 74y 7l 315
7 7 4V | CoS % WIHWIMEIZ T,
SWR2311P (config-if) #no gos cos
923 FT7 R hE— RORE
[EFR]

qos trust mode

no qos trust

[7NT A—F—]
mode : M7 AME—FR
REME i
cos EEF 2 —% CoSHICESWTIRET S
dscp 5% = —% DSCPHICE SV TIRET S
port-priority ZAz R CRRE SNV E A EA T 5
[WIHIRRE]
qos trust cos
[AJTE— F]
A HF—T2—AF—FR
[@iA]

LAN/SFP R— FB X OHBIA o X —T 2 —AD N T A ME— RZHRTET 5,
no JTEITIFAT L7256, FIHME(CoS R 7 A M E— MEZRIET D,

F T A ME— RS cos DAL, ZET7 L— LD CoS fl A 15 H L’C%E"%:Lﬁ@ﬁ%ﬁ%ﬁb‘ dscp DAL, =[5
7 L— 2D DSCP fii % i L’Cji?1u:\‘;~0)ﬂ%ﬂ3%?ﬁ 9, port-priority D ZIEA LV H—T 2 —AITREESN
TBREITEESNT, FEF 2 —DIREZIT I,

CoS fEX° DSCP fE, ZAEAR— MK 2XEF 22—, LTFTOa~y FTERETLZLNTE D,

FFRALE—F EEX 2 —RECHEATOIRERE | HEavrF

CoS CoS-EEF = — ID BT —7 /v qos cos-queue

DSCP DSCP-%f5 % = — ID £#i7—7 /L | qos dscp-queue

Port Priority ZER— T LITRE SNBSS | qos port-priority-queue

728, QoS D—HDUMEDOH T, EEXF a2 —ZRETHELETHXA IV TIX4FHED D,
EEX 2 —HY 2 Th

7 TAYy FICEDEEF = — 1T

I IAS LD TV~ —% U TIHRE

JIAwy TN EBY~v—F TIRE

2,3,41Z N7 A FE— R"CoS"£721X"DSCP" DL EDHIEEFRETH Y, WTHOHEHLAHZD M7 A ME— NITxf
J5T % TEEXa—IDET—T V] 2ZWTHZLICLD, EEFa—DPHVLTHEND,

[/—}]

Ka< REFITTDHITIE, QoS #ANc L TR Z &,

LAN/SFP R— F B L OGRS v 4 — 7 = — AR —< v FREH I TV EEHS, FF A ME—ROLF LT
ERAAN

Mo A FE— KPR/ D LAN/SFP R — MIfRELA v ¥ —T7 = — AL LTHRNAD Z LI TE 220,

A A —T 2 — AL TS LAN/SFP AR— MI M T A P E— ROLEFIXTERY, =L, A —1FT v
7:/747L® GHA X — T = — ZIZFTB LTS LAN/SFP AR— R DR TEIT. A ER— FORTEDHIEA
H—T7 c— A ZHEEENS,

QoS HAETIE, P T A PE— RICE > TEITHIRA D D b O, RFHRORIRD LORD D,
BBl
LAN/SFP R— B XA v X —T7 =2 —AD M7 A E— K% DSCP IZRET D,

Eal i



316 | 2~ KU 77 LA | FT 7 4 v 7 HI
SWR2311P(config-if) #gos trust dscp
LAN/SFP R— b B L OGBS v X —T 2 —AD F T A FE—RET 7 4 /L M(CoSITERET D,
SWR2311P(config-if) #no gos trust

9.2.4 QoS HRE DR EIRB DK IR

E&
show qos
[ASTE— ]
FEHFHE EXEC £— R, %54 EXEC ©— K
[@iHH]
QoS FEHRE D A #)(Enable), EZh(Disable)ki&Z 7 %,
[ EH]
AT LD QoS DEEIREEF T D,

SWR2311P#show gos
Enable

925 A L F—7 x—ZAD QoS ERDFER

[EX]
show qos interface [ifname]
[T A—&—]
ifname : LAN/SFP RA— MBI WGRBLA v ¥ — T = — R4, BRI ER— hExtg s 35,
KT HA 0 H—Tx—RA

[AJ1E— F]
FEFEHE EXEC £ — N, FrkE EXEC ©— F

B
FRE LA v F—T7 2 —AD QoS RIEHME LR T H, RTHNETILUTOLEY,

HH HH

Port Trust Mode A =Tz —AD KT A FE— F(CoS/DSCP/Port-

Priority)
Input Policy-Map Name A E =T == R EHE DR v —~ v T LT
7 A~y THEHRE 1)

Port Default CoS Priority 7 7 4V & CoS fE(IE 2)

Port-Priority-Queue N— MEJEEE(E 3)

Egress Traffic Shaping NT7 T 40y 2— 7 (R— HEAT)

Egress Traffic Queue Shaping NT7T 4wy — 7 (F 2 —HUT)

Queue Scheduling EEX2—DORATYa—) IR EER

CoS (Queue) CoS-Ef5F ¥ = — ID 57 — 7 /L (1% 2)

DSCP (Queue) DSCP-2%15 % = — ID 27 — 7 /L (1L 4)

Special Queue Assignment: Sent From CPU CPU P HIEFEIND 7 L—LDEEF =2 —1EE

EDHEHINATWDEIRY =<y TRRNIGEIEFRRINR, 7T A~y TIEROFEMIL show class-map =~
YREZBROZ L,

H2) FT A FE— RN"CoS" DA DHEREND,

H3) 7 A ME— FP"HR— MEE"OHBEDOHERIND,
H4) b7 A FE— KR"DSCP"OFEDIHRERIND,
[/—}]

RKa<wr FEFETTHITE. QS =AML THL T &,
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[BREH]
LAN R"— b #1 ® QoS REZFR~T D, (M7 A FE— R CoS)
SWR2311P#show gos interface portl.l

Port Trust Mode: CoS
Port Default CoS Priority: O
Egress Traffic Shaping: Rate 30016 Kbps, Burst 1876 KByte

Queue Scheduling:

Queuel : Weight 1 ( 5.3%)
Queuel : Weight 1 ( 5.3%)
Queue?2 : Weight 2 (10.5%)
Queueld : Weight 5 (26.3%)
Queued : Weight 5 (26.3%)
Queueb : Weight 5 (26.3%)

Queueb : SP
Queue7 : SP

Cos (Queue): 0(2), 1(0), 2(1), 3(3), 4(4), 5(5), 6(6), 7(7)

Special Queue Assignment:
Sent From CPU: Queue’

LAN R— K #1 @ QoS X Ex &K ~T 5, (F7 A FE— K DSCP)
SWR2311P#show gos interface portl.l

Port Trust Mode: DSCP
Egress Traffic Shaping: Not Configured

Queue Scheduling:
Queuel : SP
Queuel : SP
Queue2 : SP
Queuel3 : SP
Queued : SP
Queueb : SP
Queueb : SP
Queue7 : SP

DSCP (Queue): 0(2), 1(2), 2(2), 3(2), 4(2), 5(2), 6(2), 7(2)
8(0), 9(0), 10(0), 11(0), 12(0), 13(0), 14(0), 15(0)
16(1), 17(1), 18(1), 19(1), 20(1), 21(1), 22(1), 23(1)
24 (3), 25(3), 26(3), 27(3), 28(3), 29(3), 30(3), 31(3)
32(4), 33(4), 34(4), 35(4), 36(4), 37(4), 38(4), 39(4)
40(5), 41(5), 42(5), 43(5), 44(5), 45(5), 46(5), 47(5)
48 (6), 49(6), 50(6), 51(6), 52(6), 53(6), 54(6), 55(6)
56(7), 57(7), 58(7), 59(7), 60(7), 61(7), 62(7), 63(7)
Special Queue Assignment:
Sent From CPU: Queue7
9.2.6 £fE ¥ = —EHROFTR
[ER]
show qos queue-counters [ifname]
85 2 —5—]
ifname : LAN/SFP &R — N, BRI R — N ERGLET 5,
TR T HA U H—T =2 —R&
[AJTE— F]
JERFME EXEC £ — R, 5t EXEC E— 1
[FHA]

FE8E L7z LAN/SFP R — h DEE X 2 —BOFHEL X RT D, F2—OFHRIILLTF CTHET S,
(F2—DEHF) = (F=2—ICHEAII TSN 778/ (F=2—DRALR)



9.2.7 CoS-EEX a2 — ID BT — TN D

38 | A~V KU T 7 LU A | b T 7 4w il

[/ — P}

K= FiE QoS DIRIE(HE NN D LI TE 5,

(% EH]
LAN R— b #1 OF 2 —flif iR 2 FK T 5,

SWR2311P#show gos queue-counters portl.l

QoS: Enable

Interface portl.l Queue Counters:
Queue 59.4
Queue 15.
Queue
Queue
Queue
Queue
Queue
Queue

o0 b wbdhd R O
OO WO oo

P O oO O OO
o o° o° A o o o oP

W
el

[EX]

qos cos-queue cos-value queue-id
no (os cos-queue cos-value

[/XT A =5 —]
cos-value . <0-7>
BHITLD CoS
queue-id . <07>
CoS fEIZ X IE T % EME F = — ID
(IR 2|
[/ — M=
[AJ1E— ]
Ju—nsrarz 4 L—varE—R
[FL8A]

EEF2—ZRETHOIMEHT S CoS-BEF2a—ID BT — T NVDOEERET D,
no IR TEIT LA, F8E L7z CoS HDEIEF = — ID ¥R EIT R,
CoS-EEFxFa2—ID BT —7 /T, FTAPE—FRBCoSITRESN TWAERITHER NS,

[/— "}

AKa~<r REFITTHITE, QoS =AML T Z &,

CoS-iIHEF = — ID AT — 7 LV OYHRET FERDO LIV,

CoS f& EEX=2—
0 2

1 0

2 1

3 3

4 4

5 5

6 6

7 7
B!

CoSfH"0"IZK L CIEEF =2 —# 2HID 4T D,
SWR2311P (config) #gos cos-queue 0 4
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CoS fE"0"DE(E % = — ID Z #IHIEIZ T,
SWR2311P (config) #no gos cos-queue 0
9.2.8 DSCP-3:/5% = — ID BT — 7 IV DRE
[ER]

qos dscp-queue dscp-value queue-id

no qos dscp-queue dscp-value

[73T A =4 —]
dscp-value 1 <0-63>
JE 50 0D DSCP i
queue-id 1 <0-7>
DSCP EIZHIET D 5(EF = — ID
(R E]
[/ — MR
[AFIE— K]
ra—)ary 7 40— g F— R
[FAA]

EEX 2 —Z2RET DO AT 5 DSCP-5{5F = — ID BT — 7 VOB AR ET D,

no TR CIFAT L7=45A . $857E L7= DSCP EDOE(E X = — ID ZAIHEEEICH T,

DSCP-i4{§ &% = — ID a7 — 7 /M iE, T A ME— KA DSCP IZHE SN TWDLHAICHAIND,
[/—}]

AKa<r REFITT 51T, QoS AL T Z &,

DSCP-2%{E % = — ID BT — 7 L OUMREIZTTEDO LB,

DSCP f& EfFF¥a—
0-7 2

8-15

16-23 1

24-31

32-39

40-47

48-55

<N ||| B~ W

56-63

[BREBH]
DSCP fE"0"(Zxf L TikfEF = —#4 2HI0 4T D,
SWR2311P (config) #gos dscp-queue 0 4

DSCP fE"23"D#{E ¥ = — ID Z HIHIEIZRE T,
SWR2311P (config) #no gos dscp-queue 23

BXE

m

9.2.9 h— MERED
E=v

qos port-priority-queue queue-id

no qos port-priority-queue
[T A—=HF—]

queue-id : o <0-7>
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[FIHIERE]

gos port-priority-queue 2

[ASE— ]

A B =T 2 —AFE— R

[

LAN/SFP R— h B L OGHHELA v X — T =2 — AT, ZEA v H— T = — AR T HDEECEE xR 2 — ID) AR ET
Do

no W THEITLIEBE, IBELIA VX —T7 2 —ZDEEF 22— ID 2 0HIEQICRET,

A— MEEEIX, NI A ME— RB"R— MEECRESN TV DEEEOREF 2 —OIREIHEH SN D,
[/—}]

AKa~< s REFATT 51T, QoS AL THEL Z &,

FATTHA v H—T 2 —AD R T A ME— KPR — MER"TIEARWEE, Ko~y RRFEfT=I—Li b,

N NMEJEEENE 72 D LAN/SFP AR — MIGwEEA v ¥ — 7 = — AL LTHRRAD Z EIXTE 20,

RITT DA v F =7 2= AN F—7 = —ZITHTE LTV D LANSFP R — b D6 Ao~ RIFEIT=7
—eD, L, A= T T a7 4 7 EOiwEA U F—T 2 — AZFTE L TS LAN/SFP AR — F D% E
I, BB R — FOREDTHIEA v X — T = — A A S,

[ EH]

LAN R— h #1 OFR— MEEEL LT, REXT=2—ID#M E2FIV 4 T5H,

SWR2311P#interface portl.1l
SWR2311P(config-if) #gos port-priority-queue 4

9210 2AA v FARENOLEEIND 7L —LDEEX =2 —1EFE
[EX

qos queue sent-from-cpu queue-id

no qos queue sent-from-cpu

[/NF A —5&—]

queue-id 1 <0-7>
EE¥2—1ID

(IR E]

qos queue sent—from—cpu 7

[AS1E— F]

sra—m\)var7 47—y arE—FR

[BFA]

AL FAMK(CPU) D 545 LAN/SFP R — b ~XE SN D 7 L — L O DREF 2 —2RET D,

no A CEAT LG E. FIHHE Z27ET 2.

[/—H]

Ka<xy FEFT7T 51203, QoS #A#C L TH 2L,

CPUMNDLKEESNL T L —LDEREZ FT L L, KVEEEDOHNF 2 —noDORENMERINL D, mAakt
DIRAET L2MS RoN— 77 EOBRENEINE L 22 < R TR B D, Z D728, ARREMITFIRERIR Y K& 72
E(EERE) L T2 2 &2 #E+ 5,

Bl

CPUMNBHIXEEND 7 L — L DREREF 2 — & #5 ITRET S,

SWR2311P (config) #gos queue sent-from-cpu 5



A RUT77 LA FT T 4w 7l 321
9211 7 F A~ (NTF T 4 v 7 OHESE)DAERK
B

class-map name

no class-map name

[7XF A—&—]

name T ARy T4 (20 LTFLLT. KT/ EXBIT D)
[AJTE— ]

Ja—N")aryz4JL—g T — R

B

I IRy T AT B,

JIAy TN, ZRETV—LENT T4 I I TACGET DO D0FEMEERTHHOTHY, match 2~
RCER LIS L ZUCxd 57 7 & a U (permit/deny) THEL S VD, 7 T ARy T DT 73 a  E RO LD IT
25,
« 7271 AU A NMACL)Z&E L7-%4 (match access-group =~ > N % ZE17)
ACLIZXT DT 72 arNI TR~y T DT Ivarbind,
« T7®AVUZARNACLLSERRE LIZHGA
FF Al (permit) & 72 5,
ERth. TONBRERET D7 7 A~y 7E— NIBEIT 5,
no TR TIAT LA 1E, FHE LT T A~y T HHIRT 5,
[/—}]
AKa<wr RaeFAT9 512013, QoS ZHMC L T Z L,
HBE LY 7 A~y TRERBE OGS, AiEOREICH L TERRMTRbRS, 72720, R v—~vv 7N
LAN/SFP R— b B L UGREA v ¥ — 7 = —RCHEHFE A OEE, R v—~v v FICEEf TN TWE 7 TR~y
TR - HIBRT 2 Z &I TERYY,
[3% 2 5]
7 Z A< Tclass1" VR T 5,

SWR2311P (config) #fclass-map classl
SWR2311P (config-cmap) #

9.2.12 7 T A~ v 7 OREEN T
E=N

class name

no class name
%7 X — & —]

name L IRy TIA

[AFIE—F]

RNy v—~vy7E—F

[@iHA]

RV =~y T T A~y 7 &BEEMT D,

77 A=y TOEMTICKDT DL, R o—v T« 7T 2= RNIIBIT D, R V—vv T 7T RE—
FTIE, 7742727 FABITUTOREEITI Z LN TE D,

s TLw—F T ETREX 2 —RE

« A—=ZV T

e KU

e Uw—F 7

no W TIAT LG EIE, AV v—~ v T Inb 7 7 A~y 7 OREMIT 2T 5,
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AU —~< v 7D S 472 LAN/SFP R — MBI OGREEA v ¥ —7 = — AT, BEMTE2 L7 T A~y T D5
B TZET VLB N T T4 v I VTR T D, VTA~Yy T DT Vv a ) permit DE, %% -7
T4 w777 AR L Ta—Y—0DFE L= QoS ALE N Thih 5,

—ODORY =<y FIHEMIT oD T Ay X, 8 0FETET 5,

[/— 1]

Ka<o REFITTDHITIE, QoS #Ahc LT Z &,

deny 77> a D774y 777 A LT, QoSO EL L THEMENR,
BE)

LAN R— h #1 DZ[E7 L— LI L CUTOREET D,

¢ 10.1.00 DXy NT—=UNODNT T 4 v 7 ZFFHA]

 CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #k7 T A % /358

«  Green:fizik, Yellow:DSCP fE% 10 [CEE#x . Red:MEE

[N 74w 0T ADESE

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P (config-cmap) #match access-list 1
SWR2311P (config-cmap) #fexit

[RY > —DRE]

SWR2311P
SWR2311P

config) #policy-map policyl
config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10

SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P
SWR2311P

config) #interface portl.1l
config-if) #service-policy input policyl

~ e~~~ o~~~ —~

9.2.13 b7 7 4 v 7 D FESRM DFRE (access-list)
[ER]

match access-list acl-id

no match access-list acl-id

[T A—F—]
acl-id ;o <1-2000>
IPvd 7 7 AU X KID
<2001 - 3000>
MAC 77 & AU A k ID
<3001 - 4000>
IPv6 77 &A1Y A ID
[AJ1E— K]
7 IAYy TE—N
[BLFA]

FNTT 4w 7T ADGERMCT 7 AV A TS,

ZETV—2NT 78RV RNOFRMBIC—H LTEGE, T7RAVANDT 72 a BT T 49T T TADT I
3 (permit, deny) & 72 5,

o ERTET LSS, 72782 Y 2 ML LEMEREXHIRT D,
[/—}]

AKa<wr FEFATTHITIE. QoS ZAMC L THL Z &,

N7 4y IV ETT 78R A MIRETEDRMFITRRIGFETERD,
B!

25 A<y T elassl"DESARCT 7B AU A - #] ARET D,
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SWR2311P (config) #class-map classl
SWR2311P(config-cmap) #match access-1list 1

92.14 + T 7 4 v 7 IS DR E(CoS)
[ER]

match cos cos-list

no match cos

[73F A —F—]
cos-list : <0-7>
YRR L LTHET % CoS i, R 8 fllE THEHTE 5,
[AJ1E— ]
7 TAYy TE—F
[FAA]

T T 4T 7T ADIEESMIT VLAN X 7~ Z D CoS &M T 5,
no G THEIT LIZHAE. CoS DEMREEHIRT 5,

BEE D FIREG E)E T, REAMVIET Z N TE D,

[/ —}]

Ka<wy REFATT HITIE, QoS ZAZC L THL T &,

[ E 5]

7 A< T class1" Dy FASAMIZ CoS fE" 1" 2" 2R ET D,

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match cos 1 2

9.2.15 T 7 4 v 7 5EERMADORE(TOS BILHE)
[ER)

match ip-precedence ros-list

no match ip-precedence

[73F A —5&—]

tos-list o <0-7>
DHESRMEE LTS 5 IP ~ v & D TOS 55 (precedence) 7 1 —/L R, K 8 il F THE
FRTE D,

[AS1E— F]

7 IASy TE— R

[RLBA]

T 7 4 w0 7T ADGFESRMITIP ~ v X D TOS B (precedence) 7 « —/V A HT %,
no JTEITIFAT L723GA . TOS BIEEEIC K 2 & EZ HIbRT 2,

BEHD FIREB M) E T, REZBVIRTZENTE D,

[/ —}]

Ka<r FEFTTHIT1E, QoS Az LT Z L,

B!

7 F A~ 7 "class1" Doy FASRAIZ TOS BIEE" 3" 4" 23 ET 5,

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match ip-precedence 3 4

9.2.16 7 7 4 v 7 KM DR EDSCP)
[ER]
match ip-dscp dscp-list

no match ip-dscp
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[/$F A—%—]
dscp-list : <0-63>
SV L LTEMT 5 IP ~ v % ® DSCP(DiffServ Code Point) 7 -1 —/L N, &K 8 HE T
BT 5D,
[AJTE—F]
JITARy TE—R
[FAA)

N7 T 47 7T ADGFESMIT IP ~ v ¥ @ DSCP(DiffServ Code Point) 7 4 —/L NMEZ 9 %,
no X CIHAT L7284, DSCP IZ K D 5M3E & HIBRT D,

BEED FIRGE)E T, RELXHRY KT Z LN TE D,

[/— 1]

AKa<wr RuEFATT 5121, QoS ZAMT L T Z L&,

[BEH

7T A~ v 7 class1"DAYFAZAEIC DSCP 48" L "56" &2 ET 5.,

SWR2311P (config) #class-map classl
SWR2311P (config-cmap) #match ip-dscp 48 56

9.2.17 F T 7 4 v 7 S DR E (Ethernet Type)

E&
match ethertype type
match ethertype fype tagged
match ethertype fype untagged
no match ethertype

[F—TU—F]

tagged © M VLAN # J & #HRET S

untagged D M VLAN 2 77 LA FRET D

[/XT A —=HF—]

type D A=Y Ry NI L —LDE A TERET S,

X EME B!

0XXXXX Z A 7D 16 #FKFL
any ETOT L—A

[AS1E— K]

7 TASy TE— R

[

NT T 4T TADESRIEA —F Ry T L — LD F A FEE VLAN % 7 DFELFETT 5,

no R TIITLTHA, A=V Fy F 7L —2DX A FEE VLAN ¥ 7 OF I L 5 5:M3%E 2 HIRT 5,
BEIZ match ethertype =~ > R TREZIT> TVDLEEIT. WEZEET 2,

[/ —1}]

Ka<xr RueFATT 5121, QoS ZHMC L T Z L,

tagged FEEILT 7 B AR — MZBEH LG L 72 D(T 7 B AR— TR T EZ 7 L— 2% bW 2w),
Bl

77 A= T elass1"DIPHSRIFIC, A —HF Ry N7 L— LD X A TfE"0x0800" & 5 ET D,

SWR2311P (config) #fclass-map classl
SWR2311P (config-cmap) #match ethertype 0x0800
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9.2.18 N7 7 4 v 7 KM DR E(VLAN ID)
[ER]

match vlan id

no match vlan

[R5 A—&—]
id o <1-4094>
SRS L LCEMT %5 VLAN ID
[AF1E— F]
JITASy TE— R
B

7T 477 T ADG AR VLANID 27 5%,

no IR THFEAT L 728A . VLANID I X D 4M30E & HIFRT 5,
BEHD FERGOE)E T, BREAMY KT Z LN TE 5.
[/—h]

AKa<wr REFATT HIT1E. QoS ZAMC L THL Z &,

[ EH]

7T A~ 7 class]" D3RI VLAN #20 i ET 5,

SWR2311P(config) #class-map classl
SWR2311P (config-cmap) #match vlan 20

9.2.19 8T 7 4 v 7 BREHFORENVLANID L ¥ VHE)

[ER
match vlan-range id-start to id-end
[/$F A —&—]
id-start 1 <1-4094>
SYMESME L LTS % VLAN ID OBRARE,
id-end o <1-4094>
SRS E LT 4 VLANID O THE, BRAAD BT X TOFREHIFH TR K T 30,
[AJTE— K]
7 IA%y TE— R
[@iA]

7T 4w 7T ADGFERMIC VLANID ZE 7 %,

SESMEZEIBRT 5554 1L. nomatch vlan =2~ > R&EHT 5,

matchvlan 2~ > FOBRTEELHHITHZ LN TE S,

e EBR30 {#)E T, mateh vlan =2~ > KX°> match vlan-range =~ > FOEREZM Y KT Z LN TX 5,
[/—F]

RKa<wr REFITT 5T, QS ZAMILTHLL Z &,

[B%E B

7 F A=y T class1"D/PEASIZ, VLAN #20 0 H#30 £ TEHEET 5,

SWR2311P(config) #class-map classl
SWR2311P (config-cmap) #match vlan-range 20 to 30

9.2.20 7 7 A< v TEBROFR
[

show class-map [name]
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[7NT A —=HF—]
name DT ARy T, BREE, TRTOY T Ay SIERPFREND,
[AJIE— F]
FEFFHE EXEC £ — I, %5 EXEC £—
B
FRELILY 7 A~y TOEROGIBRMNEFRT D, 77 Ay THBOFTFNEFITZLUTOLEY,
vI7varv IEH 2157
57 55 (match) Match Access-List 772 AY 2 R ID
Match ethertype Ethernet Type
Match vlan VLAN ID

Match vlan-range

Match CoS CoS fE
Match IP precedence TOS &5 )&
Match IP DSCP DSCP &

o RS, BFERIO O BEREINTWVWDS DR —DEITRRIND,

o PHESHE. XN T D 3= 2 Rmatch) 3% E STV R WEEITE R S0,

[/—F]

AKa~<r REFITTHITE, QoS =AML T Z &,

[ EH]

7T A= T class1"DIF R E LR D,
SWR2311P#show class-map classl

Class-Map Name: classl
Match vlan 10

9221 ZIETZ7 L —AIZKTHRY —< v T DERK

[FX]
policy-map name
no policy-map name

[/XT7 A—=25—]

name DR =y T B2 LFUT.. KT/ CF % KR %)
[AFTE— F]

Ja—x\)naryz 41—y g T — R

[FRHA]

R —~vw PEEKRTH, R)—~vv 1T, ZETL—LICHTEUTONHEEY V57 4w 7 7T REITE &
Db DTH D,

N

s Tlw—FT

« A—XULT

s RITUT

c Uw—F7

RKa<y FTHEKRLERY —< v 71X, service-policy input =~ > NiZ X - T LAN/SFP R — b B L UGREEA > ¥
— 7 x—REHATHZLENTED, I, RV v—~oTHNOEI TASy T IZEoTZIETL—A0 b
T4 w7 TACGEIND LRV, BT T 4 v 7k LT —HF—DFEE L1z QoS ME R Thh s L 9
W27 %,

%, TONEFERET LR v—~v v 77— NIIBEIT 5,

no I CHEAT LG A, ELERY v—~ v 7 E2HIBRT 5,
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[/—}]
AKa<wr RueFATT 51213, QoS ZHMC L T Z L&,
BELERY v—~v v IWEREAOLGE . RIEIOREICH L TERENMTobivd, 72720, A v—v v 7N
LAN/SFP R— F B L OGHELA > ¥ — 7 = — ACHHAFE O, WE - BT 2 2 LT cE i,
[BREH]
LAN R— b #1 OZET7 L— LI LU TFTOREE T D,
¢ 10.1.0.0 DRy NT—IMED NT T 4 v 7 &7
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, #77 7 A %4y ¥d
+  Green:fizik, Yellow:DSCP fE% 10 [CEE# % . Red:MEE
[NT T4 v 0T ADER
SWR2311P(config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-list 1
SWR2311P (config-cmap) #fexit
[RY 2 —DRE]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #fremark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) fexit
SWR2311P (config-pmap) ffexit
(
(

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

92N ZET L —AIZHTEIRY —< v FDEHA
[

service-policy input name

no service-policy name

85 A —5—|

name AT AR —= v T4
AT E— K]

A HE—T 2 —AF— R

B

RY—~ v FH3% 8T 5 LAN/SFP R— F B L OGS v ¥ —7 = — A ZHEAT 5,

no B TEITLT2HE. LAN/SFP R— F B X UOGREA v X — T =2 —2ANER Y —< v T & fiixd 5,

[/—F]

ARKa<w FEFTT 51T, QS ZAMILTHL Z &,

BEIZARY >—<~ v 72 LAN/SFP R — b B IO A v X — 7 = — R AT OHEE. =7 —L 75,

RN —=<w FAICEEMNT N7 T A~ v IOV T, LANSSFP R— F B L OHELSA VX —T =2 —ZAD T A I
E— REMGELRVEENR D THEHEENTWEGAE, =7 —¢hd, VIATYTOREDI L, N TARE—
iz L 2EAHIBERH D a~ RIZLLTO LB,

FF A FE—F awr K PRI
CoS set ip-dscp-queue fERATT

DSCP set cos-queue fERAT]
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FFRABME—F a<w> R HIRRPIZE
Port Priority set cos i FH A< W]

set ip-precedence

set ip-dscp

set cos-queue

set ip-dscp-queue

police, remark-map U ~—% 2 I DREAEEEIMER
AR(FE D)

WDV ~—F 2 IR MAE &1, police 2~ > KD yellow-action F 7213 red-action 73 remark (23 E ST
. Ho. 40O remark-map V% EINTWAEEETET,

AU —= v W S 372 LAN/SFP AR — M, iREEA v ¥ —7 = — R TR TE 720,

R —=< vy FIEimHEA v ¥ —7 =2 — A ZFE L CWW5 LAN/SFP AR — MIX L CEH & 22V, 7272L, AX— |
Ty a7 40 RICHREA L E—T7 2 — R B LTS LAN/SFP R— MR Y v —< v TRENRH LS. &
EER— NOBRENHEA ¥ —T7 = — R THEAESNA,

B EH

LAN AR— K #1 12K Y v —~ » 7 policyl #iH T 5,

SWR2311P (config) #interface portl.l
SWR2311P (config-if) #service-policy input policyl

LAN R— k #1 53R Y v—~ v 7 policyl &R %,

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #no service-policy input policyl

9.2.23 L <—F L J DFEE(CoS)
(&=

set cos value

no set cos
[NT A —=HF—]
value  <0-7>
TLw—F% T TRET D CoS fE
[AJIE— F]
R)v—~vv 7« 7 TAE—FK
B

SGEULIENT T 477 TAD CoS %, HiE L7 CoSHICAER T D, £/, FTAME— FICHIELTCEFEF =
—ID T =T MIHEESE | MEX 2 —DOFEID L TEIT I,

o B TIETLIZHE, T 74 v 7 7 T AT D CoSEDT L~ —=x > 7B EHIFRT 5,
[/—H

Kavwy REFATT HITIE. QoS ZAMC L T Z &,

Tl —F% 73 FEF—HRERE LTS Z LIFTE RN,

[BEH]

LANR— h #1 OZET7 L— LI LT FOREET D

¢ 10100 DRy NT—=U MDD NT T 4 v 7 ZFFA]

« DELIZNT T4y 7T A% CoSE2"ICERT S

[T 74 v 7T ADEFRK]

SWR2311P (config) #faccess-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P (config-cmap) #match access-list 1
SWR2311P (config-cmap) #exit

[RVU T —DFRIE]
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SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set cos 2

SWR2311P (config-pmap-c) fexit

SWR2311P (config-pmap) ffexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9224 7L ~v—% 2 F DR ETOS BELEE)
B

set ip-precedence value

no set ip-precedence

[/3T A —HF—]

value o <0-7>
T=—F VTR ET D TOS BILE

[AS1E— ]

RV =<7« 7T AE—F

(@]

SHELIZNT 7 47 7T ADIP ~v X O TOS B E (precedence) 7 « —/L R %, 5E L7- TOSfEICEH T %,
F72, PTARAME—RIZHIGLEEEXF2—ID T =7 MIESE, BEF2—0OFHE Y Y TEITH,
no JEATET LIS A, b T 7 40277 T ATHT D TOSBHRED T L~ —F o ZWBEHIFRT 5,
[/—H

Ka<wr FeFT1 51203, QoS ZAMC L T Z &,

Trr—F% 7%, REF—REKRE LT 2 Z LT TE Ry,

[EXRE )

LAN R— k #1 OZ[E7 L— LK LTUTOREEZT D

© 10100 DRy NU—=TINED T T 4 v 7 &iFA]

« DELIENT T4y 0T A% TOS BHRES"ICEET S

[NF T 47 7T ADER

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any

SWR2311P (config) #fclass-map classl

SWR2311P (config-cmap) #match access-list 1
SWR2311P (config-cmap) #fexit

[R VU —DF%E]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set ip-precedence 5
SWR2311P (config-pmap-c) fexit

SWR2311P (config-pmap) ffexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.25 L <=—% 7 DFREDSCP)
[ER]

set ip-dscp value

no set dscp
[73F A =4 —]
value : <0-63>
T~ —F 7 TEET D DSCP A
[AS1E— ]

NI o—~vv 7« 7T RAE—F
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[FEHA]
ST T 74y 777 ADDSCP %, $5E L7 DSCPEICEE § 25, Eiz. FT7 A ME— FITxHR L7kE
Xa—IDT—7MIEDSE, EEXF2—DOHFEHV Y TEITI,
no R TIAT LA, NTF 7 4 w27 7 7 RAIkT 5 DSCPED 7 L~ —F » Z B EHIRT 5,
[/—}]
ARKa<wy FEFITTHITE, QS ZAMILTHL Z &,
T =X 7% BEFa—REER LT Z LITTERY,
RFC THERE S LTV R W DSCP IE~D T L~ —F% 2 7)) ~—X 0 7%, it 4 fHE T2 CT& %5, RFC THESE
% DSCP %, FEROLEBY,

PHB DSCP f& RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BXEH)

LAN R— M #1 OZET7 L — ALK L TUTOREET S

¢ 10100 DRy NT—=27nBD T 7 4 v 7 ZFFA]

« HELIZNT 74> 7T A% DSCPE"10"ICE T %

[N 74w 0T ADES

SWR2311P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-list 1
SWR2311P (config-cmap) #exit

[RY > —DRIE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #set ip-dscp 10

SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #exit

SWR2311P (config) #interface portl.l

SWR2311P (config-if) #service-policy input policyl

9.2.26 fARBIAR Y —DRER > TN 1L—})
(B

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—T—F]
single-rate DI L— MR —E2EHTS
[NT A —=HF—]
CIR : <1-102300000>
77 4 w7 L— h(kbps)
CBS : <11-2097120>
WA h—2 v Ny RDsS—R R A Z(kbyte)
EBS ¢ <11-2097120>

il b —2 Ny D= N A X (kbyte)
action DIk T RIS Ny R OEME
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RIEME Btk
transmit iRk
drop &3
remark = —% 7 (CoS/TOS/DSCP)
[AS1E— F]
RN)o—~vv 7« 77 RAE—F
[RLBA]

FELIZNT 7 47 7 AR LT, fEHRARY b—( T — MERET D,
BEIZ police =~ & R TRIEVMTONTWDEAIE. NEZEHT 5,
A—=Z ) TE, N b— b 38T —<——(RFC29NZFESNTITV, S LIk 7 Z1cxt LT, LL
TORHAFRET D5 LNTE D,
«  Green : #5315 D H(F5E R AT)
© Yellow : #iik, fE#E, U ~—F 7 n6ER
e Red:ff3E, V~—F 2 7R
727720, V~—x270%, Yellow,Red D EH L —DOAIRETHZ LNTE 5,
V~—% 2 7 OFFMEREIX, remark-map 2~ > KRRV > —~ v 7 « 7T ZAE—R)TITH, action 73 "remark"|Z5%
EINTZDIZNbD BT, EOHIRT 7 26T 5 U ~—F 0 7 OFEMBRED R o726, U ~—F 2 713 ED)
LD, ZOBE. WIHIERE(Yellow:fixi%, Red: AHE) 2% H S5,
no B TIEIT LIS G, A= V7 - RV T - Uv—F 0 ZOWLREHIRT 2,
FEHIR Y P —(police-aggregate =~ > R) & OHFHITTE 721y,
[/—}]
ARKa<wr FEFETTHITE, QS E#AMILTEL I &,
[BRE 5]
LAN R— b #1 OZET7 L— LI L TUTOREET S
¢ 10.1.0.0 DRy NU—=Z LD T 7 4 > 7 &R
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte T, ##~7 7 A % 43 ¥d
+  Green:#5i%, Yellow:DSCP % 10 ([ZE & #i %2, Red:l3E
(N7 49207 T ADER]
SWR2311P (config) #faccess-1list 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

SWR2311P(config-cmap) #match access-1list 1

SWR2311P (config-cmap) ffexit

[RY o —DE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #fexit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.1l

SWR2311P (config-if) #service-policy input policyl

9.2.27 fHBIR Y »—DREC A > L— 1)

E&
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—TU— ]
twin-rate DAL= MR =TS
[/XT A—F—]

CIR : <1-102300000>
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r5 7 4 w7 L— h(kbps)

PIR : <1-102300000>
v'—27 b7 7 4 v 7 L— b(kbps), CIR LV /NSUVMEIZFEETE 220,
CBS ¢ <11-2097120>
WA h—2 Ny RON—Z M A X(kbyte)
PBS 1 <11-2097120>
E—2 h—=27 7y FDOR—Z A X (Kbyte)
action DR T RSNy b O@E
B EME Btk
transmit iRk
drop T HE
remark ) <= —3 7 (CoS/TOS/DSCP)
[AJ1E— F]
R v—~v 7 7 TAE—F
[BFA]

DL T 7 4 w7 7 T RH LT, R Y F—(V A v L— N ERET 5,
BEIZ police =~ RTREMTOILTWDEEIL, WEZEHT 5,
A—=BZ ) TE, VA b— ]+ 3H T —~—H—(RFC269)ZISNTITW, L8k 7 7 22 LT, LLF
DI EIEST D Z LR TE D,
Green : #5125 D A (FHE R A])
o Yellow: 525, EFE, U ~—F 2 7N HiER
o Red: 3, V~—F2 7 nHiER
722l Vv—F 7%, Yellow,Red DEL LM~ OBRIEET D LN TE D,
U ~—F% 2 7 OFEMREIX, remark-map 2~ KRR Y v—~ v 7 « 7T Z2F— R)TIT 9, action 3 "remark"|Z5%
ESNTZDIZPb 6T, ZORERY 7 22675 ) ~—F 0 ZOFEMEREN o Tema. U~ —F 7131
LD, ZOBE. VIR E(Yellow:fi5k, Red:AFE) N SN 5,
no R TEATLIEGE, A—Z V7 - RV T« Uw—F 0 TONHEEHIRT 5,
KR U Y- —(police-aggregate =1~ > )& OHFHITTE 22\,
[/ =}
ARKav s REFATT 51T, QoS AL THL Z &,
[BEH]
LAN AR— M #1 OZET7 L— LK LU T OREET S
¢ 10100 DRy NT—=7NBD T 7 4 v 7 ZFFA]
+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte ¢, #i17 7 A % /35
+  Green:fizi%, Yellow:DSCP fi% 10 [ZE X i % . Red:Af3E
[N 7407 T ADESR
SWR2311P(config) #ip-access-1list 1 permit 10.1.0.0 0.0.255.255
SWR2311P (config) #class-map classl

SWR2311P (config-cmap) #match access-group 1

SWR2311P (config-cmap) #exit

[RY > —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police twin-rate 48 96 12 12 yellow-action remark red-action
drop

SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #exit

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #service-policy input policyl
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av RU 77 Ly R T 7 4w 7 #i# 333

e
&l

[EFX

remark-map color type value
no remark-map

[/XT A—F—]
color D U= T RATOHY T R
BEE LA
H%7 7 A Yellow DY ~—F v JRREETT
yellow 5
red W7 7 ARed DV ~—F L FREEITD
type Y= TR
REME A
cos CoS V=—F> 7
ip-precedence TOS ) ~—F 7
ip-dscp DSCP U ~w—% 7
value o <0-7>
CoS, TOS B ED U ~—F > 71l
<0 - 63>
DSCP V ~—F > /i
[AJTE— K]
RYo—v T s TAE— R
[FRHA]

BRI U —THM L7282 T X Yellow, Red (2% % U ~—% > VBIEOREEITH, £7-. FFZ bE—NIC
SIS LB EF2—ID T — TS E, BEXF2—OFED B TEITH,

U~—X%271%. CoSfl. TOS ESEE . DSCPEOWTNMNERIRT L2 ENTE D,

no JBERTET LSS, V~—F U IHREXHIBRT 5,

V=% T 5ATH120IE, Aa~<r ROREDIED, police 2~ K(KRY v—<v 7« 77 AE—R)Ti%47
L7 T ADT 7 a v E remark"lTERTE L CTBLSMLERDH D,

[/ —F]

AKa<wr FEFEITTHITE, QS AL THELL I L,

V=% 7%, TLe—F U IREExXFa—DRELIHT LI LN TE S,

REC THERE I N CTWARWDSCP E~D ' L~—F /)~ —F% 73, 4FiHE Cha—V—EH/EL L THEAT
HZ LN TED, RFC THESEX LD DSCP fEIZ., TERDOEBD,

PHB DSCP f& RFC

default 0 2474

Class Selector 0,8, 16,24, 32,40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[BXRE B

LAN B—F #1 OZ{ET7 L — A LTCUTFTOREET S

e 10.1.00 DRy NT—=IMBD NT T 4 v 7 &FFA]

« CIR:48kbps, CBS:12kbyte, EBS:12kbyte C. #7 T A % 4348
o Green:#izit, Yellow:DSCPfEZ 10 IZExH#1x . Red:fk3E
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[N 7490 0T ADERE
SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #fclass-map classl

SWR2311P(config-cmap) #match access-list 1

SWR2311P (config-cmap) #exit

[RY T —DF%E]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police 48 12 12 yellow-action remark red-action drop
SWR2311P (config-pmap-c) #remark-map yellow ip-dscp 10
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.29 IR VU P —DARL

EEN!
aggregate-police name
no aggregate-police name

[2¥3T A —%F—]

name O ERR YA (20 TFLL T, KT/ T % XK 5)
[AJIE— K]

Ja—nnarz 4 —y g rE'w—NR

[FHA]

LRV P —% AT 5, BECEREROLGEIL. ZONEERET D,

avy RRRIT 5 &, BRRY P —ONEEZRET 2ENR Y b —F— NITEBT 5,

no B TEITT D L, BHAY V—ZHIBRT D,

UTOHE, ERRVP—ONREEETDHZ LI TERVERR Y —— FIZEB L),

o EBRRVY—DOBRESNTZT T Ay T 2GR —~ v 77 LAN/SFP IR— b B L OGBS v X —T = — R
WEH STV D

UTFOHE, BRI —2HIBRT 52 LIXTE R,

« police-aggregate =~ NIZ XV | ERNR IS =N T T 1 v 7 7 FZRAHEINTND

[/ =}

Aawy REFATT HITIE, QoS ZHMMC L THL Z &,

[ 2B

R Y P —"AGP-01"Z Ak 5

SWR2311P (config) #faggregate-police AGP-01
SWR2311P (config-agg-policer) #

9230 EERNR Y »—DREC I/ L — 1)

[EFR

police [single-rate] CIR CBS EBS yellow-action action red-action action

no police
[F—U—F]
single-rate DI L— bR =&ML
[73F A =4 —]
CIR : <1-102300000>

FZ 7 4> 7 L— k(kbps)
CBS o <11-2097120>
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WA h—2 Ny FDR—Z h YA X(kbyte)

EBS ;o <11-2097120>
il h—27 Ny D= N A X (kbyte)
action DO T AT S I Ny S OEME
REME BifE
transmit #i3%
drop &S
remark ) = —% 7 (CoS/TOS/DSCP)
[AS1E— K]
ERRY Y —F—F
B

ERRY S —IZ, DTN L— bR —DREEIT,
no JEATETLIGE. A—2 V7 R 7 - Ux—F 0 TORMEEHIRT 5,
A—=Z ) TE, TN b— b 30T —<—D—RFC2ITNZFESNTITV, LK 7 2cxk L <, B
TORMEZIREST DI LN TE S,
+  Green : #5126 D A (FEE A7)
o Yellow: #4325, EE, U ~—F 7 HiEiR
e Red:f(3E. UV ~v—F 70 0H3ER
7277 L. Uv—F 271, Yellow,Red D ELHMN—FHOREETHI ENTX S,
U ~—% 7 OFMREIL. remark-map =~ FEEKIAR U —F— F)TIT 5. action 73"remark"} Lﬁﬁﬁéﬁ’btﬁ)
b b, EORET T ACKT D) v —F o T OFMBREN P> GE, V~y—F o ZI3ES 25, =
e FIIRE (Yellow: #53%, Red:flgE) 2@ H Sh 2.
[/—H
Ka<o REFITTDHITIE, QoS #Ahc L TR Z &,
[BXEH)
EHKIR U P — "AGP-01" Z1ERLT D,
« CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM IZ LD A —& Y 7 % FAT
* Yellow:DSCP i % 10 |[Z# & #i 2 . Red: i3
[SERI7R Y —DAERL]
SWR2311P (config) #aggregate-police AGP-01
SWR2311P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) fremark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

9.2.31 EHNR U b —DFRECA L — 1)

E=Y
police twin-rate CIR PIR CBS PBS yellow-action action red-action action

no police
[F—U—F]
twin-rate D VA L= R —2EHT S
[/XT A —F—]
CIR ;. <1-102300000>
FZ 7 4> 7 L — ~(kbps)
PIR : <1-102300000>

v—27 K77 4 w7 L— h(kbps), CIR £V /NSUVMEXFEETE 220,
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CBS ;o <11-2097120>
WA h—2 Ny FDR—Z h YA X(kbyte)
PBS ¢ <11-2097120>
v —2 h—27 N7y RO/ —Z A X (kbyte)
action DA T AT S TNy S OEME
RIEME BhfE
transmit #i3%
drop &S
remark ) = —% 7 (CoS/TOS/DSCP)
[AS1E— K]
ERIRY p—F—F
B

FERRY I —I12, VA b— bR F—ORELTT I,
no B TIAT LGS, A—F V7 - RV 7 - V=—% 0 FOUMBEZHIRT 5,
A=AV TE, VA b— ]+ 35T —<—H—(RFC2698)IZHSWTITV, B L-dik 7 7 2 LT, BLF
DR ZIEEST HZ LN TE D,
Green : 516D A (FEE AR H])
o Yellow: #4325, EE, U ~—F 7 HiEiR
o Red:fifFE, V~—F 2 7 nHiER
722l Vv—F 2 71E, Yellow,Red DEHEN—HDRIEET D LN TE S,
V~—%> 7O EIX, remark-map =~ > FEEKR Y H—F— R)TITH, action 73 "remark"|Z5%E S L7z D
DO ZOHIY T AT LU v —F T OFFMREN R TG E . VY —F o S\ LD,
DY, FIIRLE(Yellow:#2i%, Red:fHE) N H S 2,
[/—H
RKa<wr FEFEITTHITE, QS =AML THL Z &,
[BXEH)
EHKIR U P — "AGP-01" Z1ERLT D,
«  CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TITCM IZ LD A —& U 7 % FAT
*  Yellow:DSCP i % 10 |[Z#H & #i 2 . Red: 3
[SERI7R Y —DAERL]
SWR2311P (config) #aggregate-police AGP-01
SWR2311P (config-agg-policer) #police twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

ILNEHNRIY—D) ~v—F L FTORE
[

remark-map color type value

no remark-map

[3F A—F—]
color DU —F T ERITHOH S T A
R EM A
Hlk7 7 A Yellow DU ~—F% 0 VR EELT
yellow 5
red Wk 7 5 A Red DV ~—F L THREZITD

type U ~—F U JFER
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BRIEME i
cos CoS V~—F 7
ip-precedence TOS B E Y ~v—F 7
ip-dscp DSCP UV vw—F% 7
value o <0-7>
CoS, TOS #SEED Y ~—F > /{H
<0 - 63>

DSCP V ~—F% » JH

[AJTE— K]
EHRY —F— K
[FAA]

ERRY S —THE LR 7 & Yellow, Red IZXT 2V ~—F > JEIEOREEITH, £, NTAME—FIZ
SIS LT B ERa—ID T — T NICESE . BEX 2 —OFHE DY TEITH,

U~—% 2713, CoSE. TOSEE ., DSCPEOWWTNMNERINT L2 LN TX S,
no R TEIT LGS, V~—F U FRELHIRT 5,

Ve—X 0 75T~ . ARy ROBREDIEN, police 2~ REEKIRY —F— N T4 o4k 7
ADT T =a /%"remark"hﬁﬁﬁ? LTBLMERND D,
[/—}]

Ka<r REFITTDHIT1E, QoS #Azhc LT Z &,
V=% 7%, 7L~ —F U IREEXa—DRELIHT LI ENTE S,

RFC THERE SN CWRWDSCPE~D T L~—F 0 F/ ) ~—F 73, 4FEE CEra—V—CHFMEEL L THEAT
D EMNTED, RFC THELZE X415 DSCP fEIX. FFRDOLEEV,

PHB DSCP & RFC

default 0 2474

Class Selector 0, 8, 16, 24, 32, 40, 48, 56 2474

Assured Forwarding 10, 12, 14, 18, 20, 22, 26, 28, 30, 34, 36, | 2597
38

Expedited Forwarding(EF) 46 2598

[ 2B

ERIRY P —"AGP-01" IZ) ~—F L T OREEIT I,

+ CIR:48kbps, PIR:96kbps, CBS:12kbyte, PBS:12kbyte & L, TIrTCM (2L D A —H% U v 7 %34T
*  Yellow:DSCP % 10 ({ZE X #i 2. Red:Al3E

[FEARI7R U Y — DAERK]

SWR2311P (config) #faggregate-police AGP-01

SWR2311P(config-agg-policer) #fpolice twin-rate 48 96 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

9.2.33 £ U — DR R

[EX]
show aggregate-police [name]
[P35 A —5—]
name ORI Y =4, BREHIT R TOERR Y =055 L7225,
[ASTE— F]

FERFHE EXEC £ — R, F#HE EXEC E— K
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B

LRV —ONEFEFRRT D, FRNEIL, show class-map =~ > K THE/R IS police ¥ 7 v a > & JAlkk,
[/— k]

Ka<wr FeFT1 51203, QoS ZAMCL T Z L,

[BREH]

HHIR Y P —"AGP-01"DNE & KT 5.,
SWR2311P#show aggregate-police AGP-01

Aggregator-Police Name: AGP-01
Mode: TrTCM
average rate (48 Kbits/sec)
peak rate (96 Kbits/sec)
burst size (12 KBytes)
peak burst size (16 KBytes)
yellow-action (Transmit)
red-action (Drop)

9.2.34 £V Y —DEH

[EF=

police-aggregate name
no police-aggregate name

[23F A —%—]

name AT AENRY Y—
[AFTE— F]

RV —<vT+ JTRAE—F

[FREA]

NI T4y 77T AT LT, BRRY b—2RET D,

no B TIAT LGS, T 74 v 7 7 7 RHTHEKR Y —ORELZHIFRT 2,

ERIR U —GRY >—~< 7« 7 F ZAF— RO police single-rate, police twin-rate =~ > R) & OFFIZTE 220,
[/— 1]

AKa<y FeFT1 51203, QoS ZAMI L THL Z L,

[BEH]

RY =~y 7 policyl"D2DOD N T T w7 7T Alclassl", "class2"lZxf LT, KR Y —"AGP-01"Z i H 3 5
+ CIR:48kbps, CBS:12kbyte, EBS:12kbyte & L, SITCM IZ L5 A —# U > 7 %34T

*  Yellow:DSCP fi % 10 ([C#E & #2% | Red:fIE

AR U T —DIER]

SWR2311P (config) #faggregate-police AGP-01

SWR2311P (config-agg-policer) #police single-rate 48 12 12 yellow-action remark red-
action drop

SWR2311P (config-agg-policer) #remark-map yellow ip-dscp 10
SWR2311P (config-agg-policer) #exit

[RY 2 —DRE]

SWR2311P (config) #policy-map policyl

SWR2311P (config-pmap) #class classl

SWR2311P (config-pmap-c) #police-aggregate AGP-01
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #class class?2

SWR2311P (config-pmap-c) #police-aggregate AGP-01
SWR2311P (config-pmap-c) #exit

SWR2311P (config-pmap) #fexit

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl
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9235 A—HF VU T hHO / Z—DFER

[EX]
show qos metering-counters [ifname]
[R5 A —5—]
ifname : LAN/SFP R— MBI OGHEIA v ¥ — 7 = — A%, AIHIIER— Mextg 35,
[AS1E— F]
FFeHE EXEC E— N, %4 EXEC E— N
[FFA]

FEE L7- LAN/SFP R— B L UG, v X — 7 = —RICBIT D, TXTORY B —{B8BIR Y J—/FEKR Y $—)D
A—H ) TEHE M E R TRT D,

FRSNDHEHERIIUTO LB,

HH B

Green Bytes W7 7 A Green |2 FE S 7231 MK

Yellow Bytes ik 7 7 A Yellow (2378 S iz A MK

Red Bytes W7 7 A Red IS T 31 MK

7172 N OBIAIX, LAN/SFP AR — MBI OGRHEA V¥ — T = — R R v—~ v T ZlH LR imi s 45,
[/ =}

Kavy REFITTHITE, QoS H AL TEL Z &,

[BREH]

LAN R— bk #1 DA =2V ZiEHERZE £ T 5,

SWR2311P#show gos metering-counters portl.1l
Interface: portl.1l(policyl)

* Kk kKK Inleldual * Kk kKK

Class-map : classl
Green Bytes : 178345
Yellow Bytes : O
Red Bytes : 0

* ok Kk Kk kK Aggregate * ok Kk Kk k kK
Aggregate- pollcer AGP-01

Class-map : class?
class3
Green Bytes : 28672
Yellow Bytes : 2048
Red Bytes : 51552

9236 A—F IV THVLE—DIIT

[ER]
clear qos metering-counters [ifname]
[/XT A—F—]
ifname : LAN/SFP A — b B LGS v X —T7 = — R4, AEHIER—FEadRET 5,
[AJ1E— F]
HHE EXEC £— R
[RLBA]

FBE L72 LAN/SFP R — b B L OGHELA VX —T7 = — R ZBIT D, T_XTOR Y —{@BIR ) P —/FEHKR Y —)D
A =2V U TREHERE 7 ) T T 5,

[/—F]
Ao~y REFEITTHITE. QS EAMILTHLL Z &,
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[ EH]
LAN R—h #1 DA =2V o 7iEaHE®RE 7 V 735,
SWR2311P#clear gos metering-counter portl.1l
9.2.37 &5 % = — DHEE(CoS-Queue)
[EF=

set cos-queue value

no set cos-queue

[T A—=HF—]
value : <0-7>
R 2 — ID (SR L 72 CoS i
[AJIE— F]
RY)v—~vv 7« 7 T72AE—NR
B

SEELTE NS 74 v 7 7T RCEEXF2—%ED YT,
PE(R % 2 — ORI 1T CoS A L, [CoS-ifE% 2 — ID ZHT — 7] [HESVERIES 2 —2H0 4T Hh

60
no W THEITLIZGE, N T 74 v 27 7 T AT 5K8MEF 2 —DIFEZ BN 2,
[/ — ]

RKa<r REFEITTHITE. QoS AL THL Z &,
EEXF2—HBEIL, T~—F 7 EHATHZLITTERY,

CoSIZLDIEEF2—DFFEIL, CoS FT A ME—FEMALARD, R v—< v 7T $:v/b%a@77xv
DT IN—DOTHLEENDH \%®T)/%7/7iC®%7x%%%hu%@fw% T3 TE 72,

[RXEH]
LANR—F#l OZET7 L —AKH L TUTOBREEX TS

¢+ 10100 DRy NT—=TINLD NT T 4 v 7 &FFA]

s WHELIENT T 4w I 7T ATEEF 2 — 3(CoSBNIEET S

[N 7490 0T ADERE

SWR2311P (config) #access-1ist 1 permit any 10.1.0.0 0.0.255.255 any
SWR2311P (config) #class-map classl

(
SWR2311P(config-cmap) #match access-list 1
SWR2311P (config-cmap) #fexit
[R VU 2 —DF%E]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #set cos—-queue 3
SWR2311P (config-pmap-c) fexit
SWR2311P (config-pmap) ffexit

(

(

SWR2311P (config) #interface portl.l
SWR2311P(config-if) #service-policy input policyl

9.2.38 2515 ¥ = — DFEEMSCP-Queue)
[ER]

set ip-dscp-queue value

no set ip-dscp-queue

[/3T A —HF—]
value - <0-63>

P{E % = — ID (2%} L7z DSCP fi
[AS1E— ]

R)o—~vv 7« 7T RAE—F



avr R 77 LA | T 74 v 7l 341

[FEHA]

FEULIENT 7 47 7 7 RZEEF 2 —2FID B ToH,

fFF 2 —DFEEICIE DSCP EA M L, TDSCP-iF % = — ID BT — 7 /1) (ZHSWIIEEF 2 —23E1) 4T
b b,

no X TEITLIZEE. N T 74 v 7 7 T RACKTHEEF 2 —DIREE LT 5,

[/—}]

Ko< REETT DI, QoS AL THL T L,

EEXa—EEIL T ~v—F 0T A EITTERN,

DSCP IZ X D FEF =2 —DFEEIX, DSCP F 7 A ME—RFEH LD, RV —~v oI, Kavr FEE0r7 7 A
VTN —OTHLEENDIGA, TOFRY —~< v I DSCP b7 A M E— RUADOFR— MIITEH TE 220,
[BREH]

LAN R— h #1 OZ[E7 L— A L CU TOREET 5

« 10100 DRy NT—IBDNT 7 4 v 7 &P

s DELTENT 74 v T AFEEF 22— 3(DSCP2H)ZEET 5

(N7 749200 T ADEH]

SWR2311P (config) #access-1list 1 permit any 10.1.0.0 0.0.255.255 any

SWR2311P (config) #class-map classl

SWR2311P (config-cmap) #match access-1list 1
SWR2311P (config-cmap) #exit
[R U ¥ —DRIE]
SWR2311P (config) #policy-map policyl
SWR2311P (config-pmap) #class classl
SWR2311P (config-pmap-c) #set ip-dscp-queue 24
SWR2311P (config-pmap-c) #exit
SWR2311P (config-pmap) #exit
(
(

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #service-policy input policyl

9239 R —= v FEROETR

[EF=
show policy-map [name]
[8F A—F—]
name D RNV =y T, BREE, TRTORY v—~ vy SEBRNERIND,
[AJ1E— ]
e EXEC E— R, F#E EXEC £—
[H]
RELLERY =~y TOERERRT D, ZRNEITLLT,
HH B
Policy-Map Name R —= v 74
State RNV v—~ v 7 O H KR (attached/detached)
Class-Map Name 7 A~y T, FEHIIT show class-map =~ > F%&
2RO L
Match Sy FRLA:

- Match Access-List (7 7 2 Y X | ID)
- Match ethertype (Ethernet Type)

- Match vlan (VLAN ID)

- Match vlan-range (VLAN ID)

- Match CoS (CoS 1)

- Match IP precedence (TOS 15 4¢ %)

- Match IP DSCP (DSCP i)
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HAE

gl%

B

Set

T~ —F U TRIE, KEF 2 —FEE

-Set CoS (FL~—F 0 7 #&iE : CoS )

- Set IP precedence (7' L~ —=F > 3 E : TOS L)
-Set IP DSCP (¥ L' ~—=F% o 7 3% : DSCP fi)

- Set CoS-Queue (iX(5 ¥ = —f57E : CoS)

- Set IP-DSCP-Queue (iE1E ¥ = —+57E : DSCP)

Police

A—=BV TSRV TV —F THE
XEEHNILL T 2 & 1R

A=V TSRV T )= TREDFHMILULTDO LB,

HH A

Aggregator-Police Name ERRY =L G E SN TNDE
BEDRH)

Mode A=Y T T I R ASITCM/
TrTCM)

SITCM D HFK7~

average rate

N7 7 4 w7 L — b (Kbits/sec)

burst size

WE b=y FOSR—=R M
A X(KBytes)

excess burst size

B s —2 oy FOA—Z R
4 X(KBytes)

TrTCM D H37R

average rate

N7 7 4 v 7 L — K(Kbits/sec)

peak rate

v'—7 b7 7 4 v 7 L — (Kbits/sec)

burst size

WA R—2 vy hOS—R R
4 A (KBytes)

peak burst size

v—27 =07 Ny FO/NN—A B
1 X (KBytes)

yellow-action

IR 7 2 Yellow (24 S EhE

(transmit/drop/remark)

red-action

W7 7 A Red \Z%F9 % EFE(drop/

remark)

+ Match & Set /3.

RESINTWVDEDONR—DIETRREIND,

« Match & Set & Police 1%, *fit~9 % =~ > RN(match, set, police)3FETE S AL TV RWIGHIXFTR A I N,

[/—

RKa<y REFEITTDHITE. QoS AL THL Z &,

[FE B

RV v—= v 7 "policy|"DIEH & FordT 5,
SWR2311P#show policy-map policyl

Policy-Map Name:
State: attached

policyl

Class-Map Name: classl
Qos—-Access-List Name:
Police: Mode: SrTCM

average rate
burst size

yellow-action
red-action

1

(48 Kbits/sec)
(12 KBytes)
excess burst size

(Remark

(Drop)

(12 KBytes)
[DSCP:101])
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9240 ¥ Y T AT —F ADHKMR

[EX]
show qos map-status type [name]
[78T7 A= —]
type L FRRT B~y TR
R EME i

policy RV =~y T ORAT— 2 AEREFR
class I TGAR Y T DAT —H AERE TR

name D BRTHRI T (FRIFT TA YY) OLHFR, AT TSTORY) v—<v v
(FR37 72~ 7) BB LRs,

[AJTE— K]

FERFHE EXEC & — R, $## EXEC £— F

[FREA]

R == TRV TATy TDAT = Z AFEREFITFT D,
RKa<w  REFHTL22E T, R —<v 7N EDLAN/SFP R— F B LI OGHEEA v ¥ — 7 = —AZBEA STV
B0, VTARYTINEDRY =<y FICBFEINTWNENRE, R v—vv 7RI T A~y 7TOFEICET

HIFBAEMD ZENTE D

RTRARIFZLUTO LB,

policy-map

HH RTNE

input port RY v—~v v 7HuEH S TWD LAN/SFP A— b &
RS 25— 7 = AD

edit/erase policy-map/no policy-map 73 51T A[EE/ & 9 2

attach limitation k7 A NE— NEOEH S

class-map

HE RTNE

policy-map asociation I TAR Y T RBERSNTWDHLRY =~y 7T D—F

edit/erase class-map/no class-map 3 FE{TAR[FED & H M

attach limitation k7 A ~E— NMgEOwEH S

R o=~ TR7 T A~y TORENKITL, show policy-map, show class-map =~ > K CHERT 5 Z &,
[/— k]
ARKa<wr FEFETTHITE, QS E#AMILTHELL Z &,
[BREH]
AU —= v 7 "policyl"D AT —H A& FKRT B,
SWR2311P#show gos map-status policy policyl
policyl status
input port : portl.3
edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

75 2= Fclass]"D AT —F A AR T A,

SWR2311P#show gos map-status class classl
classl status
policy-map association : policyl (Detached)
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edit/erase : Disable

attach limitation

CoS trust mode : Enable
DSCP trust mode : Enable
Port-Priority trust mode : Disable

9241 EEXF a2 — DRIV a—1 VU TRE

[EX]
qos wrr-weight queue-id weight
no qos wrr-weight queue-id

[/3F A —4F—]

queue-id ;o <0-7>
EEX2—

weight 1 <1-32>
WRR O A

[FIHR ]

no qos wrr-weight 0

no qos wrr-weight 1

no qos wrr-weight 2

no qos wrr-weight 3

no qos wrr-weight 4

no qos wrr-weight 5

no qos wrr-weight 6

no qos wrr-weight 7

[ASE— K]

Ja—x)ary 74—y g F— R

[REFA]

AR F 2 —ICH LT, WRR(EAFX 7 70 Ra e )OO EASTREET .
22— 7 ERIE, $XTO LAN/SFP R — B L UGBS v & — 7 = — A LBORE L 2 D,
no A TIAT L7E . 45 = —I1THxHE S/ (SP) F R L 72 5,

[/—H

Ka<wy REFTTHITE, QoS #AHBIC LT Z &,

[E )

EIE ¥ = —#T#6 % SP 520 (7 2MESD). #5,#4,#3 #2.#1,#0 2 WRR 72 (5:5:5:2:1:1) & 5,

SWR2311P (config) #no gos wrr-weight 7
SWR2311P (config) #no gos wrr-weight 6
SWR2311P (config) #gos wrr-weight 5
SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight

( )

( )

( )

H

SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight
SWR2311P (config) #gos wrr-weight

O N WD
=N oo ol

=
il

9242 T T 4 v 72— T (R— bEAD)DH

[EX
traffic-shape rate kbps CIR burst BC
no traffic-shape rate
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[T A—&F—]
CIR ;. <18-1000000>

b774/7v~b&m9 HOIABDIFEAET D7D ANJHMBEIZHT U T HEBROE FE DS 7
Y (WAENE %))

BC ;. <4-16000>
/N—Z KA X(kbyte), 4kbyte HfL TORE & 725D,

(IR E]

no traffic-shape rate
[AJIE—F]

A B =T z—AEF—FR
[@i ]

— hMZH LT, Y= EHET D,
no B CTEIT LGS, A= o—VE U 7 OBRE T 72D,
[/—}]
Ka<o REFITTHITIE, QoS #AhcL TR L
774y 7 b= MINDIABRBIET D720, ATl iﬁb“(%f%@i@ ERELRDGERH 5,
[ E B
LAN 7R— |k #1 7»5 D415 % CIR:30016kbps, Bc:1876000byte (24X %,

SWR2311P (config) #interface portl.l
SWR2311P (config-if)#traffic-shape rate kbps 30016 burst 1876

9243 NI T 4 v IV — BT (Fa—H)DORE

[EX]
traffic-shape queue gueue-id rate kbps CIR burst BC

no traffic-shape queue gueue-id rate

[73T7 A —5F—]
queue-id ;. <0-7>

EEF 2 —
CIR : <18-1000000>

N7 74 w7 L— b(kbps), FHOIALDIEAET D728, ATMEIT R LT HER D B 572
LHEND D[/ — NBR)

BC 1 <4-16000>
/N— A F A X(kbyte), 4kbyte AL TOFRE & 25,

ILLE 9|

no traffic-shpe queue 0 rate

no traffic-shpe queue 1 rate

no traffic-shpe queue 2 rate

no traffic-shpe queue 3 rate

no traffic-shpe queue 4 rate

no traffic-shpe queue 5 rate

no traffic-shpe queue 6 rate

no traffic-shpe queue 7 rate

[AS1E— K]
AV H =Tz —AF— R
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[FEHA]
R FORFEF2—ITH LT, v=—Er 7 2RET 5,
no A TIAT LA, FEF 2 —ICHTH = - VOREFTER L 25,
[/—H]
AKa<wy REFATT HITIE. QoS ZAMC L TH T &,
N7 4 w7 b= MIRDIALBBIAET D720 ANEIT U CEBEOBMER R D560 5,
[BREH]
LAN 7R — [ #1 ®F = — #0 7> 5 O[5 % CIR:10Mbps, Be:64000byte (2 5,

SWR2311P (config) #interface portl.1l
SWR2311P (config-if) #traffic-shape queue 0 rate kbps 10000 burst 64

9.3 7 1 —Hll

9.3.1 7 u —fHfHIEEE 802.3x PAUSE D3i%Z[2)DREE AT L)
EE

flowcontrol #ype

no flowcontrol

[/XT A—&—]
type 27—l oBE
R EM A

enable 7 n— il E AT D
disable 7 o — il & EhC T 5

[WIHIRRE]

flowcontrol disable

[AJTE— F]

Jra—N\)narz 41—y asE— R

[@iA]

AT AR D 7 1o —HIEI(IEEE 802.3x PAUSE 7 L — A )2 AT D,

no B TIAT LI E ., 7 v — il 2 EEhi2 95,

[/ —}]

QoS HREM AR R L X, VAT AD 7 u—HlillAGNTT 52 LI TERU,
7u—ifl#EGC L-GmE. BT —/L Ky 7RI/ 5,

A B =T 2—2FOT7a—HlHIL, AT LMEA U H—T 2= 2D T v —HIHZREEZ TN ENA I Lz
B OHENET D,

[BREH]

VAT LADT7a—HlHEENT D,

SWR2311P (config) #flowcontrol enable

9.3.2 7 1 —#fHI(IEEE 802.3x PAUSE Di%EZZ)DERE(AL v ¥ — 7 = —2R)

EEN|
flowcontrol #ype
no flowcontrol

[RT A =5 —]
type D 7 el oBE
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REME il
auto Tun—HEOBER AT — g A
[ )

both Pause 7 L' — L DEE/ZEEHINZT 5
disable 7 v — il & NI T D

[WIEIRRE]

flowcontrol disable

[AJ1E— F]

B =T z—AE—FR

[REFA]

LAN/SFP 7R — b @ 7 b —#I##I(IEEE 802.3x PAUSE 7 L — A %ZE) & AN T 5,

no X TFEAT LG, 7 v —Hilll 2 Bahicd 5,

[/—}]

A== Rk LAN/SFP 7R — B IC DB E I RE,

VAT LD T a—HEN RIS EEEL 2\,

PAUSE 7 L — LDE(E L ZEIEM T v N THIEORE L 25, (RELZEDOELLN—TFOH 2 HMIK
ETHZEIFTER)

BT BRI AL 5 23261595 PAUSE 7 L — A O IR 1%, OXFFFF(65535)& 7%,
T OHIRR & 5,

o I URIR— MIZIE"flowcontrol auto" & X E TE 720N,

[ EH]

LAN R— |k #1 © 7 v —#If 2 AT 5,

SWR2311P(config) #interface portl.l
SWR2311P (config-if) #flowcontrol both

LAN F— | #1 © 7 o —§li % w24 3,

SWR2311P (config) #interface portl.1l
SWR2311P(config-if) #no flowcontrol

9.3.3 7 v —flH OEIEIREBDFRR

[
show flowcontrol [inteface ifname]
[F—T—F]
interface DR TAEA L —T —AFEETD
[NT A—=HF—]
ifname : LAN/SFP AR— "4, BMEFFIRA X —T = — A ERG LT 2,
RRTHA L E—T =2 —A
[AJ1E— K]
FEFRFHE EXEC E— N, 45 EXEC E— N
[BLAA]
7 v — AN B D F (A 2/ L), PAUSE 7 L — LA DRZER) 2R T 5,
[/— 1]

PAUSE 7 L — AEZEHIT. U R— Fo 7o —§flnEhE 2o TV AEAEDRFEREINS,
PAUSE 7 L — A E2(Z400%. clear frame-counters =~ > RE[THECZ VT &N 5,

[B%E A1)

LAN R— F #1 ® 7 o —#lHEH s £ 1T 5,
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SWR2311P#show flowcontrol portl.1l
Port FlowControl RxPause TxPause

portl.1l Both 4337 0

ER— bO7n—HlEERE LR T D
SWR2311P#show flowcontrol
System flow-control: Enable

Port FlowControl RxPause TxPause
portl.l Both 4337 0
portl.2 Disable = =
portl.3 Both 0 1732
portl.4 Disable = =
portl.5 Disable = =
portl.6 Disable = =
portl.7 Disable = =
portl.8 Disable = =

9.4 A b — Al

9.4.1 A h—LHBEDRE
[EX]

storm-control yype [type..] level level

il

no storm-control

[2XT A—&—]
type R M= S AT
A b — AL EZ AT B
broadcast ZDHF%?XFXF“Aﬁ@%ﬁﬁﬂﬁ
multicast </ TFF¥ A PR =LA EBINZT D
. SRR D2 =% ¥ X b7 L —ADHiliE %
unicast Y
level : <0.00-100.00>
M & R D S —k 7 — U THET D
BIMEIT/ R T 2 L TRRIETE D
[F1H13R 2]
no storm-control
[AJ1E— K]
AR =T 2—AF— K
B

LAN/SFP B— Mt L7 o — F¥F ¥ A R R h—2AHfl, =1L TFFv 2 F R F—2FEB L, sBEFRHOZ=% 5
A N7 L—AOHIEGNC L, ZEHIREZ T 5,

B2 B2 TCZE L7 L—23EEESNS, 7272 L. BED 100% 05813 ZEHIRIZ Ly, BfEize7 L—2
HETHY, FEINITHRETE 20,

(B EH]

LANR—F#l O7 0 —RKFy A MR =4I E~LF X 2 b A b —LHEEZ G LBME 30% %% ET 5,

SWR2311P (config) #interface portl.1
SWR2311P(config-if) #storm-control broadcast multicast level 30

9.4.2 2 b— Ll 28 EIREDORT
[#=X)

show storm-control [ifname]
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[T A —H&—]

ifname : LAN/SFP R— DA Z—T =— A4,
FRTHA L E—T 2 — R

[FIEIER E]

L

[AFTE— K]

JERFHE EXEC £— N, F5#E EXEC £— F

[FAA]

7 L—ALD%E EIREE £RT B,

B =T 2= AZ BB LT HA/E, B v X —T 2 — ARSI 5,

[ EH]

A B —T 2 — ADHBERIELFTT S,
SWR2311P#show storm-control

Port BcastLevel McastLevel UcastLevel
portl.1l 30.00% 30.00% 100.00%
portl.2 20.00% 20.00% 20.00%
portl.3 100.00% 100.00% 100.00%
portl.4 100.00% 100.00% 100.00%
portl.5 50.00% 50.00% 100.00%
portl.6 100.00% 100.00% 100.00%
portl.7 100.00% 100.00% 30.00%
portl.8 100.00% 100.00% 30.00%
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10 =
TV Ir—g v

10.1 2— % /)L RADIUS H#—/—

10.1.1 2= — % L RADIUS H— \—iRE DR E
[

radius-server local enable [port]

radius-server local disable
no radius-server local

[/3T7 A —5F—]
port 1 <1024-65535>
FORE UDP AR — b5 (A ISR IT 1812 & D)
(R E]
radius-server local disable
[AFIE— K]
Ja—\)varyz 4 lb—y g rEw—NR
[FAA]

11— /L RADIUS H— S—HERED G N/ MER) 2 i BT %,

Fo. WEEM UDP R — FEZEZEHETH I LN TE D,

no JTER Ca~ > R&EFITLGE 30 EMICR D,

[/— "}

72— 77 /L RADIUS $— N—HEEREZ 32 72 ®I2I1%. AT crypto pki generate ca =~ > N T/L— MRGER % Ak
TOMENRD D,

Bl

1 —71/L RADIUS ¥ — —tKREZ AT 5,

SWR2311P (config) #radius-server local enable

10127 78R VB —T =2 —ZADHRE
[EX]

radius-server local interface interface

no radius-server local interface
8T A—H—]
interface © VLAN A V' #— T = — R4,

[FIHARR E]

L

[ASE— R

Ja—\ a4 Jr—g s EF— KR

[FAA]

7 —77 /L RADIUS Y —/N—~DT 7 A% #H T 25 VLAN A VX —T = —AERET D,

T I BAAL L E—T 2—RIHERTHEETRETE S,

n B Ta~vr REET LSRR, BELEA v X —T7 =— A% HIBRT 5,

[ EH]

VLAN #1 & VLAN #100 (2825t L T 5 RADIUS 7 74 7> F(NASYOHDT 72 A% T[4 5,
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SWR2311P (config) #radius-server local interface vlanl
SWR2311P(config) #radius-server local interface vlanlO00

10.1.3 )\ — FEREER 2 AR
BV

crypto pki generate ca [ca-name]

no crypto pki generate ca

[T A —H&—]

ca-name L BRGIFE4
FREER4 D A FTRESCF
o 3 FLLE 32 XFDN
o \[]/"?2 A= R ERR AT - PAR S
« "DEFAULT"I3$5EART]

(18R E]

L

[AJTE— K]

Ja—\)ary7 4L —y g T — R

[FRHA]

7747 v MNEAEEZBRITT D100 — NRRER A AT 5,

RRER4 &AW LT %A 13 "YAMAHA_SWITCH" 2l 9%,

no B CTa~r REFET L3, i€ Lic/— FNEERZHIBRT 2,

[/—H

NV— FRBRER A AR L TV R WAL, = — /L RADIUS $— N—FEREITME T & 220,

BEIZ N — FRSGER D ER SN TV ORI TR R HFERA 2R E L6, V— FRERIL EEE S5,
N— FEGERZHIREIZ EEETD L BITHEHLDT T4 7 2 FEAFT TN TE) L2 D,

Jb— FEBFFRAMFEIE LT T 1 erypto pki generate ca iX 232\ ELb— FEBFER & LT TE 720y,
[BEH]

PFEfA4 A "MYRADIUS" D /L — haBFER % £ T 5,

SWR2311P (config) #crypto pki generate ca MYRADIUS

10.1.4 RADIUS =2 7 4 JL—Y g E— R

[E=]

radius-server local-profile
[AJTE— K]
Jua—\)varyz 4 lb—y g rEw—R
[FAA]

RADIUS 227 4 J L—3 3 UF— RIIBITT A,
1 — % L RADIUS H— S — e OB RE A R T 272D DE— R CTh B,
B!

RADIUS 2> 7 4 L —3 g v — NIZBITT A,

SWR2311P (config) #radius-server local-profile
SWR2311P (config-radius) #

RIE

(1]

10.1.5 FBFEHF XD
[EFX

authentication mode [mode...]

no authentication
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[T A—F—]
mode Tk 77 20
REM B

pap PAP RE T 20
peap PEAP #AIE 7 =
eap-md5 EAP-MD5 585 2
eap-tls EAP-TLS 587 =
eap-ttls EAP-TTLS #5520

(AR E

authentication pap peap eap-md5 eap-tls eap-ttls

[AJIE— F]

RADIUS =7 4 7 L—va s E— R

[@iA]

= —77 /L RADIUS $— "— T3 238G N a5 E T %,

no B Ta~y REET LGB ITMIREBEICREY . T X TORIMLTADBGDE D,
[/—H]

PEAP, EAP-TTLS #8aE 5 DO WERFRFE S & LT, MSCHAPv2 & MDS5 # %74 — k95,
MD5 #fEHT 25613, BREHF U eap-mdS ZHRET DL ERNH B,

[ EH]

i 3 % R85 5 % PEAP, EAP-MDS (IR %,

SWR2311P (config) #radius-server local-profile
SWR2311P (config-radius) #authentication peap eap-mdb

10.1.6 RADIUS 77 5 A 7 2 F(NAS)DFRE

[EFX]

nas host key secret

no nas sost
[¥F—U—F]
key : RADIUS 7 74 7 ¥ MNAS) & OBERFICHEHT 5 /XA Y — RZRET 5
[73F A —&—]
host S IPTRUVA, F0E, PRy NU—ZT RLX
REE A
. 0.0.0.1~223.255.255.255 ® 9 5 127.0.0.1 %
IPv4 7 K L A(A.B.C.D) Ui & o
. _ . Ty MU=~ A7 OFHIT 8~32 T IP 7
IPv4 % v b7 —27 7 KL A(AB.C.D/M) RLADER FEILO & 725
=Xy AT RLADS L REET KL
IPv6 7 K L A(A:B:C::D) A(:/128), T 7 AL Fb— R T R L A(::/0),
=T Ry 7T R L A28 &2 RN T- 6 D
IPv6 > b7 —2 7 KL A(A:B:C::D/M) TVT 47 ARIT 1~128
secret D HEENRRTU— R

(128 SCFLAN, \[]"? A— R ZER< A EET - MR
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(AR E]

nas 127.0.0.1 key secret_local

[AJ1E— ]

RADIUS 27 4 ' L—varE— R
B

RADIUS 7 A 7> U A MZRADIUS 7 74 7 > F(NAS)Z BT 5,

BRBEEIE 100 TH D,

no G Ca~ 2 FEET LS EIE. FEE L RADIUS 7 74 7 FOREZHIFRT 5,

[/— "}

ARa< R TRE LT RADIUS 7 7 A 7 > M(NAS)IE#HIE. running-config, ¥ XU}, startup-config (ZILFEK R I 4172
Y,

Flo, WEOREI~VY FEFRARY, Ra~vr REFETLERRTRET —# & LTRFEEND,
F%E L72 RADIUS 7 7 A 7 > M(NAS)[H#IZ. show radius-server local nas =~ > R TR TX 5,
AR O R — FRAEEARE T — L RADIUS H— —ZIEET 55611, L FTERETHUERH D,
SWR2311P (config) #radius-server host 127.0.0.1 key secret local

[BEH]

IP7 KL A 192.168.100.101, 34 /XA T — K"abede"?® RADIUS 7 71 7 > F(NAS)Z BT 5,

SWR2311P (config) #radius-server local-profile
SWR2311P(config-radius) #nas 192.168.100.101 key abcde

10.1.7 FBFF2 —F — DR E

X
! us]er userid password [vlan vilan-id] [mac mac-address] [ssid ssid] [name name] [mail mail-address] [auth type] [expire
date]
no user userid

[ZF—T— K]
vlan : #AFv”7 VLAN IO VLAN 23R ET 5
mac DRI ARERE LW AICEAD MAC 7 RLAEFRET 5
ssid D R L T D SSID ZRFE L2 EEIT SSID 4R ET 2
name A=Y ARRERET D
mail D I TIA TV PREHEORA A AT RV RAEBRET D
auth CORRES RS A T ERET D
expire U TAT Y NEHEOH IR 2 ET D GEEREST X A 73 EAP-TLS D56 O B4 %h)
T A—F—
userid ;. a2—H%—1D

(3 XFLAE 32 3L LA, "DEFAULT" X5 E A W)

FRRET AJIFTRESCF
EAP-MD5, EAP-TTLS, PEAP, PAP V172 A= R & BRI AR
EI<>") AR — < I

EAP.TLS \%L]-/%ﬁ';%a% A=Az R I
password DRI — R

(32 LFLIN, \[1" 2 A=A 2 bR A IET - FMAFLS)
vian-id 1 <1-4094>

2 AF 327 VLAN 1D VLAN % =
mac-address . hhhh.hhhh.hhhh (h 13 16 #%5)
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ARESG AR (2 —H—)D MAC 7 R LA

ssid o &S SSID
(32 LFLINL \[]"? A= 2 BB A8 - M85
name Do a—Y—4
(32 LFLUAN, " ? A= R & FR AT - AT
mail-address . A—LT RLZA
(256 SCFLIN, AL - @)
bpe =V
REME S
PAP §BiE X (= —#—ID L XRAU— %
pap AT 51 7)
PEAP, EAP-MD5, EAP-TTLS #8:iF 72 (=2 —
beap P—ID LRAT — REMET 2 41 7)
cap-tls f%ﬁﬂﬁ%ﬁﬁﬁﬁﬂ%%%ﬁﬁTé?%

BWERF T eap-tls &35
date D HAT(EMSEE 2037/12/31 L 5)
(YYYY/MM/DD BAE B £ 225 2037/12/31 £ T)
[FIHIER E]
L
[ASE— )
RADIUS 27 4 7 L—3 a3 »E— R
[BiHA)
RADIUS #— _—TFFET 52— — & BT 5,
B KRB ERELIE 2000 TH 5,
no B CTa~y REFETLESGAIEL, B Lica—F—%HIRT 5,
FBREH T EAP-TLS 87 L7284, certificate user 2~ R CZ T4 7 2 FEHEDRITHNMLE L 70 D,
Flo, NRAU—RRZ T4 7 MiEHEOAIWIRAZTE LIGES, BESZ 747 2 MEHEORITHMLE L 72

Do
7 74T v MEAEZRITHAO 22—V =2 IRT 556, BBIICY 747 & MEAEO KDL ZAT 9,
[/ — ]

ARKa<y RCHEE L2 ——1F#HIL. running-config, 3} LT, startup-config (ZITFR/R I 720,

T, BEOREaA~Y REITRRY, Ravy REFATLERRTRET —¥ & L TRFESIND,

FRTE Lz — —1H#I%, show radius-server local user =~ > K CHER TX 5,

mac ¥— U — R THET D MAC 7 KL AlE, RADIUS 7 71 7 > F(NAS)7® Calling-Station-1d Z i#%1 L C X 72354

RSN D,

ssid ¥ — U — R CHRE$ 5 SSID IZ, RADIUS 7 71 7 > h(NAS)A Called-Station-Id Z 8% L C & =AM A S h
60

[ EH]

PRREL— W —Z X7 D,
SWR2311P (config) #radius-server local-profile

SWR2311P (config-radius) #user yamaha secretpassword mac 00a0.de00.0001 auth peap name
YamahaTaro
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10.1.8 FHEFEREIFR O E
[EX]

reauth interval time

no reauth interval

[/NT A—F—]

time : <3600,43200,86400,604800>
FROREH PR D%

(AR E]

reauth interval 3600

[AJ1E— ]

RADIUS 27 4 7 L—3 9 VE— R

B

RADIUS 7 7 A 7 > M(NAS)WZi@ A9 5 HidaEMiE 2 5% Ed 5,

FRAGERIRR & LT T 2 20285 22220V TliE, RADIUS 7 74 7 > F(NASYHlICZE R B 5,
no JER Ca~ > REFIT LGSR EICRT,

[ EH]

FFRRGEM I %2 604800 RV ICFRET 5,

SWR2311P (config) #radius-server local-profile
SWR2311P (config-radius) #reauth interval 604800

10.1.9 7 —% /L RADIUS ¥ — R—~DFEF— & Kk

[EX]
radius-server local refresh
[AJ1E— K]
¥ibE EXEC £ — K
B

1 — 1)L RADIUS $— "—|ZHBEDRRE & Kk S 5,

RADIUS B DR EZZH LG EI1X, T ARz~ FE2FITL = — /L RADIUS —/N—~F — X HHF I H 4
ERH D,

[/—}]

ARawy REFATLIHA. B— 5L RADIUS — "— 37 — & & K X H 2 72 D12 — R 8 2 Hr il L s etk
WZHBET S

(% EH)
17—/ RADIUS $r—/"—{Z, BIEORELZ XM IE 5,

SWR2311P#radius-server local refresh

10.1.10 7 5 A 7 > FEEFAZEORST

E&
certificate [mail] user [userid]
[%—7— K]
mail D 7 IA 7 FMEHFEOFAT L AR — =~ A — L 2 R D,
[73F A =4 —]

userid . a2—%—1ID
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(3 3CF-LL k32 SCFLAN, "DEFAULT" LG EAS Al

RREH R AJTRIBEICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= %R AT AT
] \[1/:%]|<>"2? A= &R BATEH
FAP-TLS FOEATE
[AF1E— ]
¥t EXEC E— I
B

EAP-TLS iBiF XA EL TWbHa—HF—D 7 T4 7 FEHEZHRITT 5,

a—H— 1D ZAHME LI25A1E. TROFHICEET 2T X TO2—F—Dr 747 MNEHELZ —FERITT 5,

« V7 IA47 v MNEHEEZ ELHITL TR —F—

o NRU—=R, 7747 FNEHAZEORIHIREZZE Liza—HF—

FRE % EAP-TLS ~A W L7z 2 —H—

AR % EAP-TLS 75 EAP-TLS DISMIAH L7z —W—1X, AEIZYZ 74 7 > FEHEEZ RIS 5,

mail ¥—U— R&ZFEELZHE, user 2~ RTRELTWVWDA—ILT RLANT T4 T 2 MiEHELEEMAT D,
A=V DL ERINTHOWTIL, FEAEEATRFO A — L E% E (mail send certificate 2~ > R)D7 7 L— MIHEH,
A—LT RUARHEE SN TR WIGEIT A —LEE LR,

[/ — ]

72747 MEHFEIT 1 2= —IZOZ 2 BETHEHITTE D, 2L EFITLIELEITH VO L D0 BIEEIZ KL
ERCE

7 TA47T 2 FEHFEO—ERATIIRFM R 00572/ Ny 7 75 R T TEB Y TP Th a~ 2 FETITEE
Th b,

L, BT a<y RIZOWTIETTE RV E D IHIRZ 20 T D
* crypto pki generate ca

* o crypto pki generate ca

* nas

* user

+ certificate user

 certificate mail user

+ certificate revoke

+ certificate export sd

* copy radius-server local

[ EH]
7747 v MNiEHEEY —ERITT 5,
SWR2311P#certificate user

10.1.11 7 5 A 7 hFEBHED Tk

[ER]

certificate abort
[AJTE— K]
¥iHE EXEC £ — K
B

7747 v MNERAEO—FERITE RIS E D,

FIEE certificate user 2~ REFITTHZ LT 747 2 FEHZEORITZHBHATE 5,
[E )

74T v MNEHEO—FERITE P S E 5,

SWR2311P#certificate abort
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10.1.12 7 A 7~ FEEAED LS
[EFR]

certificate revoke user userid

certificate revoke id certificate-id

[F—TU— K]
user D BELEa—Y =D 74T v FNEAEE RS D
id D RELEIAT U MEAEID O 74 7 v MEREEZ K SED
[/3T A —HF—]
userid . 2—%—1D
(3 3CFLL 1 32 SCFLIAN, "DEFAULT" X G EASAT)
RIEH R AT ATRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R PEATEHT AT
sk "9 R AL M Wk
EAP-TLS \%]./%ﬁ%;;%. S A Z R < A IR
certificate-id T4 T FREHEID
"= ID"-" ) T AE S DM G DY
[AFIE—F]
R EXEC E— K
[REFA]

BELa—Y—F737 7947 MEAZEID O 7 4 7> bEAELZ RSB,
7747 v MNEAENKRINTGE. T OEAEZME S ZFRGEIT AT 5,

[/—}]
7 T A 7 > NREAE ID(certificate-id)IZ, show radius-server local certificate list =~ > K CHER TE %,
[BREH]

2—H—ID "Taro" D7 7 A 7 > FEEZ KRNI E D,

SWR2311P#certificate revoke user Taro

7747 hFEBE ID "Taro-DFS98EE9B44D22CC" D7 7 A 7 > M EZ KZh S H 5,
SWR2311Pf#certificate revoke id Taro-DF598EE9B44D22CC

10.1.13 7 A 7 v biEAEO T 7 2R — ~(SD = E'—)
[ER]

certificate export sd all [compress]
certificate export sd user userid [compress]

all D BRI IAT v NEHEE T AR— T 5

user D HELEa— -0 F4 7 v FEEE T AR - TS
compress ©ozip 7 7 A MTERET D

/3T A—&—]

userid . a—%—1ID
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(3 3CF-LA | 32 SCF LA, "DEFAULT" 145 E A< F])

RREH R AJTRIBEICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= %R AT AT
] \[1/:%]|<>"2? A= &R BATEH
FAP-TLS FOEATE
[AF1E— ]
¥t EXEC E— I
B

7747 v hEEEZ, SD h— N2z 7 AKR— T 5,
=7 AR— NEIE, SD 71— RN /swr2311p/certification/ T 5,
compress ZF57E LTz E X, 7 747 > FREHEZ ZIP 7 7 A VITEM L T b7 AR — T 5,

= AR— b &
" TRTDT T7A47T 2 FEFEZ% certificate_all.zip & LT
JEAE

BELEa2——02r 747 FEWE % certificate_ <

e HeiE L7 ID>zip & L CIES
=M

Ty AR N END S TAT v MR EE. BEO | EBOHTH S,

B2 fl]

22— —ID Yamaha ® 2 7 A 7 FEEE SD 1 — R~/ AR — 2%,
SWR2311P#certificate export sd user Yamaha

10.1.14 7 A 7~ FREBAFE DT 7 AR — M(A —/VE(E)

E&

certificate export mail all compress
certificate export mail user userid compress

[F—U—F]
all TR TCOA—Y T TA T v MEAEE A —LVEET D
user D BELEa—Y =27 T4 T MEAEEZ A —VEET D
compress © ZIP 7 7 A VIZIERET D
[/XT A—F—]
userid . o—¥— 1D
(3 3CFLA L 32 SCFLAN, "DEFAULT" (345 & A< )
AL = AJTRIREICF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? A= &R EATEET - EART S
\[1/:%|<>"2? AR_—R &R A
EAP-TL B
> PR
[AFTE— R
¥i#E EXEC £— K
B

7 IAT v MEBHEZ XA — VIR L THE 2 —F =T A —ILiEET 5D,
EMNT A7 9407 FIFHEIR, Fa2—HF—DORNRT—RTEMLIZZIP 77 AL TH D,
A—=LT RUARRESN WA —PF— 25 LTI, A—/LDOEENMThILe,
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A=V EEEFETHITIE, FRNZA —NVDOEFELXT— =R =V OHL/ I EE A — LT 7 L— MIEE L, mail
send certificate =~ N T, BERHIMEHTLIA—NLT 7L —FIDZHRTEL TEMEND D,

[/ —H]
A—=IVIKEEND 7 TA T FEEHEL, BHO 1 @BOHRTH D,
[EXEH]

—H— ID Yamaha ® 2 7 A 7 hEEE A —/LRET 5,

SWR2311P#certificate export mail user Yamaha

10.1.15 RADIUS T —# D a t’—

[EF
copy radius-server local src_config_num dst_config_num
ST A—F—]
src_config_num D A= ar T 4 IEKE
BREE Gl
<0-4> a7 4 T HO-#4
sd SD 1 — FND=a 7 1 7
dst_config_num D av—oar T 4 rEkE
RIEME B!
<0-4> a7 T HO-#4
sd SD i—KAD=ar7 47
[AJ1E— ]
FiHE EXEC E— R
B
2 —7% L RADIUS $r— =2 57 =%~z at'—7 %,
o Jb— FEREER

o FITLT=V T4 7 2 FiEHE
¢ a—P—F—x
. BT AL

a<r RRELEOET N TOREL 2 E— LIZWEATE, copy startup-config =~ R Ta ™ —4 5 Z LN TX
éo

[/—F]

SD I— KB~ PENTWARVIREET, sd 2B ELSE/RIT= T —L 75,
[B%E R

a7 4 7 #0 D RADIUS ¥ — & % SD 1 — R~a b’ —14 %,

SWR2311P#copy radius-server local 0 sd
Succeeded to copy Radius configuration

10.1.16 RADIUS 7 7 A 7 F(NAS)DFIR
&y

show radius-server local nas /ost
[2XF A—%&—]
host D IPT7TRUVA, FHE, IPRy hU—=Z T LA
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BEE LA
0.0.0.1~223.255.255.255 ® 9 % 127.0.0.1 %
Rz b o

T NI =< A7 OFPHIL 8~32 T IP 7
RUADREAMNBIZO0 L7225

A=F XY A RT RLAD Y B RIEET L
IPv6 7 K L Z(A:B:C::D) A(::/128), T 7 AV hJb— KT KL A(::/0),
N—T R 7T KL AGC128) &RV =8 D

IPv4 7 K L Z(A.B.C.D)

IPv4 %> U —27 7 KL A(A.B.C.D/M)

IPv6 % v kT —27 7 KL Z(A:B:C::D/M) TVT 47 AR 1~128

[AF1E— ]

¥iHE EXEC £— K

[FAA]

RADIUS 7 74 7 F(NAS)D—E % F/RT 5,

[ EH]

IP 7 R L A%3"192.168.100.0/24" D RADIUS 7 7 A 7 > h(NAS)Z £ 5,

SWR2311P#show radius-server local nas 192.168.100.0/24
host key

192.168.100.0/24 abcde

10.1.17 Bt — P —FHROFR

k={

E2N!
show radius-server local user [detail userid]
[F—U— K]
detail D RE Lo —F— ORI RE R T 5
[R5 A—F—]
userid : a—#F—1ID
(3 CFLL Lk 32 SCFLIN, "DEFAULT" 8 E A 1)
RAEH R AT RIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1" 2 A= R %R AT EATL
dEI<>" ) ANR— e e TS
EAP-TLS \qy/#:ﬁt o ? A A% < AR
[AJ1E— K]
HitE EXEC £— F
[RLBA]
a—F—FRERRT D,
[ERE B

A—F—HFRO - HE2RKTT D,

SWR2311P#show radius-server local user

Total 1
userid name vlian mode
00a0de001080 YamahaTaro 1 eap-md5

Z—4— ID 73"00a0de000001" D = —H —{F i & £ 7T 5,

SWR2311P#show radius-server local user detail 00a0de000001
Total 1



userid : 00a0de000001
password : secretpassword
mode : eap-tls

vlan 3 10

MAC : 00a0.de00.0001
SSID :

name : YamahaTaro

mail-address: test.com
expire date : 2037/12/31
certificated: Not

10.1.18 7 5 A 7 FiEFAZE O RITIREER R

av R 77 LA |77 r— 32361

[ER]
show radius-server local certificate status
[AJT1E— K]
¥iHE EXEC £ — K
B
7 AT v MEMERITREOREEZ R TT D,

FATINER

Py

done

054 T NEHEORITNGE T E 1 I ARRAT

processing

7747 MEHEZ T

aborted

certificate abort 2~ K72 BN K-> To 747 MiE#A
FEORAT & W

[ 2B
7747 v PREHERITLEOIREZRRT D,

SWR2311P#show radius-server local certificate status

certificate process: done.

10.1.19 7 FA T~ FEAED U X FRR

EEV
show radius-server local certificate list [detail userid]

[F—U— 1]

detail DR -RERR TS

[T A—=HF—]

userid . a2—%—1ID
(3 CFLA L 32 SCF LN, "DEFAULT" I8 E A Al

RAEH R ATIRIRESCF
EAP-MDS5, EAP-TTLS, PEAP, PAP \[1"? AR—=RZ R AT - AT
- P A

EAP-TLS \“%E]-/%Lﬁ',;;% ? A A% i< AR

[AT1E— K]

HHE EXEC £— R

[FHA]

FATH 2 TA T > NEBED ) A N2 RRT B,

userid Z¥gE LT-3HEIL. FOa—VF —OFEMBEREZE T 5,

(3= 1]
B —F—DRITH 2 TA T v NEN R SRR ST 5,

SWR2311P#show radius-server local certificate list detail Yamaha
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userid certificate number
enddate

Yamaha Yamaha-DF598EE9B44D22CC
2018/12/31

Yamaha-DF598EE9B44D22CD
2019/12/31

10.1.20 7 FA T~ FEEAE DR U X M RAR

[EX]
show radius-server local certificate revoke
[AJTE— K]
ke EXEC £—
(R EA]
KRB INT=T T4 7 > FEHED Y A N &2 FRRT 5D,

RENEH NE

revoked FENZ KD KR

expired A RIARREIAIC K D K%)

[BXEH)
7747 v MEHEORZ Y A M ERRET D,

SWR2311P#show radius-server local certificate revoke

userid certificate number
reason

Yamaha Yamaha-DF598EE9B44D22CC
expired

Yamaha-DF598EE9B44D22CD
revoked
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A

aaa authentication auth-mac 178
aaa authentication auth-web 178
aaa authentication dotlx 177
access-group (IPv4) 304
access-group (IPv6) 306
access-group (MAC) 309
access-list (IPv4) 302

access-list (IPv6) 305

access-list (MAC) 307

access-list description (IPv4) 304
access-list description (IPv6) 306
access-list description (MAC) 308
action 139

agent-watch down-count 124
agent-watch interval 123
aggregate-police 334

arp 261

arp-ageing-timeout 261
arp-ageing-timeout request 262
auth clear-state time (f % — 7 = — X & — K) 196
auth clear-state time (7' 2 —/N)L a7 4 7 L—3 g »F— R) 196
auth dynamic-vlan-creation 185
auth guest-vlan 185

auth host-mode 183

auth no-response-authorized 191
auth order 184

auth radius attribute nas-identifier 191
auth reauthentication 184

auth timeout quiet-period 186
auth timeout reauth-period 186
auth timeout server-timeout 187
auth timeout supp-timeout 187
auth-mac auth-user 181

auth-mac enable 180

auth-mac static 182

auth-web enable 182

auth-web redirect-url 195
authentication 351

auto-ip 258

B

backup system 150
banner motd 31
boot auto-apply 39
boot prioritize sd 38

C

cable-diagnostics tdr execute interface 46
certificate abort 356
certificate export mail 358
certificate export sd 357
certificate revoke 357
certificate user 355
channel-group mode 168
class 321

class-map 321

clear access-list counters 310
clear arp-cache 261

clear auth state 195

clear auth statistics 194

clear boot list 38

clear cable-diagnostics tdr 47
clear counters 163
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clear ip dhep snooping binding 253
clear ip dhep snooping statistics 254
clear ip igmp snooping 295

clear ipv6 dhcp client 273

clear ipv6 mld snooping 301

clear ipv6 neighbors 277

clear lacp counters 173

clear lldp counters 122

clear logging 61

clear mac-address-table dynamic 208
clear qos metering-counters 339

clear spanning-tree detected protocols 234
clear ssh host 101

clear ssh-server host key 98

clear system-diagnostics on-demand 46
clear test cable-diagnostics tdr 47
cli-command 140

clock set 47

clock summer-time date 50

clock summer-time recurring 50
clock timezone 48

cold start 146

config-auto-set enable 130

copy auth-web custom-file 197

copy radius-server local 359

copy running-config startup-config 32
copy startup-config 36

copy tech-support sd 44

crypto pki generate ca 351

D

description 152

description (schedule) 138
dns-client 279

dns-client domain-list 281
dns-client domain-name 280
dns-client name-server 280
dotlx control-direction 179
dot1x max-auth-req 180
dot1x port-control 179

E

eee 154

enable password 28

erase auth-web custom-file 197
erase startup-config 35
errdisable auto-recovery 201
event-watch disable 129
event-watch interval 129
exec-timeout 55

F

find switch start 149

find switch stop 149

firmware-update execute 133
firmware-update http-proxy 132
firmware-update reload-time 136
firmware-update revision-down enable 134
firmware-update sd execute 135
firmware-update timeout 134
firmware-update url 132

flowcontrol (f > % —7 = —ZAFE— R) 346
flowcontrol (/' 2 — Va7 4 7 L—3 3 »F— R) 346



364| 2~ KU 77 LA | 5|

H 12ms configuration 122
12ms enable 122
hostname 146 12ms filter enable 125
http-proxy 93 12ms reset 126
http-proxy timeout 94 12ms role 123
http-server 90 lacp multi-speed 172
http-server access 92 lacp port-priority 177
http-server interface 91 lacp system-priority 171
http-server language 92 lacp timeout 172
http-server login-timeout 93 led-mode default 147
http-server secure 90 line con 54
line vty 54
I 1ldp auto-setting 110
1ldp interface enable 117
instance 234 ldp run 108
instance priority 236 11dp system-description 109
instance vlan 235 lldp system-name 109
interface reset 161 lidp-agent 110
ip address 255 10gg?ng backup sd 61
ip address dhcp 256 logg¥ng event 60
ip dhep snooping (- & ¥ — 7 = — X & — ) 246 1ogg¥ng facility 58
logging format 57

ip dhep snooping (/' 2 — Va7 4 JL— 3 UE— R) 245

ip dhep snooping information option 248 iogg?ng h(:;t 57. fo 60

ip dhep snooping information option allow-untrusted 249 1ogg¥ng st Ol(lit Ln °

ip dhep snooping information option format remote-id 249 oggIng trap debug 58
logging trap error 59

ip dhcp snooping information option format-type circuit-id 249
ip dhcp snooping limit rate 251

ip dhcp snooping logging 251

ip dhep snooping subscriber-id 250

logging trap informational 59
loop-detect (f > % — 7 = — AFE— ) 242

loop_detect(ﬁvl:"—‘/{/]/:j 74 T L— g F) 241

ip dhep snooping trust 247 loop-detect blocking 243
ip dhcp snooping verify mac-address 247 loop-detect blocking interval 244
ip forwarding 262 loop-detect reset 244
ip igmp snooping 285
ip igmp snooping check ra 289 M
ip igmp snooping check tos 289
ip igmp snooping check ttl 288 mac-address-table ageing-time 207
ip igmp snooping fast-leave 286 mac-address-table learning 207
ip igmp snooping mrouter interface 287 mac-address-table static 208
ip igmp snooping mrouter-port data-suppression 292 mail certificate expire-notify 107
ip igmp snooping querier 287 mail notify trigger 103
ip igmp snooping query-interval 288 mail send certificate 106
ip igmp snooping report-forward 291 mail send certificate-notify 107
ip igmp snooping report-suppression 291 mail server smtp host 101
ip igmp snooping version 290 mail server smtp name 102
ip route 258 mail template 104
ipv6 265 management interface 56
ipv6 address 266 match access-list (QoS) 322
ipv6 address autoconfig 266 match access-list (VLAN) 311
ipv6 address dhep 267 match cos 323
ipv6 address pd 268 match ethertype 324
ipv6 dhcep client nd-prefix 273 match ip-dscp 323
ipv6 dhep client pd 269 match ip-precedence 323
ipv6 forwarding 277 match vlan 325
ipv6 mld snooping 295 match vlan-range 325
ipv6 mld snooping fast-leave 296 mdix auto 154
ipv6 mld snooping mrouter interface 296 mirror interface 156
ipv6 mld snooping querier 297 mount sd 147
ipv6 mld snooping query-interval 297 mru 153
ipv6 mld snooping report-suppression 299 mtu 263
ipv6 mld snooping version 298 multiple-vlan group name 222
ipv6 nd accept-ra-default-routes 270 multiple-vlan transfer ympi 222
ipv6 neighbor 276
ipv6 route 274 N
L nas 352
ntpdate interval 53
12-mcast flood 284 ntpdate oneshot 53
12-mcast snooping tcn-query 285 ntpdate server 52

12-unknown-mcast (f ¥ — 7 = — X FE— ) 283
12-unknown-mcast (7' 22—/ )L a7 4 7 L—3 5 F— R) 283
12-unknown-mcast forward link-local 284
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pass-through eap 198

password-encryption 28

ping 264

ping6 278

police single-rate (R U > —~ > 7 « 7 T XE— R) 330
police single-rate ((EFJA U H—F— ) 334

police twin-rate (N J ¥ —~< v 7 « 7 T ZF— ) 331
police twin-rate (&40 U ¥—EF— 1) 335
police-aggregate 338

policy-map 326

port-channel load-balance 174

port-security enable 199

port-security mac-address 199

port-security violation 200

power-inline (-f > % — 7 = — A& — K) 203
power-inline (7 2 —/ Va7 ¢ JL—3 3 UE— R) 202
power-inline description 203

power-inline guardband 204

power-inline priority 204

private-vlan 211

private-vlan association 212

proav profile-type 150

Q

qos cos 314

qos cos-queue 318

qos dscp-queue 319

qos enable 313

qos port-priority-queue 319
qos queue sent-from-cpu 320
qos trust 315

qos wrr-weight 344

R

radius-server deadtime 190
radius-server host 188
radius-server key 190
radius-server local enable 350
radius-server local interface 350
radius-server local refresh 355
radius-server local-profile 351
radius-server retransmit 189
radius-server timeout 189
reauth interval 355

region 236

reload 146

remark-map (R J > —~< v 7« 7 7 Z2F— ) 333
remark-map (4978 U —F— ) 336
restart 146

restore system 150

revision 236

rmon 72

rmon alarm 75

rmon clear counters 80

rmon event 74

rmon history 73

rmon statistics 73

S

save 33

save logging 60

schedule 136

schedule template 139
script 140

send from 105

send notify wait-time 106
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send server 104

send subject 105

send to 105

service terminal-length 56
service-policy 327

set cos 328

set cos-queue 340

set ip-dscp 329

set ip-dscp-queue 340

set ip-precedence 329

set lldp 111

set management-address-tlv 112

set msg-tx-hold 116

set timer msg-fast-tx 115

set timer msg-tx-interval 114

set timer reinit-delay 115

set too-many-neighbors limit 117
set tx-fast-init 116

sflow 80

sflow agent 81

sflow collector 81

sflow collector max-datagram-size 82
sflow max-header-size 83

sflow polling-interval 83

sflow sampling-rate 82

sfp-monitor rx-power 165

show access-group 311

show access-list 310

show aggregate-police 337

show arp 260

show auth statistics 193

show auth status 192

show auth supplicant 193

show boot 37

show boot prioritize sd 39

show cable-diagnostics tdr 47
show class-map 325

show clock 51

show config(show running-config) 33
show config(show startup-config) 34
show ddm status 164

show dhcp lease 257

show disk-usage 41

show dns-client 281

show eee capabilities interface 155
show eee status interface 155

show environment 40

show errdisable 201

show error port-led 148

show etherchannel 169

show etherchannel status 175

show firmware-update 134

show flowcontrol 347

show frame-counter 162

show http-proxy 94

show http-server 91

show interface 158

show interface brief 160

show inventory 40

show ip dhcp snooping 252

show ip dhcp snooping binding 253
show ip dhcp snooping interface 252
show ip dhcp snooping statistics 253
show ip forwarding 263

show ip igmp snooping groups 293
show ip igmp snooping interface 294
show ip igmp snooping mrouter 293
show ip interface 256

show ip route 259

show ip route database 260

show ip route summary 260

show ipv6 dhcp interface 272
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show ipv6 forwarding 277

show ipv6 interface 271

show ipv6 mld snooping groups 300
show ipv6 mld snooping interface 300
show ipv6 mld snooping mrouter 299
show ipv6 neighbors 276

show ipv6 route 275

show ipv6 route database 275
show ipv6 route summary 276
show 12ms 126

show lacp sys-id 171

show lacp-counter 173

show led-mode 148

show lldp interface 118

show 1ldp neighbors 120

show logging 62

show loop-detect 244

show mac-address-table 209

show mac-address-table count 210
show mail information 108

show memory 42

show mirror 157

show ntpdate 53

show policy-map 341

show port-security status 200
show power-inline 205

show process 42

show qos 316

show qos interface 316

show qos map-status 343

show qos metering-counters 339
show qos queue-counters 317
show radius-server 194

show radius-server local certificate list 361
show radius-server local certificate revoke 362
show radius-server local certificate status 361

show radius-server local nas 359
show radius-server local user 360
show rmon 77

show rmon alarm 79

show rmon event 79

show rmon history 79

show rmon statistics 78

show running-config 33

show sflow 84

show sflow sampling 84

show snmp community 71

show snmp group 71

show snmp user 72

show snmp view 71

show spanning-tree 230

show spanning-tree mst 239
show spanning-tree mst config 239
show spanning-tree mst instance 240
show spanning-tree statistics 232
show ssh-server 95

show ssh-server host key 98
show startup-config 34

show static-channel-group 167
show storm-control 348

show system-diagnostics 45
show tech-support 42

show telnet-server 85

show test cable-diagnostics tdr 47
show tftp-server 89

show tx-queue-monitor 166

show users 31

show vlan 223

show vlan access-map 313

show vlan filter 313

show vlan multiple-vlan 224
show vlan private-vlan 223

show y-unos 145

show yno 143

shutdown 152

snapshot delete 132

snapshot enable 130

snapshot save 131

snapshot trap terminal 131
snmp-server access 69
snmp-server community 66
snmp-server contact 65
snmp-server enable trap 64
snmp-server group 67
snmp-server host 62

snmp-server location 66
snmp-server startup-trap-delay 64
snmp-server user 68

snmp-server view 67
spanning-tree 226

spanning-tree bpdu-filter 227
spanning-tree bpdu-guard 228
spanning-tree edgeport 230
spanning-tree forward-time 225
spanning-tree instance 237
spanning-tree instance path-cost 238
spanning-tree instance priority 237
spanning-tree link-type 227
spanning-tree max-age 225
spanning-tree mst configuration 234
spanning-tree path-cost 229

spanning-tree priority (-f % —7 = —ZXFE— ) 229
spanning-tree priority (7 2 —/ 3V 3> 7 4 J L —3 3 VE— R)

226

spanning-tree shutdown 224
speed-duplex 153

ssh 100

ssh-client 100

ssh-server 95

ssh-server access 96

ssh-server client alive 99
ssh-server host key generate 97
ssh-server interface 96
startup-config description 36
startup-config select 37
static-channel-group 167
storm-control 348

switchport access vlan 214
switchport mode access 213
switchport mode private-vlan 217
switchport mode trunk 214
switchport multiple-vlan group 221

switchport private-vlan host-association 217

switchport private-vlan mapping 218
switchport trunk allowed vlan 215
switchport trunk native vlan 216
switchport voice cos 220

switchport voice dscp 220
switchport voice vlan 219

system-diagnostics on-demand execute 45

T

telnet 87

telnet-client 88
telnet-server 85
telnet-server access 86
telnet-server interface 86
terminal length 55
terminal-watch enable 124
terminal-watch interval 125
test cable-diagnostics tdr interface 46
tftp-server 88

tftp-server interface 89
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tlv-select basic-mgmt 112

tlv-select ieee-8021-org-specific 113

tlv-select ieee-8023-org-specific 113

tlv-select med 114

traceroute 265

traceroute6 279

traffic-shape queue rate 345

traffic-shape rate 344

tx-queue-monitor usage-rate (-f > % —7 = — A E— K) 166

tx-queue-monitor usage-rate (7 2 — )L a7 4 JL— g UE—
) 165

U

unmount sd 147
unregister yno 143
user 353

username 29
username privilege 30

\%

vlan 211

vlan access-map 311
vlan database 210
vlan filter 312

W

wireless-terminal-watch interval 128
write 33

Y

y-unos enable 144
yno enable 141

yno https-proxy 142
yno keepalive 142
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